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1.2. What Can CloudStack Do?

Multiple Hypervisor Support

CloudStack works with a variety of hypervisors, and a single cloud deployment can contain multiple hypervisor
implementations. The current release of CloudStack supports pre-packaged enterprise solutions like Citrix XenServer
and VMware vSphere, as well as KVMor Xen running on Ubuntu or CentOS.

Massively Scalable Infrastructure Management

CloudStack can manage tens of thousands of servers installed in multiple geographically distributed datacenters. The
centralized management server scales linearly, eliminating the need for intermediate cluster-level management servers.
No single component failure can cause cloud-wide outage. Periodic maintenance of the management server can be
performed without affecting the functioning of virtual machines running in the cloud.

Automatic Configuration Management
CloudStack automatically configures each guestvirtual machine’s networking and storage settings.

CloudStack internally manages a pool of virtual appliances to support the cloud itself. These appliances offer services
such as firewalling, routing, DHCP, VPN access, console proxy, storage access, and storage replication. The extensive
use of virtual appliances simplifies the installation, configuration, and ongoing management of a cloud deployment.

Graphical User Interface

CloudStack offers an administrator's Web interface, used for provisioning and managing the cloud, as well as an end-
user's Web interface, used for running VMs and managing VM templates. The Ul can be customized to reflect the desired
service provider or enterprise look and feel.

API and Extensibility

CloudStack provides an API that gives programmatic access to all the management features available in the Ul. The API
is maintained and documented. This APl enables the creation of command line tools and new user interfaces to suit
particular needs. See the Developer's Guide and API Reference, both available at Apache CloudStack Guides and
Apache CloudStack APl Reference respectively.

The CloudStack pluggable allocation architecture allows the creation of new types of allocators for the selection of
storage and Hosts. See the Allocator Implementation Guide
(http://docs.cloudstack.org/CloudStack_Documentation/Allocator_Implementation_Guide).

High Availability

CloudStack has a number of features to increase the availability of the system. The Management Server itself may be
deployed in a multi-node installation where the servers are load balanced. MySQL may be configured to use replication to
provide for a manual failover in the event of database loss. For the hosts, CloudStack supports NIC bonding and the use
of separate networks for storage as well as iISCSI Multipath.
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Simplified view of a basic deployment
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1.3.1. Management Server Overview

The Management Server is the CloudStack software that manages cloud resources. By interacting with the Management
Server through its Ul or API, you can configure and manage your cloud infrastructure.

The Management Server runs on a dedicated server or VM. It controls allocation of virtual machines to hosts and assigns
storage and IP addresses to the virtual machine instances. The Management Server runs in a Tomcat container and
requires a MySQL database for persistence.

The machine must meet the system requirements described in System Requirements.
The Management Server:

Provides the web user interface for the administrator and a reference user interface for end users.
Provides the APIs for CloudStack.

Manages the assignment of guest VMs to particular hosts.

Manages the assignment of public and private IP addresses to particular accounts.

Manages the allocation of storage to guests as virtual disks.

Manages snapshots, templates, and ISO images, possibly replicating them across data centers.
Provides a single point of configuration for the cloud.
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2.1. About Regions

To increase reliability of the cloud, you can optionally group resources into multiple geographic regions. Aregion is the
largest available organizational unit within a CloudStack deployment. Aregion is made up of several availability zones,
where each zone is roughly equivalent to a datacenter. Each region is controlled by its own cluster of Management
Servers, running in one of the zones. The zones in a region are typically located in close geographical proximity. Regions
are a useful technique for providing fault tolerance and disaster recovery.

By grouping zones into regions, the cloud can achieve higher availability and scalability. User accounts can span regions,
so that users can deploy VMs in multiple, widely-dispersed regions. Even if one of the regions becomes unavailable, the
services are still available to the end-user through VMs deployed in another region. And by grouping communities of
zones under their own nearby Management Servers, the latency of communications within the cloud is reduced
compared to managing widely-dispersed zones from a single central Management Server.

Usage records can also be consolidated and tracked at the region level, creating reports or invoices for each geographic
region.

Region
Zone
Zone
Pod
Secondary IE‘
Storage -
Cluster
Zone
Primary
- @ -

A region with multiple zones

Regions are visible to the end user. When a user starts a guest VM, the user must select a region for their guest. Users
might also be required to copy their private templates to additional regions to enable creation of guest VMs using their
templates in those regions.

2.2. B = 1

Azone is the second largest organizational unit within a CloudStack deployment. Azone typically corresponds to a single
datacenter, although itis permissible to have multiple zones in a datacenter. The benefit of organizing infrastructure into
zones is to provide physical isolation and redundancy. For example, each zone can have its own power supply and
network uplink, and the zones can be widely separated geographically (though this is not required).
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2.3. R Pods
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2.5. About Hosts

Ahostis a single computer. Hosts provide the computing resources that run the guest virtual machines. Each host has
hypervisor software installed on itto manage the guest VMs. For example, a Linux KVM-enabled server, a Citrix XenServer
server, and an ESXi server are hosts.

The hostis the smallest organizational unit within a CloudStack deployment. Hosts are contained within clusters,
clusters are contained within pods, and pods are contained within zones.

Hosts in a CloudStack deployment:

Provide the CPU, memory, storage, and networking resources needed to host the virtual machines
Interconnect using a high bandwidth TCP/IP network and connect to the Internet
May reside in multiple data centers across different geographic locations
May have different capacities (different CPU speeds, different amounts of RAM, etc.), although the hosts within a
cluster must all be homogeneous

Additional hosts can be added at anytime to provide more capacity for guest VMs.

CloudStack automatically detects the amount of CPU and memory resources provided by the Hosts.

Hosts are notvisible to the end user. An end user cannot determine which host their guest has been assigned to.

For a host to function in CloudStack, you must do the following:

Install hypervisor software on the host
Assign an IP address to the host
Ensure the hostis connected to the CloudStack Management Server

2.6. About Primary Storage

Primary storage is associated with a cluster, and it stores the disk volumes for all the VMs running on hosts in that
cluster. You can add multiple primary storage servers to a cluster. Atleast one is required. Itis typically located close to
the hosts for increased performance.

CloudStack is designed to work with all standards-compliantiSCSI and NFS servers that are supported by the underlying
hypervisor, including, for example:

Dell EqualLogic™ for iSCSI

Network Appliances filers for NFS and iSCSI

Scale Computing for NFS

If you intend to use onlylocal disk for your installation, you can skip to Add Secondary Storage.

2.7. About Secondary Storage
Secondary storage is associated with a zone, and it stores the following:
Templates — OS images that can be used to boot VMs and can include additional configuration information, such as
installed applications
ISO images — disc images containing data or bootable media for operating systems
Disk volume snapshots — saved copies of VM data which can be used for data recovery or to create new templates

The items in zone-based NFS secondary storage are available to all hosts in the zone. CloudStack manages the
allocation of guest virtual disks to particular primary storage devices.

To make items in secondary storage available to all hosts throughout the cloud, you can add OpenStack Object Storage
(Swift, swift.openstack.orq) in addition to the zone-based NFS secondary storage. When using Swift, you configure Swift



storage for the entire CloudStack, then setup NFS secondary storage for each zone as usual. The NFS storage in each
zone acts as a staging area through which all templates and other secondary storage data pass before being forwarded
to Swift. The Swift storage acts as a cloud-wide resource, making templates and other data available to any zone in the
cloud. There is no hierarchyin the Swift storage, just one Swift container per storage object. Any secondary storage in the
whole cloud can pull a container from Swift at need. Itis not necessaryto copy templates and snapshots from one zone
to another, as would be required when using zone NFS alone. Everything is available everywhere.

2.8. About Physical Networks

Part of adding a zone is setting up the physical network. One or (in an advanced zone) more physical networks can be
associated with each zone. The network corresponds to a NIC on the hypervisor host. Each physical network can carry
one or more types of network traffic. The choices of traffic type for each network vary depending on whether you are
creating a zone with basic networking or advanced networking.

Aphysical network is the actual network hardware and wiring in a zone. Azone can have multiple physical networks. An
administrator can:

Add/Remove/Update physical networks in a zone

Configure VLANs on the physical network

Configure a name so the network can be recognized by hypervisors

Configure the service providers (firewalls, load balancers, etc.) available on a physical network

Configure the IP addresses trunked to a physical network

Specify what type of traffic is carried on the physical network, as well as other properties like network speed

2.8.1. Basic Zone Network Traffic Types

When basic networking is used, there can be only one physical network in the zone. That physical network carries the
following traffic types:

Guest. When end users run VMs, they generate guest traffic. The guest VMs communicate with each other over a
network that can be referred to as the guest network. Each pod in a basic zone is a broadcast domain, and therefore
each pod has a different IP range for the guest network. The administrator must configure the IP range for each pod.

Management. When CloudStack's internal resources communicate with each other, they generate management
traffic. This includes communication between hosts, system VMs (VMs used by CloudStack to perform various tasks
in the cloud), and any other component that communicates directly with the CloudStack Management Server. You
must configure the IP range for the system VMs to use.

We strongly recommend the use of separate NICs for management traffic and guest traffic.

Public. Public traffic is generated when VMs in the cloud access the Internet. Publicly accessible IPs must be
allocated for this purpose. End users can use the CloudStack Ul to acquire these IPs to implement NAT between their
guest network and the public network, as described in Acquiring a New IP Address.

Storage. While labeled "storage" this is specifically about secondary storage, and doesn't affect traffic for primary
storage. This includes traffic such as VM templates and snapshots, which is sent between the secondary storage VM
and secondary storage servers. CloudStack uses a separate Network Interface Controller (NIC) named storage NIC
for storage network traffic. Use of a storage NIC that always operates on a high bandwidth network allows fast
template and snapshot copying. You must configure the IP range to use for the storage network.

In a basic network, configuring the physical network is fairly straightforward. In most cases, you only need to configure
one guest network to carry traffic that is generated by guest VMs. If you use a NetScaler load balancer and enable its
elastic IP and elastic load balancing (EIP and ELB) features, you must also configure a network to carry public traffic.
CloudStack takes care of presenting the necessary network configuration steps to you in the Ul when you add a new
zone.

2.8.2. Basic Zone Guest IP Addresses

When basic networking is used, CloudStack will assign IP addresses in the CIDR of the pod to the guests in that pod.
The administrator must add a Direct IP range on the pod for this purpose. These IPs are in the same VLAN as the hosts.

2.8.3. Advanced Zone Network Traffic Types

When advanced networking is used, there can be multiple physical networks in the zone. Each physical network can carry
one or more traffic types, and you need to let CloudStack know which type of network traffic you want each network to
carry. The traffic types in an advanced zone are:

Guest. When end users run VMs, they generate guest traffic. The guest VMs communicate with each other over a
network that can be referred to as the guest network. This network can be isolated or shared. In an isolated guest
network, the administrator needs to reserve VLAN ranges to provide isolation for each CloudStack account's network
(potentially a large number of VLANS). In a shared guest network, all guest VMs share a single network.

Management. When CloudStack’s internal resources communicate with each other, they generate management
traffic. This includes communication between hosts, system VMs (VMs used by CloudStack to perform various tasks
in the cloud), and any other component that communicates directly with the CloudStack Management Server. You
must configure the IP range for the system VMs to use.

Public. Public traffic is generated when VMs in the cloud access the Internet. Publicly accessible IPs must be
allocated for this purpose. End users can use the CloudStack Ul to acquire these IPs to implement NAT between their
guest network and the public network, as described in “Acquiring a New IP Address” in the Administration Guide.
Storage. While labeled "storage" this is specifically about secondary storage, and doesn't affect traffic for primary
storage. This includes traffic such as VM templates and snapshots, which is sent between the secondary storage VM
and secondarv storaae servers. CloudStack uses a separate Network Interface Controller (NIC) named storaae NIC



for storage network traffic. Use of a storage NIC that always operates on a high bandwidth network allows fast
template and snapshot copying. You must configure the IP range to use for the storage network.

These traffic types can each be on a separate physical network, or they can be combined with certain restrictions. When
you use the Add Zone wizard in the Ul to create a new zone, you are guided into making only valid choices.

2.8.4. Advanced Zone Guest IP Addresses

When advanced networking is used, the administrator can create additional networks for use by the guests. These
networks can span the zone and be available to all accounts, or they can be scoped to a single account, in which case
only the named account may create guests that attach to these networks. The networks are defined by a VLAN ID, IP
range, and gateway. The administrator may provision thousands of these networks if desired.

2.8.5. Advanced Zone Public IP Addresses

When advanced networking is used, the administrator can create additional networks for use by the guests. These
networks can span the zone and be available to all accounts, or they can be scoped to a single account, in which case
onlythe named account may create guests that attach to these networks. The networks are defined by a VLAN ID, IP
range, and gateway. The administrator may provision thousands of these networks if desired.

2.8.6. R B IPALE

ERERE, CHRERE—MFRBPHENEEMEN, WRBARFCloudStackEBARRFXSERRERKE, IRERHE
RS, EHANERBHRSERDHCP, B8ERE

REBPLAERHPZM—M, BRTEEEIHE—EERETS—EREANERERRNFNIPAIL

pod I EREIRERAIPALLL, BEARFC1918 filt, #HISRERREMFRERMERKIZ W EEpodhHICIDRY AL
FAAIPAIHE

FEREENEARFREEARSBERATZFRBIPHEENMIPAILL, Fl0, RRIREPHEA192.168.154.2F]
192.168.154.7, Rl CloudStackiIXe#iE 2 AT LI .221.780IP, Mipod CIDREL4 .8 Bl 2541 R (AR 28 RBREE
Fi

In all zones:

REFAAIPFAEEpodhERHEE, WIRHHFACIoudStack

HMKVMAKXenServer, &S EpodFAANIPHERSEEHLIME, NREFLEpodHERR, FMARHKIFAP
In a zone that uses advanced networking:

HNERERBRNER, BB RIEANTAIPRERENES, LUKCloudStack RIERMEFTENHE. BERME
BMETEI0@EBANIP, BESEH, #REEEERBIWorking with System Virtual Machines

SRR ERR, SEpodFHWTARAPEESKRBREEENHULRRAMAR, Citrix XenServer & KVM{E &R
HEOATHE, EBEA _EIRMLERE65,000/EF AIPAIHE, FEZpodi®R, ELMEMRRESHH, VMWare ESX, &2 T, HERE—
BEEERENTEEEE, URMMNEES, RESEpodE255EIP, RASLIPEEEEMES. SHEERBABREMT
BRIFMENL, FANIPEREEARSA

18 F — Bl s 2 BR LA T B AT 2 R AR 2 £0 AV 188 % 1o FEE i 158 P EE B MBI BR U E S Xi pod AR EIFA A IPZE R

EE—EAMICIDR¥G THEEE, EF /20 FEMNFIES AT LR HEEE4,0001EIPALHE
B %{Epod, HHEEHIHTFHEE. HlmM, MRERI10Epod, FEpodHE255EIP, EfiARIL2 5501 PRI

£ 3. [ERIREIL
3.1. BifSrelease

3.2. #ER T HM release

3.2.1. BMSKEYS
3.2.2.GPG
3.2.3.MD5
3.2.4. SHA512

3.3. B1TApache CloudStackBI5E k1G4
3.4. R R R 15 TS
3.5. B IIDEB packages

3.5.1. EIIAPT repo
3.5.2. fEFAPT repositorys& & & Mt 25

3.6. ERIAFSEIIRPM
3.6.1. E%£RPM
3.7. Building Non-OSS

B ACloudStack BH A & RISHENT R, ST LA El"convenience binaries.". LHIGRBZEEMER, hEMSHEZIE



FUATEH R, MM EAMavensi @I Debian packagesiRPMACSE
EE, EEERARBBEIRBELFAZME aaSRERENAE, B2, BMEEEEEIRPMEKZDebian packagesy
ik

AR EIRARER, theh24.0.x RF1ER4.1XRIMFEKBETEAN

INRBREAREHMCloudStackhiR A, FEZMINSTALL.md #E, SRIEBENS EEBERIK

48
3.1. X fSrelease
You can download the latest CloudStack release from the Apache CloudStack project download page.

Prior releases are available via archive.apache.org as well. See the downloads page for more information on archived
releases.

IR ERE Latest release' MM EERE, BRIFEREAtar .bz2skZ2PGP/GPG, MD5#] SHAS1218%

tar.bz2#E R 8 &Bzp2-compressed tarball BIRIATS
.asciEREDBEMNIMEZEE, AUUAKRHErcleaseEE M
.md5=ZreleaselIMD5ELS!, EBIFER THAEE 4
.shaRreleaseMISHAS128451, EBIRER TEHMWEEM

3.2. iR T H M release
BERZERGIERE THEHNreleaseEE M

3.2.1. REKEYS
BEE THKEYSHERMACPGERRSE

IR B EE NS Lkeys :

# gpg --import KEYS

3.2.2. GPG
CloudStackZE iRt D BEIGPGEE, AU TIESRGESEE

$ gpg --verify apache-cloudstack-4.0.0-incubating-src.tar.bz2.asc

INRIEZEZ 'Good signature’, BEEESEREZREAKHN

3.2.3. MD5
PR T INEEE, CloudStacki®H MD5 checksum Al I E THE G T Srelease, EAILBITUTIRSHRIRE :

$ gpg --print-md MD5 apache-cloudstack-4.0.0-incubating-src.tar.bz2 | diff - apache-
cloudstack-4.0.0-incubating-src.tar.bz2.md5

BIIHEER A SR EMRE, MREETT —LERA, RECEENhashREARBZL RMhashBR TR —#%

3.2.4. SHA512
F* 7TMD5 hash, CloudStacki2iR#t 7 SHAS12 /& hashsRiNsRER:E, EAILMEAUTIESRIRE :

$ gpg --print-md SHA512 apache-cloudstack-4.0.0-incubating-src.tar.bz2 | diff - apache-
cloudstack-4.0.0-incubating-src.tar.bz2.sha

RBEHTERANEE, BAEFIEMAT. MRERBHRMEE, BKThashTH

3.3. B3I Apache CloudStackf 5% 3R & 44
¥17 CloudStackBE &5 % SR IGM, MR LInuXRITBIIREE S 2 EFARPM=DEB

REEE VLT R KEKIRZCloudStack

. Maven (version 3)

. Java (OpenJDK 1.6 5 Java 7/0OpenJDK 1.7)

. Apache Web Services Common Utilities (ws-commons-ultil)
MySQL

. MySQLdb (24 Python database API)

. Tomcat 6 (3F 6.0.35)

. genisoimage

©® N UAWN P

. rpmbuild or dpkg-dev

34. RBREEFEIBT

R {E CloudStackBHEH AR S, B LMERBENESIEN :

$ tar -jxvf apache-cloudstack-4.1.1.src.tar.bz2



EIREATURBEE R

$ cd ./apache-cloudstack-4.1.1-src

3.5. £ 37 DEB packages

& T bootstrap dependencies, EthEBLEN L HthMdependencies, BEEFFAMaven 3, BRITE12.04.1 LTSELEM,
R EFEE I —EE &Maven 389PPArepository, #11TiE4add-apt-repositoryf%, BEWIRTHEE, HTHEEHE—E
GPG key

sudo apt-get update

sudo apt-get install python-software-properties

sudo add-apt-repository ppa:natecarlson/maven3

sudo apt-get update

sudo apt-get install ant debhelper openjdk-6-jdk tomcaté libws-commons-util-java
genisoimage python-mysqldb libcommons-codec-java libcommons-httpclient-java liblog4j1.2-
java maven3

R R

Now that we have resolved the dependencies we can move on to building CloudStack and packaging them into DEBs.

mvn clean install -P developer,systemvm
$ dpkg-buildpackage -uc -us

This command will build seven Debian packages. You should have the following:

cloudstack-agent_4.1.1_all.deb
cloudstack-awsapi_4.1.1_all.deb
cloudstack-cli_4.1.1_all.deb
cloudstack-common_4.1.1_all.deb
cloudstack-docs_4.1.1_all.deb
cloudstack-management_4.1.1_all.deb
cloudstack-usage_4.1.1_all.deb

3.5.1. B3I APT repo

Birtg, TEREFEAHTTPEREMEIIRT packagesMIRHE, EARIIE R Kibpackages, A%FEH dpkg-
scanpackagesskE1IPackages.gz, ltpackage@EBiBEEBINERN. REMGrepositoryMEIEMRI(s), FEATLUE
FAPTZ &packages

HE—%, BEMALEdpkg-dev package. EEpulled in debhelperifftfE%LE T, R, MREAFRARMKE
“4Packages.gz, FERELRFKELELE

$ sudo apt-get install dpkg-dev
T—4, RHDEBRIAILIRBHTTPHER K, FHfEM/var/www/cloudstack/repofF A &M, &aTLAekE
sudo mkdir -p /var/www/cloudstack/repo/binary
sudo cp *.deb /var/www/cloudstack/repo/binary

sudo cd /var/www/cloudstack/repo/binary
sudo dpkg-scanpackages . /dev/null | tee Packages | gzip -9 > Packages.gz

Note: Override Files

BRI D BRI E

RERFEX B AT AMIDEB packages K& Packages.gz, fEbinaryZ#iskrh, WalLMFERAHTTP, (E=iiFE18Bwget =X
curlzEHIE)

3.5.2. {§if APT repositorys% & 1% Fo s 25
RAERMEKLEIrepository, EEEREMHIHIRIERAPT repository, EEILIE/etc/apt/sources.list.d T80
repository file 3EZ| L B MY, ERERIFHIREESIKEIL/etc/apt/sources. list.d/cloudstack.list , W EIT

deb http://server.url/cloudstack/repo binary ./
Wi Arepositoryinfo, EREHITHMEL, APTEHEEIMKCloudStack packages

$ sudo apt-get update
IRAT LU UbuNtuBI REEIEE

3.6. R RIK BRI RPM

EZ AR KN 3.3, “E I Apache CloudStackH 5o R G4, MBEERRSEREMERNYMG, FHEREHEACentOS 64-
bitskRed Hat Enterprise Linux

# yum groupinstall "Development Tools"

# yum install java-1.6.0-openjdk-devel.x86_64 genisoimage mysql mysql-server ws-commons-
util MySQL-python tomcat6 createrepo



T—%, EREHEAMaven&Ebuild-ime dependencies#iCloudStack, H{fifEMRMaven 3, ATLEETEg
tarball it FREEREEI R home BRI T (BT — I E) :

$ tar zxvf apache-maven-3.0.4-bin.tar.gz

$ export PATH=/usr/local/apache-maven-3.0.4//bin:$PATH

Maventh FEEJavaR 27T WS, WFELHIAVA HOMERRIZEE BB TE ¢

$ export JAVA_HOME=/usr/lib/jvm/jre-1.6.0-openjdk.x86_64/
fsEMaven IEFEZREE -

$ mvn --version

BHEHFRERETNRESYE T H/EFHARBKESEE, BRTEHEMRPATH EH~/ .bashrc, & JAVA_ HOMEE 2L

#A$PRODUCT; B RPMIBH A 5, BRESKTHRARE, LA tarball BIAMERK, HoEE, TETUEE
packages

. Packaging 2 i &

RIS ASPRODUCT; B Ipackages , EHEZE/IIVBRERATEER R AETE DA HApache MavenBHEE
KHE L, F—EERBUTSRAT

3.6.1. E4RPM
B, BMEREERNMGRERETE, F5TcdElpackaging/centos63/ &Rk

$ cd packaging/centos63
f#ifpackage. sh scriptE4RPM :

$ ./package.sh

HEHIT R, R%Mpackages&1Edist/rpmbuild/RPMS/x86_64/
You should see sixRPMs in that directory:

cloudstack-agent-4.1.1.e16.x86_64.rpm
cloudstack-awsapi-4.1.1.e16.x86_64.rpm
cloudstack-cli-4.1.1.e16.x86_64.rpm
cloudstack-common-4.1.1.e16.x86_64.rpm
cloudstack-management-4.1.1.e16.x86_64.rpm
cloudstack-usage-4.1.1.e16.x86_64.rpm

. Filename Variations

The file names may vary slightly. For instance, if you were to build the RPMs on a Fedora 18 system, you'd see
"fc18" instead of "el6" in the filename. (Fedora 18 isn't a supported platform at this time, just providing an
example.)

3.6.1.1. B3I yum repo

HRRPMZEERE AMpackaging &=, ©i@E AT LS Yum repositoriesf#f, T—% A AR%H packages
EITYum Repo :

$ mkdir -p ~/tmp/repo
$ cp dist/rpmbuild/RPMS/x86_64/*rpm ~/tmp/repo/

$ createrepo ~/tmp/repo

1E~/tmp/repo HIIER R E R FERE AT LA L EEIHEERARER, WAEZA yum repository

3.6.1.2. i FH M yum repositorysk EE K R &
IRIEMER] yum repositoryFEmRPMITE R, RMBFEXRERTERKSPRODUCTHIMER, BIIER, wd
#/etc/yum.repos.d/cloudstack.repo, IHEEEER :

[apache-cloudstack]

name=Apache CloudStack
baseurl=http://webserver.tld/path/to/repo
enabled=1

gpgcheck=0



SEMRLESER, MEIERTERSPRODUCT BIfE—#as L

3.7. Building Non-OSS

If you need support for the VMware, NetApp, F5, NetScaler, SRX, or any other non-Open Source Software (nonoss)
plugins, you'll need to download a few components on your own and follow a slightly different procedure to build from
source.

Some of the plugins supported by CloudStack cannot be distributed with CloudStack for licensing reasons. In
some cases, some of the required libraries/JARs are under a proprietary license. In other cases, the required
libraries may be under a license that's not compatible with Apache's licensing guidelines for third-party products.

1. To build the Non-OSS plugins, you'll need to have the requisite JARs installed under the deps directory.

Because these modules require dependencies that can't be distributed with CloudStack you'll need to download
them yourself. Links to the most recent dependencies are listed on the How to build on master branch page on
the wiki.

2. You may also need to download vhd-util, which was removed due to licensing issues. You'll copy vhd-util to the
scripts/vm/hypervisor/xenserver/ directory.

3. Once you have all the dependencies copied over, you'll be able to build CloudStack with the nonoss option:

$ mvn clean
$ mvn install -Dnonoss

4. Once you've built CloudStack with the nonoss profile, you can package it using the £ 3.6, “/ERIAHSEIIRPM’ or
&1 3.5, “E21IDEB packages” instructions.

= Zl 7 HE
B2 4. a3k
4.1, HEE W EA T

4.2. Overview of Installation Steps
4.3, RIERBEFK

4.3.1. BEEFARSR. EREREERAETK
4.3.2. FHBREESE RREK

4.4, §% Epackage repository

4.4.1. DEB package repository
4.4.2. RPM package repository

4.5. BEFERERE

45.1. EEARBLZEGN

4.5.2. #EFEEERE

453 EE—BIRLEEEARS
454 REEHERRS

455 FRBHEREEMNS

4.5.6. 2{#HNFS Shares

45.7. ElEREHMERARES
4.5.8. ElERFVMIELR

459 REZM | T—%

4.1. 5 5% By 38 & T

HRRLERBBRNMRERZFERNRE, ARFEERZANRE, ETLLEZIEE | | have used CloudStack
before., EERENEP, TR LUMKFEATEBEERKRNINGERE, HI0  ERMVLANERIIEE. STAMEDE. 8|S
HIERE &R, fWload balancersflfirewall, LAKE % @3RI Hypenvisor, #0: Citrix XenServer, KVM#IVMware vSphere,

4.2. Overview of Installation Steps

For anything more than a simple trial installation, you will need guidance for a variety of configuration choices. Itis
strongly recommended that you read the following:

BB ERE

Choosing a Hypervisor: Supported Features
HEERER E

Storage Setup

Best Practices

1. Make sure you have the required hardware ready. See i 4.3, “H{& R#f 7 K"
2. Install the Management Server (choose single-node or multi-node). See £i 4.5, “E 2 @E R85 L 2"



Log in to the Ul. See & 5, @/FZ 71 E
Add a zone. Includes the first pod, cluster, and host. See £ 6.3, “¥i8Zone”
Add more pods (optional). See £fi 6.4, “#712Pod”

Add more clusters (optional). See i 6.5, “¥T8 —{@ECluster”

Add more hosts (optional). See £ 6.6, “}2 ="

Add more primary storage (optional). See i 6.7, “#7¥#&Primary Storage”
Add more secondary storage (optional). See £ 6.8, ‘¥R EFEGFEE"
10. Tryusing the cloud. See £ 6.9, "##a 1L K AIE

© N O AO®

43. ZERHBEHF K

43.1. EEfARSE. ENERF#EERREK
EfTManagement Server A &k MySQL & B ERI B RS M 2R 0 EM B UL T &K - thiss M /A thABIR fitprimary#lsecondary
storagefIfRS, BIMNEBAMIEHENFSIRTS, A, Management ServertB ATLLE T RE#HE L.

PEERHE

#E : CentOS/RHEL 6.3+ 5 Ubuntu 12.04(.1)

64-bit x86 CPU (% iIZIR Bt B IFBIANEE)

SCIRARAGB

TERE250 GB (B:#500GB, MZREHWK)

EDUENIC

EEIP

hosnamefE S i§ @ EEEMEH LR

432 FRBRESE RHREX
FHERERBBELEABWHE R BTHMS, SEEHEREUTERK

AR IEHW (Intel-VT or AMD-V enabled)
64-bit x86 CPU (Z %Rt B 17 HIRNAE)

F EHardware virtualization

soisEs4cB

36GBERE

E41UENIC

NREHZRIEADHCP, FEFEREFEAMDHCPAARS: K& CloudStack¥T8HIDHCPEH2EEZ A &R

ERERBEEEREBHRIThotlix
EiREECloudStackls, FiAmETEE THIVMEBTEEREITIRE
All hosts within a cluster must be homogeneous. The CPUs must be of the same type, count, and feature flags.

IHERREMER, AEEEEENMT. FRLKENZLENTRRE :

0

BELBATHEERURRESR, aEEEE THNACEFERCloudStack, i, XenServerf&ERk&RFIE
Citrix XenSener&Z#&z T~

g

H
[=]

7 8.1.1, “KVM Hypervisor E 1 Rk E K"
#8.2.1, “XenServer E M4 RMEBR”
# 8.3.1, “vSphere R #EH K"

4.4. 5% 5 package repository
CloudStacklft & /5 $51R RISHEA 75, {BRCloudStackiRHER B BT LU H EH — HEATARIS, Mk A% A EEZ & Apache
CloudStack

If you didn't follow the steps to build your own packages from source in the sections for i 3.6, “/[RIAHEEEIIRPM’ or
&1 3.5, "E21IDEB packages” you may find pre-built DEB and RPM packages for your convenience linked from the
downloads page.

_

3Erepositories B 2 EEFAREF RKVMEBREE E




4.4.1. DEB package repository
IRAETLAE LA T 15 538 INDEB package repositoryZlf&Mapt sources, &, f£Ubuntu 12.04 LTS (precise) packages &%
\

K
.

hv
IR E ARE SRR (S #T18)/etc/apt/sources . list .d/cloudstack. list, EINiHERHEMrepositoryZltEsed :

deb http://cloudstack.apt-get.eu/ubuntu precise 4.1

IR public keyinEltrusted keys

$ wget -0 - http://cloudstack.apt-get.eu/release.asc|apt-key add -
REFEHEMlocal apt cache

$ apt-get update
{ZBIDEB package repositorys® €5, = LAE A

4.4.2. RPM package repository
A %CloudStack#) RPM package repository, &AL R L EERHELAIRE

NRERZFEARPMRIE, EHEZEIYum repository?k R %ECloudStack
Yum repository&si{E/etc/yum.repos.d, EEEEIZE.repotER, SEERREHIMrepository

$ri@—{ECloudStackE £ Es, F5EII/etc/yum.repos.d/cloudstack.repotésE, IMAMUTHNE

[cloudstack]

name=cloudstack
baseurl=http://cloudstack.apt-get.eu/rhel/4.1/
enabled=1

gpgcheck=0

IR 7 FE S AEH A Yum %22 CloudStack
45 EHEfARSF TR

45.1. EHEIRBFLEBN
WEHREINA LR EEARSE, AMERESE, NARGEEERRERS P ESHARS

E-EHEMAMRSFER, MySQLER—HIR
S EIRAARARERE, MySQLF R

TERAER %, HWIRWABESystem Requirements RRFER

- =3
[=]

x (=)
it
B

o

2EE, FHREARERELIENEERAREENport 8096 =X port 8250

LZREEARSBNTRS -

. BEEEERE

. (fEXenServer) T & & &% vhd-util

. REB—(EERARSE

. RERREMYSQLE KHE

. #{ENFS Shares

. EliE R EH TR AR (REY)
. EEERIBVVIERR

N o o~ W NP

452 EEEERE
ERAU TS EREEEManagement Serverfi®h, {FERBVAEZEREEManagement Server

1. LlrootBE AMEERKE
2. MBERMNEREE
hostname --fqdn

This should return a fully qualified hosthame such as "managementl.lab.example.org". If it does not, edit
[etc/hosts so thatitdoes.

3. FEREEMSREE LA
ping www.cloudstack.org

4. BIRENTPRS BERS

o

EHRENTPRE S RinfIIR A E



a. RENTP
yum install ntp

apt-get install openntpd
5. R LS REIBEE R EManagement Serverfy E#

A53. EHE—ABEIRRKEEFRS
RENF—SEBREREE—EHME, TEOLREREESEIMNE

_

MREHEREAESEMM L, XEESNATAMY, FETEETHMER, RMASERESTET
CloudStack BEI2{AREF AT LAEARPM 3 DEB HAREK, ELEHARNEBEERARBUITHRARE

4.5.3.1. &£ CentOS/RHEL
Bk, AREZENRS:

yum install cloudstack-management

4.5.3.2. &% £ Ubuntu

apt-get install cloudstack-mangagement

4.5.3.3. T#vhd-util
LS BREAREBREEE EHM XenServerk$t

B EEAMRERA, FHocHtvhd-uti FEvhd-util

If the Management Server is RHEL or CentOS, copy vhd-util to /usr/share/cloudstack-
common/scripts/ivm/hypervisor/xenserver.

If the Management Server is Ubuntu, copy vhd-util to /usr/share/cloudstack-common/scripts/vm/hypervisor/xenserver.

45.4. ZEE R ERR S
CloudStack BT AMRBEAMSQLERN EARSREEER, SCREETEARSRE—EHYE, ST tEERE
MySQLIARRES, HR%it% EIRAIRENE, BFIERMSQLER EBERRHERT

CloudStack B A& HIFBMySQL 5.1 & 5.5, ELhAE S SERHEL/CentOS KUbuntud
4541 EERARBHHREERNE

SEEEE R aAIfEEManagement ServertE EHHER L RFEMYSQL, EERMEAREREEManagement Serverfig,
NPEBELESEManagement Server, EEERATRMMYSQLETR, BREI4.54.1, " EEEARSMELELSHE"

1. #package repositoryZEEMySQL :

yum install mysql-server

( apt-get install mysqgl-server

2. FRIMySQLEEETE, HER%A/etc/my.cnfz
3. AL TETE mysqld])@18
IRETLUE AT EMAE datadin, mRAEBRAIEZAIS0RUEEFARBHNEKE, EEHHEZRA—E

..

#ubuntu, EAILAEII/etc/mysql/conf.d/cloudstack.cnfig®, WHFFIELIES, RESTMA
[mysqld[fZEE—1T

innodb_rollback_on_timeout=1
innodb_lock_wait_timeout=600
max_connections=350
log-bin=mysql-bin
binlog-format = 'ROW'
4. BN EHRLEIMYSQL AR HE& 7 4 4%
HMRRHEL/CentOS, MySQLF & HEIRNED, FEFEIRUE

service mysqld start
HUbuntu, FEEHE MySQL

cavvira mucnld ractart



OTI VALT myoyLiu 1ToLAl L

5. (ZCentOS & RHEL, UbuntufAFEE)

a4
= K0

HHMRHEL and CentOS, MySQLTEE%:ZHE root ZHE, EFNEERIKER ErootiBHS

BATUTIETRICENRE, BILARERERE"Y"
mysql_secure_installation
6. CloudStack™a L2 HIFRE, &RSELinux, {ERASELinuxEEAgentdl LUE #E 1
% ESELinux (RHEL & CentOS) :
a. BMEMEHNEBEEHESELnuX, BEENGERIRE—EF
#$IARHEL = CentOS, SELINUXZTAXEIEINY, R AR LT HRERS ¢

$ rpm -ga | grep selinux

b. 7£/etc/selinux/configSELINUXE B3k 4 permissive”, LB HEEEEHMFAKE MRS
MRHEL/CentOS

vi /etc/selinux/config
W LT HAT
SELINUX=enforcing

%5

SELINUX=permissive
c. #SELinuxe&k A ARFFILENRIED, T FEHHH
$ setenforce permissive
7. REENE, UTHESSRI R ENENERE
1Edbpassword, EEZIRERENERL, THRITUREREH

1E deploy-as, EEMFAERBREN. EUTES, BERArootEAELAIREIHERE

(RiEZM)E Rencryption_type, B LUEAXEKBIRAIEERBERERBHIEMN, BRA X, #R
8455, ‘FHRBHRRSENE"

(BEMH)¥HRmanagement_server_key, E#2fECloudStackproperties file ARiRZM AR BN TAR &8, AL :
password, FfIRZIESEERRERESMWEE, FRE 455 HRABIEREENET"

(RiEZEM)E Ndatabase_key, E#1ECloudStackproperties file S IREM R R BNTEL &8, TBK :
password, HfAZIEZREERNERSNEE, FRE 455,  HRBHBLREENE"

(BREM)HPRmanagement_server_ip, EA U FEIEEClusterEIRAARAZEBAIP, MRFRIEE, AlBARMIPAILE

cloudstack-setup-databases cloud:<dbpassword-@localhost \
--deploy-as=root:<password> \

-e <encryption_type> \

-m <management_server_key> \

-k <database_key> \

-i <management_server_ip

ERAPITERE, TEFBEIBLIE R Successfullyinitialized the database.”

8. MNREEEEMFRE LHE — BB BITKVMEBRETE S, FEiRiE/etc/sudoersEMALLTTH :
Defaults:cloud !requiretty
9. BT ERE, EALEREE, EEESRIiptables. sudoers R EN SRR R

# cloudstack-setup-management

& & &% “CloudStack Management Server setup is done.”

4.5.4.2. £ Separate NodeZR & & Hl B

EEEEFERIAERIL. #Management Server BRI SR EREEMYSQL, EERAMTERE B BEManagement Server
g, MRERELE—(EManagement Server, EiGEAERMNMYSQLEIR, BREN 4541, ‘T EEARSFHMLEER

ERARBAFEAMSQLERRENER, BALEREIMERRR. ERERAERNER, #RE 431, “EEE

1. #package repositoryZEEMySQL :
yum install mysql-server

apt-get install mysqgl-server

2. fREEMySQL R MR E (letc/my.cnf or /etc/mysql/my.cnf, BURRIEHIVESEREE) W IE[mysqldIER D INALLTTH, &AL
1S L 1T hI M Edatadir F 5. max_connectionsiflfii5% %3505k AManagement Servers &, EEGFREEM
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$Ubuntu, BRI II/etc/mysql/conf.d/cloudstack.cnfigse, WHIBELIES, AES T MA[mysqld[ESE—
17

innodb_rollback_on_timeout=1
innodb_lock_wait_timeout=600
max_connections=700
log-bin=mysql-bin
binlog-format = 'ROW'
bind-address = 0.0.0.0

3. ENS EHTRAEIMYSQL AR HER EE
HHRHEL/CentOS, MySQLAE EBBIRIE), FFEIRNED

service mysqgld start
#HUbuntu, FEEFHEIEN MySQL
service mysqld restart

4. (f£CentOS & RHEL, UbuntuREBE)

HARHEL and CentOS, MySQLYE%:Z A root HHS, SRZNEERIEER Eroot®is

HITUTIESRILERRE, EATLIBR T Disallow root login remotely?"4+, HMBEEEE "Y', BUIEHNEZEER
& Aroot

mysql_secure_installation

5. WNRAERHNHE, F54TFE TCP port 3306,
R Ubuntu, BIEEFHABUFW, RIERSHRE :

ufw allow mysql

FRHEL/CentOS :
a. ###H /etc/sysconfig/iptables X4l 7E INPUTHI—BREAIN A LL 4751

-A INPUT -p tcp --dport 3306 -j ACCEPT
b. F5EHiptables rules

service iptables restart

6. OEIERE—EEERFEAE oot
7. REENE, UTHESSRUSIHENENFERE
fEdbpassword, IEEZHFERENER, EHAIUREREH
1E deploy-as, IEEFERAELBRER. TLUTES, BEArootfERELRAIREIRERE

(B2 HRencryption_type, ﬁiﬁmﬁﬁﬁjc#ﬁ%ﬁﬁ%?kh%ﬁ:@éﬂﬁ%%m&m VAR A ¢ X, R
81455, ‘MRBEBREENE"

(EEZEMH) ¥R management_server_key, E#2ECloudStackproperties file AiRZM A BIMNTAR &8, 8% :
password, BMEINEBTERKRERLSIHEE, 7R About Password and Key Encryption

(B2 ¥ A database_key, EifECloudStackproperties file BRiREH4H 2 BNTER SIS, 7B :
password, BHfBEINEBEEMRERSMEE, F#RE 455, HRBHREZINE"
(EEM)ERmanagement_server_ip, EA LIS FIEEClusterE B AIRASAMEIP, MRFIEE, ABAMIPAIHE

cloudstack-setup-databases cloud:<dbpassword-@<ip address mysql server> \
--deploy-as=root:<password> \

-e <encryption_type> \

-m <management_server_key> \

-k <database_key> \

-i <management_server_ip

ERAPTTME, THESBEEBLIEFA R Successfullyinitialized the database.”

A55. FREBREEME
CloudStack# 7 ¥ % EEMBIERWE LB, SLHEDNEEBHMNY :

Database secret key
Database password

SSH keys

Compute node root password
VPN password

User APl secret key

VNC password

CloudStackf&f Java Simplified Encryption (JASYPT)i2RE, Bl EEMdatabase secret keyll% k%, database
secret keviFI1E CloudStack¥IA SR tEE SR P, HttmHHESZ L@, KRESSH kevs, FLITECloudStack M EFEHHE



&K, database secretkeyABTEEAR, ©REME, ﬁfilﬁ‘ CloudStackZ in{al i & ? LB IR (AR 2R RN ENRE, FHMILAR
9*"‘[5&1 LREME S, WRBTUHEP—TEAEIRY : FBEEKHCloudStack BEEARH, CloudStack EREREH RHE
EALECHEERWRESE, WRNERXA be,", EU@?%#T*"‘%#’ MRAH"web,", MERERFTENTIE
com.cloud.utils.crypt.EncryptionSecretkeySender, &=BEXABARE, ﬂ%ﬁﬁ%ﬁ?ﬂ%@ﬁﬂﬁ%&

The encryption type, database secret key, and Management Server secret key are set during CloudStack installation. They
are all parameters to the CloudStack database setup script (cloudstack-setup-databases). The default values are file,
password, and password. Itis, of course, highly recommended that you change these to more secure keys.

4.5.6. #{mNFS Shares

CIoudStack ﬁﬁwﬁéﬁiﬁrﬁﬁli%&/ﬂﬁﬂﬁﬁ i2& (R Cloud Infrastructure Overview), ELEEBRTLAZNFS shares, EfEZEE
HURIEM AR B TICloudStack B, AI{AIEXENFS shares

NFSI[Z7F;:Epr|maryl«/lELsecondarys:torageB’\Jﬂ’E—i%IE° g, EATLAERACeph RBD. GlusterFS, iSCSIMA K& HAh
R, HERMTRIEE S REMHypenisonZEH R,

TERRBHEFRBNOFRFDR :

&1 2.6, “About Primary Storage”

&1 2.7, “About Secondary Storage”
ERERAIBMANFSARBREE, #RHE1456.1, EA"

fRLFT LAE R Management Serverf i 23 (F A EHINFSRIARSR, ERIEBANNREF N, Bt AAENKERE
R RATTH, FE8R : B 4562, EERAREAANFSHEREE".

4.5.6.1. 5/
SEEEEHRCNAANFSARES LARE R (BIZM) TR HFEBEIINFS shares, AIRSBETSARSERARSMWEZNT

UFESEKENEERGERATR, 8EMTR

(EKVM)RIEHINFSR B E A SRS

I

H
=]

1. EREEBERRSS, AREFEGFEBRIUINFS share, MRTHBEIEZTEMEREBEL, BHBEEILRENFS
share, 40 :

# mkdir -p /export/primary
# mkdir -p /export/secondary

2. fwméE/etc/exports REX EFHHIE R ANFS exports, fFMArw,async,no_root_squash3REEHNFS share(s)
# vi /etc/exports
AT &T
/export *(rw,async,no_root_squash)
3. B fexportE#i sk
# exportfs -a
4. TEEARFAREMFRERIIHEE, HlW:
# mkdir -p /mnt/secondary
5. BHEUREFHFRE, WECEHINFSMARDS 2B REBE,

# mount -t nfs nfsservername:/nfs/share/secondary /mnt/secondary

4.5.6.2. ¥ EHE AR 2 A ANFSE R
EREHERCNAERAEEARSRARENENEIERREFEREBERENFSHE, E2EEANRE, B2RKM LR
BEAMERZME, EHEREEDE16TBHERH

UFiESERENEERGERATR, 86MTR
1. ERHEL/CentOS%ifE, MEERE nfs-utils :
$ sudo yum install nfs-utils
2. EEEARSNER EBIMEERK, EMEERRCERERIERREMFRERR, HM:

# mkdir -p /export/primary
# mkdir -p /export/secondary

3. fwmEE/etc/exports REXEFHHIZ R ANFS exports, fFArw,async,no_root_squash3REEHNFS share(s)



# vi /etc/exports
BALLT&T
/export *(rw,async,no_root_squash)
4. B lexportE R
# exportfs -a

5. #R&E/etc/sysconfignfs &R

# vi /etc/sysconfig/nfs
HUH T ORISR -

LOCKD_TCPPORT=32803
LOCKD_UDPPORT=32769
MOUNTD_PORT=892
RQUOTAD_PORT=875
STATD_PORT=662
STATD_OUTGOING_PORT=2020

6. wmiE/etc/sysconfigliptablestE®

# vi /etc/sysconfig/iptables
INALLFATEEINPUT chainBIBiEE, <NETWORK>Z R % & FRIHEES :

-A INPUT -s <NETWORK> -m state --state NEW -p udp --dport 111 -j ACCEPT
-A INPUT -s <NETWORK> -m state --state NEW -p tcp --dport 111 -j ACCEPT
-A INPUT -s <NETWORK> -m state --state NEW -p tcp --dport 2049 -j ACCEPT
-A INPUT -s <NETWORK> -m state --state NEW -p tcp --dport 32803 -j ACCEPT
-A INPUT -s <NETWORK> -m state --state NEW -p udp --dport 32769 -j ACCEPT
-A INPUT -s <NETWORK> -m state --state NEW -p tcp --dport 892 -j ACCEPT
-A INPUT -s <NETWORK> -m state --state NEW -p udp --dport 892 -j ACCEPT
-A INPUT -s <NETWORK> -m state --state NEW -p tcp --dport 875 -j ACCEPT
-A INPUT -s <NETWORK> -m state --state NEW -p udp --dport 875 -j ACCEPT
-A INPUT -s <NETWORK> -m state --state NEW -p tcp --dport 662 -j ACCEPT
-A INPUT -s <NETWORK> -m state --state NEW -p udp --dport 662 -j ACCEPT

7. PATLUTES

# service iptables restart
# service iptables save

8. MREF kEAREZFEANFS v4 communication, FEIIAEMdomainZl /etcidmapd.conf, BREZSEEHRE
BRRIAET

# vi /etc/idmapd.conf
%8 idmapd.confiDomainiB—1T—BItARIFR A "#", WA ERdomain, LA TFEEHIAcompany.com

Domain = company.com

9. EFNFMEEFAREEEH
I1E#E & /export/primary and /export/secondaryBINFS shares sEITHF T
10. BMHBEEAR, RESSEHRE
a. BABRESEEH
b. BEENFS & rpcbind E#1T, EBESEREMNEERKRTRATMAR, Fi :

service rpchind start
service nfs start
chkconfig nfs on
chkconfig rpcbind on
reboot

c. OEBREEETH, ESEHT/eportERK, FIINRKRENERFARSRATE)

H* W W H

mkdir /primarymount

mount -t nfs <management-server-name>:/export/primary /primarymount
umount /primarymount

mkdir /secondarymount

mount -t nfs <management-server-name>:/export/secondary /secondarymount
umount /secondarymount

o W HE

45.7. £ R EEMEEFRRSS
HRREREBENERARE, CESRRTRARNKRE, SHIENE ARARRIET/FLRG

1. 84TE 4.5.2, “HEGEIEZE RN REN 3.6, “HEFIAFSEIIRPM 'S ET 3.5, “E2IIDEB packages # 8
2. WHRERREBREEE TN XenServerk it

#tvhd-util T &vhd-util

Copy vhd-util to /usr/share/cloudstack-common/scripts/ivm/hypervisor/xenserver.
3. BELEHIRTS EERED

# service rpchind start
# service nfs start
# chkconfig nfs on
# chkconfig rpcbind on



4. REEBERS, XX, @#Alg--deploy-asEE (B % iiEn, sFREN 4.5.4.2, “£Separate NodeZZ= & #/&E")

T # cloudstack-setup-databases cloud:dbpassword@dbhost -e encryption_type -m
management_server_key -k database_key -i management_server_ip

5. REFERVRBBEERFIRS :

# cloudstack-setup-management

I ER B B IR R AR SR E X B FIARAT

6. EHELU LSRRI Kt ERFRSE

7. Be sure to configure a load balancer for the Management Servers. See £i 12.6, “Management Server Load
Balancing’.

45.8. £ {FRFVMiEE
REMEFHEBVATEEMSEACIoudStack RFEVMEIIERR

SRS LIESE, FREESRMRE—IGR, EBAFLEXHAERES HTYENPE

1. EEBAREZHRT—EZMEU Tcloud-install-sys-tmpltg H RIS RHVMIEHR, AEEERESEREHIT B
MEREFFEBHHTENL B/mntsecondary, BHRRIEECHEHE
INRIEELTE CloudStack ERIEME A "web", EHFBEIZIMMA-s <management-server-secret-key>, F¥REI45.5,
‘BRBBREEME

LB FEESGBMZEM, K30 BRI
= $H XenServer :

# /usr/share/cloudstack-common/scripts/storage/secondary/cloud-install-sys-tmplt -
m /mnt/secondary -u http://download.cloud.com/templates/acton/acton-systemvm-
02062012.vhd.bz2 -h xenserver -s <optional-management-server-secret-key> -F

= # vSphere :
# /usr/share/cloudstack-common/scripts/storage/secondary/cloud-install-sys-tmplt -
m /mnt/secondary -u http://download.cloud.com/templates/burbank/burbank-systemvm-
08012012.0va -h vmware -s <optional-management-server-secret-key> -F

= HHKWM :
# /usr/share/cloudstack-common/scripts/storage/secondary/cloud-install-sys-tmplt -
m /mnt/secondary -u http://download.cloud.com/templates/acton/acton-systemvm-
02062012.qcow2.bz2 -h kvm -s <optional-management-server-secret-key> -F

EUbuntu, FERAMTERE :

# /usr/share/cloudstack-common/scripts/storage/secondary/cloud-install-sys-tmplt
2. NMREREASBENFSHERS, RTHTR  IREER2EASEARFZANFSERSE, FER, T TERTHSER
ERANTRRE, HBEREMEEE, YBREINERRK

" # umount /mnt/secondary
# rmdir /mnt/secondary

3. ERU S RBBERE#HFRRS

459. R&ESENK | T—%
#E | B ERRECIoudStack S I AR R FAIEE R ERIE R E

Single Management Server: Multiple Management Servers:
Installation Complete! Installation Complete!

Management
Server

MySQL DB

MysQL
cloud_db

EETREMERE?

- MR B RIMEMEHRERRIE, TERETURNTERENERESRER, JETHRINMECIoudStackEE), #RLogIn
to the Ul

» BIRERITT, MASHEREETERPIT —LEERELS, MILEALIAECloudStack INMEE, R Provision Your
Cloud Infrastructure
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51. FAERAENTE

5.1.1. End User's Ul Overview

5.1.2. Root Administrator's Ul Overview
5.1.3. LARoot Administratorfg &9 & A
5.1.4. e ErootEH

5.2. {#FSSH KeyiZ#E

5.2.1. BT X #ESSH KeyiInstance Template
5.2.2. T8 SSH Keypair

5.2.3. ##8Instance

5.2.4. 3 SSH Keypair& A

5.2.5. B5%

510 AFAENT

CloudStack 124t T EEE LR ERAEMweb-basedINH EEEARKR, RREEBATHAEENRENE, FHRHEN
EXETEITES RARERER, HI40: IE7. IES. IE9. Firefox 3.5+, Firefox4. Safari 4FSafari 5, MURLZ :

http://<management-server-ip-address>:8080/client

MREHEERARBENREN BEAREBE SEETRIENRESR, BFRE, EARNEENERE

& A& IR
fER&E IR TR 2admin

Hi5
FEEL E A& (root)IRSRHI B S Apassword

Domain
IMRERroot, LLRMIFENER
INRERsub-domains HEFE 5E# AdomainBI5E R R 1R, a1R Aroot domainMEAE AIREEMA

B5k#, rootdomainE FTEBHFZMEE, Hl0 : Compl/hr, MEComplE THIEREFHBEEDomaintBiIE# A
Compl ; FEComplUhrETHERZE, #MHBE#ACompl/ihr

FLHRREREZANEATTLZE : Loggin In as the Root Administrator

5.1.1. End User's Ul Overview

The CloudStack Ul helps users of cloud infrastructure to view and use their cloud resources, including virtual machines,
templates and ISOs, data volumes and snapshots, guest networks, and IP addresses. If the useris a member or
administrator of one or more CloudStack projects, the Ul can provide a project-oriented view.

5.1.2. Root Administrator's Ul Overview

The CloudStack Ul helps the CloudStack administrator provision, view, and manage the cloud infrastructure, domains,
user accounts, projects, and configuration settings. The firsttime you start the Ul after a fresh Management Server
installation, you can choose to follow a guided tour to provision your cloud infrastructure. On subsequent logins, the
dashboard of the logged-in user appears. The various links in this screen and the navigation bar on the left provide
access to a variety of administrative functions. The root administrator can also use the Ul to perform all the same tasks
that are presentin the end-user’s Ul.

5.1.3. LIRoot Administratorfy & 4 & A

EEEARBURKTERIAETR, THTLUEACloudStackIERENT, BBINE, TRHLURE. RBMESEEN

1. TREEAMEIER 2B L T L

http://<management-server-ip-address>:8080/client

EiREHHIManagement Serverk %, SHIR5IERE. 2% EHRE, REEEEA Dashboard

2. MREBHNE—REANSEHE, HBREUTSHRET:
INRITABEE S FCloudStack 55:&#ZContinue with basic setup., it BI1RGE—EERE —EEEMNEE
, CloudStack WREBEF S5 BIBEETRE, RMESEETEE —E:ETCloudStack HE—ZEEEH ;
NFSEFEE ; —EEMAXenServersi 2KVM Hypenisorz 1, It #EHE —EARND =K.
REBEFGRUEEHNES, MRTEERANT ML, ETFEMETral Installation Guid.
INREBERLRIBRETWRBIRZFEHNIRE, ARFEERZANIRE, T LLEZHGEE © 1 have used
CloudStack before., EEZEENES, ErI AR ERAEEREERANINEERE, FIM : EREFIVLANFEED)
B, S AMIIEE. FEARMEIREIR, tload balancersfirewall, L% E % iELERIHypenvisor, #0: Citrix
XenServer, KVM#lVMware vSphere,



root administratorBI¥ZE R & i = 27 E KHR AT,

3. ERRFIENS AL, K& Arootadministratorid BN TG, MREBET EALRERTRENERSLE, ©F
RNEHMAIFNER ; MREEREKRNERE, BERE 5.1.4, W oot iE hHP BREE.

IMRIEZ LrootadministratorZ A, LLiRSEAILA¥ CloudStacki B, HE, ERSETEBEEEEEME. root
administratorf] BUSTREREEEE. BIURKMIRERERR, URETHERENRIE, FLES—REAE, £EE
X f&root administratorB9 24,

gk

==
[=]

5.1.4. ¥ rootZ 15

ERERNTEMEIEER, EHEZELrootadministrator& A, LIRSEA U CloudStackf SR, HE, ERCLETEREE
BEZR#8, root administratora] BUETREREEEE. BIUKMIRERERR. URETRERENRE, FRLEE—REE
CloudStackf®, B Eroot administratorfEEHS,

1. {TRAEIE FARYRIEE 2520 B8 LU T #LL -

http://<management-server-ip-address>:8080/client

. ERREMrootEAEIDREREAFERENT, TR Aadmin, password
. #&Accounts

EREEEIRS 2B

. 1% View Users

CMREBERAELRE

. Bh®Change Password |ﬂ
8. MIAFTMIEES, AKIKROK

o U~ W N

~

5.2. {8 Fi SSH Keyi% #

BT ERAERBREERE, CloudStackZiE#FASSH keyZ AZEif, EAILUEMcreateSSHKeyPair APITRELE

RASESRERESBCHSSH key, MEEAEGTESAERNRS FRIEMDMLA, EA—ESSH key pair, EAIE
B ER

5.2.1. 31 7 1% SSH KeyfInstance Template
BT ESSH KeyMInstance Template

1. fffcloudstacki2#t# template$ii&Instance
BEHRARFBinstanceMEHA, =R
2. T#icloudstack scriptif The SSH Key Gen ScriptBI{&# 31 Minstance

wget
http://downloads.sourceforge.net/project/cloudstack/SSH%20Key%20Gen%20Script/cloud-
set-guest-sshkey.in?
r=http%3A%2F%2Fsourceforge.net%2Fprojects%2Fcloudstack%2Ffiles%2FSSH%2520Key%2520Gen%
2520Script%2F&ts=1331225219&use_mirror=iweb

3. BrEEER S etc/initd,
cp cloud-set-guest-sshkey.in /etc/init.d/

4. R ERIARET :
chmod +x /etc/init.d/cloud-set-guest-sshkey.in

5. BTIEERRMBEF Tscript :

chkconfig --add cloud-set-guest-sshkey.in

6. {=1tinstance

5.2.2. #38 SSH Keypair
1R HZBMENY createSSHKeyPair api, & AT LUE A CloudStack Python API 5 curl#§ S 3&FEMY cloudstack api

B0, #¢ cloudstack fAIAR2&MEAY "keypair-doc" ZREEIT

_

REACEEEEEENEE NRERTRAFERIFMFUAP], EHURL/IPORTERR, EHE[EMAAPIKeys

1. BT Feurlies -

curl --globoff "http://localhost:8096/?command=createSSHKeyPair&name=keypair-
doc&account=admin&domainid=5163440e-c44b-42b5-9109-ad75cae8e8a2"

EREMTMNT :

<?xml version="1.0" encodina="TSN-R859-1"2><createsshkevnairresnonse clound-stack-



e et e erie e 2 mee mmme =t e emm e 5

U . . -
version="3.0.0.20120228045507"><keypair><name>keypair-doc</name>
<fingerprint>f6:77:39:d5:5e:77:02:22:6a:d8:7f:ce:ab:cd:b3:56</fingerprint>
<privatekey>----- BEGIN RSA PRIVATE KEY-----
MIICXQIBAAKBQQCSydmnQ67jP61NoXdX3noZjQdrMAWNQZ7y5SrEud4wDxplvhYci
dXYBezVwakDVsU2MLG1l/K+wefwefwefwefwefJyKJaogMKn7BperPD6n1wIDAQAB
A0GAdXaJ7uyZKeRDoy6wAOUMFOKSPbMZCR+UTIHNKS/E®/4U+61hMokmFSHtu
mfDZ1kGGDYhMsdytjDBztljawfawfeawefawfawfawQQDCjEsoRdgkduTy
QpbSGDIal11Jsc+XNDx2fgRinDsXXI/zJYXTKRhS1/LIPHBwW/brw8vzxh01SOrwm7
VvemkkgpAKEAWSEEW394LYZiEVv395ar9MLRVTVLWp054jC4tsO0xQCBlloocK
lYaocpkOyBqqOUSBawfIiDCuLXSdvB0o1Xz5ICTM19vgVvEp/+kMUuECQBzm
nVo8b2Gvyagqt/KEQo8wzH2THghZ1qQ1QRhIeJG2aissEacF6bGB20Z27Igim5L14
4KR70eEToyCLC2k+02UCQQCrniSnwKtDVoVgeK/zbB32Jhw3wWullv5p5zUEcd
KfEEuzcCUIxtJYTahJ1pvlFkQ8anpuxjSEDp8x/18bq3

————— END RSA PRIVATE KEY-----
</privatekey></keypair></createsshkeypairresponse>

2. BEMERIERD, BRER:

----- BEGIN RSA PRIVATE KEY-----
MIICXQIBAAKBgQCSydmnQ67jP61NoXdX3noZjQdrMAWNQZ7y5SrEudwDxplvhYci
dXYBezVwakDVsU2MLG1l/K+wefwefwefwefwefJIyKJaogMKn7BperPD6n1wIDAQAB
A0GAdXaJ7uyZKeRDoyBwAOUMFOKSPbMZCR+UTIHNKS/E®/4U+61hMokmFSHtu
mfDZ1kGGDYhMsdytjDBztljawfawfeawefawfawfawQQDCjEsoRdgkduTy
QpbSGDIal11Jsc+XNDx2fgRinDsSXXI/zJYXTKRhS1/LIPHBwW/brw8vzxh01SOrwm7
VvemkkgpAKEAWSEeEw394LYZiEVv395ar9MLRVTVLWP054jC4tsO0xQCBlloocK
1YaocpkOyBqqOUSBawfIiDCuLXSdvB0o1Xz5ICTM19vgvEp/+kMUECQBzm
nVo8b2Gvyagqt/KEQo8wzH2THghZ1qQ1QRhIeJG2aissEacF6bGB20Z7Igim5L14
4KR70eEToyCLC2k+02UCQQCrniSnwWKtDVoVgeK/zbB32Jhw3wWullv5p5zUEcd
KfEEuzcCUIxtJYTahJ1pvlFkQ8anpuxjSEDp8x/18bq3

----- END RSA PRIVATE KEY-----

5.2.3. #;Instance

EIEFETFIFSSH keypairtE R, BN EFRGIEL 5.2.1, "B HESSH Keyiinstance Template "I template B —{&
W&, FEREEAMEREN SSH key 718

IR T8 A GUIFEHTIE K& #E Instance FTEEHISSH keypair

#Fri@Instance Mcurl s SR T :

curl --globoff http://localhost:<port number>/?
command=deployVirtualMachine\&zoneId=1\&serviceOfferingId=18727021-7556-4110-9322-
d625b52e0813\&templateId=e899c18a-cel3-4bbf-98a9-625c5026e0b5\&securitygroupids=ffe3fo2f-
9e3b-48f8-834d-91b822dad40c5\&account=admin\&domainid=1\&keypair=keypair-doc

BEEmmtemplate, service offering 1 security group IDs (31 R &4 & s ecurity group)

5.2.4. i SSH KeypairE A
FREREREEASIRREIAFSSH keyE 2B EIMIH

30, FELinux OSEAIT :

ssh -i ~/.ssh/keypair-doc <ip address>

-i BB ERSSHE = (1 F~/.ssh/keypair-doc A #ssh key

5.25. &%

R HresetSSHKeyForVirtualMachine SEBAPIHE S, HERAETLIERESKER SSH keypair, SIEHABERISSH keypaird]
Dtgitts, AETLMERFHKkeypairFERVM, B mEEM#Hkeypair, A%IEM resetSSHKeyForVirtualMachine

Z 6. Steps to Provisioning Your Cloud
Infrastructure

6.1. Overview of Provisioning Steps
6.2. Adding Regions (optional)

6.2.1. The First Region: The Default Region
6.2.2. Adding a Region

6.2.3. Adding Third and Subsequent Regions
6.2.4. Deleting a Region

6.3. #78Zone



6.3.1. Et@igE
6.3.2. #EfEZone iR E

6.4. #1@Pod
6.5. I8 —{ECluster

6.5.1. #i&Cluster : KVM 5k XenServer
6.5.2. IIA#L : vSphere

6.6. 32NNEHE
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This section tells how to add regions, zones, pods, clusters, hosts, storage, and networks to your cloud. If you are
unfamiliar with these entities, please begin by looking through 2 2, Zi# & #40E =,

6.1. Overview of Provisioning Steps

After the Management Server is installed and running, you can add the compute resources for it to manage. For an
ovenview of how a CloudStack cloud infrastructure is organized, see £ 1.3.2, “EinE 22 E RN

To provision the cloud infrastructure, or to scale itup atanytime, follow these procedures:

. Define regions (optional). See £fi 6.2, “Adding Regions (optional)”.

. Add a zone to the region. See
. Add more pods to the zone (optional). See &
. Add more clusters to the pod (optional). See £ 6.5, “#7# —{ECluster”.
. Add more hosts to the cluster (optional). See £fi 6.6, “1@/NE#".

. Add primary storage to the cluster. See £ 6.7, “#7#&€Primary Storage”.
. Add secondary storage to the zone. See £ 6.8, “FTi8 R BEAFEE".

. Initialize and test the new cloud. See £ 6.9, “#1#A1L %
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When you have finished these steps, you will have a deployment with the following basic structure:

Zone
Management Pod Secondary
Server Storage
Cluster

MysQL

cloud db Primary

Storage

Conceptual view of a basic deployment

6.2. Adding Regions (optional)
Grouping your cloud resources into geographic regions is an optional step when provisioning the cloud. For an overview
of regions, see £ 2.1, “About Regions”.

6.2.1. The First Region: The Default Region

If you do not take action to define regions, then all the zones in your cloud will be automatically grouped into a single
default region. This region is assigned the region ID of 1.

You can change the name or URL of the default region by using the APl command updateRegion. For example:

\/httu://<IP of Manaaement Server>:8080/client/apni? \



com;nand:upaathégian&id:E&hamé:Noftﬁerﬁ&eﬁdpoi'nt:http ://<region_1_IP_address_here>:8080/cli
ent&apiKey=miVr6X7u6bN_sdahOBpjNejPgEsT35eXq-
jB8CG20YI3yaxXcgpyuaIRmFI_EJTVwWZOnUkkJbPmY3y2bciKwFQ&signature=Lxx1DM40AjcXU%2FcaiK8RAPOO1h
U%3D

6.2.2. Adding a Region
Use these steps to add a second region in addition to the default region.

1. Each region has its own CloudStack instance. Therefore, the first step of creating a new region is to install the
Management Server software, on one or more nodes, in the geographic area where you wantto set up the new
region. Use the steps in the Installation guide. When you come to the step where you set up the database, use the
additional command-line flag -r <region_id> to seta region ID for the new region. The default region is
automatically assigned a region ID of 1, so your first additional region might be region 2.

cloudstack-setup-databases cloud:<dbpassword>@localhost --deploy-as=root:<password> -
e <encryption_type> -m <management_server_key> -k <database_key> -r <region_id>

2. Bythe end of the installation procedure, the Management Server should have been started. Be sure that the
Management Server installation was successful and complete.

3. Add region 2 to region 1. Use the APl command addRegion. (For information about how to make an APl call, see
the Developer's Guide.)

http://<IP_of_region_1_Management_Server>:8080/client/api?
command=addRegion&id=2&name=Western&endpoint=http://<region_2_IP_address_here>:8080/c
lient&apiKey=miVr6X7u6bN_sdahOBpjNejPgEsT35eXq-
jB8CG20YI3yaxXcgpyuaIRmFI_EJTVwWZOnUkkJIbPmY3y2bciKwFQ&signature=Lxx1DM40AjcXU%2Fcaik8R
AP001hU%3D

4. Now perform the same command in reverse, adding region 1 to region 2.

http://<IP_of_region_2_Management_Server>:8080/client/api?
command=addRegion&id=1&name=Northern&endpoint=http://<region_1_IP_address_here>:8080/
client&apiKey=miVr6X7u6bN_sdahOBpjNejPgEsT35eXq-
jB8CG20YI3yaxXcgpyuaIRmFI_EJTVwWZOnUkkJbPmY3y2bciKwFQ&signature=Lxx1DM40AjcXU%2FcaiK8R
APQ01hU%3D

5. Copythe account, user, and domain tables from the region 1 database to the region 2 database.

In the following commands, itis assumed that you have setthe root password on the database, which is a
CloudStack recommended best practice. Substitute your own MySQL root password.
a. First, run this command to copy the contents of the database:

# mysgldump -u root -p<mysql_password> -h <regionl_db_host> cloud account user
domain > regionil.sql

b. Then run this command to put the data onto the region 2 database:

# mysql -u root -p<mysql_password> -h <region2_db_host> cloud < regionl.sql

6. Remove project accounts. Run these commands on the region 2 database:

mysql> delete from account where type = 5;

7. Setthe default zone as null:

mysql> update account set default_zone_id = null;

8. Restartthe Management Servers in region 2.

6.2.3. Adding Third and Subsequent Regions

To add the third region, and subsequent additional regions, the steps are similar to those for adding the second region.
However, you must repeat certain steps additional times for each additional region:

1. Install CloudStack in each additional region. Set the region ID for each region during the database setup step.

cloudstack-setup-databases cloud:<dbpassword>@localhost --deploy-as=root:<password> -
e <encryption_type> -m <management_server_key> -k <database_key> -r <region_id>

2. Once the Management Server is running, add your new region to all existing regions by repeatedly calling the API
command addRegion. For example, if you were adding region 3:

http://<IP_of_region_1_Management_Server>:8080/client/api?
command=addRegion&id=3&name=Eastern&endpoint=http://<region_3_IP_address_here>:8080/c
lient&apiKey=miVr6X7u6bN_sdahOBpjNejPgEsT35eXq-
jB8CG20YI3yaxXcgpyuaIRmFI_EJTVwWZOnUkkJIbPmY3y2bciKwFQ&signature=Lxx1DM40AjcXU%2Fcaik8R
AP001hU%3D

http://<IP_of_region_2_Management_Server>:8080/client/api?
command=addRegion&id=3&name=Eastern&endpoint=http://<region_3_IP_address_here>:8080/c
lient&apiKey=miVr6X7u6bN_sdahOBpjNejPgEsT35eXq-
jB8CG20YI3yaxXcgpyuaIRmFI_EJTVWZOnUkkJbPmY3y2bciKwFQ&signature=Lxx1DM40AjcXU%2FcaikK8R
AP001hU%3D

3. Repeatthe procedure in reverse to add all existing regions to the new region. For example, for the third region,
add the other two existing regions:

http://<IP_of_region_3_Management_Server>:8080/client/api?
command=addRegion&id=1&name=Northern&endpoint=http://<region_1_IP_address_here>:8080/
client&apiKey=miVr6X7u6bN_sdahOBpjNejPgEsT35eXq-
jB8CG20YI3yaxXcgpyuaIRmFI_EJTVwWZOnUkkJIbPmY3y2bciKwFQ&signature=Lxx1DM40AjcXU%2Fcaik8R



APOO1hU%3D

http://<IP_of_region_3_Management_Server>:8080/client/api?
command=addRegion&id=2&name=Western&endpoint=http://<region_2_IP_address_here>:8080/c
lient&apiKey=miVr6X7u6bN_sdahOBpjNejPgEsT35eXq-
jB8CG20YI3yaxXcgpyuaIRmFI_EJTVwWZOnUkkJIbPmY3y2bciKwFQ&signature=Lxx1DM40AjcXU%2Fcaik8R
APO01hU%3D

4. Copythe account, user, and domain tables from any existing region's database to the new region's database.

In the following commands, itis assumed that you have set the root password on the database, which is a
CloudStack recommended best practice. Substitute your own MySQL root password.

a. First, run this command to copy the contents of the database:

# mysqldump -u root -p<mysql_password> -h <regionl_db_host> cloud account user
domain > regionil.sql

b. Then run this command to put the data onto the new region's database. For example, for region 3:

# mysgql -u root -p<mysqgl_password> -h <region3_db_host> cloud < regionl.sql

5. Remove project accounts. Run these commands on the region 2 database:

mysql> delete from account where type = 5;

6. Setthe default zone as null:

mysql> update account set default_zone_id = null;

7. Restartthe Management Servers in the new region.

6.2.4. Deleting a Region

To delete a region, use the APl command removeRegion. Repeat the call to remove the region from all other regions. For
example, to remove the 3rd region in a three-region cloud:

http://<IP_of_region_1_Management_Server>:8080/client/api?
command=removeRegion&id=3&apiKey=miVr6X7u6bN_sdahOBpjNejPgEsT35eXq-
jB8CG20YI3yaxXcgpyuaIRmFI_EJTVwWZOnUkkJIbPmY3y2bciKwFQ&signature=Lxx1DM40AjcXU%2FcaiK8RAPOO1h
U%3D

http://<IP_of_region_2_Management_Server>:8080/client/api?
command=removeRegion&id=3&apiKey=miVr6X7u6bN_sdahOBpjNejPgEsT35eXq-
jB8CG20YI3yaxXcgpyuaIRmFI_EJTVwWZOnUkkJIbPmY3y2bciKwFQ&signature=Lxx1DM40AjcXU%2FcaiK8RAPOO1h
U%3D
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1.

IRIEAAd ZoneE B RiEBasictk, ENext, EEWARLITHME, REIRNext
Name. : zone &g
DNS 1 and 2. : SiEVMERKDNSEMRER, THARMEREFR, T2REHE, NEIPAILVEAFREELDNS
ARk 2%
Internal DNS 1 and Internal DNS 2. : Z#iVM{#E FRIDNSAARSS( CloudStack{EFRKIVM, 2 ERKELS. THF
ERERREMGFEEW), SLEONSTRHEEREMEBNEFEI, FAANIPAIHEKHERBREILAERDNSHAR S

Hypervisor.(3.0.1iR% B ) BI2E—EHEBMREESE, B2RTUENMTRAEEENESE
Network Offering. : {8822 S R EWEERE RIS T LUIEFEVMER

Network Offerings 56U

DefaultSharedNetworkOfferingWithSGService MREEARLBMAEFE 2GR, FRIEEE
(3£ R Using Security Groups to Control Traffic to VMs)

DefaultSharedNetworkOffering NRETFERLEM, HEEERE

DefaultSharedNetscalerEIPandELBNetworkOffering | 305 #E B L& Citrix NetScaler, i B & AEMIPA
B AE TR, HREEE, EREIP RELBIHAE
, RARSEHANEME IS AT LRt 1:1static NAT
R AT

Network Domain. : (GE#EM)INREEZRTRAVEEL 2B, F518EDNS suffix

Public. : FIEEAEHEANLRE, FLARESEEARENL, RALBEANERETERIGFEW

BERENSE

HRATHE., 2. hEREERE, E2EHA, RBERKETRKT, 22 R Basic Zone Network Traffic
Types, WETMEE—LRERUEKEE, NMREEMAES, nHREEEgreyed-outtUiEREM S RELE, &
ATV F B A 1E

. 3. GU.IRAR)EEMRREFHASEERER LNEBERENA, ELEBELRNACEBREEEIRESN

R, EREETREE, SEHHEEE, EUURAMRE, RRIFOK
BERBREAE—ERENERESEESR, HRAMMEEREEE, RETUERHEIRKRE

4. #Next

10.

. (ENetScaler), IREANetScalerZEM@IKRT, TEERANEETER, RUFEWMEEEIINetScaler, &

HIENext
IP address. : NetScaler¥&HINSIP (NetScaler IP) izt
Username/Password. : FERFRERIZHEEE, CloudStackf A& LaEARFIEE

Type. : NetScaler#BEHY, THEANetScaler VPX, NetScaler MPX, 3 NetScaler SDX, BIRERIMLLE:, R
About Using a NetScaler Load Balancer

Public interface. : NetScalerf9/ i, EABEKRTE

Private interface. : NetScalerf9/“ i, TEFAAMBIRRE

Number of retries. : ERETHIRE, TZEKM, FEFZA2

Capacity. : 2 ZILEEBRGHEMER/MR S NEE

Dedicated. : #ERAZMAK, WREMNA—EIR-%EM, M CapacityiI2{ENAL

. (ENetScalen A ARREREIPEE, HEENPERMEMS static NATRE, LWREBREMMEIP X ELBREFEHE

IRFSPIRA. BMALITHES, A%IRAdd, EATUEHESRRISMPERE, Rk, FHENext
Gateway. : IP{IitffEFARIRE
Netmask: #1VPCRIERIIEAIPALLE
VLAN. : i REXRARENVLAN
Start IP/End IP. : —#78E AI#RAEFEHEER FERAVIP, W EHDERARFIFEWM

| MBS, CloudStack® SEHH R MIpodiAtE, AL HEEEHRM. BIRpodfif, FEH 2.3, “BIKPods”

BALL T oRER EE—{Bpod, A%EENext
Pod Name. : pod &8
Reserved system gateway. : podH Ay TR E
Reserved system netmask. : E&Epod FHBE @K prefix, FACIDRETAE

Start/End Reserved System IP. Managementi@iSf0IPEEE ; #FR S EfAsystem Vs : fllsecondary storage
vm. console proxyvms2DHCPZ F, FIRIPEEESMER, F2HRMREBIPEL

. RIBBERBREMRE, REUT, REiENext :

Guest gateway. : - ERMNEE

Guest Netmask : &/ EFANFHEEES

Guest start IPIEnd IP. : & ABItA RIERMIPAIIE, LhEZECloudStack AT AN ERAIASH B HEEE
BINBRBEALSERE, NREASERFT, CMUESETRANFEE
INREA—IRMEER R, 5L IP FESX%AEE pod B CIDR HEREEE

. TEF#Ipod, CloudStack® &8 —EHRERE, ETUZKBETEM, HRBEMNEN, ¥R AboutClusters

MALITREEEE MBS, REiENext:
Hypervisor.({£3.0.0hR A ; 3.0.1IRA#ME)BRIZ—EEREEEREBOAE IHRER, MREEZEVMware, &
HIREEAROMAL, AT LU AvSphere BEME T, HRVSpherefAiRes, BEBELEEVCenterBaIBEFH, A
HEBENEEMTICloudStack, ¥R Add Cluster: vSphere
Cluster name. : BIABEHNELHE, ETTUREIRERZ—ERE CloudStack ERIXF,

TEFTEESD, CloudStackEEFIRFHMEMIAN, EAILIZ KRERIRM, BIREMEN, ¥ RAbout Hosts

N —

BIREINBREEE EHMMCloudStackss, FTE EHHVMEBTEER BITIRE

TR E EHAT, TV ERKBREESENE, SEENEMERATIECIoudStack, REEMLHEADRTE, HIE
LR, R
Citrix XenServer2# &% &



VMware vSphere 28 B35 &
KVMvSphere & # &8 &
EIALLT R EE—EEH, AEIENext
Host Name. : FH#BIDNSHEFESKIPALIE
Username. : &% #&root
Password. : #8_EffREBBEIR(TEME XenServer 5% KVMZ& )
Host Tags (GE#M) : EMEARIBEERIER, 0, MREBVEXHREMEAE high availability'ThEEFIVM,
BRI LA E R IHHAMR i (ha tag ISR EMAIRE), ELEM, ¥ RHAEnabled Virtual Machines &HA for Hosts
11. EHMEESD, CloudStackEEHIE—EEXEMEFEBHRE, TALZKBTRN, HRFEFERENEN, HR
About Primary Storage
MALTREEE —BEEMEESB, REKRNext:
Name.FAFEENER

Protocol. Protocol. B XenServersi#, #EATLLERIENFS, iSCSI. =2 PreSetup. MAKVMERH:, Ea LLEENFS,
SharedMountPoint, CLVM, XRBD, vSpheref&rILLZEZEVMFS (iISCSIs FiberChannel)siNFS, H bRl T HIRAL
BURRIRHERIE

6.3.2. #ERE Zonesk €

1. #81EAdd Zonef5E #EAdvancedf®, &Next, EEHABIITHE, REIENext
Name. : zone &g
:)NSlandZ. D EAEVMEFBIDNSERRR, AHARMBFR, B2Reme, ARPAILKARKREEIEDNS
AR 2%
Internal DNS 1 and Internal DNS 2. : Z#iVM{#E FRIDNSARSS( CloudStack{EFKIVM, K2 ERKHLS. T#F
ERERREMGFEBEW), SLONSTRHEEREMEBNEFIR, FAIPAILIEKHERBREILNEDNSAR S
Network Domain. : (GE#EM)INREEERTRIVEIREHE, 5518EDNS suffix
Guest CIDR. : 7E55 & R EHBRE R IPAILEAICIDR, f1#0110.1.1.0/24, EEEHETAMzonesk EREMCIDR, &
IR EVPNEFLLE S 5
Hypervisor.(3.0.Lik#%8)EZEFE—EREEREEE, BXETUENTREEENES
Public. : i EAEHERNARE, FLHESEEAN TR, RANEENNEREFEEIHFEW
2. RERENE
HRAREE, K. SERHEFERE EZEA, RBETKRETRI, IR 2.8.3, “Advanced Zone Network
Traffic Types”, WWEWmEAE—EM@IRCLHRE, NREELERIBE, TEEMAES, HHRERESgreyed-out
HiERI SR RNE. TTUBRERRE S —EEE, Fin, RERELRERERL EXFENEE, EITLE
Cf R, STl SEEREE
3. BOLRAR)EEMEAEEZHRAESEELEE LNEERENR, ELEBLETATEBREESE IHESIEZE
B, TREETEEE, SEHHEFEE, THURAER, REIROK
EUEZEHREEFEERENBREEETE, HREAMMEERESS, ERTLUEEHETRERE
4. #Next
5. AAFBREEIPEIE, MALTHE, A%IRAA, BITUEELSHEKRICMSEEEE, HR%, FiZNext
Gateway. : IP{riitfEFARYRRE
Netmask: F1VPC & REEHIIPAL ik
VLAN. : i§#%FREARRERIVLAN
Start IP/IEnd IP. : —#8787E A 4 ERRHERZ ERANIP, W& BRFIURE AR
6. FEHHMIEIE A, CloudStack® 5eHTI8FTHIpodIA1E, WAL H%BErFI8M. B podfEfT, ¥R 2.3, “FifPods”
MALLT R ESE—{Bpod, A%IENext
Pod Name. : pod%&#
Reserved system gateway. : pod ) EH#REE
Reserved system netmask. : EZpod FiBE B prefix, FACIDREITRAE
Start/End Reserved System IP. : Managementifi&EIIPEEE ; # AR E#Gsystem VMs : Wlsecondary
storage vm. console proxyvm=2DHCPZ F, FIRIPEERELMEN, FS M & 2.8.6, SRR B IPAILL".
7. TEEEEMBRIEE —EVLAN IDEEREHFERE(FERVLAN Alocation Example), A%iENext
8. JE#THIpod, CloudStack&%#HIE—EHEMRE, BB BTN, HREENBN, FRE 24, FR
Clusters”
AL TR EE—EHEE, REMNext:
Hypervisor.(f£3.0.0h A ; 3.0.1hRAAME)RE—EERESARERTE THER, NREEEWware, &
HIRFEAN MG, EATLIE AvSphere BEMNE A, HRVvSphere(@iReR, BEMEMECenterBIIBEEH, A
HEEERNELEMEICloudStack, ¥R Add Cluster: vSphere
Cluster name. : BIAREN A, ETUHREIGEE—ERME CloudStack EAMXE.
9. TEHHIELE S, CloudStackE SeHTIBFTEIEMIAE, EALLZHPERFRM. BRI/, R 2.5 “About Hosts”

®:s

EREECloudStackly, FEBREEE EMIOVVERTRERHITIRAE

R E XA, BUNARKBREESENRE, BEEMEMERAZIECIoudStack, REZILENRE, HIRE
Lo SR, R -

CloudStackMCitrix XenServer& 4

VMware vSphere R 8 EL58 &

KMz S5 ELER TE
M ALITAREREE —EEHE, AkikNext

Host Name. : FH#HDNSEZ B IPAILL

leaviama - SF@ A rAnt
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UDCTI AT, « A8 3 m31UUL

Password. : fALL_E{EREMBRIS(ER XenServer 5 KVMZ£%)
Host Tags (BIEM) : AT ARSEEMMIEE, FHlm, NREBEEHEREAAE nigh availability ThEERIVM,
BT USSR E EIRHAZ B (ha tag B ISER EMAIERE), BEZEH, 5 RHAEnabled Virtual Machines &HA for

Hosts, #BTEAdministration Guider
10. TEFMFES, CloudStackE L8 —EEEHEREBIHRE,
B 2.6, “About Primary Storage”
MALUTREEE —EEEHEFESE, RERNext:
Name.F#FRENEZR

EE L HETRN, BRESHEEENEN,

Protocol. Protocol. I XenServer#i#:, EaILLUEIENFS, iSCSI X2 PreSetup. IKVMER:E, EATLURIENFS,
SharedMountPoint, CLVM, XRBD, vSpheref&rILLZEZEVMFS (iISCSIs FiberChannel)siNFS, Hth Rl T HIRE AL

BUREAYRIE

NFS

Server. : EFEEMIPAIIESKDNS &

Path. : #{71AR2%EE H HIBR S

Tags (optional). FEFRBENEFEEZRIER, E

TEIEMTEHEARTS, YV EARRASHNERNRTE
#&iEZoneMcluster, REFERFRENER, &
BA—E—, f, NRcluster NEHTEFHFEB,
HEZETIMT2, HihZoneNMiclusterth b BIR 4R
FEETINT2NEEFEFRE

iSCSI

Server. : FAFEEBEMIPAIIDNSEHE

Target IQN. : BZMIQN, 140, ign.1986-

03.com.sun:02:01ec9bb549-1271378984

Lun. : LUN®ZF, i, 3

Tags (optional). FEEFREMNEEIRIER, E

EEEIRRTY, VERRENESMRTE
& ZonehMcluster, REFEHAGFEBENEER, &
A—E—, B0, fRcluster AR T EFHFLEE,
EZHETIMNT2, HthZoneNHiclustertl b RIR AR
FREETINT2NEEHFEE

preSetup

Server. : fEFEBEMNIPAIIESKDNS &

SR Name-Label. : # A Bi&1E CloudStackH:& E

FHISRETEEZH

Tags (optional). F#FEBEMNZERERIMREK, &

EIEMIERRYE, VARRASKESNERTE
#®EEZonedhMcluster, FREFEBHEFRENER, ¥
HA—E—t, a0, fNRcluster AR EEFEFEE,
EREHETIHT2, HfiZoneNMclusterth i BIRAE4E
FIEETIMT2NEEFEFRE

SharedMountPoint

Path. : B8 FHEBFERAFEENRRE, fl0
"Imnt/primary"
Tags (optional). fF&BMZERZHEIRRER, E
EEERRYE, VERREXNESMRTE
s ZonedhMcluster, REFBHEGEBIER, »
B—E—, B, MEcluster NEREBREES,
HEZETIMNT2, HihZoneMiclusterth b BIR 4R
FIEETINT2NEEMEFEE

VMFS

Server. : VCenter serverfiIPfiLiit 5K DNS &8

Path. : ERENLBMABHES, BXAT

datacenter name "/" datastore name, 40

, "Icloud.dc.VM/clusterldatastore"

Tags (optional). f#FEBNZEEZHRIREK, &

EEAEIRRS, VERRENESMERTE
#&EZoneMcluster, REFEREFRENER, &
A—E—%, B, fWRcluster AR T EHEFLEE,
HEZETIMT2, HihZoneNMiclustertt b BIR 4R
FEETIMT2HNEEHFEE

11. EFHMEEA, CloudStack® LFTIBIIVREFRHERBERE,
&1 2.7, “About Secondary Storage”

BRI A2 RBERFIR I, RAFRCREFEFREBN, #R

EREALLRER, EEEEIINFS sharestREZHHICloudStack System VM EHREFRBHFER, R

Adding Secondary Storage :

NFS Server. The IP address of the server or fully qualified domain name of the server.

Path. : 1 {7IAR2%EE H HIBRE
12. Bh®Launch.

4. ¥ Pod

183N T —{@%8zone, CloudStack@ERFth A EHI8 T —(@pod, EHATRZEBITHE,

1. & A CloudStack Ul. 5520 : £i 5.1, “BEAGEAENE"

2. REfIMnavigationizéd, REiFInfrastructure, RERIZonesIHIE TEEView More, EEFH:EZEMHFTIBpodHy

zone,

3. #hi#®Compute and Storage B, 7Epod &I EEHE A EHEView All

4. #5HEAdd pod
5. RYEEREFHBALITER.
Name. ltpodz &8,




Gateway. HostiR Itk pod B#ERE &,
Netmask. AR R Epod I F#IEE, FEACIDRERAE.

Start/End Reserved System IP. Managementi8E&HYIPEIE ; #FAZk S Eefasystem Ws : #lsecondary storage
vm. console proxyvms2DHCPZ F, FRIPEEESMEA, F2HRMREBIPEL

6. BEOK

6.5. ¥71€ — {& Cluster
RBESMCloudStackE i, BREMAClustery, FILVEFIBTM2 A, MLBEEDE—Ecuster

6.5.1. T8 Cluster : KVM =X XenServer
L REFRZE R LEBREEEREZE ACloudStackfEAENTE

. IRZA&EWInavigationFl &R BhZEInfrastructure, & Bh#Ezonell#EView More, & IHEFTIEcluster,
. Bh®EComputen B

. TEEFhMClusters node, B4E View All

. BHEFTIECluster

REBREEEER

BIZZEH R clusterfpod

. MABENETE, ETUHEREZE— @R CloudStack ERKXF,

#OK

©® N UAWN P

6.5.2. I AZR% : vSphere

FEmiESvCenterRCloudStackEEE N, ATLASEMVSphere EHEIR, CloudStackBEFH EHEHRNAATE CloudStack# s
i, BEREBLATHRGE—EIH. 5ATES, TUAREERERERA—EESEIH, LERBETLURFIve
migration=Ih8E, FEEKIR NFS or iSCSIND Z#E

1 vSpherefRfREE, BHBEITFHECentertIHE, WEIEMHEELTICloudStack, EIBLTFEX :

vSphere &R EBB8H
FEECloudStack I AR, BREEE EHRLE EMVMET

fnAvSpherez 4% E|CloudStack :
1. WRIBIERRE T VCenterEBE

(<3 WIN-OMUOCMSFUBT - vSphere Client

Ele Edt View Igventory Administrabion Plugins Help
ﬁ [_j £y Home b g8 Inventory b [3J] Hosts and Clusters

foreg
& & %
[ WIN-OMUOGCMSFUB? 192.168.160.25 VMware ESXi, 4.1.0, 260247 | Evaluation (38 days remai
B B doud.dcvM
B coud.custer.2.2.1 i Summary - Virtual Machines ' Performance . Configuration

= B

What is a Host?

A host is a computer that uses virtualization software, such
as ESX or ESXI, to run virtual machines. Hoslts provide the
CPU and memory resources that virtual machines use and
give virtual machines access to storage and network
connectivity

Basic Tasks
& Deploy from VA Marketplace

&t create a new virtual machine

. BAERENE
. RAEEWnavigationFl &R BhZEInfrastructure, & EhFEzonell#ZEView More, REIEFTIcluster,
. BhE ComputeiR#, 7E Pods:Ei2View All, BEEEEMAEERpod
. 1% View Clusters
. BhEFTIBCluster
. TEHypenisor, Z#EVMware
 EHEEERGELUTER, UTHALSHR vCenter¥iEHE
Cluster Name : 8 AZR5 &%, fl#0"cloud.cluster.2.2.1"
vCenter Host : vCenterfAl IR25H) A B IPALLE
vCenter Username : CloudStackiEffvCenterfE A& &1, EREVAAETEBRE
vCenter Password : #iAfE A& ®E
vCenter Datacenter : i A& vCenterZ£IEE, 50 cloud.dc.vM"

0o N o U b~ WN



Zone: | ZONE-NEXUS-ADV L=l
Hyperasor. | ViMware =]

Pod: | POD-1 -]

Cluster Name: doc-Cluster

vCenter Host: |host-Cs-voenter

vCenter Username: | acmin

vienter Password  sesssssssescases

vCenter doc-datacenter
Datacenter

Mesus dvSwitch IP (10.10.105.10
Addreas

Nexus deSwitch  dv-admin
Usemame

ERF—RER, el BBTEERENET

6.6. 18 1N 3 #

1. FERSEMIMA CloudStack#B &R, MMREREKBREESE, MItCloudStacky REEERET A IRHI T
CloudStack&ZZ1aRiRfiER, F2 K iInstallation Guide M) — L BHIREG —LEHRA, WEIARE, RANTR

- =
[=]

FHEEMBTIRINM CloudStackiRERES R, M TBMRESEREKEH

2. E, BMABREEEEHEICIoudStack, FERANRMBURRIEHBRESS
&1 6.6.1, “(XenServer 3% KVM)I& N EH#”
#01 6.6.2, “Adding a Host (vSphere)”

6.6.1. (XenServer % KVM)I& hn 3 #
XenServer & KVMEHE LABERF N BI# 5

6.6.1.1. XenServer & KVMEHF K

=
=K

FeFECloudStack i AR, BEREEETHEREEMVVEIT

REBK :

BEEEVEGHRNBRESE EH
1 XenServer, FENREBEBSA EH
HRKW, BFTREBBI6AEH

FEEEE R, ¥R CloudStack Installation GuideFIZREEER 4>

6.6.1.1.1. XenServerE # A FK

MR EEEA, TEEVAGT TRERIRE M —RNER
HIRFEEANEE, BTUTES. KSREEEHMAXenServerBHEE 1

# xe pool-join master-address=[master IP] master-username=root master-password=[your
password]

EHEARM BN, FREESRMME—FR EATLEXHRBERES HTHENHE

BT EHERIN AXenServerf®, 1T cloud-setup-bondi2=R, 2N G SemakE LB AE EHARIE

1. Copythe script from the Management Server in /usr/share/cloudstack-
common/scripts/m/hypervisor/xenserver/cloud-setup-bonding.sh to the master host and ensure itis executable.

2. TR -

# ./cloud-setup-bonding.sh



6.6.1.1.2. KVMEHEEN T K

R shared mountpointFEFIE/EER, EEENWEMREN XA RE M EMERBmMountpoints (BHHEEEE)
RES EHMIRE R AERNERREGHE. FAARARREE)

INRITIEMEF OpenVswitchiB 8 #REEagent properties 3, WFEINA EH#FICloudStackBisg 1
fiinetwork.bridge.type Zopenvswitch

6.6.1.2. N XenServer 5 KVM3:

RARKERESERBIEM L, MREBMEMERAZIECIoudStack, REAFRE, BB RICloudStack
Installation GuideHIER4> Z &

Lladministrator& 4> & A CloudStack Ul
RZEZMnavigationFIFR BB Infrastructure, & EEzonedl BiEView More, &% EEEEHIREHMzone,
ZhEComputetZ#, 7ECIlustersEiBLELEView All
ENREITIE T HNESE
# View Hosts
¥ Add Host
RELITER :
Host Name : DNS& B IPfzit
Username : &% Aroot
Password : E2FERABEELAMEZNE, KEMEH XenServer BE),
Host Tags (Ei2M) : TAEARSBEMMIZER, fla, MREBEXHEMSASF high availability ThEERIVM, K&
LR E EImHAZEE (ha tag B EMAIELE), EZEM, #FRHAEnabled Virtual Machines &XHA for Hosts

ERF—RER, el BlTEERENET
WEHMERE, ERULESR

6.6.2. Adding a Host (vSphere)

For vSphere servers, we recommend creating the cluster of hosts in vCenter and then adding the entire cluster to
CloudStack. See Add Cluster: vSphere.

6.7. ¥ 18 Primary Storage

6.7.1. R T/ K
fE—#underlying hypenvisorz B[R —1Z#EiSCI XNFS server
HEARBV AR NEFHENEES, FHEAHPERADLETSRKEE
RNBEIURRIENER

ERTEXEMFEBR, FKRBLITRE :
EEHEMBclusterz &, BAEFBEIEMEFRE

MPEERREDPZZIEMEERE, BLELEREERZESHMsystem.vm local.storage.requiredtrue, HRIEFFEE
BaEIVM

6.72. BRI E/MEERE
BIRHIE T —{Ezone, BRRHEEMAE—Eprimarystorage, EA KBRS Eprimary storage @R EE A Y
CloudStack, #I#0 : E&#8 7 —fEclustersi 2 E 8 T 55 2 HRR 2 EAN — B2 F LM cluster,

FERARSBRZZEEMEND, 8 —ERRRE CloudStack i ERIFRFIAFENER,

gk

==
[=]

. B CloudStack UL (B2 : i 5.1, “BAERAENE")

RZZMnavigationFl&R B Infrastructure, & InEzonedl#EView More, &% IHEFTIEprimary storage.
. BhECompute B

. RBlIRF#Primary storage £i25H 255& View All

. BhEAdd Primary Storage

CREEERES, BMALTENR, AMANEAIREHprotocol R,

Pod. fFEBHNE

Cluster. A& ERcluster

Name.fAFEEBENEE

Protocol. Protocol. M XenServersi#:, #EalLLGRIENFS, iSCSI. =2 PreSetup. AKVMZR:E, EATLURIENFS
or SharedMountPoint, vSpheref&® LLEHEVMFS (ISCSISk FiberChannel)siNFS

Server (for NFS, iSCSI, or PreSetup).f# 755 B MIPAI it SKDNS&
Server (for VMFS). vCenter serverfJIP{iI 1t 5iDNS £ #8
Path (for NFS). ZENFSHHI{RIAR 254 H &8

Path (for VMFS). 1ZvSphered, 2EREMNLBMEBHNES, A" datacenter name "/" datastore
name, 0, “/cloud.dc.VM/clusterldatastore"

oA wWN R



Path (for SharedMountPoint). B 1€ &M & —{EhostFr#t &EiMprimary storage B&4E, HI40 : “/mntprimary

SR Name-Label (for PreSetup). #i ASRE#7E CloudStacks} 5% E i1F#Y

Target IQN (for iSCSI). 7EiSCS|, 22 BEMIQN, I, ign.1986-03.com.sun:02:01ec9bb549-1271378984

Lun # (for iSCSI). 7£iSCSI, E2LUNZZE, fim, 3

Tags (optional). AFRBHREEIHIMRER, EXLBIERRTE, VEARREFRESNRE
HEZonehMicluster, REFBHEAFRENERE, LRE—E K HlM, MRcluster NEHTRFREFERE, HWEEH
T1#1T2, EfthiZoneNHiclustertB HMEREAERZRETIMNT2HN I EH#FRE

7. ¥&OK

68. B REMELEE

6.8.1. REMEEERKETR K

NFSEEFEE T EskLinux NFS server

(i#$2M)OpenStack Object Storage (Swift)(5¥ R http:/swift.openstack.org)
100GBR/NEE

REFEGFEBVAMPEVWER—ERERA
BEREFEFFARSEVAH A RSN EHE T FH

6.82. @ REMMEEE
BIEEIRT —ERE, BRFSNMAS—EIEMEES, TTUBMMREHEARSHICANESE

FERARSBRZZEEMER, 8 —ERIRRZE CloudStack & EMRFIAFENER,

IRt

==
(=]

1. MRIEARIEFISWiltfE A BHORBRFEEE, TLREMAKBESREMHEFAREE, SiESwitiFEBMA
Cloudstack , R0 6.3, "#7!8Zone”

2. BRBARETHAREN, BIREBNFS share 5 BRI B R EHIZARS, See & 456, HEHNFS
Shares”.

3. REEDIEEEARSRIE, KIET RHEVVMERSee 5 4.5.8, “EHERTBVVELR.

4. SEBESHFEBNREMEARECELRET, SMMACoudStack, REFFEBREL BN —ELG
T, #R 6.3, #8Zone”

6.9. {115 1E BRIE

EFMBERAMREN T, CloudStackZRE#ItA{L, ATEER 309 EL EMBFEET, ERUARENEEEE. EWRLK
5, CloudStack Ul & HERadministrator's Dashboard

1. BRRROIEERITF, EASNEERE, 22 Templates, E#ECentOS 5.5 (64bit) no Gui (KVM) template, #52
#R&& A "Download Complete.”, S¥E, REERZRE R, TERTT—4%
2. Bl InstancesiZ#, EAMy Instancesi#ig
3. EEAdd Instance i IREFE B R
a. EEMEBEMABzone
b. fEtemplate selectionBEEEVMAERAK template, MBREALE, MEZREHCentOS template
c. EE—{Esenice offering, FEEE X AIFHFEEREE BT EZEMsenice offering
d. EERERRFES, BB —EENER. SEE_EFTETLRFEER, BR8N, Fi,
XenServerfLinux, EFEIMEE, BEEHEEER /devixvdb, INIRIEHPV-enabled OS kernel, BREEEFLR

e. L, SFEREAIEMEERE ; £EAKR, BREF—EEE
. AT LR BRI IVME T R B,

g. BhfLaunch VM, BRIVMIEEFTRLRNE), SRERETHEE, BTLUE Instances BEREIRER
4. B52% View Console & fERVM, ,

FEERAVMNER, SERHFMARE. E. Fik. MERERZEVM, ¥R Administrator's Guide R BIWorking With
Virtual Machines

—

#HE | IBEM CloudStackZ s

NRERERMIBEE, BILFIEELSEH,. TEFHEFRE. zone. podKcluster

& 7. Global Configuration Parameters

7.1. R EREISER E AL

7.2. About Global Configuration Parameters



7.1. 5% 7€ & 35k 5% 7E M L
CloudStackiZ R SR NIRHIR % WA, ECloudStack$E—

1. Lladministrator& 43 % ACloudStack Ul
2. AEMIMnavigationizétsh, ZhEGlobal Settings.
3. KSelect Views:ZEHh—15 :
Global Settings : #fI7I%, HiAE®RKIREHNEE
Hypenisor Capabilities : EBREEERATIR, MAERAXEIERE

IN

. ERESMENTIR

[&)]

7.2. About Global Configuration Parameters

. BREEdtERRIENEYE, WREIEREHypenisor Capabilities, FEMEBEMRBEEENEE

CloudStack provides a variety of settings you can use to set limits, configure features, and enable or disable features in
the cloud. Once your Management Server is running, you might need to set some of these global configuration

parameters, depending on what optional features you are setting up.

To modify global configuration parameters, use the steps in "Setting Global Configuration Parameters."

The documentation for each CloudStack feature should direct you to the names of the applicable parameters. Many of
them are discussed in the CloudStack Administration Guide. The following table shows a few of the more useful

parameters.

Feld
management.network.cidr

Bia

ACIDR that describes the network
that the management CIDRs reside
on. This variable must be set for
deployments that use vSphere. Itis
recommended to be set for other
deployments as well. Example:
192.168.3.0/24.

xen.setup.multipath

For XenServer nodes, this is a
true/false variable that instructs
CloudStack to enable iSCSI
multipath on the XenServer Hosts
when they are added. This defaults to
false. Setitto true if you would like
CloudStack to enable multipath.

If this is true for a NFS-based
deployment multipath will still be
enabled on the XenServer host.
However, this does notimpact NFS
operation and is harmless.

secstorage.allowed.internal.sites

This is used to protect your internal
network from rogue attempts to
download arbitrary files using the
template download feature. This is a
comma-separated list of CIDRs. Ifa
requested URL matches any of these
CIDRs the Secondary Storage VM will
use the private network interface to
fetch the URL. Other URLs will go
through the public interface. We
suggestyou setthis to 1 or 2
hardened internal machines where
you keep your templates. For
example, setitto 192.168.1.66/32.

use.local.storage

Determines whether CloudStack will
use storage thatis local to the Host
for data disks, templates, and
snapshots. By default CloudStack
will not use this storage. You should
change this to true if you want to use
local storage and you understand the
reliability and feature drawbacks to
choosing local storage.

host

This is the IP address of the
Management Server. If you are using
multiple Management Servers you
should enter a load balanced IP
address thatis reachable via the
private network.

default.page.size

Maximum number of items per page
that can be returned by a CloudStack
APl command. The limit applies at
the cloud level and can vary from
cloud to cloud. You can override this
with a lower value on a particular API
call by using the page and pagesize
APl command parameters. For more

infAarm atinn cnn tha NAaunlanAare




1HuIauvll, ST UIS EVSIUPET >

Guide. Default: 500.

ha.tag The label you want to use throughout
the cloud to designate certain hosts
as dedicated HA hosts. These hosts
will be used only for HA-enabled VMs
that are restarting due to the failure of
another host. For example, you could
setthis to ha_host. Specify the ha.tag
value as a hosttag when you add a
new hostto the cloud.

S8 EREEARERE

8.1. KWMBIRET B & TR %

8.1.1. KVM Hypervisor R #E K

8.1.2. KVM RE

8.1.3. B{HIFERM

8.1.4. REMERTE Agent

8.1.5. REE K& Elibvirt

8.1.6. 5% % Security Policies

8.1.7. X EMERIGEER

8.1.8. Configure the network using OpenVswitch
8.1.9. & % B X ik

8.1.10. & E#MNZEICloudStack

8.2. CloudStackCitrix XenServer& 4

8.2.1. XenServer ¥R #HF R

8.2.2. XenServer& i 4 5

8.2.3. & EXenServer domOsC iR

8.2.4. FHERTBEEH

8.2.5. BfEIE %

8.2.6. %

8.2.7. ®#CloudStack XenServer Support Package (CSP)
8.2.8. XenServerE EffFEBRTE

8.2.9. XenServer iISCS| @85 & (GRIZ M)
8.2.10. XenServer B2 1@IK R E

8.2.11. E#XenServerfiR A<

8.3. VMware vSphere &£ B4 7

8.3.1. vSphere E# R EH K

8.3.2. VMware %58

8.3.3. vVSphere REEH R

8.3.4. ESXiE ML E

8.3.5. BAE FHERE

8.3.6. vSphere IfE 7S & Em TIF(FR)
8.3.7. #I2 E # = 3% E Clusters (vSphere)
8.3.8. EfHotfixes E| VMware vSphere E#

8.1LKVMEBREEEITHMEE

8.1.1. KVM HypervisorE # R F K
KWEARSELNUELRE, BACELAEENMTELES, BRBUT

CentOS /RHEL: 6.3
Ubuntu: 12.04(.1)

KVM hypervisors i £ B ZE K Zlibvirt #1 QemuBIhRA, TMEMELINUCREE, FREAAFEIUTEXK :

libvirt: 0.9. 45K B &
Qemu/KVM: 1.0 XES

1ECloudStackBITE R 1B 2 ZLinuxR £ 1B 23 (bridge module), CloudStack &2 T 85 F OpenVswitch#&EIE, TRE
AT

libvirt: 0.9.11 kB &

openvswitch: 1.7.1 i B &
BRELZ S, LAUTFREREEK -

EE—{Eclusterd, FIEEMUARR—EMRRE

E—clustern M EREIBULARREN, CPUNTER. BEREEEESHMHA—HK

WHAZIEHWM (Intel-VT or AMD-V enabled)



64-bitx86 CPU (% %R L B IFHIHEE

sCiEE84GB

ZDUENIC

EIREECloudStackls, FiEmEEES ETHNVMERTEEREITIRGE

8.1.2. KVM L/t

INREIE A Linux Kernel Virtual Machine (KVM) hypenvisor SREVTREW, FEEH(—EZE) LREKWM, EZEHNER
WARREEKMERE S, TMERECloudStackE B E S R EH—ELLCloudStackfFERMKVMERE

(=)
Tk
of

TEMEIERY, ERoTRESRIERIRRA R BAThR

(=)
I
jifi3

INREERT R HECloudStackFi#EH, TEZHTRE

REKVM Hypervisor Hostr 5 B2 -
. EElEERM

. RERRElibvirt
=

. BX7ESecurity Policies ( AppArmor and SELinux)
. REREE Agent

A WN P

8.1.3. EBIFERE

VEE RN BAEMFEE CloudStack Agentii #14T KVM instances

1. LlrootBE AMEERIE
2. MEERMNEHEE

$ hostname --fqdn

FES S m1E EREM AN "kvm1.lab.example.org”, HIRRHE, #wiEletc/hosts
3. FEREEN A E L IEIRER

$ ping www.cloudstack.org

4. BIRANTPRS BERS

K ——

EHRENTPRE S RinfARFHNRE, TRLHEESERATHERNEE

a. RENTP

$ yum install ntp

$ apt-get install openntpd
5. ABEEREEEIRERULSR

8.1.4. & KX E Agent
fEFAAgentREECloudStack E# EFIKVM instances. Agent SREEFEIRAE RIEFIFTAiInstances W EH#ER
B, BMERRE

FRHEL/CentOS

$ yum install cloudstack-agent

HAUbuntu

$ apt-get install cloudstack-agent
BAE, EMEETNEMECluster, EREEMRIZR, HRE 6.6, GMEM, BEE | EMAEHZE, SEwEY

o

8.1.5. RE Kk &% E libvirt
CloudStack uses libvirt for managing virtual machines. Therefore itis vital that libvirt is configured correctly. Libvirtis a
dependency of cloudstack-agent and should already be installed.
1. A7 Efflive migrationBIRES libviryh BIEEA R 2 TCPELRR, HfItbXBERIFlibvirttd% EDNSERE, EL%REY
f£/etc/libvirt/Llibvirtd.configRHha UL E
Set the following parameters:



listen_tls = ©
listen_tcp = 1
tcp_port = "16509"
auth_tcp = "none"

mdns_adv = 0
2. Rlibvirtd.confRBIR listen_tcp" 27504, HMMDLBEBHRU TR E
FRHEL/CentOS 551884 /etc/sysconfig/libvirtd:
BUH T IIRE S AR
#LIBVIRTD_ARGS="--listen"
HRUbuntufEER /etc/init/libvirt-bin.conf
BB TRIT(HERER)
exec /usr/sbin/libvirtd -d
RBORM-1B3E)
exec /usr/sbin/libvirtd -d -1

3. EHFRABlibvirt
FARHEL/CentOS

$ service libvirtd restart

#Ubuntu

$ service libvirt-bin restart

8.1.6. 5% & Security Policies
CloudStack Al A & 2 H&HIFRTE, &EAppArmork SELinux, 2RSS LEAgent I LUE 584

1. $%ESELinux (RHEL & CentOS) :
a. BRBEEMMEREEASELnuX, RENESNRAE—=
HMRHEL % CentOS, SELinux2TEZRREINY, ErTLAFALLTARERE ¢

$ rpm -ga | grep selinux

b. 7E£/etc/selinux/configSELINUXE B3k 4 permissive”, LIRS HE%EEBHFAMEHRRE
HRHEL/CentOS

vi /etc/selinux/config
LU #T
SELINUX=enforcing

%

SELINUX=permissive

c. #SELinuER A AFFILENE), TREMRME

$ setenforce permissive

2. &7 Apparmor (Ubuntu)
a. BN EEHAppAmor, BENGEERBIE—=
#HRUbuntu, AppArmorETRREENR, METLAR LT 2RERE -

$ dpkg --list 'apparmor'
b. % libvirt{=F AppArmor profiles

$ 1n -s /etc/apparmor.d/usr.sbin.libvirtd /etc/apparmor.d/disable/
$ 1In -s /etc/apparmor.d/usr.lib.libvirt.virt-aa-helper /etc/apparmor.d/disable/
$ apparmor_parser -R /etc/apparmor.d/usr.sbin.libvirtd

$ apparmor_parser -R /etc/apparmor.d/usr.lib.libvirt.virt-aa-helper

BEMHFEEE, FTEME



P E RN AN 3 A LinuxAE 3% 1SR, MREABHEM OpenVswitch2RE&E, AE T — =

A TEEREREMinstances, BHRERVMIEREESR : public & private
TEEXIEESS1E A cloudbroRKcloudbrl, EEERESEBRESEMEFER
REENRZRA, TREECHEEREEEHZERNZE

8.1.7.1. $BRER & HI
BRSEHETLIREMMI, £ Basic networking mode, EEZEmMIE(V)LAN, —EHRFAMREE, S—EHRAREE

REGBRETEER —(EMIEF (eth0), MIE=MHRVLAN :

1. VLAN 100#REBMREEEEER
2. VLAN 200#ginstances B2 BA#BE (cloudbro)
3. VLAN 300#4instances B9#h A 8% (cloudbrl)

TEVLAN 100, 4 FBMEEEIPAI1E192.168.42.11/24, RE#192.168.42.1

HEREEEREEARSTRERR—EFHE |

8.1.7.2. X EMERIEES
BURRIEMESR, REEARE, UTFARHEL/CentOS KUbuntulyEfl

BRAEIMERES, #2% coudbro’ & ‘cloudbrl’, {BiSLERARIES, HYIMNEREIUARENIERKRE

8.1.7.2.1. 3% % A RHEL/CentOS
1E libvirt 28565, RENHIHORE, BMATLUETRIREMREEE

& Eetho

(vi /etc/sysconfig/network-scripts/ifcfg-etho )

Make sure it looks similar to:

DEVICE=etho
HWADDR=00:04: XX : XX XX XX
ONBOOT=yes

HOTPLUG=NnO
BOOTPROTO=none
TYPE=Ethernet

B, RESHEVLANAE :

(vi /etc/sysconfig/network-scripts/ifcfg-etho.100 )

DEVICE=eth0.100

HWADDR=00:04: XX : XX XX XX

ONBOOT=yes

HOTPLUG=NnO

BOOTPROTO=none

TYPE=Ethernet

VLAN=yes

IPADDR=192.168.42.11

GATEWAY=192.168.42.1
\NETMASK:ZSS .255.255.0

(vi /etc/sysconfig/network-scripts/ifcfg-etho.200

/DEVICE=eth0 .200

HWADDR=00: 04 : XX : XX ! XX ! XX
ONBOOT=yes

HOTPLUG=nO
BOOTPROTO=none
TYPE=Ethernet

VLAN=yes

BRIDGE=cloudbro

Cvi /etc/sysconfig/network-scripts/ifcfg-ethe.300

N N

(DFVT(‘.F:FH‘ ha.200



HWADDR=00: 04 : XX : XX : XX ! XX
ONBOOT=yes

HOTPLUG=noO
BOOTPROTO=none
TYPE=Ethernet

VLAN=yes

BRIDGE=cloudbri

RAEREESRMEIVLAN £

vi /etc/sysconfig/network-scripts/ifcfg-cloudbro

Now we just configure itis a plain bridge without an IP-Address

DEVICE=cloudbro
TYPE=Bridge
ONBOOT=yes
BOOTPROTO=none
IPV6INIT=no
IPV6_AUTOCONF=no
DELAY=5

STP=yes

fEcloudbr1 S EEIMIER E

vi /etc/sysconfig/network-scripts/ifcfg-cloudbri

DEVICE=cloudbri
TYPE=Bridge
ONBOOT=yes
BOOTPROTO=none
IPV6INIT=no
IPV6_AUTOCONF=no
DELAY=5

STP=yes

BEREEEIARENESEFRBRE
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8.1.7.2.2. 5% E R Ubuntu
1E libvirt 2850, FEMNH MO RE, RMATUEREL]

vi /etc/network/interfaces

ERNHEIERS :

auto lo
iface lo inet loopback

# The primary network interface
auto eth0.100
iface eth0.100 inet static
address 192.168.42.11
netmask 255.255.255.240
gateway 192.168.42.1
dns-nameservers 8.8.8.8 8.8.4.4
dns-domain lab.example.org

# Public network

auto cloudbro

iface cloudbr® inet manual
bridge_ports eth0.200
bridge_fd 5
bridge_stp off
bridge_maxwait 1

# Private network

auto cloudbri

iface cloudbril inet manual
bridge_ports etho.300
bridge_fd 5
bridge_stp off
bridge_maxwait 1

ERCERNMERARESEF LB

FREENAR, REIPMI HILO, FTLUERIEMMEER, URERERRMEBIBIRELEE

8.1.8. Configure the network using OpenVswitch



TS
BHEMFEEE, FTEME

ATEERERENinstances, BEER D MEREESR : public % private
FERIBIERTBA cloudbrokcloudbrl, BEEBRESEBRESE4EEMER
REENRZES, TEEEHMEERESEMEERMNRE

8.1.8.1. Preparing

To make sure that the native bridge module will not interfere with openvswitch the bridge module should be added to the
blacklist. See the modprobe documentation for your distribution on where to find the blacklist. Make sure the module is
not loaded either by rebooting or executing rmmod bridge before executing next steps.

The network configurations below depend on the ifup-ovs and ifdown-ovs scripts which are part of the openvswitch
installation. They should be installed in /etc/sysconfig/network-scripts/

8.1.8.2. A& & HI
BRSEHETLIREMI, £ Basic networking mode, EEZEmMIE(V)LAN, —{EHRFAMREE, S—EHRAREE

BRERBMETEER —EMEF (eth0), MAE=IRVLAN :

1. VLAN 100#RBMREEEEER
2. VLAN 200#ginstances B2 BA#8E (cloudbro)
3. VLAN 300#4instances B9#h A 8% (cloudbrl)

TEVLAN 100, 4 FBMEEEIPAIE192.168.42.11/24, RE#192.168.42.1

HEREEEREEARSTRERR—EFE |

8.1.8.3. R EMRIEES

It depends on the distribution you are using how to configure these, below you'll find examples for RHEL/CentOS.

The goal is to have three bridges called 'mgmt0’, ‘cloudbr0’ and 'cloudbrl’ after this section. This should be used
as a guideline only. The exact configuration will depend on your network layout.

8.1.8.3.1. Configure OpenVswitch

The network interfaces using OpenVswitch are created using the ovs-vsctl command. This command will configure the
interfaces and persistthem to the OpenVswitch database.

First we create a main bridge connected to the eth0 interface. Next we create three fake bridges, each connected to a
specific vian tag.

ovs-vsctl add-br cloudbr

ovs-vsctl add-port cloudbr etho

ovs-vsctl set port cloudbr trunks=100,200,300
ovs-vsctl add-br mgmt® cloudbr 100

ovs-vsctl add-br cloudbr® cloudbr 200
ovs-vsctl add-br cloudbril cloudbr 300

H* o W W

8.1.8.3.2. 3% R RHEL/CentOS

The required packages were installed when openvswitch and libvirt were installed, we can proceed to configuring the
network.

Fea&Eeth0

vi /etc/sysconfig/network-scripts/ifcfg-etho

Make sure itlooks similar to:

DEVICE=eth®
HWADDR=00:04: XX : XX XX XX
ONBOOT=yes

HOTPLUG=noO
BOOTPROTO=none
TYPE=Ethernet

We have to configure the base bridge with the trunk.

vi /etc/sysconfig/network-scripts/ifcfg-cloudbr

DEVICE=cloudbr
ONBOOT=yes



HU I FLUG=I0

BOOTPROTO=none
DEVICETYPE=o0vs
TYPE=0VSBridge

We now have to configure the three VLAN bridges:

vi /etc/sysconfig/network-scripts/ifcfg-mgmto

DEVICE=mgmto
ONBOOT=yes

HOTPLUG=NnoO
BOOTPROTO=static
DEVICETYPE=o0vs
TYPE=0VSBridge
IPADDR=192.168.42.11
GATEWAY=192.168.42.1
NETMASK=255.255.255.0

vi /etc/sysconfig/network-scripts/ifcfg-cloudbro

DEVICE=cloudbr©
ONBOOT=yes
HOTPLUG=NnO
BOOTPROTO=none
DEVICETYPE=o0vs
TYPE=0VSBridge

vi /etc/sysconfig/network-scripts/ifcfg-cloudbri

DEVICE=cloudbri
ONBOOT=yes
HOTPLUG=NnO
BOOTPROTO=none
TYPE=0VSBridge
DEVICETYPE=o0vs

BEECEEIARENESEFRBRE

FEREBENAR, BREIPMI L0, FLUERIEMMEE, UREREHRMEBIRREGEILEEF

8.1.9. 5% %E Bh A&
BREEEESAREMEESEE, URESEARSIALEBEREEE

FERARY TC P& FALE (AN SRR ARG ) -

. 22 (SSH)

. 1798

. 16509 (libvirt)

. 5900 - 6100 (VNC consoles)

. 49152 - 49216 (libvirt live migration)

BURIRIEEIRG NS, FRRGBFRMAEERRE, MUTFARHEL/CentOS RUbuntudy#afl

a »~ W N P

8.1.9.1. FARHEL/CentOS :
RHEL % CentOS{EFIP#IRER, ol IEVTLL T IPEBRRIE S RN MIBAE ¢

$ iptables -I INPUT -p tcp -m tcp --dport 22 -j ACCEPT

$ iptables -I INPUT -p tcp -m tcp --dport 1798 -j ACCEPT

$ iptables -I INPUT -p tcp -m tcp --dport 16509 -j ACCEPT

$ iptables -I INPUT -p tcp -m tcp --dport 5900:6100 -j ACCEPT

$ iptables -I INPUT -p tcp -m tcp --dport 49152:49216 -j ACCEPT
ELIPHRBRRBXTEEFHMEEHK, MUMALHE

$ iptables-save /etc/sysconfig/iptables

8.1.9.2. AUbuntu
FEEX A A ABUFW(Uncomplicated Firewall), Z{EPythonIREIEIPHRRME

HITU TR S RFERUERAE :

$ ufw allow proto tcp from any to any port 22



$ ufw allow proto tcp from any to any port 1798
$ ufw allow proto tcp from any to any port 16509
$ ufw allow proto tcp from any to any port 5900:6100

$ ufw allow proto tcp from any to any port 49152:49216

TRRUFWRIER, #TELis Rt A& RUAR A&

8.1.10. #% X #£ N E CloudStack
A, EMEETURME Custer, EETEMBIRE, HRH 6.6 WA, BES | EMATRZA, MR

o

8.2. CloudStackM Citrix XenServerZz 2

If you want to use the Citrix XenServer hypervisor to run guest virtual machines, install XenServer 6.1 or XenServer 6.0.2
on the host(s) in your cloud. For an initial installation, follow the steps below. If you have previouslyinstalled XenServer
and want to upgrade to another version, see i 8.2.11, “EfiXenServeriR 4",

8.2.1. XenServerX # R HEE K

FHNARBLUTHEH—E, ¥RCitrix Hardware Compatibility Guide : http:/hcl.xensource.com
XenServer 5.6 SP2
XenServer 6.0
XenServer 6.0.2

NREBREAELH, TEEERKCIitrix XenServer

WA EHW (Intel-VT or AMD-V enabled)

s EFTAhypervisor vendoriZ i #hotfixes B EM T, Ehypenvisor vendor's support channel &k B HH
hypervisor patches, MFEH T RHEHRBERLRE, CloudStackTE HEHE SRR, WIEMEMRKE, BHIRHTE2H
EH, EAhypenisor vendorE 1B 4B 1B FERITHIREE

All hosts within a cluster must be homogeneous. The CPUs must be of the same type, count, and feature flags.
WA IEHW (Intel-VT or AMD-V enabled)

64-bit x86 CPU (% iZIR Bt B IFBIANEE)

¥ #EHardware virtualization

sCiRER4GB

36GBAEHE

EZ41ENIC

EZEIP

S ECloudStackly, FiAmEEEEIHHVMEBTEEZHITIRE

-

R BHTBhotfixes & E B & R B8 R VMEEER

gk

==
[=]

8.2.2. XenServerZ & 4 B

1. #¢https:/www.citrix.com/English/ss/downloads/, #%f&KICloudStack T ## % KIXenServerhR A< (5% R &
“XenServerE#RikEK"), sE#EH Citrix XenServer Installation Guide & 4%

Finding Older XenServer Releases

You can download the current release of XenServer through the "Free Trials" page, but if you wish to
download older versions of XenServer, you will need a Citrixaccount and will have to browse through the
download archives.

BER FEHER

i 8.2.3, “5% ' XenServer domOiCIEAE" 1 8.2.7, “&8ECloudStack XenServer Support Package
(CSP)”

# 8.2.4, “{E A& LIBRATE EXRZERANFS, iSCSIsiAHIERE, FEIISR, &%
H#78.2.8, “XenServerE E{#FEBERE"

1 8.2.5, “BFREIE 5" £ 8.2.9, “XenServer iSCS| %888 & (RIBM)”

#18.2.6.1, "B R RIEEZME" £ 8.2.10, “XenServerE i {BE % E"

8.2.3. 5% 7 XenServer domOsZ {5 &2



¢ EXenServer domOZR 3 e 58 % sclEBE 2ldomO, {EXenServerr) LABEHE B8 % FERERE 28, 552940 MB, BRI EIEMA, F
Mhttp://support.citrix.com/article/CTX126531, Lh3XZFE % XenServer 5.65k4<, {B5&EFH6.0kR

8.24. FHEABERIE
FrEEE Bl MIXenServers A SACloudStacks & EHE A E 2B R BIE—

8.2.5. KR %
EHAEGERNTP, FE R TR R — B

1. RENTP
# yum install ntp
2. IREENTPERERE, #SHERIEM NTPRRSE
# vi /etc/ntp.conf
EHHERACEEFRONTPRARRRITIE —EZEMAKRE, Hm :

server 0.xenserver.pool.ntp.org
server 1l.xenserver.pool.ntp.org
server 2.xenserver.pool.ntp.org
server 3.xenserver.pool.ntp.org

3. BEFRMEINTPE - i

# service ntpd restart

4. BENTPEEHKE

# chkconfig ntpd on

8.2.6. 1%

Citrix XenServerREMRARMIORMA A, EAURERRGERESERBE—S, MREBE—F, BZRMEHEF
MEFERKILRE

8.2.6.1. M R RE
MRERIBIAREFE, BEFEMA XenCenterBl 3 REIENZHE

1. fEXenCenter, ##£Tools > License manager
2. BRI XenServer, FEActivate Free XenServer
3. Mg

& L XenCentersiixe 1549 T Rk %

8.2.7. Z%& CloudStack XenServer Support Package (CSP)
(EE2M)

HBEEXenServerf Asecurity groups. B & EHTEHREBEIP, 5 TEHRZE CloudStack XenServer Support Package
(CSP), REXRBMTUTEASERIIE—EXenServerEH

1. U THA—EEGL THCSPEEEEIXenServer 4 :
A XenServer 6.0.2 :
http://download.cloud.com/releases/3.0.1/XS-6.0.2/xenserver-cloud-supp.tgz
¥ XenServer 5.6 SP2 :
http://download.cloud.com/releases/2.2.0/xenserver-cloud-supp.tgz
¥ XenServer 6.0 :
http://download.cloud.com/releases/3.0/xenserver-cloud-supp.tgz

2. RRBHERESR

# tar xf xenserver-cloud-supp.tgz
3. BATLUTFRRRS -
# xe-install-supplemental-pack xenserver-cloud-supp.iso
4. IR XenServer T2 F AEREENzonelI—E 4, BABIOpen vSwitch (OVS) :
# xe-switch-network-backend bridge
RAFRT, FEHRE

XenServerE IR 7E AT LN #ECloud Stack

8.2.8. XenServerE EfFEBERTE
CloudStackA &% 1% NFS. iSCSIRAMEAFEE, MRMEERAEFA—BWHEEEE, MREEHIBXenServer Storage
Repository ("SR")

MREREFAKFiberChannel FHEEHAEEE, BREEZBTEMSR, WITUTHSBHRERETL, NREFEFAXenServer
BHEHE, FBEEMBNRE  MRERERAFFREENIIXenServer, BlIfEXenServerif{F



1. ¥ LFiberChannel BRI S A RS BN EM K FiberChannel fEERE X #
2. EFIRSCSIE RS, BHEEP—EAEKINITHBARHE, EMAIESH XenCenter

# scsi-rescan
3. ER2SREIBEER
4. R B EISTBISCSIER
# 1ls /dev/disk/by-id/scsi-360a98000503365344e6f6177615a516b -1
ERIEZ SR (scsi-<scsilD>), BERMEBERE :

lrwxrwxrwx 1 root root 9 Mar 16 13:47
/dev/disk/by-id/scsi-360a98000503365344e6f6177615a516b ->
../../sdc

5. BHASBRESATH
6. TEAFRERRRNITIIE S RIGHSRIID
# uuidgen

HEREZXEKER, EBIDEFRR :
e6849e96-86c3-4f2c-8fcc-350cc711bel3d

7. B3I FiberChannel SR, 7Ename-label# ARIBEHIID

# xe sr-create type=lvmohba shared=true
device-config:SCSIid=360a98000503365344e6f6177615a516b
name-label="e6849e96-86c3-4f2c-8fcc-350cc711be3d"

iE R EEESR—EM—ID, KRIEUTEHESI(EHIDETRR) :
7a143820-e893-6c6a-236e-472dabee66bf
8. AL TIES KRB AFENHES, £ uuidEABIBIESHSR ID, fEname-description® Fifi
# Xe sr-param-set uuid=7a143820-e893-6c6a-236e-472dabee66bf name-description="Fiber
Channel storage repository"

STIELHE, BRI AELEEEI CloudStackiFE AT (F¥R &1 6.7, “#i8Primary Storage”), FEAdd Primary
Storage#FEEAH Protocol, #EiEPreSetup, TESR Name-Label, #iAZAI%ERname-label (LhEEHI%
€6849e96-86¢3-4f2¢-8fcc-350cc711be3d)

9. (BIFM)INRIEMIL FiberChannel SANBIF %iBEI/O, F52 /I SAN vendoriR ST

8.2.9. XenServer iSCS| %@ 5% & (R EH)
& ZECitrix XenServerFEF B ER, TALMA%BEIO, BRRMERKREESHTEM, FHAE CitrixEIREEH
SAN solutionZRRF, WIRFBECitrixX T RFERE, EHWT -

http://support.citrix.com/article/CTX118791

http://support.citrix.com/article/CTX125403

Rt AT LAGRISAN vendorE s

SETELHRE, TEEMLFEFERES CloudStackEsg M EI (F¥ R & 6.7, “STi&Primary Storage”), f£Add Primary Storage
$EEES M Protocol, #EiEPreSetup, 7ESR Name-Label, #AZBIEIISREIname-label

INREBTIEE, FRASANMERRE, MNRMMEERR, 5588 Contacting Support

8.2.10. XenServerE 2K % €
RELT XenServerfk, HEFE—LERRE, EHRESR, TEXCKEHET, REEMEZEEENICs, RERENIC
FABLRE, NICHENEGTERVEEZRN

MREETEBMEANICER, AMEREEMIMMNICEHLAER, FlI0, WReth0REP—LTHIFANER, AlethOFBR
REREEIMATE THITNERE

BEMEEERN TP BARE, EAIUREEIH LHEAEEDHCPERG

CloudStacks% & % 1858 B BOHERE R & A LUIJE XenServer X EEARRMINICSESE., Al LRSI R HEA XenServeriBig &8
ZERIREEEFARBNVAAR, BBEBAAREENMESER L, TLECIoudStacksd &, EBENGFTRAERABIE
&

8.2.10.1. f§ F Dedicated NIC:% & /A B8 % (RiZH)

CloudStackZ B R ENIC(SZNICEES, £i8.2.10.4, “NIC EfE (EIZIE)), HRAMEEE, MREFKREM, ARE
ERATLAEE—NIC, NREREEMEMIWTRENIC, Fim, LML EAReth R ETZBHethl, {B=ZXenServer
name-label AR 1M, L TEHI AR EMKIEES cloud-public’, RERMITEIEMRSDE, BHABELBREAE
EHIEREIERE(e.g. "cloud-public"), E7F &1 4.5, "B AR LI 5T

IR E ARIENICS EARE AR EII/ARIMEE, #RE8.2.10.4, “NIC 5EfE (B2 M)
NREEA—ENICIREARMEERFIE, EEEFILEICIoudStack EMRBMITU TSR

1. B14Txe network-list, MIXEIABHEE, BEEEFHILMMUNIC, HEK, FRTFTEHUUID, Ml<UUID-Public>
2. BITLUTES :

# Xxe network-param-set name-label=cloud-public uuid=<UUID-Public>



8.2.10.2. %X E % X ML (RiFH)

CloudStackZ B EFA S sh RN, SEMRSESE—ELBEE, flM, TRHFSEMEMBIEES "cloud-guest” &
"cloud-guest?”, EIRARBFBRIERENITE, TREEMMERILFEAELIERE, itCloudStack & F REIELEHER

, ¥ EH#EICloudStacks], BATUTHREIBETE :

1. #1Txe network-list, WILFIFHZEMER, FHLEIEE TUUID, AL <UUID-Guest>
2. PATULTIES, BRaBEERUUD

# xe network-param-set name-label=<cloud-guestN> uuid=<UUID-Guest>

3. ERUESRISERANHENE, LEATRNEZBEHERUUID

8.2.10.3. VR AEEE WK (EENY)
IR LLGEBIRR T BN ERERER, SEVATERS R, TEEH LT, TUMER—SKMENICHER, LTBRAHRE
BERNT

BTHRERBERRTRNZBEE

BT EOBEEFEREESER, VARKH —AILEFEMFEBENIPHNE, FIM, MNReth0REEMEEZHINIC, ping -I
eth0 <primary storage device IP>& %X, REMEFEB VAR STEMBENICSEBETLEN, MRBEHEFEEREEL, St
WA RERS B AT ERE N IC SRER A I B

SR DRI R E 2 BE GRS, B, WMREREBERSBEEISCS, ABANBIRRENICHASBE. EMEMKTEE
TR REERE

MREBETRT, TEEVRENRE T (EERME)EL RS D HHTEERE
LU T AR IIethSRFINE172.16.0.0/24FH Z MR EEHI

# xe pif-list host-name-label='hostname' device=eth5

uuid(RO): ab@d3dd4-5744-8fae-9693-a022c7a3471d

device ( RO): eth5

#xe pif-reconfigure-ip DNS=172.16.3.3 gateway=172.16.0.1 IP=172.16.0.55
mode=static netmask=255.255.255.0 uuid=ab0d3dd4-5744-8fae-9693-a022c7a3471d

8.2.10.4. NIC E#E (BiZH)

XenServerszZ1& Source Level Balancing (SLB) NIC:E#E, RENICATLURREE—E, ATLUEELH. RARGERE, 2
EREE, DEREEBHOATLLER, UTR2—LXBEMNRTEHEG

2 NICSHBUFATAAN. ARRFEEEE
2 NICs#AFAA. 1 NICHAAR, HEEBERATERER

2 NICs#AFAA. 2 NICKAABE, HEEBERATERER
1 NICHBIAFAN. NFEARFEEREE

FIENICHRHE S 2R B

XenServerTBHIFT A HEMNH NSRBI RERE, RBLE, FEIWELNIEET, BRIZHEEH. #
EEEHGEIMMARERETEIH, BEYTEIHMBENEIHBEIMNSRER KN, EUTEHRA, SEFLEE
B ¢
IRBAEE—ERER BRI E R RIS, A%, BUAFERAxefs S RE HAbME MRS
WBEMSENEE TMNEER, FIN, NReh0ZTTEMMMARE, BEIMLERMNEESBSES, ATR
plEER

8.2.10.4.1. EMH AR ER
BEEWRGEETIEMEIENICs, A%RFIBIMMEME CloudStack

821042, EE—RAETHREIUNARE
FERALUTSR®EXenServerBILEE, LS RERTEEE—SITHIT, LEAAEITIHAIAREE, FHAMEEENICSs
(eth0 % eth1)

1. FEREEEHNEENIC

# xe pif-list host-name-label='hostname' device=eth0
# xe pif-list host-name-label='hostname' device=eth1l

ELIESRTeth0 & ethl NICs REMEI UUIDs, KIEEZEEHethxEE, FRAESslavel-UUID fl slave2-UUID
MUUID

2. RSBIEEEIIETEES, B, —@EFTiEEE, &4 "cloud-private”
EEBREE, CloudStackZHKRBEABSEMER, CLAEMEACTEARNEIREEHAERNGBESR

# xe network-create name-label=cloud-private

# xe bond-create network-uuid=[uuid of cloud-private
created above]

pif-uuids=[slavel-uuid], [slave2-uuid]

RIEEA R CloudStackVEEiE S, INRIEIEMEER

8.2.10.4.3. AFIBKREE

SRLETT N AL /\BAANER  INEBEWWEIRSEARE TS NS THMER  STEEX T A /\BAEIREL T4



BREMH U SATX 13 /0 BTN A TTHJINYLHO  FHANINYLE B IXBEMH X /) BT B STENYLH B TR T 3% 90y L 7NN LH BX L BXE I o

821044 EE—AETHEITNRRE
SELSRERE—AITHIIT, Hlm, FIABMEBEBEEENICs (eth2  eth3) B Ein A BB

1. HEREERFNERNIC

#xe pif-list host-name-label='hostname' device=eth2
# xe pif-list host-name-label='hostname' device=eth3

LTS REReth2 Keth3 NICSHIEMBIUUIDs, KIEH:EEEHethx$E, ALl LiESslavel-UUID # slave2-
UUIDIERLUUID

2. ABIEETHOIEEE, fli0, —EHMMEEE, &3EA"cloud-public’
EREREE, CludStackBKREBISHMENE, CLAEHMEEHARNEIREEHAERANEBERE

# xe network-create name-label=cloud-public

# xe bond-create network-uuid=[uuid of cloud-public
created above]

pif-uuids=[slavel-uuid], [slave2-uuid]

RIEEERERCloudStack VSRS, WRAFMEEE

8.2.10.45. 18 ME L F#EHRE
PEZRENIRA)BUEFETH LR EMEMEER, EAREEERTEHNERRITUTES, LRSI MAE—
XenServergf

# xe pool-join master-address=[master IP] master-username=root
master-password=[your password]

8.2.10.46. e BEEE SIS BEH
ERTA IR ABER, 1T cloud-setup-bondf2x, RN ETMRE LR IIFTE IR

1. Copythe scriptfrom the Management Server in /usr/share/cloudstack-
common/scripts/ivm/hypervisor/xenserver/cloud-setup-bonding.sh to the master host and ensure itis executable.

2. BTIRES -
# ./cloud-setup-bonding.sh
R RE B MR ETMN

8.2.11. E# XenServerhk &

B BTN E T CloudStack X4 B XenServer, BIE FHEHEE XenServer X, (B LENSREEE R
BT

_

T EFERSE B HThRFIXenServer

B

HE#fiXenServer :

1. EHENE, TERRARSL:
a. [BINERE

# mysgldump --user=root --databases cloud > cloud.backup.sql
# mysqldump --user=root --databases cloud_usage >
cloud_usage.backup.sql
b. BHFERVWERFNERBTMERERRERL
INRIEH XenServer 5.6 GAE T ElIXenServer 5.6 SP2, FEHEIREMACentOS 5.5 (32-bit), Oracle
Enterprise Linux 5.5 (32-bit), 2 Red Hat Enterprise Linux 5.5 (32-bit) fE2 REEHIVM, #5H2E AOther
Linux (32-bit), FEEHEIH64RITTHRAKVMAOther Linux (64-bit)

IR XenServer 5.6 SP2 B % XenServer 6.0.2, EE#FMACentOS 5.6 (32-bit), Cent0S 5.7
(32-bit), Oracle Enterprise Linux 5.6 (32-bit), Oracle Enterprise Linux5.7 (32-bit), Red Hat Enterprise
Linux 5.6 (32-bit), 2k Red Hat Enterprise Linux 5.7 (32-bit)y{FER#EHIVM, 1 EH2F AOther Linux (32-
bit), FERIREMB64LITIRAEIVMAOther Linux (64-bit)

MRIZZ2EXenServer 5.6 BH AXenServer 6.0.2, FHHITLLLFAREENE
c. BFRNEIEIRFERF X EAFRE, CREEMEREEHMEMFAR—R

# service cloudstack-management start
# service cloudstack-usage start

2. #CloudStacktlEiXenServer clusterfyEfR
a. Blroot& A CloudStackfE &N E
b. %&hEl XenServer cluster, B5EActions, AT%EEUnmanage
c. & clusterEF#mUnmanaged

3. BEAHABm—& T, WHRTHIESHIBEWAN :

# . /opt/xensource/bin/cloud-clean-vlan.sh

A AR Eh IS FRIRE IO TE .



“4. VIR TN D OF IR TE NS -

# /opt/xensource/bin/cloud-prepare-upgrade.sh

SRR : MR E R "can'teject CD,"$838, BEAVMIEHEHCD, BEHMNT—E
5. BHFTA EMMIXenServer, R, AEFEEEH
a. BEFEWERIS—&EH#, R Administrator's GuideMEhi5 =
SREHE - MREEBEVVEFE S HLEEER -
[root@xenserver-qa-2-49-4 ~]1# xe vm-migrate live=true host=xenserver-qa-2-49-5
vm=i-2-8-VM
You attempted an operation on a VM which requires

PV drivers to be installed but the drivers were not detected.
vm: b6cf79c8-02ee-050b-922f-49583d9f1al14 (i-2-8-VM)

BATUU T RERRREIRE -
# /opt/xensource/bin/make_migratable.sh b6cf79c8-02ee-050b-922f-49583d9f1a14
b. EHTRIEN T
c. BHEHTHIXenServerhRA, fERXenServerXXHEHIEER
d. EFEAE, RERARBERUATERIEES, EUTHETHERNRMAE

BRILEE RS ... Bl A iE

lusr/share/cloudstack- lopt/xensource/sm/NFSSR.py
common/scripts/im/hypervisor/xenserver/xenserver60/NFSSR.py

/usr/share/cloudstack- lopt/xensource/bin/setupxenserver.sh
common/scripts/ivm/hypervisor/xenserver/setupxenserver.sh

lusr/share/cloudstack- lopt/xensource/bin/make_migratable.sh
common/scripts/ivm/hypervisor/xenserver/make_migratable.sh

lusr/share/cloudstack- lopt/xensource/bin/cloud-clean-vian.sh

common/scripts/ivm/hypervisor/xenserver/cloud-clean-vian.sh
e. PATLUTFRRAS :

# /opt/xensource/bin/setupxenserver.sh
REHE - MREEIUTER, SHUBOKOBEE
mv: cannot stat “/etc/cron.daily/logrotate': No such file or directory

. BAGEEEERAREE)EIXenServerEH :

—

# for pbd in “xe pbd-list currently-attached=false| grep Auuid | awk '{print
$NF}'"; do xe pbd-plug uuid=$pbd ; done

AR MREIBIN—E EHEIXenServerEt, ERERIAAALERIOVMEIEM IR, RRTFUEXenServerdf
HRREM

6. ERELSBRAREMAME M

7. EER—AERPTUTESREE EHtag :

# for host in $(xe host-list | grep Auuid | awk '{print $NF}') ; do xe host-param-
clear uuid=$host param-name=tags; done;

EHEARM BN, FREESRMME—FR EATLEXHRBERES H T LENHE

8. XenServerg& & EIKEACloudStack EHTEAR
a. Llroot& A CloudStackfE &N E
b. BE)E XenServer cluster, FEActions, A% EEmanage
c. TRMEEMER

9. FTEEMHIRE, E—AERBITUTSR

# /opt/xensource/bin/cloud-clean-vlan.sh

8.3. VMware vSphereZ #£ E % &
INRIEREFEA VMware vSphere hypenisor SRETEHEHIVM, EREEVSphereE BRI E iR EH(—E % (@)

8.3.1. vSphereE# R HEF K

8.3.1.1. MEF K :

vSphere & vCenter, £% version 4.1 5 5.0

#EvSphere Standard, 1B& = FEEBvSphere licensing FHICPURRHI, R
http://lwww.vmware.com/files/pdfiisphere_pricing.pdf, I ERIRH VWwaresSE 8515

#EEvCenter Server Standard

FEHEERTAhypervisor vendoriZftBhotfixes E#E4REFH T, fEhypenvisor vendor's support channel & 22 HH
hypenvisor patches, HfERT HMERERLE, CloudStack T E BENESHIRMERE. HENEMRESR, BEFIASRFEL
E1, EAhypenisor vendor& BB BIERIHIIRE




o £ A EIFr A % E B Hotfixes

R BAHTRIhotfixes & HEE K 28 R VMEEER

8.3.1.2. MEEH K :

FHhBERVSphere, 5 VMware Hardware Compatibility Guide
http://www.vmware.com/resources/compatibility/search.php

i EH N B R64I TR IZIEHW (Intel-VT X AMD-V)

BE—clustern M EHMEBNEZRAEN, CPUNTER., BERISEIEZHRUBE K
64-bit x86 CPU (& % IR L E IFHINEE)

F#EHardware virtualization

FCIBAR4GB

36GBERE

Z/D1ENIC

EEIP

8.3.1.3. vCenter IR F K :

Processor - 2 CPUs 2.0GHz or higher Intel or AMD x86 processors. BRIZZBRERTHERERELER -SSR DETMS
X

Memory - 3GB RAM, iEfm ko fRERNEER—AKSR LETMREEES

Disk storage - 2GB, EiEE KAIAERENELER—ASR L ETMHREES

Microsoft SQL Server 2005 Express disk requirements, —AERNEFTEE D 2GBIEH 22 B KRB iE L EREE
Networking - 1Gbit or 10Gbit.

B &, #R "vCenter Server and the vSphere Client Hardware Requirements"
http://jpubs.vmware.com/vsp40/wwhelp/wwhimpl/js/html/iwwhelp.htm#href=install/c_vc_hw.html|

8.3.1.4. HhFEK :

VMware vCenter Standard Edition 4.1 5% 5.0 /A% 5 RS EIEvSphere T
vCenterJBE% E A F1E%Eport 443, EE A MUECloudStackEIBFIRSEE
MREREAELH, TREELREVMware ESXi

CloudStack{£X #EVMware vSphere 4.1 5 5.0, 7%184.0

All hosts must be 64-bit and must support HVYM (Intel-VT or AMD-V enabled). All hosts within a cluster must be
homogeneous. That means the CPUs must be of the same type, count, and feature flags.

CloudStackE AR T HEMKR A O REEEEMER, CloudStackEIEMIREL vCenterBIRIERAAR, WEERKEHRE, 5
R#i8.35.2 “RE"

CloudStack fiﬁéEsxn AXIBESX

A Z A& B CloudStack 9 & R A B R{E FFECloudStack, CloudStackf L4 ZESXifinstance sk H th B IR 14 & HOf4
BEE, TESZTEWAAMESXMCloudStackF AN ELERE

16 BZESXBREEE M cluster, clusterBR vCentersh B Bl & K}
B#CloudStackBEE M cluster N EES ZEMWM, FAERTEERMRSE. vCenterst 2 i E#ECloudStack{E BHIVM,
A LRI S BclustersR#ACloudStackfEif, {BEEREECclusterdiZ2 FEMVM

A SENVLANEHER A EFESX BREESE THNERINRE, HPeas8E5E. #EFEE. WotionkiHEH
VLAN, FAZEVLAN(fEF1EAdvanced Networking, & R Network Setup)Z CloudStack &M E/EVLANEE

8.3.2. VMwaref # {555 &8
ATIERGE, BEEBUTER

FIfE &7 8.3.2.1, “vCenter Checklist’B9& A
BUFEES 8.3.2.2, “VMware B8RS ;5 B &

8.3.2.1. vCenter Checklist
HBEEZUTRRCenterIE R :

vCenter &K A 123

vCenter & EREVRREERELE
vCenter{E i & B M EERENERS
vCenter& R ELTH BN EAE

vCenter Cluster& 8 Cluster&#8

8.3.2.2. VMwareBy{8i&;5 %
REEELUTRRVLANBER :

VLAN &, BE frm &t

ESXi VLAN I&FRAESXi hypervisors i FAFIVLAN

ESXI VLAN IP{iztik ESXi VLANFRRJIP Address Range, &
B = #E R R 2 B LU BB (AR IP




ESXi VLAN IPR3&

ESXi VLANEZ

VLANEEFERES CloudStack BRI L EEHIVLAN

AFVLAN AR EIVLAN

ABVLANRE &

ARVLANE S

NE| Range of Public IP Addressesi21
CloudStackf&F, SLEAri g ERE
CloudStack FHIE#EEEHES, #ERAA
mELmE A ERERE

B EAN —BEREEVLAN, —EFERES%
B —{EVLAN,

8.3.3. vSphereZ & % B

1. BEERVWwareiBE TEH RIS vSphere fIRERZ A (hitps /www.vmware.com/ryvmware/index.php?p=vmware-
vsphere&lp=1), REEEVMware vSphere REERERE

2. LJ\T%“:%H%%MTLIFEQE SELLER ETEE T ARAEE R

BER FER

ESXi FHkE NIC #5&
HEFMMEEREIE. . CenterBIRIBRRIE | TARHE
FIBHEEE

iﬂ% iSCSI f#EHE
%% vCenter By cluster M@ N EME cluster, 281N
;R Aclusterfg EHEE

8.3.4. ESXiT #% &
FRBESXi EHEBFESIEBIOSAFFCPUIERSEIME IR, iR, FRER BRI EMEAN

8.3.5. B T MR8

IREE 4 vSphere THMZEIRMIREI, &2 00HEE L E B IEEFHTIE vSphere M EICIoudStackBIFTHREM., RN EESXiE
H, EELERVClient, LB ERMIERFTIREIVCenter, —BIREREMHIREVCentertiEEHh, Eeb AT LAENEE
BrhEHM ConfigurationtZ%

O & B B L L B m——— al ===

o Blugrins Help

WIN-OMUOCMSFUB? - vSphere Client
ol

Fie £t View Invemory

G 8 [@rmo

& e &

5 wivomoonre
B B oo

DS P ®es @

Neme, Targetor Stsus contains: « [ Clear X

Detals

[Evalustion Mode: 50 days remaining _[Administrator

1Ehost configurationtZ#+, EhE"Hardware/Networking"# A #B&EE EXEME

8.3.5.1. T
- ﬁﬁi%’]virtual switch vSwitchOZ ##718, CloudStackTEEfTEESX Eif E##RFE AR —#fvirtual switch&#8, INRE
WEBTERMEE, THheFEERTE—EZECloudStack B2

8.3.5.1.1. Separating Traffic

CloudStackfEF & ERVCenterfE BEESX EHEEETE = EBIIAIHEEE, SRR EMEHEIN vSwitthBBRES, AIHER
EHMEER DB A XACRER/EINBMER). FEGERBEANTE)NMAGEERMERSE). THUERRRNviIrtual
switchE;iE ={E#8EE, HER/IE—. =@

NREREERIBRE, BRELRIE CenterfaREIM K& EVSwitches, &k FEEREEEMNVSwWitchEiE, BEEE
FA3E L% E CloudStack

8.3.5.1.2. Increasing Ports
ESXiE# EHvirtual switchTE% EB56ME1R, HMEBMRXTEEI40881E, ZAKMRIFE, Evirtual switch#"Properties..."
CER, EFZENetworkingiProperties E#%)

(&) vSwitchO Properties x|



Parts | Network Adapters |
Configuration [ Summary T "VSW‘M‘ Propeviics
Ea S6Ports | Number of Ports:
@ doud.publicuntz..  Virtual Machine ...
@ cloud.public3s virtual Machine ... [~ Default Polides
@ cloudprivate Virtual Machine ... Security
@ VMNetwork Virtual Machine ... P M
@  MznagementNet.. vMotionandIP...
= MAC Address Changes:
Forged Transmits:
Traffic Shaping
Average Bandwidth:
Peak Bandwidth:
Burst Size:
Failover and Load Balancing
Load Balancing:
Network Failure Detection:
Notify Switches:
Failback:
Active Adapters:
Standby Adapters:
ne i o Unused Adapters:

Reject
Accept
Accept

Port ID

Link status only
Yes

Yes

vmnicl

None

None

1EvSwitch properties #15E4E, ZEiBvSwitchfAT4I% Edit,

eSS BRI LI THEEE -

@ vSwitch0 Properties

S

Security I Traffic Shaping I NIC Teaming i

Virtual Switch Properties
Mumber of Ports: 56 -

& Changes will not take effect until the system is restarted.

[ o 1|

Cancel | Help |

TEEEHEEE, TR USEswitchiBHBE., EETRAER, ESXKEHMEENMH

8.3.5.2. &

1EvSwitch properties ¥1554E, A& & F/vCenter management network, E1E—#H networkth & F37E CloudStack
management network, CloudStackEKvCenter management networkih BEEE R E, EIBHFEEHMImanagement
network item A% IR T

S

@ Management Network Properties

IP Settings I Security I Traffic Shaping | NIC Teaming I
I Port Properties
Metwork Label: |Management Network
VLAN ID (Optional): | 2 Ll
vMotion: ¥ Enabled
Fault Tolerance logging: I Enabled
L Management traffic: ¥ Enabled




oK I Cancel Help

FREEUTHEDRRE :

VLAN ID B & E#TBEMID
B FvMotion
B FAManagement traffic

INRESXiE A ZEVMKernelports, MR A 2 ATER Management Network"Zmanagement network &, 1E%7EIR
BBigRa sk sk Emanagement network port group, CloudStackF#5#3! :

8l —1& management network porti2 BRI A ESXi 1
1ECloudStack Uld, ZE|Configuration - Global Settings 5% Evmware.management.portgroupEIESXi E )
management networkiZ%

8.3.5.3. % CloudStack Console Proxyif & B 84 i &
(REEEMEI VMware vSphere version 4.X)

IREEERANEHIREEE, EEH EMconsole proxyBE2A1EVMware-based VMsAES T/E, FEEXAI%ESMEEEE Z59000-
60000, & AZ|=FEEHA VMware ESX service console, REBETUTIES :

esxcfg-firewall -o 59000-60000, tcp,in,vncextras

esxcfg-firewall -o 59000-60000, tcp,out,vncextras

8.3.5.4. & EEvSpherei
vSphere 4% _EHINIC bonding AT LUK IR vSphere REE BRI AR TE MK

8.3.6. vSpherefI & F 2 B # /5 TVE(FR)
fEF iSCSI, fEvCenter@ B#EITE, BV AEFIE—E iSCSI BIZL KR FI®—1E iSCSI datastore

INRERERANFS, FBBEEE

8.3.6.1. B ESXi XH#K

1. 7EvCenter, Elhosts and Clusters/Configuration, %32 Storage Adaptersi&is, EEFE :

§ w2100
Bev Tioe 0
© et Blockscst
l © wban Slockscer
l sCSt Software Adapter
I © iscsisoftwareadapter sest
Details
Propertes.
e
Sl e
i As:
Targes: Devices: patrs
View: [Devices pats
Name | senther | Runtime Name fwn [Tee Tanzort
Recent Tosks Nome Targetor S conains: « [ Clear X
N Target S Toels
<
[ Tashe @ aame ining[fdminstrior |

2. ®IZ iSCSl software adapter , #A14#iZProperties

== - — i — ———— = | =" |



{57 iSCSI Initiator (vmhba33) Properties [ e ——)

General |Dynamic Discovery I Static Discovery I

—iSCSI Properties
MName: ign. 1998-0 1. com. vmwaretidcf-vmw0-302242e7
Alias:

Target discovery methods:  Send Targets, Static Target

—Software Initiator Properties
Status: Enabled

Close | Help |
Z

3. #E#Configure...

F@ General Properties g

i5CSI Properties

i5CSI Name: I ,1998-01. com. vmware idcf-vmw0-30e 242

iSCST Alias: |

Status
¥ Enabled

0K I Cancel Help

4. %)3& Enabled3RRE A initiator
5. IR TOKitif#7E

8.3.6.2. FIBiSCSI target
TEproperties #5E4E, #71€ iSCSI target&E A

r ™
(&) Add Static Target Server g

ISCSI Server: |192.168.192.10

Port: 3260

iSCSI Target Name: Ifqn.2001—04. com.example:storage. disk2.5ys1.x

Parent:

@ Authentication may need to be configured before a session can
be established with the specified target.

CHAP... | ic‘.'a-':st...l

OK I Cancel | Help |

TEFTHE ESXi TRERELTR



8.3.6.3. #& —{E iSCSI datastore
REBLUT BRI HTI® VMFS datastore

1. ##EHome/Inventory/Datastores.

2. 7£datacenter nodeif A #

3. ##Add Datastore...

4. ERAREEERHIIRISCSI datastore

EESRABEE -G IM BT

() IDCF-WIN - vSphere Client [E=EEn
File Edit View Inventory Administration Plug-ins Help
5] |@ Home b g Tnventory b [ Datestores H@v‘iﬁal(h[ﬁ entory [a]
B [ IDCF-WIN
= IDCF-VMware E
~ @ dotostorel | Getting Started " Summary [ Virtual Machines [ETYER Performance [ Configuration | Tasks &
g :a::::": m Name or State contains: Clear
latastore
a8 Name | state | Status i % CPU |
[ 1e21s8.190.13 Comnected @ Normal o TR
P F—— v
Recent Tasks Name, Target or Status contains: = Clear X
Name Target | Status
< i ’
P Tosks @ Alarms | |Evaluation Mode: 58 days remaining | Administrator

8.3.6.4. Multipathing for vSphere((ZiZ1t)
vSphere node L#JStorage multipathing & LUK BBvSphere 235 R AR ST AR

8.3.7. I I # =Kk 5% E Clusters (vSphere)
i FAvCentersREIrvCenter clusterSA RFTIB EM Blcluster, B2 % B#TIREE(EclusterEICloudStack (¥R £i 6.5
..vSphere ).

8.3.8. Ef HotfixesE| VMware vSphere £

1. f#CloudStacktlEiVMware vSphere clusteriEfs, B§RER5HFHFIEMhotfixElEH L
a. Blroot& A
HR
b. &% VMware cluster, B5EActions, fA#%:ZE#EUnmanage
c. & clusterBEZIFE;RUnmanaged
2. BT T EIEEcluster LB ESXiEH :
a. BEIEEE#EImaintenance mode
b. RAEVWE BB EIHtbcluster ERT
c. MRRE—EEH, REAMEW, R%EEHBEmaintenance mode
d. BHRHEETEREIESXiEH
e. MRBRR, BEHRKED
f. BUEmaintenance mode
3. EFEMREICIoudStack
a. Llroot& A
b. %EEIVMware cluster, Bhi®Actions, AEEE
c. SRHMAIMEER, STRSSFHFENE
RREHMNRERTEE RS U REFHEICIoudStack& £

5 9. AN RKFEIR

9.1. REMAARB(EEMN)

9.1.1. BEHZK
9.1.2. RELSR

9.2. SSL(EEM)
9.3. HRE R E(REM)

9.3.1. Failaver



FETRIBEZ BB CloudStack BIERSTIEE

9.1. REF MRS (REN)

EEEARBRETN, TALBRERKERARARES, LARSERHEGHRRER, RRBERKERRS

H%E

HERSFHERE, @RAARFTUREKEEIEHRE L. FRARSIURRAERER, FTRAERMERHEZELEE

DWEERRARS L REEERRS

9.1.1.

[ ] =

EERARSVREZRTRE
ARGV AREEREEMRSFEROEREL

9.1.2.

1

RSB
#1T finstall.sh.

# ./install.sh
REERIFR, BEE—HERTEI-LHRR

BE S REREMARARES

> S

. REFR, BRAUTESREERRARES

# service cloudstack-usage start

EEEHA R ERE

9.2. SSL(EEZEH)

CloudStack{EFERZ REEFIRHEHTTPFE, BRZFMRILE T LURIERERSSL, Hit, FiEHATUBSRERIENIERT
, BFISHTTPEE#ACloudStackE IR

CloudStackfffiTomcatfF Aseret B33, BRAEECloudStack#& IESSLT/ERIIAEE, Tomcat's SSLEEFALIZFEY, Tomcat
SSLE&E Ehttp:/tomcat.apache.org/tomcat-6.0-doc/ss|-howto.htm| 2£h0$#®

93. BERENE(EEN)

CloudStack ZiEHE M ERIEET S —EMYSQLEE, fEMstandard MySQL replicatiofREH, EHIFSEHHBMYSQLAMRESK
EREEEFEERNESR, MySQL replicationffi fimaster/slave model, master2{# AEEFARIBIMNETE ; slave 2 FHEMEERE
KmasterIBAE S REAEIARN, HANENERGD, UTABERNLER

_

BIUBRRMAERRFED, CREZR—ELEHTRANGED SR

. BEfRmaster;2 B EAEHR
. fREEmasterfmy.cnf, MAM FITEEdatadir F AR [mysqld]E15

log_bin=mysql-bin
server_id=1

serer_idinBRBE—E| M, BiEEimaster DAL, Hfttslave QIR KRIMEES T, MILARSFMEKIRL2,3...
HEFl

. Restart the MySQL service. On RHEL/CentOS systems, use:

# service mysqld restart

On Debian/Ubuntu systems, use:

# service mysql restart

. EmasteryT BRIk S, WIHFEERE. ERA cloud-repl"BEAERIE, "password" A%, TEL{REmasterk

slavef27£172.16.1.0/24#8%&

# mysql -u root

mysql> create user 'cloud-repl'@'172.16.1.%' identified by 'password';
mysql> grant replication slave on *.* TO 'cloud-repl'@'172.16.1.%"';
mysql> flush privileges;

mysql> flush tables with read lock;

. BEBAIRTEMIMYSQLIT{E
. ES—{Bshell BIRXE —EMySQL L
. RS ERERENGE

# mysql -u root
mysql> show master status;



droccocooocoooocosoooo docococoocoo foocoocoococosoo fbcocoocoococooooocoo +
| mysql-bin.000001 | 412 | |
Poccoccocoococscoas N I-T Pocccoccoccaccs Pooccocscoccacnssssas +
8. ETHERRMAE
9. BRI T
10. 5eRkmasters& €, OEIE—EI/F, ARHETEERFRMYSQL
mysql> unlock tables;
11, RERHEEslave, Eslavel@iRas, FITUTES
# yum install mysql-server
# chkconfig mysqgld on
12. fR#Emy.cnf, MALLTT#Edatadir F A8 [mysqld]&i5%
server_id=2
innodb_rollback_on_timeout=1
innodb_lock_wait_timeout=600
13. Restart MySQL. Use "mysqld" on RHEL/CentOS systems:
# service mysqld restart
On Ubuntu/Debian systems use "mysql."
# service mysql restart
14. #slaveEfEEImaster, W#masteriER, AT RIVGHNEERNIPAILL, BEiE, BARHERMCE
mysql> change master to
-> master_host='172.16.1.217",
-> master_user='cloud-repl',
-> master_password="'password',
-> master_log_file='mysql-bin.000001',
-> master_log_pos=412;
15. fEslaveRRENbE R
mysql> start slave;
16. BB, BRslavei3306:BAE, WRAZAIEmasterFRIE
IHRIEME, MREBREFKE, ERRMHRERR, CHEERE
9.3.1. Failover

ERMERENE, RAREREEARSBFHHREED, CloudStackEREREERHIE, EENEREHBLH,

A WN P

=
=

| Flie | POSLLLON | BLNLOY_DO_UB | BLNLOY_LYynure_us |

. Stop the Management Servers (via service cloudstack-management stop).
. R GBIERE Amaster, RRBHEIE

. BHEfR3306:BFAIRHFIRL

. Make a change so that the Management Server uses the new database. The simplest process here is to putthe

IP address of the new database server into each Management Server's
letc/cloudstack/management/db.properties.

. BB EERARE

# service cloudstack-management start

10. EZELELRE

10.1. Small-Scale Deployment

10.2. KRE#Redundants® &

10.3. Separate Storage Network

10.4. Multi-Node Management Server

10.5. ZULBLERE

BERBERANNRARMAR, WEHEHE, SSNENBE, THAKIR  QETBTHE. KRENRE

10.1. Small-Scale Deployment
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192.168.10.0/24

NAT and port forwarding

_ Layer-2 switch

Management Server 4@ 192.168.10.11
192.168.10.4
INFS server
192.168.10.13
192.168.10.5

vCenter Server (for VMware only)

Computing Node

Small-Scale Deployment

This diagram illustrates the network architecture of a small-scale CloudStack deployment.

= Afirewall provides a connection to the Internet. The firewall is configured in NAT mode. The firewall forwards HTTP
requests and API calls from the Internet to the Management Server. The Management Server resides on the
management network.

= Alayer-2 switch connects all physical servers and storage.
= Asingle NFS server functions as both the primary and secondary storage.
»= The Management Server is connected to the management network.

Internet

10.2. X R E MRedundant:& &
|

Layer-3 switches with firewall

modules

Layer-2
switches

Management Node

vCenter Server

g g ———— s
servers
Secondary storage Pod1 Pod 2

servers.

Large-Scale Redundant Deployment

b E R A R EECloudStack ZRE AR ZLHE

layer-3 switching layer& & & .0 BIRL, FERBrouter redundancy protocol#IVRRP, BE SR L ZREthE
SBAAE, INRlayer-3 switchi2H8 N ERIIBAAE, QBB AEHREEA, BHAERANATRR, WIRELITINEE
WA EEHTTPE R RAPIF U B EEFAMREE, BIRFERSANEIEMEE
EEMERZERE, FHAEEZEREHIEVPN, RETAERNFARS, EERES
¥ iTlayer-2 access switch layer{E&Epod, %RXMBALIMRE, FIBIMNBEFIE, TREW—1E, HESZEredundant
pairs of layer-2 switches
ETREERFER(CSANHEHTER. SEARFHIRMSQLERE)FEH—H & B T4RERTITEMR
REFEFRRSFERETEEER
BEpoda 2fHFRERFRSE. SEMKTREEMAREEERredundant NICs E#Elseparate layer-2 access switches

Ld

¥

L]

L]

Ld

10.3. Separate Storage Network

In the large-scale redundant setup described in the previous section, storage traffic can overload the management
network. A separate storage network is optional for deployments. Storage protocols such as iSCSI are sensitive to
network delays. A separate storage network ensures guest network traffic contention does notimpact storage

[P SN



penuimarnce.

10.4. Multi-Node Management Server

The CloudStack Management Server is deployed on one or more front-end servers connected to a single MySQL
database. Optionally a pair of hardware load balancers distributes requests from the web. Abackup management server
set may be deployed using MySQL replication at a remote site to add DR capabilities.

User web/API
3 —
interface Hardware Load
Balancer
‘Admin web/API
—>|

interface

Connections from Hardware Load
Hosts —> Balancer

Multi-Node Management Server Deployment

Primary
MvSQL DB

Backup
MysQL DB

1L

The administrator must decide the following.

» Whether or notload balancers will be used.
= How many Management Servers will be deployed.
= Whether MySQL replication will be deployed to enable disaster recovery.

10.5. Z UL BHER B

CloudStack FEFEREARE, [UESLMALIER, UTEKAS LM EN6F

D
A

MysQL
Replication

Secondary
Management

Primary e

Management
Availability Server
Zone 1

Data Center 2

Data Center 1

Availability
Zone 2

Data Center 5
Availability
Zone 4

Availability
Zone 5 Availability
Zone 3

Data Center 3

Data Center 4

Example of a Multi-Site Deployment

Data Center 1 EI X EEEMARES, EAEHL, WSQLEREAERHD I 2ENIIRESEARSRERS

network switch

— .
S Computing

servers
— —_—




Storage network
switch

Storage
servers

Separate Storage Network

This diagram illustrates a setup with a separate storage network. Each server has four NICs, two connected to pod-level
network switches and two connected to storage network switches.

There are two ways to configure the storage network:

= Bonded NIC and redundant switches can be deployed for NFS. In NFS deployments, redundant switches and bonded
NICs still resultin one network (one CIDR block+ default gateway address).

= iSCSI can take advantage of two separate storage networks (two CIDR blocks each with its own default gateway).
Multipath iSCSI client can failover and load balance between separate storage networks.

2 NICs on computing 2 NICs on computing
server bond to the same 1P server have different 1P
address: 192.168.10.3 addresses

s
B

192.168.10.3 192.168.11.4

192.168.10.14 192.168.11.15

2 NICs oniSCSI server
have different IP
addresses

2 NICs on NFS server
bond to the same IP
address: 192.168.10.14

NIC Bonding Multipath 1/0

NIC Bonding and Multipath /0

This diagram illustrates the differences between NIC bonding and Multipath 1/O (MPIO). NIC bonding configuration
involves only one network. MPIO involves two separate networks.
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11.7.1. Boto &3/l
11.7.2. JClouds &l

11.1. Amazon Web ServicestE A HE |

CloudStack A #§Amazon Web Services (AWS)HJAPIHE S E M A CloudStackMIAPIHE S, FTLLERAE TLLERRBMAWS
1ERA T Ei2/ECloudStack, LhEEMMRFSEF ACloudStackmanagement serverfjtomcat, {BR27FFEREIE, Amazon Web
Senvices (AWS) FERM T EC2 SOAPLL K& Query APIs#1S3 REST API,

_

LEARFSHIAT & A CloudBridge, BRIERSE 24t ACloudStack®#Imanagement server,

0

R EREC2MEHAPILI R SIHAPI BRI E/E BRI, HBMNSIWAPHREL T I ERH#ERmanagement serverid
KRGS R,

g
il

PR

EXRERRERR EMzones,
HREEM CloudStack ¥ EFILThEE, MUEIRAFRARRENZIZEARINEEN,
Features such as Elastic IP (EIP) and Elastic Load Balancing (ELB) are only available in an infrastructure with a Citrix

NetScaler device. Users accessing a Zone with a NetScaler device will need to use a NetScaler-enabled network
offering (DefaultSharedNetscalerEIP and ELBNetworkOffering).

11.2. T R B9 APIRR &

EC2NE{EAAmazon's WDSLIR:E, HrABSM 11H15H, 20104, FEhttp://ec2.amazonaws.com/doc/2010-11-15/ATEX
=

N EFEAEC2 command-line tools EC2 tools v. 1.3.6230, ®#http://s3.amazonaws.com/ec2-downloads/ec2-api-

ip T#

Y EESEIARANEC2 APIK TEEEET

11.3. B4 EC2 & S3tHEN @

21t AWS API compatibility¥Er & B &FECloudStackREE T, ENBIE AR BIRE RBIT—LHRE

1. REEERBFHWEERES B Ature, ¥R 7, Global Configuration Parameters

2. E3—#CloudStackiR#, fEMERAMazon service offeringsHREMIAIE, A LFEHCloudStack{EAE N 5K,
S FEAdministration Guide

= A

EMEB S EANazonTBERRFEML.small, REMEEFHEHAMEC?2 instance types

3. MIRMEERAELSREREBY, FEFRBDEEARES

# service cloudstack-management restart

DUF S HiiR 4t R ED

11.3.1. B A IR 75
IMREREBBlenable.ec2.apiXenable.s3.apiztrue, EAFRERFA, EMATHENET, aEBEGlobal Settings
fEFCloudStack BN E =215 FAAPIER R LSS

BUT BRER 444 &5 SR AR 4040 o FR I 1 TR S8 2 AR 75

fEFCloudStack API, REBEMZEMAAAEIRETUNRTEIE, EGlobal Settings#4:@AIE% #8096, IIF
MupdateConfiguration , LA TFURLEUEAI{AI{E

http://localhost:8096/client/api?
command=updateConfiguration&name=enable.ec2.api&value=true

http://localhost:8096/client/api?
command=updateConfiguration&name=enable.ec2.api&value=true



A%, FEFRERRSR

11.3.2. BIIEC2HHB IR

EHEEERERE, EBFTHR Anazon EC2 instance types AP| &#8 (5181 m1l.smallml.large)f8RE, ATLIFEMR
CloudStack B2 N E5EMK, 2l Service Offerings T 3% Compute offering, IEIIHBIGTEREHIERCEN, HIRBHEE
EC2 instance type APIZ#EER], LU IREVEZ S

f \ Service Offerings \ Smallinstance
@ Dashboard i 4
=

_—~

¢y Instances 1
fame Details
R
\" 4 Storage tinyOffering
. Small Instance L Q = J
'S Network
Medium Instance
Templates Name * (mlsmal
@ Evants D ©BBC2557-12a7-4532-041
| )
.. Accounts S =
- Dscapic Small Instance
Q Domains Storage Type shared
& \, Infrastructure # of CPU Gores 1
I Projects CPU 500 MHz
Memory 512,00 MB

A
h‘} Global Settings

P o] . . Network Rate
A0, Service Offerings

11.3.3. IELAWS API EERE

_

(BEM)WS APIFE7080BAIRKER, INREEWEEMAWS APIFEHEMBEAR, ERIUAUTAENE :
a. Editthe files /etc/cloudstack/management/server.xml, /etc/cloudstack/management/server-nonssl.xml, and
letc/cloudstack/management/server-ssl.xml.

b. FEEERR, #HZTtag <Senice name="Catalina7080">, Ftlttag, #S<Connector
executor="tomcatThreadPool-internal" port= ....<

c. BARARGBER, ABREHT
d. EHRNEN Management Server

INRIBEHRECloudStack, EREEFMARBREFEAR

11.4. AWS API User Setup
BE, ERAETAEOERCIoudStackiZBtERERA, hIFMEREEHAWS AP| El CloudStack#imEN®, it H#imEdlsE
MEn B A #hCloudStack APl, Amazon EC2 compatible interface{$i & ATLURBEC?2 tools. scripts & CloudStack
deployment, REREEERARBFREFBEBENEAEFRANT, BEEAEDERTTRE :

EEERAEER

Aty

HERR, BIREEHIEC2 SOAP command-line tools

11.4.1. AWS API User Registration
BEEAERITRENGEMR, FKRBUTSR
1. fEMACloudStackEAENEIEGENA, FEHRAPISHBSHEEEET !
CloudStack fARR2&HIpubliclyft #FDNS &K IPAL it
fEFAHE IR = B9Access key & Secret key
2. B4 —{Eprivate key& —fEself-signed X509 certificate, {#RAETTUERE CEEMEEALE /path/to/...

$ openssl req -x509 -nodes -days 365 -newkey rsa:2048 -keyout
/path/to/private_key.pem -out /path/to/cert.pem

3. FRAAWSHZA RS Muser X509 certificate RAccess/Secret keys, HRIEACloudStackRiaHs, EZlawsapi-
setup/setup E#} kit {# FPython script cloudstack-aws-api-register, fIRERZERILIE, FHEAUTHES TH :

wget -0 cloudstack-aws-api-register "https://git-wip-us.apache.org/repos/asf?
p=cloudstack.git;a=blob_plain;f=awsapi-setup/setup/cloudstack-aws-api-
register;hb=4.1"

KRBT, ERESRLIESMaccess and secretkeys, &fIINT




[ $ cloudstack-aws-apl-register --aplkey=User’s CloudStack API Kkey --secretkey=User’s
CloudStack Secret key --cert=/path/to/cert.pem --
url=http://CloudStack.server:7080/awsapi

BEAAWS certificate FI{E A& AT LLE R E ARG, BRFIR, FHELEZICloudStack EIR{ARIFE FIE

11.4.2. AWS API Command-Line Tools Setup
EREVERTUTHER, FEEMMAEC2 command-line tools :

1. FEHAERMEC2 ToolshRA, ZiBARAhttp:/s3.amazonaws.com/ec2-downloads/ec2-api-tools-1.3-62308.zip

2. BIEC2ERIERY, mIEEERIREERE, KEEshell profileir, EAKIH(thEEREC2_URL)BEEM
CloudStack B2 {AAREE X BARME, 1Ebash shellBALLT :

export EC2_CERT=/path/to/cert.pem

export EC2_PRIVATE_KEY=/path/to/private_key.pem
export EC2_URL=http://localhost:7080/awsapi
export EC2_HOME=/path/to/EC2_tools_directory

LR

11.5. {8 F Timeouts2k # ff AWS APl Command Completion

Amazon EC2 command-line tools 5 TRE% I E #EHBRFES R, EFACIoudStackss, ALIENBFEERRMGHE, WREHHRE
LIRS RERMATNR, EEEHENSTERFRE, ERIALTREZEY command-lineffE{E— CloudStack-supported
EC2 command :

i

18 — B EEEIER(RY), BN -
--connection-timeout TIMEOUT
) ~ --connection-timeout 30

BE—ERERERRREF), Flu:

( oc request-timeout TIMEOUT

--request-timeout 45

g -

" ec2-run-instances 2 -z us-testl -n 1-3 --connection-timeout 120 --request-timeout 120

_

BRI R B A EEE S CloudStack

11.6. X £ AWS APIHY I 0}

LT #&Amazon EC2164, EAWS APIHEANERYFAM, MCloudStackigE, H—354, CloudStack&Amazon EC2E€7
A, TRMEHEER. EANSOAPHUEES, BEITEMNMAZETHRED

#F#& 11.1. Elastic IP APIH R

EC2i5 % SOAP call CloudStack APIFE L}

ec2-allocate-address AllocateAddress associatelpAddress
ec2-associate-address AssociateAddress enableStaticNat
ec2-describe-addresses DescribeAddresses listPubliclpAddresses
ec2-diassociate-address DisassociateAddress disableStaticNat
ec2-release-address ReleaseAddress disassociatelpAddress

A& 11.2. Availability Zone API % &

SOAP call CloudStack APIFEm}

ec2-describe-availability-zones DescribeAvailabilityZones listZones

#F#% 11.3.Images API H &

EC2i5 % SOAP call CloudStack APIFERL
ec2-create-image Createlmage createTemplate
ec2-deregister Deregisterimage DeleteTemplate
ec2-describe-images Describelmages listTemplates
ec2-register Registerimage registerTemplate

4% 11.4. Image Attributes AP # 8

EC2i5 % SOAP call CloudStack APIFER}
ec2-describe-image-attribute DescribelmageAttribute listTemplatePermissions
ec2-modify-image-attribute ModifyimageAttribute updateTemplatePermissions
ec2-reset-image-attribute ResetimageAttribute updateTemplatePermissions

## 11.5. Instances API # &
EC2i5 % SOAP call CloudStack APIFER}



ec2-describe-instances

Describelnstances

listVirtualMachines

ec2-run-instances

Runinstances

deployVirtualMachine

ec2-reboot-instances

Rebootlnstances

rebootVirtualMachine

ec2-start-instances

Startinstances

startVirtualMachine

ec2-stop-instances

StoplInstances

stopVirtualMachine

ec2-terminate-instances

Terminatelnstances

destroyVirtualMachine

FH& 11.6. Instance 2 fic 5 1R
EC2i5 %
ec2-describe-instance-attribute

SOAP call
DescribelnstanceAttribute

CloudStack APIFE L
listVirtualMachines

4% 11.7. Keys Pairs H &

EC2i5 % SOAP call CloudStack APIFEm}
ec2-add-keypair CreateKeyPair createSSHKeyPair
ec2-delete-keypair DeleteKeyPair deleteSSHKeyPair
ec2-describe-keypairs DescribeKeyPairs listSSHKeyPairs
ec2-import-keypair ImportKeyPair registerSSHKeyPair
#F & 11.8. Passwords API ¥ 1§
EC2i5 % SOAP call CloudStack APIFERY
ec2-get-password GetPasswordData getVMPassword
4% 11.9. Security Groups API ¥ &
EC2iE % SOAP call CloudStack APIFEm}
ec2-authorize AuthorizeSecurityGrouplingress authorizeSecurityGrouplngress
ec2-add-group CreateSecurityGroup createSecurityGroup
ec2-delete-group DeleteSecurityGroup deleteSecurityGroup
ec2-describe-group DescribeSecurityGroups listSecurityGroups

ec2-revoke

RevokeSecurityGrouplngress

revokeSecurityGrouplingress

4% 11.10. Snapshots API ¥ I8

EC2¥5 % SOAP call CloudStack APIFER}
ec2-create-snapshot CreateSnapshot createSnapshot
ec2-delete-snapshot DeleteSnapshot deleteSnapshot
ec2-describe-snapshots DescribeSnapshots listSnapshots

4% 11.11. Volumes API # &
EC2i5 % SOAP call CloudStack APIFER}

ec2-attach-volume

AttachVolume

attachVolume

ec2-create-volume

CreateVolume

createVolume

ec2-delete-volume

DeleteVolume

deleteVolume

ec2-describe-volume

DescribeVolume

listVolumes

ec2-detach-volume

DetachVolume

detachVolume

11.7. &4

1R %to0lZEHEAAWS compatible API, ItEEEETIR #t— LIRSS

11.7.1. Boto & fjl

Boto—7f&Python package, BI7Ehttps://github.com/boto/boto ER1S, LhEETIREREFEFABotoMflF, BFECIoudStack

AWS API Interface gzt B

HE—EAEC285/5], HMX Access and Secret Keys &R E T, I F#HKIG

i 11.1. EC2 Boto#i fl

#!/usr/bin/env python

import sys
import os
import boto
import boto.ec2

region = boto.ec2.regioninfo.RegionInfo(name="ROOT",endpoint="1localhost")
apikey='GWNnpUPr06KgIdZu®1lz_ZhhZnKjtSdRwuYd4DvpzvFpyxGMvrzno2q®5MBOViBoFYtdqgKd'
secretkey="'t4eXLEYWw7chBhDlaKf38adCMSHX_wlds6JfSx3z9fSpSOmMOAbPIM0OjO0GIZzy2LSC8iw'

def main():

'''Establish connection to EC2 cloud'''

conn =boto.connect_ec2(aws_access_key_id=apikey,

aws_secret_access_key=secretkey,
is_secure=False,

region=region,

port=7080,

path="/awsapi",
api_version="2010-11-15")




'''Get list of images that I own'''
images = conn.get_all_images()
print images
myimage = images[0]
'''Pick an instance type''"'
vm_type='ml.small'
reservation = myimage.run(instance_type=vm_type, security_groups=['default'])

if __name__ == '__main__

main()

EZEAS3%6I, EftAccess and Secretkeys AfEE O, thEULIRITN, BEBMERBTEEHIE L

#if 11.2. S3 Boto&i il

#!1/usr/bin/env python

import sys

import os

from boto.s3.key import Key

from boto.s3.connection import S3Connection

from boto.s3.connection import OrdinaryCallingFormat

apikey="'ChOw-pwdcCFy6fpeyv6kUaRONNhzmG3tE7HLN2z30B_s-0gF5HjZtN4rnzKngq2UjtnHeg_yLA5g0w'
secretkey="IMY8R7CJIQiSGFk4cHWfXXN3DUFXz07cCiU80eM3MCmfLs7kusgy0fmO0g9qzXRXhoAPCH-IRXXc3w'

cf=0rdinaryCallingFormat()

def main():
'''Establish connection to S3 service'''
conn =S3Connection(aws_access_key_id=apikey,aws_secret_access_key=secretkey, \
is_secure=False, \
host="'localhost', \
port=7080, \
calling_format=cf, \
path="/awsapi/rest/AmazonS3")

try:
bucket=conn.create_bucket('cloudstack')
k = Key(bucket)
k.key = 'test'

try:
k.set_contents_from_filename('/Users/runseb/Desktop/s3cs.py')
except:
print 'could not write file'
pass
except:

bucket = conn.get_bucket('cloudstack')
k = Key(bucket)
k.key = 'test'

try:
k.get_contents_to_filename('/Users/runseb/Desktop/foobar')
except:
print 'Could not get file'
pass

try:

bucketl=conn.create_bucket('teststring')

k=Key (bucket1)

k.key('foobar')

k.set_contents_from_string('This is my silly test')
except:

bucketl=conn.get_bucket('teststring')

k = Key(bucket1)

k.key="'foobar'

k.get_contents_as_string()

if __name__ == '__main__"':
main()

11.7.2. JClouds# {5l
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12.2. VLAN Allocation Example
12.3. FERSR EHH

12.3.1. Dell 62xx
12.3.2. Cisco 3750



12.4. Layer-233#:23

12.4.1. Dell 62xx
12.4.2. Cisco 3750

12.5. IEESRA NS

12.5.1. @A AR R
12.5.2. Juniper SRXMIAEREH I MG RIE(RIEM)
12.5.3. AEBEHE B HTHRRBRIEN)

12.6. Management Server Load Balancing
12.7. R

12.7.1. REMHFK

12.7.2. BATHRREIRO N BRI EA RS 3K

12.7.3. EF MR AETR KR

12.7.4. External Firewall Topology Requirements
12.7.5. EEEIEHERK
12.7.6. XenServerfAiEE K
12.7.7. VMwareihiEE K
12.7.8. KVMIRHE TR K

12.8. Traffic Sentinel B95h = HERE 6 A RET
12.9. 3% EZone VLANSR#TVMER K&

TR E AR EH M R CloudStack 2 REER), SEEZEHUTIAIMHIRE K EHR E M

12.1. B A SR ERE S

CloudStackizZ it MR &I A :

X
HEA, AEUAWSERRPRLEE, 2itlayer-389Security groupZ £HHI(IPAL B BB H)

HEE
REEAETSOMBRARGE, RELEFETEEENRERE, BRELEFAMBRESHRESR
BERSHEEASERE P —TEEK, EERECloudStackiRER, MTREERET

LUF 2 L BBER ThRE R FRAK
R ThRE HAER E B HE R
EBeE B E4
B K EBURE =582 BRRER
BEHTHER B2 BRRER
FRmEsRE Layer 3 Layer 2 % Layer 3
F1EVPN No Yes
BB =58 BREKER
1:1 NAT B BRERER
Source NAT No BERER
EREER Yes Yes
{EERfE R REIE sFlow / netFlow, AIAERRIRHZ EREEE RERKRDS
DNS % DHCP Yes Yes

ERMERETRERER—ESRR, B—EEEREREXRERER

TRMBERREFTUEERNERRBES R, SERETUMAKRS 2B, CAUERIBMVLANKRERERE. MRECEE—HR
EEREAOEVLAN, FEREEVLAN tag £ BN BIEEE

12.2. VLAN Allocation Example

VLANSs are required for public and guest traffic. The following is an example of a VLAN allocation scheme:

VLAN IDs Traffic type Scope

less than 500 Management traffic. Reserved for CloudStack software can access this,

administrative purposes. hypervisors, system VMs.

500-599 VLAN carrying public traffic. CloudStack accounts.

600-799 VLANSs carrying guest traffic. CloudStack accounts. Account-
specific VLAN is chosen from this
pool.

800-899 VLANSs carrying guest traffic. CloudStack accounts. Account-

specific VLAN chosen by CloudStack
admin to assign to that account.

900-999 VLAN carrying guest traffic CloudStack accounts. Can be scoped
by project, domain, or all accounts.

greater than 1000 Reserved for future use




12.3. T2 5% iE €6

WES SR E R zone-level layer-3RI3TREEHIERE, ILERRVLANEERRE, KIEVIPGVRP, 2EFAN, MR
SRIBFEAVIPHGVRP, BXEREEEBR

12.3.1. Dell 62xx
The following steps show how a Dell 62xxis configured for zone-level layer-3 switching. These steps assume VLAN 201
is used to route untagged private IPs for pod 1, and pod 1's layer-2 switch is connected to Ethernet port 1/g1.
The Dell 62xx Series switch supports up to 1024 VLANSs.
1. REEREFAVLAN

vlan database
vlan 200-999
exit
2. Configure Ethernet port 1/g1.
interface ethernet 1/g1
switchport mode general
switchport general pvid 201
switchport general allowed vlan add 201 untagged

switchport general allowed vlan add 300-999 tagged
exit

The statements configure Ethernet port 1/g1 as follows:

VLAN 201 is the native untagged VLAN for port 1/g1.
All VLANs (300-999) are passed to all the pod-level layer-2 switches.

12.3.2. Cisco 3750
The following steps show how a Cisco 3750 is configured for zone-level layer-3 switching. These steps assume VLAN
201 is used to route untagged private IPs for pod 1, and pod 1's layer-2 switch is connected to GigabitEthernet1/0/1.

1. BREVIPENZAEH, WARFHMERZERB1000ME VLAN ID, BHRBMGRSE ReEFA999ME, IR &HERvp
transparent mode

vtp mode transparent
vlan 200-999
exit

2. Configure GigabitEthernet1/0/1.

interface GigabitEthernet1/0/1
switchport trunk encapsulation dotiq
switchport mode trunk

switchport trunk native vlan 201
exit

The statements configure GigabitEthernet1/0/1 as follows:

VLAN 201 is the native untagged VLAN for port GigabitEthernet1/0/1.
Cisco passes all VLANs by default. As a result, all VLANs (300-999) are passed to all the pod-level layer-2 switches.

12.4. Layer-23Z #: 23
layer-2 X2 Epodrh, RRBZEHRHAO
BEEEATEVLANESEEH
ERRRESEERET EROTBEEE, layer 3XRBE A SEBR NN
wHIR

I ERHO S ERREREMRpod-level layer-2 I IREHIEEE, WRBRVLANEERE, BREVIPHGVRP, 2EAN. WMRE
BIEFERAVIPHKGVRP, RBABHRETEBHR

12.4.1. Dell 62xx
TS BRABMMAIEPod-level layer-2 switchingz% & Dell 62xx

1. BREENEFMBVLAN

vlan database
vlan 300-999
exit

2. VLAN 201 FA{E#Ipod 1 untaggedFA AIPEEHR, pod 152 layer-2 33 #aas&#E

interface range ethernet all

switchport mode general

switchport general allowed vlan add 300-999 tagged
exit



SR EFTAEthernetBABMT ¢

= FTABAREEARERERE
= FIEVLAN(300-999) & @ Blayer-2 X 2z HIFT B @B

12.4.2. Cisco 3750
TR HER AN Epod-level layer-2 switchings& & Cisco 3750

1. BREVIPERAEH, AFFRMERZEB1000ME VLAN ID, BHRBEMRE REEFA99ME, A& HIERvp
transparent mode

vtp mode transparent
vlan 300-999
exit

2. BREFEEAESdotlg, WER201AAKHVLAN

interface range GigabitEthernet 1/0/1-24
switchport trunk encapsulation dotiq
switchport mode trunk

switchport trunk native vlan 201

exit

)

5%, Ciscom LIERTBVLANIER, CiscoXXMBEMMEEAEEER, MRAMVLAN IDFRNERRL, ERRATEER
1£ layer-2 switch3% 2201 M/R R

12.5. FEEEBH XS

A EREXER M MERRESERRES ; 3£ RGeneric Firewall Provisions, HLEEREAHEEH Juniper SRXFEANE, 4
AIEEBNTERREE ; RE 12.5.2, “Juniper SRXAIAEREHZBh M S RIE(GRIZ L)

12.5.1. 3@ FBA K &R AN
FERERS AR AU T RIEEE :

¢ REEEARSE, NATRBERREZEREARARMEBRERSTEIERARES
» EEEREERSBEREIDRERR, WMHIEVPNERETS REMH

BT LRI E R SR EFOERILL LB, BIMERAIRBERT ABUE, EASTENATRIGE 15 VPN AR B A S & he R
A LA A

12.5.2. Juniper SRXMI A ER5H & B A fE BRI (B EH)

{23 PR o PR EE R MR R A5

CloudStackig#tJuniper SRX series B E R A FERITIAE, IS5 CloudStack Bizstatic NATHIABIPREAREVMEER, i
fERAJuniperfE & {F 7 R R 2RAORH A, EATLAEBERIEANAE ZE Juniper SRX, ILIhREZABIEN, MRRBERE
, CloudStacke {5 A EE#EE& 1 8%

Juniper SRXA] LLUEIRME DB B B BT 2m i, S ERIERE TR AT L% Aside-by-sideSkinline &

Fublic Intemet

|
E??
Firewall Lead Babrcar
I i

Zore-kvel Switch

CloudStack&EZEJunipesk €4 T :

®::
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. RIBRERE R REENSRXTE

. EE—ENEDEEER, R—ENEEARER, SeLUESEERNN T EEIRERERE, EA—EVLANERA BB
. FEE"Van-tagging"TERAANE 2B A/

BB ARRIMANESR, NREEAVLANEFARNE, FiN—@E"[VLAN TAGI' ENEREEE, flm, &&EH

ge-0/0/3 =X AFAHERE, VLAN tag 301, HEHIARMEENELBEZLS ge-0/0/3.301", EHNFANHERBEHIFER
, BE# CloudStack® B E)ZIEENE

CBULHRAZEERMAREERE, RRL, SEMEEEE, WERuntrust' & "trust’, BARNTEMEIARE ; A

NEMNIBAR, BTL2ENEE

. BEBABRIAMENRLBURAMARE

. EBTFIREMEAELBRER, RS ACloudStack fREHRRIBFHNEAD
. BEE"ssh" & "xnm-clear-text" R AR ISR A

. MRBVEFEFHE :

a. a BBITEA RS MO IEIE S R A ERIERE, SRRV ATEARRIMAREENMBIZERNERE, @
RERMEER A interface-specific”, i, A TFR/ARIER "untrust” ; FAAE R "trust"BIEEE

root@cloud-srx# show firewall
filter trust {
interface-specific;

filter untrust {
interface-specific;
}

b. MNARSAME BRI EEMARNE, Flan, sSEAREERERARNE : ge-0/0/3.0, AFRALZLE : untrust,
RANELE : tus)s :

ge-0/0/3 {
unit 0 {
family inet {
filter {
input untrust;
output trust;

3
address 172.25.0.252/16;

}
}

HEERMEVLANSBERIESRXNFHANE
RECloudStack B2 FEIRES %, UEEEZ ACloudStackfERENE
RZEfIMnavigationizéts, EnFEinfrastructure,
RZonesHIAAEH EHEView More
BEREEANES
EENetworkiZ#
TEEH I Network Service Providers 813, EhZEConfigure(fErIE 2R ERENEM)
ZHESRX
EFEADd New SRX (+) WRHLLT :

IP Address : SRXHJIP{irit

Username : SRX#EAE &M, CloudStack&{EA

Password : 1§ %5

Public Interface : ABENERIEZHE, Flalge-0/0/2, "X fFERFREAVLAN

Private Interface : A AMEIRIETE, I8, ge-0/0/1

Usage Interface : (E2%)BE, AHNEAKGERE, NREVERAFTANNE, FEE

Number of retries : EFEIERHIRE, FEEKXK, TREA2

Timeout (seconds) : TE¥IETKBAT, FRIENHIEERE, TREZXA300%

Public Network : AR iERE&FE, HI80 : trust

Private Network : #A A#BE& 2 %8, BI40 : untrust

Capacity : B A LUREMNBREE

Dedicated : R RAEMAE, LEBEMA—ENR-EM, M CapacitylhI#{EENA1
#OK
2Zh&EGlobal Settings, 3% Effiiexternal.network.stats.interval 3 EEAB E CloudStack% & Juniper SRXIMEX— R
R ERAKE, MRETRMEMASRX, B0

1253. AP E A B T H R RBE(EEN)
CloudStack® LAEF Citrix NetScalerskBiglP FS & 8 P25 kiRt A H T HR, MEZEMA, CloudStacke f FH EHRE
B haE T EEReE

BERERMA

a b~ W N P

. BRI IR R EES

. EEIESARRERSERENES (T AR

. ECERIPGINE. EAEEE. B ARNEEBRAANESRE, NEEBEKRIEB" 11" 12"
. BEEVLAN BRS¢ EEMR N E

. RECloudStack B ARER %, UEEEE ACloudStackERAENE



. RERIMInavigationizsht/, BhEinfrastructure,
. RZonesWIAHEH FH:E View More
EEREEANES
. EENetworkiZ#
10. 7E[E " H) Network Service Providers &%, 2HZConfigure((RrIsE SR EREIEM)
11. E##£NetScaler 5 F5
12. 5EZ$2Add button (+) WRMELLTF
¥ NetScaler :
IP Address : SRXEJIP{iz it
Username/Password : FEUEEE ISR, CloudStack{fEELEIAREIEE

Type : EWMABEEELEE, AIAEAFS Big Ip Load Balancer. NetScaler VPX. NetScaler MPX, 5k NetScaler
SDX, BARERIMLLE:, ¥R CloudStack Administration Guide

Public interface : &£BNE, %7E#4ARMEEH—IRH

Private interface : BN E, 3%E AT AMRRK—IRD

Number of retries : EFRIEDHIRE, TAEKXYK, FEEA2

Capacity : BT UREMERBE

Dedicated : #Z2RAZE MK, LLEBEA @RS EMH, ™ Capacityf@&EEAL
13. 20K

LRRREETK, ERILETHIBWSs RNATH A EHFERR

© 0 N O

12.6. Management Server Load Balancing

CloudStackFI LAMEF AE T SRR ASEARFBRUERIP, EEEATEYAHTERA, LERTELSBATIHER
EXEE, UTERIIHEERGHTEHNE KEEEHE

B A RERHEER, Gt A

Source Port Destination Port Protocol Persistence Required?
80 or 443 8080 (or 20400 with AJP) HTTP (or AJP) Yes

8250 8250 TCP Yes

8096 8096 HTTP No

In addition to above settings, the administrator is responsible for setting the 'host’ global config value from the
management server IP to load balancer virtual IP address. If the 'host value is not set to the VIP for Port 8250 and one of
your management servers crashes, the Ul is still available but the system VMs will not be able to contact the
management server.

12.7. it E

12.7.1. ZEHF KR
AFEBRTREEFIREEAMR2RHI8096 % 8250i@A IR

12.7.2. S THIRE I K 2R @ A = 3K
BRARSEEABEES, HEEHEATCPAIS250R9000BAE
AR IBVMERTTE BN T4, B i —pod B B IR i B HER 04 ZE AR B LA 5 1 Bipodl S8R

REFERZESIEREBVMERS250 @A RTEMARISEE, NMRERFEASSTE[AERSE, E8250@ARMEEMAMR
BHNAHTEPAULNEREE

12.7.3. A GERBHES K

REMENFSELBRE#FVMES, EIEEIREFRRE, RERFRENSHAEERERN. TEAFERENRTHA
BEE, EHOBRFER. NREBBEREMENFSARFENFHEME, ToRBRETEERSMENIAFHERBFLIRE

12.7.4. External Firewall Topology Requirements

When external firewall integration is in place, the public IP VLAN must still be trunked to the Hosts. This is required to
support the Secondary Storage VM and Console Proxy VM.

12.7.5. EFE R HRER K
fEAdvanced Networking, 438 F & 7R 5 FA 2 FA A LA RIS

12.7.6. XenServerdi B & 3k
BEFREREXenServer B RBANIER22(ssh), 80(HTTP), 443(HTTPs)

12.7.7. VMware$h # & 3K

BEFERE R EHFERBVMU BRI vVCenter RFTBESX X, % T BEs0@BRE M, FERRIport 443
EEAAR2FEE VMware vCenterfAl iR 23 Fport 443(HTTPs)E:&
BEARSTEEREMEED, FMHport3922(ssh)EaSystem VMs &l

19 7 0 wnniCc S



1./ .0. NVIVITATR ™ AN
B FRIRAFEKVMERE A28 B (ssh)BE

12.8. Traffic Sentinelsh ZHKE ARG

CloudStackiE Z /A ER MR AT INE SR RN BB R ERN, STEHEMIEMET T LFEHMERinMon Traffic Sentinel#y
CloudStackRETER1S

Traffic Sentinel 2— @B R EMN B RIRESR S, CloudStackd L Traffic Sentineli X HEETEIE CHIE RSk, REETEE
FAZEMERE, Traffic Sentinelff 2L EsFlowl, BRARRRXMBEEsFlowitsk, WiRHtTrafic SentinelisR, A
CloudStacka LAz Traffic Sentinel E#EHRIVGE A

CloudStack SR EMME L ZIPTEIREMGAREERIEEER, LEaEFHEENPRZAIEEMNIP, CloudStack S Traffic
Sentinel3E££IPBZE CloudStackis X BFERIMEREHTET, EEEREER PR imestamps % &k~ 48R0, timestamps

1EIPIE

EREHEE, B CloudStacklMEEt2cik. SEARMRIEFNITEE, timestampsBRELLER

#BEE T CloudStack & Traffic Sentinel BHIRET :

1.

TEEBOMERRZRME, R Traffic Sentinel WM HBRERKEREEN, MRRERRELSRK, #Rrafic Sentinel
ion#Y inMonZ {4

. -?.'ETrafﬁc Sentinel{E A& NEX ETraffic Sentinel , FREANRFFRFEEAEHEAEXHM, CloudStackB AT

fERE EmAMREER
253% File > Users > Access Control > Reports Query, A%#E TR FIREEGuest from

. On CloudsStack, add the Traffic Sentinel host by calling the CloudStack APl command addTrafficMonitor. Pass in

the URL of the Traffic Sentinel as protocol + host + port (optional); for example, http://10.147.28.100:8080. For the
addTrafficMonitor command syntax, see the APl Reference at API Documentation.

For information about how to call the CloudStack API, see the Developer's Guide at CloudStack API Developer's
Guide.

4. Bladministrator& 43 & ACloudStack Ul

. TEGlobal Settings B &2 Configuration, AKBREUT :

direct.network.stats.interval: CloudStack R Traffic Sentinel 8958

12.9. 5% & Zone VLANER #, 1T VM & X &

In the external networking case, every VM in a zone must have a unique guest IP address. There are two variables that
you need to consider in determining how to configure CloudStack to support this: how many Zone VLANs do you expect to
have and how many VMs do you expect to have running in the Zone at any one time.

Use the following table to determine how to configure CloudStack for your deployment.

guest.vlan.bits Maximum Running VMs per Zone Maximum Zone VLANs
12 4096 4094

11 8192 2048

10 16384 1024

10 32768 512

Based on your deployment's needs, choose the appropriate value of guestMan.bits. Setit as described in Edit the Global
Configuration Settings (Optional) section and restart the Management Server.

EREERKEAAE
131 FERE
13.2. Networking in a Pod

13.3.

13.4.

Networking in a Zone

R B E R E

13.5. Advanced Zone Physical Network Configuration

13.5.1. fAAdvanced Zone &% EEGuest Traffic
13.5.2. Configure Public Traffic in an Advanced Zone

13.6. Using Multiple Guest Networks

13.6.1. #ig
13.6.2. U EHEERHIAR TS

13.7. Security Groups

13.7.1. FR& £

13.7.2. 78

13.7.3. (ZRKVM)EFE Zone My Security Groups
13.7.4. B A Security Groups

13.7.5. R R L EHHEIG N A R EaH AR R

13.8. External Firewalls and Load Balancers



13.8.1. About Using a NetScaler Load Balancer
13.8.2. ZERHELfAfR255% ESNMP Community String
13.8.3. SERBA M HE e B BT AT 3R DI WD ERER E

OEX A

13.8.4. FHBEER T SMERRA N HE K
13.8.5. i% 7 AutoScale

13.9. Load Balancer Rules

13.9.1. 3210 Load Balancer Rule

13.9.2. Sticky Session Policies for Load Balancer Rules

13.10. s & IPHIE
13.11. 1S3 89P
13.12. FHIPALHE
13.13. Static NAT
13.13.1. BIRY/RARAStatic NAT
13.14. IPEEX K Bh M AE

13.14.1. 17 Advanced & A 1)
13.14.2. Firewall Rules
13.14.3. Port Forwarding

13.15. IP Load Balancing
13.16. DNS &% DHCP
13.17. VPN

13.17.1. 2 EVPN

13.17.2. #EWindows {# VPN
13.17.3. Using VPN with Mac OS X
13.17.4. 3% Site-to-Site VPNE#R

13.18. B Inter-VLAN Routing
13.19. SR EE BTN E i

13.19.1. R E#E TN Zif

13.19.2. ¥ 0 Virtual Private Cloud
13.19.3. ¥TIBER

13.19.4. 5% % Access Control List
13.19.5. fEVPCH#i@Private Gateway
13.19.6. BB BEVMEIE K

13.19.7. ZVPCHUS —E#THIIP
13.19.8. BH —EIP#VPC

13.19.9. FARY/EARAStatic NAT

13.19.10. fEVPC#71& Load Balancing Rules
13.19.11. fEVPC#i€ Port Forwarding Rule

13.19.12. #FKTiers

13.19.13. {REE. FBFRAENFIFZPRVirtual Private Cloud

13.20. #FEER

13.20.1. Persistent Network Considerations
13.20.2. Creating a Persistent Guest Network

fECloudStack, FAZRVMAILEARESZEMBEBREAMVMER, REREERMEITANHELAN,

B AR IR B R E R T

13.1.hERE

R ERT ARG EREREESTSERE, TTREEKREERIPEEES,

Bt —E R R ERE

Public Traffic (65.37.*.%)

Internet

65:37:51%

65.37.141.24
65.37.141.27

Link-Local Network (169.254.% %)

Guest Traffic 10.0.0.0/8

LTSRN 10.1.1.2
Guest 1

Gateway address
10.1.1.1

NAT
Load Balancing

SIS 10.1.1.4
Guest 3

Account 1 [EIEERY
Guest 4

CloudStackE

EfRESAARIPREMRE



FEARSSASBRIUIEREHAS. ERBASRE IS ERTHERERES, SEAERKHRE=ZE\EBNE. etho
AR RENRFE, IPAIIE%10.1.1.1 ; ethlAERHHRERBRIRHFNNE ; eth2iBEALFREMIPALLL
EIRERAFIRMDHCP, Y EHBRIPEEEEIPEEEHEEEMES, FRETUFEERSHTERESIREAEIPAIIE
EHRERMIRANMSource NATE BB EABEMM A E ERESRNEA TS

13.2. Networking in a Pod

The figure below illustrates network setup within a single pod. The hosts are connected to a pod-level switch. Ata
minimum, the hosts should have one physical uplink to each switch. Bonded NICs are supported as well. The pod-level
switch is a pair of redundant gigabit switches with 10 G uplinks.

Public Traffic (65.37.% %) Manage ment Traffic (192.168.% *)

Pod-Leve | Switch {layer-2 switch)

65.37.%.*

Metwork Setup within a Single Pod — Logical View

Servers are connected as follows:

= Storage devices are connected to only the network that carries management traffic.
» Hosts are connected to networks for both management traffic and public traffic.
» Hosts are also connected to one or more networks carrying guest traffic.

We recommend the use of multiple physical Ethernet cards to implement each network interface as well as redundant
switch fabric in order to maximize throughput and improve reliability.

13.3. Networking in a Zone

The following figure illustrates the network setup within a single zone.

Internet

Layer-3 switch wy firewall
modules

Management



Server farm with
MysaL

Primary
storage
servers

Secondarv storage servers Pod 1 Pod 2

Afirewall for management traffic operates in the NAT mode. The network typically is assigned IP addresses in the
192.168.0.0/16 Class B private address space. Each pod is assigned IP addresses in the 192.168.*.0/24 Class C private
address space.

Each zone has its own set of public IP addresses. Public IP addresses from different zones do not overlap.

134. EREHHNERHERERE
EEREED, BRERTCEREBRERE, CREEXE EHESEREESERBEEREENRENT, EEE— KRS
fnEICloudStack, FE7EAdd ZonetR B BT SH B HARS

13.5. Advanced Zone Physical Network Configuration

Within a zone that uses advanced networking, you need to tell the Management Server how the physical network is setup
to carry different kinds of traffic in isolation.

13.5.1. A Advanced ZoneF 5% i Guest Traffic
T RISERR B E ACloudStack U I35 EE M MIGuestiBER :
1. RZ&ZEMINavigationizghd, HhBInfrastructuretzslt ; WEH A HIZoneB/RH:EEMore, HEZERRMEIN AR

zone,
2. EiENetworkiZH#
3. ##Add guest network
#6 H I8 Ad guest network IR &5

#F Add guest network

Please confirm that you would like to add a guest network

* Name:

* Display Text:

* Zone: :Zone—ﬂ E]

* Metwork Offering: | DefaultlsolatedMNetwarkOfferingWith E'

Guest Gateway:

Guest Netmask

o |

4. ?Elﬁu'l‘ﬁuﬂ

Name. L&, AHEACBESERRNEREER.
Display Text: LLiEREHIRGR, AWARGRIEE2RREREER,
Zone: AR FTAREL E ZZone

Network offering: f15RadministratorE#&5% & T #F % network offering, 55 % L8R 1E — B & A ZHInetwork
offering.

Guest Gateway: ILifEggateway
Guest Netmask: Lt #BEEH) FHEREEE,
5. #ROK

W

¥

¥

¥

L4

L4

13.5.2. Configure Public Traffic in an Advanced Zone

In a zone that uses advanced networking, you need to configure at least one range of IP addresses for Internet traffic.

13.6. Using Multiple Guest Networks

[P thmbiimn adiimmand mahsiavina AddiHAanAl mabsinacln fav miianb benffia mamiiha AdAAA Ak~ b A A dha DAl



11 ZUNES Uldluse auvaliteu Nnewuiking, auuiuuiidl Nnewuorks 101 guestwualic idy ve auueu dt ally uiie aier uie iudi
installation. You can also customize the domain name associated with the network by specifying a DNS suffix for each
network.

AVM's networks are defined at VM creation time. AVM cannot add or remove networks after it has been created, although
the user can go into the guest and remove the IP address from the NIC on a particular network.

Each VM has just one default network. The virtual router's DHCP reply will set the guest's default gateway as that for the
default network. Multiple non-default networks may be added to a guestin addition to the single, required default network.
The administrator can control which networks are available as the default network.

Additional networks can either be available to all accounts or be assigned to a specific account. Networks that are
available to all accounts are zone-wide. Any user with access to the zone can create a VM with access to that network.
These zone-wide networks provide little or no isolation between guests.Networks that are assigned to a specific account
provide strong isolation.

13.6.1. ¥rig

1. LIEBE K iRH{EAE & ACloudStack Ul

2. HEZNBERE, #iZENetwork

3. #Add guest network, IRHtLUTER :
Name: &7 REHER 2B
Display Text: & Fi & & R A9#ERE 0GR

Zone. SR#TI2EEHIzone ; B—EzoneMEFEBNEE, FE—([EzonefFEETRMNIPEEAIGuestiERE
, administrator B E AT —{Ezonei& EBILHIIPEIE.

Network offering: 1R ERE KR ELERKER, ZE—AGREEERIEEERNER
Guest Gateway: &~ Z FR]E
Guest Netmask: & /5 2F AN FHEEES

4, #Create

13.6.2. W HEZWBHNRFE
(R R I A L O B B A0 B AR

LB iR & ACloudStack ER&ENE

INRIEEREER CloudStack EHEE 2R HIBERARTS, NAZIGMEBRSRMUZERNABEE, TVAFILRERERL
FIVME¥ R Administrator's GuideBJ"Stopping and Starting Virtual Machines"

EAEMBERE, EiENetwork
BIEREE WA

£ DetailsiZ%, ?ETEditIE

TENetwork Offering /1, EIZFHIHEERARTE, ATRIRADPPlY

HIRRTHBEESEREEHFENCIDR, EREHRE, MRENE THEERE, CODREESZHE, EENOKRTEHRER
ERENTE, FTEREREFREW

EHENE LRIV

13.7. Security Groups

13.7.1. AR L2 24

ZEFHERMBRVWWMERRENS %, REFEERBRANBREARLREN—HEVV, BLERARBRIFPICER, REH
HEEXERNESTFNER, BAEE—ETRBHERAESEW, EEREED, REFEEBRKVMEREE

_

EAERERNES, EANERSHEREREEWMERE

&8 CloudStackik = HETRRR LM, EEMEBARERAFAMERNLNE, WRRTLFETLUEY, FRAEHHW
M LU H R AR R

fEfICloudStackEFAEH AT LU E— BB HERA RELFHE, HITHOVMEE, LWEERTRRRLHEE, MEFEREESR
HZERE. —EVWAILAZERSFENKE, —BIEET @i, $EREEREP, BREEITHHWEEZEIH
ftn % £EFHEH

SR FE R MIPR SR M A R AR AIRE R T 2. KEEEERIIMARERHW, TERRTHERFL
MRZEREMARL, HLEEAREATFAA, RTEERUAFHRE

13.7.2. §rig
FERENEESTLIESHR—EHFMsecurity group

1. EEE & inE A& & ACloudStack Ul
2. EAENBERE, #iZENetwork

3. 1ESelectd, E#ESecurity Groups

4. E#£Add Security Grou

5. IRIFAB R D



6. ¥&OK

#rHsecurity group & tHIRTESecurity Groups DetailsiZ#

7. &ffisecuritygroupB A, #i8Ingress and Egress RuleZlSecurity Group

13.7.3. (£ R KVM)#E B ZoneRd Security Groups

CloudStack #24{# Fsecurity groups @RS zone 7 0 F B zone-wide B MG B EAEKEMITIEE, MKVMABREE S
. fEMsecurity groups TExEMSzone T UL FITE % EVLANS BE 5 B ARIER B R 2

PR 1

PUF AR IIEE -

EHERMVLANE M1EIPEEE, Ksecuritygrouppl M2 ZMEEHETRANEESES
EREMVLANEREIPEEE, & account-specifictiDZiBB P ARBMEENES
security groupR FA 2 Z R B S EVLANEE
account-specifict19 ZHEEE 5 L EVLANEEE

Security groups JEE £ zone LA

13.7.4. B F Security Groups

# 7 $Esecurity groups BESIIE #1841, security groupsFITHBELEEEzone PRI, HEHEE S E network offering BI#BEE,
EIEE T LIE B HTHzone R A ThEE, b4 BRTEAdvanced Installation Guidef#JBasic Zone Configuration&B %A S IIHGH
o R, BEEREEHNzone TR, SEEMzone TRERLA

13.75. E R AL ME A K HiRA

A W DN P

. B E SRR AE & ACloudStack ERENE
L EAEMNEERE, EiENetwork
. TESelectd, E#2 Security Groups, AREEZEEBMNR LA

CRERIMEMARR, EiEingress RulesiZE, ARBEALUTRAEEB—EREMAMRLEREESELVM, MFRZ
BingressHRAIEE, FMTEREMEBBARIEE, RT BEtegressHAUEEZNRE

Add by CIDRI/Account : FIEHBREEHIP {irilt (CIDR)EZ, CloudStack &S (Account) F BEMZR 2EHE,
MPEBEAFHMR LAV ARE, FEEEAccount

Protocol: ZKRE R 2R LEHENERHE. TCPHUDPIREE WM AFERRBMKIHEREER, ICMPEHRA
VR EE A SRR B R E R

Start Port (TCP, UDPRRE): —E&EN, MEREBENEETFIRIE, NRREFMN—EE, ERREWMLINER
F—#F

ICMP Type, ICMP Code: (ICMPRRE) & £ B8 &K 1 15 2 HISE 8%

CIDR: (REE#CIDR#I®) & T X REZR EEBEMIPAILLE, ¥ ACIDRZCIDRMIcomma-separated list,
CIDRE#MAEMEFIPAINE, hing, 192.168.0.0/22, AT fF#FFACIDR, %% 0.0.0.0/0

Account, Security Group : ({£E# Accounti®)#i A CloudStackiR SR RiRTEF R LB A, RAFKHEMEZS
FHERBRE, ESR7TEAERNERBRAFTEIENVVEREE

LUF g1 2 SR (e R M i 75 B SREIHTTPAEER

Details Ingress Rules
Add by:
@ cDR  © Account
Protocol Start Port End Port CIDR Add
TCP [~] 80 80 0.0.0.0/0 =3

5. fRERMELIRA, EBEgress RulesiFH, AREAUTRAEEB—EREBMLURLEMREMEHWM, NRRE

WMHRARIEE, MERENHATEL ; MRERE, REUTHREIUEES  RARERRE ; DNSKDHCP
AIRAREIETS ; MARRISFFRIRE

Add by CIDRIAccount : iE2HRIREEMIP {irilt (CIDR)EZ, ZHCloudStack 1&)5 (Account)h BAMZ 2EHE,
NPEBEAF MR SEEVVIRAKE, EEEZEAccount

Protocol: VMi% R 2 MR E. TCPHUDPIREEHWAFERNIHMMKIHERE SR, ICMPREEHBEES
EEEREIA S BRI AR

Start Port (TCP, UDPRRE): —E&E XN, M REBENEETEZE, NRFEFEN—ER, EAMERKNERR
—¥F

ICMP Type, ICMP Code: (ICMPRRE) & £ B A8 R 3% H B985 3555

CIDR: (REE#HCIDRETI®) A T X F 2R ERBENIPAILE, ¥ ACIDR=ZCIDRKcomma-separated list,
CIDRZ BHyHhpEFEIPAIE, thgnzE, 192.168.0.0/22, AT fLFFAAAECIDR, %7 0.0.0.0/0

Account, Security Group : (Z&E##Account!8 )& A CloudStack 15 R R LB EABRATREXE S —ER
LA MARSBEEEBERAFEESENVMILUER

6. ¥&Add

13.8. External Firewalls and Load Balancers

CloudStack is capable of replacing its Virtual Router with an external Juniper SRX device and an optional external
NetScaler ar F5 lnad halancer for natewav and load halancina senices. In this case. the VMs use the SRX as their



gateway.

U fre e e e e s

13.8.1. About Using a NetScaler Load Balancer

Citrix NetScaler is supported as an external network element for load balancing in zones that use advanced networking
(also called advanced zones). Set up an external load balancer when you want to provide load balancing through means
other than CloudStack’s provided virtual router.

The NetScaler can be setup in direct (outside the firewall) mode. It must be added before anyload balancing rules are
deployed on guest VMs in the zone.

The functional behavior of the NetScaler with CloudStack is the same as described in the CloudStack documentation for
using an F5 external load balancer. The only exception is that the F5 supports routing domains, and NetScaler does not.

NetScaler can not yet be used as a firewall.

The Citrix NetScaler comes in three varieties. The following table summarizes how these variants are treated in

CloudStack.
NetScaler ADC Type Description of Capabilities CloudStack Supported Features
MPX Physical appliance. Capable ofdeep | In advanced zones, load balancer
packetinspection. Can act as functionality fully supported without
application firewall and load balancer | limitation. In basic zones, static NAT,
elastic IP (EIP), and elastic load
balancing (ELB) are also provided
VPX Virtual appliance. Can run as VM on Supported only on ESXi. Same
XenServer, ESXi, and Hyper-V functional support as for MPX.
hypervisors. Same functionality as CloudStack will treat VPX and MPX as
MPX the same device type
SDX Physical appliance. Can create CloudStack will dynamically provision,

multiple fullyisolated VPXinstances

configure, and manage the lifecycle of

VPXinstances on the SDX.
Provisioned instances are added into
CloudStack automatically — no
manual configuration by the
administrator is required. Once a VPX
instance is added into CloudStack, it
is treated the same as a VPXon an
ESXi host.

on a single appliance to support
multi-tenant usage

13.8.2. ZERHELfA AR 23 5% &£ SNMP Community String

SNMP Community String 38UE A& DK HE, MEFIVEREE, R2HMA%R. WstingbeZAMAESNMPEREE, MR
communitystring Efe, XBEOEEREF ; MRTEMR, RBSEFEERKXAOME

NetScaler# & FASNMPAREVMETS, EUBERESNMPREZESNMP Community string 3RER I 2L M@
1. BRIEIERedHatRESNMP, MREZH, FHKBLUTES :

yum install net-snmp-utils

2. fw#8E/etc/snmp/snmpd.conf R AFFSNMPHENetScaler Bk
a. HFBcommunityZ B E|—BEsecurity BB (A Emynetwork, BURREREM) :

SERERGE, AERAERERR, TERAR

# sec.name source community
com2sec local localhost public
com2sec mynetwork 0.0.0.0 public

5%7%£0.0.0.0f85FATAIP poll NetScaler server

b. ¥88 security ZHBEIEHEEE -

# group.name sec.model sec.name
group MyRWGroup vl local
group MyRWGroup v2c local
group MyROGroup vi mynetwork
group MyROGroup v2c mynetwork

c. BiviewsBEHAHEFA ¢

incl/excl subtree mask view all included .1

d. RFFMETREENFRIGEEINview

# context sec.model sec.level prefix read write notif
access MyROGroup "" any noauth exact all none none
access MyRWGroup "" any noauth exact all all all



3. fEkRETSRIptablesBFISNMP

iptables -A INPUT -p udp --dport 161 -j ACCEPT
4. BEISNMPRRFS :

service snmpd start

5. BESNMPIRFARERH B BIRIE

chkconfig snmpd on

13.8.3. A ERFG X i B A H T AR AIE R E
TE AR~ BT —(EVMBS, CloudStackiRBISHRNS AR SMTARAVM, LU TM#FBRRITIER AL :

FHGBE N EEA RS FAAVLAN, N EIPAKRS FAAFi8Eie.0. 10.1.1.1)ME—EIP
source NAT rule, EEFTATAAVLANBIEH 2RI /ARER, FRKE-S ARIPAIRALE
IS R EMALTTHRBE MR MO RIRET B2

LR Ema s a8 TS

FBIVLAN, FFEIRAIRHBIEIZHVLAN
VLANEZHIP, AR FAAFHEEE(e.9. 10.1.1.2)ME —@EIP

13.8.4. Fi&ER E SR BH MOE R

AR A BE(BIANER Eport forward) & B % B A S Kload balancerfIfi2R#1T, FAETRHESBERENNLFEPR
IPHIBAFERIEEW, FEHRLFAstatic NAT, BEIPEIVMERISE—MIFEREHLERRL, HRMATLUFEEEEXR, Estatic
NAT ruleE2378¥, CloudStack® FLL T4 3k Ek Azone IS EB A AHE -

$ER /N BAIPALUEFNFA A IPAILEEY static NAT rule
E— R ERIREE L FF R EMSsecurity policy
SR8 BN BRIPHYST 2 AL ST HE BIE MBS MRS B IR 5T 8 ER

MAMBAITHANEE, E7E@Bsource NAT, static NATX load balancing rules il 2 t F EA ST, ELBER WK
& R#EECloudStack & £ EE

13.8.5. 5% & AutoScale

AutoScaling allows you to scale your back-end services or application VMs up or down seamlessly and automatically
according to the conditions you define. With AutoScaling enabled, you can ensure that the number of VMs you are using
seamlessly scale up when demand increases, and automatically decreases when demand subsides. Using
AutoScaling, you can automatically shut down instances you don't need, or launch new instances, depending on
demand.

NetScaler AutoScalings% &t 4 B THRIBEAZERE R LW, BREBNER SRIBEEIECPUMEAERFMEBENR
All, RNEERARBFNRERCPUMARSEHEMVBAMAERNTR, fiin, TRERELCPUMAREIISHERRS0%TIE
vy, SKECPUEARIE30 2K R20% B RvM

CloudStack uses the NetScaler load balancer to monitor all aspects of a system's health and work in unison with
CloudStack to initiate scale-up or scale-down actions.

_

AutoScale is supported on NetScaler Release 10 Build 73.e and beyond.
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AutoScale Configuration Wizard

) 1
Template: | RHEL62 [~
Gomputs offering: | Small Instance
Min Instances: [1 * Max Instances: |4

Scale Up Policy

* Duration(in sec): (60
Counter Operator Threshold Add

Linux User CPU - percentage [~ greaterthan [=] [ ae ]

Response Time - microsecends. greater-than 1000 2

Scale Down Palicy

Duration(in sec): 60

Counter Operator Threshold Add

Cancel Apply

Template : EH S EFERRMERERRN, FARRMEH instance #I2EE, EVMEER, VWHLRKBAEHTE
REBYCRE, HN, MRWEHEAWERY, HERARSESHEHIT, ERERKER, RAREETE

Compute offering : —#1%cEZME T, GSCPUZEE. CPUBEBRICIEREA/, FfHMAET UIEEIIHHE
#=ENEEE, EEBEWinstance AIEEBIEN—ERD0F, BIE—EERS

Min Instance: The minimum number of active VM instances thatis assigned to a load balancing rule. The active VM
instances are the application instances that are up and serving the traffic, and are being load balanced. This

parameter ensures that a load balancing rule has atleast the configured number of active VM instances are available
to serve the traffic.

If an application, such as SAP, running on a VMinstance is down for some reason, the VMis then not counted
as part of Min Instance parameter, and the AutoScale feature initiates a scaleup action if the number of active
VWMinstances is below the configured value. Similarly, when an application instance comes up from its earlier
down state, this application instance is counted as part of the active instance count and the AutoScale process
initiates a scaledown action when the active instance count breaches the Maxinstance value.

Max Instance: Maximum number of active VM instances that should be assigned to a load balancing rule. This
parameter defines the upper limit of active VM instances that can be assigned to a load balancing rule.

Specifying a large value for the maximum instance parameter might resultin provisioning large number of VM
instances, which in turn leads to a single load balancing rule exhausting the VM instances limit specified at the
account or domain level.

If an application, such as SAP, running on a VMinstance is down for some reason, the VMis not counted as
part of Max Instance parameter. So there may be scenarios where the number of VMs provisioned for a
scaleup action might be more than the configured Max Instance value. Once the application instances in the
VWMs are up from an earlier down state, the AutoScale feature starts aligning to the configured Max Instance
value.

Specify the following scale-up and scale-down policies:

Duration: The duration, in seconds, for which the conditions you specify must be true to trigger a scaleup action. The
conditions defined should hold true for the entire duration you specify for an AutoScale action to be invoked.

Counter: The performance counters expose the state of the monitored instances. By default, CloudStack offers four
performance counters: Three SNMP counters and one NetScaler counter. The SNMP counters are Linux User CPU,
Linux System CPU, and Linux CPU Idle. The NetScaler counter is ResponseTime. The root administrator can add
additional counters into CloudStack by using the CloudStack API.

Operator: The following five relational operators are supported in AutoScale feature: Greater than, Less than, Less
than or equal to, Greater than or equal to, and Equal to.

Threshold: Threshold value to be used for the counter. Once the counter defined above breaches the threshold value,
the AutoScale feature initiates a scaleup or scaledown action.

Add: Click Add to add the condition.
Additionally, if you want to configure the advanced settings, click Show advanced settings, and specify the following:

Polling interval: Frequencyin which the condmons combination of counter operator and threshold are to be




gvaludleu DEIVIE WKITIY a scale up Ul UUWII daCuurl. 111e uegiault putlny imerval 1s sV seculius.

Quiet Time: This is the cool down period after an AutoScale action is initiated. The time includes the time taken to
complete provisioning a VM instance from its template and the time taken by an application to be ready to serve traffic.
This quiettime allows the fleetto come up to a stable state before any action can take place. The defaultis 300
seconds.

Destroy VM Grace Period: The duration in seconds, after a scaledown action is initiated, to wait before the VMis
destroyed as part of scaledown action. This is to ensure graceful close of any pending sessions or transactions
being served by the VM marked for destroy. The defaultis 120 seconds.

Security Groups: Security groups provide a way to isolate traffic to the VM instances. A security group is a group of
VMs that filter their incoming and outgoing traffic according to a set of rules, called ingress and egress rules. These
rules filter network traffic according to the IP address that is attempting to communicate with the VM.

Disk Offerings: A predefined set of disk size for primary data storage.

SNMP Community: The SNMP community string to be used by the NetScaler device to query the configured counter
value from the provisioned VM instances. Defaultis public.

SNMP Port: The port number on which the SNMP agent that run on the provisioned VMs is listening. Default portis
161.

User: This is the user that the NetScaler device use to invoke scaleup and scaledown API calls to the cloud. If no
option is specified, the user who configures AutoScaling is applied. Specify another user name to override.

Apply: Click Apply to create the AutoScale configuration.

Disabling and Enabling an AutoScale Configuration

If you want to perform any maintenance operation on the AutoScale VM instances, disable the AutoScale configuration.
When the AutoScale configuration is disabled, no scaleup or scaledown action is performed. You can use this downtime

for the maintenance activities. To disable the AutoScale configuration, click the Disable AutoScale E button.

The button toggles between enable and disable, depending on whether AutoScale is currently enabled or not. After the
maintenance operations are done, you can enable the AutoScale configuration back. To enable, open the AutoScale

i

configuration page again, then click the Enable AutoScale =" button.

Updating an AutoScale Configuration

You can update the various parameters and add or delete the conditions in a scaleup or scaledown rule. Before you
update an AutoScale configuration, ensure that you disable the AutoScale load balancer rule by clicking the Disable
AutoScale button.

After you modify the required AutoScale parameters, click Apply. To apply the new AutoScale policies, open the AutoScale
configuration page again, then click the Enable AutoScale button.

Runtime Considerations

An administrator should not assign a VM to a load balancing rule which is configured for AutoScale.

Before a VM provisioning is completed if NetScaler is shutdown or restarted, the provisioned VM cannot be a part of
the load balancing rule though the intent was to assign it to a load balancing rule. To workaround, rename the
AutoScale provisioned VMs based on the rule name or ID so at any point of time the VMs can be reconciled to its load
balancing rule.

Making API calls outside the context of AutoScale, such as destroyVM, on an autoscaled VM leaves the load balancing
configuration in an inconsistent state. Though VMis destroyed from the load balancer rule, NetScaler continues to
show the VM as a service assigned to a rule.

13.9. Load Balancer Rules
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13.9.1. 18/ Load Balancer Rule
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Private Port: VMIZYURERIA
Algorithm EZ{RIEECloudStack{EFAKIEE L, CloudStackZBERZENMERE, MNRMAATRSLRE,
{RAT LATEAERHERR L3R BIRE B B
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13.9.2. Sticky Session Policies for Load Balancer Rules

Sticky sessions are used in Web-based applications to ensure continued availability of information across the multiple
requests in a user's session. For example, if a shopper is filling a cart, you need to remember what has been purchased
so far. The concept of "stickiness" is also referred to as persistence or maintaining state.

Any load balancer rule defined in CloudStack can have a stickiness policy. The policy consists of a name, stickiness
method, and parameters. The parameters are name-value pairs or flags, which are defined by the load balancer vendor.
The stickiness method could be load balancer-generated cookie, application-generated cookie, or source-based. In the
source-based method, the source IP address is used to identify the user and locate the user’s stored data. In the other
methods, cookies are used. The cookie generated by the load balancer or application is included in request and
response URLSs to create persistence. The cookie name can be specified by the administrator or automatically
generated. A variety of options are provided to control the exact behavior of cookies, such as how they are generated and
whether they are cached.

For the most up to date list of available stickiness methods, see the CloudStack Ul or call listNetworks and check the
SupportedStickinessMethods capability.
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13.13. Static NAT
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13.14. IPE £ K Bh XS

By default, all incoming traffic to the public IP address is rejected. All outgoing traffic from the guests is also blocked by
defanlt



To allow outgoing traffic, follow the procedure in &7 13.14.1, “ 37 Advanced [& A HY”.

To allow incoming traffic, users may set up firewall rules and/or port forwarding rules. For example, you can use a firewall
rule to open a range of ports on the public IP address, such as 33 through 44. Then use port forwarding rules to direct
traffic from individual ports within that range to specific ports on user VMs. For example, one port forwarding rule could
route incoming traffic on the public IP's port 33 to port 100 on one user VM's private IP. For more information, see

&7 13.14.2, “Firewall Rules” and £ 13.14.3, “Port Forwarding”.

13.14.1. 37 Advanced[& A 1Y
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13.14.2. Firewall Rules
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13.14.3. Port Forwarding
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13.17. VPN
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13.17.3. Using VPN with Mac OS X

First, be sure you've configured the VPN settings in your CloudStack install. This section is only concerned with
connecting via Mac OS Xto your VPN.

Note, these instructions were written on Mac OS X 10.7.5. They may differ slightly in older or newer releases of Mac OS X.

1. On your Mac, open System Preferences and click Network.
2. Make sure Send all traffic over VPN connection is not checked.

3. If your preferences are locked, you'll need to click the lock in the bottom left-hand corner to make any changes and
provide your administrator credentials.

4. You will need to create a new network entry. Click the plus icon on the bottom left-hand side and you'll see a
dialog that says "Select the interface and enter a name for the new service.” Select VPN from the Interface drop-
down menu, and "L2TP over IPSec" for the VPN Type. Enter whatever you like within the "Service Name" field.

5. You'll now have a new network interface with the name of whatever you putin the "Service Name" field. For the
purposes of this example, we'll assume you've named it "CloudStack." Click on that interface and provide the IP
address of the interface for your VPN under the Server Address field, and the user name for your VPN under
Account Name.

6. Click Authentication Settings, and add the user's password under User Authentication and enter the pre-shared
IPSec key in the Shared Secret field under Machine Authentication. Click OK.

7. You may also want to click the "Show VPN status in menu bar" but that's entirely optional.
8. Now click "Connect" and you will be connected to the CloudStack VPN.
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AES192, AES256,% 3DES

phase-221E IKEBFRAE =181, AEAXHIPSec security associations (SA) REIIIPSecEE,
phase-1XX#HDiffie-Hellman keyZEEx HH #THkeying material, RIZETEEIBFZVPNERTR

IKE Hash : #aphase-2fJEncapsulating Security Payload (ESP) hash, XiEHEEEAZASHAL & MD5

Perfect Forward Secrecy : Perfect Forward Secrecy (or PFS) 2R LESBTEWB RN AR ASRE
R, ULHEMEsRIEDIffie-Hellman key3X#, 1RMEEHE REGRRIMKeying material, RAMBRENFAME. oTH#E
TEZNone, Group-5 (1536-bit) and Group-2 (1024-bit), DH groupsi K2 X REFEBA, REMBTF

When PFS is turned on, for every negotiation of a new phase-2 SAthe two gateways must generate a
new set of phase-1 keys. This adds an extra layer of protection that PFS adds, which ensures if the
phase-2 SA's have expired, the keys used for new phase-2 SA's have not been generated from the

current phase-1 keying material.

IKE Lifetime (seconds): The phase-1 lifetime of the security association in seconds. Defaultis 86400
seconds (1 day). Whenever the time expires, a new phase-1 exchange is performed.

ESP Lifetime (seconds): The phase-2 lifetime of the security association in seconds. Defaultis 3600 seconds

(1 hour). Whenever the value is exceeded, a re-key is initiated to provide a new IPsec encryption and
authentication session keys.

Dead Peer Detection: Amethod to detect an unavailable Internet Key Exchange (IKE) peer. Select this option if
you want the virtual router to query the liveliness of its IKE peer atregular intervals. It's recommended to have

the same configuration of DPD on both side of VPN connection.
5. ROK

Updating and Removing a VPN Customer Gateway

You can update a customer gateway either with no VPN connection, or related VPN connection is in error state.
. LIE &SRR HEAE & ACloudStack Ul

C EEENEBRE, EENetwork

. TESelect{R&E#EVPC Customer Gateway
. Selectthe VPN customer gateway you want to work with.

A WDN P

5. To modify the required parameters, click the Edit VPN Customer Gateway button ]El
6. To remove the VPN customer gateway, click the Delete VPN Customer Gateway button x ]
7. #OK

13.17.4.2. Bl —{EVPNREE VPN

1. EEE & inE A& & ACloudStack Ul
2. BEENESERE, EENetwork
3. TESelectiREEEVPC
&5 A RIENVPCERIEARE
4. HIEBEEEVMAIVPCIZ T"Configure”
VPC EEERRAA MMAIZHER
5. #& T "Settings"B~
SRETHUTRE
IP Addresses
Gateways
Site-to-Site VPN
Network ACLs
6. EIE"Site-to-Site VPN"
MRIRBE—RBIERVPNRE, 5512 Site-to-Site VPN"SK 3| ERHTAIVPNRIE
7. TEMRERHEEIED, W Yes"REEE
B —/NERBFME, VPNRLERAIERNT 7. MEEHRIRNEIER A2 VPNREE RS, R"Yes "MKFER
LU HEEVPNREEEE R T
IP Address
Account
Domain

13.17.4.3. 231 VPN Connection

1. LIBEEE S #im{E A& E ACloudStack Ul
2. EAENBERE, #iENetwork



3. fESelectfi B EEVPC
B AR AIEMVPCERIIERE
4. HEEFBEVMHIVPCIZ T "Configure”
VPC EEGRATA REIEHNER
5. ¥ T"Settings"Bl=
GRARHUTRIE
IP Addresses
Gateways
Site-to-Site VPN
Network ASLs
6. EiZ"Site-to-Site VPN"
& RERSite-to-Site VPNE &
7. € Select View FHIZV:EEE, FEELLEIEVPN Connection
8. ¥ T Create VPN Connection
SEARAIEMVPN Connection¥5E4E

& Create VPN Connection

*WPM Customer :"JuniperJESE[]—SC ﬂ

Fhaeai JumerJz:-:thsc

9. BEAEME - FE, 1ROK
BRAXA, &FETRVPN Connection
GBARELTVPN connectionf9 & A

IP Address

Gateway

State

IPSec Preshared Key
IKE Policy

ESP Policy

13.17.4.4. EF B FIFBRVPN Connection

1. LIEIRE IR # % & ACloudStack Ul
2. EEENBERE, #iENetwork
3. 1ESelectiiERIEVPC
&= A RIBRMVPCERIEARE
4. HEERBEVMHVPCIZ T "Configure"
VPC EEGRATARAIENER
5. & F"Settings "B~
GRARHUTRIEA
IP Addresses
Gateways
Site-to-Site VPN
Network ASLs
6. E1E"Site-to-Site VPN"
& FERSite-to-Site VPNEH
7. & Select View FHI=#2, FEEBE#2 VPN Connection
SRR REILHIVPN connections
8. EF(RMEERBIVPN connection
GBARDetailsiZ%
9. #8#PRVPN connection, & T Delete VPN connection button x

HREFHRLEIVPN connection, ## FDetails 2% 5 # Reset VPN connection i]

13.18. B Inter-VLAN Routing

Inter-VLAN Routing 2 1E#8EE 2 & VLANS B2 I BBARMINEE, LLIhEE S FFIEER E Virtual Private Clouds (VPC), —{Ef&EiH
FIBIIER Sy, [HTREsNIEHStertEMA, RBERRVLANRE LtierslBes EAREE, BRI LURMVLAN G ters, UK VMs AT
DR IEARRMtier £, fliNWeb, Applicationsk Database, 3ELVLANs ZEEE—EREVME BN ERRME L, EaLL
FERVLANBVMS B ATREE, RmMEEARTStierMER, ERSLBELEATESNLSMRERNWERYE, BiHRF
ERE RS =S

LB RIR T XenServer A & VMware#hypenvisors,



TEEMS

BEETUMEB-—HEVLAN, RAFEREEELVLANREEW, SHEVLANZREESERIRS, FIEREBRMVVELE
RPECEIIR = BIEAEVLAN

o

FEECHAIR - BIVLANTRER SR - B2 =

BTEERFEAEREIMMAESHVPC, RREEREN, 7TIEd, BRIRSNVVERBESREIKIVLAN £
BEERFEAEHRTUEISLVPC, FEMERNMERFEE —AVMEBIERE, HEVPCEREHS
BIEE TR L TRERZEE SRV TR -
VPN Gateway : B% &, #RE1 13.17.4.2, “BIE—EVPNREHERVPN”
Public Gateway : VPCHI/ABIRIE, EVPCHEREAREVRNA, AHREEKGREERERE, BFRHF5
HEKERIEAEERE
Private Gateway: B &, R & 13.19.5, “TEVPCHIEPrivate Gateway’.
TEEREAEHTLIEII S Edestinations-gateway 84, B2, RE—EREREER
fian
VLANSs and Public Gateway : i1, EREAREEEIH, LLKXWeb application VMs ERHEE 8RR EE
VLANSs, VPN Gateway, and Public Gateway : 53, HEREXRIEEEIR, LUK Web application VMs ER{BIEHERS &
B, URERNEVMENIEEER
BEER LU REEBIRES Access Control List (ACL) , FOBRVLANBIRE, SHEEEEEE RVLANRBIRRE, EalE
FACIDR, BFIBEE. type code(INRERICMPIRE) K& A/ K 5k EZHRACL

LU TEREET A AMInter-VLAN (2 EEIA :

Mutti-tier Application

Management

IPSec.
———

VLAN 1001 VLAN 1002 VLAN 1008

ci TRIX

HMERIZEM Inter-VLAN, R & 13.19, ¢ EERAAZIH

13.19. R E E R A Ein

13.19.1. AR E#EI A EiG

CloudStack EHFAAZIHE—FERA. BIIMCloudStackiBsy, —EVPCAILIE B CHEEIBRAE, MRAEREEIES.
IR ATE ARG TS, IR T LA AL, B140 : 10.0.0.0/16, EHLIEVPCIHEED EHMIRER, K
Bk, EAILIERIPABEEREELFELEN instance

N, NRVPCHFAAEE10.0.0.0/16, FHEMEEE A LAIEHEEEEE 10.0.1.0/24, 10.0.2.0/24, 10.0.3.0/24..5%

VPCEE
VPCH LU TR #E 4 HERK

VPC : VPCE AL EBIMRNARE, TLUSHERKBFEAMVPCERE

Network Tiers : SEBRFEABINERE, HEECOHWVLANKCIDRE, BTLUELKBER, RI2EHESR, BRE
HVLANZR A El, SEEMRHINICIE A RFE

Virtual Router : [E#RMBREEEES, WEVPCELRNE, EERIRMARTARMME. VPCRIEKNAT instance LE
EERREERE. HNEEER SERBEAFFEHENNICRIP, ERIKHSFFEHRESHNIPIREDNSXDHCPR
%

Public Gateway : & H/ARFE, RMEEMERIIVPCHZRVPCEIMEIEMEIRIIRE., HRVWPC, ERIRERAEEREIARM
i, B2 BRI E I 32 15 E R BR AR

Private Gateway : $ZEIFA ARSI, #FA AMBREEIVPCHEHVPCEIRAABRNAR, TSGR, HREH
#i@Private Gateway’

VPN Gateway : VPNE#REIVPClf

Site-to-Site VPN Connection : IE8EERHVPNEE, EEMVPCEERAH L, RAMEESco-locatonzkEzE. BELE
., HR 8 13.17.4, "% E Site-to-Site VPNEHR”

Customer Gateway : VPNEIRHE Sk, BZERA, #FRH 13.17.4.1, "B REHVPNE - RE"

NAT Instance : IR#GEFRIEAIHEEER] instance, FIRHANFREFIMER. ELEMR, FRE 13.19.9, ‘BFAR/EIE
Static NAT”




VPCHh i8R R 18
LA 2 OB EE AR A0 A ER 04 2 1E -

EHAHERERVPC
BRBERARERVPC
BARKRIARE RIS HEVPNEZERBIVPC
ARARERILEIEVPNEEAVPC

VPCHY #5218
SRR LS IR BIVPCEEE

B /2 B RR S B R B
ZEEVPNRE, RS IEVPNERRERDEER BN
158 F X B R K% VPN R & e 15 FR MRS HEEE R b B R D

VPNEERRE R EIR
BEIMIVPCHI, HERUTEIE:

EIIVPCH, TARRBRIFAIRAE
VPCIERETE R, THERKERZERESE
—gz HIVPCTESR B E A208, BREALUEAmaxaccountvpes B2 BHAIREUE RG], L2 EIRG AIigVPC
RAYE
— Btk BEFTIRM B M TEA B E A3, EALUERvpe.maxnetworks 2 B A sk
BEBREEH—HCIDR, FE{RELCIDRIEIVPCHICIDREIER
BiRERR—EVPC
7S 1R FE R FE R A R — R =
BITVPCH, TR LEHE—ESource NAT IP, Source NAT IPRE7EVPCHRIRIET SEH
ARIPEREERAE—EBEN, MRIPAsourceNAT, RITFEERE StaticNATS B IR#2
instances R @A RIREMFANIPALLE, FERFANATIRIEZEIEVPC LBTH instance, fE instanceAEERIEIEMEERIBIS
REFHMIREENZIVPC, SEVPCHMBIEEE LIRAEc.maxnetworks 28REE, FARA3
BHTERBETZE—EBR
NRIPALIE D ERE—EE K :
LLIPTREERR H thERAEIREEM, fli, WREEERARBMHRB, LURARIPL, (EaLUERIPSKASBAE I EALRE%
A, BFEERRER
LLIPTREEFEStaticNAT, B#ETask@isEER A H thih 2R
VPCHERE A X iR %77 ERVPN

13.19.2. ¥ jnVirtual Private Cloud
BIIVPCH, MRBERMzoneR—HIPAIIE, EEELIClassless Inter-Domain Routing (CIDR)AH&HIRZ 3k

1. LB E R IHR{EAE & ACloudStack Ul
2. EAEMEEIRE, EiENetwork

3. TESelectiR&EEIEVPC

4. T Add VPC, Add VPCEEERERUT :

EfEIP

]
il
{ai

F AddvPC

" Mame:

" Description:

“Zone: |zone1 E|

" Super CIDR for
Guest Metworks:

DMS domain for
Guest Metworks:

Cancel 0K

RELITER :
Name: BB EREIHVPCELTE
Description: VPCHY
Zone : EEEEFEAVPCHzone
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HICIDRZTE Super CIDRE{EAH, CIDREFEMERFC1918

DNS domain for Guest Networks : #1REREE — B4 5l domain&#8, FEIEEDNS suffix, EERMAERE
FrEVPCHRtier, IRENFFAterEBMRE—EDNS domain, INRWEEZERE, MLBEAHESL

13.19.3. TR E#H
TierfEVPCH2EBIIMBIRE, FAX L 2T AEFIH thtiersd, FEAERKMES, Tierm MUZRRIEVLAN LERE 4hiEE
, TieriRt—EE R BEEENVPCA SBHEEE
1. BB E R IHR{EAE & ACloudStack Ul
2. EAENBERE, #iZENetwork
3. 7ESelectREEIEVPC
RS PR RIEMVPCERINERE

N

RinfAEATLUERBCHVPC, MrootlEEEREALE RATEHIRERNVPC

4. WHEELBERNVPCIZ T "Configure”
EHERAAd new tier $EEIEINT :

& Add new tier

“Mame: [NewTier

* Metwork Offering: | DefaultlsolatedNetwarkOfferingFary E

* Gateway: [10.0.01

*Netmask: |255.255.255.0

NPRELEItier, EFFRVPCHER, & TFCreate TieZRHTE
5. BEEFHEALT -
MM BB EER,
Name: {EE I Htierfy 278
Network Offering: 7l H LA T ¥EE% RUBRSBR S : DefaultlsolatedNetworkOfferingForVpcNetworksNoLB,
DefaultlsolatedNetworkOfferingForVpcNetworks
1EVPC, RAEFLB-enabled network offeringF i 31 —Eltier
Gateway: T2 tier ARIRIE, M EREEEEIIVPCRIEER Super CIDREE N, HEREREMAEVPC
A HtierEE&CIDR
Netmask: &#7388tier FA RIS E S
fian, #NRVPCHICIDRZ10.0.0.0/16, MEHtier®ICIDRE10.0.1.0/24, RE#%10.0.1.1, HEE#255.255.255.0
6. ¥OK
7. ##E% Etierfaccess control list

13.19.4. i% %€ Access Control List

1EVPCE#EES A 35 £ £ &ENetwork Access Control List (ACL), I7EVPCEMR. BMRAMEREEEREHEFIHA (ingress) & H
(egress)iE, FERLE, BAMWBRN@MA. BEREEWEREN, RUBBEEIHFMnetwork ACLKITHE, RAEEXE
network ACLARF5EFF BE7E /B #RAIIZNetwork ACL

1. LAEIBRE KR E A& & ACloudStack Ul
2. EEENGERE, EENetwork
3. {ESelectiR & EIEVPC
&5 AT B RIERMVPCERIIEARE
4. ¥ F"Settings"BI'~
BRSHUTRIE
IP Addresses
Gateways
Site-to-Site VPN
Network ACLs
5. 3&1E Network ACLs.
BFE~Network ACLs EE
6. ¥ TFAdd Network ACLs.
BALTEIERIE EWMETR I EBREWSITH
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VIV IV HIYITOD TUISY T IA/ROVUILE CIVNRHYRpP S 5, TLEYITOD 1UITO T /MR veduliauuvll CivnbymP So 59 J 1L

ﬁi{ﬁﬂlﬁﬁiqﬂ%%ﬁﬁ%ﬁEﬁEUIP{ﬁiJJ:, iElCIDRE‘ZCIDRB’Jc;’mma-separatedIisto CIDREZ# AR HERE

IP, Lb#na, 192.168.0.0/22, %7 fRFFFIACIDR, %7 0.0.0.0/0.

Protocol: ZFi% R 2 BB KM IHE, TCPHMUDPREBHAEER BRIKIHEREEH, ICMPRERKA

VEBEEEEA R N IBR B R E R

Start Port, End Port (TCP, UDP only): —E&EE N, BMAREBEMIELSHIRE, MRIFEREK—ER, TME

BN ERAR—8F

Select Tier: ;ZIEEBEHIBILACLIR KB

ICMP Type, ICMP Code(FRICMP) : RS R R Rk HH 45 5RES

Traffic Type: BIZEEREEAMNRERNE
Egress: #ETraffic type FHI =B EEEEgress , R1ERIRAdd, EBIEEW—EREEILLERAEME LW, MR
BHBEgressiRRIKIEE, FIERERBITLUAIFEHVMERIRBS, —BRAUKEE, REBRAKEENRE
R EH A ingressRA AT EREME L, MRE—BRENVVMsFEEEHEER, siTaEHegress#iAl
Ingress: {¢Traffic type TR EEEZIngress, AREIRAd, EEIREW—ERELLLEREES XLV, 0
RiZHIngressHRABIEE, FRIERERBARIELE, RT BegressRAERNHRE

®:s

L, FIAEMRERIE AR TR WEHA, 8 —EACLIEEE A LI

7. #TFAdd, ACLRRIREEHMA
#Network ACLsEE, EZEREZBENER, R%EENetwork ACLIEE, TTUUBIEIIBMACLIRAI

Network Details Network ACL IP Addresses

CIDR Protecol Start Port End Port ICMP Type ICMP Code Traffictype Add rule Actions
TP =) ingress [~] (D

0.0.0.0/0 TCP 1 65535 Ingress N X

0.0.0.0/0 TCP 1 85535 Egress ‘ x

0.0.0.0/0 icMp -1 -1 Egress ‘ x

0.0.0.000 ICKP -1 -1 Ingress. * x

SR LREBACLIR RIBVIREAIMIBRIR A, FEActions FALIZ T E soiRdh

13.19.5. £ VPC#T38 Private Gateway
private gatewayRAEH R BEEHHIE, VPCRABRANICEEMEKRAL - 1MEIR, ER—EENPOTAIFERVLAN

IPRYRE

1. EEE & im{E f#& & ACloudStack Ul

2. EEENEEIRE, EiENetwork

3. 7ESelectiR & :EEVPC
&= AT ERIRMVPCERIIEARR

4. HWHEE K Eload balancing rules#JVPCH#Z F"Configure”
VPC EEERRAARAIZHER

5. ¥ T"Settings"Bl=
BN TEE

IP Addresses
Private Gateways
Site-to-Site VPN
Network ACLs

6. EiZPrivate Gateways.
GRA~Gateways M@
7. ¥&Add new gateway:

E Add new gateway

Please specify the information to add a new gateway to
this VPC.
Physical Network | Physical Network 1 [+]
* VLAN:
“ P Address:
" Gateway:




Netmask:

Cancel 0K

8. Efgu LT :
Physical Network: 1£35 [& i3 {RAIF B SRR
IP Address: £2VPCR&ERaE A IPALIE
Gateway: 2R HEIFBVPCHREE
Netmask: F1VPCR3& R B E =
VLAN:FNVPCR &R FIVLAN
FHRESHIRERES, FMTUEEULSBRRINESERA

13.19.6. BB & VMEI B &

1. LIEBE KR AE & ACloudStack Ul
2. HEZMBERE, #iENetwork
3. 1ESelectii &EEEVPC
& E B RIERMVPCERIIEARE
4. HEEFBEVMHIVPCIZ T "Configure”
VPC BEEERETSATARAIRHER
5. EEFBVWHIER, T Add WM
ERERAAd InstanceZE®E
IkEE R LIERAIE IN— Einstance, BEEM, HFRLEREPMAIDIng Instances ZE

13.19.7. AVPCEVZ —EHMIP

EIRIVE—EIPE, FrEIPAIHEEEAEEIVPC, MAREVPCHNME - #8i. IPRAEport-forwarding, load balancing, %
Static NAT ruletX 2 I EFEE% - k. R, IPERAEEE —EER

1. DEEBE LK infEAEEZ ACloudStack Ul
2. BEZMNBERE, H#iZENetwork
3. TESelectREEEVPC
&5 ARl EMNVPCERIEARE
4. HEBEEBEVMAIVPCIZ T"Configure”
VPC EEGRTA RAIEHNER
5. #& F"Settings"B=
ERETNHUTRIE
IP Addresses
Gateways
Site-to-Site VPN
Network ACLs
6. E#EIP Addresses
FE/RIP AddressEEM
7. # FAcquire New IP, #A7%3% T Yes

BRIPAULRERNER, RIREEIIAGHER. TARIPAILEZ g/ RAlocated, IRAEIRAT LA RIRBIIPER
port forwarding, load balancing, # static NAT rules.

13.19.8. B —EIPAVPC

Pzt 2 AR, MNRMREETIEEEEIP, RAUYIENPEVPCHER, MIPKAT AL, IPAit REEFRAERE (port
forwarding, load balancing, or StaticNAT )& #REVIER T F 8EikEH ., BHEMNIP{HERRE—EVPC

1. IEHE & inE A& & ACloudStack Ul
2. EEEMEERE, EiENetwork
3. 7ESelectREEIEVPC
&5 A RIENVPCERIEARE
4. HEBEHIPHIVPCIZT Configure
VPC EEERRAA RAIZHER
5. #& F"Settings"B=
ERTNHUTRE
IP Addresses
Gateways
Site-to-Site VPN
Network ACLs
6. E#EIP Addresses
FARIP AddressZEmE
7. BEGBERLNIP
8. EDetailstZ%, X TRelease IP j



13.19.9. B R4/ EA Static NAT
static NAT rule B2 — B R RIPEIVMERFAANIP, IARFFERER, EEZEMBIRINAIEYFE PRI static NAT

R port forwarding rules 2RI, RIETEERRLstatic NAT
NRE A HVME S ERERH—ERD, static NAT rules R EHIETAR BRI AEIE 5815

1. LEEBE LK iRfEAEEE ACloudStack Ul
2. EEENESERE, EENetwork
3. 7ESelectREEEVPC
&= B RIERMVPCE RIIEARE
4. HHEER B VMEIVPCIZ T "Configure”
VPC EEERRAA RAIZHER
5. #& F"Settings"B=
SRTHUTEE
IP Addresses
Gateways
Site-to-Site VPN
Network ACLs
6. EIZIP Addresses
FARIP AddressEmH
7. BEMGBEERMIP

) ) -'|“ i -
8. TEDetailsiZ%, % T Static NAT == iZsR & {Kifstatic NATE S IR TS
9. MRIRBIRYstatic NATE B H LA T HE5EHE

Select VM for static NAT

T - | B
Display name Internz| name Zone name State Select
TIVM 24V zonet Running
Cancel Apply

10. EZEBRZRBEW, AREIET Apply

13.19.10. fEVPC#712 Load Balancing Rules
CloudStackH)f# FAE N ERE AR AR T — E L ERHAHFHRBEBRSRVMICTE, FREALRA, BE—#
EEE, RRERRAEIVPCH—EAVWE
1. DEEBE KR infEAEEE ACloudStack Ul
2. EAEMEEIRE, EiENetwork
3. 7ESelectiREEEVPC
&= P A RIRMVPCE RIEAR
4. #HEER Eload balancing rulesJVPCH% F"Configure”
VPC EEGRTA RAIEHNER
5. #& F"Settings"B=
GRARHUTRIE
IP Addresses
Gateways
Site-to-Site VPN
Network ACLs
6. EIZIP Addresses
FARIP AddressZEmH
7. BERREEFIERAMIP, T ConfigurationtZ#
8. 1f Load Balancing 2, % View All
9. ERMBEERRAUMBER

.

EVPC, BFTHRBEEZ—EER

10. BEEREALLT :

Name: load balancer rulef94& 8

Public Port: FE#F = IR

Private Port: VMIERUERIA

Algorithm EZ2{RBECloudStackfERKIEEE, CloudStackZEBU T EMBEE R
Round-robin
Least connections
Source



» Stickiness. (3E78) & Configureifi®{Estickiness policyHiEE %, 52 Sticky Session Policies for Load
Balancer Rules Z=#f

= Add VMs: #2Add Wis, R#E:ZEZMELLESTRENWS, ARERApply
FHRAEHIRERES, RTUEERU LS BRRINLSERA

13.19.11. 7E VPC#73& Port Forwarding Rule

1. LIEBE KR {EAE & ACloudStack Ul
2. EEEMBERE, #iZENetwork
3. f£Selectfi & EEVPC
&5 AT B RIEVPCERIIEARE
4. HIEERBEVMHIVPCIZ T "Configure"
VPC EE G TAARAIENER
5. ¥ T Settings "Bl
SRARHUTRIEA
+ |[P Addresses
= Gateways
» Site-to-Site VPN
» Network ACLs
6. EE—EEFENPHEIE—EHMIP
FARIP Address B
7. BREBMREEHIERAIMIP, LT ConfigurationtZ%
8. 1f Port Forwarding 2, 1% View All
9. ERMBEERRAUNER
10. EfEHALUT :
= Public Port:/ AB{EMIIR G EUTERTI— S RIEFHIP L
= Private Port: FE#HE 5152 LLHBRE BRI port,
= Protocol: 3& 17 E i F T R B8 2
TCP
UDP
+ Add VM: ZAdd WV, ZEERAIZERMNER, RERApply
{RETLABARY ssh sessionsKEIE iR AI

13.19.12. R Tiers

A LAEVPCRERREBMR, WBRHEBRIETELE, EEREMIREE, REBRANNERSWHMIR, FREREEERER(port
forwarding, load balancing and staticNAT) FIRAEEIPAIILE IR, (BIPAIILBERRFE—EVPC

1. LIEEE SRR {E A& & ACloudStack Ul
2. EEAEMNBERE, #EiZENetwork
3. 7ESelecttiEEEVPC
IR E B RIERMVPCERIIEAE
4. WHEELBERKVPCIZ T "Configure"
Configure VPC EE ST, BRECHEEANER
5 &F

o5

10.10.1.0/24

Remove tier

EREMRBHG

13.19.13. {FEE. JTHR(EN A BR Virtual Private Cloud

BERVPCHI, SHRFAABREERZIR

1. LIBEE S #im{E A& & ACloudStack Ul
2. EABMEEIRE, EiENetwork
3. {ESelectii & EZEVPC
IR = AT B RIRMVPCERIIEAE
4. BERBEERMIVPC

5. F8RIRVPN . ## T Remowve VPN connection hutton ®x |



AL EEVPCH A, mEPCRETEd 2 |

To restarta VPC, select the VPC, then click the Restart button. ﬂ i

13.20. FFE W

The network that you can provision without having to deploy any VMs on itis called a persistent network. A persistent
network can be part of a VPC or a non-VPC environment.

When you create other types of network, a network is only a database entry until the first VMis created on that network.
When the first VMis created, a VLAN ID is assigned and the network is provisioned. Also, when the last VM is destroyed,
the VLAN ID is released and the network is no longer available. With the addition of persistent network, you will have the
ability to create a network in CloudStack in which physical devices can be deployed without having to run any VMs.
Additionally, you can deploy physical devices on that network.

One of the advantages of having a persistent network is that you can create a VPC with a tier consisting of only physical
devices. For example, you might create a VVPC for a three-tier application, deploy VMs for Web and Application tier, and
use physical machines for the Database tier. Another use case is thatif you are providing services by using physical
hardware, you can define the network as persistent and therefore even if all its VMs are destroyed the services will not be
discontinued.

13.20.1. Persistent Network Considerations

Persistent network is designed for isolated networks.
All default network offerings are non-persistent.

Anetwork offering cannot be editable because changing it affects the behavior of the existing networks that were
created using this network offering.

When you create a guest network, the network offering that you select defines the network persistence. This in turn
depends on whether persistent network is enabled in the selected network offering.

An existing network can be made persistent by changing its network offering to an offering that has the Persistent
option enabled. While setting this property, even if the network has no running VMs, the network is provisioned.

An existing network can be made non-persistent by changing its network offering to an offering that has the Persistent
option disabled. If the network has no running VMs, during the next network garbage collection run the network is shut
down.

When the last VM on a network is destroyed, the network garbage collector checks if the network offering associated
with the network is persistent, and shuts down the network onlyif itis non-persistent.

13.20.2. Creating a Persistent Guest Network

To create a persistent network, perform the following:

1. Create a network offering with the Persistent option enabled.
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