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1.2. What Can CloudStack Do?

Multiple Hypervisor Support

CloudStack works with a variety of hypervisors, and a single cloud deployment can contain multiple hypervisor
implementations. The current release of CloudStack supports pre-packaged enterprise solutions like Citrix XenServer
and VMware vSphere, as well as KVMor Xen running on Ubuntu or CentOS.

Massively Scalable Infrastructure Management

CloudStack can manage tens of thousands of servers installed in multiple geographically distributed datacenters. The
centralized management server scales linearly, eliminating the need for intermediate cluster-level management servers.
No single component failure can cause cloud-wide outage. Periodic maintenance of the management server can be
performed without affecting the functioning of virtual machines running in the cloud.

Automatic Configuration Management
CloudStack automatically configures each guestvirtual machine’s networking and storage settings.

CloudStack internally manages a pool of virtual appliances to support the cloud itself. These appliances offer services
such as firewalling, routing, DHCP, VPN access, console proxy, storage access, and storage replication. The extensive
use of virtual appliances simplifies the installation, configuration, and ongoing management of a cloud deployment.

Graphical User Interface

CloudStack offers an administrator's Web interface, used for provisioning and managing the cloud, as well as an end-
user's Web interface, used for running VMs and managing VM templates. The Ul can be customized to reflect the desired
service provider or enterprise look and feel.

API and Extensibility

CloudStack provides an API that gives programmatic access to all the management features available in the Ul. The API
is maintained and documented. This APl enables the creation of command line tools and new user interfaces to suit
particular needs. See the Developer’'s Guide and API Reference, both available at Apache CloudStack Guides and
Apache CloudStack AP| Reference respectively.

The CloudStack pluggable allocation architecture allows the creation of new types of allocators for the selection of
storage and Hosts. See the Allocator Implementation Guide
(http://docs .cloudstack.org/CloudStack_Documentation/Allocator_Implementation_Guide).

High Availability

CloudStack has a number of features to increase the availability of the system. The Management Server itself may be
deployed in a multi-node installation where the servers are load balanced. MySQL may be configured to use replication to
provide for a manual failover in the event of database loss. For the hosts, CloudStack supports NIC bonding and the use
of separate networks for storage as well as iSCSI Multipath.

1.3. R EnE

CloudStacktYZE A S MBS : BIEARBREREMREE, EERZKEE—(ECloudStackEmbs, EREBERMHMER
. HEEBERPMUHFERIGERMRES MERARSHESEELER
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Management Hypervisor

Server

Machine 1 Machine 2

Simplified view of a basic deployment

TEREOESHEHARSBEXR LT LEFERSEERMEREEN TR, FSEANFR SPRODUCT,REHERH "Choosing a
Deployment Architecture"8 4y



1.3.1. Management Server Overview

The Management Server is the CloudStack software that manages cloud resources. By interacting with the Management
Server through its Ul or API, you can configure and manage your cloud infrastructure.

The Management Server runs on a dedicated server or VM. It controls allocation of virtual machines to hosts and assigns
storage and IP addresses to the virtual machine instances. The Management Server runs in a Tomcat container and
requires a MySQL database for persistence.

The machine must meet the system requirements described in System Requirements.
The Management Server:

- Provides the web user interface for the administrator and a reference user interface for end users.
- Provides the APIs for CloudStack.

- Manages the assignment of guest VMs to particular hosts.

- Manages the assignment of public and private IP addresses to particular accounts.

» Manages the allocation of storage to guests as virtual disks.

» Manages snapshots, templates, and ISO images, possibly replicating them across data centers.
= Provides a single point of configuration for the cloud.
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2.1. About Regions

To increase reliability of the cloud, you can optionally group resources into multiple geographic regions. Aregion is the
largest available organizational unit within a CloudStack deployment. Aregion is made up of several availability zones,
where each zone is roughly equivalent to a datacenter. Each region is controlled by its own cluster of Management
Servers, running in one of the zones. The zones in a region are typically located in close geographical proximity. Regions
are a useful technique for providing fault tolerance and disaster recovery.

By grouping zones into regions, the cloud can achieve higher availability and scalability. User accounts can span regions,
so that users can deploy VMs in multiple, widely-dispersed regions. Even if one of the regions becomes unavailable, the
services are still available to the end-user through VMs deployed in another region. And by grouping communities of
zones under their own nearby Management Servers, the latency of communications within the cloud is reduced
compared to managing widely-dispersed zones from a single central Management Server.

Usage records can also be consolidated and tracked at the region level, creating reports or invoices for each geographic
region.

Region
Zone
Zone
Pod
Secondary IE‘
Storage -
Cluster
Zone
Primary
— @ -

A region with multiple zones

Regions are visible to the end user. When a user starts a guest VM, the user must select a region for their guest. Users
might also be required to copy their private templates to additional regions to enable creation of guest VMs using their
templates in those regions.

2.2. B = 1

Azone is the second largest organizational unit within a CloudStack deployment. Azone typically corresponds to a single
datacenter, although itis permissible to have multiple zones in a datacenter. The benefit of organizing infrastructure into
zones is to provide physical isolation and redundancy. For example, each zone can have its own power supply and
network uplink, and the zones can be widely separated geographically (though this is not required).
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2.3. @R Pods
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Pod

Cluster
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Storage

A simple pod

2.4. A Clusters
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A simple cluster
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2.5. About Hosts

Ahostis a single computer. Hosts provide the computing resources that run the guest virtual machines. Each host has
hypervisor software installed on itto manage the guest VMs. For example, a Linux KVM-enabled server, a Citrix XenServer
server, and an ESXi server are hosts.

The hostis the smallest organizational unit within a CloudStack deployment. Hosts are contained within clusters,
clusters are contained within pods, and pods are contained within zones.

Hosts in a CloudStack deployment:

Provide the CPU, memory, storage, and networking resources needed to host the virtual machines
Interconnect using a high bandwidth TCP/IP network and connect to the Internet
May reside in multiple data centers across different geographic locations

May have different capacities (different CPU speeds, different amounts of RAM, etc.), although the hosts within a
cluster must all be homogeneous

Additional hosts can be added at anytime to provide more capacity for guest VMs.

CloudStack automatically detects the amount of CPU and memory resources provided by the Hosts.

Hosts are notvisible to the end user. An end user cannot determine which host their guest has been assigned to.
For a host to function in CloudStack, you must do the following:

Install hypervisor software on the host
Assign an IP address to the host
Ensure the hostis connected to the CloudStack Management Server

2.6. About Primary Storage

Primary storage is associated with a cluster, and it stores the disk volumes for all the VMs running on hosts in that
cluster. You can add multiple primary storage servers to a cluster. Atleast one is required. Itis typically located close to
the hosts for increased performance.

CloudsStack is designed to work with all standards-compliantiSCSI and NFS servers that are supported by the underlying
hypervisor, including, for example:

Dell EqualLogic™ for iSCSI
Network Appliances filers for NFS and iSCSI
Scale Computing for NFS

If you intend to use onlylocal disk for your installation, you can skip to Add Secondary Storage.

2.7. About Secondary Storage

Secondary storage is associated with a zone, and it stores the following:

Templates — OS images that can be used to boot VMs and can include additional configuration information, such as
installed applications

ISO images — disc images containing data or bootable media for operating systems
Disk volume snapshots — saved copies of VM data which can be used for data recovery or to create new templates

The items in zone-based NFS secondary storage are available to all hosts in the zone. CloudStack manages the
allocation of guest virtual disks to particular primary storage devices.

To make items in secondary storage available to all hosts throughout the cloud, you can add OpenStack Object Storage
(Swift, swift.openstack.org) in addition to the zone-based NFS secondary storage. When using Swift, you configure Swift
storage for the entire CloudStack, then setup NFS secondary storage for each zone as usual. The NFS storage in each
zone acts as a staging area through which all templates and other secondary storage data pass before being forwarded
to Swift. The Swift storage acts as a cloud-wide resource, making templates and other data available to any zone in the
cloud. There is no hierarchyin the Swift storage, just one Swift container per storage object. Any secondary storage in the
whole cloud can pull a container from Swift at need. Itis not necessary to copy templates and snapshots from one zone
to another, as would be required when using zone NFS alone. Everything is available everywhere.



2.8. About Physical Networks

Part of adding a zone is setting up the physical network. One or (in an advanced zone) more physical networks can be
associated with each zone. The network corresponds to a NIC on the hypervisor host. Each physical network can carry
one or more types of network traffic. The choices of traffic type for each network vary depending on whether you are
creating a zone with basic networking or advanced networking.

Aphysical network is the actual network hardware and wiring in a zone. Azone can have multiple physical networks. An
administrator can:

Add/Remove/Update physical networks in a zone

Configure VLANs on the physical network

Configure a name so the network can be recognized by hypervisors

Configure the service providers (firewalls, load balancers, etc.) available on a physical network

Configure the IP addresses trunked to a physical network

Specify what type of traffic is carried on the physical network, as well as other properties like network speed

2.8.1. Basic Zone Network Traffic Types

When basic networking is used, there can be only one physical network in the zone. That physical network carries the
following traffic types:

Guest. When end users run VMs, they generate guest traffic. The guest VMs communicate with each other over a
network that can be referred to as the guest network. Each pod in a basic zone is a broadcast domain, and therefore
each pod has a different IP range for the guest network. The administrator must configure the IP range for each pod.

Management. When CloudStack's internal resources communicate with each other, they generate management
traffic. This includes communication between hosts, system VMs (VMs used by CloudStack to perform various tasks
in the cloud), and any other component that communicates directly with the CloudStack Management Server. You
must configure the IP range for the system VMs to use.

We strongly recommend the use of separate NICs for management traffic and guest traffic.

Public. Public traffic is generated when VMs in the cloud access the Internet. Publicly accessible IPs must be
allocated for this purpose. End users can use the CloudStack Ul to acquire these IPs to implement NAT between their
guest network and the public network, as described in Acquiring a New IP Address.

Storage. While labeled "storage" this is specifically about secondary storage, and doesn't affect traffic for primary
storage. This includes traffic such as VM templates and snapshots, which is sent between the secondary storage VM
and secondary storage servers. CloudStack uses a separate Network Interface Controller (NIC) named storage NIC
for storage network traffic. Use of a storage NIC that always operates on a high bandwidth network allows fast
template and snapshot copying. You must configure the IP range to use for the storage network.

In a basic network, configuring the physical network is fairly straightforward. In most cases, you only need to configure
one guest network to carry traffic that is generated by guest VMs. If you use a NetScaler load balancer and enable its
elastic IP and elastic load balancing (EIP and ELB) features, you must also configure a network to carry public traffic.
CloudStack takes care of presenting the necessary network configuration steps to you in the Ul when you add a new
zone.

2.8.2. Basic Zone Guest IP Addresses

When basic networking is used, CloudStack will assign IP addresses in the CIDR of the pod to the guests in that pod.
The administrator must add a Direct IP range on the pod for this purpose. These IPs are in the same VLAN as the hosts.

2.8.3. Advanced Zone Network Traffic Types

When advanced networking is used, there can be multiple physical networks in the zone. Each physical network can carry
one or more traffic types, and you need to let CloudStack know which type of network traffic you want each network to
carry. The traffic types in an advanced zone are:

Guest. When end users run VMs, they generate guest traffic. The guest VMs communicate with each other over a
network that can be referred to as the guest network. This network can be isolated or shared. In an isolated guest
network, the administrator needs to reserve VLAN ranges to provide isolation for each CloudStack account's network
(potentially a large number of VLANS). In a shared guest network, all guest VMs share a single network.

Management. When CloudStack’s internal resources communicate with each other, they generate management
traffic. This includes communication between hosts, system VMs (VMs used by CloudStack to perform various tasks
in the cloud), and any other component that communicates directly with the CloudStack Management Server. You
must configure the IP range for the system VMs to use.

Public. Public traffic is generated when VMs in the cloud access the Internet. Publicly accessible IPs must be
allocated for this purpose. End users can use the CloudStack Ul to acquire these IPs to implement NAT between their
guest network and the public network, as described in “Acquiring a New IP Address” in the Administration Guide.

Storage. While labeled "storage" this is specifically about secondary storage, and doesn't affect traffic for primary
storage. This includes traffic such as VM templates and snapshots, which is sent between the secondary storage VM
and secondary storage servers. CloudStack uses a separate Network Interface Controller (NIC) named storage NIC
for storage network traffic. Use of a storage NIC that always operates on a high bandwidth network allows fast
template and snapshot copying. You must configure the IP range to use for the storage network.

These traffic types can each be on a separate physical network, or they can be combined with certain restrictions. When
you use the Add Zone wizard in the Ul to create a new zone, you are guided into making only valid choices.



2.8.4. Advanced Zone Guest IP Addresses

When advanced networking is used, the administrator can create additional networks for use by the guests. These
networks can span the zone and be available to all accounts, or they can be scoped to a single account, in which case
onlythe named account may create guests that attach to these networks. The networks are defined by a VLAN ID, IP
range, and gateway. The administrator may provision thousands of these networks if desired.

2.8.5. Advanced Zone Public IP Addresses

When advanced networking is used, the administrator can create additional networks for use by the guests. These
networks can span the zone and be available to all accounts, or they can be scoped to a single account, in which case
onlythe named account may create guests that attach to these networks. The networks are defined by a VLAN ID, IP
range, and gateway. The administrator may provision thousands of these networks if desired.
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Z= 3. Accounts

3.1. Accounts, Users, and Domains
3.2. {HFALDAP Serverskffi Fi & 33:%

3.2.1. Example LDAP Configuration Commands
3.2.2. Search Base

3.2.3. Query Filter

3.2.4. Search User Bind DN

3.2.5. SSL Keystore Path and Password

3.1. Accounts, Users, and Domains

Accounts

An account typically represents a customer of the service provider or a departmentin a large organization. Multiple users
can existin an account.

Domains

Accounts are grouped by domains. Domains usually contain multiple accounts that have some logical relationship to
each other and a set of delegated administrators with some authority over the domain and its subdomains. For example,
a service provider with several resellers could create a domain for each reseller.

For each account created, the Cloud installation creates three different types of user accounts: root administrator, domain

administrator, and user.

Users
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from users in other accounts. Most installations need not surface the notion of users; they just have one user per
account. The same user cannot belong to multiple accounts.

Username is unique in a domain across accounts in that domain. The same username can existin other domains,
including sub-domains. Domain name can repeat only if the full pathname from root is unique. For example, you can
create root/d1, as well as root/foo/d1, and root/sales/d1.

Administrators are accounts with special privileges in the system. There may be multiple administrators in the system.
Administrators can create or delete other administrators, and change the password for any user in the system.

Domain Administrators

Domain administrators can perform administrative operations for users who belong to that domain. Domain
administrators do not have visibility into physical servers or other domains.

Root Administrator

Root administrators have complete access to the system, including managing templates, service offerings, customer
care administrators, and domains

The resources belong to the account, notindividual users in that account. For example, billing, resource limits, and so on
are maintained by the account, not the users. Auser can operate on any resource in the account provided the user has
privileges for that operation. The privileges are determined by the role.

3.2. [ FHLDAP Server® ff & 2%

IRATLAfE 4 EBLDAP server, &2 Microsoft Active Directory 5ApacheDS, #KE2:& CloudStacki®imfEAZE, REFEMEAM
BB 23 ¥ HBCloudStackik )5 BB FEMILDAPHR = BN W], LLEARTEIE A FE A FELDAP server Biquery syntaxiR s, it H 7L
& & HMCloudStacki Bt Fkwildcard characters, FARLE—RNEIE, KR2EABEmailkE&#. CloudStackgES4
B8 LDAP directorytree, HI¥SER base directoryfith, Z#% D18 ¥ ERERAZdistinguished name (DN) R&i#, WEAK
TISFARREERE

04 CloudStack APl command IdapConfigZREEIILDAP authenticatio, ZHELLTF :

FHAMBIPAIIE, LURLDAP serverERaEFR

Base directory & queryfilter

# 2(EAEKIDN credentials, {#CloudStackBE1ELDAP server LS
INRAFEASSL, FARMSSL keystore & BiE

3.2.1. Example LDAP Configuration Commands

To understand the examples in this section, you need to know the basic concepts behind calling the CloudStack API,
which are explained in the Developer’s Guide.

The following shows an example invocation of IdapConfig with an ApacheDS LDAP server

http://127.0.0.1:8080/client/api?
command=1dapConfig&hostname=127.0.0.1&searchbase=ou%3Dtesting%2Co%3Dproject&queryfilter=%28
%26%28uid%3D%25u%29%29&binddn=cn%3DJohn+Singh%2Cou%3Dtesting%2Co%project&bindpass=secreté&po
rt=10389&ssl=true&truststore=C%3A%2Fcompany%2Finfo%2Ftrusted.ks&truststorepass=secret&respo
nse=json&apiKey=YourAPIKey&signature=YourSignatureHash

The command mustbe URL-encoded. Here is the same example without the URL encoding:

http://127.0.0.1:8080/client/api?command=1dapConfig
&hostname=127.0.0.1

&searchbase=ou=testing, o=project
&queryfilter=(&(%uid=%u))
&binddn=cn=John+Singh, ou=testing, o=project
&bindpass=secret

&port=10389

&ssl=true
&truststore=C:/company/info/trusted.ks
&truststorepass=secret

&response=json
&apiKey=YourAPIKey&signature=YourSignatureHash

The following shows a similar command for Active Directory. Here, the search base is the testing group within a
company, and the users are matched up based on email address.

http://10.147.29.101:8080/client/api?
command=1dapConfig&hostname=10.147.28.250&searchbase=0U%3Dtesting%2CDC%3Dcompany&queryfilte
r=%28%26%28mail%3D%25€%29%29
&binddn=CN%3DAdministrator%2CoU%3Dtesting%2CDC%3Dcompany&bindpass=1111 aaaa&port=389&respon
se=json&apiKey=YourAPIKey&signature=YourSignatureHash

The next few sections explain some of the concepts you will need to know when filling out the IdapConfig parameters.

3.2.2. Search Base

An LDAP queryis relative to a given node of the LDAP directory tree, called the search base. The search base is the
distinguished name (DN) of a level of the directory tree below which all users can be found. The users can be in the
immediate base directory or in some subdirectory. The search base may be equivalent to the organization, group, or
domain name. The syntax for writing a DN varies depending on which LDAP server you are using. Afull discussion of
distinguished names is outside the scope of our documentation. The following table shows some examples of search
bases to find users in the testing department..



LDAP Server Example Search Base DN
ApacheDS ou=testing,0=project
Active Directory OU=testing, DC=company

3.2.3. Query Filter

The queryfilter is used to find a mapped user in the external LDAP server. The queryfilter should uniquely map the
CloudStack user to LDAP user for a meaningful authentication. For more information about queryfilter syntax, consult the
documentation for your LDAP server.

The CloudStack query filter wildcards are:

Query Filter Wildcard Rk

%u User name

%e Email address

%n Firstand lastname

The following examples assume you are using Active Directory, and refer to user attributes from the Active Directory
schema.

If the CloudStack user name is the same as the LDAP user ID:

(uid=%u)

If the CloudStack user name is the LDAP display name:

(displayName=%u)

To find a user by email address:

(mail=%e)

3.2.4. Search User Bind DN

The bind DN is the user on the external LDAP server permitted to search the LDAP directory within the defined search
base. When the DN is returned, the DN and passed password are used to authenticate the CloudStack user with an
LDAP bind. Afull discussion of bind DNs is outside the scope of our documentation. The following table shows some
examples of bind DNs.

LDAP Server Example Bind DN

ApacheDS cn=Administrator,dc=testing,ou=project,ou=org
Active Directory CN=Administrator, OU=testing, DC=company, DC=com

3.2.5. SSL Keystore Path and Password

If the LDAP server requires SSL, you need to enable itin the IdapConfig command by setting the parameters ssl,
truststore, and truststorepass. Before enabling SSL for IdapConfig, you need to get the certificate which the LDAP server
is using and add itto a trusted keystore. You will need to know the path to the keystore and the password.

== 4. User Services Overview

4.1. Service Offerings, Disk Offerings, Network Offerings, and Templates

In addition to the physical and logical infrastructure of your cloud, and the CloudStack software and servers, you also
need a layer of user services so that people can actually make use of the cloud. This means notjusta user Ul, buta set
of options and resources that users can choose from, such as templates for creating virtual machines, disk storage, and
more. If you are running a commercial service, you will be keeping track of what services and resources users are
consuming and charging them for that usage. Even if you do not charge anything for people to use your cloud — say, if the
users are strictly internal to your organization, or just friends who are sharing your cloud — you can still keep track of what
services theyuse and how much of them.

4.1. Service Offerings, Disk Offerings, Network Offerings, and

Templates

Auser creating a new instance can make a variety of choices about its characteristics and capabilities. CloudStack
provides several ways to present users with choices when creating a new instance:

Service Offerings, defined by the CloudStack administrator, provide a choice of CPU speed, number of CPUs, RAM
size, tags on the root disk, and other choices. See Creating a New Compute Offering.

Disk Offerings, defined by the CloudStack administrator, provide a choice of disk size for primary data storage. See
Creating a New Disk Offering.

Network Offerings, defined by the CloudStack administrator, describe the feature set thatis available to end users
from the virtual router or external networking devices on a given guest network. See Network Offerings.

Templates, defined by the CloudStack administrator or by any CloudStack user, are the base OS images that the user
can choose from when creating a new instance. For example, CloudStack includes CentOS as a template. See
Working with Templates.



In addition to these choices that are provided for users, there is another type of service offering which is available only to
the CloudStack root administrator, and is used for configuring virtual infrastructure resources. For more information, see
Upgrading a Virtual Router with System Service Offerings.
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5.1.1. End User's Ul Overview

5.1.2. Root Administrator's Ul Overview
5.1.3. LARoot Administratorf9 &9 & A
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5.2.1. BT X #ESSH KeyiInstance Template
5.2.2. T8 SSH Keypair

5.2.3. ##8Instance

5.2.4. 3 SSH Keypair& A
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CloudStack 124t T EEE LR ERAEMweb-basedINH EEEARKR RREEBATHABEENRENE, FHEN
EXETEITES RARERER, HIM0: IE7. IES. IE9. Firefox 3.5+, Firefox4. Safari 4FSafari 5, MURLZ :

http://<management-server-ip-address>:8080/client

MREHNEERARBERREN BEAREBE SEETRIENRESR, BFRE, EARNEENERE

& A& IR
fER&E IR 2admin

Hi5
TR E A& (root)IRSRH B S Apassword

Domain
MRERroot, LLRMIENER
INRERsub-domains HEF#E 558 AdomainBI5E R R 1R, MR Zroot domainMEAE AIREEMA

B45k#, rootdomainE FTEBHFZMEE, Hl0 : Compl/hr, MEComplE FTHIEREFHBEEDomaintBiIE# A
Compl ; FEComplU/hrETHERZE, #MHE#AComplihr

FLHRREREZANEATTLZE : Loggin In as the Root Administrator

5.1.1. End User's Ul Overview

The CloudStack Ul helps users of cloud infrastructure to view and use their cloud resources, including virtual machines,
templates and ISOs, data volumes and snapshots, guest networks, and IP addresses. If the useris a member or
administrator of one or more CloudStack projects, the Ul can provide a project-oriented view.

5.1.2. Root Administrator's Ul Overview

The CloudStack Ul helps the CloudStack administrator provision, view, and manage the cloud infrastructure, domains,
user accounts, projects, and configuration settings. The firsttime you start the Ul after a fresh Management Server
installation, you can choose to follow a guided tour to provision your cloud infrastructure. On subsequent logins, the
dashboard of the logged-in user appears. The various links in this screen and the navigation bar on the left provide
access to a variety of administrative functions. The root administrator can also use the Ul to perform all the same tasks
that are presentin the end-user’s Ul.

5.1.3. LLRoot Administratorf & 9 & A
EERARBURETEMNETR, EAATLERACIoudStackiIERENHE. HRLNE, ETLRE. SRMSEEHN
1. $TEAMIE AV BIEE 3R 21 B8 LU T HEsL -
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2. MREEINE—RBANWER, FEZLUTHRET
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ERERPTEMTIEER, EHEZELrootadministrator& A, WIRSEA U CloudStackfEIR, HE, ERCLETEEE
B8ZR/#8, root administratora] BUETREREEEE, BIUMIREREIRR. URETRERENRE, FRESE—REE
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http://<management-server-ip-address>:8080/client
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5.2. {8 i SSH Keyi% #

BT ERERBREERE, CloudStackZiE#FASSH keyZ AEif, EAILUEMcreateSSHKeyPair APIRELE

RASESRERESBCHSSH key, MEFAEGTESATRNRS RIEMDFLA, EA—ESSH key pair, EAIE
B ER

5.2.1. 31 1% SSH KeyfInstance Template
B F$ESSH Keyiinstance Template

1. ffMAcloudstacki2#i# template$i&Instance
BEHRARFBinstanceMEHA, =R
2. T #icloudstack scriptii The SSH Key Gen ScriptBI{& & 31 Minstance

wget
http://downloads.sourceforge.net/project/cloudstack/SSH%20Key%20Gen%20Script/cloud-
set-guest-sshkey.in?
r=http%3A%2F%2Fsourceforge.net%2Fprojects%2Fcloudstack%2Ffiles%2FSSH%2520Key%2520Gen%
2520Script%2F&ts=1331225219&use_mirror=iweb

3. BrEEER S etc/initd,
cp cloud-set-guest-sshkey.in /etc/init.d/

4. ML ERIFRET :
chmod +x /etc/init.d/cloud-set-guest-sshkey.in

5. BTIERRMBEFB Tscript :

chkconfig --add cloud-set-guest-sshkey.in

6. {Z1kInstance

5.2.2. #38 SSH Keypair
1R HZBMENY createSSHKeyPair api, & AT LUE A CloudStack Python API 5 curl#§ S 3&FELY cloudstack api

B0, #¢ cloudstack fAIARZ&MEAY "keypair-doc" ZREEIT

_

BREEEEETENEE, NMRERXTRAFRREIFUAP, EHURL/PORTERHE, WEEFHEMAPIKeys

1. AT Feurlies -



curl --globoff "http://localhost:8096/?command=createSSHKeyPair&name=keypair-
doc&account=admin&domainid=5163440e-c44b-42b5-9109-ad75cae8e8a2"

BREBRTMOT :

<?xml version="1.0" encoding="IS0-8859-1"?><createsshkeypairresponse cloud-stack-
version="3.0.0.20120228045507"><keypair><name>keypair-doc</name>
<fingerprint>f6:77:39:d5:5e:77:02:22:6a:d8:7f:ce:ab:cd:b3:56</fingerprint>
<privatekey>----- BEGIN RSA PRIVATE KEY-----
MIICXQIBAAKBQQCSydmnQ67jP61NoXdX3noZjQdrMAWNQZ7y5SrEud4wDxplvhYci
dXYBezVwakDVsU2MLG1l/K+wefwefwefwefwefJyKJaogMKn7BperPD6n1wIDAQAB
A0GAdXaJ7uyZKeRDoyBwAOUMFOKSPbMZCR+UTIHNKS/E®/4U+61hMokmFSHtu
mfDZ1kGGDYhMsdytjDBztljawfawfeawefawfawfawQQDCjEsoRdgkduTy
QpbSGDIa11Jsc+XNDx2fgRinDsSXXI/zJYXTKRhS1/LIPHBwW/brw8vzxh01SOrwm7
VvemkkgpAKEAWSEEW394LYZiEVv395ar9MLRVTVLWp054jC4tsO0xQCBlloocK
lYaocpkOyBqqOUSBawfIiDCuLXSdvB0o1Xz5ICTM19vgVvEp/+kMuECQBzm
nVo8b2Gvyagqt/KEQo8wzH2THghZ1qQ1QRhIeJG2aissEacF6bGB20Z27Igim5L14
4KR70eEToyCLC2k+02UCQQCrniSnwKtDVoVgeK/zbB32Jhw3wWullv5p5zUEcd
KfEEuzcCUIxtJYTahJ1pvlFkQ8anpuxjSEDp8x/18bq3

————— END RSA PRIVATE KEY-----
</privatekey></keypair></createsshkeypairresponse>

2. BERERIERD, BRER:

----- BEGIN RSA PRIVATE KEY-----
MIICXQIBAAKBgQCSydmnQ67jP61NoXdX3noZjQdrMAWNQZ7y5SrEudwDxplvhYci
dXYBezVwakDVsU2MLG1l/K+wefwefwefwefwefJyKJaogMKn7BperPD6n1wIDAQAB
A0GAdXaJ7uyZKeRDoyBwAOUMFOKSPbMZCR+UTIHNKS/E®/4U+61hMokmFSHtu
mfDZ1kGGDYhMsdytjDBztljawfawfeawefawfawfawQQDCjEsoRdgkduTy
QpbSGDIal11Jsc+XNDx2fgRinDsSXXI/zJYXTKRhS1/LIPHBwW/brw8vzxh01SOrwm7
VvemkkgpAKEAWSEeEw394LYZiEVv395ar9MLRVTVLWp054jC4tsO0xQCBlloocK
1YaocpkOyBqqOUSBawfIiDCuLXSdvB0o1Xz5ICTM19vgvEp/+kMUECQBzm
nVo8b2Gvyagqt/KEQo8wzH2THghZ1qQ1QRhIeJG2aissEacF6bGB20Z7Igim5L14
4KR70eEToyCLC2k+02UCQQCrniSnWKtDVoVgeK/zbB32Jhw3wWullv5p5zUEcd
KfEEuzcCUIxtJYTahJ1pvlFkQ8anpuxjSEDp8x/18bq3

----- END RSA PRIVATE KEY-----

5.2.3. #Ti8Instance

EIRETEIFSSH keypairtd s, ENBFERAETES 5.2.1, "B 1ESSH Keyiinstance Template "E31H template B3 —1{&
MR, FRREEMFERD SSH key 18

IR 1T FAGUIFEHTIE K& Instance FTEEHISSH keypair

#Frifinstance Mcurl s SR T :

curl --globoff http://localhost:<port number>/?
command=deployVirtualMachine\&zoneId=1\&serviceOfferingId=18727021-7556-4110-9322-
d625b52e0813\&templateId=e899c18a-cel3-4bbf-98a9-625c5026e0b5\&securitygroupids=ffe3fo2f-
9e3b-48f8-834d-91b822dad40c5\&account=admin\&domainid=1\&keypair=keypair-doc

B ERMtemplate, service offering 1 security group IDs (31154 {& Fs ecurity group)

5.2.4. H SSH KeypairE A
FREREREASIRREIAFSSH keyE 2 BEIMIH

a0, FELinux OSEALT :

ssh -i ~/.ssh/keypair-doc <ip address>

-i BB ERSSHE = (1 FA~/.ssh/keypair-doc A #ssh key

5.25. 5%

HABresetSSHKeyForVirtualMachinesEBAPIE S, FERAERTLERESKESL SSH keypair, IR AEEEHISSH keypaird]
Dtgitts, AETLMERFHKeypairFERRVM, B sEEM#keypair, A%EM resetSSHKeyForVirtualMachine
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6.1. EHEBN
6.2. Configuring Projects

6.2.1. BIL#EE
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6.2.3. X EFLFF Project Creator

6.3. FTIRFTHIEHE



6.4. Adding Members to a Project

6.4.1. EHEER BB
6.4.2 ERMEAENERMEIERE
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STEIEEE, EHLUMAEMARIEED, CloudStack AT LIZIIEF—18, MILEATUBERMAKRSNZET LA, FEX
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6.2. Configuring Projects

Before CloudStack users start using projects, the CloudStack administrator must set up various systems to support
them, including membership invitations, limits on project resources, and controls on who can create projects.

6.2.1. BEITBIEE
CloudStack At EEEE EEMALTRE, T UFEHEMaIlZERECloudStack 1R F B, MEBEEEGHRBE
RIMARKE, FEFBILEEECloudStackHHEEThEE
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5. ERYEN Management Server :

service cloudstack-management restart

6.2.2. Setting Resource Limits for Projects

The CloudStack administrator can set global default limits to control the amount of resources that can be owned by each
projectin the cloud. This serves to prevent uncontrolled usage of resources such as snapshots, IP addresses, and
virtual machine instances. Domain administrators can override these resource limits for individual projects with their
domains, as long as the new limits are below the global defaults set by the CloudStack root administrator. The root
administrator can also setlower resource limits for any projectin the cloud
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max.project.public.ips RAMEFTLREMGEEANARIPAILL, ¥R About
Public IP Addresses

max.project.snapshots RAME LA E Mt EMEAMRINIG, #R
Working with Snapshots

max.project.templates RAMEFLUAEMErEEANER, R Working
with Templates

max.project.uservms RAMEFTLAEMGEEANSHEERKESE, FR
Working With Virtual Machines

max.project.volumes RAMEALMAE MG EFEANERNESE, #R
Working with Volumes

5. EFTRE) Management Server

# service cloudstack-management restart

6.2.3. 5% &£ SL EF Project Creator
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5. EFTEIE) Management Server

# service cloudstack-management restart
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6.4. Adding Members to a Project

New members can be added to a project by the project’'s administrator, the domain administrator of the domain where
the project resides or any parent domain, or the CloudStack root administrator. There are two ways to add members in
CloudStack, but only one way is enabled ata time:

Ifinvitations have been enabled, you can send invitations to new members.
Ifinvitations are not enabled, you can add members directly through the Ul.
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& 7. Steps to Provisioning Your Cloud
Infrastructure

7.1. Overview of Provisioning Steps
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7.2.1. The First Region: The Default Region
7.2.2. Adding a Region

7.2.3. Adding Third and Subsequent Regions
7.2.4. Deleting a Region

7.3. #¥@Zone

731 EREEEE
7.3.2. #EfEZone iR E

7.4. #1@Pod
7.5. #i@—{ECluster

7.5.1. #i&Cluster : KVM = XenServer
7.5.2. INA#S : vSphere

7.6. BINEH

7.6.1. (XenServer 3 KVM)1& 0 E 1
7.6.2. Adding a Host (vSphere)

7.7. ¥¥8Primary Storage

7.7.1. REEK
T2 X EHFEE

7.8 MR EEFLRE

781 REMEFEBERMER
7.8.2. @ REBHEGFERE

7.9. AL KRR

This section tells how to add regions, zones, pods, clusters, hosts, storage, and networks to your cloud. If you are
unfamiliar with these entities, please begin by looking through 2= 2, Zi & #40EH=.

7.1. Overview of Provisioning Steps

After the Management Server is installed and running, you can add the compute resources for itto manage. For an
overview of how a CloudStack cloud infrastructure is organized, see £ 1.3.2, “EinEEZRER N

To provision the cloud infrastructure, or to scale it up atany time, follow these procedures:

. Define regions (optional). See i 7.2, “Adding Regions (optional)”.

. Add a zone to the region. See £ 7.3, “#T#€Zone".

. Add more pods to the zone (optional). See £i 7.4, “4i#&Pod".

. Add more clusters to the pod (optional). See £ 7.5, “#€ —{ECluster”.
. Add more hosts to the cluster (optional). See £fi 7.6, “1@/NE#".

. Add primary storage to the cluster. See &i 7.7, “#i&Primary Storage”.
. Add secondary storage to the zone. See £ 7.8, “¥Ti2 /R B{HFLE".

. Initialize and test the new cloud. See #i 7.9, “#l#a{t &
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When you have finished these steps, you will have a deployment with the following basic structure:

Zone
Management Pod Secondary
Server Storage
Cluster

MysQL
cloud db Primary

Storage

Conceptual view of a basic deployment

7.2. Adding Regions (optional)
Grouping your cloud resources into geographic regions is an optional step when provisioning the cloud. For an overview
of regions, see i 2.1, “About Regions”.




7.2.1. The First Region: The Default Region

If you do not take action to define regions, then all the zones in your cloud will be automatically grouped into a single
default region. This region is assigned the region ID of 1.

You can change the name or URL of the default region by using the APl command updateRegion. For example:

http://<IP_of_Management_Server>:8080/client/api?
command=updateRegion&id=1&name=Northern&endpoint=http://<region_1_IP_address_here>:8080/cli
ent&apiKey=miVr6X7u6bN_sdahOBpjNejPgEsT35eXq-
jB8CG20YI3yaxXcgpyuaIRmFI_EJTVwWZOnUkkJbPmY3y2bciKwFQ&signature=Lxx1DM40AjcXU%2FcaiK8RAPOO1h
U%3D

7.2.2. Adding a Region

Use these steps to add a second region in addition to the default region.

1. Each region has its own CloudStack instance. Therefore, the first step of creating a new region is to install the
Management Server software, on one or more nodes, in the geographic area where you want to set up the new
region. Use the steps in the Installation guide. When you come to the step where you set up the database, use the
additional command-line flag -r <region_id> to seta region ID for the new region. The default region is
automatically assigned a region ID of 1, so your first additional region might be region 2.

cloudstack-setup-databases cloud:<dbpassword>@localhost --deploy-as=root:<password> -
e <encryption_type> -m <management_server_key> -k <database_key> -r <region_id>

2. Bythe end of the installation procedure, the Management Server should have been started. Be sure that the
Management Server installation was successful and complete.

3. Add region 2 to region 1. Use the APl command addRegion. (For information about how to make an APl call, see
the Developer's Guide.)

http://<IP_of_region_1_Management_Server>:8080/client/api?
command=addRegion&id=2&name=Western&endpoint=http://<region_2_IP_address_here>:8080/c
lient&apiKey=miVr6X7u6bN_sdahOBpjNejPgEsT35eXq-
jB8CG20YI3yaxXcgpyuaIRmFI_EJTVwWZOnUkkJIbPmY3y2bciKwFQ&signature=Lxx1DM40AjcXU%2Fcaik8R
APGO1hU%3D

4. Now perform the same command in reverse, adding region 1 to region 2.

http://<IP_of_region_2_Management_Server>:8080/client/api?
command=addRegion&id=1&name=Northern&endpoint=http://<region_1_IP_address_here>:8080/
client&apiKey=miVr6X7u6bN_sdahOBpjNejPgEsT35eXq-
jB8CG20YI3yaxXcgpyuaIRmFI_EJTVwWZOnUkkJbPmY3y2bciKwFQ&signature=Lxx1DM40AjcXU%2FcaikK8R
APQ01hU%3D

5. Copythe account, user, and domain tables from the region 1 database to the region 2 database.

In the following commands, itis assumed that you have set the root password on the database, which is a
CloudStack recommended best practice. Substitute your own MySQL root password.

a. First, run this command to copy the contents of the database:

# mysqldump -u root -p<mysql_password> -h <regionl_db_host> cloud account user
domain > regionil.sql

b. Then run this command to put the data onto the region 2 database:

# mysql -u root -p<mysql_password> -h <region2_db_host> cloud < regionl.sql

6. Remove project accounts. Run these commands on the region 2 database:

mysql> delete from account where type = 5;

7. Setthe default zone as null:

mysql> update account set default_zone_id = null;

8. Restartthe Management Servers in region 2.

7.2.3. Adding Third and Subsequent Regions

To add the third region, and subsequent additional regions, the steps are similar to those for adding the second region.
However, you must repeat certain steps additional times for each additional region:

1. Install CloudStack in each additional region. Set the region ID for each region during the database setup step.

cloudstack-setup-databases cloud:<dbpassword>@localhost --deploy-as=root:<password> -
e <encryption_type> -m <management_server_key> -k <database_key> -r <region_id>

2. Once the Management Server is running, add your new region to all existing regions by repeatedly calling the API
command addRegion. For example, if you were adding region 3:

http://<IP_of_region_1_Management_Server>:8080/client/api?
command=addRegion&id=3&name=Eastern&endpoint=http://<region_3_IP_address_here>:8080/c
lient&apiKey=miVr6X7u6bN_sdahOBpjNejPgEsT35eXq-
jB8CG20YI3yaxXcgpyuaIRmFI_EJTVwWZOnUkkJIbPmY3y2bciKwFQ&signature=Lxx1DM40AjcXU%2Fcaik8R
APOO1hU%3D

http://<IP_of_region_2_Management_Server>:8080/client/api?
command=addRegion&id=3&name=Eastern&endpoint=http://<region_3_IP_address_here>:8080/c
lient&apiKey=miVr6X7u6bN_sdahOBpjNejPgEsT35eXq-
iB8CG20YI3yaxXcapyuaIRmFI_EJTVwWZOnUkkJIbPmY3y2bciKwFQ&signature=Lxx1DM40AjcXU%2Fcaik8R



APOO1hU%3D

3. Repeatthe procedure in reverse to add all existing regions to the new region. For example, for the third region,
add the other two existing regions:

http://<IP_of_region_3_Management_Server>:8080/client/api?
command=addRegion&id=1&name=Northern&endpoint=http://<region_1_IP_address_here>:8080/
client&apiKey=miVr6X7u6bN_sdahOBpjNejPgEsT35eXq-
jB8CG20YI3yaxXcgpyuaIRmFI_EJTVwZOnUkkJbPmY3y2bciKwFQ&signature=Lxx1DM40AjcXU%2Fcaik8R
APOO1hU%3D

http://<IP_of_region_3_Management_Server>:8080/client/api?
command=addRegion&id=2&name=Western&endpoint=http://<region_2_IP_address_here>:8080/c
lient&apiKey=miVr6X7u6bN_sdahOBpjNejPgEsT35eXq-
jB8CG20YI3yaxXcgpyuaIRmFI_EJTVwWZOnUkkJbPmY3y2bciKwFQ&signature=Lxx1DM40AjcXU%2Fcaik8R
APO01hU%3D

4. Copythe account, user, and domain tables from any existing region's database to the new region's database.

In the following commands, itis assumed that you have set the root password on the database, which is a
CloudStack recommended best practice. Substitute your own MySQL root password.

a. First, run this command to copy the contents of the database:
# mysqldump -u root -p<mysql_password> -h <regionl_db_host> cloud account user
domain > regionil.sql

b. Then run this command to put the data onto the new region's database. For example, for region 3:

# mysql -u root -p<mysql_password> -h <region3_db_host> cloud < regioni.sql

5. Remove project accounts. Run these commands on the region 2 database:

mysql> delete from account where type = 5;

6. Setthe default zone as null:

mysql> update account set default_zone_id = null;

7. Restartthe Management Servers in the new region.

7.2.4. Deleting a Region

To delete a region, use the APl command removeRegion. Repeat the call to remove the region from all other regions. For
example, to remove the 3rd region in a three-region cloud:

http://<IP_of_region_1_Management_Server>:8080/client/api?
command=removeRegion&id=3&apiKey=miVr6X7u6bN_sdahOBpjNejPgEsT35eXq-
jB8CG20YI3yaxXcgpyuaIRmFI_EJTVwWZOnUkkJIbPmY3y2bciKwFQ&signature=Lxx1DM40AjcXU%2FcaiK8RAPOO1h
U%3D

http://<IP_of_region_2_Management_Server>:8080/client/api?
command=removeRegion&id=3&apiKey=miVr6X7u6bN_sdahOBpjNejPgEsT35eXq-
jB8CG20YI3yaxXcgpyuaIRmFI_EJTVwWZOnUkkJIbPmY3y2bciKwFQ&signature=Lxx1DM40AjcXU%2FcaiK8RAPOO1h
U%3D
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Cluster name. : I ABENLIE, ETUHEIGEZE—ERE CloudStack ERMIXE,
EHBIEESD, CloudStackS SEHTIRHTA T HAAE, AL %BEREE N, BIR M/, R AboutHosts

{_



11.

_

B INBREEE EHMIACloudStackhs, FTE EHIVVERTRRER BTIRE

R E X HAT, TR ARKBREEERE, TEEMEMERAZIECIoudStack, REEIMLRMARE, HRE
Lo SR, R

Citrix XenServer& £ k& &

VMware vSphere &£ B384 &

KVMvSphere & R &
AT RERES —EEH, AEikNext

Host Name. : EH#BIDNSHEIEKIPAILE

Username. : @& %root

Password. : L Eff A MBRES(HEER XenServer 3 KVMZZ£%)

Host Tags (E#14) : EMERARIFEERITE, Hl, NREBEEHEMAF high availability THEERIVM,

I E LR E R IRHAR B (hatag ISR EMALERTE), EL &, 5 RHAEnabled Virtual Machines & HA for Hosts
TEHMBESD, CloudStackEEHIE—EEXEMEFRBHRE, TAUZERBTRN, HRIERERBENEN, HR
About Primary Storage
MALTREEE —BEEHETESB, REKRNext:

Name.F#EFEENER

Protocol. Protocol. M XenServers&z, EALURIENFS, iSCSI. =2 PreSetup. MKVMBH, EALURIENFS,
SharedMountPoint, CLVM, XRBD, vSpheref&rILLEZEVMFS (iISCSIs FiberChannel)siNFS, HthRITHIRAL
BURRIRHEE

7.3.2. ¥R Zonesk &

1

w

(4]

o ~

©

. BIEADd ZonefE T EiBAdvancedt®, 1RNext, EEHAMLUITHE, A%RNext
Name. : zone &%
:)NS 1and2.: SHEVMERAMDNSERRE:, FTHAREREFR, B2EREH8, NRIPAIUARREELDNS
AR 2%
Internal DNS 1 and Internal DNS 2. : Z#VM{E FEAIDNSARSS( CloudStack{EFRKIVM, FE2EHRKHSS. T#F
ERERREFEFEEW), ELONSTRHEEREMBNEER, AIPAIL YA BRIRE AN EBDNSHERES
Network Domain. : (GE#ZM)INREEERIRIVMEILRHE, 5518EDNS suffix
Guest CIDR. : fE5/ & RSB #RIPAINEAICIDR, $18110.1.1.0/24, EHRELETENzoneXEFRFMCIDR, &
IR EVPNEELLE S 5
Hypervisor.(3.0.Lik#%8)EEFE—EREEREEE, BREATUENTREBENES
Public. : FIEHEAEHEANARE, FAHEEREAREMS, RELBRNNERETEEIFEW
CBERENE
MRAREE. K. SER#FRE ELEA, RBETRETRI, HEBRE 2.8.3, “Advanced Zone Network
Traffic Types”, WEEEE—EPREKHRTE, NREELERER, GFEMAES, WHREMESgreyed-out
HHERR A S R E). TUUBESTREERE S —EEE, fl, FERTEHHRETEERL, EFFENEE, BT
EfBHER, EthalEEERan
. (BOLRAR)EEEEAEER L TETREB LNEERERR, SLZRVATSEIBRESSE IHERNIZ
%, EREEREEEL, EEEEE, TULEAZER, A%ROK
EUEZEHREAEEERENBREEETESE, HRAMMEERESS, ERITLUEEHETRERE
. ¥ENext
. ANRBBERTEIPER, MALUTHE, REBBAID, ETUSELSRIISNSEGERE, HREk, FHiENext
Gateway. : IP{Lht{E FARIRSE
Netmask: F1VPC & RRE I IP Az i
VLAN. : ##%FAEARRENVLAN
Start IP/IEnd IP. : — #1787 P 4B B ZERANIP, W& BRFIURE R
. FEFHRIEH, CloudStack® LHIEHHIpodfafE, MR LIZERERIZN. BIMRpodfEif, & RE 2.3, “FRPods”
B ALURRERESE —fBpod, AfEiENext
Pod Name. : pod&#8
Reserved system gateway. : pod ) EH#REE
Reserved system netmask. : E&pod FHEEEHIHEEprefix, ERACIDREXTAE
Start/End Reserved System IP. : Managementifi&EIPEEE ; AR EiGsystem VMs : tlsecondary
storage vm, console proxyvm=2DHCPZ F, FIRIPEEREZMWEN, FSM & 2.8.6, RiEIREIPAIIL".
. EEEEERERIEE—(EVLAN IDEERBHRFETEEEFRVLAN Alocation Example), A& iENext
. E#Hpod, CloudStack@ f#T8—EHEMRE, EALIZEHBTIEN, HREENEN, HRE 24, FR
Clusters”
MALITREEEE—EHEE, RiEiENext :
Hypervisor.(f£3.0.0h A ; 3.0.1hRAAME)RIE—EBRESARERTE TRER, MREEREWware,
HIRFEA MM, WATLIE AvSphere BEME A, HRvSphere(@fiRes, BETEECenterBII BETH,
R EENELEMNTICloudStack, R Add Cluster: vSphere
Cluster name. : BIARENEHE, EFTUREIGERZE—ERM CloudStack ERMXE.
. TEFTHIEREE D, CloudStack@ ST EMAE, EALIZHBERIEM, RNEMEN, F#RE1 2.5, “About Hosts”

N

EIREBCloudStackss, FIABREEE THIVMEBTRERITIRGE

g

TR T FHET. A BLEBNEEEHE. KEBMEMERATECIondStack . REFRLLEHNLT. HWHMRIE



LR, R
CloudStackMCitrix XenServerZ& &
VMware vSphere 2 4£ B 5% &
KVMZ S ELE% TE
MALUTRERE S —EEHE, AEIENext
Host Name. : FH#HIDNSEZIEEKIPALLE
Username. : &% %&root
Password. : ¥3L_EFRAENBIBIEEMN XenServer 5 KVMZEE)
Host Tags GEIEM) : (EAEARDFEEHINER, B, WREBEEHEMEAE high availability'THEEHIVM,
IRAT AR E BIRHAZ Hi(ha tag BEIHER EMALRE), BELEM, #FRHAEnabled Virtual Machines &HA for
Hosts, #BTEAdministration Guider
10. TEFHFER, CloudStackBEFB—EEEMERBHRE, TAUCEZBETEMN HREEREFEENGEN, &
B 2.6, “About Primary Storage”
BMALTREEE—BEEFEFRE, REENext:
Name.F#FREN LR

Protocol. Protocol. IAXenServers&i#t, EalLLRIENFS, iSCSI X2 PreSetup. IKVMER:E, EATLURIENFS,
SharedMountPoint, CLVM, XRBD, vSpheref&rILLEZEVMFS (iISCSIsk FiberChannel)siNFS, Hth Rl T HIMR AL
BURAIRHYEE

NFS Server. : EFEEMIPAIILKDNSZHE

Path. : #{71AR23EE H HIBR S

Tags (optional). FFRENFEERI R, E

TEIEHTEHEARTS, YV EARRASHNERNRTE
#EEZonedhMicluster, REFEHEEBIER, ¥
BA—E—t, B, fRcluster AR FEFEEFLEE,
HERHETIFT2, HfthZoneNMclusterts /EIR4E4E
FEETINT2NEEFEGFRE

iSCSI Server. : FAFEEBENIPAIIEHDNSEHE

Target IQN. : BZMIQN, 141, ign.1986-

03.com.sun:02:01ec9bb549-1271378984

Lun. : LUN®ZF, flm, 3

Tags (optional). fAFEBMIZEZHIRE, &

EEEIRRTS, VERRENESMRTE
t#&EZonehMcluster, REFEHGFEBENER, &
A—E—, B, fRcluster AR T EFEFLEE,
HEZETIMT2, HthZoneNMiclustertt b BIRAEE
FERTINT2NEE#EFRE

preSetup Server. : FEFEBEHIPAINDNSEHE
SR Name-Label. : 8 A E#E1E CloudStack#+ e E
FHISRATBZR

Tags (optional). f#FEBNIZEEZHEIRE, &
EERERRTY, VERRENESMRTE
& ZonehMcluster, FRIEFEHFRENER, ¥
A—E—, B, wRcluster MR T BRHEEE,
AEZEETIFT2, HfttZoneNMclusterth /EIRHEHE
FZBETINT2NEEHFEE

SharedMountPoint Path. : B8 T HEBFEREFEENRRE, fla
"Imnt/primary"
Tags (optional). f#FEBMZERZHEIRE, E
EEERRYE, VEARREXNESMRTE
#®EEZonedhMcluster, FREFBHGFRBEIER, ¥
A—E—, f, tRcluster NEHTBREES,
HEZETINT2, HihZoneMiclusterth b BIR4E4E
FIEETIMNT2NEEMEFRE

VMFS Server. : VCenter serverfIPfiLiit 5K DNS &%

Path. : ERENZBMEBNES. BXA"T

datacenter name "/" datastore name, 140

, "Icloud.dc.VM/clusterldatastore"

Tags (optional). FFEBNZEEZHRIREK, &

EEAEIRRTS, VERREFNESMERTE
t#&EEZoneRMcluster, REFERFRENER, &
A—E—1%&, B, fRcluster AR T EHEFLEE,
HEREETIIT2, HfthZoneNMclusterts i/EIRHE4E
FEETINT2NEEFEFRE

11. 7EHMEEH, CloudStack&EFIEHEVREMFRERE, TR UZKMEREN, MRRE#ERERN, #R
81 2.7, “About Secondary Storage”

EREALLRER, EEEEIINFS sharestREZFHTHICloudStack System VM EMREFRBHFESR, R
Adding Secondary Storage :

NFS Server. The IP address of the server or fully qualified domain name of the server.
Path. : #£{RAR2FEE H HIERIE
12. Bh#ELaunch.

7.4. ¥ 18Pod
S8 7T —{Ef#zone, CloudStackFFHEAEFIE T —fEpod, HHEARZEBITHIE,



1. &A CloudStack Ul. 552 : 8 5.1, “BEAERENE"

2. REfAIMnavigationizélidh, REiBInfrastructure, RAEHIZonesHIHIE TEEView More, EEFHEZENFTI®podHy
zone,

3. B5&Compute and Storages B, 7Epod&iBEHIE + BhE View All
4. $5#Add pod
5. REEREPHMALUTER.

Name. Itpodz &8,

Gateway. HostiR Itk pod B#ERE &,

Netmask. AR X Epod I F#EE, HEACIDRERAE.

Start/End Reserved System IP. Managementi@&0IPEEE ; #FR S EfAsystem W : fllsecondary storage
vm. console proxyvm=kZDHCPZ F, BRIPEEESMWENR, FSH RRRBIPES

6. FEOK

7.5. #7138 — {& Cluster
REZEEMCloudStackE#, HAMREMIEclustery, FRLMEFTIEEMZ AT, RBBABEZEDE—{Ecluster

7.5.1. T8 Cluster : KVM =k XenServer
L RERZE R LEBREEEREZ ACloudStackfERAENE

. IRZAEEWnavigationFl R B Infrastructure, & Eh#Ezonell#EView More, RE&IEFTIEcluster,
. EhECompute N E

. TEEHMIClusters node, B4E View All

. BhEFTIACluster

REBRREEEER

BIZEHEclusterfpod

. MAERENATE, ETUHEHEZE— @R CloudStack ERKXF,

#OK

©® N UAWN P

7.5.2. INAZE S : vSphere

#EHESvCenterRCloudStack B2, AILASEMvSphere EMEIE, CloudStackHEFTA EMERNATE CloudStack# s
h, BRBEATHERGE—EIH. BATES, TUNAREERERERA—EESEIH, LERBETLUREIve
migration=EIhaE, FETEKIR NFS or iSCSIND Z{#E

1A vSpheref@liRES, EEFEEIFMMAVCenterERE, WEITEEHEEEICIoudStack, KEBUTEXK :

vSphere R T EiBE8 A 1
FeECloudStack I AR, HBIREEE EHEEH EMVMIIT

fnAvSpherez 4% E|CloudStack :
1. WRIBIEERE EMEVCenterEE

() WIN-OMUOCMSFUBT - vSphere Client

File Edt View Igventory Administration Plugdns Help

ﬁ U £y Home b g8 Inventory b [l Hosts and Clusters

& e ®
B [ WIN-OMUGCMSFUB? 192.168.160.25 VMware ESXi, 4.1.0, 260247 | Evaluation (38 days remai
= By doud.dcvM e -
L:l il cloud.cluster.2.2.1 i Summary - Virtual Machines ' Performance . Configuration

@ Ey test What is a Host?

A host is a computer that uses virtualization software, such
as ESX or ESXI, to run virtual machines. Hosts provide the
CPU and memory resources that virtual machines use and
give virtual machines access to storage and network
connectivity

Basic Tasks

& Deploy from VA Marketplace

5t Create a new virtual machine

. BAERENE

. A& EWnavigationd &R BhEInfrastructure, & EhFEzonellEEView More, REILEFTIcluster,

. BRE ComputeiRH, 7 PodsiE#EView All, BEEEMAZEEHpod

. 1% View Clusters

. BhEFTIACluster

. TEHypenisor, Z#EVMware

C EHEEERELUTER, UTHAEHR vCenter¥iEHE
Cluster Name : 8i AZR5&%8, flaN"cloud.cluster.2.2.1"
vCenter Host : vCenter{al iR 23 i E 4 A 1B IPALiE

0o N O U~ WN



vCenter Username : CloudStackiE#EvCenterfIfEFAE &, WEAELVRAATEES
vCenter Password : A & & 515
vCenter Datacenter : 8 AZREAIFAH vCenter& RLEE, B0 "cloud.dc.vM"

% Add Cluster

Jone

Hypenasar

Pad

Cluster Name
vCenter Host
vCenter Username
vCenter Password

vCenter
Datacenter

Mexus dvSwitch IP
Address

Hexus dvSwitch
Usemame

Mews dvSwitch
Password

20ME-NEXUS-ADV [=]
Vitware 3

POD-1 2|

doc-cluster

nosi-Cs-veenier

Admin

doc-datacenter

10.10.105.10

dv-admin

........

oo

ERF—RIEE, CRERBMTIERENET

7.6. 38 1N 3 B

1. 7EAS EHMA CloudStackfiRERT, MM BERRIEBREES, WMLkCloudStack AEEIRIEIT RIS
CloudStackZ 25 miRtIER, B2 M Installation GuidefI— L EHRENS — L&A, WXIEMIRA, BEANSR

== =
[=]

FEHREEBTERIE CloudStackBRERES R, HBRIEBMR

2. I, FEMABREESEEHEICIloudStack, FRAMRATECRRIEIBRESHE
#7.6.1, “(XenServer 2 KVM)12 034"

&1 7.6.2, “Adding a Host (vSphere)”

7.6.1. (XenServer % KVM)I& iin 3 #
XenServer & KVME AT LA BERF INEIEE 5

7.6.1.1. XenServer & KVMEHF K

=]

FEECloudStack il AR, BiRkEEE EHEREEEMVMENT

BESESEVABHERNBRESE /K
1 XenServer, FENRERESA EH
HIRKW, BTREBBI6AEH

FEEEE K, F¥RCloudStack Installation GuideFIZREEER 49>

7.6.1.1.1. XenServerE # A FK
NRPHRBHEEEMER, SEREVEEFERERREMER—RNER

HRFERANER, BITUTES, LEREEIMMAXenServerBEEEEH

# xe pool-join master-address=[master IP] master-username=root master-password=[your

password]

ERSIRM LIERE, B

BEEDEHRE—IFR, BATEXHRAERS S HTRENTER



BT THERINAXenServerf%, #1T cloud-setup-bondi2=x, WX ETRRELRIARE THNRKE
1. Copythe script from the Management Server in /usr/share/cloudstack-

common/scripts/ivm/hypervisor/xenserver/cloud-setup-bonding.sh to the master host and ensure itis executable.

2. PiTREsES

# ./cloud-setup-bonding.sh

7.6.1.1.2. KUMEHEEN T K

MR shared mountpointfAF IEEE A, SEENAREHEHEREMIHERMMountpoints (FBHFEFEE)
RES TR EMAERNERREGHE. FAARARMER)

INRITIEME A OpenVswitchiB 8 #REEagent properties %, WAEMA EH#FICloudStacksis% E1#
fiinetwork.bridge. type Z&openvswitch

7.6.1.2. N XenServer 3 KVME #

RBARKERESERBIEHE, MREBMEMERAZIECIoudStack, KREAFRE, EZHICloudStack
Installation GuideRO&R % E &

Bladministrator& 43 & ACloudStack Ul
REZEMnavigationFlR P ERInfrastructure, EHIhRzone i EIEView More, REEBREEHIE F#MIzone,
ZhEComputeiZ#, 7ECIlustersEiBLELEView All
LB T MRS
& View Hosts
# Add Host
RIFLITER :
Host Name : DNS& &Pzt
Username : &% Aroot
Password : iE2FAEE LHEOGRNER, KEEH XenServer Z8),
Host Tags (BIEM) : EMEARSEEIHAEE, i, NREBEIREMFAAE high availabilityTHEERIVM, &E®T
LR EEImHAE i (hatag IS EMMERE), BEEEHR, #RHAEnabled Virtual Machines &xHA for Hosts
S EBNE, cHeEBBERNEERENET
MEHMER, EEUESR

7.6.2. Adding a Host (vSphere)

For vSphere servers, we recommend creating the cluster of hosts in vCenter and then adding the entire cluster to
CloudStack. See Add Cluster: vSphere.

7.7. 138 Primary Storage

7.7.1. RBEF K
fE—*#underlying hypervisorz iR —1Z#EiSCI BXNFS server
FHERARBV AR NEFHENEES, FEAHPERADLETSFRER
RNBEIURRIEHER

EBRTEXEMFEBR, FKRBLITRE :
EEHEME clusterz /i, BAEFBIEMEFER

MREBEBRRBDEZFE/HERE, TLFAREERKESHMsystem.vm local.storage.required#true, &HRIEIAFRE
REIv™m

7.72. X ERERE
BEIRETIR T —(Ezone, BREPEREMAE—Eprimary storage, EAILIBER#TI@primary storage A ARESHE A IRHY
CloudStack, #I%0 : S8 T —Eclustersi 2 E 8 T SF 2 MRR S EA — B EEEMcluster,

FEARRSREZEEMERD, FE—ERIRARE CloudStack S EMRFIAFENER,

gk

==
[=]

. A CloudStack Ul (B2 : i 5.1, “BAERAENE")
. IRAEWInavigationFl &R BhEInfrastructure, & IiZEzonell:#iEView More, & IEFTIEprimary storage.
. Bh®EComputen B
. RBIRFP#Primary storage £i25 255& View All
. BHZEAd Primary Storage
. REEERED, MALUTENR, FENEAERENprotocol BRI,
Pod. fFEBNE
Cluster. f#fFE&EMcluster
Name.EFEEBENEIE

o A WN P



Protocol. Protocol. M XenServers&:, EALURIENFS, iSCSI. 52 PreSetup. MKVMBR:R, EALURENFS
or SharedMountPoint, vSpheref&® LLEHEVMFS (ISCSIZk FiberChannel)siNFS

Server (for NFS, iSCSI, or PreSetup).# 72 B IP{ 1t iDNSZ T8
Server (for VMFS). vCenter serverfJIP{iz it iDNS & #8
Path (for NFS). 7ENFS A 9 {a) AR 2586 H &8

Path (for VMFS). ffvSphered, RERENLBMEBHNES, X A" datacenter name "/" datastore
name, 30, "/cloud.dc.VM/clusterldatastore"

Path (for SharedMountPoint). B2 5 &E —{EhostFr# #HiMprimary storage B&&, #l0 : "/mntprimary

SR Name-Label (for PreSetup). #i ASRE#E1E CloudStack#}5% E 7Y

Target IQN (for iSCSI). £iSCSI, ER2BZMIQN, I, ign.1986-03.com.sun:02:01ec9bb549-1271378984

Lun # (for iSCSI). 7EiISCSI, S2LUNEZ, #im, 3

Tags (optional). fFHBHIZEERIIRR, SELNEERYE, VEARRAEHXESNRE
#®EZonedhMcluster, REEZEMTFRENES, WE—E—H 0, MRcluster NEHEEREER, HWEEH
T1#1T2, EftizoneNMiclustertB M EREAERIBEETINT2HN I EHFRE

7. ¥0K

78. MBREHTRE

78.1. REMEEERKESR K

NFSfAfEEEE T EsKLinux NFS server

(3#$2M)OpenStack Object Storage (Swift)(5¥ R http:/swift.openstack.org)
100GBR/NEE

REEFRE VAR VMER—E A
BEREFEFRRSEVRE A RSN EHE T F

782. T8 REMEEEE
BEFRT —EES, BRESMAS—EISHEEE, CUUMETREHEARSNOEMNES

FEARARSRZZEEMEN, 8 —ERRSRE CloudStack i EMRFIAFENER,

H
[=]

I

1. INREERERASWItTF RTHRERHFERE, TURAEMARNDLRGEREHEFRRSER, STESwitfEFEEMA
CloudStack , #5173, "#ii8Zone”

2. BEEALRETEFARSEN, BEIREENFS share RERE &R EFHF{RRSE, See Preparing NFS Shares in
the Installation Guide.

3. MEMCHESEARSRER, #E7T RHVWIiESESee Prepare the System VM Template in the Installation Guide.

4. %{E%ﬁﬁﬁﬁ%ﬁﬁ@ﬁ%ﬁﬁﬁHE%%E@Z’%{EE&%T, # N ACloudStack, REfEFRBRE G BIEM—EIRHD
T, HRHE

7.9. M6 B

EFREREHREGS T, CloudStackERIAMALL, TRESTEI00 L EMBERIEIT, ERURRIEMMBIREE, EMRIER
58K, CloudStack Ul & HiRadministrator's Dashboard

1. BRRREELEHEIT, ELENBBERE, RIZ Templates, EECentOS 5.5 (64bit) no Gui (KVM) template, HER
#RRE&"Download Complete.", &, HKEELRER, TER]TT—F
2. El Instancesi®E#, EFAMy Instancesi#ig
3. EZEAdd Instance REFE B R
a. BEEBEIMARzone
b. TEtemplate selectionBEEEVMAEMAK template, MRBREARLE, EZREHCentOS template
c. EE—{Esenice offering, FEEE T AIFHERER BT EZEMsenice offering
d. EERIERRFEF, BB —EENER. SEE_ESETLURSEER, ER2HEN, Fi,
XenServerfLinux, EFEIMEE, EEEHEEER /devixvdb, INIRIEHPV-enabled OS kernel, BREEEFLA
e. L, FERFEATEMEES ; THAR, EREF—ERE
L A LGRIBHERRIENVME T R EHE,
g. BifLaunch VM, BHIVMIEEFTRLRNE), SREEE THEE, BSTLE Instances BEREIRER
[

—

4. B5% View Console & fERVM,
BFEERAVMHER, SERHFMARE. E. Fik. MREZEVM, ¥R Administrator's Guide R BIWorking With
Virtual Machines

#HE | IBEM CloudStackZ g

NREREIRMEBEE, BILFIEELSEH, TEFHEFERE. zone. podKcluster



= 8. IRFBFIRMH

8.1. Compute and Disk Service Offerings

8.1.1. BSHHIRT B ARTS
8.1.2. #TIBTERRARTS
8.1.3. Modifying or Deleting a Service Offering

8.2. RiARTS
8.2.1. BILHTAYRIGARTS
8.3. Network Throttling
8.4. BB RIRVMBI TR R AR S
EEES, HMERARFE. BRRERRE. BBRRSRESTHOAEREBRNERRE

i

8.1. Compute and Disk Service Offerings

Aservice offering is a set of virtual hardware features such as CPU core count and speed, memory, and disk size. The
CloudStack administrator can set up various offerings, and then end users choose from the available offerings when they
create a new VM. Aservice offering includes the following elements:

CPU, memory, and network resource guarantees
How resources are metered

How the resource usage is charged

How often the charges are generated

For example, one service offering might allow users to create a virtual machine instance thatis equivalentto a 1 GHz
Intel® Core™ 2 CPU, with 1 GB memory at $0.20/hour, with network traffic metered at $0.10/GB. Based on the user's
selected offering, CloudStack emits usage records that can be integrated with billing systems. CloudStack separates
service offerings into compute offerings and disk offerings. The computing service offering specifies:

Guest CPU

Guest RAM

Guest Networking type (virtual or direct)
Tags on the root disk

The disk offering specifies:

Disk size (optional). An offering without a disk size will allow users to pick their own
Tags on the data disk

8.1.1. BN H MG B IR
REFIRERS :

. UEEEESE ACloudStackERAENE
. EAEMEERE, E#ESenice Offerings
. 1ESelect Offering#, E# Compute Offering
. ¥ TFAdd Compute Offering
. TEHEEIED, BEUT
Name : [RFHIETE
Description : {£ & o] B Ak
Storage type : L RNHR, FitoREEESEIRBVMELRITHNER ; 2= BAKEHANFSIFER
# of CPU cores : fERQERHIZ/LE
CPU (in MHz) : CPURI/DBFAR, 40 "2000" %2GHz
Memory (in MB) : S2RERHEE, §I10"2048"%2GBHIEERAR DB
Network Rate : RFFHERHEEERRE, BEfAVMBER
Offer HA : IR AR, RITEETLLEEZERRHEW
Storage Tags : EiFF E 2 fAFEREMNags
Host Tags : (EiEM%)MHEBEHMtag
CPU cap : 2&RFICPUMEAE

Public : JREMBHESAFTEMEMER, BiEYesEEMEAMAIMMA ; FiENo, CloudStackE HREREEH
AFHBE B,

6. ¥&Add

a »~ W N P

8.1.2. H I TF AL AR 75
REFRRGRE :

1. EEE B E ACloudStackEAENE
2. EAEZMBERE, #iEService Offerings
3. f£Select Offering, ##ZEDisk Offering
4. ¥ FAdd Disk Offering

5. EHEEED, BELUT :



Name : R¥ERIEHEIE
Description : f§ A& 7] R B9 5dk
Custom Disk Size : iIREA, FERETLUBETEREAR/N ; TBA, AIRArootZBERES
Disk Size : RECustom Disk Size FEI A /R, ERREA/N, BEAGB
(BIEM)Storage Tags : taglEs% S EFEEIEMNEEMFE, Mtaglcomma separated listEIEMIFETE, Fl0
"ssd,blue”, tagthEWEBEHEEFLEBMA, CloudStackE ¥R R B Mtag, WRERStag(tags), AIE
EHEEEREEHERANag, NREE, RESRAETEN
Public : SRERBEL RAMAMESMER, #EYesHEREMGEAER ; E#ENo, CloudStack& HIRIBTELI
AF &S,

6. ¥#Add

8.1.3. Modifying or Deleting a Service Offering

Service offerings cannot be changed once created. This applies to both compute offerings and disk offerings.

Aservice offering can be deleted. Ifitis no longerin use, itis deleted immediately and permanently. If the service offering
is still in use, it will remain in the database until all the virtual machines referencing it have been deleted. After deletion by
the administrator, a service offering will not be available to end users that are creating new instances.

8.2. RERFE
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8.3. Network Throttling

Network throttling is the process of controlling the network access and bandwidth usage based on certain rules.
CloudStack controls this behaviour of the guest networks in the cloud by using the network rate parameter. This
parameter is defined as the default data transfer rate in Mbps (Megabits Per Second) allowed in a guest network. It
defines the upper limits for network utilization. If the current utilization is below the allowed upper limits, access is
granted, else revoked.

You can throttle the network bandwidth either to control the usage above a certain limit for some accounts, or to control
network congestion in a large cloud environment. The network rate for your cloud can be configured on the following:

Network Offerings
Service Offering
Global parameter

If network rate is setto NULL in service offering, the value provided in the vm.network.throttling.rate global parameter is
applied. If the value is setto NULL for network offering, the value provided in the network.throttling.rate global parameter
is considered.

For the default public, storage, and management networks, network rate is setto 0. This implies that the public, storage,
and management networks will have unlimited bandwidth by default. For default guest networks, network rate is setto
NULL. In this case, network rate is defaulted to the global parameter value.

The following table gives you an overview of how network rate is applied on different types of networks in CloudStack.




Guest network of Virtual Router Guest Network Offering
Public network of Virtual Router Guest Network Offering
Storage network of Secondary Storage VM System Network Offering
Management network of Secondary Storage VM System Network Offering
Storage network of Console Proxy VM System Network Offering
Management network of Console Proxy VM System Network Offering
Storage network of Virtual Router System Network Offering
Management network of Virtual Router System Network Offering
Public network of Secondary Storage VM System Network Offering
Public network of Console Proxy VM System Network Offering
Default network of a guest VM Compute Offering
Additional networks of a guest VM Corresponding Network Offerings

Aguest VM must have a default network, and can also have many additional networks. Depending on various
parameters, such as the hostand virtual switch used, you can observe a difference in the network rate in your cloud. For
example, on a VMware host the actual network rate varies based on where they are configured (compute offering, network
offering, or both); the network type (shared or isolated); and traffic direction (ingress or egress).

The network rate set for a network offering used by a particular network in CloudStack is used for the traffic shaping policy
of a port group, for example: port group A, for that network: a particular subnet or VLAN on the actual network. The virtual
routers for that network connects to the port group A, and by default instances in that network connects to this port group.
However, if an instance is deployed with a compute offering with the network rate set, and if this rate is used for the traffic
shaping policy of another port group for the network, for example port group B, then instances using this compute offering
are connected to the port group B, instead of connecting to port group A.

The traffic shaping policy on standard port groups in VMware only applies to the egress traffic, and the net effect depends
on the type of network used in CloudStack. In shared networks, ingress traffic is unlimited for CloudStack, and egress
traffic is limited to the rate that applies to the port group used by the instance if any. If the compute offering has a network
rate configured, this rate applies to the egress traffic, otherwise the network rate set for the network offering applies. For
isolated networks, the network rate set for the network offering, if any, effectively applies to the ingress traffic. This is
mainly because the network rate set for the network offering applies to the egress traffic from the virtual router to the
instance. The egress traffic is limited by the rate that applies to the port group used by the instance if any, similar to
shared networks.

A :
Network rate of network offering = 10 Mbps
Network rate of compute offering =200 Mbps

In shared networks, ingress traffic will not be limited for CloudStack, while egress traffic will be limited to 200 Mbps. In an
isolated network, ingress traffic will be limited to 10 Mbps and egress to 200 Mbps.
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update disk_offering set unique_name = 'Cloud.com-ConsoleProxy' where id = 16;
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9.2.2. Shared Networks

Ashared network can be accessed by virtual machines that belong to many different accounts. Network Isolation on
shared networks is accomplished using techniques such as security groups (supported onlyin basic zones).

+ Shared Networks are created by the administrator

+ Shared Networks can be designated to a certain domain

= Shared Network resources such as VLAN and physical network that it maps to are designated by the administrator
= Shared Networks are isolated by security groups

= Public Network is a shared network that is not shown to the end users
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Load Balancing Yes Yes No Yes No
Elastic IP No Yes No No No
Elastic LB No Yes No No No
Source NAT Yes No Yes No No
Static NAT Yes Yes Yes No No
Port Forwarding Yes No Yes No No
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Balancer, &aLLEIE
CloudStackE 5 sk
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Firewall BEHEHR, #R Supported Supported
Administration Guide
Source NAT INRIT:EESource NAT, | Supported Supported
& a7 LLi#$E CloudStack
EEBABRNZHMER
FEMISource NATIRfit&
Static NAT HNRITEEStatic NAT, Supported Supported
& a7 LLi#$E CloudStack
EERARNEHMER
EHIStatic NATIR{HEE
Port Forwarding INRIEFEEPOI Supported TXiE
Forwarding, & LLERE
CloudStackE#Ei& R 25K
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Forwardingi24t#&
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Security Groups BLER, FHRE 1572, | FxE Supported
e

System Offering : J1RIRFFIRHEE Supported Services FIRIBERK ML, BIEHIR System Offeringfi.
BERTEEMEREASERHR, fli, ZGEET Load Balancer, IERERKMBREGEHTE, A
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Conserve mode. Indicate whether to use conserve mode. In this mode, network resources are allocated only
when the first virtual machine starts in the network. When conservative mode is off, the public IP can only be
used for a single service. For example, a public IP used for a port forwarding rule cannot be used for defining
other services, such as StaticNAT or load balancing. When the conserve mode is on, you can define more than
one service on the same public IP.
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10.1. About Working with Virtual Machines

CloudStack provides administrators with complete control over the lifecycle of all guest VMs executing in the cloud.
CloudsStack provides several guest management operations for end users and administrators. VMs may be stopped,
started, rebooted, and destroyed.

Guest VMs have a name and group. VM names and groups are opaque to CloudStack and are available for end users to
organize their VMs. Each VM can have three names for use in different contexts. Only two of these names can be
controlled by the user:

Instance name — a unique, immutable ID thatis generated by CloudStack, and can not be modified by the user. This
name conforms to the requirements in IETF RFC 1123.

Display name — the name displayed in the CloudStack web Ul. Can be set by the user. Defaults to instance name.
Name — hostname that the DHCP server assigns to the VM. Can be set by the user. Defaults to instance name

Guest VMs can be configured to be Highly Available (HA). An HA-enabled VM is monitored by the system. If the system
detects that the VMis down, it will attempt to restart the VM, possibly on a different host. For more information, see HA-
Enabled Virtual Machines on

Each new VWis allocated one public IP address. When the VM s started, CloudStack automatically creates a static NAT
between this public IP address and the private IP address of the VM.

If elastic IP is in use (with the NetScaler load balancer), the IP address initially allocated to the new VM is not marked as
elastic. The user mustreplace the automatically configured IP with a specifically acquired elastic IP, and set up the static
NAT mapping between this new IP and the guest VM's private IP. The VM's original IP address is then released and
returned to the pool of available public IPs.

CloudsStack cannot distinguish a guest VM that was shut down by the user (such as with the “shutdown” command in
Linux) from a VM that shut down unexpectedly. If an HA-enabled VM is shut down from inside the VM, CloudStack will
restartit. To shutdown an HA-enabled VM, you must go through the CloudStack Ul or API.
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10.6. Stopping and Starting VMs

Once a VWMinstance is created, you can stop, restart, or delete it as needed. In the CloudStack U, click Instances, select
the VM, and use the Stop, Start, Reboot, and Destroy links.
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11.8.1. Over-Provisioning and Service Offering Limits
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11.2. Scheduled Maintenance and Maintenance Mode for Hosts

You can place a hostinto maintenance mode. When maintenance mode is activated, the host becomes unavailable to
receive new guest VMs, and the guest VMs already running on the host are seamlessly migrated to another host notin
maintenance mode. This migration uses live migration technology and does notinterrupt the execution of the guest.

11.2.1. vCenter and Maintenance Mode

To enter maintenance mode on a vCenter host, both vCenter and CloudStack must be used in concert. CloudStack and
vCenter have separate maintenance modes that work closely together.

1. Place the hostinto CloudStack's "scheduled maintenance" mode. This does notinvoke the vCenter maintenance
mode, but only causes VMs to be migrated off the host

When the CloudStack maintenance mode is requested, the host first moves into the Prepare for Maintenance
state. In this state it cannot be the target of new guest VM starts. Then all VMs will be migrated off the server. Live
migration will be used to move Vs off the host. This allows the guests to be migrated to other hosts with no
disruption to the guests. After this migration is completed, the host will enter the Ready for Maintenance mode.

2. Wait for the "Ready for Maintenance" indicator to appear in the Ul.

3. Now use vCenter to perform whatever actions are necessaryto maintain the host. During this time, the host
cannot be the target of new VM allocations.

4. When the maintenance tasks are complete, take the host out of maintenance mode as follows:
a. Firstuse vCenter to exit the vCenter maintenance mode.
This makes the host ready for CloudStack to reactivate it.
b. Then use CloudStack's administrator Ul to cancel the CloudStack maintenance mode

When the host comes back online, the VMs that were migrated off of it may be migrated back to it manually
and new VMs can be added.
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To place a server in Maintenance Mode:
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BRAR, REERFEHEIEENter Maintenance Mode
1EServer &, ZHEEnter Maintenance Mode

2. Bh& Enter Maintenance Mode
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To take a server out of Maintenance Mode:
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2. BHEEXt Maintenance Mode
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11.4. Removing Hosts

Hosts can be removed from the cloud as needed. The procedure to remove a hostdepends on the hypervisor type.



11.4.1. Removing XenServer and KVM Hosts
Anode cannot be removed from a cluster until it has been placed in maintenance mode. This will ensure that all of the
VMs on it have been migrated to other Hosts. To remove a Host from the cloud:

1. Place the node in maintenance mode.
See #711.2, “Scheduled Maintenance and Maintenance Mode for Hosts”.

2. For KWM, stop the cloudstack-agent service.
3. Use the Ul option to remove the node.
Then you may power down the Host, re-use its IP address, re-install it, etc

11.4.2. Removing vSphere Hosts

To remove this type of host, first place itin maintenance mode, as described in & 11.2, “Scheduled Maintenance and
Maintenance Mode for Hosts”. Then use CloudStack to remove the host. CloudStack will not direct commands to a host
that has been removed using CloudStack. However, the host may still existin the vCenter cluster.
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mysql> select id from cloud.host where name like '%h%';

4. FEZEDE—EID, FE5eskELLID
5. WETEMTES, FEUEM, HMIEERIDAS. 10Kk12MEFFHR A password”

mysql> update cloud.host set password='password' where id=5 or id=10 or id=12;
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11.8.1. Over-Provisioning and Service Offering Limits

CloudsStack performs CPU over-provisioning based on an over-provisioning ratio configured by the administrator. This is
defined by the cpu.overprovisioning.factor global configuration variable.

CloudsStack performs CPU over-provisioning based on an over-provisioning ratio configured by the administrator. This is
defined by the cpu.overprovisioning.factor global configuration variable

Service offerings limits (e.g. 1 GHz, 1 core) are strictly enforced for core count. For example, a guest with a service offering
of one core will have only one core available to it regardless of other activity on the Host.

Service offering limits for gigahertz are enforced onlyin the presence of contention for CPU resources. For example,
suppose that a guest was created with a service offering of 1 GHz on a Host that has 2 GHz cores, and that guestis the
only guestrunning on the Host. The guest will have the full 2 GHz available to it. When multiple guests are attempting to
use the CPU a weighting factor is used to schedule CPU resources. The weight is based on the clock speed in the



service offering. Guests receive a CPU allocation thatis proportionate to the GHzin the service offering. For example, a
guest created from a 2 GHz service offering will receive twice the CPU allocation as a guest created from a 1 GHz service
offering. CloudStack does not perform memory over-provisioning.
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12.2. Requirements for Templates

For XenServer, install PV drivers / Xen tools on each template that you create. This will enable live migration and clean
guest shutdown.



For vSphere, install VMware Tools on each template that you create. This will enable console view to work properly.
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12.4. The Default Template

CloudStack includes a CentOS template. This template is downloaded by the Secondary Storage VM after the primary
and secondary storage are configured. You can use this template in your production deployment or you can delete it and
use custom templates.

The root password for the default template is "password".

Adefault template is provided for each of XenServer, KVM, and vSphere. The templates that are downloaded depend on
the hypervisor type thatis available in your cloud. Each template is approximately 2.5 GB physical size.

The default template includes the standard iptables rules, which will block most access to the template excluding ssh.

# iptables --list
Chain INPUT (policy ACCEPT)

target prot opt source destination
RH-Firewall-1-INPUT all -- anywhere anywhere
Chain FORWARD (policy ACCEPT)

target prot opt source destination
RH-Firewall-1-INPUT all -- anywhere anywhere

Chain OUTPUT (policy ACCEPT)
target prot opt source destination

Chain RH-Firewall-1-INPUT (2 references)

target prot opt source destination

ACCEPT all -- anywhere anywhere

ACCEPT icmp -- anywhere anywhere icmp any

ACCEPT esp -- anywhere anywhere

ACCEPT ah -- anywhere anywhere

ACCEPT udp -- anywhere 224.0.0.251 udp dpt:mdns

ACCEPT udp -- anywhere anywhere udp dpt:ipp

ACCEPT tcp -- anywhere anywhere tcp dpt:ipp

ACCEPT all -- anywhere anywhere state RELATED, ESTABLISHED
ACCEPT tcp -- anywhere anywhere state NEW tcp dpt:ssh
REJECT all -- anywhere anywhere reject-with icmp-host-

12.5. Private and Public Templates

When a user creates a template, it can be designated private or public.
Private templates are only available to the user who created them. By default, an uploaded template is private.

When a user marks a template as “public,” the template becomes available to all users in all accounts in the user's
domain, as well as users in any other domains that have access to the Zone where the template is stored. This depends
on whether the Zone, in turn, was defined as private or public. A private Zone is assigned to a single domain, and a public
Zone is accessible to anydomain. If a public template is created in a private Zone, itis available onlyto users in the
domain assigned to that Zone. If a public template is created in a public Zone, itis available to all users in all domains.
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Management to Your Templates”
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12.7. Creating a Template from a Snapshot

If you do not want to stop the VM in order to use the Create Template menu item (as described in & 12.6, “/ B & FIE 1
£RE21T4ZHA"), you can create a template directly from any snapshot through the CloudStack UL.
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12.9. Exporting Templates

End users and Administrators may export templates from the CloudStack. Navigate to the template in the Ul and choose
the Download function from the Actions menu.
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SEAEMS BRZ #REX B Charity Shelbourne®J#57, RIRARZ Windows Server 2008 Sysprep Mini-Setup.
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8. #&answer filefz Aunattend.xml, EAURBEERAR
9. # % unattend.xmIEWindows 2008 R2 Virtual Machine#y c:\windows\system32\sysprep &} 3t
10. BixESFunattend xmiElc:\windows\system32\sysprep& ik, FEE#{Tsysprep tool :

cd c:\Windows\System32\sysprep
sysprep.exe /oobe /generalize /shutdown

Windows 2008 R2 VM& 7Esysprep5ehi{% B Ehf#

12.10.2. Windows Server 2003 R2f4 5 % % fi
ZBTBIWindows R AB R EMsysprep tool, LtZ&Windows Server 2003 R2BIHER :

1. 1 windows R AR H\supportitools\deploy.cab, #E#E|Windows 2003 R2E#E& 25 c\sysprep&E Rl 5
2. #ifTc:\sysprep\setupmgr.exe 3R i@sysprep.infig X
a. BhECreate NewsREITHTHY AnswerkE R
. B\ “Sysprep setup” 3RE&E
EEBEENEERTRA
. TELicense Agreementfi &8, E#Z “Yes fully automate the installation”
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. EIE"WORKGROUP”
. #§Telephony:RIB:% A 8%
. BIEEEMRegional Settings
CBREBEEMES
. NEREHRE
. AE4EE"Run Once commands”
. AERERRNFS
t. #AnswertER1E % c\sysprep\sysprep.inf
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c:\sysprep\sysprep.exe -reseal -mini -activated
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12.11. Importing Amazon Machine Images

The following procedures describe how to import an Amazon Machine Image (AMI) into CloudStack when using the
XenServer hypervisor.



Assume you have an AV file and this file Is called CentOS_b6.2_x64. Assume further that you are working on a Centos
host. If the AMI is a Fedora image, you need to be working on a Fedora host initially.

You need to have a XenServer host with a file-based storage repository (either a local ext3 SR or an NFS SR) to convert to
a VHD once the image file has been customized on the Centos/Fedora host.

ERERM IESE, FREESRMRE—IGR, EAFLEXHAERES HTYENPE

To importan AMI:
1. Setup loopback on image file:

# mkdir -p /mnt/loop/centos62
# mount -o loop Cent0S_6.2_x64 /mnt/loop/centos54

2. Install the kernel-xen package into the image. This downloads the PV kernel and ramdisk to the image.

# yum -c /mnt/loop/centos54/etc/yum.conf --installroot=/mnt/loop/centos62/ -y install
kernel-xen

3. Create a grub entryin /boot/grub/grub.conf.

# mkdir -p /mnt/loop/centos62/boot/grub
# touch /mnt/loop/centos62/boot/grub/grub.conf
# echo "" > /mnt/loop/centos62/boot/grub/grub.conf

4. Determine the name of the PV kernel that has been installed into the image.

cd /mnt/loop/centos62

1ls lib/modules/

.6.16.33-xenU 2.6.16-xenU 2.6.18-164.15.1.el5xen 2.6.18-164.6.1.el5.centos.plus
.6.18-xenU-ec2-v1.0 2.6.21.7-2.fc8xen 2.6.31-302-ec2

1s boot/initrd*

boot/initrd-2.6.18-164.6.1.el5.centos.plus.img boot/initrd-2.6.18-164.15.1.el5xen.img
# 1ls boot/vmlinuz*

boot/vmlinuz-2.6.18-164.15.1.el5xen boot/vmlinuz-2.6.18-164.6.1.el5.centos.plus
boot/vmlinuz-2.6.18-xenU-ec2-v1.0 boot/vmlinuz-2.6.21-2952.fc8xen

*F= NN FH

Xen kernels/ramdisk always end with "xen". For the kernel version you choose, there has to be an entry for that
version under lib/modules, there has to be an initrd and vmlinuz corresponding to that. Above, the only kernel that
satisfies this condition is 2.6.18-164.15.1.el5xen.

5. Based on your findings, create an entryin the grub.conffile. Below is an example entry.

default=0

timeout=5

hiddenmenu

title CentOS (2.6.18-164.15.1.el5xen)
root (hde,0)
kernel /boot/vmlinuz-2.6.18-164.15.1.el5xen ro root=/dev/xvda
initrd /boot/initrd-2.6.18-164.15.1.el5xen.img

6. Edit etc/fstab, changing “sdal” to “xvda” and changing “sdb” to “xvdb”.

# cat etc/fstab

/dev/xvda / ext3 defaults 11
/dev/xvdb /mnt ext3 defaults 00
none /dev/pts devpts gid=5,mode=620 0 0
none /proc proc defaults 00
none /sys sysfs defaults 00

7. Enable login via the console. The default console device in a XenServer system is xvc0. Ensure that etc/inittab and
etc/securetty have the following lines respectively:

# grep xvcO etc/inittab
c0:2345:respawn:/shin/agetty xvcO 9600 vt100-nav
# grep xvcO etc/securetty

xvco

8. Ensure the ramdisk supports PV disk and PV network. Customize this for the kernel version you have determined
above.

# chroot /mnt/loop/centos54

# cd /boot/

# mv initrd-2.6.18-164.15.1.el5xen.img initrd-2.6.18-164.15.1.el5xen.img.bak

# mkinitrd -f /boot/initrd-2.6.18-164.15.1.el5xen.img --with=xennet --preload=xenblk
--omit-scsi-modules 2.6.18-164.15.1.el5xen

9. Change the password.

# passwd

Changing password for user root.

New UNIX password:

Retype new UNIX password:

passwd: all authentication tokens updated successfully.

10. Exit out of chroot.
# exit

11. Check etc/ssh/sshd config for lines allowing ssh login using a password.



# egrep "PermitRootLogin|PasswordAuthentication"
/mnt/loop/centos54/etc/ssh/sshd_config
PermitRootLogin yes

PasswordAuthentication yes

12. If you need the template to be enabled to reset passwords from the CloudStack Ul or API, install the password
change scriptinto the image at this point. See £ 12.13, “Adding Password Managementto Your Templates”.

13. Unmountand delete loopback mount.

# umount /mnt/loop/centos54
# losetup -d /dev/loop0

14. Copythe image file to your XenServer host's file-based storage repository. In the example below, the Xenserver is
"xenhost". This XenServer has an NFS repository whose uuid is a9c5b8c8-536b-a193-a6dc-51af3e5ff799.

# scp Cent0S_6.2_x64 xenhost:/var/run/sr-mount/a9c5b8c8-536b-a193-a6dc-51af3e5ff799/

15. Log in to the Xenserver and create a VDI the same size as the image.

[root@xenhost ~]# cd /var/run/sr-mount/a9c5b8c8-536b-a193-a6dc-51af3e5ff799
[root@xenhost a9c5b8c8-536b-al193-a6dc-51af3e5ff799]# 1s -1lh Cent0S_6.2_x64
-rw-r--r-- 1 root root 10G Mar 16 16:49 Cent0S_6.2_x64

[root@xenhost a9c5b8c8-536b-a193-a6dc-51af3e5ff799]# xe vdi-create virtual-size=10GiB
sr-uuid=a9c5b8c8-536b-a193-a6dc-51af3e5ff799 type=user name-label="Centos 6.2 x86_64"
cad7317c-258b-4ef7-b207-cdf0283a7923

16. Importthe image file into the VDI. This may take 10-20 minutes.

[root@xenhost a9c5b8c8-536b-a193-a6dc-51af3e5ff799]# xe vdi-import
filename=Cent0S_6.2_x64 uuid=cad7317c-258b-4ef7-b207-cdf0283a7923

17. Locate a the VHD file. This is the file with the VDI's UUID as its name. Compress it and upload it to your web
server.

[root@xenhost a9c5b8c8-536b-a193-a6dc-51af3e5ff799]# bzip2 -c cad7317c-258b-4ef7-
b207-cdf0283a7923.vhd > Cent0S_6.2_x64.vhd.bz2

[root@xenhost a9c5b8c8-536b-a193-a6dc-51af3e5ff799]# scp Cent0S_6.2_x64.vhd.bz2
webserver:/var/www/html/templates/
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12.13. Adding Password Management to Your Templates

CloudStack provides an optional password reset feature that allows users to seta temporary admin or root password as
well as reset the existing admin or root password from the CloudStack Ul.

To enable the Reset Password feature, you will need to download an additional script to patch your template. When you
later upload the template into CloudStack, you can specify whether reset admin/root password feature should be enabled
for this template.

The password management feature works always resets the account password on instance boot. The script does an
HTTP call to the virtual router to retrieve the account password that should be set. As long as the virtual router is
accessible the guest will have access to the account password that should be used. When the user requests a
password reset the management server generates and sends a new password to the virtual router for the account. Thus
an instance rebootis necessaryto effect any password changes.

If the scriptis unable to contact the virtual router during instance boot it will not set the password but boot will continue
normally.

12.13.1. Linux{E ¥ R &
SR TS BEIA R Linux/E L Rzt -

1. T#icloud-set-guest-passwordiI A2
Linux: http:/cloudstack.org/dl/cloud-set-guest-password

Windows:
http://sourceforge.net/projects/cloudstack/files/Password%20Management%20Scripts/CloudinstanceManager.msi/download

2. BEHERERT/etc/initd,
FerkE#Linux distribution, FEH§HEREE El/etc/rc.dfinitd,
3. EUMAREXHRTER, BRTLUTES

chmod +x /etc/init.d/cloud-set-guest-password

4. KIBIELInuxidistribution, FEEELUTEENRES R
1EFedora. CentOS/RHELZ,ZDebianiE#17 :

chkconfig --add cloud-set-guest-password

12.13.2. Windows{F ¥ R 2 %
T# %M CloudinstanceManager.msi, AL #Download page T#, TEHTEIIAIWindows EHHEER AT REME

12.14. Deleting Templates
Templates may be deleted. In general, when a template spans multiple Zones, only the copy thatis selected for deletion

will be deleted; the same template in other Zones will not be deleted. The provided CentOS template is an exception to
this. If the provided CentOS template is deleted, it will be deleted from all Zones.

When templates are deleted, the VMs instantiated from them will continue to run. However, new VMs cannot be created
based on the deleted template.
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Fiber Channel support VMFS Yes, via Existing | Yes, via Shared
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NFS support Y Y Y
Local storage support Y Y Y
Storage over-provisioning NFS and iSCSI NFS NFS
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13.2.4. Storage Tags

Storage may be "tagged". Atag is a text string attribute associated with primary storage, a Disk Offering, or a Service
Offering. Tags allow administrators to provide additional information about the storage. For example, thatis a "SSD" or it
is "slow". Tags are notinterpreted by CloudStack. They are matched against tags placed on service and disk offerings.
CloudStack requires all tags on service and disk offerings to exist on the primary storage before it allocates root or data
disks on the primary storage. Service and disk offering tags are used to identify the requirements of the storage that
those offerings have. For example, the high end service offering may require "fast" for its root disk volume.

The interaction between tags, allocation, and volume copying across clusters and pods can be complex. To simplify the
situation, use the same set of tags on the primary storage for all clusters in a pod. Even if different devices are used to
presentthose tags, the set of exposed tags can be the same.
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13.5.2. Automatic Snapshot Creation and Retention
(ZELUTHBMRESSE . XenServer, VMware vSphere, and KVM)

Users can set up a recurring snapshot policy to automatically create multiple snapshots of a disk at regular intervals.
Snapshots can be created on an hourly, daily, weekly, or monthly interval. One snapshot policy can be set up per disk
volume. For example, a user can set up a daily snapshot at 02:30.

With each snapshot schedule, users can also specify the number of scheduled snapshots to be retained. Older
snapshots that exceed the retention limit are automatically deleted. This user-defined limit must be equal to or lower than
the global limit set by the CloudStack administrator. See i 14.3, “Eigz% E[R”. The limit applies onlyto those
snapshots that are taken as part of an automatic recurring snapshot policy. Additional manual snapshots can be created
and retained.
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13.5.5. Shapshot Restore

There are two paths to restoring snapshots. Users can create a volume from the snapshot. The volume can then be
mounted to a VM and files recovered as needed. Alternatively, a template may be created from the snapshot of a root disk.
The user can then boot a VM from this template to effect recovery of the root disk.

& 14. Working with Usage

14.1. Configuring the Usage Server
14.2. 3% %E o FI pR

14.3. FEEER E PRI
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14.1. Configuring the Usage Server

To configure the usage server:

1. Be sure the Usage Server has been installed. This requires extra steps beyond justinstalling the CloudStack
software. See Installing the Usage Server (Optional) in the Advanced Installation Guide.

2. Lladministrator& 4> & A CloudStack Ul
3. Click Global Settings.

4. In Search, type usage. Find the configuration parameter that controls the behavior you want to set. See the table
below for a description of the available parameters.

5. In Actions, click the Editicon.



6. Type the desired value and click the Save icon.
7. Restartthe Management Server (as usual with any global configuration change) and also the Usage Server:

# service cloudstack-management restart
# service cloudstack-usage restart

The following table shows the global configuration settings that control the behavior of the Usage Server.

B & - gul
enable.usage.server Whether the Usage Server is active.
usage.aggregation.timezone Time zone of usage records. Set this if the usage records

and daily job execution are in different time zones. For
example, with the following settings, the usage job will
run at PST 00:15 and generate usage records for the 24
hours from 00:00:00 GMT to 23:59:59 GMT:

usage.stats.job.exec.time = 00:15
usage.execution.timezone = PST
usage.aggregation.timezone = GMT

Default: GMT

usage.execution.timezone The time zone of usage.stats.job.exec.time. Valid values
for the time zone are specified in Hfi$k A, AF/Z
Default: The time zone of the management server.

usage.sanity.check.interval The number of days between sanity checks. Set this in
order to periodically search for records with erroneous
data before issuing customer invoices. For example, this
checks for VM usage records created after the VM was
destroyed, and similar checks for templates, volumes,
and so on. Italso checks for usage times longer than the
aggregation range. If anyissue is found, the alert
ALERT_TYPE_USAGE_SANITY_RESULT =21 is sent.

usage.stats.job.aggregation.range The time period in minutes between Usage Server
processing jobs. For example, if you setitto 1440, the
Usage Server will run once per day. If you setitto 600, it
will run everyten hours. In general, when a Usage Server
job runs, it processes all events generated since usage
was lastrun.

There is special handling for the case of 1440 (once per
day). In this case the Usage Server does not necessarily
process all records since Usage was lastrun.
CloudStack assumes that you require processing once
per day for the previous, complete day's records. For
example, if the current day is October 7, then itis
assumed you would like to process records for October 6,
from midnight to midnight. CloudStack assumes this “
midnight to midnight” is relative to the
usage.execution.timezone.

Default: 1440

usage.stats.job.exec.time The time when the Usage Server processing will start. It
is specified in 24-hour format (HH:MM) in the time zone of
the server, which should be GMT. For example, to start the
Usage job at 10:30 GMT, enter “10:30".

If usage.stats.job.aggregation.range is also set, and its
value is not 1440, then its value will be added to
usage.stats.job.exec.time to get the time to run the Usage
Server job again. This is repeated until 24 hours have
elapsed, and the next day's processing begins again at
usage.stats.job.exec.time.

Default: 00:15.

For example, suppose that your server is in GMT, your user population is predominantly in the East Coast of the United
States, and you would like to process usage records every nightat 2 AM local (EST) time. Choose these settings:

enable.usage.server = true
usage.execution.timezone = America/New_York

usage.stats.job.exec.time = 07:00. This will run the Usage job at 2:00 AM EST. Note that this will shift by an hour as
the East Coast of the U.S. enters and exits Daylight Savings Time.

usage.stats.job.aggregation.range = 1440

With this configuration, the Usage job will run every nightat 2 AMEST and will process records for the previous day's
midnight-midnight as defined by the EST (America/New_York) time zone.
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ignore the data between midnightand 2 AM. That data will be included in the next day's run.
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15.2. Networking in a Pod

The figure below illustrates network setup within a single pod. The hosts are connected to a pod-level switch. Ata
minimum, the hosts should have one physical uplink to each switch. Bonded NICs are supported as well. The pod-level
switch is a pair of redundant gigabit switches with 10 G uplinks.

Public Traffic (65.37.%.%) Manage ment Traffic (192.168.% *)

Pod-Level Switch (layer-2 switch)

65.37.%.*

LI

Metwork Setup within a Single Pod — Logical View

Servers are connected as follows:

= Storage devices are connected to only the network that carries management traffic.
» Hosts are connected to networks for both management traffic and public traffic.
» Hosts are also connected to one or more networks carrying guest traffic.

We recommend the use of multiple physical Ethernet cards to implement each network interface as well as redundant



switch fabric in order to maximize throughput and improve reliability.

15.3. Networking in a Zone

The following figure illustrates the network setup within a single zone.

Internet

Layer-3 switch w/ firewall
modules

Layer-2 switch

Menagement L 4
Server farm with 7 5|

MySaL

Primary
storage
servers

Secondarv storage servers Pod 1 Pod 2

Afirewall for management traffic operates in the NAT mode. The network typically is assigned IP addresses in the
192.168.0.0/16 Class B private address space. Each pod is assigned IP addresses in the 192.168.*.0/24 Class C private
address space.

Each zone has its own set of public IP addresses. Public IP addresses from different zones do not overlap.
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15.5. Advanced Zone Physical Network Configuration

Within a zone that uses advanced networking, you need to tell the Management Server how the physical network is setup
to carry different kinds of traffic in isolation.

15.5.1. A Advanced Zone T % & Guest Traffic
LTS BRISRER S B IEE ACloudStackBIUI: 3% E EFEMIGuestiBER :
1. RA&ZEHNavigationizshd, ZhBInfrastructureiiilt ; WEH A HIZoneBR:EEMore, EEEREEINAMBERH
zone,
2. EENetworkiZ#
3. #E#EAdd guest network
# HIRAdd guest network R B

F Add guest network

Please confirm that you would like to add a guest network

* Name: |

* Display Text. | |

* Zone: |Zone—[] EI

* Metwork Offering: | DefaultlsolatedMetwarkOfferingWith El

Guest Gateway: | 1

Guest Metmask: | |




|

4. RHBLUITER :
Name. L&, AEALBEEERNEREER,
Display Text: ILHEBREORGR, ARAMDKEEE2RNEREETE.
Zone: A HERRFTAREX FE 2 zone

Network offering: f5Radministrator 2485 E T 8F % network offering, 5% Lt HERE E1E —(BE % EMnetwork
offering.

Guest Gateway: L& igateway
Guest Netmask: IHEREH) FHEEEES,
5. #20OK

15.5.2. Configure Public Traffic in an Advanced Zone
In a zone that uses advanced networking, you need to configure at least one range of IP addresses for Internet traffic.

15.6. Using Multiple Guest Networks

In zones that use advanced networking, additional networks for guest traffic may be added at any time after the initial
installation. You can also customize the domain name associated with the network by specifying a DNS suffix for each
network.

AVM's networks are defined at VM creation time. AVM cannot add or remove networks after it has been created, although
the user can go into the guest and remove the IP address from the NIC on a particular network.

Each VM has just one default network. The virtual router's DHCP reply will set the guest's default gateway as that for the
default network. Multiple non-default networks may be added to a guestin addition to the single, required default network.
The administrator can control which networks are available as the default network.

Additional networks can either be available to all accounts or be assigned to a specific account. Networks that are
available to all accounts are zone-wide. Any user with access to the zone can create a VM with access to that network.
These zone-wide networks provide little or no isolation between guests.Networks that are assigned to a specific account
provide strong isolation.
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15.7. Security Groups
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Details Ingress Rules
Add by:
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Protocol Start Port End Port CIDR Add
TCP [~] 80 80 0.0.0.0/0 =3
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15.8. External Firewalls and Load Balancers

CloudsStack is capable of replacing its Virtual Router with an external Juniper SRX device and an optional external
NetScaler or F5 load balancer for gateway and load balancing services. In this case, the VMs use the SRX as their
gateway.

15.8.1. About Using a NetScaler Load Balancer

Citrix NetScaler is supported as an external network element for load balancing in zones that use advanced networking
(also called advanced zones). Set up an external load balancer when you want to provide load balancing through means
other than CloudStack’s provided virtual router.

The NetScaler can be setup in direct (outside the firewall) mode. It must be added before anyload balancing rules are
deployed on guest VMs in the zone.

The functional behavior of the NetScaler with CloudStack is the same as described in the CloudStack documentation for
using an F5 external load balancer. The only exception is that the F5 supports routing domains, and NetScaler does not.
NetScaler can not yet be used as a firewall.

The Citrix NetScaler comes in three varieties. The following table summarizes how these variants are treated in
CloudStack.

NetScaler ADC Type Description of Capabilities CloudStack Supported Features
MPX Physical appliance. Capable ofdeep | In advanced zones, load balancer
packetinspection. Can act as functionality fully supported without
application firewall and load balancer | limitation. In basic zones, static NAT,
elastic IP (EIP), and elastic load
balancing (ELB) are also provided
VPX Virtual appliance. Can run as VM on Supported only on ESXi. Same
XenServer, ESXi, and Hyper-V functional support as for MPX.
hypervisors. Same functionality as CloudStack will treat VPX and MPX as
MPX the same device type
SDX Physical appliance. Can create CloudsStack will dynamically provision,

multiple fullyisolated VPX instances
on a single appliance to support
multi-tenant usage

configure, and manage the lifecycle of
VPXinstances on the SDX.
Provisioned instances are added into
CloudStack automatically — no
manual configuration by the
administrator is required. Once a VPX
instance is added into CloudStack, it
is treated the same as a VPXon an
ESXi host.

15.8.2. f£ RHELfA ARk 2% 5% £ SNMP Community String

SNMP Community String 38ERAE D FHH, MEFIEREE, G2HA%R. WstingbsZAMASNMPEREE, MR
community string IEfE, EBEOEEREF ; MRTEMR, XBSEEETRKXAOME

NetScalerf& & FISNMPRREVMETE, EHBRESNMPRERESNMP Community string 3B Z LB

1. BRE/ERedHatREESNMP, MREHE, B

RUTES

yum install net-snmp-utils

2. fmE&/etc/snmp/snmpd.conf FRFEEFFSNMPHENetScaler B 4k
a. #HiBcommunityZBE —Esecurity ZIB(AH Emynetwork, BURRERYEM)

TERERRE, FERARRER, TERAXHE
# sec.name source community
com2sec local localhost public
com?sec mvnetwork 0.0.0.0 nuuhlic




5%7%£0.0.0.0f5F AT AP poll NetScaler server

b. ¥88 security HHBEIEHEEE ¢

# group.name sec.model sec.name
group MyRWGroup vl local
group MyRWGroup v2c local
group MyROGroup vi mynetwork
group MyROGroup v2c mynetwork

c. BYviewsEEHRAAHT :
incl/excl subtree mask view all included .1

d. RFFMETREENFIRIGEZIINview

# context sec.model sec.level prefix read write notif
access MyROGroup "" any noauth exact all none none
access MyRWGroup "" any noauth exact all all all

3. f2EREt$Hiptables ®ISNMP

iptables -A INPUT -p udp --dport 161 -j ACCEPT
4. BREISNMPARFS :

service snmpd start

5. BEESNMPIRFSERERAK B BIRE

chkconfig snmpd on

15.8.3. A LB KSR B H T EIF N AHARE
EBFIE S BT E—EVMES, CloudStackiiBIAERE ME R ABTARAVM, LTSS RIIERAEL :

FHRBEN EEE RS AVLAN, N EIPARS FAA T8 (e.g. 10.1.1.1)WE—@EIP
source NAT rule, EERTAFAAVLANBIE R 2 EI/ARMEEE, EAKRS ABRIPAIRALE
HIE R ENA TRBERNR SRR B2

LUF M Esma T A 8T s

HHIVLAN, FFEIRS IREMEEVLAN
VLANEZHIP, #AiESFANF#8EE(e.g. 10.1.1.2)MEZEIP

15.8.4. F{&E5% & A SR BA M

AR E R EEEBIMNER Eport forward) & B E % B A& Kload balancerfii2 X 1T, HAE TS ERENNARHPR
IPRIBRARERIEEW, FEHRLAstatic NAT, BEIPEIVMEIEE—RHE RIBEHBERRL, HKMTLUEEEBEER, Estatic
NAT rule 237§, CloudStack® FLA T #1442k A zone I A EB A K -

$ BB NBIIPAIEFIFAAIPALHERY static NAT rule
E— iR E RIBEE P AR ER s ecurity policy
IS8 E /A BIPRYR E AT BIE MR A REEIR AT 2ias

MABMHATHENEE, S7E@Bsource NAT, static NATK load balancing rules it FFE A SR T, ELEREHIK
£ RkF#ECloudStackE £ E

15.8.5. 5% & AutoScale

AutoScaling allows you to scale your back-end services or application VMs up or down seamlessly and automatically
according to the conditions you define. With AutoScaling enabled, you can ensure that the number of VMs you are using
seamlessly scale up when demand increases, and automatically decreases when demand subsides. Using
AutoScaling, you can automatically shut down instances you don't need, or launch new instances, depending on
demand.

NetScaler AutoScalings% &t BERATHRIFEAEEHERE LW, BREFHNERSKIBGEIZCPUERARE[ENR
All, SREZARFNRERCPUMARERMIRAIMAMAR, FiM, HRERELCPUMEARIELISHEZRBS0%HE
vy, sKECPUERRIEI0DIEER20%HFEHRVM

CloudStack uses the NetScaler load balancer to monitor all aspects of a system's health and work in unison with
CloudStack to initiate scale-up or scale-down actions.

_

AutoScale is supported on NetScaler Release 10 Build 73.e and beyond.
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1L IRER E AUTODCAlE RERIAXLAY, ERITHIE -

RV ENEREEERE, EVWERERBER, EREAREHRILHT

INRAEMARAIRIIT, NetScalerikBEERAVMEEMY, WRERGHNEREW, BEIERER

HEBEEFEE, REEAREEAMEHRE, LAUERERE, BRTSEETENRE, ARERRE
AutoScaleBF 2B EH

AutoScaleINEEZIRSNMPET8i8:, AIFEAAEZNR, BEER SNMP-based 51888, FEMRSNMP agentB LEE1EHE
P, R ERZEESNMPEIESE, F SNMPEIFETTH LR ERBISNMP BHE KBFIRIERIEME, Him, F

B 15.8.2, “FERHEL AR 25 5% ESNMP Community String "3k 5% ERHEL#25 EFISNMP

FEendpointe.url #i7 HIRFEGlobal Setting, IE%E &Management Server APl URL, {540

, http://10.102.102.22:8080/client/api, ¥R %M SEARSE, FRAERP, TEEARSZENEHTHEPRE.
54, HEENetScaler HBERTLAFEULIP, #LbiR#tAutoScaleXX %

MREFEHendpointe.url, FAEEARBMARTERRNAUtScaleThss, REBRA, FEEEN, BSEA, #
RUpdating an AutoScale Configuration

NRAPI Key & Secret KeyZAutoScale EFEEHESE, FHREEAESENEHTEHRNAUtoScaleThgE, BEFRE
B, UEEEEY

EEREED, BEEREAUSCaleMBBTHERAG, EVF—EWET, HEERBREMINE

RFRE
Bagn AT

AutoScale Configuration Wizard

) ie
Template: | RHEL62 [+]
Compute offering: | Small Instance
Win Instances: 1 * Max instances: (4

Scale Up Policy

* Duration(in sec): 60

Counter Operator Threshold Add

Linux User CPU - percentage |~ greater-than [=] [ e ]
Response Time - microseconds. greater-than 1000 ®

Scale Down Palicy

* Duration(in sec) 60

Counter Operator Threshold Add

Cancel Apply

Template : RIATSEERGIREREARN, FARIEMEL instance EBENF, EVVERER, VMAILRMEGHTE
WRIFEWORE, M, MRWRERPERY, BEARSESREHIT, ERERKBER, RABREETE

Compute offering : —#5EE B EHRIFRE, @ECPUREE. CPUBEREIRIEX/, HERE T ERIIFHEEE
WREHRE, EEVMinstance BIEEEMEHN—ERNEE, BE—EERE

Min Instance: The minimum number of active VM instances thatis assigned to a load balancing rule. The active VM
instances are the application instances that are up and serving the traffic, and are being load balanced. This
parameter ensures that a load balancing rule has atleast the configured number of active VM instances are available
to serve the traffic.

If an application, such as SAP, running on a VM instance is down for some reason, the VMis then not counted
as part of Min Instance parameter, and the AutoScale feature initiates a scaleup action if the number of active
VWMiinstances is below the configured value. Similarly, when an application instance comes up from its earlier
down state, this application instance is counted as part of the active instance count and the AutoScale process
initiates a scaledown action when the active instance count breaches the Maxinstance value.

Max Instance: Maximum number of active VM instances that should be assigned to a load balancing rule. This
parameter defines the upper limit of active VM instances that can be assigned to a load balancing rule.
Specifying a large value for the maximum instance parameter might resultin provisioning large number of VM
instances, which in turn leads to a single load balancing rule exhausting the VM instances limit specified at the
account or domain level.

If an application, such as SAP, running on a VM instance is down for some reason, the VMis not counted as



part of Max Instance parameter. So there may be scenarios where the number of VMs provisioned for a
scaleup action might be more than the configured Max Instance value. Once the application instances in the
VWMs are up from an earlier down state, the AutoScale feature starts aligning to the configured Max Instance
value.

Specify the following scale-up and scale-down policies:

Duration: The duration, in seconds, for which the conditions you specify must be true to trigger a scaleup action. The
conditions defined should hold true for the entire duration you specify for an AutoScale action to be invoked.

Counter: The performance counters expose the state of the monitored instances. By default, CloudStack offers four
performance counters: Three SNMP counters and one NetScaler counter. The SNMP counters are Linux User CPU,
Linux System CPU, and Linux CPU Idle. The NetScaler counter is ResponseTime. The root administrator can add
additional counters into CloudStack by using the CloudStack API.

Operator: The following five relational operators are supported in AutoScale feature: Greater than, Less than, Less
than or equal to, Greater than or equal to, and Equal to.

Threshold: Threshold value to be used for the counter. Once the counter defined above breaches the threshold value,
the AutoScale feature initiates a scaleup or scaledown action.

Add: Click Add to add the condition.
Additionally, if you want to configure the advanced settings, click Show advanced settings, and specify the following:

Polling interval: Frequency in which the conditions, combination of counter, operator and threshold, are to be
evaluated before taking a scale up or down action. The default polling interval is 30 seconds.

Quiet Time: This is the cool down period after an AutoScale action is initiated. The time includes the time taken to
complete provisioning a VM instance from its template and the time taken by an application to be ready to serve traffic.
This quiettime allows the fleetto come up to a stable state before any action can take place. The defaultis 300
seconds.

Destroy VM Grace Period: The duration in seconds, after a scaledown action is initiated, to wait before the VMis
destroyed as part of scaledown action. This is to ensure graceful close of any pending sessions or transactions
being served by the VM marked for destroy. The defaultis 120 seconds.

Security Groups: Security groups provide a way to isolate traffic to the VM instances. A security group is a group of
VMs that filter their incoming and outgoing traffic according to a set of rules, called ingress and egress rules. These
rules filter network traffic according to the IP address that is attempting to communicate with the VM.

Disk Offerings: A predefined set of disk size for primary data storage.

SNMP Community: The SNMP community string to be used by the NetScaler device to query the configured counter
value from the provisioned VM instances. Defaultis public.

SNMP Port: The port number on which the SNMP agent that run on the provisioned VMVs is listening. Default port is
161.

User: This is the user that the NetScaler device use to invoke scaleup and scaledown API calls to the cloud. If no
option is specified, the user who configures AutoScaling is applied. Specify another user name to override.

Apply: Click Apply to create the AutoScale configuration.

Disabling and Enabling an AutoScale Configuration

If you want to perform any maintenance operation on the AutoScale VM instances, disable the AutoScale configuration.
When the AutoScale configuration is disabled, no scaleup or scaledown action is performed. You can use this downtime

>

for the maintenance activities. To disable the AutoScale configuration, click the Disable AutoScale "= button.

The button toggles between enable and disable, depending on whether AutoScale is currently enabled or not. After the
maintenance operations are done, you can enable the AutoScale configuration back. To enable, open the AutoScale

configuration page again, then click the Enable AutoScale E button.

Updating an AutoScale Configuration

You can update the various parameters and add or delete the conditions in a scaleup or scaledown rule. Before you
update an AutoScale configuration, ensure that you disable the AutoScale load balancer rule by clicking the Disable
AutoScale button.

After you modify the required AutoScale parameters, click Apply. To apply the new AutoScale policies, open the AutoScale
configuration page again, then click the Enable AutoScale button.

Runtime Considerations

An administrator should notassign a VM to a load balancing rule which is configured for AutoScale.

Before a VM provisioning is completed if NetScaler is shutdown or restarted, the provisioned VM cannot be a part of
the load balancing rule though the intent was to assign it to a load balancing rule. To workaround, rename the
AutoScale provisioned VMs based on the rule name or ID so at any point of time the VMs can be reconciled to its load
balancing rule.

Making API calls outside the context of AutoScale, such as destroyVM, on an autoscaled VM leaves the load balancing
configuration in an inconsistent state. Though VM is destroyed from the load balancer rule, NetScaler continues to
show the VM as a service assigned to a rule.

15.9. Load Balancer Rules

CloudStackiyfE I EHEERE EAE —EHE —ESAVWHNEBTERAREEELARPRER. ERAERIMRA, BE—H
HEL, ARERSRUT—HEWE

_
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INRARIEMEFANetScaler, SRETE H th IE /£ F Cloud Stack B2 #E 8% 1 333 FI & MR IR ISR S B &P E, 1R
WREERRAER L, A5 —EFENRARIANE, FReMEERNT

15.9.1. 18N Load Balancer Rule

. LB E R IR{EAE E ACloudStack Ul
L EAEMNEERE, EiENetwork
CBEREEREAETEHNMEE
. 1% View IP Addresses.
| REBREEHICHBIMIP, T ConfigurationtiZ%;
. 7£ Load Balancing 2, % View All
£ BasicH, {REBAIUFFAERFBIEZIPREIRA, CloudStack FEREIRAIEE, MELBE—@EPT, LIHEP
AddressesZEH
BIZEIE LTS, A%IZTAId Load BalanceriZ#;, 7H#iHE
7. BRUT:
Name: load balancer rulef9%& 8
Public Port: FE#R AR 28R
Private Port: VMIZUUR 2R
Algorithm ;ZZ2{RIEECloudStack{EFAREE L, CloudStackXBRZ BRMEEL, MRMTATBSLRIE,
{RATLATEMERSHERE L3R BIREM & R
Stickiness. (Z#214) BiEConfigureliE#Estickiness policyRiEHE %, 52 Sticky Session Policies for Load
Balancer Rules Zfi
AutoScale : EhZEConfiguredf aNEd 15.8.5, “5% & AutoScale "#BASE M AutoScaleHIEE E
8. Add WWis, AEZREREULESTRENVWMSs, AR%IZRApply
FRRAIEHIRERE S, (RATUEEM LS RRIFIBSERI

o O~ WN P

15.9.2. Sticky Session Policies for Load Balancer Rules

Sticky sessions are used in Web-based applications to ensure continued availability of information across the multiple
requests in a user's session. For example, if a shopper is filling a cart, you need to remember what has been purchased
so far. The concept of "stickiness" is also referred to as persistence or maintaining state.

Anyload balancer rule defined in CloudStack can have a stickiness policy. The policy consists of a name, stickiness
method, and parameters. The parameters are name-value pairs or flags, which are defined by the load balancer vendor.
The stickiness method could be load balancer-generated cookie, application-generated cookie, or source-based. In the
source-based method, the source IP address is used to identify the user and locate the user’s stored data. In the other
methods, cookies are used. The cookie generated by the load balancer or application is included in request and
response URLs to create persistence. The cookie name can be specified by the administrator or automatically
generated. A variety of options are provided to control the exact behavior of cookies, such as how they are generated and
whether they are cached.

For the most up to date list of available stickiness methods, see the CloudStack Ul or call listNetworks and check the
SupportedStickinessMethods capability.

15.10. sF E IPEi [E
FERBREPEERESMERS LRENE, RAFFEREREECHNBERATESHEMEERE S BFERVPNER

15.11. ¥ S HHIP

. BB ENRIR{EAE E ACloudStack Ul
L EAEMNEERE, EiENetwork
BB EERMEEE

"

. T Acquire New IP, #A#%iZTFYes

HARIPAILRARNER, FILREEIEGHER, TARIPAEZS &R RAlocated, IRIEIRE LUE port
forwarding,% static NAT rules T{EFR{REIIP

g r W N PR

15.12. & H IPAL ik
EFMEEREIPLARAEREFEEREE, g LUBHIP, MIPERVPC, BAREWAHEEERERER

. BB E R IK{EAE E ACloudStack Ul
L EAEMEERE, EiENetwork

. BEREEERNEE

. 1% View IP Addresses.
EREBEERHMIP

. ¥ TFRelease IP i

a b~ W N P

o

15.13. Static NAT
static NAT rule Be#f —EARIPEVMENTAAIP, IbAFFMEBER, HANRPLIAEMFER, EBA. EESHRIR



AN TE IPRHRYSLEERR static NAT

15.13.1. FRU/RAE Static NAT
R port forwarding rules BIEFARY, RHE FAEFIRYstatic NAT

MRE S HVME L BRI —IR2, static NAT rules R EHIE T HERE B BEE B2

. UEEE N IR{ERE E ACloudStack Ul
. EAENTERE, EENetwork

. BREBREEERNEE

. 1% View IP Addresses.

. BEREEERMNIP

a »~ W N P

. ¥ FStatic NAT E_l button.
RS ik BBstatic NAT B A& SRR BRI Sk RARA
7. MMR{RIEFE(EAstatic NAT, SBkHEEBZEVMEIEEEE, REIRApply

o

15.14. IPE £ R Bh XS

By default, all incoming traffic to the public IP address is rejected. All outgoing traffic from the guests is also blocked by

default.

To allow outgoing traffic, follow the procedure in &i 15.14.1, “ 37 Advanced [& N EY”.

To allow incoming traffic, users may set up firewall rules and/or port forwarding rules. For example, you can use a firewall
rule to open a range of ports on the public IP address, such as 33 through 44. Then use port forwarding rules to direct
traffic from individual ports within that range to specific ports on user VMs. For example, one port forwarding rule could
route incoming traffic on the public IP's port 33 to port 100 on one user VM's private IP. For more information, see

&1 15.14.2, “Firewall Rules” and &3 15.14.3, “Port Forwarding”.

15.14.1. B3I Advanced[& A By

_

Egress firewall rules £ 1B R KB

Egress traffic 2% FAANBEEZIAF#BEE, Flilinternet, Egress trafficfE¥8:% L 2RAMM, B R2HEERELHERER
Internet, PR, EATLATE Advanced #738Egress traffic rules&iZfilEgress trafic, MEMIRABREF RFFRE, HA

RERE. ERTARAERAEBIRE, HEOTITERE
ZEEMEgress firewall rules MIET :

5% EEgress firewall rules :

1. LIBEEE S #imE A& E ACloudStack Ul
2. EEAENBERE, #iZENetwork
3. {ESelectd, EFMBEMIGuUest networks

4. 2 Egress rulesiZHIIE AL T R IMRIEEH —BRENRER B AT HHEFMELIVWM

Details. Egress rules

CIDR Protocol Start Port End Port

¥

TCR [=]

TCR

uDF

ICMF
10.1.1.0124 Al

“ H

CIDR: (REE#HCIDRETI®) & T A F 2R EREBEMNIPAILE, ¥ ACIDR=ZCIDRMcomma-separated list,

CIDRZ BrythpyEFEIPAItE, toans:,

192.168.0.0/22, # T fFFAIACIDR, 3

Protocol: VAR 2 EIE MBI E. TCPHIUDPIRERRAEENZBRMKIREREEHN, ICMPHRERHA

VREX SRS IR ERER

Start Port (TCP, UDPRRE): —E&EE N, #WHREBFENETERE, MRMERR—EE, ZMERNERR

—HF
ICMP Type, ICMP Code: (ICMPRE)E £ BIAE R 3% HHIEEER B
5. $&Add

15.14.2. Firewall Rules

T ARIPRIE A B FE% L 20 AEFRAER, fEa LUE RTRA MOE IR RIS BIRNFA MERIIR, EATLLRIEBMMIEE —E S
CIDRIGEERIRIP, EFEERAFEIPHEAGKE, SREAN

BT B KSR A RFRURAATEIP, EEMIPHMEAR, AREFIUSEHsecurity grouppiZhl, &R

T — A B Eadvnncad 5anAhIZHE T

AT M FHEdhartial rantarZR R Anrac e fircuniall riillae FESZBENZEREA - G5 15 14 1 wi#



1T <A AUVAIILTU LUIITHIERSTE |7y PP ZAFE VWAL TUUIKCTFH*BATYITID nicwall 1Uicd, 0 KRo/\nRZ ) « BY Lo.L49.1, &
37 Advanced|[& [k

B A &R A AT AFE A Management Server UIFREY Firewal B2 8 BT, CloudStack #%, 1Z& i A 2TE&RA M. CloudStack
BEEWAEREEEERMRERNBEY firewall.rule.ui.enabled &True ¥ EFER~

IR KAERRA :

. LB E R IR{EAE E ACloudStack Ul

L EAEMNEERE, EENetwork

. BEREEERNEE

. 1% View IP Addresses.
REBREEERNIP

. BEEConfigurationtZ%, ARERBEALUTEIE

Source CIDR(EIZM) A T ERFEMItEREHR A REBIPAILE, ¥ ACIDRs(CIDRKMcomma-separated list, Lk
N, 192.168.0.0/22, %7 SREFFAACIDR
Protocol: FRUIRE(—ZEZ @)z BERMNBERBE
Start Port and End Port, &8 ZE/EMAME LREMBIE(—EZE)NEE, MRRERR—EER, EFREENER
E—#F
ICMP Type and ICMP Code, EE13E2IEREMRICMPEER, REICMPIRERENH A MR ISHRIEAIZE
o MRIERERMEE, ATLUBRHICMPXXH

7. ¥Add

o 0~ WN P

15.14.3. Port Forwarding
Port forward iR¥5 = —#EE A #tHport forwarding rules, Portforward REERE—EZEE AW, B VMERIEHEHE
FBPREFIHER, TAURE—EZECDRICERIRIP, EEBRAFRFEIPHERBRE, 2REMHMN,

&L VMA IR R BB Mport forwardiRF5H. Port forward BRFSth Al AR ES, ER2BEMAKE. NRE D HVMES EiERE
H—#84y, portforward rule R EZETETRER MBEREE F BEE & E/F

& 17Hport forwarding REAREMATEMEIP, EEMEIPHEERRE, HHFIUEE WHsecurity groupfriZfl, §¥Rsecurity group
% Eport forwarding

. BB ENRIR{EAE E ACloudStack Ul
. NRIERIZFEERLL, FE7ECloudStackiy—{Elzone I8 INARIPEERE, ¥R & EIEEIPMAIdIng a Zone and Pod
2 IN—ZE % BV instances EICloudStack
C EAEMNEERE, EiENetwork
BEBVWEDEENE - 1B
CBE-EFENPREIE —EMNIP, FRE 1511, HGHIP
. B ConfigurationtZ%
. 1 Port Forwarding &85, 3% View All
CEBELMUT:
Public Port:/AR{EE#IE G EUERT—F RESHIPL
Private Port : instance EfEIEABRRENT
Protocol: FE& 2 [ @A TG E
10. ¥#Add

15.15. IP Load Balancing
FRETREESRIEZENEEETIA—EARIP, CloudStack MU T 5ISE IR TCP B MR AM & T &

Round-robin
Least connection
Source IP

SER#E N port forwarding, B2 BMHhATEER ZEIPALiE

15.16. DNS & DHCP
EHREZRIREDNSKDHCPRT, ©EREDNSHRIDNSHEMRSS, LLDNS{EAR231EAvailability Zonei% &

15.17. VPN

CloudStackif & #8 & oT AR I E A A MERE (VPN)ZRZ I E i 28, IR EHEERILIRftRemote Access VPNERFSHI
network offering#3z, HE#EEE 2R (BMRSystem VM)#§ 4% FZRIR#AR7%. CloudStackiZfit L2TP-over-IPsec-based remote
access VPNIRFSHGHE EIMEER, RNEEREBREECHERRHAS, VWPNsTEEHEES=, JREWindows, Mac OS X
IOSEIVPNZE = AT LU FEAE RS, IR HEBEETLURIREERHOHNVPNERE, CloudStack NE7ELLAEERB MRS
ERE, BEEFEASER, VPNEREENESER S EAENMAVPNMERIESEZ, MEVPNERETLUEFERIES BEE
AT B VPNs

BEVWPNERERE, thElVPNEIIHRIRR A

Road Warrior | Remote Access : ffAERERRPNMAEEZIHFAAMIREEHNRLIELR, FLLIPAIEE AR

gh ¥ A RAEZT\/DONIFIRRBE S
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Site to Site : ELLBIF, MEMAFEBELRZSVPNEEESARER, ZSiRERENFEEEGIN, PHA=MEEE
HEEEREBInAMEE, RENAMIEAESTEVPNAERSS LERE, R, HAL2TP-over-IPsech LLANKEEE Site-to-
Site VPNs, EETZEBETRENEEBM, BELEHA, FRE 15.17.4, “5%7E Site-to-Site VPNEHR"

15.17.1. 52 EVPN
AEIRREVPN

1. IEEE S #R i AE & ACloudStack Ul

2. EEEMEEIRE, #EEGlobal Settings

3. REUTLERESH
remote.access.vpn.clientip.range — The range of IP addresses to be allocated to remote access VPN clients.
The first IP in the range is used by the VPN server.

remote.access.vpn.psk.length, IPSec keyfIRE
remote.access.vpn.user.limit, =EERS ZZHIVPNERHE

R ERRIVPNIG R EME

CUFERAEREEEEA
L EAEMNEERE, EiENetwork
. BEFEEERNEE
. ¥ View IP Addresses.
. BREHAP—ERERHRMIPALIE
. ¥REnable VPN
IPsec key& RER1EEBKIRE

o U~ W NP

15.17.2. £ Windows{# FI VPN
ERRHWondows EAE RREVPNER SR, —iss, EREGBAREBVPNLEE, LREERBAZTEVVPN, LTS
FAWindows VistaBWindows L2TPE S 1, 154 FESE fh AR AR

1. & A CloudStack{@RENHE, Bh&Esource NATIP, VPNIZEEHER IPsec preshared key, it FEE&BEIP, FH
ENAHLEIH—ESEEREE RMMANEE, RIEET—EFEREXFIRERERBE

2. fEWindows box, ZE|Control Panel, #A1%:&#ENetwork and Sharing center, Zi#Setup a connection network
3. E T —{E¥EE4E, EIENo, create a new connection

4. EF—{E¥EEHE, #EiEUse myInternet Connection (VPN)

5. fE F—{B%IEEIE, #MALER 158 Fisource NAT IP, #4FEiEATE, %AEDon't connect

6. ET—EHEE, MATSRLEZZENERELBREE

7. ¥&Create

8. [EZControl Paneli: 25 &Network Connections SR EFTHERS, IthE#EFERE KRR A

9. GEEMBEFTERS, WEEProperties, 7EProperties #15EAE, #1E NetworkingtR

10. #£Type of VPN, EHEL2TP IPsec VPN, A% ELEIPsec settings, #i#EUse preshared key, AT RIZZTH

preshared key
. HERE B ATLIRREN, [EEIControl Panel -> Network Connections, #A%% & BEE 2 17 f)5& it
- WMARSRIBTHERE ZBREH

B
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15.17.3. Using VPN with Mac OS X

First, be sure you've configured the VPN settings in your CloudStack install. This section is only concerned with
connecting via Mac OS Xto your VPN.

Note, these instructions were written on Mac OS X 10.7.5. They may differ slightly in older or newer releases of Mac OS X.

1. On your Mac, open System Preferences and click Network.
2. Make sure Send all traffic over VPN connection is not checked.

3. Ifyour preferences are locked, you'll need to click the lock in the bottom left-hand corner to make any changes and
provide your administrator credentials.

4. You will need to create a new network entry. Click the plus icon on the bottom left-hand side and you'll see a
dialog that says "Select the interface and enter a name for the new service.” Select VPN from the Interface drop-
down menu, and "L2TP over IPSec" for the VPN Type. Enter whatever you like within the "Service Name" field.

5. You'll now have a new network interface with the name of whatever you putin the "Service Name" field. For the
purposes of this example, we'll assume you've named it "CloudStack." Click on that interface and provide the IP
address of the interface for your VPN under the Server Address field, and the user name for your VPN under
Account Name.

6. Click Authentication Settings, and add the user's password under User Authentication and enter the pre-shared
IPSec keyin the Shared Secret field under Machine Authentication. Click OK.

7. You may also wantto click the "Show VPN status in menu bar" but that's entirely optional.
8. Now click "Connect" and you will be connected to the CloudStack VPN.

15.17.4. 5% & Site-to-Site VPNE 5
Site-to-Site VPNE BHETE & 2 4B R EH AR T — AR SMERE, BERETVPNERECEGREE - MEERES, o
LAHERAEERGEW, 5T SEME RMETEEERIVPNEBIIVMAER T

SEERERENIRRES

Cisco ISR K &IOS 12.45k 2 1%,

- A~ . i s - M~ A m s a1



= Juniper J-sSeries routers BIFEJunOsS 9.5 Z AR HY AR A

‘ BR T UL ESFERICiscoKIuniperdEi®, HAb{E{ACiscosi@IuniperfEX R T BMEE R LI VPNERE

AT T SRR EE L Site-to-Site VPNEHRE

1. 131 Virtual Private Cloud (VPC)
F2H ¢ #1519, “REERMAER IR
2. #3IVPN Customer Gateway.
3. AIE—EVPNRIE#RVPC
4. BIIVPNEREFAVPC ; VPNEEHRE - VPNREE

E Site-to-Site VPNEFE{EEAREER, CloudStack UEHIRIRT, RZFA. MRAKXBFHEFUFEEHRT

15.17.4.1. B R EHVPNE = FE

‘ VPNZE /= BB ERE— & EVPNRE

EIVPNE - REE :

. UEEE IR {E A& & ACloudStack Ul
CEEENEERSE, EENetwork

. 1ESelectif & #1EVPC Customer Gateway
. ¥2Add site-to-site VPN

A W N PP

:f add VPN Customer Gateway

* Name: [ ]

* Gateway: | |

* CIDR list. | |

=

* |Psec Preshared- |
Key:

IKE Encryption: | 3des

IKE Hash: | md5

IKE DH: |

ESP Encryption: | 3des

ESP Hash: |md5

Bl Bl Bl Bl Bl [E]

Perfect Forward
Secrecy:

IKE lifetime (second). (86400

ESP Lifetime (3600 |
(second).

Dead Peer Detection; [

Coe

RELITER :
= Name: fREIIMVPNE = BB B



Gateway : 3z REEHIIPALIE

CIDRIist : 55% CIDRZIX, # ACIDRsCIDRHcomma-separated list, FE{REHZE CIDRFIFKRZHEVPC CIDR
HEMEFZCIDRERE, CIDRHEZRFC1918-compliant

IPsec Preshared Key : Preshared keying@VPN#Im D Zb B 2B E, LLEBARREE - RERVPC
VPNREE

IKE peers(VPN#& i) #EHIEH k% HiPreshared key& Skeyed hashZE R R EAHERE, MR IEIERMY
hash, BRI~ ZHENME

IKE Encryption : Internet Key Exchange (IKE) Bl Zphase-1, ZiEMINZIREEABAES128, AES192, AES256,
% 3DES, ER&&FEM Preshared Keys52h%

phase-12 IKEBRRHE—EMI. LSRR, MEVPNIRRERILLAERRERLIPRE, EHES
EinEEEFSH Preshared Key, phase-1HE#52:EREVPNRE

IKE Hash : #fiphase-1MJIKE hash, ZiB&EREEASHAL & MD5

IKEDH : NEZIBHE, AFMAETRLBABERIDZNWE, 1536-bit Difie-HellmanfEAAIKEL{F&
#8, ZIZB’IBA None, Group-5 (1536-bit) and Group-2 (1024-bit)

ESP Encryption : Encapsulating Security Payload (ESP);E& %% phase-2, ZBMPRE XA AES128,
AES192, AES256,% 3DES

phase-221E IKEBF2MSE —#1I, ARA3TPIPSec security associations (SA) REILIPSec:dE., #
phase-13z#:#Diffie-Hellman keyZ= B #r#0keying material, 3RIZHETELBFEVPNERLR

IKE Hash : #Aphase-2fJEncapsulating Security Payload (ESP) hash, SiEEERASHAL & MD5

Perfect Forward Secrecy : Perfect Forward Secrecy (or PFS) 2R LSBT ERBROAHERIMASIEE
R, lbEMsEDiffie-Hellman key3 #2, RMERLEMIERIMkKeying material, RFAMBHRENFAM, THE
B % None, Group-5 (1536-bit) and Group-2 (1024-bit), DH groups# AR MEFEBA, REMWETF

N

When PFS is turned on, for every negotiation of a new phase-2 SAthe two gateways must generate a
new set of phase-1 keys. This adds an extra layer of protection that PFS adds, which ensures if the
phase-2 SA's have expired, the keys used for new phase-2 SA's have not been generated from the
current phase-1 keying material.

IKE Lifetime (seconds): The phase-1 lifetime of the security association in seconds. Defaultis 86400
seconds (1 day). Whenever the time expires, a new phase-1 exchange is performed.

ESP Lifetime (seconds): The phase-2 lifetime of the security association in seconds. Defaultis 3600 seconds
(1 hour). Whenever the value is exceeded, a re-key s initiated to provide a new IPsec encryption and
authentication session keys.

Dead Peer Detection: Amethod to detect an unavailable Internet Key Exchange (IKE) peer. Select this option if
you want the virtual router to querythe liveliness of its IKE peer atregular intervals. It's recommended to have
the same configuration of DPD on both side of VPN connection.

5. 0K

Updating and Removing a VPN Customer Gateway

You can update a customer gateway either with no VPN connection, or related VPN connection is in error state.
. BB E kiR & & ACloudStack Ul

. EEEHNEEIRE, #iENetwork

. TESelectiR & #IEVPC Customer Gateway
. Selectthe VPN customer gateway you want to work with.

A WN P

5. To modify the required parameters, click the Edit VPN Customer Gateway button ]EI
6. Toremove the VPN customer gateway, click the Delete VPN Customer Gateway button x |
7. #ROK

15.17.4.2. Al —{EVPNRE A VPN

1. LIEBE SRR {EAE & ACloudStack Ul
2. EEEMNBERE, #iZENetwork
3. 1ESelectiiERIEVPC

&5 B RIERMVPCERIIEAE

4. HIEERBEVMHVPCIZ T "Configure"
\IDr B B e R A A 11 7R B 4T



5. #& F"Settings"B=
GRARHEUTRIE
= |[P Addresses
= Gateways
= Site-to-Site VPN
» Network ACLs
6. EIE"Site-to-Site VPN"
MRIRBE—RBIERVPNRE, 5512 Site-to-Site VPN"SK 3| ERHTAIVPNRE
7. TEWRERHEEIED, 'Yes"RIEE
B —/NERBSME, VPNRLEMAIERNT 7. RS SRR rEERAIZMVPNREE RS, R"Yes "HFER
LIS EVPNRE EEE R T
» |P Address
= Account
» Domain

15.17.4.3. 37 VPN Connection

1. EEE S inE A& & ACloudStack Ul
2. EAEMEEIRE, EiENetwork
3. 7ESelectfREEEVPC
FrE AR RIEMVPCERIEARER
4. HHEERBVMEIVPCIZ T "Configure”
VPC EE G TA RAIEHNER
5. #&F"Settings"B=
SERTHUTRIE
= |[P Addresses
= Gateways
= Site-to-Site VPN
» Network ASLs
6. EIE"Site-to-Site VPN"
S FARSite-to-Site VPNE &
7. # Select View FHIHEE, FEELLEEEVPN Connection
8. ¥ T Create VPN Connection
SRTRAIERVPN Connection¥f5EHE

& Create VPN Connection

“WPN Customer | JuniperJ2320-SC
Gateway:

JunierJ2320-SC |

9. REFEMNE RE, #OK
BAX, EFERVPN Connection
ERERLLTVPN connectionB9& A,

+ [P Address

» Gateway

= State

» IPSec Preshared Key
= IKE Policy

= ESP Policy

15.17.4.4. EFMENF1FZER VPN Connection

1. LIEBE SR iRH{EAE & ACloudStack Ul
2. BEEMEERE, EiENetwork
3. ESelectiR&E:EEVPC
&= AT A RIRMVPCERIIEARE
4. WEEFBEVMHIVPCIZ T "Configure”
VPC EEERRAARAIZHER
5. ¥R T"Settings"Bl=
BRASHUTRIE
= |IP Addresses
» Gateways
» Site-to-Site VPN



Network ASLs
6. E1E"Site-to-Site VPN"
S FERSite-to-Site VPNEH
7. # Select View FHIXE 8, #EEE#E VPN Connection
SRR A REILHIVPN connections
8. EF(RBEERBIVPN connection
&R ~Details Z%

9. FB#PFRVPN connection, 2 T Delete VPN connection button X

HEESHRYEIVPN connection, % FDetailsIZ# N B Reset VPN connection ﬂ

15.18. B Inter-VLAN Routing

Inter-VLAN Routing 2 7E#EE& 7T 2 KX VLANS IR I BEARAVThAE. LLIhAE S EFIRER E Virtual Private Clouds (VPC), —fBEEiH
FIBIIER Sy, [HTREsNIEHSterfEMA, RBETRVLANRE LtiersiBesA EAREE, BRI LURMVLANGters, UK VMs AT
LIBREEERRMtier £, flaAweb, Applicationsk Database, ELVLANs B EEE—EREVMEBE BN ERKRBAE L, BT
EHVLANKVWS R AT EEE, RMEEARTSterER, ERMEBELRATEENRLERBEMNEBE, B
ERMN B RS =R

IR T XenServerE R VMware#hypervisors,
FTERRS

EWEFUME—AAVLAN, RAFERAEEELVLANREW, SHEVLANZRERDEIIRS, MERERRIOVMELE
RPEREINR = BIEHZVLAN

®:s

FEECHAIR S FIVLANTREB SRS o=

FEEARFEAZBRIMMBECHVPC, RREEARER, ELIEE, BRIk WVMEEESEEIFVLAN £
BEEREAEMTLUEISVPC, SFEMERNEREEE—AVWMEERERE, HEVPCERKHS
BFEE A LB LTRSS H SR EIVVBTRE ¢
VPN Gateway : BZ &, #RA 15.17.4.2, “BIE—EVPNREEHRVPN”
Public Gateway : VPCHI/AFERIE, EVPCHIEBIRHAEREMRMA, AMEERIGRIGEREER, BT
HERNREIEAEERE
Private Gateway: B &, %R & 15.19.5, “fEVPCHIEPrivate Gateway’.
TIRE REAEH T LIRS Edestinations-gateway 84, B2, RE—ERELEGA
g -
VLANSs and Public Gateway : 520, FEREXREEEZN, UKkWeb application VMs SRERHEEE EE
VLANS, VPN Gateway, and Public Gateway : 5, FEREXZHEEE, LLKkWeb application VMs £2#BIXHEEL &
B, UREREVMENESEEEE
ERA T L ERIEHIZES Access Control List (ACL) , FGERVLANBIRE, SKiERSHEE RVLANBEIRRE, MeafLlE
FACIDR. EFAEEE. type code(BNRFZICMPIHE) KA /E H R EZACL

LT EREERA Ainter-VLAN SR ESHA

Multi-tier Application

VLAN 1001 VLAN 1002 VLAN 1003

ci TRIX

BEEILER Inter-VLAN, F#R £ 15.19, “F% T E#FAA S5

15.19. SR EE BRI AEiR

15.19.1. AR E#E I A EiR

CloudStack E##FfAAEim2—@FAA. BIIMCloudStackifsy, —EVPCHRILIE B CHIEEHBRAE, NMRAEHREEEE.
IR LA R AR LTRSS, ERMER T LAE A AGILE, BI40 1 10.0.0.0/16, EAUEVPCHER D ERERER, &
B, AT LAERIPAL B S EREMLIFESEN instance

i, wNRVPCHEFAAEREL0.0.0.0/16, FHEMEEEATLAEHEIREEE 10.0.1.0/24, 10.0.2.0/24, 10.0.3.0/24.. 5%



VPCE E
VPCHI LA TR AR HELAY

VPC : VPCEBZEBMIMIRMALR, TLUEHERKHSFREMVPCERIE

Network Tiers : SEERIEABIINMEE, HEBCHVLANRCIDRE, BAUELKRBEER, REEELE, BRE
HVLANZR &, B{EBREINICHE ARE

Virtual Router : [EISHIRE BHEESE, WAVPCELEFNE, EHRIRHEIFTARBE. VPCHEKNAT instance L&
EBEMRRERRE. HNEEBR SHERERHRFHEBEMNICRIP, EiEMEHERECHWIPREDNSKDHCPR
%

Public Gateway : fH/ABIRE, #EREKIIVPCHKERVPCEIEZBIRMTE. HRVWPC, FHRIHERAEETEAM
BE, EULARERE I IR E E AR

Private Gateway : fEHFAANEE, EFAABRIIVPCHERVPCEIRAWRIRE. ESEA, FHRE 15195, 7EVPC
#1i8Private Gateway’

VPN Gateway : VPNE#RHIVPClf

Site-to-Site VPN Connection : FEESELFERIVPNESRS, 7EEMVPCEER AL, RAMEHKco-locationik iz M. B% &
A, FFR 8 15.17.4, “5% € Site-to-Site VPNEHR"

Customer Gateway : VPNEIRHE S ik, BEEH, #FRE15.17.4.1 "B REHVPNE - FE"

NAT Instance : IRUGEFIRAIILEEER instance, FAIRHANFREFIMER, ELER, FRE 15.19.9, "FAR/EIE
Static NAT”

VPCH I8R5 H
LU 2 /0B B a0 AERE 424,218

EERFREEHNVPC
BRBRKIAREHVPC

BB R FAA S Sk ¥ s VPN 2 BRI VPC
ARARERILHEIEVPNEFEMVPC

VPCHY = 5 % TH
IRAT L IR IVPCEREE ¢

38 /0 F 8 % BB R
BBVPNRE, FRLEEVPNERKEREEENHD
{51 AN FARDE R VPN A B A i P AR B RR I R R E R D

VPNifiig E 2 FE1H
EIIVPCHI, BHERUTEIE:

EIIVPCTE, TEXARAIRE

VPCIERETE RS RIBE, THERABERZERESE

—ﬁgﬁ BFIVPCTESRBE 42018, BEEALUEMmaxaccount.vpes BB BMRAI RSB IRF, B EILGITHIEHIVPC
RAHE

—EMR P REFTIM B MTEABE A3, EALUEAvpc.max.networks 2 B4 sk it

BEBREEW—HCIDR, H{RELCIDRIEVPCHCIDREREX

BiREBRR—EVPC

FrE#EEE B AR FEE R A — @ik =

EIIVPCH, Fask &9 BE—{ESource NAT IP, Source NAT IPRETEVPCHIREEF ST H
ARIPERETFEAE—EERN, NRIPAsourceNAT, BIFAERE StaticNATS @ AIREZE
instances R B E TR EMWFAIPAILE, FERANATIREEEVPC EEITH instance, f§ instancefEERHBIEHEEEEIE
REFEEBEEINEIVPC, FEVPCHIRBIEEE LIRMAvpc.maxnetworks 28EE, FERA3
EHTEBRFETE—EER

NRIPHLE D ERE —ERER

P E A E R ARERA, FIi0, WMREBEMRAREMRB, URARIPL, ERILHEAIPHASRBAEILBARRE X
A, ERERRER

LLIPREEFR{EStaticNAT, B#ET4sHEFIREER A Kt g
VPCHEEE I~ X 1R = i 77 BXVPN

15.19.2. & N Virtual Private Cloud
BIIVPCH, BREERMzonek—HIPIlt, BEELIClassless Inter-Domain Routing (CIDR)A#&BIT R KRR EEMHIP

1. UEBE SRR AE & ACloudStack Ul
2. EEEMEERE, EiENetwork

3. 7£Selectti & EEVPC

4. #F Add VPC, Add VPCEEESFTUT :

Name:



* Description:

“Zone: |Zonel E|
* Super CIDR for |
Guest Metworks:
DMS domain for
Guest Metworks:
RFELUTER

» Name: BREEITHVPCERE
= Description: VPCHy ]
= Zone : BIEEEFEFVPCHzone

= Super CIDR for Guest Networks : #VPC AT Htier(GH M) EHCIDREE, EEHIE—@Bierty, HRET
HICIDRZTE Super CIDRE{EH, CIDRZEBEMERFC1918

= DNS domain for Guest Networks : I1RE18IEE —EHF5IMdomain&#E, FEEEDNS suffix, EEWLIERE
FEVPCHhftier, TRENFFAtiersBMRRFA—EDNS domain, MEMLIEZERE, ALBEEBEE

15.19.3. i E#HK
TierfEVPCH 2EBII MBS R, TRk EETAEIEthtertd, EHREBRKAE, Tiera R MEVLAN DRHEMESE
, TieriRE—EEE BAXIEENVPC A ERHEER
1. UEEE i A& & ACloudStack Ul
2. BEENEERE, EiENetwork
3. TESelectiR & EIEVPC
&P A A BIEMVPCE RINERE

K ——

KinERAETUERBECHNVPC, Moot EEERERUERAMARZENVPC

4. HIEELBEMMVPCIZ T Configure”
SHARAAd new tier $EEIEINT :

& Add new tier

“Mame: |NewTier

* Metwork Offering: DefauItI-snIatedl‘_\]etworkO’FFerinanr\a E

* Gateway: [10.0.0.1

*Metmask: [255.255.255.0

MBREEREITtier, EFFRVPCHER, % TCreate TieZRH12
5. BEEHELT :
PﬁﬁB’WﬁLL%KZ\‘E&%
- Name: B MtierfI 21

= Network Offering: 7| H{ L R FEER HO#EEE AR 75 : DefaultlsolatedNetworkOfferingForVpcNetworksNoLB,
DefaultlsolatedNetworkOfferingForVpcNetworks

1EVPC, RAEFRLB-enabled network offering 3 At i 37 —Etier
= Gateway: fi#Ti@Mtier RIS, M EREEEEIIVPCEEER Super CIDREE N, EREREMAEVPC
N HtierE&CIDR
= Netmask: #&#7188tier A RUHEES E S
50, FNRVPCHICIDRZEL0.0.0.0/16, MHTHItierfICIDRZ10.0.1.0/24, BE%10.0.1.1, E=E2%255.255.255.0
6. ¥ROK
7. #&#E% Etierfaccess control list




15.19.4. % % Access Control List

TEVPCE#IE 23 £ E &ENetwork Access Control List (ACL), iFEVPCEMR. EBRANMEEMELIREIEA (ingress)F#H
(egress)iE, ¥EZLE, B HERMEA. M REZWAEEN, MUBERIFMnetwork ACLKRITEHIE, REAXIE
network ACLARF5BF BE7E /B #RAIIZNetwork ACL

1. LIBEE S #im{E A& & ACloudStack Ul
2. EAEMNEEIRE, EiENetwork
3. 7ESelectii & ERIEVPC
IR F B RIRMVPCERIIEAE
4. ¥ F"Settings"BI’~
SRARHUTRIE

IP Addresses
Gateways
Site-to-Site VPN
Network ACLs

5. 3&1Z Network ACLs.
ERE~Network ACLs B

6. ¥ TFAdd Network ACLs.
BEALUTEIgHRIEEWETREFELLBRIMWMAITN

CIDR: CIDR7E Ingress rules F1#33#Source CIDREIIE ; 1EEgress rules#pi&Destination CIDREIMI®, % T 7E

BEAMI RSP RIREAHEIPALL, ¥ ACIDR=KCIDR#comma-separated list, CIDRZ# A ERERE

IP, tbNEE, 192.168.0.0/22, A7 fRFFFFACIDR, %% 0.0.0.0/0.

Protocol: ZRE R 2 B BRI IHE. TCPHMUDPREEWAEERTMRIKIKEREEEH, ICMPRESHA

VEEBIXEEREA R IBRR B R E R

Start Port, End Port (TCP, UDP only): —E#E K, MAREEENEETFRE, NRMEMK—EER, MG

ENERR—#F

Select Tier: FZEBEFIGULACLIRRIBIE R

ICMP Type, ICMP Code(fRICMP) : RSB R Rk H #55RE5

Traffic Type: BEZ2EREEAMNRENE
Egress: ¢ Traffic type FhI B8 #EEgress , A%RIRAI, ESHEEWM—ERSELLBREESELEW, MR
R BEgressHRRKIEE, MARERBATLIAIFEEVWMERIRHE, —BRAUBKIEE, RERUEENRE
REHAh#ingressiRAIAHFHRER W E L, MRA—BREVVWsEEZEBEER, mA8EHegressiRAl
Ingress: #¢Traffic type FHI R B E#EIngress, A%IRAdd, EEREW—ERELIBRELIZEM, 10
Ri&BIngressHRRIKIETE, FMEREREBAREREE, BRT EegressRRAEENRE

s

AR L, FIBEMEREMAR L TENZ WA, 8 —EACLIEEE R LIREKA

7. #TAdd, ACURRIEE#A
#Network ACLsHE, EEZEEZBHER, A%:EENetwork ACLIRE, TUUBIEHIBMWACLIRA

Network Details Hetwork ACL IP Addresses

CIDR Protocol Start Port End Port ICMP Typa | ICMP Cods | Trafiictype Ada rule: Actions
TCP E Ingress |Z| m

0.0.0.00 TP 1 65535 Ingress N X

0.0.0.000 TCP 1 65535 Egress N X

0.0.0.00 IC1P -1 -1 Egress X

0.0.0.000 P -1 -1 Ingress W X

BRI REEACLIR R B REEAMIFRAR A, 7EActions AR T EE Rk

15.19.5. ZEVPC#138 Private Gateway
private gatewayRAEH RIABTIEEHHIZ, VPCRANBRANICELEMEKAL : 1MER, ERA—EZENPOTRAIFERVLANI

IPEIRA &

1. LEEE R in{EAEE E ACloudStack Ul

2. BEENESERE, EENetwork

3. 7ESelectiREEIEVPC
IR = AT B RIEMVPCERIIEAE

4. ¥118FE:% Fload balancing rulesB9VPCi% T "Configure”
VPC EEERRFE RAIEHIER

5. #& F"Settings"B~
SRETHUTRIE

IP Addresses

Private Gateways
Qita-tn-Kite \/PNI



Network ACLs
6. E#EPrivate Gateways.
GRA~Gateways EH
7. ¥&Add new gateway:

& Add new gateway

Please specify the information to add a new gateway to
this VPC.
Physical Network | Physical Network 1 1=
" VLAN:
“|P Address:
* Gateway:
* Netmask:
Cancel

8. BEfEFmEALT :
Physical Network: 1E35 [E % R AIK B RS 1ERS
IP Address: §2VPC & BR8P ALt
Gateway: 2 HEIFIBVPCHIREE
Netmask: F1VPCR3&E R RGBS
VLAN:FIVPCERAR#EIVLAN
FHREEHIRERER, MTUEEU LS HRRIESERA

15.19.6. B i& VME! B #

1. IEHE & inE A& & ACloudStack Ul
2. EAEMEEIRE, EiENetwork
3. 7ESelectfREEEVPC
IR - AT B RIEMVPCERIIEAE
4. HWHEER B VMEIVPCIZ T "Configure”
VPC EEERETRATARAIRMER
5. EEFBVMHIER, #ZT Add W
GHARAAd InstanceZFEH
KRR LIS RAEIEIN—Einstance, BZ &, FRREHREPHAIdIng Instances ZEH]

15.19.7. AVPCH 5 — E#H HIIP

EIRIVS—EIPE, FIAIPAIHEE A ECEIVPC, MAREIVPCNME - #8E&, IPRATEport-forwarding, load balancing, 5
Static NAT rule#¥ 2SI BF & B EIE - 888, R, IPERAGEEREE—EEE

1. LIEEE SRR {E A& & ACloudStack Ul
2. EAENBERE, #iENetwork
3. 7ESelectti & EEVPC
&= A BIERMVPCERIEARE
4. HIEEREVMHVPCIZ T "Configure"
VPC EE SR TAA MAIEMNER
5. & F"Settings"B~
SRR U TRIE
IP Addresses
Gateways
Site-to-Site VPN
Network ACLs
6. #EIP Addresses
FERIP AddressZEM
7. ¥ T Acquire New IP, #R1%¥Z T Yes
BRIPAIERERNER, FILREEIEGHER, FTARIPAILEZS &R TAlocated, IRTEARE LUEFAIREIPIR

port forwarding, load balancing, #1 static NAT rules.

15.19.8. B —EIPEVPC

IDATHEFEAERRGN NBEARPKRKEEFTID RGN ENMENDE\/DCMNESE MDYV ATTEAHE  IDATHEAEZFGREBAI ( nart



TR ASTIS MXH Yy RN I LOINDT MR SC AL 5 1 T SAIEI PRV RN DX A T Ao 1 AL N I 1T VLR | PV

forwarding, load balancing, or StaticNAT )& # RIVIER T F 8EiEH . BHEMNIPHERRE—EVPC

1. LIBEEE S #Ri{E A& & ACloudStack Ul
2. EEEMEEIRE, EENetwork
3. ESelectiR&E:EIEVPC
&5 A RIENVPCERIIEARR
4, HEBEHIPMVPCIZT Configure
VPC EEERRAA RAIZHER
5. ¥R T"Settings"Bl=
ERNHUTER
IP Addresses
Gateways
Site-to-Site VPN
Network ACLs
6. ;EZIZIP Addresses
FE/RIP AddressEEmE
7. BEGBERLMIP

8. fEDetailsiZ%#, & TRelease IP i

15.19.9. B B /R BA Static NAT
static NAT rule B2 —E R RIPEIVMEMFAANIP, W ARFFMEERER, EEZEMBIRNMAIE R E PRI static NAT

R port forwarding rules EEFER, R T EERRstatic NAT
MRE - HVMEZEBKRN—ERD, static NAT rules R EHETER MR T REIE 8 /F

1. LIEEE &R {E A& & ACloudStack Ul
2. EAEMEERE, EiENetwork
3. 1ESelectiiEEIZEVPC
&5 AT B RIEHVPCERIIEARE
4. HEEREVMHVPCIZ T "Configure"
VPC EEERRAA REIEHER
5. #&F"Settings"El=
GRARHEUTRIE
IP Addresses
Gateways
Site-to-Site VPN
Network ACLs
6. EIZIP Addresses
FERIP AddressZEEM
7. BEMGBEERAMIP

8. TEDetailsiZH;, 1# T Static NAT \B= | it & {kiFstatic NATR S FRME S
9. INRIRBARLstatic NATE B H LA T EEE

Select VM for static NAT

i - LB
Dispiay name Internal name Zone name State: Select
TIVM i2-4vH zonet Running
Cancel Apply

10. EZEZEERKRBEW, REIET Apply

15.19.10. fEVPC#712 Load Balancing Rules

CloudStack®If A& S EEE AR AIKTE — 2 L EREA B THRBERSRVMIGTEE, FREALRA, BE—#
EEE, RBRERFRAEIVPCH—EVME

1. LIEEE SRR {E A& & ACloudStack Ul
2. EEENEERE, EENetwork
3. 1ESelectii & EZEVPC
&= A RIBRMVPCERIEARER
4. HWHEEL Fload balancing rules#JVPCI& F"Configure”
VPC EE SR TAA MAIENER
5. # T Settings "Bl
GRARHELUTRIE
IP Addresses
Gateways
Site-to-Site VPN



» Network ACLs

6. ;EZIZIP Addresses

FARIP AddressEmE

7. BREBMREEHIERVAMIP, LT ConfigurationiZ%;
8. 7£ Load Balancing B, % View All
9. BEMBVEEARANER

.

EVPC, BFTHRBEE—EER

. BEEHBALT

Name: load balancer rulef94& 8

Public Port: FE# TR E /IR

Private Port: VMIZ IR ERM A

Algorithm 3EZ{RIEE CloudStack{E FAFIEE A, CloudStackXiELU T EHRER R
Round-robin

¥

L4

L4

L4

Least connections
Source

Stickiness. (3E78) BhiZConfigure it & Bstickiness policyfEE %, 552 Sticky Session Policies for Load
Balancer Rules Z#fi

Add VMs: #2Add W, A%EEMELLENRENWS, AR%IRApply

¥

¥

HERRAEHRARES, MAUEEU LS RAIRSERA

15.1

1.
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9.11. 7EVPCH#71& Port Forwarding Rule

BT ik inm{E A& & ACloudStack Ul
HEEENGBERE, EENetwork
1ESelectiR & EEVPC
RS A RIRMVPCERIERE
. BHREERBVMIIVPCIZ T "Configure”
VPC EEERRAA RAIZHER
. BT Settings"B=
BRASHUTRIE
= |IP Addresses
» Gateways
= Site-to-Site VPN
» Network ACLs
. BE—(AEENIPREIE —EHHIP
FERIP AddressHE

ORBREZEHERAINIP, R T ConfigurationfZ%#
. 1 Port Forwarding 2, 1% View All
BEBEEEMARRNNER

LT Da
+ Public Port: AR {E#MMIE S EUERT— S REBHIPL
» Private Port: FE#EHE 552 LL RS P EERMport,
» Protocol: &R E & A ERER 2
TCP
UDP
= Add VM: #ZAdd W, ZERAUTERMNEG, AR%RApply
{RAT LABARY ssh sessionZRHIER IR

15.19.12. ¥R Tiers
EAURVPCHRER, RBRUBRETEDE, SERENRE, REBRANNEESRMER. FFAB%ERAPport
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rding, load balancing and staticNAT) FIBIEARIIPAILEE S FEER, BIPAIUEHBERRFE—EVPC

1. LIEEE SRR {EAE & ACloudStack Ul
2. EEEMBERE, #iENetwork
3. 1ESelectii&ER#EVPC

&5 A RIZHVPCERIIERER

4. HIBEBBEEMRBIVPCIE T "Configure”

Configure VPC EH SRR, RELBEERANER
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| Ada vm| x ‘

Remove tier

EREMRBE

15.19.13. {FEE. F|HRLEN A BR Virtual Private Cloud

HERVPCHI, SCHRFATEREREESR

1. UEBESKRIREREZ ACloudStack Ul
2. EAEMEEIRE, #EiENetwork
3. 1ESelectii&EEEVPC
1R = AR RIEMVPCERIIEAE
4. BERBEERMIVPC

5. 8MKRVPN, % T Remove VPN connection button x
PP —op— |- |

To restart a VPC, select the VPC, then click the Restart button. i] i

15.20. £ & %

The network that you can provision without having to deploy any VMs on itis called a persistent network. A persistent
network can be part of a VPC or a non-VPC environment.

When you create other types of network, a network is only a database entry until the first VMis created on that network.
When the first VMis created, a VLAN ID is assigned and the network is provisioned. Also, when the last VM is destroyed,
the VLAN ID is released and the network is no longer available. With the addition of persistent network, you will have the
ability to create a network in CloudStack in which physical devices can be deployed without having to run any VMs.
Additionally, you can deploy physical devices on that network.

One of the advantages of having a persistent network is that you can create a VPC with a tier consisting of only physical
devices. For example, you might create a VPC for a three-tier application, deploy VMs for Web and Application tier, and
use physical machines for the Database tier. Another use case is thatif you are providing services by using physical
hardware, you can define the network as persistent and therefore even if all its VMs are destroyed the services will not be
discontinued.

15.20.1. Persistent Network Considerations

Persistent network is designed for isolated networks.
All default network offerings are non-persistent.

Anetwork offering cannot be editable because changing it affects the behavior of the existing networks that were
created using this network offering.

When you create a guest network, the network offering that you select defines the network persistence. This in turn
depends on whether persistent network is enabled in the selected network offering.

An existing network can be made persistent by changing its network offering to an offering that has the Persistent
option enabled. While setting this property, even if the network has no running VMs, the network is provisioned.

An existing network can be made non-persistent by changing its network offering to an offering that has the Persistent
option disabled. If the network has no running VMs, during the next network garbage collection run the network is shut
down.

When the last VM on a network is destroyed, the network garbage collector checks if the network offering associated
with the network is persistent, and shuts down the network only if itis non-persistent.

15.20.2. Creating a Persistent Guest Network
To create a persistent network, perform the following:

1. Create a network offering with the Persistent option enabled.
FHREN9.4.1, HTIRHEVERARTS”

EEAEEAE, #iENetwork

RECERMUREHEE

. ¥R TEdit

. #&Network Offering THI =i e, BEIFEEIE I RHEER RS

#OK

o0~ wN
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16.1. RAEEHIARIEAE
16.2. Multiple System VM Support for VMware
16.3. Console Proxy

16.3.1. Using a SSL Certificate for the Console Proxy
16.3.2. EEHI AR ESSLERE R iFE

16.4. EHRHR

16.4.1. Configuring the Virtual Router
16.4.2. fEFASystem Service Offerings F#k HE £t 28 B 25
16.4.3. ERBARHRERE

16.5. Secondary Storage VM

CloudStackff i % T8 8 M R E S SR RAE BIRFITIEFS. BHECloudStack EIRELERMESIESS, URET. MEKE
1k, KIBERSANE R ER, AREEEEXT IR ELEREE, UREMBEIFRIENIIEE

4 F] LAER EEystem.vm.random .password R 2 ST REMEY RITE BB IS, LUZEIE RSN, INREERY
{Esystem.vm.random .password#true, i EFREISIEFREE, PEMNBRMEES, LHEEMBHERES, &
AR E MBS, AILAECloudStack{EAE N EEEsystem.vm .password EiH S EHEAL, s2mEnt
listConfigurations API

16.1. R EBE# IR ER

RIS —EEEESE, WHAUTHE

Debian 6.0 ("Squeeze"), 2.6.32#% /0y, BERFNWERLMERMT, #T HEBMRDebian security APT repository
AR/, #TmiR BBt

IBIRMAERI3 2L TTXen/VMWare

B Xen PVERENFZZN. KVM virtio SEENFER K S E1LNBEBIVMware tools Bpvopsi%ily

Xen tools inclusion FoEFANAEES 1R ThAE

=HTARMIHAProxy. iptables. IPsec& Apache from debian repository R &£ M REE

BHTARAIIRE from Sun/Oraclef{R & &M RERE

16.2. Multiple System VM Support for VMware

Every CloudStack zone has single System VM for template processing tasks such as downloading templates, uploading
templates, and uploading ISOs. In a zone where VMware is being used, additional System VMs can be launched to
process VMware-specific tasks such as taking snapshots and creating private templates. The CloudStack management
server launches additional System VMs for VMware-specific tasks as the load increases. The management server
monitors and weights all commands sentto these System VMs and performs dynamic load balancing and scaling-up of
more System VMs.

16.3. Console Proxy

The Console Proxyis a type of System Virtual Machine that has a role in presenting a console view via the web Ul. It
connects the user’'s browser to the VNC port made available via the hypervisor for the console of the guest. Both the
administrator and end user web Uls offer a console connection.

Clicking a console icon brings up a new window. The AJAX code downloaded into that window refers to the public IP
address of a console proxy VM. There is exactly one public IP address allocated per console proxy VM. The AJAX
application connects to this IP. The console proxy then proxies the connection to the VNC port for the requested VM on the
Host hosting the guest.

The hypervisors will have many ports assigned to VNC usage so that multiple VNC sessions can occur
simultaneously.

There is never any traffic to the guestvirtual IP, and there is no need to enable VNC within the guest.

The console proxy VM will periodically report its active session count to the Management Server. The default reporting
interval is five seconds. This can be changed through standard Management Server configuration with the parameter
consoleproxy.loadscan.interval.

Assignment of guest VM to console proxyis determined by first determining if the guest VM has a previous session
associated with a console proxy. If it does, the Management Server will assign the guest VM to the target Console Proxy
VMregardless of the load on the proxy VM. Failing that, the first available running Console Proxy VM that has the capacity
to handle new sessions is used.

Console proxies can be restarted by administrators but this will interrupt existing console sessions for users.

16.3.1. Using a SSL Certificate for the Console Proxy



The console viewing functionality uses a dynamic DNS service under the domain name realhostip.com to assistin
providing SSL security to console sessions. The console proxyis assigned a public IP address. In order to avoid browser
warnings for mismatched SSL certificates, the URL for the new console window is set to the form of https://aaa-bbb-ccc-
ddd.realhostip.com. You will see this URL during console session creation. CloudStack includes the realhostip.com SSL
certificate in the console proxy VM. Of course, CloudStack cannot know about the DNS Arecords for our customers' public
IPs prior to shipping the software. CloudStack therefore runs a dynamic DNS server that is authoritative for the
realhostip.com domain. It maps the aaa-bbb-ccc-ddd part of the DNS name to the IP address aaa.bbb.ccc.ddd on
lookups. This allows the browser to correctly connect to the console proxy's public IP, where it then expects and receives
a SSL certificate for realhostip.com, and SSL is set up without browser warnings.

16.3.2. R B HI S SSLERE KR i

MRBEERE, AUREE WIRHE TFMURLERESR TR Rrealhostip.comifEes, HIREATLIATRATNESE, #EH2
BRERREE, It EEFHSSLAFEMALES, TEYEFITONSIR, fEMMTAIEER, (it %aaa-bbb-ccc-
ddd.your.domain, MEERKIPVA IPAIE, Il &aaa.bbb.ccc.ddd, Fli0, 202.8.44.1, BEREILFISREME. SSLER
ERIARE -

1. B EBELBEFSIE R A G AR IPEE AT EHIDNSEZ B2 AMDNSAMRES, X %Haaa-bbb-ccc-
ddd.company.com ->aaa.bbb.ccc.ddd

2. EE A& Kcertificate signing request (CSR), EEZEE HopenssIZREEFMA/AREBE RCSRsH, HRIEE
BhEICloudStackfEFAENENFAA LR, FHRECEHAPKCSH# B

a. EEHN2048MTRAA LR
openssl genrsa -des3 -out yourprivate.key 2048
b. EEHEIFRECSR
openssl req -new -key yourprivate.key -out yourcertificate.csr

c. BIEEEEMEREMEMRLL, MESSLERE, ABTIMCSR, HEKRIEENERE
d. BHENFIAA SRR ES PKCSHBMEER R

openssl pkcs8 -topk8 -in yourprivate.key -out yourprivate.pkcs8.encrypted.key
e. BIEHPKCSHBMEFAA SIRBEAPKCSHBIER, FFACloudStackHtE=

openssl pkcs8 -in yourprivate.pkcs8.encrypted.key -out yourprivate.pkcs8.key

3. In the Update SSL Certificate screen of the CloudStack Ul, paste the following:
The certificate you've just generated.
The private key you've just generated.
HH#BI%ETE, Bla, company.com

(]

4. OB AR, B, company.com

This stops all currently running console proxy VMs, then restarts them with the new certificate and key. Users
might notice a brief interruption in console availability.

The Management Server generates URLs of the form "aaa-bbb-ccc-ddd.company.com™ after this change is made. The
new console requests will be served with the new DNS domain name, certificate, and key.

16.4. [E ¥ #& B 25

ERR B E—ESystem Virtual Machine, & 2R E#HCloudStackiRFSIRMEE FRAMNIR. HEERE S AEENE, &
AEATUARERRROREDFE, REREBEEGIMEEport forwarding), {BR2EMAEEAFERASSHEEI

EREHRREARKINGEEEEA, ERBEFTIUREEEENNE, ESPHQARMBFRREAENRE, SEHE
MRERE AR ALRESHEVMIERBHBRESHFE, FLEREMS0RERHRRBAERRERE

16.4.1. Configuring the Virtual Router
You can set the following:

IP range

Supported network services

Default domain name for the network serviced by the virtual router
Gateway IP address

How often CloudStack fetches network usage statistics from CloudStack virtual routers. If you want to collect traffic
metering data from the virtual router, set the global configuration parameter router.stats.interval. If you are not using
the virtual router to gather network usage statistics, setitto 0.

16.4.2. {81 System Service OfferingsH & E # % 35

ECloudStackE I [EHEBE HERE, SEMTBRBE, BRE
FI#system senvice offering. A FERIFTIBRERAE

. FTEE—(Eh RN N B HE R B 2R &R FR 4R
e offering 3R F+ EEHERE HERHIAE B

1. EHMBETMsystem senvice offering, 2R i 8.2.1, “BIIHFHRMAIRFS", TESystem VM TypeEiZDomain Router
2. {Efnetwork offeringE#& system senice offering

3. ERnetwork offering B &8 & E#t % HE A MFTsystem senvice offeringiBEE, MR 2T, FHFiRIBAdding an

Additional Guest Network 2566 B8R, REREEFERERKHE service offering, FEHRET 15.6.2, " EH =
B8 44 BR 354 BB
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16.4.3. B HSRNRERE

AR HEREEERN S ENMEERRBE MR AiptablesiRAY. {FILEEKERERIH CloudStack A& NMER
B, REEWRE

ER BERAE—(ERBISRTHEE, FEfMdestroyRouter APl, R % restartNetwork API# A cleanup=false 28, &%
EEFEN., MREEBRLEFEIIHE, HfEArestartNetwork API, &Hcleanup=true2#

16.5. Secondary Storage VM

In addition to the hosts, CloudStack’s Secondary Storage VM mounts and writes to secondary storage.

Submissions to secondary storage go through the Secondary Storage VM. The Secondary Storage VM can retrieve
templates and ISO images from URLs using a variety of protocols.

The secondary storage VM provides a background task that takes care of a variety of secondary storage activities:
downloading a new template to a Zone, copying templates between Zones, and snapshot backups.

The administrator can log in to the secondary storage VM if needed.

Z17. 2O EE ASTHE

17.1. EEEREMRERHHA
17.2. Management Server Load Balancing
17.3. HA-Enabled Virtual Machines
17.4. EHEIHA
17.4.1. Dedicated HAHosts
17.5. Primary Storage Outage and Data Loss
17.6. Secondary Storage Outage and Data Loss
17.7. Limiting the Rate of API Requests

17.7.1. Configuring the APl Request Rate
17.7.2. Limitations on API Throttling

17.1. EEE R B[ HIHA

CloudStack B2 AR AR EM B L L BHRAERSD, UERARFIEHZTE-THRUELE, SEARSES(TRRMYSQLE
HE)ERREEYN, BEBERAHTESRCR

EBEFNEIRTEZMEETEARSIFILEENE, MASTERBBSFETE
TRAMRSBEGRE, RTRMGERKE RRRERE EBEAENE. AP BEAHSE, HAREETHE

(=]
=2

17.2. Management Server Load Balancing

CloudStack Al LAMfE A G # T A SRR AT EARFRUERP, EEEATEYEHTERA, LERFTEESBAIHRE
BREE, UTERIHEERGHTHNE RESENE

BT REHEER, GtharligA

Source Port Destination Port Protocol Persistence Required?
80 or 443 8080 (or 20400 with AJP) HTTP (or AJP) Yes

8250 8250 TCP Yes

8096 8096 HTTP No

In addition to above settings, the administrator is responsible for setting the 'host' global config value from the
management server IP to load balancer virtual IP address. If the 'host value is not set to the VIP for Port 8250 and one of
your management servers crashes, the Ul is still available but the system VMs will not be able to contact the
management server.

17.3. HA-Enabled Virtual Machines

HAETUEEERESEAMAHA TR, FMEERKERERRSRELARTHERRSBSEHREAMAHA EMA
HARY R S SR80 0ERs, 1EF — ™ AR A BICIoudStack BRI BISME I B B EFMBNE SIS, HAREBEEEIBRE,
CloudStack¥} EXTRISN & B 2R A ER TR, It BFRRR2E REFMEREAERVMMinstance ARSI RBHENE, ERMAMRES
EEANER—FREPREM I HRBIERES

HATHBEEFBISCS| 3 NFSERRFRE, TXEABHEFRE

17.4. T ¥ HIHA



HAETUEEEREEAMAHA TR, FMEERKERERRSRELARTHERRSBSEFREAMAHA EMA
HARYE S SR 8NPSRS, 1EF — ™ AR A BICIoudStack BRI BISMEI B BI EFBNEEIE R, HAREBEEEBRE,
CloudStack¥} E3TRUSN & B 2R A ER TR, It BFRRZE REFMEREAERVMMinstance ARSI RBHE(E, ERMAMRES
EEANER—FREPREM I HBIERES

HATHBEEFBISCS| 3 NFSERRFRE, TXEABHEFRE

17.4.1. Dedicated HA Hosts

One or more hosts can be designated for use only by HA-enabled VMs that are restarting due to a host failure. Setting up
a pool of such dedicated HA hosts as the recovery destination for all HA-enabled VMs is useful to:

Make it easier to determine which VMs have been restarted as part of the CloudStack high-availability function. If a VM
is running on a dedicated HA host, then it must be an HA-enabled VM whose original host failed. (With one exception:
Itis possible for an administrator to manually migrate any VM to a dedicated HA host.).

Keep HA-enabled VMs from restarting on hosts which may be reserved for other purposes.

The dedicated HA option is setthrough a special hosttag when the hostis created. To allow the administrator to dedicate
hosts to only HA-enabled VMs, set the global configuration variable ha.tag to the desired tag (for example, "ha_host"), and
restart the Management Server. Enter the value in the Host Tags field when adding the host(s) that you want to dedicate to
HA-enabled VMs.

If you set ha.tag, be sure to actually use thattag on at least one hostin your cloud. If the tag specified in ha.tag is
not set for any hostin the cloud, the HA-enabled VMs will fail to restart after a crash.

17.5. Primary Storage Outage and Data Loss

When a primary storage outage occurs the hypervisorimmediately stops all VMs stored on that storage device. Guests
that are marked for HAwill be restarted as soon as practical when the primary storage comes back on line. With NFS, the
hypervisor may allow the virtual machines to continue running depending on the nature of the issue. For example, an NFS
hang will cause the guest VMs to be suspended until storage connectivity is restored.Primary storage is not designed to
be backed up. Individual volumes in primary storage can be backed up using snapshots.

17.6. Secondary Storage Outage and Data Loss

For a Zone that has only one secondary storage server, a secondary storage outage will have feature level impact to the
system but will notimpact running guest VMs. It may become impossible to create a VM with the selected template for a
user. Auser may also not be able to save snapshots or examine/restore saved snapshots. These features will
automatically be available when the secondary storage comes back online.

Secondary storage data loss will impact recently added user data including templates, snapshots, and ISO images.
Secondary storage should be backed up periodically. Multiple secondary storage servers can be provisioned within each
zone to increase the scalability of the system.

17.7. Limiting the Rate of APl Requests

You can limit the rate at which APl requests can be placed for each account. This is useful to avoid malicious attacks on
the Management Server, prevent performance degradation, and provide fairness to all accounts.

If the number of API calls exceeds the threshold, an error message is returned for any additional API calls. The caller will
have to retry these API calls at another time.

17.7.1. Configuring the APl Request Rate
To control the APl request rate, use the following global configuration settings:

api.throttling.enabled - Enable/Disable API throttling. By default, this setting is false, so API throttling is not enabled.

api.throttling.interval (in seconds) - Time interval during which the number of APl requests is to be counted. When the
interval has passed, the APl countis resetto 0.

api.throttling.max - Maximum number of APIs that can be placed within the api.throttling.interval period.

api.throttling.cachesize - Cache size for storing API counters. Use a value higher than the total number of accounts
managed by the cloud. One cache entryis needed for each account, to store the running API total for that account.

17.7.2. Limitations on API Throttling

The following limitations existin the currentimplementation of this feature.

Even with these limitations, CloudStack is still able to effectively use API throttling to avoid malicious attacks
causing denial of service.

In a deployment with multiple Management Servers, the cache is not synchronized across them. In this case,
CloudStack might not be able to ensure that only the exact desired number of APl requests are allowed. In the worst
case, the number of API calls that might be allowed is (number of Management Servers) * (api.throttling.max).

The APl commands resetApiLimit and getApiLimit are limited to the Management Server where the APl is invoked.
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Tag=f#EZin PR E R #key-value pair, ARSEERRBRER, Hi, &7 ltag—EEHRERERNVMEERL EREET
FR7E, TEEMERIF, keymtZ'city’, valueFt=Z"Toronto"sk"Tokyo", #Ka]LAF5CloudStackikFiEHtagMEIR, Hlm, #H—1E
Bh&E, HAEERENW

EAl LitagfE BRI EES. B2, RINEHR. SAEMEE. &H. 1SO. BRI portforwarding rule. Z2BEIPALE.
securitygroup. load balancer rule. #&. VPC. network ACLESkstatic route, EAR{TtagiRifk7FENHIVPN

AT EHERE N TR EAAPIE ScreateTags. deleteTags MllistTags i Ftag. EtL Al AEEERERE S Eags, It
BRAEMERS, 8—(EtagT ARE255EF T, FRETUERCHWER EEStags, MEBETUEERMEZH LNER

BIZMMMAL tags"TERZ list AP IESENE, LUTEALERMN MRS LA SR EIFTAvolumn tag region=canada
tag city=Toronto :

command=1listVolumes
&listAll=true
&tags[0].key=region
&tags[0].value=canada
&tags[1].key=city
&tags[1].value=Toronto

AT A "tags "M ABGIFIAPIHES -

listVirtualMachines
listVolumes
listSnapshots
listNetworks
listTemplates

listlsos
listFirewallRules
listPortForwardingRules
listPubliclpAddresses
listSecurityGroups
listLoadBalancerRules
listProjects

listVPCs
listNetworkACLs
listStaticRoutes

= N =N =
182. B ENERE
The CloudStack Management Server stores database configuration information (e.g., hostname, port, credentials) in the

file /etc/cloudstack/management/db.properties. To effect a change, edit this file on each Management Server,
then restart the Management Server.

18.3. B E R ERE

You may need to change the password for the MySQL account used by CloudStack. If so, you'll need to change the
password in MySQL, and then add the encrypted password to /etc/cloudstack/management/db.properties.

1. BERAET, F%FECloudStackiVERMAMRE, MREFMEEMIE, hFEFLE

# service cloudstack-management stop
# service cloudstack-usage stop

2. ETER, BEHFMYSQLIEREZAICloudStackid A& %
# mysql -u root -p

TEMYSQL shell, SEHIERERBERE :

update mysql.user set password=PASSWORD("newpassword123") where User='cloud';
flush nrivileaes:



3. The next step is to encrypt the password and copy the encrypted password to CloudStack's database
configuration (/etc/cloudstack/management/db.properties).

# java -classpath /usr/share/cloudstack-common/lib/jasypt-1.9.0.jar \
org.jasypt.intf.cli.JasyptPBEStringEncryptionCLI encrypt.sh \ input="newpassword123"
password=""cat /etc/cloudstack/management/key " \ verbose=false

EERMERLY

AR, ERMIERNTAENRE. MREEAVEMHERL, CHRECA

password="management_server_secret_key"

4. Now, you'll update /etc/cloudstack/management/db.properties with the new ciphertext. Open
/etc/cloudstack/management/db.properties in a text editor, and update these parameters:

db.cloud.password=ENC(encrypted_password_from_above)
db.usage.password=ENC(encrypted_password_from_above)

5. BEGAHIHR, EILURECloudStack(KEASIZ)

# service cloudstack-management start
# service cloudstack-usage start

18.4. Administrator Alerts

The system provides alerts and events to help with the management of the cloud. Alerts are notices to an administrator,
generally delivered by e-mail, notifying the administrator that an error has occurred in the cloud. Alert behavior is
configurable.

Events track all of the user and administrator actions in the cloud. For example, every guest VM start creates an
associated event. Events are stored in the Management Server's database.

Emails will be sentto administrators under the following circumstances:

The Management Server cluster runs low on CPU, memory, or storage resources
The Management Server loses heartbeat from a Host for more than 3 minutes
The Host cluster runs low on CPU, memory, or storage resources

18.5. Customizing the Network Domain Name

The root administrator can optionally assign a custom DNS suffix at the level of a network, account, domain, zone, or
entire CloudStack installation, and a domain administrator can do so within their own domain. To specify a custom
domain name and putitinto effect, follow these steps.

1. Setthe DNS suffix at the desired scope
Atthe network level, the DNS suffix can be assigned through the Ul when creating a new network, as
described in i 15.6.1, “#732" or with the updateNetwork command in the CloudStack API.
At the account, domain, or zone level, the DNS suffix can be assigned with the appropriate CloudStack API
commands: createAccount, editAccount, createDomain, editDomain, createZone, or editZone.
Atthe global level, use the configuration parameter guest.domain.suffix. You can also use the CloudStack API
command updateConfiguration. After modifying this global configuration, restart the Management Server to put
the new setting into effect.

2. To make the new DNS suffix take effect for an existing network, call the CloudStack APl command updateNetwork.

This step is not necessary when the DNS suffixwas specified while creating a new network.

The source of the network domain thatis used depends on the following rules.

For all networks, if a network domain is specified as part of a network's own configuration, that value is used.

For an account-specific network, the network domain specified for the accountis used. If none is specified, the
system looks for a value in the domain, zone, and global configuration, in that order.

For a domain-specific network, the network domain specified for the domain is used. If none is specified, the system
looks for a value in the zone and global configuration, in that order.

For a zone-specific network, the network domain specified for the zone is used. If none is specified, the system looks
for a value in the global configuration.

18.6. 1= 1k E2 &5 pY & 12 {a] Bk 25

rootEEEFEREFE L MEMERFEIRSR
BN, RBEEHRER, SFTEEFRE. NMRECELEEERARBER, FLHEFMED
ZEILEERARSE, TERARSFORMMNFERFIRTRAALUTES :
# service cloudstack-management stop
ZREBERFERES

# service cloudstack-management start

EFILERARES -



# service cloudstack-management stop

Z 19. Global Configuration

Parameters

19.1. SR REIER AR AL

19.2. About Global Configuration Parameters

19.1. 5% 7 & 18 5% 7€ M AL

CloudStackiZ R SR FAMIRFEIR ZRA, ECloudStackFE— R, &H

1. Lladministrator&43% A CloudStack Ul

2. RERIMInavigationizéh, BhEGlobal Settings,
3. ASelect View &2 H i —18 :
Global Settings : #6155, A&k RIBENEIE
Hypervisor Capabilities : BREEERATIR, WERAZBHEHE
4. ERAESMENIR
5. EHREditBRAKIENEE, MBEEZEHypenisor Capabilities, EEMBRBREZTENLE

19.2. About Global Configuration Parameters

CloudStack provides a variety of settings you can use to set limits, configure features, and enable or disable features in
the cloud. Once your Management Server is running, you might need to set some of these global configuration

parameters, depending on what optional features you are setting up.

To modify global configuration parameters, use the steps in "Setting Global Configuration Parameters."

The documentation for each CloudStack feature should direct you to the names of the applicable parameters. Many of
them are discussed in the CloudStack Administration Guide. The following table shows a few of the more useful

parameters.

Feld
management.network.cidr

Bia

ACIDR that describes the network
that the management CIDRs reside
on. This variable must be set for
deployments that use vSphere. Itis
recommended to be set for other
deployments as well. Example:
192.168.3.0/24.

xen.setup.multipath

For XenServer nodes, this is a
true/false variable that instructs
CloudStack to enable iSCSI
multipath on the XenServer Hosts
when they are added. This defaults to
false. Setitto true if you would like
CloudStack to enable multipath.

If this is true for a NFS-based
deployment multipath will still be
enabled on the XenServer host.
However, this does notimpact NFS
operation and is harmless.

secstorage.allowed.internal.sites

This is used to protect your internal
network from rogue attempts to
download arbitrary files using the
template download feature. This is a
comma-separated list of CIDRs. Ifa
requested URL matches any of these
CIDRs the Secondary Storage VM will
use the private network interface to
fetch the URL. Other URLs will go
through the public interface. We
suggestyou setthis to 1 or 2
hardened internal machines where
you keep your templates. For
example, setitto 192.168.1.66/32.

use.local.storage

Determines whether CloudStack will
use storage thatis local to the Host
for data disks, templates, and
snapshots. By default CloudStack
will not use this storage. You should
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cnange mis 1o rue ITyou wantio use
local storage and you understand the
reliability and feature drawbacks to
choosing local storage.

host This is the IP address of the
Management Server. If you are using
multiple Management Servers you
should enter a load balanced IP
address thatis reachable via the
private network.

default.page.size Maximum number of items per page
that can be returned by a CloudStack
APl command. The limit applies at
the cloud level and can vary from
cloud to cloud. You can override this
with a lower value on a particular API
call by using the page and pagesize
APl command parameters. For more
information, see the Developer's
Guide. Default: 500.

ha.tag The label you want to use throughout
the cloud to designate certain hosts
as dedicated HA hosts. These hosts
will be used only for HA-enabled VMs
that are restarting due to the failure of
another host. For example, you could
setthis to ha_host. Specify the ha.tag
value as a hosttag when you add a
new hostto the cloud.
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20.1. Provisioning and Authentication API
20.2. Allocators
20.3. User Data and Meta Data

CloudStack APIZIEE#RHIAPI, FEAAEE CloudStackifBEERENTE, BRIFNERAMAPI, KR2EC2/S3KFHIDMTF
standards, B9ERHE

#F%CloudStack APIMFILZIFRIS R, ELAPIEIAIOETRID, LITFIDTLIAMRARIERER B, HEZHEN
AR, SRH-LEHR

APIEREST-like R HE, MHEEERL XML 5% ISONER

#¥ Rthe Deweloper’s Guide and the API Reference

20.1. Provisioning and Authentication API

CloudStack expects that a customer will have their own user provisioning infrastructure. It provides APIs to integrate with
these existing systems where the systems call out to CloudStack to add/remove users..

CloudStack supports pluggable authenticators. By default, CloudStack assumes itis provisioned with the user’s
password, and as a result authentication is done locally. However, external authentication is possible as well. For
example, see Using an LDAP Server for User Authentication.

20.2. Allocators

CloudStack enables administrators to write custom allocators that will choose the Host to place a new guest and the
storage host from which to allocate guest virtual disk images.

20.3. User Data and Meta Data

CloudStack provides APl access to attach user data to a deployed VM. Deployed VMs also have access to instance
metadata via the virtual router.

User data can be accessed once the IP address of the virtual router is known. Once the IP address is known, use the
following steps to access the user data:

1. Run the following command to find the virtual router.

# cat /var/lib/dhclient/dhclient-eth0.leases | grep dhcp-server-identifier | tail -1

2. Access user data by running the following command using the result of the above command

# curl http://10.1.1.1/latest/user-data

Meta Data can be accessed similarly, using a URL of the form http://10.1.1.1/latest/meta-data/{metadata type}. (For
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use one of the following:

service-offering. Adescription of the VMs service offering
availability-zone. The Zone name

local-ipv4. The guest IP of the VM

local-hostname. The hostname of the VM

public-ipv4. The first public IP for the router. (E.g. the first IP of eth2)
public-hostname. This is the same as public-ipv4

instance-id. The instance name of the VM

ZE 21. Tuning

21.1. SREEEAR

21.2. @MERFARRLIERE

21.3. REE R ERERFAN

21.4. Setand Monitor Total VM Limits per Host
21.5. % EXenServer domOsEEEE

This section provides tips on how to improve the performance of your cloud.

21.1. M BEEE 4R

HAEREEETUFNEIBRNRBENNEER, STUREREZERERNERE, TREMFZRETENNRBEIEX
HORERRE

21.2. @ MEEFERFEERE

IREEARSBESERAER, BERMNIWERETEETRSH, KAIQMECIRE
1. #mE8 TomcatRiKEL ERE :
/etc/cloudstack/management/tomcat6.conf

2. HEESHE-XmXNNNmM A E S 2EMN
fFlgn, MRBAEBES-Xmx128m, BWE-Xmx1024mFHEZ
3. EFREN AR EEEEN

# service cloudstack-management restart

EHAA, #RTomcat Wiki B'FAQ: Memory'

213. REEREZRER AN

REMYSQLERERAMECIRREREEN, RAEHNEZTRRIMERRIFERX
1. Editthe MySQL configuration file:

/etc/my.cnf

2. 7 [mysqld] AL T T8 E datadir, ERESENBIE. ZERERES 40% oMFECEEE, MRMYSQLEERER
IRAFARA—AMRE ; HE70% oRIEEIREE, MRMYSQLEZBIIMAMRES, LT AR ABIIN, SCIEAEA 1024M:

innodb_buffer_pool_size=700M

3. EHRNEN MySQL

# service mysqld restart

FLEEH, 2B MySQL Reference Manual# "The InnoDB Buffer Pool”

21.4. Set and Monitor Total VM Limits per Host

CloudStack EBEREERBARE LESVERNS, NMRBIBREEERATHNRAR, EEEFECLOREILE
£, FREEMZEFR, DRMERSENRERE, IRMESRMEMIHRNERRSAE. SRORENEREEE
X, BRSAFNRAE, ARREA CloudStackEISHHRREGHBATARE. PERERERMARNEE, LRRERMS
MBERSFURZT, UAEMMEIMEIE, F, MRENSIH, ARECVEMERERE—GIH, WMEHAFTRIERE
RMEBRZAN-1) *(BEIHRE), —BEREEDMRWEE, FHEMA CloudStackEAENHERIE L ES EEHISR SRR
BE

21.5. 3% & XenServer domO3i2 & g2

R EXenServer domOR N ELE % LEEEEIdomO, fEXenServeral LURIEE % E ISR, BEE2040 MB, AR ERR, &#
B Citrix Knowledgebase Article, X E# XenServer 5.6hk A, {BiEFH6kR
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22.1.1. EventLogs

22.1.2. BHEH

22.1.3. Standard Events

22.1.4. Long Running Job Events
22.1.5. Event Log Queries

22.2. 1R R AREF AT Bk

223 EH T EAFRERERNER

22.4. Recovering a Lost Virtual Router

22.5. MR R fEvCenterfE A IE B8

22.6. Unable to deploy VMs from uploaded vSphere template
22.7. Unable to power on virtual machine on VMware

22.8. Load balancer rules fail after changing network offering

22.1. Events

An eventis essentially a significant or meaningful change in the state of both virtual and physical resources associated
with a cloud environment. Events are used by monitoring systems, usage and billing systems, or any other event-driven
workflow systems to discern a pattern and make the right business decision. In CloudStack an event could be a state

change of virtual or psychical resources, an action performed by an user (action events), or policy based events (alerts).

22.1.1. Event Logs

There are two types of events logged in the CloudStack Event Log. Standard events log the success or failure of an event
and can be used to identify jobs or processes that have failed. There are also long running job events. Events for
asynchronous jobs log when a job is scheduled, when it starts, and when it completes. Other long running synchronous
jobs log when a job starts, and when it completes. Long running synchronous and asynchronous eventlogs can be used
to gain more information on the status of a pending job or can be used to identify a job thatis hanging or has not started.
The following sections provide more information on these events..

221.2. 48

EHEMRBIRHEEMARESRTTH LBBEIETH CloudStack BHMAE, B4 EMERRTIEHERBHIRIEMFESIGENK.
HHERPESFFCloudStack o FIE B ET B E 4, #EHREHAAdvanced Message Queuing Protocol (AMQP) % /= i 2 & X
, TARRMISE{FEERBEHR RE ARabbitMQ AMQPE /- iiiskiR#t, NE—@iEHF. AMQPE - InE K AFRE4REANAVQPA
AR2%, B LtCloudStack FEHE1EAMQPRIARER I

HERERERRERE RS, REEMSHBAREBN—5E, SEAER KRHEAEWM. 8. WEF. BB oF
IP. RERADMG RAEMHE, EEEE—(EREMES, WEESMS, FRAEAREN—WRD, NRERENGE, SEREMEE,
DREAENFRIEGERD, FIBECloudStackE M (EE. EFEM. EREMHERANIEERRELEEYE, BELHE
I EHEERBE

HRAHF

UTFA—EEREF :
Usage or Billing Engines : 88=75 Zif{# A 75 T 7 AT —EE#ECloudStackiT B CloudStackSE 4, WELFERERE
i, ERERNSRCMNREEERE
AVIQPIEH AT LAEA RETIIMBFIE E1, AMQP message brokeral AR topic-basedi2RIAET &

AR RETHIRRERFS AT LUEAECloudStack R {E A AT ARRTS, IREEEMAPIs, REtopics-basediTH FBH, MRt
Z4, AHEARRBAILUARSHEE. REREERE

H% CloudStackEIE#E, HITUT—RUEMNRERMAEHEENEE, PITHREMTEREE

1. BARY ' componentContext .xml

2. E&bean, f%eventNotificationBus, 1T :
name : {8 —E&H
server : RabbitMQ AMQP AR 23 ) & B =X IPfir hi
port : RabbitMQfAI AR 23T HY:E B
username : 7FHEXRabbitMQ AR EIMIR - FERAE LB
password : ZEXRabbitMQ AR 23 AR = B35
exchange : fERabbitMQfAR2FHI 218
—{E&EflbeantnTF :



<bean id="eventNotificationBus"
class="org.apache.cloudstack.mom.rabbitmq.RabbitMQEventBus">
<property name="name" value="eventNotificationBus"/>
<property name="server" value="127.0.0.1"/>
<property name="port" value="5672"/>
<property name="username" value="guest"/>
<property name="password" value="guest"/>
<property name="exchange" value="cloudstack-events"/>
</bean>

The eventNotificationBus bean f{3korg.apache.cloudstack.mom.rabbitmq.RabbitMQEventBus &
&
3. E#RYEN Management Server

22.1.3. Standard Events

The events log records three types of standard events.

INFO. This eventis generated when an operation has been successfully performed.
WARN. This eventis generated in the following circumstances.

When a network is disconnected while monitoring a template download.

When a template download is abandoned.

When an issue on the storage server causes the volumes to fail over to the mirror storage server.
ERROR. This eventis generated when an operation has not been successfully performed

22.1.4. Long Running Job Events

The events log records three types of standard events.

INFO. This eventis generated when an operation has been successfully performed.
WARN. This eventis generated in the following circumstances.

When a network is disconnected while monitoring a template download.

When a template download is abandoned.

When an issue on the storage server causes the volumes to fail over to the mirror storage server.
ERROR. This eventis generated when an operation has not been successfully performed

22.1.5. Event Log Queries

Database logs can be queried from the user interface. The list of events captured by the system includes:

Virtual machine creation, deletion, and on-going management operations
Virtual router creation, deletion, and on-going management operations
Template creation and deletion

Network/load balancer rules creation and deletion

Storage volume creation and deletion

User login and logout

22.2. % 1F 7 R 25 #2 8%

The CloudStack Management Server logs all web site, middle tier, and database activities for diagnostics purposes in
Ivar/log/cloudstack/management/. The CloudStack logs a variety of error messages. We recommend this command to
find the problematic output in the Management Server log:.

EENRM LIESE, FREESEMRE—IFR EAFEXHARRE S HTLENDPE

grep -i -E 'exception|unable|fail|invalid|leak|warn]|error'
/var/log/cloudstack/management/management-server.log

CloudStackFFZETFID, MMRMEFMR, TREMEETHE, GHLUETED, Fi0, MRERIILUTHARAR

2010-10-04 13:49:32,595 ERROR [cloud.vm.UserVmManagerImpl] (Job-Executor-11:job-
1076) Unable to find any host for [User|i-8-42-VM-untagged]

T{FIDEN%1076, fEATLUBHESEMERENTIIF, ERUTES

grep "job-1076)" management-server.log

The CloudStack Agent Server logs its activities in /var/log/cloudstack/agent/.
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RRAR
EEILUNEHE, [REIAFFIRIPHEE, BHEEFREESIGENR, M :

echo “/export 192.168.1.0/24(rw,async,no_root_squash)” > /etc/exports

BEM LES AESENTR

BEHEA
¥ R CloudsStack Installation Guide#J"Secondary Storage"Z= &1 HIFE 1 4 BF

22.4. Recovering a Lost Virtual Router

FEAR

Avirtual router is running, but the hostis disconnected. Avirtual router no longer functions as expected.

REAE

The Virtual router is lost or down.

BRAR

If you are sure that a virtual router is down forever, or no longer functions as expected, destroy it. You must create one
afresh while keeping the backup router up and running (itis assumed this is in a redundant router setup):

Force stop the router. Use the stopRouter API with forced=true parameter to do so.

Before you continue with destroying this router, ensure that the backup router is running. Otherwise the network
connection will be lost.

Destroy the router by using the destroyRouter API.

Recreate the missing router by using the restartNetwork APl with cleanup=false parameter. For more information about
redundant router setup, see Creating a New Network Offering.

For more information about the API syntax, see the API Reference at
http://docs.cloudstack.org/CloudStack _Documentation/APl_Reference%3A CloudStackAP| Reference.

22.5. i ZE N EvCenterfE )X IE B EF

FEAR
1SR A HEES, BEEVCenterHAEHF

R
CloudStack BIEE A& N E AR EHBEIHEMHEEN, BEE CenterdUEEEXZ TR

BRAR
5 vCenterfi§ EHE A MR

BHEA

¥R H1 11.2, “Scheduled Maintenance and Maintenance Mode for Hosts”

22.6. Unable to deploy VMs from uploaded vSphere template

FEAR

When attempting to create a VM, the VM will not deploy.

REHE

If the template was created by uploading an OVAfile that was created using vSphere Client, itis possible the OVA
contained an ISO image. If it does, the deployment of VMs from the template will fail.

BRRAR

Remove the ISO and re-upload the template.

22.7. Unable to power on virtual machine on VMware

FEAR

Virtual machine does not power on. You might see errors like:



Unable to open Swap File

Unable to access afile since itis locked

Unable to access Virtual machine configuration

REAE

Aknown issue on VMware machines. ESXhosts lock certain critical virtual machine files and file systems to prevent
concurrent changes. Sometimes the files are not unlocked when the virtual machine is powered off. When a virtual
machine attempts to power on, it can not access these critical files, and the virtual machine is unable to power on.

RRAR
See the following:

VMware Knowledge Base Article

22.8. Load balancer rules fail after changing network offering

fEAR

After changing the network offering on a network, load balancer rules stop working.

RH

Load balancing rules were created while using a network service offering thatincludes an external load balancer device

such as NetScaler, and later the network service offering changed to one that uses the CloudStack virtual router.

BRAR

Create a firewall rule on the virtual router for each of your existing load balancing rules so that they continue to function.

B [

CloudStack = F LA FBF [EFESR 23,

FERRAERIRENMAL, ELaEEConfigurationRAHHZE BRI, B3I

EREREEGARE
Etc/GMT+12 Etc/GMT+11 Pacific/Samoa
Pacific/Honolulu US/Alaska America/Los_Angeles
Mexico/BajaNorte US/Arizona US/Mountain
America/Chihuahua America/Chicago America/Costa_Rica
America/Mexico_City Canada/Saskatchewan America/Bogota

America/New_York

America/Caracas

America/Asuncion

America/Cuiaba

America/Halifax

AmericalLa_Paz

America/Santiago

America/St_Johns

America/Araguaina

America/Argentina/Buenos_Aires America/Cayenne America/Godthab
America/Montevideo Etc/GMT+2 Atlantic/Azores
Atlantic/Cape_Verde Africa/Casablanca Etc/UTC
Atlantic/Reykjavik Europe/London CET
Europe/Bucharest Africa/Johannesburg Asia/Beirut
Africa/Cairo AsialJerusalem Europe/Minsk
Europe/Moscow Africa/Nairobi Asia/Karachi
Asia/Kolkata Asia/Bangkok Asia/Shanghai
Asia/Kuala_Lumpur Australia/Perth AsialTaipei
Asia/Tokyo Asia/Seoul Australia/Adelaide
Australia/Darwin Australia/Brisbane Australia/Canberra
Pacific/Guam Pacific/Auckland

Event Types

VM.CREATE TEMPLATE.EXTRACT SG.REVOKE.INGRESS
VM.DESTROY TEMPLATE.UPLOAD HOST.RECONNECT

VM.START TEMPLATE.CLEANUP MAINT.CANCEL

VM.STOP VOLUME.CREATE MAINT.CANCEL.PS

VM.REBOOT VOLUME.DELETE MAINT.PREPARE

VM.UPGRADE VOLUME.ATTACH MAINT.PREPARE.PS
VM.RESETPASSWORD VOLUME.DETACH VPN.REMOTE.ACCESS.CREATE
ROUTER.CREATE VOLUME.UPLOAD VPN.USER.ADD
ROUTER.DESTROY SERVICEOFFERING.CREATE VPN.USER.REMOVE
ROUTER.START SERVICEOFFERING.UPDATE NETWORK.RESTART
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ROUTER.REBOOT

DOMAIN.CREATE

UPLOAD.CUSTOM.CERTIFICATE

ROUTER.HA DOMAIN.DELETE STATICNAT.DISABLE
PROXY.CREATE DOMAIN.UPDATE SSVM.CREATE
PROXY.DESTROY SNAPSHOT.CREATE SSVM.DESTROY
PROXY.START SNAPSHOT.DELETE SSVM.START
PROXY.STOP SNAPSHOTPOLICY.CREATE SSVM.STOP
PROXY.REBOOT SNAPSHOTPOLICY.UPDATE SSVM.REBOOT
PROXY.HA SNAPSHOTPOLICY.DELETE SSVMH
VNC.CONNECT VNC.DISCONNECT NET.IPASSIGN
NET.IPRELEASE NET.RULEADD NET.RULEDELETE
NET.RULEMODIFY NETWORK.CREATE NETWORK.DELETE
LB.ASSIGN.TO.RULE LB.REMOVE.FROM.RULE LB.CREATE
LB.DELETE LB.UPDATE USER.LOGIN
USER.LOGOUT USER.CREATE USER.DELETE
USER.UPDATE USER.DISABLE TEMPLATE.CREATE
TEMPLATE.DELETE TEMPLATE.UPDATE TEMPLATE.COPY

TEMPLATE.DOWNLOAD.START

TEMPLATE.DOWNLOAD.SUCCESS

TEMPLATE.DOWNLOAD.FAILED

ISO.CREATE

ISO.DELETE

ISO.COPY

ISO.ATTACH

ISO.DETACH

ISO.EXTRACT

ISO.UPLOAD

SERVICE.OFFERING.CREATE

SERVICE.OFFERING.EDIT

SERVICE.OFFERING.DELETE

DISK.OFFERING.CREATE

DISK.OFFERING.EDIT

DISK.OFFERING.DELETE

NETWORK.OFFERING.CREATE

NETWORK.OFFERING.EDIT

NETWORK.OFFERING.DELETE

POD.CREATE

POD.EDIT

POD.DELETE

ZONE.CREATE

ZONE.EDIT

ZONE.DELETE

VLAN.IP.RANGE.CREATE

VLAN.IP.RANGE.DELETE

CONFIGURATION.VALUE.EDIT

SG.AUTH.INGRESS

x -

=]

The following is the list of alert type numbers. The current alerts can be found by calling listAlerts.

MEMORY = 0

CPU = 1

STORAGE =2

STORAGE_ALLOCATED = 3

PUBLIC_IP = 4

PRIVATE_IP = 5

HOST = 6

USERVM = 7

DOMAIN_ROUTER

1
©

CONSOLE_PROXY

1
©o

ROUTING = 10// lost connection to default route (to the gateway)

STORAGE_MISC = 11 // lost connection to default route (to the gateway)

USAGE_SERVER = 12 // lost connection to default route (to the gateway)

MANAGMENT_NODE = 13 // lost connection to default route (to the gateway)

DOMAIN_ROUTER_MIGRATE = 14

CONSOLE_PROXY_MIGRATE = 15

USERVM_MIGRATE = 16

VLAN = 17

SSVM = 18

USAGE_SERVER_RESULT = 19




STORAGE_DELETE = 20;

UPDATE_RESOURCE_COUNT = 21; //Generated when we fail to update the resource count
USAGE_SANITY_RESULT = 22;

DIRECT_ATTACHED_PUBLIC_IP = 23;

LOCAL_STORAGE = 24;

RESOURCE_LIMIT_EXCEEDED = 25; //Generated when the resource limit exceeds the limit.
Currently used for recurring snapshots only

{2 &7 5C 8%

{857 0-0 Tue May 29 2012 Jessica Tomechak
WMIRRRA



