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1.2. What Can CloudStack Do?

Multiple Hypervisor Support

CloudStack works with a variety of hypervisors, and a single cloud deployment can contain
multiple hypervisor implementations. The current release of CloudStack supports pre-
packaged enterprise solutions like Citrix XenServer and VMware vSphere, as well as KVM or

Xen running on Ubuntu or CentOS.

Massively Scalable Infrastructure Management
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CloudStack can manage tens of thousands of servers installed in multiple geographically
distributed datacenters. The centralized management server scales linearly, eliminating
the need for intermediate cluster-level management servers. No single component failure
can cause cloud-wide outage. Periodic maintenance of the management server can be
performed without affecting the functioning of virtual machines running in the cloud.

Automatic Configuration Management

CloudStack automatically configures each guest virtual machine’ s networking and storage

settings.

CloudStack internally manages a pool of virtual appliances to support the cloud itself.
These appliances offer services such as firewalling, routing, DHCP, VPN access, console
proxy, storage access, and storage replication. The extensive use of virtual appliances

simplifies the installation, configuration, and ongoing management of a cloud deployment.
Graphical User Interface

CloudStack offers an administrator's Web interface, used for provisioning and managing
the cloud, as well as an end-user's Web interface, used for running VMs and managing VM
templates. The Ul can be customized to reflect the desired service provider or enterprise
look and feel.

API and Extensibility

CloudStack provides an APl that gives programmatic access to all the management

features available in the UI. The API is maintained and documented. This API enables the
creation of command line tools and new user interfaces to suit particular needs. See the
Developer’ s Guide and API Reference, both available at Apache CloudStack Guides! and
Apache CloudStack API Reference® respectively.

The CloudStack pluggable allocation architecture allows the creation of new types of
allocators for the selection of storage and Hosts. See the Allocator Implementation Guide
(http://docs.cloudstack.org/CloudStack_Documentation/Allocator_lmplementation_Guide).

High Availability

CloudStack has a number of features to increase the availability of the system. The
Management Server itself may be deployed in a multi-node installation where the servers
are load balanced. MySQL may be configured to use replication to provide for a manual
failover in the event of database loss. For the hosts, CloudStack supports NIC bonding and
the use of separate networks for storage as well as iSCSI Multipath.

2 B
1.3. ZEENZEREAETE
CloudStackP 77856 & BSR4y B RRfAI AR es M Eom BB 20, & 2R K& ¥ —{ECloudStack EimHT
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! http://cloudstack.apache.org/docs/en-US/index.html

® http://cloudstack.apache.org/docs/api/index.html
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Management Server Overview

Management

Server

Machine 1

Hypervisor

Machine 2

Simplified view of a basic deployment
TRGRAE ZEERMA MRS L BT EEEH S EER RS ER A, EE2EMEER SPRODUCT; %4

FEFE Y "Choosing a Deployment Architecture"#P4)

1.3.1. Management Server Overview

The Management Server

is the CloudStack software that manages cloud resources. By

interacting with the Management Server through its UI or API, you can configure and manage

your cloud infrastructure.

The Management Server
machines to hosts and
The Management Server

persistence.

The machine must meet

The Management Server:

runs on a dedicated server or VM. It controls allocation of virtual
assigns storage and IP addresses to the virtual machine instances.
runs in a Tomcat container and requires a MySQL database for

the system requirements described in System Requirements.

- Provides the web user interface for the administrator and a reference user interface for

end users.

+ Provides the APIs for CloudStack.

- Manages the assignment of guest VMs to particular hosts.

+ Manages the assignment of public and private IP addresses to particular accounts.

+ Manages the allocation of storage to guests as virtual disks.

+ Manages snapshots, templates, and ISO images, possibly replicating them across data

centers.

+ Provides a single point of configuration for the cloud.

1.3.2. EHETERENN
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2.1. About Regions

To increase reliability of the cloud, you can optionally group resources into multiple
geographic regions. A region is the largest available organizational unit within a
CloudStack deployment. A region is made up of several availability zones, where each
zone is roughly equivalent to a datacenter. Each region is controlled by its own cluster
of Management Servers, running in one of the zones. The zones in a region are typically
located in close geographical proximity. Regions are a useful technique for providing
fault tolerance and disaster recovery.

By grouping zones into regions, the cloud can achieve higher availability and scalability.
User accounts can span regions, so that users can deploy VMs in multiple, widely-dispersed
regions. Even if one of the regions becomes unavailable, the services are still available
to the end-user through VMs deployed in another region. And by grouping communities of
zones under their own nearby Management Servers, the latency of communications within
the cloud is reduced compared to managing widely-dispersed zones from a single central

Management Server.

Usage records can also be consolidated and tracked at the region level, creating reports

or invoices for each geographic region.

Region

Zone
fone

Secondary
Storage -

Pod

Cluster

Zane

Primary

Storage -

A region with multiple zones

Regions are visible to the end user. When a user starts a guest VM, the user must select
a region for their guest. Users might also be required to copy their private templates to
additional regions to enable creation of guest VMs using their templates in those regions.

2.2. BRI

A zone is the second largest organizational unit within a CloudStack deployment. A zone

typically corresponds to a single datacenter, although it is permissible to have multiple




zones in a datacenter. The benefit of organizing infrastructure into zones is to provide
physical isolation and redundancy. For example, each zone can have its own power supply
and network uplink, and the zones can be widely separated geographically (though this is
not required) .

— B
+ —EZ{fpod ° Bffpod ) EF —E L HER TN T HEEF AR
C REREFRE, Frfpoddt =

Zone
Pod Secondary
Storage
Cluster

Primary

Storage

Nested organization of a zone
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Cluster

Primary

Storage

A simple cluster
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2.5. About Hosts

A host is a single computer. Hosts provide the computing resources that run the guest
virtual machines. Each host has hypervisor software installed on it to manage the guest
VMs. For example, a Linux KVM-enabled server, a Citrix XenServer server, and an ESXi

server are hosts.

The host is the smallest organizational unit within a CloudStack deployment. Hosts are
contained within clusters, clusters are contained within pods, and pods are contained
within zones.

Hosts in a CloudStack deployment:

+ Provide the CPU, memory, storage, and networking resources needed to host the virtual
machines

- Interconnect using a high bandwidth TCP/IP network and connect to the Internet
+ May reside in multiple data centers across different geographic locations

- May have different capacities (different CPU speeds, different amounts of RAM, etc.),

although the hosts within a cluster must all be homogeneous
Additional hosts can be added at any time to provide more capacity for guest VMs.

CloudStack automatically detects the amount of CPU and memory resources provided by the
Hosts.

Hosts are not visible to the end user. An end user cannot determine which host their guest
has been assigned to.

For a host to function in CloudStack, you must do the following:
+ Install hypervisor software on the host

- Assign an IP address to the host

8



About Primary Storage

- Ensure the host is connected to the CloudStack Management Server

2.6. About Primary Storage

Primary storage is associated with a cluster, and it stores the disk volumes for all
the VMs running on hosts in that cluster. You can add multiple primary storage servers
to a cluster. At least one is required. It is typically located close to the hosts for

increased performance.

CloudStack is designed to work with all standards—compliant iSCSI and NFS servers that are
supported by the underlying hypervisor, including, for example:

- Del1 EqualLogic™ for iSCSIT
+ Network Appliances filers for NFS and iSCSI
+ Scale Computing for NFS

If you intend to use only local disk for your installation, you can skip to Add Secondary
Storage.

2.7. About Secondary Storage

Secondary storage is associated with a zone, and it stores the following:

+ Templates — OS images that can be used to boot VMs and can include additional
configuration information, such as installed applications

+ ISO images — disc images containing data or bootable media for operating systems

+ Disk volume snapshots — saved copies of VM data which can be used for data recovery or

to create new templates

The items in zone-based NFS secondary storage are available to all hosts in the zone.
CloudStack manages the allocation of guest virtual disks to particular primary storage
devices.

To make items in secondary storage available to all hosts throughout the cloud, you can
add OpenStack Object Storage (Swift, swift.opensLack.orgl) in addition to the zone-based
NFS secondary storage. When using Swift, you configure Swift storage for the entire
CloudStack, then set up NFS secondary storage for each zone as usual. The NFS storage

in each zone acts as a staging area through which all templates and other secondary
storage data pass before being forwarded to Swift. The Swift storage acts as a cloud-wide
resource, making templates and other data available to any zone in the cloud. There is no
hierarchy in the Swift storage, just one Swift container per storage object. Any secondary
storage in the whole cloud can pull a container from Swift at need. It is not necessary
to copy templates and snapshots from one zone to another, as would be required when using
zone NFS alone. Everything is available everywhere.

2.8. About Physical Networks

Part of adding a zone is setting up the physical network. One or (in an advanced zone)

more physical networks can be associated with each zone. The network corresponds to a

" http://swift.openstack.org
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C on the hypervisor host. Each physical network can carry one or more types of network
affic. The choices of traffic type for each network vary depending on whether you are

eating a zone with basic networking or advanced networking.

physical network is the actual network hardware and wiring in a zone. A zone can have
1tiple physical networks. An administrator can:

+ Add/Remove/Update physical networks in a zone

+ Configure VLANs on the physical network

+ Configure a name so the network can be recognized by hypervisors

- Configure the service providers (firewalls, load balancers, etc.) available on a

physical network

- Configure the IP addresses trunked to a physical network

+ Specify what type of traffic is carried on the physical network, as well as other

properties like network speed

2.8.1. Basic Zone Network Traffic Types

Wh
ph

en basic networking is used, there can be only one physical network in the zone. That
ysical network carries the following traffic types:

+ Guest. When end users run VMs, they generate guest traffic. The guest VMs communicate

with each other over a network that can be referred to as the guest network. Each pod in
a basic zone is a broadcast domain, and therefore each pod has a different IP range for

the guest network. The administrator must configure the IP range for each pod.

- Management. When CloudStack's internal resources communicate with each other, they

generate management traffic. This includes communication between hosts, system VMs (VMs
used by CloudStack to perform various tasks in the cloud), and any other component that
communicates directly with the CloudStack Management Server. You must configure the IP
range for the system VMs to use.

We strongly recommend the use of separate NICs for management traffic and guest
traffic.

« Public. Public traffic is generated when VMs in the cloud access the Internet. Publicly

accessible IPs must be allocated for this purpose. End users can use the CloudStack
Ul to acquire these IPs to implement NAT between their guest network and the public
network, as described in Acquiring a New IP Address.

+ Storage. While labeled "storage" this is specifically about secondary storage, and

doesn't affect traffic for primary storage. This includes traffic such as VM templates
and snapshots, which is sent between the secondary storage VM and secondary storage
servers. CloudStack uses a separate Network Interface Controller (NIC) named storage
NIC for storage network traffic. Use of a storage NIC that always operates on a high

10



Basic Zone Guest IP Addresses

bandwidth network allows fast template and snapshot copying. You must configure the IP

range to use for the storage network.

In a basic network, configuring the physical network is fairly straightforward. In most
cases, you only need to configure one guest network to carry traffic that is generated
by guest VMs. If you use a NetScaler load balancer and enable its elastic IP and elastic
load balancing (EIP and ELB) features, you must also configure a network to carry public
traffic. CloudStack takes care of presenting the necessary network configuration steps to

you in the Ul when you add a new zone.

2.8.2. Basic Zone Guest I[P Addresses

When basic networking is used, CloudStack will assign IP addresses in the CIDR of the pod
to the guests in that pod. The administrator must add a Direct IP range on the pod for
this purpose. These IPs are in the same VLAN as the hosts.

2.8.3. Advanced Zone Network Traffic Types

When advanced networking is used, there can be multiple physical networks in the zone.
Each physical network can carry one or more traffic types, and you need to let CloudStack
know which type of network traffic you want each network to carry. The traffic types in an

advanced zone are:

+ Guest. When end users run VMs, they generate guest traffic. The guest VMs communicate
with each other over a network that can be referred to as the guest network. This
network can be isolated or shared. In an isolated guest network, the administrator
needs to reserve VLAN ranges to provide isolation for each CloudStack account’ s network
(potentially a large number of VLANs). In a shared guest network, all guest VMs share a
single network.

- Management. When CloudStack’ s internal resources communicate with each other, they
generate management traffic. This includes communication between hosts, system VMs (VMs
used by CloudStack to perform various tasks in the cloud), and any other component that
communicates directly with the CloudStack Management Server. You must configure the IP

range for the system VMs to use.

« Public. Public traffic is generated when VMs in the cloud access the Internet. Publicly
accessible IPs must be allocated for this purpose. End users can use the CloudStack
Ul to acquire these IPs to implement NAT between their guest network and the public

network, as described in “Acquiring a New IP Address” 1in the Administration Guide.

- Storage. While labeled "storage" this is specifically about secondary storage, and
doesn't affect traffic for primary storage. This includes traffic such as VM templates
and snapshots, which is sent between the secondary storage VM and secondary storage
servers. CloudStack uses a separate Network Interface Controller (NIC) named storage
NIC for storage network traffic. Use of a storage NIC that always operates on a high
bandwidth network allows fast template and snapshot copying. You must configure the IP

range to use for the storage network.

These traffic types can each be on a separate physical network, or they can be combined
with certain restrictions. When you use the Add Zone wizard in the Ul to create a new

zone, you are guided into making only valid choices.

11



2.8.4. Advanced Zone Guest [P Addresses

When advanced networking is used, the administrator can create additional networks for

use by the guests. These networks can span the zone and be available to all accounts, or
they can be scoped to a single account, in which case only the named account may create
guests that attach to these networks. The networks are defined by a VLAN ID, IP range, and
gateway. The administrator may provision thousands of these networks if desired.

2.8.5. Advanced Zone Public IP Addresses

When advanced networking is used, the administrator can create additional networks for

use by the guests. These networks can span the zone and be available to all accounts, or
they can be scoped to a single account, in which case only the named account may create
guests that attach to these networks. The networks are defined by a VLAN ID, IP range, and

gateway. The administrator may provision thousands of these networks if desired.

2.8.6. AR IPAIHE
FEEEEE, EEESTE ARG PEELSEMAY, AR ARCloudStack S B (RS K £ R 5
B HIUCE R SRS « s & U B S I DHCP R

TR [P RAEE b PR ME— R, T (B SR — (18] 1 38R0 575 — {8 38 A ) E A AR R B RL TPz

pod FAY T ARG B ERNIPALHE, 1B H ARFC1918 Al o #EHI S CH MK BT E R RS E
TEpod FAJCIDRZ B FA N TPALAE

A MERE F T AR R de S B AR A w058 A2 OR B8 TR [E N Y TPk o foilan, fRas PR Bl IPEE [E A
192.168.154.2%)] 192.168.154.7, HI CloudStackf R 4% R et Zsn] LIE A .22 . 7AYTP, Tpod CIDRE
5.8 B . 254%GE AR B SR AR B

In all zones:
RAFAN P B Hpod F I RSE, IiHRHLAECloudStack

B KM N XenServer, #EE#E FpodfFA NP E B EMIE, NREFH HpodFEHME, FMAL
SaRIFANTP

In a zone that uses advanced networking:

BHME A ERE AR A0 IR, R BRI NP ERTE IR F, LLKCloudStack R HERK AT
HREE < BHEARE RS HFEI0EEINIP - REZEM, st BB EIEFAWorking with Systenm

Virtual Machines

B EFE R AR, B Epod HEY AT ARANIPECE S KB R ETE & BB AR AR » Citrix
XenServer J¢ KVM{EATEZEAMPANE, Him EIRAEIRGCS. 000fEFNIPALLE - BEEpodtl &, ELLIE
A RSN o VMWare ESXi, MHERZN, EAME—EHERENFHEEGETE, DRARMNERERE 73
FHpod{E255(F 1P o [H KyiE L8 IPELELREIEAT ~ 77 B HE B b o S HLM T BRAER BT » RN IPRIBE & AN
H

{56 I — i il LN BB AR R S S 18 Je v EE 4 (8 P TEE RS A B UESXE. pod DA A IPZS ]
- FERE—ERBICIDRAG T4, (£ /20 FRAY TS A] LISR L4, 000{H IPAZ itk

- Y Zfllpod, AiF H ORI T o Flan, WREE#ET10{fpod, BEpodF 255 1P, EEEHA HAIL
2, 5501 1P{i/ ik

12



TEAAREE L

'H J7CloudStack B IR A FUATEAOTE S, AT LI E] "convenience binaries.", AR EIEMERRE
H o R ERERS R IR S E, W AT LLGE i Maven B S Debian packagesERRPMACHR
=

PR, BRI B T R aaS R R I, (DR, ol @A RPE
Deblan packagesH Jj 1%

BFERERAIRER, HElEs.0.x RIIE4. 1 xRIIWF RSN FR
AR AR I BICloudStack AR, 2B INSTALL.md #E28, AR H A0 L8 Rk

Btf5release

You can download the latest CloudStack release from the Apache CloudStack project
download pagcﬂ

Prior releases are available via archive.apache.org as well. See the downloads page for
more information on archived releases.

BEFFEEEE] Latest release’ FUS(EEAE, HZRAVEEE Atar . bz28/EPGP/GPG ~ MD5AN SHAS12fE %
- tar.bz2ME R & Bzip2-compressed tarballfiJRIAHE

.asclE SR 27, W IR AR #release (A E
- .md52releaseHINDSHLS, F BIRERD T &R IEE 1%

.shajgreleasefJSHAS128(S], B BhHED T & IEE

3.2. W NEIAY release

BHRZHEEH M E TEirelease I IEE M

3.2.1. HUSKEYS
YRR T EKEY S HE S A RE P GPG RSB 7K

27 1% 7 BB N\ i8 Hkeys:

\

# gpg ——import KEYS

3.2.2. GPG
CloudStackE fm et BERIGPGETRE, MM LL T RS KA

$ gpg ——verify apache-cloudstack-4.0.0-incubating-src.tar.bz2.asc

WRAEEE| 'Good signature', FPEEIEEE B A SEM

! http://cloudstack.apache.org/downloads.html

2 http://www.apache.org/dist/incubator/cloudstack/KEYS
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= 3. JERIFEL

3.2.3. MD5
PR T IN## 3, CloudStacki®fF MD5S checksumd] LM@#E NEZ G Arelease, BEAILIATLL AL

e
Y N=

$ gpg ——print-md MD5 apache-cloudstack-4.0.0-incubating-src.tar.bz2 | diff - apache-cloudstack-4.0.0-
incubating-src.tar.bz2.md>5

PRI RIER AN & USRI, ARBUR 7 — 2850, BB A fhash AE AR #7 2 H 2K Ay hashi &
R

3.2.4. SHA512
Bk TMD5 hash, CloudStackiEf@fft | SHAS12fN & hash R ANFRZFE , AAT LAE A DUN 2 AR A -

$ gpg —-print-md SHA512 apache-cloudstack-4.0.0-incubating-src.tar.bz2 | diff - apache-cloudstack-4.0.0-
incubating-src.tar.bz2.sha

RN SERAIRS, A E B EMEMEUR - ARA R BRI, piForhash N[

3.3. F 7 Apache CloudStackHi4Eifidqd
HEIL CloudStackH#F & SETEAE, W SUHHREL i nux RET AR RS & FIRPMELDEB

BREEDLIN TR K GECIoudStack
1. Maven (version 3)

2. Java (OpenJDK 1.6 BY Java 7/OpenJDK 1.7)

3. Apache Web Services Common Utilities (ws—commons-util)
4. MySQL

5. MySQLdb (3£t Python database API)

6. Tomcat 6 (JF 6.0.35)

7. genisoimage

8. rpmbuild or dpkg-dev

3.4. fREAKE S OGS
BRIRKH CloudstackFRHHIBIACS) LT LA AL 8 S AGE A

$ tar -jxvf apache-cloudstack-4.1.0.src.tar.bz2

TEBEF] LU BB A

$ cd ./apache-cloudstack-4.1.0-src

A TN
3.5. EV/DEB packages
B T bootstrap dependencies, ZMEEFE L H B dependencies, HEEE{F FAMaven 3, HE]
TE12.04.1 LTSHEEMERH, FLETEIN—{Ef &Maven 3AUPPA repository, #MfTf§<add-apt-
repository{®, EWIRAEE, I HEFHHE—FEGPG key
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ﬁ%jZAPT repo

sudo apt-get update
sudo apt-get install python-software-properties
sudo add-apt-repository ppa:natecarlson/maven3

& Ph v L

sudo apt-get update
$ sudo apt-get install ant debhelper openjdk-6-jdk tomcat6 1libws-commons-util-java genisoimage python-—
mysqldb libcommons-codec-java libcommons-httpclient-java 1liblog4,jl.2-java maven3

Now that we have resolved the dependencies we can move on to building CloudStack and
packaging them into DEBs.

mvn clean install -P developer,systemvm
$ dpkg-buildpackge -uc -us

This command will build seven Debian packages. You should have the following:

+ cloudstack-agent 4.1.0 all.deb

+ cloudstack-awsapi_4.1.0 all.deb

- cloudstack-cli 4.1.0_all.deb

+ cloudstack-common _4.1.0 all.deb

+ cloudstack-docs 4.1.0 _all.deb

+ cloudstack-management 4.1.0 all.deb

+ cloudstack-usage 4.1.0 all.deb

3.5.1. #NAPT repo

Bk, EEEMEHITTPEE MBI IR packagesH) R4 o B/HE N BRI Hc4hpackages, R1& M H
dpkg-scanpackagesR {1/ Packages.gz, [packagetd & BRAEE LGSR G o HlE S repository IIEI AR

HIRHE (s), FRIEW LUFE FAPT % S packages

B, HEEEA LT dpkg-dev package  E Mpulled in debhelperFFsEZZHE T o HE, WHRIE
TN RBE HPackages. gz, FHMEEIRAABA &8

$ sudo apt-get install dpkg-dev

T, REDEBEI A LUIRFHTTPRTE R, FAFI6E A /var /www/cloudstack/repolE A8, AT LIEL

sudo mkdir -p /var/www/cloudstack/repo/binary

sudo cp *.deb /var/www/cloudstack/repo/binary

sudo cd /var/www/cloudstack/repo/binary

sudo dpkg-scanpackages . /dev/null | tee Packages | gzip -9 > Packages.gz
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B 3. JAEESL

Note: Override Files

AT DD AR

BE A ERZ B T BIDEB packages MNPackages.gz, fEbinary®RIHH, AT DUFEFHTTP o (REFF&
e Hwget B¢ curlZRHIEL)

3.5.2. f#FHAPT repositoryEk B S
FAERME L= Vrepository, AT EREBAUMERS S MH FHAPT repository, A LITE/etc/apt/

sources.list.d N flirepository fileAGEEIHEM, FHEMTAIAREERSE /etc/apt/
sources.list.d/cloudstack.list , WEEIIT:

deb http://server.url/cloudstack/repo binary ./

IRE B repository info, WAEBEHITEME T, APTEHLES| W CloudStack packages

$ sudo apt-get update

#A] DL A S Ubuntuf S TE S

3.6. R UafEE S RPM

TEZRIFERET 3.3, “#i/Apache CloudStackHJSEiRGEH" | BMFBELR L MLRFIERNYMH, £
AR 4 # FHCent0S 64-bitBYRed Hat Enterprise Linux

# yum groupinstall "Development Tools"

# yum install Java—-1.6.0-openjdk-devel.x86_64 genisoimage mysql mysql-server ws—commons—util MySQL-python
tomcatb createrepo

T—#, EEEFFMavenZidEbuild-time dependencies#iCloudStack, Fff{# fAMaven 3, FrLLfARer
#Bgrab a Maven 3 tarball’YfREELGER| A home &R (B —A1E)

$ tar zxvf apache-maven-3.0.4-bin.tar.gz

$ export PATH=/usr/local/apache-maven-3.0.4//bin:$PATH

Maventh FE B Java L 85 7E R, A FERAJAVA HOMEFRIZE S E O .

$ export JAVA_HOME=/usr/1ib/jvm/jre-1.6.0-openjdk.x86_64/

fEMaven |[FFEZ 4.

$ mvn —-version

3 http://maven.apache.org/download.cgi
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7EHERPM

TR AR SR R BRI B B 5 /B R IR E A, FEMEE T FPATH B3~/ bashre, K
JAVA_ HOME#E: Sk

JF5SPRODUCT: ¥/ RPMAEEIZAR S, REREEL TEHIRIGHE, W MEBLE tarball FIAMERIK, #o06EE
. & AT LLEE A2 packages

Packaging = B 5

USRS B AySPRODUCT ; i 3 packages , EFFE/NOIBFEH n] & Bl At 2 &Kok A 5 FApache
Maven i B AHE KAV, 3E—EEILB LT S BHIT

3.6.1. FEARPM
BTE, MO E BRI R R IATS, #5#5cdFpackaging/centos63/ ERIFR

{if Fpackage.sh scriptfE4ERPM:

$./package.sh

e AT — B, B8 Hpackages & FEdist/rpmbuild/RPMS/x86 64/
You should see six RPMs in that directory:

+ cloudstack-agent-4.1.0.e16.x86_64.rpm

+ cloudstack-awsapi-4.1.0.e16.x86 64.rpm

* cloudstack-c1i-4.1.0.e16.x86 64.rpm

+ cloudstack—-common-4.1.0.e16.x86 64 .rpm

+ cloudstack-management-4.1.0.e16.x86_64.rpm

+ cloudstack-usage-4.1.0.e16.x86_64.rpm

Filename Variations

The file names may vary slightly. For instance, if you were to build the RPMs on a
Fedora 18 system, you'd see "fcl8" instead of "el6" in the filename. (Fedora 18 isn't
a supported platform at this time, Jjust providing an example.)

3.6.1.1. E3yum repo

I FARPME(E R i fpackaging #EZ0, THEH A LATEAERES FEE S #iYum repositoriesffifl, T—H 5
fF &R packages 7 Yum Repo:

$ mkdir -p ~/tmp/repo

$ cp dist/rpmbuild/RPMS/x86 64/*rpm ~/tmp/repo/
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B 3. JAEESL

$ createrepo ~/tmp/repo

TE~/tmp/repo HUNEZR N ERIAELAE v LIgE HE 2 E A AR2R, IiAEA vum repository

3.6.1.2. {HABAIyum repositoryiX iE A RALR
BIEMERY yum repositoryFEmRPMIT &R, AT ERE T E LHESPRODUCT ; FUH% RS, BEMER, W
A /etc/yum.repos.d/cloudstack.repo, A IBFEEH:

[apache-cloudstack]

name=Apache CloudStack
baseurl=http://webserver.tld/path/to/repo
enabled=1

gpgcheck=0

SERUIL AR, LRI AT RA 2 4ESPRODUCT : BIE—1d% I

3.7. Building Non-0SS

If you need support for the VMware, NetApp, F5, NetScaler, SRX, or any other non-Open
Source Software (nonoss) plugins, you'll need to download a few components on your own and
follow a slightly different procedure to build from source.

Some of the plugins supported by CloudStack cannot be distributed with CloudStack
for licensing reasons. In some cases, some of the required libraries/JARs are under
a proprietary license. In other cases, the required libraries may be under a license
that's not compatible with Apache's licensing guidelines for third-party products4.

1. To build the Non-0SS plugins, you'll need to have the requisite JARs installed under
the deps directory.

Because these modules require dependencies that can't be distributed with CloudStack
you'll need to download them yourself. Links to the most recent dependencies are listed

on the How to build on master branch’ page on the wiki.

2. You may also need to download vhd—utilG, which was removed due to licensing issues.
You'1ll copy vhd-util to the scripts/vm/hypervisor/xenserver/ directory.

3. Once you have all the dependencies copied over, you'll be able to build CloudStack with

the nonoss option:

$ mvn clean

4 http://www.apache.org/legal/resolved.html#category-x
° https://cwiki.apache.org/CLOUDSTACK/how-to-build-on-master—-branch.html
5 http://download.cloud.com.s3.amazonaws.com/tools/vhd-util
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Building Non-0SS

$ mvn install -Dnonoss

4. Once you've built CloudStack with the nonoss profile, you can package it using the
7 3.6, “IEJRUAFERSIRPM” or ffi 3.5, “EI/DEB packages” instructions.
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4.1. % BRE AN

A BPLE B ARG m T AR E B AR VIR, SR A BB AZ BIRVERE, 0T DURERMEIE: 1 have
used CloudStack before., FEEHE/HEH, 0T LABFIGM A AEHEE iR RAVDHEERE, fFlan: &
FEROVLANAERR TEE ~ & ] FPEZDEE ~ ZESMPAERE &R, Wiload balancersfllfirewall, DL ZFEEHAY

Hypervisor, 4[: Citrix XenServer -~ KVMlVMware vSphere °

4.2. Overview of Installation Steps

For anything more than a simple trial installation, you will need guidance for a variety

of configuration choices. It is strongly recommended that you read the following:
- RIEAE LR

« Choosing a Hypervisor: Supported Features

- RS ERE

- Storage Setup

+ Best Practices

1. Make sure you have the required hardware ready. See ﬁﬁ 4.3, “EEilﬂiE/ %ﬁ%jﬁ”

2. Install the Management Server (choose single-node or multi-node). See fi 4.5, “&IEfd

i
3. Log in to the Ul. See %= 5, {fHE /A
4. Add a zone. Includes the first pod, cluster, and host. See i 6.3, “¥HZone”
5. Add more pods (optional). See fifi 6.4, “¥HifiPod”
6. Add more clusters (optional). See ffi 6.5, “HH—(fCluster”
7. Add more hosts (optional). See fi 6.6, “HofiFfk”
8. Add more primary storage (optional). See i 6.7, “¥HiPrimary Storage”
9. Add more secondary storage (optional). See fifi 6.8, “HIyRELLEFIEE"

10. Try using the cloud. See fji 6.9, “Wusir 2"

4.3. HEAHFR

4.3.1. FHFAREY ~ ERELEETERATFNK

i#/{TManagement Server )l KMySQLE RHE R E REISAS L ZHE LU N FRK: A ss W/ E W E iR fftprimary
Flsecondary storagefJARAES, fFIUNiFE IR ANRAE i ENFSARRS © SR1M, Management Serverd n] LUEAT
REEE L -

- PER R
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- #EEE.  CentOS/RHEL 6.3+ BY Ubuntu 12.04(.1)

© 64-bit x86 CPU (ZRZIZHEFIFAORIAE

- AL iEER 4GB

- fRK250 GB (BEAES00GB, #E A BMK)
- 2/ UENIC

- [BERELP

+ hosname <1 & [BI A0 A% 4 75

4.3.2. ER/BEHREEE RHFNK
ER R TR LS AN RGO, B A ERAG AU TER:

- WJEFIEHVM (Intel-VT or AMD-V enabled)
© 64-bit x86 CPU (ZHMARMLHEIFHIRLAE)
- Y $&Hardware virtualization
* FLIERRAGB
- 36GBIFAE
- /D UENIC
AR L Z B FIDHCP, 3B (RTEJF A HIDHCP A AR % K CloudStackFH HUDHCP R H &3 H11% A 7 5%

- ERAE R EE EE R SR fThot fix
- BAEFECE CloudStackiy, A B & HLE EARIOVET A RE @ BUTIRRE

+ All hosts within a cluster must be homogeneous. The CPUs must be of the same type,
count, and feature flags.

TR HMAER, AEEEEERT - FERLEENR LENFREE.

o

WEEEBEPITITE B R R ZHPER, =g EHEE F/HE R fCloudStack, fi4n
. XenServerfEFERFEFILE Citrix XenServerZ#E |

e
=

3

- f 8.1.1, “KVM Hypervisor ¥ R4t FEK"

22



#% 7Epackage repository

- fi 8.2.1, “XenServerF ik RHZENR"

- i 8.3.1., “vSphereF ¥ R4 FENR"

4.4. FEpackage repository
CloudStackf& ¢ B #6310, (H&CloudStacks Bl AL B n] LU 77 (B /) M 4mifs, 68 E
"] LB % #EApache CloudStack

If you didn't follow the steps to build your own packages from source in the sections for
7 3.6, “ICJEUAREESIRPM” or ffi 3.5, “EI7DEB packages” you may find pre-built DEB and
RPM packages for your convenience linked from the downloads! page.

iEfrepositoriestl & B AR A5 M KVMER K BL & &

4.4.1. DEB package repository
ZER] LAE A DL N $84  JIDER package repository®|fifJapt sources o J£&, {&Ubuntu 12.04 LTS
(precise) packages& @37

{8 F 18 R W SmiE as B R (BETHY) /etc/apt/sources. list.d/cloudstack. 1ist, HGHNERIEHRALAY
repositoryZ|fEZRH:

deb http://cloudstack.apt-get.eu/ubuntu precise 4.0

HALEpublic keyfi®]trusted keys

$ wget -0 - http://cloudstack.apt-get.eu/release.asc|apt-key add -

REFH R local apt cache

$ apt-get update

fRHIDEB package repositoryiiESEAL, A LA

4.4.2. RPM package repository
H BCloudStackf) RPM package repository, fA]LIESERZIEYERHELHY) R 4R

REN R HRPMASE, EFHFEIG I Yun repository % CloudStack
Yum repositoryﬁ%ﬂ/f’f/etc/yum .repos.d, fﬁ?@'ﬁ?ﬂ %{ . r‘epoiﬁ% s f]ﬁ]%ﬁ%ﬁ?ﬂﬂﬂﬁrepository
Bt —(fCloudStackBEAE:E | FHE@E/etc/yum.repos.d/cloudstack.repofdZ, WIIALL TAR

[cloudstack]
name=cloudstack
baseurl=http://cloudstack.apt-get.eu/rhel/4.0/

' http://cloudstack.apache.org/downloads.html
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enabled=1
gpgcheck=0

BBHEEZBEE A Yum %4 CloudStack

4.5. EHfEI MRz

4.5.1. FHEFERZEEN
LA TSR, HWEZETE, RO TR RS S E I R

- B E A R AR ET RS, MySQLTE [R]—Hi RS
- ZE A ARAFETES, MySQLAN[R] i,
RNew I 1E, PEa3WZEAT & System Requirements AT K

&

REEER, FHHEEARERELFIEEMARSIport 8096 B port 8250

a ot
[}

T

FEE PR AR A2 B Ry

1. MEEERARR

2. (f#XenServer) N#E{ N ZHEvhd-util
3. WHEE—(REHMA RS

4. B TR EMYSQLE LR

5. YEENFS Shares

6. HEM N R B B AR e A (R

7. ARGV

4.5.2. MEMEIEE AR

{5 B LU T 2 B2 7F B {f]Management Serverﬁﬁ%ﬁ, VF§€E§mﬁf\ﬁiﬁgﬁﬁjiﬁiManagement Server
1. DlrootBEAMEZE RS
2. WEIEMHENERATE

hostname --fqgdn

This should return a fully qualified hostname such as "managementl.lab.example.org". If
it does not, edit /etc/hosts so that it does.

3. FEMEREMARTAE DR

ping www.cloudstack.org
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R — 6 EMTEE AR

4. BARENTPR] R fH]

.

T BENTP R[] A v ] R RO ] ‘

a. ZCHEENTP

yum install ntp

apt-get install openntpd

5. EHEDEPEREIE(EE L% anagement Serverf

4.5.3. [FHE—6 T EEHA RS
TS R AR b R R BRI A M

ARG ELEE LML, SEFENATANY, SFANEETHAE, RFEERESRE
17

CloudStackE BRfFlfRk#% AT LLGE RPN B DEB HfE %4, FELH @R E2E B AR SBITIATE
L]

4.5.3.1. ZHFECent0S/RHEL
B, ST %E%ﬁ@

yum install cloud-client

4.5.3.2. ZFHEELFUbuntu

apt-get install cloud-client

4.5.3.3. PFEivhd-util
I BRI 7 L BE B A B 24 XenServer 228

B ETAAREEET, e ftvhd-util P F#Eivhd-util

2 http://download.cloud.com.s3.amazonaws.com/tools/vhd-util
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R EH A RS ARHEL B CentOS, FF#E#lvhd-util®l/usr/1ib64/cloud/common/scripts/vm/

hypervisor/xenserver

R E A IR ES EUbuntu, #FElvhd-util®l/usr/1ib/cloud/common/scripts/vm/hypervisor/

xenserver

4.5.4. FHEERHEF R

CloudStack & B Al (£ FIMySQLE R (AR A S bl (7 E0kE, B R E B R 2 —EETRG, fAnT L
TEAM E 2 EMySQLAI AR A, BTN LR 2 B IR AR ARG, BBy SQU R th 7 AN [R] BT RE SAAT

CloudStack & &K HIEEMYSQL 5.1 K 5.5, BLbhi AN 64 fERHEL/Cent0S M Ubuntuth

4.5.4.1. FEBFRGFEHELEERE

35 8 2 B A0 AT 7 BilManagement  Server fH[R]FUA%ER L& FEMySQL, EIREMT A B2 EE
Management Serverfi%h o AR MRFTFEE L HE L (fManagement Server, NG H FAEIRIMySQLETEE, 2R/
i 4.5.4.1, “fEEEA RS ETEG LA E R E"

1. ﬁtpackage rep031toryjz EMySQL:

yum install mysgl-server

apt-get install mysgl-server

2. FHEMySQLER ERE, 12K/ etc/my.cnfif
3. FHALLTNEITE [mysqld] I,

B LB AT RO datadir, SOREAEMOLIER &350k UE BRI ARARHVBIR, EHE G BER
—1&

(e

$ubuntu, BA]LIEST /etc/mysql/conf.d/cloudstack.cnffEZE, WFMEEIES, AEET
BN [mysqld | FEE—1T

innodb_rollback_on_timeout=1
innodb_lock wait timeout=600
max_connections=350
log—bin=mysql-bin
binlog-format = 'ROW'

4. FEBHECEFE EIMYSQLAR [ £
HHARHEL/Cent0S, MySQLANE HENEE), sETFEEE)

service mysqld start

#ftUbuntu, FHEFIEE Mysal
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LHEERHE (A i m

service mysqld restart

({#Cent0S } RHEL, Ubuntu/NFEE)

o

BIARIEL and Cent0S, MySQLYHRIZHE root #H§, FRIIEEEEIEroot S

e
[}

33

BT TR LML EOL S, G LFrE R EEE v
mysql_secure_installation

CloudStackn] A#E & &t HIRHTE , (5 /&SELinux, %A SELinux A {fAgent ] LLIEH I
B ESELinux (RHEL } CentOS):

a. MEMIIMESE S ESELinux, EH 1S BRE—
o

BIHARHEL B CentOS, SELinux/2TEEREEIAY, A0 LU LLF A Ensk

$ rpm —gqa ‘ grep selinux

b. fE/etc/selinux/configSELINUXSEE A "permissive", IR & EEEFFHE BT A

FARHEL/Cent0S
vi /etc/selinux/config
2O LT AT
SELINUX=enforcing
Z%:
SELINUX=permissive

c. AFSELinuxg B Rt RVEE), A EHBHH

$ setenforce permissive

BUEERIE o LT RS G Ein  BRER (&
* ¥Edbpassword, FEREE A E N, At n] ANZERES
* f£ deploy-as, FREMMEZNER - LU T1ES, BRECH root & I AR E i (&

- GEEEYE) $fhRencryption_type, BRI LUGE A SO SAR RS ACHE R 08 R S BB B ffg, THRR A
HF, R OET 4.5.5. "BHRNVERS K I
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- GEEM) B idmanagement_server_key, BFiFECloudStackproperties fileHRAmzEIES 2 8IHY
TR 98, THEX: password o IFIRIVESREERAE L ERBUE, FERET 4.5.5. "BINES
K"

- GEEM) B database_key, EB#iFECloudStackproperties file i ARAMZRIE B 2ETHR &88
. passvord - B MGAER OB BAEL R O0BE, FERA 4.5.5. HIRET LS BN

- GEFERME) ¥ Rmanagement_server_ip, #XA] LA FATEEcluster & BRAAREFETRL TP o AIRIERE
AR A 1Pz 41k

cloudstack-setup—databases cloud:-dbpassword-@localhost \
——deploy-as=root:-password- \

—-e ~encryption_type- \

-m -management_server key- \

-k ~database key~ \

-i ~management_server_ip-

ERRAHBITEAE, BEEERELENE “Successfully initialized the database.”

8. MRAAEEE MM LAY — %S SITKVME R BB, HiE/ etc/sudoersif A LU FTEL:

Defaults:cloud !requiretty

9. BEVIFERE, M DARGE - EHfs S F#Liptables ~ sudoers B A R 35

# cloudstack-setup—management

& E2| “CloudStack Management Server setup is done.”

4.5.4.2. TESeparate NodeZZ#E &R}

B EEE MR AT EE L ~ éManagement Server s BERUHEER b FMySQL, EIHEMT A B2 HE
Management Serverfffi#l o WIRME A E4H —(FManagement Server, A AMFEAIMySQLETR:, 25
fi 4.5.4.1, “7EEHEMARSEEZIEERE"

.

EHFRASE AR E RS R EEMR, A LEREMIERRSR - @RERAMERNER, &
REH 4.3.1, "EHEFERLS - BREMEFERATK

1. #package repositoryZ#EMySqQL:

yum install mysql-server

apt-get install mysql-server

2. HREEMySQLAAAFRE (Jetc/my.cnf or /etc/mysql/my.cnf, BURAGEHIVESE R W TE [mysqld]E 5y
IMALLUTATSH, B57] LU E 24T 8 ifEdatadir FJ5 ° max_connectionsifl i A3507 LI Management
Servers[ﬁ@%&ﬁ, BB W -
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ZEBRE AR

3.

HEUbuntu, AN /etc/mysql/conf.d/cloudstack.cnfiEZR, WEEtidss, AELRT
PO [mysald| FESE—4T

innodb_rollback_on_timeout=1
innodb_lock_wait_timeout=600
max_connections=700
log-bin=mysql-bin
binlog-format = 'ROW'
bind-address = 0.0.0.0

T Bl B E L BIMy SQL AR 3% E AR
HEFHARHEL/Cent0S, MySQLANE HEjEE), SEFBjEE)

service mysqld start

EUbuntu, EEFTEE) MySaL

service mysqld restart

(f#Cent0S } RHEL, UbuntufRFEHE)

$HARHEL and CentOS, MySQLTHRZIZ A root A, JRFUERAEN Eroot &k

BT H S AL EAIS, EATLRT "Disallov root losin renotely?"sh, BRI
N o T BRI A root

mysql_secure_installation

WA K, FESTHE TCP port 3306 °
Bt Ubuntu, ATHE KRN, FIETE < BARR.

ufw allow mysql

HARHEL/CentOS:

a. Hi#E /etc/sysconfig/iptables CHFIFE INPUTHI—RAIRIIA LL RT3

-A INPUT -p tcp --dport 3306 -j ACCEPT
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b. EFHE&#iptables rules

service iptables restart

(] 1 755 — {18 %8 B i A B A root

HEERHE o LU R4 & S Ei BORHE A (3

- fEdbpassword, FERE E U HE RN, A A UNERES

- f£ deploy-as, FREMHELMLER - FELUT 182, A root ff & MBI E IR HE

- GEEEME) $encryption_type, MAT LU A ST S IS AP RE B BORHE B IS AU BT, TR Ay

SCHE, BER BT 4.5.5, BB RSEINE”

- GEEM) # fdmanagement_server_key, EHifECloudStackproperties fileHIRAmZEIEZ2EH

THE 488, THEX: password o IAIERFVES A E L 2EE, 5 RAbout Password and

Key Encryption

- GEEM) B i database_key, H#iTECloudStackproperties filefSAEI%H S EIITHR 68,

TR password » WFIMIVEBR L BN E T2NEE, FREO 4.5.5. "BNEBLEENE

GEEM) B idmanagement_server_ip, R LB+ Ecluster B H{A] R AFHTREIP o IRAFEE,
HI] fy A3 TPz 4iE

cloudstack-setup—databases cloud:-dbpassword-@ ip address mysql server- \
——deploy-as=root:-password- \

—e ~encryption_type \

-m -management_server key~ \

-k ~database_key \

-1 ~management_server_ip

ERRAHITENE, T EER|ELENE “Successfully initialized the database.”

4.5.5. BAWRNENEKESEME
CloudStack {7 £ B BN ZHE LA Z 448, = 8REEE T BEFHNE.

+ Database secret key

- Database password

- SSH keys

+ Compute node root password

+ VPN password

+ User API secret key

+ VNC password

CloudStackf{f [ Java Simplified Encryption (JASYPT)FEFE, &l & (¥ Hdatabase secret keylj

W AR, database secret keyfERE CloudStackfIABBHEEREZ T o AN S BUESIE L, B2
SSH keys, BU{ECloudStack NELERHEH
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HEMENFS Shares

EIX, database secret keyAREHNGEAR, BUEME, I, CloudStackZANABIFE? £
EA R AR EpRE, A DEIEINE SR B R A o, i@ ] DI — R AR EAE

Bt CloudStack HHERRM o CloudStack ERHEA EFT R E 7] LA B A8 2 Rk 77 1%

, WERmMEE A file, " | RISHEIIEEHEZRT; WRA web," | AIEFHEERFTENIT TR
com.cloud.utils.crypt.EncryptionSecretKeySender, %1 O AIHEENER, L2 ETHFA R

The encryption type, database secret key, and Management Server secret key are set during
CloudStack installation. They are all parameters to the CloudStack database setup script
(cloudstack-setup-databases) . The default values are file, password, and password. It is,
of course, highly recommended that you change these to more secure keys.

4.5.6. MEMENFS Shares

CloudStack FEEZSMRAENEE LIk ELEFHEE (H Cloud Infrastructure Overview) o JZLEERH]
LIENFS shares, EEEEFHEEMAEFIEET|CloudStack F, WAIFXENFS shares

' T

NESHfi ANEprimary L fsecondary storagefJME—2IE o 4N, AR LA{#EFCeph RBD ~ GlusterFS »
iSCSTLA R HAMEEERANG o REFHEITH BB S IR yper visor B AR -

FE IR B AR BRI T REE

. E’ﬁ 2.6, “About Primary Storage”

. E’ﬁ 2.7, “About Secondary Storage”

FE i o B ONFS IR IR B 2R &4, FERET 4.5.6.1,  “fHH”

1R AT LU 2 #éManagement Server MG s 1E A IRAINFS I il ar, 15/ HBRML AV 2230720, Hildm I,

RN ERE T WEAITH, FE2M: 8 4.5.6.2, “{EHEMARESEH HNPSHREE" .

4.5.6.1. f#H
B B BT B AT Ao NESfRl e RO EE K GEERIE) FHBEFFE B EUNFS shares, fAREFTEAFRE
PR AR e A EIT RGBT

AT R4 S IRIEHITER RFRAANR, &6 FTAR

o

(fEKVM) FECRIEHINFSIE A (R A Bk

A
=

33

1. TEEEEEEMAIREE, ARERFEBEVUNFS share, WIREMETEFEREAES L IMbiERr
URENFS share o f5#40:

# mkdir -p /export/primary
# mkdir —p /export/secondary




2. #@iE/etc/exportsiEN T ERIFE ANFS exports, {# frw,async,no_root_squashzf fE HNFS

share (s)
# vi /etc/exports
AL AT

/export *(rw,async,no_root_squash)

3. H@iH /export &R

# exportfs -a

4. FEHERIARAS R R BRI HE BE S BEGR, flhn:

# mkdir -p /mnt/secondary
5. BEMIREMFRE, WHEIFINFS{EIR2S 4 M LB o

# mount -t nfs nfsservername:/nfs/share/secondary /mnt/secondary

4.5.6.2. EE AR A RANFS ARk

52 (B0 B 0 £ 5 P AR B A B B 2 R BB R S BRGNP S S 5 o SR AN
T, (H B RS ERRBR R © TR B AT A7 16TBAY A

DI @ REIERRGIATR, a R

1. F{FRHEL/CentOSZE %%, WEEHEZHE nfs-utils

$ sudo yum install nfs-utils

2. HEEHEFRMSOER DETWEERK, EMEERIRZREREZELREREEEMER, Fil.

# mkdir -p /export/primary
# mkdir -p /export/secondary

3. H4gHE/etc/exports K EFHIE R A ANFS exports, {#Frw,async,no_root_ squashZf [ HNFS

share (s)
# vi /etc/exports
AT &7
/export *(rw,async,no_root_squash)

4. B /export &R

# exportfs -a
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HEMENFS Shares

5.

6.

7.

8.

4R /etc/sysconfig/nf st ZE

# vi /etc/sysconfig/nfs

BGH T RE R AL

LOCKD_TCPPORT=32803
LOCKD_UDPPORT=32769
MOUNTD_PORT=892
RQUOTAD_PORT=875
STATD_PORT=662
STATD_OUTGOING_PORT=2020

4t /etc/sysconfig/iptablesfEZ

# vi /etc/sysconfig/iptables

MU ATEEINPUT chainfBHER, <NETWORK>J2 2 1% & i FI HUAE 3% -

—-A INPUT -s <NETWORK> -m state —--state NEW -p udp —--dport 111 -j ACCEPT
-A INPUT -s <NETWORK> -m state —--state NEW -p tcp ——dport 111 -3 ACCEPT
-A INPUT -s <NETWORK> -m state --state NEW -p tcp —-—dport 2049 -j ACCEPT
—-A INPUT -s <NETWORK> -m state —--state NEW -p tcp —-dport 32803 -j ACCEPT
-A INPUT -s <NETWORK> -m state —--state NEW -p udp ——dport 32769 -j ACCEPT
-A INPUT -s <NETWORK> -m state --state NEW -p tcp —-—dport 892 -j ACCEPT
—-A INPUT -s <NETWORK> -m state —--state NEW -p udp —--dport 892 -j ACCEPT
-A INPUT -s <NETWORK> -m state —--state NEW -p tcp ——dport 875 —-j ACCEPT
-A INPUT -s <NETWORK> -m state --state NEW -p udp --dport 875 -j ACCEPT
—-A INPUT -s <NETWORK> -m state —--state NEW -p tcp —-dport 662 -j ACCEPT
-A INPUT -s <NETWORK> -m state —--state NEW -p udp ——dport 662 -j ACCEPT

HITUL T 6L

# service iptables restart
# service iptables save

WMREFE N AFRZEM 2 FANFS v4 communication, EEIIAZAYdomain®l] /etc/idmapd.conf, #B&K
BB AR B AR AR 2R AR T

# vi /etc/idmapd.conf
FR idmapd.confHDomainfB—1T—RFAIGHIFTE "#", M) donain, DUF#iff|Aycompany . com

Domain = company.com

EH A A B AR Al

P FE A /export/primary and /export/secondaryfNFS sharesgi i T

10. FMHERE IR, 2RI &2 A i

a. BNEREEE K
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b. FERENFS K rpcbindG#AT, ELEFRERINERRAARMAR, FIa:

service rpcbind start
service nfs start
chkconfig nfs on
chkconfig rpcbind on

T M A

reboot

c. [FIFBHFEEZ M, EHEE/ expor t BRI, B0 M E AR A2 -

mkdir /primarymount

mount -t nfs <management—server—name>:/export/primary /primarymount
umount /primarymount

mkdir /secondarymount

mount -t nfs <management-server—name>:/export/secondary /secondarymount

O H

umount /secondarymount

4.5.7. Vefg RIEENH A E TR A A
BRRE R B AR, ERE RS R o EASE R, KR RS T R

1. BTHT 4.5.2. "EEEERRRT KE 3.6, "TEJRUANEEIRPMT BGHT 3.5, “HIIDEB

packages” HER
2. ﬁtLF% EEX% ﬁL:& i%%%ﬂzﬁ&ﬁﬁ XenServerjz
fevhd-uti1®* F#fvhd-util

AR E AR IRES ARHEL BY CentOS, FE#EHlvhd-util®l/usr/1ib64/cloud/common/scripts/vm/

hypervisor/xenserver

MREEMAR S 2 Ubuntu, #EHvhd-util®l]/usr/1ib/cloud/common/scripts/vm/hypervisor/

xenserver/vhd-util
3. WEELERIIRES C A E)

service rpcbind start
service nfs start
chkconfig nfs on

T A

chkconfig rpcbind on

1 REEREER, EE, MEN-—deploy-as BB EEME, M 1.5.4.2, “FESeparate Nodo
TR )

# cloudstack-setup-databases cloud:dbpasswordedbhost —e encryption_type -m management_server_key -
k database_key -1 management_server_ip

5. BUEMEERG LB E MR

9 http://download.cloud.com.s3.amazonaws.com/tools/vhd-util
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e AR AV AR

6.

7.

# cloudstack-setup-management

IEL R ) B AR AR B R & B BB T
ER UL _EAPERE A BT AR As

Be sure to configure a load balancer for the Management Servers. See f 12.6,
“Management Server Load Balancing” .

4.5.8. MEME RLGTVMEEAH
R 7 55 B VR BB % A CloudStack 2 S VMRS

EHREIA LIRSR, REEIE<SRMME KR, FARE RIS S L WAL Z ) BT

1.

TEEHE R 2R BT —E2 L L Fcloud-install-sys—tmpl t¥§ S SR HUIS R AR VMIBEAE , A B Pl 8 A0
FHRERHAT R

AR B AT 4 B A E i 4% &y /mnt/secondary, BB H Y24

R E CloudStack BRHENE A "web", MREZEMINME(I-s <management-server-secret-
key>, FERHET 4.5.5, “BANEHELEEINE

AT ESGBRYAS ], K307 S A HRF ]

- #A XenServer:

# /usr/share/cloudstack-common/scripts/storage/secondary/cloud-install-sys—tmplt -m /mnt/secondary -u
http://download.cloud.com/templates/acton/acton-systemvm—-02062012.vhd.bz2 -h xenserver —-s <optional-
management-server-secret-key> -F

- %5 vSphere:

# /usr/share/cloudstack-common/scripts/storage/secondary/cloud-install-sys—tmplt -m /mnt/secondary -
u http://download.cloud.com/templates/burbank/burbank-systemvm-08012012.0va —h vmware -s <optional-
management-server-secret-key> -F

- BFHAKVM:

# /usr/share/cloudstack-common/scripts/storage/secondary/cloud-install-sys—tmplt -m /mnt/secondary
—-u http://download.cloud.com/templates/acton/acton-systemvm—-02062012.qcow2.bz2 —h kvm -s <optional-
management-server-secret-key> -F

TEUbuntu, {5 LR BAK:

# /usr/1ib/cloud/common/scripts/storage/secondary/cloud-install-sys—tmplt
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2. MRERMERHENFSEMRE, BATHEER, MREGEMEHEERMARS HNESFRAS, FHER, &R
A" BT L BR

HREATTE, HHMAERERE, LBREIRERK

# umount /mnt/secondary
# rmdir /mnt/secondary

3. EHRULESERE| B E A R
4.5.9. THESER ! F—HF
HKE! ,"J.»jEnﬁkir%zCloudStack““ﬁﬂBﬁ%E&FHﬂiﬁﬁ%?ﬁﬁ*ﬂrﬁ’ﬂ%ﬂ@dﬁ

Single Management Server: Multiple Management Servers:
Installation Complete! Installation Complete!

Management

Server

MySQL DB

MySQL
cloud db

B T ARE R

- RIGEVR A Y 0L fr) o B RREEAE B vT DA T & KRR B = s, SR T A ey B
CloudStackHHfj, # Rlog In to the UI

BT T, A SRR BB T — AR AT DUTIE CloudStack AN (A T EE

. ¥EHProvision Your Cloud Infrastructure
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(RPN

- BANERE E

CloudStack Fgfit T EHE LI EHF web-based/ M H . FEEWE N R EiE . REG B ABBAEE
HIARE/ I o fEFE ISR T BRI o R as AL, filfn: 1E7 ~ 1E8 ~ IE9 ~ Firefox 3.5+~
Firefox 4 ~ Safari 4fllSafari 5 o TURLA:

http://<management-server—ip-address>:8080/client

AR BRI E BRI AR A R HT AR R R E S PR E T REN T E SRR, HIERRE, BARN
EENEES

{5 FH B 53R
i F & IRBR T &adnin

g
TERAFE I (root) MREFAZ il Aspassword

Domain

WA Froot, WHANEEVEE
ISR sub-domains i F 3% . 5F i A domainf SE RS AR, A1 fyroot domainftff 35, HIANTE 2 A

ARG, root domainfil& NEBAFTFLIEE, Fla0: Compl/hr, TH7EComplJiE N AY{E F & Hh b /B FEDomain
WA 28 A\ Compl; FECompl/hr i NHUMH FHE, HiL/EEN A Compl/hr

HZ B ME B AR ESN AT L2 B: Loggin In as the Root Administrator

5.1.1. End User's Ul Overview

The CloudStack UI helps users of cloud infrastructure to view and use their cloud
resources, including virtual machines, templates and ISOs, data volumes and snapshots,
guest networks, and IP addresses. If the user is a member or administrator of one or more
CloudStack projects, the Ul can provide a project-oriented view.

5.1.2. Root Administrator's Ul Overview

The CloudStack UI helps the CloudStack administrator provision, view, and manage the
cloud infrastructure, domains, user accounts, projects, and configuration settings. The
first time you start the Ul after a fresh Management Server installation, you can choose
to follow a guided tour to provision your cloud infrastructure. On subsequent logins,
the dashboard of the logged—-in user appears. The various links in this screen and the
navigation bar on the left provide access to a variety of administrative functions. The
root administrator can also use the Ul to perform all the same tasks that are present in
the end-user’ s UI.

5 1.3. LIRoot Admlnlstratorﬁﬁf% \;Q]\

EIA AR AR LA S8 RBA MBI TR, AT LU A CloudStack O & /M HT Bt /v, T LU
L AT R R
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= 5. ERENE

1. FTRAAE FH B B i3 B DU T A4k
http://<management-server—-ip-address>:8080/client

B ER A Management ServerZ 41z, FHETIEWNE - 1B, (K& EHE A Dashboard
2. WMREEINE-REANEE, #HREUTNSEET.

- IR AR R B A i CloudStack EFi#E##Continue with basic setup. iﬂﬁuﬁ%@”*ﬂ~ﬂ@i§~
fE T BELAY R, CloudStack HYZEEE ﬁﬁﬂ%%lﬁﬁ”ﬁ[ﬁﬁﬁﬁ THRE ?Wﬁﬁ% HihfregE —(E
CloudStack HYE —EFEEH%, NFSEEFESEE, —{AIKHXenServersiZ£KVM HypervisorZ F4% j]i
HEE —E A B Z AR

FREGRECEHMER, MREEERAN TR, & IH LB rial

Installatlon Guid e

- IR CASLR AT I AR B SR AR IREE, SR A BB Z ATAVIREE, AT USRI
: I have used CloudStack before., FEEHESNEH, #A] LABHLAME A B804 (H 5 58 K A0Th
BERE, 0. JEFERIVLANAEREhEE ~ = ] R BE ~ ZESMIOAERE &R, Wload balancers#l
firewall, LLJ o ZfEEEAYHypervisor, #]: Citrix XenServer ~ KVMFlIVMware vSphere

root administratorf¥EH| & 15 2HAEERIRA]

3. TERAMRFTE R BRET, EMERZ fAroot administratorii &I ZZH%"]’%%T%T@@ B ENRE
BEMERE, EERREEATOEE, RS BRI HE, WET 5.1 G
root " R E ©

=i A

ﬁﬂ;ﬁﬁ" Plroot admlnlstratorg]\ Jﬁtmﬁg)ﬁj‘uﬁ‘CloudStackfﬂmfﬁ ﬁ:ﬁ% Mﬁt@a’ T@BEE
BEZEME © root administrator ] DUEEEERERE ~ B s BRE A MRSE ~ DUMGET R BRI
1B, HHAEE—IREANER, BB HAEroot adninistratorfJE o

5.1.4. HWEroot® i

TR LRHITEIREHEER, BFEE root adninistratorZE A, HIRSER] LI CloudStackfU/&H ~
%) ERNEE TEEERZEM © root administrator A] MEHMUERERE ~ 87 s HBR A EMRIE ~ LUK
EfT TR B MEIRE, RIILAESE — IR CloudStackf®, FRf3 B root administrator & o

1. fTBAGE A RO A8 B Ll T 4t

http://<management-server-ip-address>:8080/client

2. (EHBERroot (EE DX EMEEAMEAENE, T yadnin ~ password
3. ¥#Accounts

4. BIBEHIRE 4

5. % View Users

6. BLEEHMHE M
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i FISSH Key#% 1

" ra
BEi¥Change Password
8. HEAGHTHIENS, IRBIEOK

5.2. {fFHSSH Key#7

PR T EFE 2R SO TS, CloudStackSUER(EISSH key B AE i, A LIfEFcreateSSHKeyPair
APIZGE 4

BR] % B v 5 A B A B CUUSSH key, WA E B A BEE AN TAHRIR S ERIEMAF A, #H—{EssH
key pair, ZXA[DUEEZ (EIRF
5.2.1. V. Y $ESSH KeyfjInstance Template

3T T 3ESSH KeyfInstance Template

1. ffRcloudstackiZtA] templateiinstance
LB H instance V&, FEA

2. T#lcloudstack scriptfitThe SSH Key Gen Script1§Uﬁ§£§jZE@instance

wget http://downloads.sourceforge.net/project/cloudstack/SSH%20Key%20Gen%20Script/cloud-set-guest-
sshkey.in?r=httpb3A%2F%2Fsourceforge.net%2Fprojects%2Fcloudstack%2Ffiles%2FSSH%2520Key%2520Gen%2520Script
%2F&ts=1331225219&use_mirror=iweb

3. HEEERE]/etc/init.d e

cp cloud-set-guest-sshkey.in /etc/init.d/

4. HOEREF

chmod +x /etc/init.d/cloud-set-guest-sshkey.in

5. HITIEREARFRR#UTscript:

chkconfig --add cloud-set-guest-sshkey.in

o

{Z FInstance

5.2.2. Fr¥SSH Keypair
TRAZEIENY createSSHKeyPair api , #A] LAf# A CloudStack Python API BY curlf§4 2RIENL

)

cloudstack api

flan, ¢ cloudstack fAlfR#SFEAY "keypair—doc" ZEEEST

" http://sourceforge.net/projects/cloudstack/files/SSH%20Key%20Gen%20Script/
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= 5. ERENE

HRECBEATENEE, MRETERRFFAMRERFEMAPL, ZHJURL/PORTE AN, 7 B HAPL

Keys

1. #fTLL Feurlfg2:

curl —-globoff "http://localhost:8096/?command=createSSHKeyPair&name=keypair-
doc&account=admin&domainid=5163440e-c44b-42b5-9109-ad75cae8e8a2"

REREHRT

<?xml version="1.0" encoding="1S0-8859-1"7?><createsshkeypairresponse
cloud-stack-version="3.0.0.20120228045507 "><keypair><name>keypair-doc</
name><fingerprint>f6:77:39:d5:5e:77:02:22:6a:d8:7f:ce:ab:cd:b3:56</fingerprint><privatekey>-———— BEGIN RSA
PRIVATE KEY-----
MITCXQIBAAKBgQCSydmnQ67jP61NoXdX3noZ jQdrMAWNQZ7y5SrEudwDxplvhYci
dXYBeZVwakDVsU2MLG1/K+wefwefwefwefwefJyKJaogMKn7BperPD6n1wIDAQAB
AoGAdXaJ7TuyZKeRDoy6wAOUMFOkSPbMZCR+UTIHNKS/E0/4U+61hMokmFSHtu
mfDZ1kGGDYhMsdytjDBzt1jawfawfeawefawfawfawQQDCjEsoRdgkduTy
QpbSGDIallJsc+XNDx2fgRinDsxX1/zJYXTKRhS1/LIPHBw/brW8vzxh01SOrwm?
VvemkkgpAKEAWSeEw394LYZ1EVv395arOMLRVTVLwpo54,jC4tsOxQCB11oocK
1Yaocpk0yBqqOUSBawf IiDCuLXSdvBo1Xz5ICTM19vgvEp/+kMuECQBzm
nVo8b2Gvyagqt/KEQo8wzH2THghZ1qQ1QRhIeJG2aissEacF6bGB20Z71gim5L14
4KR70eEToyCLC2k+02UCQQACTrniSnWKtDVoVqeK/zbB32JhW3Wullv5p5zUEcd
KfEEuzcCUIxtJYTahJ1pv1FkQ8anpuxjSEDp8x/18bq3

</privatekey></keypair></createsshkeypairresponse>

2. MERERIERT, HRFR

MITCXQIBAAKBgQCSydmnQ67 jP61NoXdX3noZ jQdrMAWNQZ7y5SrEudwDxplvhYci
dXYBeZVwakDVsU2MLG1/K+wefwefwefwefwefJyKJaogMKn7BperPD6n1wIDAQAB
AoGAdXaJ7uyZKeRDoy6wAOUmFOkSPbMZCR+UTTHNKS/E0/4U+61hMokmFSHtu
mfDZ1kGGDYhMsdyt jDBztl jawfawfeawefawfawfawQQDCjEsoRdgkduTy
QpbSGDIallJsc+XNDx2fgRinDsxX1/zJYXTKRhS1/LIPHBw/brW8vzxh01SOrwm?
VvemkkgpAKEAWSeEw394LYZ1EVv395ar9MLRVTVLwWpo54,jC4tsOxQCB11oocK
1YaocpkOyBqqOUSBawf I1DCuLXSdvBo1Xz5ICTM19vgvEp/+kMuECQBzm
nVo8b2Gvyagqt/KEQo8wzH2THghZ1qQ1QRh1eJG2aissEacF6bGB20Z71gim5L14
4KR70eEToyCLC2k+02UCQQCrniSnWKtDVoVqeK/zbB32JhW3Wullv5p5zUEcd
KfEEuzcCUIxtJYTahJ1pv1FkQ8anpuxjSEDp8x/18bq3

5.2.3. P Instance

Egﬁﬁﬁ%X?ﬁ}SSH keypairﬁ%%ﬁ, ﬁﬁﬁﬁﬂgﬁﬁﬁﬁﬁﬁﬁfﬁﬁ 5.2.1, “ﬁgi[f{ﬁ%SSH KeyE@lnstance Template
" EENLHY templatefEL—{EMRS, WECRAME HFMEER SSH key 47
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F SSH Keypair& A

PEAT A B GULZR B8 [ 8 4L Instance HEAUSSH keypair

HFriInstance Bcurl 8L HIEARLIT:

curl —-globoff http://localhost:<port number>/?command=deployVirtualMachine
\&zoneld=1\&serviceOfferingld=18727021-7556-4110-9322-d625b52e¢0813\&templateld=e899c18a—
cel3-4bbf-98a9-625c5026e0b5\&securitygroupids=ff03f02f-9e3b-48f8-834d-91b822dad0c5\&account=admin
\&domainid=1\&keypair=keypair-doc

BRI IR ETE A template, service offering F security group IDs (UISRAZE{# Hsecurity group)

5.2.4. SSH Keypair®& A
R ER RSN E i € SR HIEASSH key B R A B

40, FELinux OSEAAT:

ssh -1 ~/.ssh/keypair—doc <ip address>

-1 BREEERSSHE F{# ™~/ . ssh/keypair-doc A fssh key

5.2.5. B
H A B resetSSHKeyForVirtualMachine B {HAPI1FE4, {FRE M LI EEiES SSH keypair, EHEE
e FISSH keypair i DA, {8 I3 W] DU BT keypai r /P BV o 57 B3 #T i keypair, SRz

BENY resetSSHKeyForVirtualMachine
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Steps to Provisioning Your Cloud

Infrastructure

This section tells how to add regions, zones, pods, clusters, hosts, storage, and networks
to your cloud. If you are unfamiliar with these entities, please begin by looking through

= 2, HumEmAEE.

6.1. Overview of Provisioning Steps

After the Management Server is installed and running, you can add the compute resources
for it to manage. For an overview of how a CloudStack cloud infrastructure is organized,

see fii 1.3.2, “EInFEAEAAREMNT .

To provision the cloud infrastructure, or to scale it up at any time, follow these

procedures:

1. Define regions (optional). See fi 6.2, “Adding Regions (optional)” .

2. Add a zone to the region. See ffi 6.3, “HriiZone” .

3. Add more pods to the zone (optional). See ffi 6.4, “Hifpod” .

4. Add more clusters to the pod (optional). See ffi 6.5, “Hf—/FCluster” .
5. Add more hosts to the cluster (optional). See fifj 6.6, “HafI=E#E" .

6. Add primary storage to the cluster. See ffj 6.7, “¥Hi#Primary Storage” .
7. Add secondary storage to the zone. See fifi 6.8, “HritRELE{FEEE" |

8. Initialize and test the new cloud. See fffi 6.9, "I A" .

When you have finished these steps, you will have a deployment with the following basic

structure:
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Zone
Management Pod Secondary
Server Storage
Cluster

MySQL

cloud db Primary

Storage

Conceptual view of a basic deployment

6.2. Adding Regions (optional)

Grouping your cloud resources into geographic regions is an optional step when
provisioning the cloud. For an overview of regions, see fj 2.1, “About Regions”

6.2.1. The First Region: The Default Region

If you do not take action to define regions, then all the zones in your cloud will be
automatically grouped into a single default region. This region is assigned the region 1D
of 1.

You can change the name or URL of the default region by using the API command
updateRegion. For example:

http://<IP_of Management Server>:8080/client/api?command=updateRegion&id=1&name=Northern&endpoint=http://
<region 1 IP address_here>:8080/client&apiKey=miVr6X7u6bN_sdahOBpjNe jPgEsT35eXq—
JB8CG20YI3yaxXcgpyualRmFI_EJTVWZOnUkkJbPmY3y2bciKwFQ&signature=Lxx1DM40AjcXU%2FcaiK8RAPOO1hU%3D

6.2.2. Adding a Region

Use these steps to add a second region in addition to the default region.

1. Each region has its own CloudStack instance. Therefore, the first step of creating
a new region is to install the Management Server software, on one or more nodes, in
the geographic area where you want to set up the new region. Use the steps in the
Installation guide. When you come to the step where you set up the database, use the
additional command-line flag -r <region id> to set a region ID for the new region. The
default region is automatically assigned a region ID of 1, so your first additional

region might be region 2.
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Adding Third and Subsequent Regions

cloudstack-setup-databases cloud:<dbpassword>@localhost --deploy-as=root:<password> -e <encryption_type> -m

<management_server_key> -k <database_key> -r <region_id>

2. By the end of the installation procedure, the Management Server should have been

started. Be sure that the Management Server installation was successful and complete.

3. Add region 2 to region 1. Use the API command addRegion. (For information about how to

make an API call, see the Developer's Guide.)

http://<IP_of region 1 Management Server>:8080/client/api?
command:addRegion&id:2&name:Western&endpoint:http://<region_2_1P_address_here>:8080/
client&apiKey=miVr6X7u6bN_sdahOBpjNejPgEsT35eXq—

JB8CG20Y13yaxXcgpyualRmFI EJTVwZOnUkkJbPmY3y2bciKwFQ&signature=Lxx1DM40AjcXU%2FcaiK8RAPOO1hU%3D

4. Now perform the same command in reverse, adding region 1 to region 2.

http://<IP_of region 2 Management Server>:8080/client/api?
Command:addRegion&id:l&name:Northern&endpoint:http://<region_l_TP_address_here>:8080/
client&apiKey=miVr6X7u6bN_sdahOBpjNejPgEsT35eXq—

JB8CG20Y13yaxXcgpyualRmFI EJTVwZOnUkkJbPmY3y2bciKwFQ&signature=Lxx1DM40AjcXU%2FcaikK8RAPOO1hU%3D

5. Copy the account, user, and domain tables from the region 1 database to the region 2

database.

In the following commands, it is assumed that you have set the root password on the
database, which is a CloudStack recommended best practice. Substitute your own MySQL
root password.

a. First, run this command to copy the contents of the database:
# mysqldump —u root —p<mysql_password> ~h <regionl_db_host> cloud account user domain > regionl.sql
b. Then run this command to put the data onto the region 2 database:
# mysql -u root -p<mysql password> -h <region2 db host> cloud < regionl.sql
6. Remove project accounts. Run these commands on the region 2 database:
mysql> delete from account where type = 5;
7. Set the default zone as null:
mysql> update account set default_zone_id = null;

8. Restart the Management Servers in region 2.

6.2.3. Adding Third and Subsequent Regions

To add the third region, and subsequent additional regions, the steps are similar to those
for adding the second region. However, you must repeat certain steps additional times for
each additional region:
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3.

Install CloudStack in each additional region. Set the region ID for each region during

the database setup step.

cloudstack-setup-databases cloud:<dbpassword>@localhost --deploy-as=root:<password> -e <encryption_type> -m

<management_server_key> -k <database_key> -r <region_id>

Once the Management Server is running, add your new region to all existing regions by

repeatedly calling the API command addRegion. For example, if you were adding region 3:

http://<IP_of region 1 Management Server>:8080/client/api?
command:addRegion&idZS&name:Eastern&endpoint:http://<region_S_IP_address_here>:8080/
client&apiKey=miVr6X7u6bN_sdahOBpjNejPgEsT35eXq—

JB8CG20YI3yaxXcgpyualRmFI EJTVwZOnUkkJbPmY3y2bciKwFQ&signature=Lxx1DM40AjcXU%2FcaikK8RAPOO1hU%3D

http://<IP_of region 2 Management Server>:8080/client/api?
command=addRegion&id=3&name=Eastern&endpoint=http://<region 3 IP address_here>:8080/
client&apiKey=miVr6X7u6bN_sdahOBpjNejPgEsT35eXq—
JB8CG20YI3yaxXcgpyualRmFI_EJTVwZOnUkkJbPmY3y2bciKwFQ&signature=Lxx1DM40AjcXU%2FcaikK8RAPOO1hU%3D

Repeat the procedure in reverse to add all existing regions to the new region. For

example, for the third region, add the other two existing regions:

http://<IP_of region 3 Management Server>:8080/client/api?
command:addRegion&id:1&name:Northern&endpoint:http://<region_1_IP_address_here>:8080/
client&apiKey=miVr6X7u6bN_sdahOBpjNejPgEsT35eXq—

JB8CG20Y3yaxXcgpyualRmFI EJTVwZOnUkkJbPmY3y2bciKwFQ&signature=Lxx1DM40AjcXU%2FcaikK8RAPOO1hU%3D

http://<IP_of region_ 3 Management Server>:8080/client/api?
command=addRegion&id=2&name=Western&endpoint=http://<region 2 IP address_here>:8080/
client&apiKey=miVr6X7u6bN_sdahOBpjNejPgEsT35eXq—
JB8CG20YI3yaxXcgpyualRmFI_EJTVwZOnUkkJbPmY3y2bciKwFQ&signature=Lxx1DM40AjcXU%2Fcaik8RAPOO1hU%3D

Copy the account, user, and domain tables from any existing region's database to the

new region's database.

In the following commands, it is assumed that you have set the root password on the
database, which is a CloudStack recommended best practice. Substitute your own MySQL

root password.
a. First, run this command to copy the contents of the database:

# mysqldump —u root -p<mysql_password> -h <regionl_db_host> cloud account user domain > regionl.sql

b. Then run this command to put the data onto the new region's database. For example,
for region 3:

# mysql -u root —p<mysql_password> -h <region3_db_host> cloud < regionl.sql

Remove project accounts. Run these commands on the region 2 database:

mysql> delete from account where type = 5;

Set the default zone as null:
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mysql> update account set default_zone_id = null;

7. Restart the Management Servers in the new region.

6.2.4. Deleting a Region

To delete a region, use the APl command removeRegion. Repeat the call to remove the region

from all other regions. For example, to remove the 3rd region in a three-region cloud:

http://<IP_of region_ 1 Management Server>:8080/client/api?
command=removeRegion&id=3&apiKey=miVr6X7u6bN sdahOBpjNejPgEsT35eXq—
JB8CG20YI3yaxXcgpyualRmFI_EJTVwZOnUkkJbPmY3y2bciKwFQ&signature=Lxx1DM40AjcXU%2FcaiK8RAPOO1hU%3D

http://<IP_of region 2 Management Server>:8080/client/api?

command=removeRegion&id=3&apiKey=miVr6X7u6bN_sdahOBpjNe jPgEsT35eXq-
JB8CG20Y13yaxXcgpyualRmFI_EJTVwZOnUkkJbPmY3y2bciKwFQ&signature=Lxx1DM40AjcXU%2FcaikK8RAPOO1hU%3D

6.3. FrZone
DITF BB EELEAT CloudStack UL » FEZE: 1 5.1, “SAHENE" o

1. R ED) R ABKE  SwiftE A AifJsecondary storage, FEFHzoneZ B, M7 EIESoifowirtiE

fats -

a. Lladministrator&43-% ACloudStack UI

b. WRELEEFE -EHFEHENT, RFEREALEETELE o 558 Experienced
user", BELGERFES -

c. FNEMIFInavigationt%gl ™, Bii%Global Settings °
d. TEIES MRS Aswift.enabledlli B3 S 74] -

@

LS Jﬂ?{ﬁﬂf%ﬂ]ﬁﬂj—SWlft enablefX B Atrue

. EHEE) Management Server

# service cloudstack-management restart

g. EFEH CloudStack Ul HBIE SR HIEFEA o
2. AEMFmnavigationtZ#l ', EiFEInfrastructure °
3. JAZonesH HHEH ELEView More
4. (LB MAEMHEARRE swiftfFRE, FHFESwittlliimA LN &
- URL. Swiftf4JURL
- Account. SwiftlR5E o
- Username. SwiftiRSEHIERE o

- Key. Swiftfkey
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BEEFIE Zone, 15 & HBZone W HEIFE
B R ST A A R R Y

- Basic. AJAMAVSIAAIATRIERE, RS 6 RSN EHRAKIPANE, i Mlayer-319
Security groupZF il (IPALEIRIEAEHD -

- Advanced. FEMLEAE R ZR0MEBIREEAEE, REBIRIEE o] I pUR e s, BRI T EL
HI4ERE AR, Hlan. firewall ~ VPN ~ Load balancer °

HLZEMMARERNPENGFESM: f 2.8, “About Physical Networks” o
DAF A BRI (% B as i cAHRE B R Advance MBI TTT B . 35IRIB AN R M AR L T 58K
Hi6.3.1. "EEEREEEE"

’”

- fii 6.3.2, “JEFEZonedE

6.3.1. FEBEEEZE

1.

fEAEAdd ZoneX5 B i EBasiclz, fiNext, EWEHGEIMLITAMET, RiZiENext
- Name.: zoneZ%¥H

*DNS 1 and 2.: FEVMEMRIONSFIARAS, "TEHABREMAR, BZREHE o S5 IPAILNES
HEASE HEDNS IR 2%

- Internal DNS 1 and Internal DNS 2.. ZR&HEVM{E HAIDNSRIARES ( CloudStack{# FHHIVM, 22
FERE A ~ TR IR EGFAEEW , SLoNSHRHEHR =M, FAIPAHE
WAEE B AR B I DN SfA] AR 7%

- Hypervisor. (3.0. 1k B) #EE —Hm BB N REE, BRI INAFEBEE SRS
- Network Offering.: MRAY;ZIEE &R MR 4 % AR5 v] LATERS & VM

Network Offerings é‘iﬂ__ﬁ

DefaultSharedNetworkOfferingWithSGService | SRS 2 BEA R IR BIREE, 55
SEPE S (32 H Using Security Groups to
Control Traffic to VMs)

DefaultSharedNetworkOffering RSN EEZ2HAE F5E s
DefaultSharedNetscalerEIPandELBNetworkOffarifhE A E % 8ECitrix NetScaler, iff H & {#
R TPAIGE M & BT ThRE, FE RS -
fF#HEIP MELBIIRE, AL 2RAHRNERE
Bt el AFE M1 s 1static NAT K & & P

- Network Domain. : GEE{E) ARGAEERFIRIVATZHE, FETEEDNS suffix

- Public.. FrEMMAEAGEARNARME, IFAMEERERTEME, HAHMEESNRERESE
v Al

R RS

EAREE ~ N6~ SiELMEERE, EL2EM, EEERARRETT, 8@2MBasic Zone

Network Traffic Types, WHMEAH ~LREFUCLITE, MREBEMAE L, NHiREHAE
greyed-outHAHHE Bl & B UK B) o Mt AT DU B A B 44 1
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AR EIEERE

3.

8.

3. (3.0.UiAR e BIES AT MERMAEN LNEERERN, BRERLANEEAER
AEEE R RER - AREE REGEEdLt, EEEHBEE, SRR, RIR%K

UEEAER ERENBENEEEEE, HRNHMrEaREES, BT EREETR

#Next

({#NetScaler), IR MNetScaler;BEEMIEIRES, B HEIMNIGAE ZIHE, RMFEMEIL
%3 NetScaler, R1E#Next

- IP address.: NetScalerZEBERINSIP (NetScaler IP) {ifiif
- Username/Password.: {ZINZEE IIZHESERH, CloudStack{# Fig LusE R A B

- Type. : NetScaler#EEFEA! T HEANetScaler VPX, NetScaler MPX, B NetScaler SDX, RA
AR I, £ R About Using a NetScaler Load Balancer

- Public interface.: NetScalerf/ M, TE/\BAGEHE

- Private interface.: NetScalerHJ41MTH, FEFANAERE S E

- Number of retries.: EiIgLHIIRE, THEEKRA, FHHEMA2

- Capacity.: I BHIREZHERE /IR S HVEE

*Dedicated. : FURAEMRE, HWHEERH—ERSEM, M Capaci tyilIEUERIA1

({#NetScaler) B/ PR BBUE IPHEE, WHEMIPEWEM S static NATHFE, WARKEMHEH
EIP J ELBIEFRMEB ARSI A - A LU AET, A& HEAdd - ST IR B IN IPEEE, &5
W&, FHfENext

- Gateway. : IPZHEfEHIAIRTIE

- Netmask: FNVPCRHE EAHH A TPAL1E

* VLAN.. SRR FIAE .S PR B AVLAN

» Start IP/End 1P.. —#ATHRE AT HAARRARRE AT 1P, St & 1 0 FC AR A B 2V

FERTHOBRISLT, CloudStack @ JE i HiHIPodla s, T LLZ eBREIINN « BItpodfift, 5
5 2.3, “BffiPods”

i A\ LU AREE B —flpod, SR1Z 1% Next

* Pod Name.: pod4% 7

- Reserved system gateway. : pod 1 ERERTE

- Reserved system netmask.: 3EZFspod T-AHEEHIAE Kprefix |, f# HCIDRERF1E

- Start/End Reserved System IP. Management#HR&HUIPEIE, #EH R B4 system VMs: Ul
secondary storage vm ~ console proxy vmBY &=DHCPZ F, BENMPEHIEFE ZHIEH, HXHAR
PREA TPEH

R ERE MR, LI, RiEiENext .
- Guest gateway. : Eﬁ%ﬁﬁé’\]ﬁ‘ﬁﬁ
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- Guest Netmask: &5 B T4 S

- Guest start IP/End IP.. $@ABRIRMARAVIPALNE, MEFCloudStackn] LI ECHIAR ) 2 AU G

- BAEEERA AR F, WRERZERF, efTRE AR A
CUNRGER —SRAERE R, B2 1P B REL pod B CIDR AHFEEE
9. FE#THIpod, CloudStack@GJLHl—AERMAE, HATLIZREATHMN, HRBEEMMHN, FE

About Clusters

B AU R E SR —H R R, IR{RIHNext:

- Hypervisor. (f#3.0.0kA; 3.0. 1hARMEE) 25 —TEE R B E ARSI A EMER, WRE
#EEVMware, & HIRBIMIBIAL, 0] L A vSphere BEMEN, #HfdvSpherefilfiRes, EHEE
SefEvCenter @y B E T RIZFIEEEEINE|CloudStack, # R Add Cluster: vSphere

- Cluster name.: B AFEEAIAM o 5 7] LLHEAGEEE —EARYE CloudStack {HHRISCEF ©

10. FEHHIFERF, CloudStack G ILHHEHAIEMMA L, AT LIZIRBERIEN - BIR LR/, FER

About Hosts

.

B RSN AR BB A £ AR CloudStackR, BT EARAOVMERASBE & AT IR RE

TERREE FARAT, B/ HZ R EEYE, BREFE BRI #ECloudStack |, RFZEIFL

BONERE, BTNESLRAE, R

- Citrix XenServerZ #% 2 E

- VMware vSphereZZ#EEilEh i

- KVM vSphereZZ 8 b 8%

B AL T ARG E B —E 1, IR1RIENext

- Host Name.. =FHEAJDNSA FEEE 1P HE

- Username.: J@# Aroot

- Password.. #ALL B{FFHERVERS (EERY XenServer B KVMZ4E)

- Host Tags GEEM) . (BATEMAEERAEE, Flan, WREEEFREMEME high
availability"THEEAIVM, AT LIEE EUGHAMESR (ha. tag I EMAE), BLEM, R
HA-Enabled Virtual MachinesJZHA for Hosts

11. BB ET, CloudStack g Aol — (A F EGEFR BRI, B2z BTN, HNEEHT
FEWE /), # R About Primary Storage

WA LL AR E S — AR BRI E, SRIE T Next:
- Name . FEA7HE B )24 7
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HEFE Zone R E

- Protocol. Protocol. DAXenServerZai, MRn]LLEEIENES ~ 1SCSI ~ BY & PreSetup. LIKVMZER
21 PRE] DL2RENES ~ SharedMountPoint, CLVM, JZRBD o vSpheref&n] LLj#E#EVMES (1SCSIEY
FiberChannel) BANFS o A8 T AR AL ER A 780,28

6.3.2. ﬁﬁﬁ%Zone%&iﬁ
1. #AEAdd Zonef§E B FAdvancedf®, %Next, IEEHEAMI LI TAHET, R{2IENext
+ Name. : zone@*ﬁ

*DNS 1 and 2.: FHEVMEFRIONSFIARAS, ATHABMERER, HBZREHG o AP NES
FEASE HLDNS A AR 2%

- Internal DNS 1 and Internal DNS 2.. ZR#FVM{E FHAIDNSIREAR S ( CloudStack{f FIHIVM, B R
B ES ~ TIEEMHE MR EEFSEEN) | 15 LDNSH 48 S Hm 2N m AR, FANIPAIHE
R B AR Z I A ERDNSAR] AR 28

- Network Domain. : GEEM) (RS ERIRIVMEE L, F5T5EDNS suffix

: Guest CIDR.: {ERSZBEABBAHINI PRLELEICIOR, (4010.1.1.0/24, HSREAER R onedsE
FRAICIR, & (AR VPN B 5

- Hypervisor. (3.0.1fi{z B ) ;BEE —(HmZ BB EE, BRI AR BEENRE
- Public.: FrEHEEGEANAE, EABESIEE AT EMEE, Ha A # HE A8
T FHRM
2. ERERENE
R REHE - AN~ R LHEARE, BL2EHN, EHERERERET, SE&20E 2.8.3,
“Advanced Zone Network Traffic Types” |, WEBEHEEHH MK CLRE, WREESERERK
, BEEMATEZ, NHEREEA | greyed-out BT S B AUEE) - A UUIBEHREERE H—

A4ERE, Fian, FESRE HBRAEMER, EAFENFE, G0 LS E s HaEs, SdrT s s
B

3. (3.0. AR e MR BEESA S EERER LNERRELN, BUERLAN G EEEHRE
BEEWRERVEE - MR EE RRREdt, FRMBEIE, G AR, RIRI%0K

EUEERSEE(EEENBREEEESR, UM REEREE, EEr DR %
HAE
4. FHNext

5. Ry BRMEREEOE IPHIE, LU TNAET, RMREAdd o A DIEE I EBREE N2 (ME E, ARiE,
§§T§£Next

* Gateway. : IPAZHE(E A AMRE

- Netmask: FIVPCREE BHH AT IPALIE

* VLAN.: S FIAE 2> FI L B A VLAN

* Start IP/End IP.. —XHTHRE Al HUEBRER I IP, S &1 0 BoACF BUR & R

6. TERTHOMEST, CloudStack@5EHTHIFTIIPOAALE, AT L BBEINHEN - BRtpod AT, 35
i 2.3, “BIfPods”

51
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i N\ LA T AR RE B —fElpod, SR1Z%Next

+ Pod Name.: pod4%7H

- Reserved system gateway. : pod 1 EERTE

- Reserved system netmask.: EZspod THHMEHIAE K prefix | HHCIDRERTIE

- Start/End Reserved System IP. : Management#EFGHIIPEIE; #7 KO EC4system VMs: 1
secondary storage vm ~ console proxy vmB{ 2DHCPZ F, BARNIPEIE T LG, F2M
i 2.8.6, “REARHIPAIHL" .

7. R EERRAENTEE —EVLAN IDHEEREH B R GERVLAN Allocation Example), SR1Z¥#%
Next

8. TEFTHIpod, CloudStack@ e —(HmBEHAE, EAILIZZ BTN, HRBENE N, F#A
fi 2.4, “BEHitClusters”

AN AGEUE S —HHESR, R Next:

* Hypervisor. ({3.0.OffAS; 3.0. LRRASRMERED B2 — Tl AR B B BRI FT A SR, AR 1K
B Wware, & HIRSNOMEAL, 0T LU A vSphere SABRVERN, HAvSpherefilfiRay, HHEE

SelEvCenter BV HBE T RIBEEEBINEEIE|CloudStack, R Add Cluster: vSphere
* Cluster name.: ¥ ABEEMLTH o B0 IHEAIGEE —ERY CloudStack i RIS -
9. TEHFHIERET, CloudStackF e FAI A, AT LA ZRFERE N - BT/, R

Eﬁ 2.5, “About Hosts”

(e

H fSBCE CloudStackly, FTABMNEHEE EHHIVE N GEEHITIRAR

FERREEMEAT, BuA AR B H R, TR EHIE MRS #CloudStack | K BARLL

RRONCE, BITVEL R, SRR

- CloudStackfJCitrix XenServerZZ#

* VMware vSphereZ74EBLE% 5

- KV HE B 5E

W AN DU AREE B —E A%, R T Next

- Host Name.: FH%HDNSAFEELIPAHE

- Username.: @ Aroot

- Password.. #ALLEFFHEIERS (EERY) XenServer B KVMZ )

- Host Tags GEERMD) . (BATEMRDEEMAVES, Flan, mREHEEFREME A high

availability"DJRERYVM, MR DS E EuRHAIREE (ha. tag IR E WA E) , HEEM, #A
HA-Enabled Virtual Machines{HA for Hosts, #HS{EAdministration GuideH?
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HEFE Zone R E

10. TEFTHVER T, CloudStack @it —H X EFFREERE, B2 ZBITHEMN, HRFEFHF
ﬁ%iﬁﬁ@ﬁ%f?, ?ﬁﬁiﬁﬁ 2.6, “About Primary Storage”

WAL RS HEEMTEE, Aot
- Name.. BETFHE B 15

- Protocol. Protocol. DAXenServerZai, MRn]LLEEIENES ~ 1SCSI ~ BY & PreSetup. LIKVMZR
2, AT LUEEENES ~ SharedMountPoint, CLVM, MRBD o vSpheref&n] LLEERVMES (iSCSTEY,
FiberChannel) BUNFS o H A58 T B8 G BUR A fRHY 2

NFS

- Server.. {7 E N IPAIIEEIDNS A FE
« Path.: fEfa e b AU EHE

- Tags (optional). fEfF4EEAVIEEIETR 5
W%, EEBIIMERARES, WEERSSE

RitIRE

M5 Zone i ffcluster, BEF EREFREMN
I, WEE— o i, WRcluster A
REFEHFEE EEETIMT2, Hih
Zone A Acluster A ZE IR BLAARFEEETIAIT2
B E

iSCSI

* Server.: EAFERERIPALIEEDNSH

- Target 1QN. : HZEAYIQN o a0,
ign.1986-03.com.sun:02:01ec9bb549-127137

- Lun. . LUNE{=, @40 |, 3

- Tags (optional). REfF#EEAEEIEYES
bE, EEEHERRE, LHZRSEE
R IR RE

M5 Zone i fi)cluster, BAEFEREFREMN
1A, WH—E— o flin, a0 cluster A
R ERAEE, MEEERTIRIT2, Hit
ZoneNffjcluster LA JEIRBEAHRIE S TIAIT2
HIFEEREFEEE

preSetup

- Server.: [EFEEERYIPAIHEEDNSA, 7

+ SR Name-Label. : EABEALE CloudStack
AN E I HSR A RE 4G

- Tags (optional). FATFHEERIEELZH D
B, EAEERRERRIRES, WHEREFHE
i HBUE

M5 Zone i ficluster, BMAEFERHFREMN
1RE, WH—E— o flin, a0 cluster A
R EAEE, MWEEERTIRIT2, Hit
Zone N ffjcluster L MJE TR (AR R EET1RI T2
HIFEEREFEEE

SharedMountPoint

- Path.: @& EHEEEH T EEAEENERR
, Bl /mnt/primary”
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- Tags (optional). FEfFEEEPIEEIETR Y
Mase, EBEEBPIBEREARES, WHERFSE
R R E

HEF5Zone Ffcluster, RAEFEFEFREN
I, WH R o Flin, flRcluster A
R EREAEE, tWEEETIT2, Hib
Zone A Hcluster A ZE IR LA FIER BT 11 T2
HEEREAFRE

VMFS

« Server. : vCenter serverE’JIPfﬁi‘ﬂ:E\ZDNS
T
- Path.: ¥REMABMZEIOAS

o ¥\ A" /" datacenter name "/"
datastore name ° 4[], "/cloud.dc.VM/
clusterldatastore”

- Tags (optional). fEfFHEEAVEEIETR S
Fase, BEBPIREEARTS, WI/EAE RS H

[ElibEe

15 Zone i fcluster, BAEF EREFIREN
1S, WE—E— o BN, ffcluster A
BT EREALE, thEERTIIT2, Hib
Zone A ffcluster N /EIR AR RIFE S T1FIT2
FIFEEAEE

1. EHREEF, CloudStack & SEHHEHANREREF R BRI, B LLIZIRFERIEIN - BN RERETE

HEBEN, R ) 2.7, “About Secondary Storage”

12.

6
zzé;

—

\V]

BN MR R, RFFEBENFS sharesti
FHE , ## 5 Adding Secondary Storage :

BFTiICloudStack System VM AR ACHE (R T %

+ NFS Server. The IP address of the server or fully qualified domain name of the

server.
* Path.: fAd] s E H OB 1S

Bh#Launch.

4. FpPod
$53 T T —(EFi M zone, CloudStack FIRHh A BT T —(Bpod, SthATHY 2 4 BT Bt o

"BAFERENE

O\ CloudStack UT. ¥H52:FH. €7 5.1,

FAERIBInavigationiZgl, ¥ Infrastructure o A4 |IZonesfITHE T E % View More, BEFEEE

AR AT podff) zone ©

Bt¥Compute and StorageZ) B, TEpodEiEiAgEI B ®View ALl

Bhg8Add pod
TAEERLE FEg A LU &R o
« Name. [fpodZ &7 o




i —{ElCluster

- Gateway. HostJR I podfI4H s il E -
- Netmask. FFAEEpodf) 4B, (FFCIDRERTIE

- Start/End Reserved System IP. Management{FR&HUIPEIE, AR D EC4Ssystem VMs: [
secondary storage vm ~ console proxy vmB{i&DHCPYZ FH, BINMIPEHIE T ZH0EH, SH2M AL
{RER IPEHf

6. EhiEoK

6.5. F—_ECluster
RTEE SR CloudStack %, HNEMEcluster N, PTUTEFE M2 BT, IRLBEEZR/DE—E

cluster

6.5.1. FCluster: KVM B XenServer
IH P B R R R B AR SR AR B B8 T £ % A\ CloudStackff i /M H

1. JAEERInavigationdl|FE B Infrastructure, EEBEE zonell 3 View More, 12 BhH

cluster °
2. EbSRComputesr H
3. FETHIClusters node, Bii% View All
4. BEEEHMACluster
5. EEHAEEEEN
6. REFEFEIHMClusterfpod
7. EMAEERLN o B LIHAAGEE —EARME CloudStack I -

8. F&OK

6.5.2. JIAE%S.: vSphere

FEh4E A& vCenter fzCloudStackE A, 7 LASEALvSphere FHEE T,  CloudStackZFEEFTA FHEER
JAAE CloudStack#Z&EH, (HERBATRAES—EFM - BAEHE, BUHERLEESEEHH—E
BEZEFN, ZEMBEADEIElive nigrationBIIHE, FHERERIG NFS or iSCSIHZREF

Y vSpherefiliRas, HEE EMAEvCenter YR, WV EEHFEEFCloudStack, RIFLITHEK

- vSpheredgk BN EHEIES & 1%
- HERECloudStack AR, MBAKEEH EHGR B T VMEAT

T A vSphereZ & 2(|CloudStack:

1. ARABHE R AR F R AE vCenter B B2
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# 6. Steps to Provisioning Your Cloud Infrastructure

(=) WIN-OMUOCHMSFUBT - vaphere Chent

Ele Edt View Inventory Administration Plugins Help

ﬁ ﬁ |E§ Home b g8 Inventory b ] Hosts and Clusters
& e ¥

Bl [ WIN-OMUOCMSFUB? 192.168.160.25 VMware ESXi, 4.1.0, 260247 | Evaluation (38 days remai
= By doud.dc.vM _
= il coud.custer.2.2.1 LRl Summany - Virtual Machines | Peformance . Configuration
E [152.168.160.25

o EL
= test What is a Host?

A host is a computer that uses virtualization software, such
as ESX or ESXI, 1o run virtual machines. Hosts provide the
CPU and memory resources that vitual machines use and
give virtual machines access to storage and network
COnneCtvilty.

Basic Tasks
&' Deploy from VA Marketplace

5_1' Create a new virtual machine

2. BAFREN T
3. NEiEHnavigation¥l|FE HELE Infrastructure, HEE ELEzonel 18I View More, 1% EL I

cluster °
4. Bhi#E ComputefFE, 7F PodsiEfEView All, EEBMLEIMAREEMpod
5. F% View Clusters
6. BEEECluster
7. FfEHypervisor, j&¥EVMware
8. TEHIFEESRMEELITEM, T & vCenter B EEUE
- Cluster Name: #fi NEEZTE, Hll"cloud.cluster.2.2.1"
- vCenter Host: vCenterfa]flR#sHY T HEZ FHEL TPALAL
- vCenter Username: CloudStackiBi%hivCenter B Fl& & FE, ILF & WHE AT HEL
- vCenter Password: B Af# FH & 2505

- vCenter Datacenter: Hij AZENAY vCenter ER}E, U0 "cloud.dc.VM"
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WInER

6

1.

F Add Cluster

one: | ZONE-NEXUS-ADV (=]
Hyperasor: | Vidware 3
Fod:  POD-1 =]

Cluster Name: doC-Cluster

vienter Host: |host-Cs-weenler

“vCenter Username: | 3dmin

vianter Pasoword sessssssssssnes -

“vlenter dot-datacenter
Datacenter

Nexus dSwitch 1P [10.10.105.10
Address

Hesxus dvSwitch  dv-admin
Usermame

Hewus diSwilch  sessssss
Password

Cancel OK

Fh—BEEH, CY BBBEREEREN T T

6. SR

TERS EREIN CloudStackHRER], L EZHEMAE R, Nt CloudStack A B HHE 1T HE A%
AR

CloudStack Z AR LR, #E S M Installation Guidef)—ELFEIAIG —LEHEN, WHERH
A, BROMNBHBR

s A

AR T AE T RRONIY . CloudStackREBUE P ER, HMAE @R B E & 74T

BT, IR EE FME|CloudStack, f# FRVETBGR A RA AR BB E
- fi 6.6.1, “(XenServer BY KVM) 31"

- i 6.6.2, “Adding a Host (vSphere)”

6.6.1. (XenServer =Y KVM) 0 3=44%
XenServer J KVM=EH AT AP N2 35 52
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# 6. Steps to Provisioning Your Cloud Infrastructure

6.6.1.1. XenServer N KVM=EMETESK

(LK

flERECloudStack AR, @AREEEH ERR A EAVEIT

I

a ot
=

BEFL
- AR IR B B A
B XenServer, H/IHEBIBSA 1%
BRKN, EREREB 166

fEBEESK | #£HCloudStack Installation GuidefRJZ28EEk45

6.6.1.1.1. XenServer FHEZAINE K
WA AR TS IEAE (A, B EE O JE T e R Ll A — B4R

BT ARSI ER, BATLUTIRS o P BREAE I AXenServer BN T ZEH

# xe pool-join master-address=[master IP] master-username=root master-password=[your password]

®::

ERE AL FeSnE, FEMEEIRS SR —54R, AR Y IHEERE L HALER B
B A EARER N AXenServerf®, #{T cloud-setup-bondfE=, IAET & 5 Ba e i 8 37 FT A AR5

=
7

1. EHMAIRES/usr/1ib64/cloud/common/scripts/vm/hypervisor/xenserver/cloud-setup—-

bonding. shiZBFE B LT EE, WA A BT
2. BATRECHS:

# ./cloud-setup-bonding.sh

6.6.1.1.2. KWMEHEERINESR

- WIS shared mountpomtf?a‘ﬁftf R, EHE VAR A S A8 AH R mountpoints
(PEE 78S

- BT EARER EL M EAR A MR R R EOE G %~ AR FHAEED)
CWREAEER OpenVswi tehiiZasfiiiagent . propertiestliZ, WAL A EMEICIoudStackFHEM

{network.bridge.typeBopenvswitch
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Adding a Host (vSphere)

6.6.1.2. HWIXenServer BY KVM=EAH%

PSR B RS R AR L R EAR AN E WM E AR S $R CloudStack, RARINE, FE2H
CloudStack Installation GuidefJER4Z= i

- Dladministrator & 4% ACloudStack UI

- NEE M navigationdl| R EEFE Infrastructure, HE Ei#zonelli#FView More, FIRELEEEH
B zone ©

- BE®Compute 25, fEClustersHiEiELEEView All
- R BT E AR R R
- % View Hosts
- % Add Host
- FREELUT &
- Host Name: DNSZFEBLIPHIif
- Username: I8 Aroot
- Password: JEZMMETE LEM AT, KELH XenServer ZH) o
- Host Tags GEFEM) . (BATEARSEFERIEE, a0, aREEEFREFME high
availability"ZHEERIW, AT DABUE ESmHATRE (ha. tag IR MO 3E) , HE &AM, FERIA-
Enabled Virtual Machines}ZHA for Hosts
Fre—EiHE, Eslg BBBEREERE N T

WA HAER, EEL PR

6.6.2. Adding a Host (vSphere)

For vSphere servers, we recommend creating the cluster of hosts in vCenter and then adding
the entire cluster to CloudStack. See Add Cluster: vSphere.

6.7. FPrimary Storage

6.7.1. REFK

HERE TR

- fF—#funderlying hypervisor Y 1ZA[E—1ZE#E{SCI BYNFS server

- AR AR L ZE A K ERERRAIAR A, BERR/H F R RRA DI 2 R B B
- BN BRI ERRI R

EHRE BT RER, FHRKRLITRRS:

CEERBINE cluster Z BT, FBAEFIYEEFHFEE

BRI ES EEBHEEE G ERE AR TS R eysten. vn. local . storage. required
Btrue, FHIEHREEEN
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6.7.2. FFEMFER
EARH T —(flzone, WMIETEEIIIANE —{fprimary storage, 0] LIFEREF ¥ primary storagefd]fiR
PR A HCloudStack, fIAN: B AEH T —{Fcluster B2 B H T 200 IR ES A — 1 2 EAEH

cluster °

&

R LR IR A R IR A (T BRI, Fril—EfAkaR 2 CloudStack M EMERFTEFENERS -

T

A
[}

1. & CloudStack UI. GGEZB. 7 5.1, “BAMHFHE @ .)

2. ﬁ@E%E@navigationﬁU%’z':F',%Jjﬁlnfrastructure, }%%%ﬁ%zonejﬁ;&%%\/iew More, %fﬁ%ﬁ%%ﬁf
primary storage °

3. BEh®ComputesT H

4. FNBIZRFHYPrimary storagefiEErPEii%View A1l

5. BE#Add Primary Storage

6. MEFEHRET, WMATEM, FramERERER protocol AR -
- Pod. fEFEEENE
- Cluster. BEfFEEERcluster
+ Name . G748 B R R

- Protocol. Protocol. DAXenServerZisi, MR DLERIENES ~ 1SCSI ~ B{Z PreSetup. LIKVMZRER,
0] LLI#FENFS or SharedMountPoint © vSpheref&n] LLj#E#EVMFS (iSCSIEY FiberChannel) BYNFS

- Server (for NFS, iSCSI, or PreSetup) ﬁ%ﬁ%ﬁﬂ’\jlﬂjiﬁﬁDNS@f@
- Server (for VMFS). vCenter serverfIPfiilB{DNS% &
- Path (for NFS). FENFSHfAIAR avim H & 1E

- Path (for VMFS). fEvSphere, 2 &RIEMLTBMLTEAIAEE - #5704 "/" datacenter name
"/" datastore name ° fflf[], "/cloud.dc.VM/clusterldatastore"

- Path (for SharedMountPoint). BE{RISmE —{AhostfifEEiHprimary storage BEAX, #ilan. "/
mnt/primary

- SR Name-Label (for PreSetup). #ii ASRE4E/E CloudStack#Pek EIHFHY

- Target IQN (for iSCSI). FEiSCSI, =4 HEMIIQN o ity
iqn.1986-03.com.sun:02:01ec9bb549-1271378984

- Lun # (for iSCSI). FFiSCSI, JEEZLUNELFE, #lun, 3
- Tags (optional). REFHRENFEEIERSIRE, BEEWEERE, YIHEERSEE SR E

M ZoneFflcluster, AT ERHFRENIER, WH B8 o i, Rcluster AfRHEER
FEFRE, MAERETIMT2, HifiZone Nicluster W N/EFRHH FIRE T UM TR E EHFEFHEE
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FERERTRE

7. FHOK
6.8. FIGIREFHIALEE

6.8.1. (REGEFEEE RHATNK

- NESEEfF4EE T B BiLinux NFS server

- GEEM) OpenStack Object Storage (Swift) GERhttp://swift.openstack.org)
- 100GBE/NE &

- R B E AR A VMAE R — {3 A

- B AR E R R as 0 8 PR &3 A B E AR T A

6.8.2. FrIGIREFEGFRE
EEFHT EES, BTG EEERTRE, G MRS R AR DA
5

o : —/__I:
= H

AR EOR Rl IR A% o R I B (R EREY, Bl —(EFARAS 2= CloudStack A& MERITA FENER -

5

I

L RS TR SRR (U TE A A R RS, AoHswi ot
FEFFHE BN CloudStack , BERET 6.3, “HiZone”

2. WHFEEMLLTEEHFMRAEE, @7 KHENFS share SRERE . RIBIX EEFFIRES, See
£ 4.5.6, “HE{HNFS Shares” .

5. HEEEDEEEMARBLERN BET REVEMSe i 1.5.5, “EHE RV .

4. BB REENREFF AR CEREE T, MINACloudStack, REFFRETMEZH
WS —EF G T, FR AT 6.3, “HithZone”

6.9. Rt SIHIE
EITERVGERE EH T, CloudStack@&RIARIGAIL, AIBEE{E3053 8% DL bRV RIBT, EHURN R4
R E o BRI 5ER, CloudStack UTH & HFladministrator's Dashboard

| HERAMDAEEY - AR B Terplates, MECent0S 5.5 (64bit) no Gui
(KVM) template o FEFRRAE A "Download Complete.", JEE., IREERKREREI, NEHIT N —F

2. %l Instancesi8%, MMy Instancesi@iE
3. JBIEAdd Instancell fREREZRIHER
a. JEREREEMARzone

b. FfEtemplate selectiomBEIEELFVMHERAT template, UIREEARZEE [E:Z HEHCent0S
template
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B —ffservice offering, FEMEEMATHIBEIZPHIAIITEIER service offering

d. TEERMEREARISF, 05 —EERERE - SEF (AR E LI RMER, [EAZHE -
a0, XenServerfLinux, EFFAMEER, HEEFHEEE| /dev/xvdb o WIRMAAGPV-enabled
0S kernel, BREEMRELANTFEL 8 BT B

e. WL, BEEEMIBHEER TR, CAGE—EEE
£, T DLREBIEROA ROV T KR -

g. BhiLaunch VM, ZEAOVMAS S5 ), SIEBARHE N EUEAH o BRI LLE InstancesZHI 2K EL

F_
HBESE View ConsoloSEfEFIVN o | o

ELZHHAVMIER, B8 aimARE ~ EE -~ (F1E - MR AEEIVM, #E R Adninistrator's Guide

A fWorking With Virtual Machines

FE | MRSERCloudStack & HE

AR GAEEE B R, AT LU 2 A - EERMEFEE - zone ~ pod Kcluster
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Global Configuration Parameters

R Wy > 21— LHE (o
7.1. FXOCEE e AL
CloudStack#R AR Z MM 48 B HIAR Z I, ECloudStackSE —IR%EE, BT EMBUIE LR E

1. Pladministrator&43% ACloudStack Ul
2. AEMFmavigationtZ#l ', Eii¥EGlobal Settings °
3. JASelect ViewHiBIBH rh—IH.
* Global Settings: MAfIFIF, FifA i KIERBIE
- Hypervisor Capabilities: HAEIEERATIZE, WARAIENFHE
4. [ERHESMEmE IR
5. BEEEdiIEURRBEEIE, WAREIER EHypervisor Capabilities, &FJuRiRBAREEH 14

7.2. About Global Configuration Parameters

CloudStack provides a variety of settings you can use to set limits, configure features,
and enable or disable features in the cloud. Once your Management Server is running,
you might need to set some of these global configuration parameters, depending on what

optional features you are setting up.

To modify global configuration parameters, use the steps in "Setting Global Configuration

Parameters."
The documentation for each CloudStack feature should direct you to the names of the
applicable parameters. Many of them are discussed in the CloudStack Administration Guide.

The following table shows a few of the more useful parameters.

Field HE

management.network.cidr A CIDR that describes

the network that the
management CIDRs reside
on. This variable must

be set for deployments
that use vSphere. It is
recommended to be set for
other deployments as well.
Example: 192.168.3.0/24.

xen.setup.multipath For XenServer nodes, this
is a true/false variable
that instructs CloudStack
to enable iSCSI multipath
on the XenServer Hosts
when they are added. This
defaults to false. Set

it to true if you would
like CloudStack to enable
multipath.
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#F 7. Global Configuration Parameters

Field

HiH

If this is true for a NFS-
based deployment multipath
will still be enabled on
the XenServer host. However,
this does not impact NFS
operation and is harmless.

secstorage.allowed.internal.sites

This is used to protect

your internal network

from rogue attempts to
download arbitrary files
using the template download
feature. This is a comma-
separated list of CIDRs. If
a requested URL matches any
of these CIDRs the Secondary
Storage VM will use the
private network interface

to fetch the URL. Other URLs
will go through the public
interface. We suggest you
set this to 1 or 2 hardened
internal machines where

you keep your templates.

For example, set it to
192.168.1.66/32.

use.local.storage

Determines whether
CloudStack will use storage
that is local to the Host
for data disks, templates,
and snapshots. By default
CloudStack will not use this
storage. You should change
this to true if you want to
use local storage and you
understand the reliability
and feature drawbacks to

choosing local storage.

host

This is the IP address

of the Management Server.

If you are using multiple
Management Servers you
should enter a load balanced
IP address that is reachable
via the private network.

default.page.size

Maximum number of items per
page that can be returned by
a CloudStack API command.
The limit applies at the
cloud level and can vary
from cloud to cloud. You

can override this with a
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About Global Configuration Parameters

Field 2H
lower value on a particular
API call by using the
page and pagesize API
command parameters. For
more information, see the
Developer's Guide. Default:
500.

ha.tag The label you want to use

throughout the cloud to
designate certain hosts as
dedicated HA hosts. These
hosts will be used only
for HA-enabled VMs that
are restarting due to the
failure of another host.
For example, you could set
this to ha_host. Specify the
ha.tag value as a host tag
when you add a new host to
the cloud.
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N 7S AR [ v -
FoE A S B B AR
8.1. KVMiA N BL B FiZr

8.1.1. KVM Hypervisor 1% & 4535k
KW EREFLinulE¥E RS, BAEEATFERITZLE, HEHLT:

- CentOS / RHEL: 6.3

- Ubuntu: 12.04(.1)

KW hypervisorsix EEHJERZ1ibvirt Fl Qemuf AR, Ni2WPRELinux R4, FBHERAZERILIT
B

- 1ibvirt: 0.9.4B{H 5
- Qemu/KVM: 1.0 BXEE

T CloudStack i TE G g - Linux B A HUiEHEES (bridge module), CloudStack & T BEIE(E
OpenVswitchf{i8IH, FFRFFIAT

- libvirt: 0.9.11 B ¥ &
- openvswitch: 1.7.1 {5
Britz4h, DUMEEREFROK:
- B —{Eclusterd, FTA ERRINIE SR R — B M ARA
« [fl—cluster AR EHEET LR FER), CPURITER ~ B Rt TEAR AR AL JH — 1%
- WETHEIW (Intel-VT or AMD-V enabled)
© 64-bit x86 CPU (ZAZIRPLHEAFHIRIHE
+ BLIEHE4GB
- BAUENIC

H GACE CloudStackly, FTA = 8 B LA EARROVER N BE & TR AR

8.1.2. KVM ZFZEEH /)

WRAAEER Linux Kernel Virtual Machine (KVM) hypervisor RESTHREM, 7EEHE(—FEZE)
BN < SEEB PRI T RV, T RHRBEC oudStack A EEAORRE S AT i — 11
CloudStack{EEAIKVMI= K

&

TEAEAERT, 55 oHERD EHIRRAS & BTt

JAE,
=
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= 8. mAEEETERE

o = i
= H

REEREA R I CloudStack i, NEHEHITIRES

I

I

ZHEKVM Hypervisor HostHy 4 BE A .

1. HEEXRY

SN ELibvirt

»
Wt

w
R

ﬁSecurity Policies ( AppArmor and SELinux )

$NRBE Agent

=
Wit

8.1.3. MEFIERARM

(B3 R B CloudStack AgentiFBAT KV instances
1. DlrootBAMERRS
2. WA RIS

$ hostname --fqdn

JEZ g EE FHEMTEZRUN "kvml.1lab.example.org", WIRRE, FWiH/etc/hosts
3. FEMEEMATAE DR

$ ping www.cloudstack.org

4. BHEANTP[E] S HER

®::

AR ENTPAR[F] A Ei (R AR A RS T, AN[) 22 R ] o S AN o) TR A0 P

a. ZLHEENTP

$ yum install ntp

$ apt-get install openntpd

5. REEEREEE EMEEL LI
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GHENFE Agent

8.1.4. HHEENZE Agent

{if FHAgent R E PHCloudStack % FHIKVM instances o Agent B BHARIRES S HFi A instancesy =
PR

B, RMpHtRgEE

FARHEL/Cent0S
$ yum install cloudstack-agent

FAUbuntu

$ apt-get install cloudstack-agent

B, EROCETUBIMNE cluster, HREEMGIRN, FHRA 6.6, "HINER" o @EEE! £
ANFEREZHT, Sl @RI -

8.1.5. HHNFHE1libvirt

CloudStack uses 1libvirt for managing virtual machines. Therefore it is vital that libvirt
is configured correctly. Libvirt is a dependency of cloudstack-agent and should already be
installed.

1. &7 HM§live migrationfJBES) ,libviryAEEIEAZ 2RITCPELR, HATHLHERBAT i bvirti %
EiDNSFHﬁE 1_¢bﬁnerjfg/etc/l1bv1rt/11bv1rtd confﬁ#gEqJAIklfh§U

Set the following parameters:

listen tls = 0O
listen tcp = 1
tep_port = "16509"
auth_tcp = "none"

mdns_adv = 0

2. JAlibvirtd.confHFHE "listen_tep" @AM, FMLLEB LT SE

FARHEL/CentOS FF{EI /etc/sysconfig/libvirtd:

BGH N YRS A

HFLIBVIRTD_ARGS="--1isten"

FAUbuntufBEIN /etc/init/1libvirt-bin.conf

RN BT (R o)

exec /usr/sbin/libvirtd -d
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% (RIN-1280

exec /usr/sbin/libvirtd -d -1

3. EHEE)libvirt

HARHEL/Cent0S

$ service libvirtd restart

FAUbuntu

$ service libvirt-bin restart

8.1.6. KT Security Policies
CloudStack A AR & &% HIPEHE , 15 ZAppArmor }z SELinux, {5 A% 2%H LIFAgent ] LLIEHEIE

1. F%ESELinux (RHEL & CentOS):
a. MBI EA BSELinux, EBEMGEFEE &=
$ARHEL 8% CentOS, SELinuxZTHEEENRY, 0] LI DT 2B -

$ rpm —qa | grep selinux

b. fF/etc/selinux/configSELINUXEEE A "permissive" | I EL& (5% E1F B BIIZ METF N g

JARHEL/Cent0S

vi /etc/selinux/config

BB T 17

SELINUX=enforcing

I

SELINUX=permissive

c. JESELinuxgify RFTILRIEE), N EFHEIH%

$ setenforce permissive

2. BT Apparmor (Ubuntu)
a. MEBHIEIR S EAppArmor, 1A FIEEBIRE &
7 Ubuntu, AppArmor ETHFEEIRY, £XAT LA DUT AR ERES

$ dpkg --1list 'apparmor'
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ill’

b. B libvirtﬁ—:'FHAppAr‘mor profiles

$ 1n -s /etc/apparmor.d/usr.sbin.libvirtd /etc/apparmor.d/disable/
$ 1n -s /etc/apparmor.d/usr.lib.libvirt.virt-aa—helper /etc/apparmor.d/disable/
$ apparmor_parser -R /etc/apparmor.d/usr.sbin.libvirtd

$ apparmor_parser -R /etc/apparmor.d/usr.1ib.libvirt.virt-aa-helper

8.1.7. P EMHIRIGERS

WEHIFFER, HoliE

B E B AR AN (] 6 AL inux A BB ENG AR, WIREAEEA OpenVswitchKEAE, #HE N —F
01

K TERREE S instances, BHFEADWEMRREA: public K private

TR G E AT & cloudbrOfcloudbrl, T ZHREE RR(H AR BB H #OAE(E H

REZNNZ L, GFEEEENEEE A MHRNBE

8.1.7.1. HHp&&EI (7
BIRZFEHIER IR 49, 1E Basic networking mode, ZRFFZEMIE (V)LAN, —{E4AFAANGEEE, 55—
{4 BAAE

BEEREEEE —HHEME T (eth0) , FiHA =fRVLAN:
1. VLAN 100%A7H8 A% B & LA

2. VLAN 200%45instancesf)/ABH4EE (cloudbr0)

3. VLAN 300%45instancesfJFA AAEHE (cloudbrl)

FEVLAN 100, FAM48 T8 B & 1P{1k192.168.42.11/24, B 5192.168.42.1
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B AN BB S B AR kA N R R — (T4 |

%

8.1.7.2. BEMMIERS

BURTAERIEE Y, BUEEARE, LUNARHEL/Cent0S K UbuntufJ#if

B A G Rs, F8A 'cloudbrO' J 'cloudbrl!

DRI IR B R T

HIELE A A RIES], RETIRIBOER

8.1.7.2.1. FHEHRHEL/Cent0S
£ libvirt ZER, FENHOHCZE, T LUETRIR

SEE REethO

TE KA

vi /etc/sysconfig/network-scripts/ifcfg-ethO

Make sure it looks similar to:

DEVICE=ethO
HWADDR=00:04 : XX : XX : XX : XX
ONBOOT=yes

HOTPLUG=no
BOOTPROTO=none
TYPE=Ethernet

BUE, BE=MRVLANS M

vi /etc/sysconfig/network-scripts/ifcfg-eth0.100

DEVICE=eth0.100
HWADDR=00:04 : XX : XX : XX : XX
ONBOOT=yes

HOTPLUG=no
BOOTPROTO=none
TYPE=Ethernet

VLAN=yes
TPADDR=192.168.42.11
GATEWAY=192.168.42.1
NETMASK=255.255.255.0

vi /etc/sysconfig/network-scripts/ifcfg—eth0.200

DEVICE=eth0.200
HWADDR=00:04 : XX : XX : XX : XX
ONBOOT=yes

HOTPLUG=no
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BOOTPROTO=none
TYPE=Ethernet
VLAN=yes
BRIDGE=cloudbr0

vi /etc/sysconfig/network-scripts/ifcfg—eth0.300

DEVICE=eth0.300
HWADDR=00:04 : XX : XX : XX XX
ONBOOT=yes

HOTPLUG=no
BOOTPROTO=none
TYPE=Ethernet

VLAN=yes

BRIDGE=cloudbrl

e G ZR N2 VLAN |

vi /etc/sysconfig/network-scripts/ifcfg-cloudbr0
Now we Jjust configure it is a plain bridge without an IP-Address

DEVICE=cloudbr0
TYPE=Bridge
ONBOOT=yes
BOOTPROTO=none
IPV6INIT=no
IPV6_AUTOCONF=no
DELAY=5

STP=yes

FEcloudbr LHAH R AU E

vi /etc/sysconfig/network-scripts/ifcfg-cloudbrl

DEVICE=cloudbrl
TYPE=Bridge
ONBOOT=yes
BOOTPROTO=none
IPV6INIT=no
TPV6_AUTOCONF=no
DELAY=5

STP=yes

B R 2P A SR AR IR R R R R

AT R, BAEIPML B 1L0, W LUERIMAIREES, LU AR e S I B S B 5 L AR

8.1.7.2.2. ZHTEH Ubuntu
fE libvirt 28K, [ENBOMOLE, FMTLEEETHEHER

vi /etc/network/interfaces
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(LN ES T

auto lo
iface lo inet loopback

# The primary network interface
auto eth0.100
iface eth0.100 inet static
address 192.168.42.11
netmask 255.255.255.240
gateway 192.168.42.1
dns—nameservers 8.8.8.8 8.8.4.4
dns—-domain lab.example.org

# Public network

auto cloudbrO

iface cloudbrO inet manual
bridge_ports eth0.200
bridge fd 5
bridge_stp off
bridge maxwait 1

# Private network

auto cloudbrl

iface cloudbrl inet manual
bridge_ports eth0.300
bridge fd 5
bridge stp off
bridge_maxwait 1

AR R B PTE SRR IE HOE R (R A R

AR TS, RAEIPML BN ILO, AILUEEIMRRIMEAS, LIS AR e saR i H B B 5 L R

HEMIFFER, FoBME

By TR EEI AR instances, BFRER/AWEBGES: public [ private
THE 28 Ay cloudbrOfZcloudbrl, MARFE EHEE (B A B & = # Re i H
REBMNRZER, BEEENEBIEEEE EMRRE

8.1.8.1. Preparing

To make sure that the native bridge module will not interfere with openvswitch the

bridge module should be added to the blacklist. See the modprobe documentation for your
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Configure the network using OpenVswitch

distribution on where to find the blacklist. Make sure the module is not loaded either by

rebooting or executing rmmod bridge before executing next steps.

The network configurations below depend on the ifup-ovs and ifdown-ovs scripts which are
part of the openvswitch installation. They should be installed in /etc/sysconfig/network-
scripts/

8.1.8.2. AEBEHG(
ER L2 ER IR EMEE, 7 Basic networking mode, ZREEME (V)LAN, —{EBANELE, 5—

e EE A — A (eth0) |, B ={&VLAN:
1. VLAN 1004578 E% BB &1
2. VLAN 200%@1nstancesﬁ@é§ﬁﬂ%ﬁﬂ% (cloudbro)

3. VLAN 30045 instancesfJFA AAEH (cloudbrl)

FEVLAN 100, Fff948 TR E B TP/ 11192.168.42.11/24, FiEA192.168.42.1

AR BB P AR R A A 75 R R — (4 |

8.1.8.3. X EAEIER 2R

It depends on the distribution you are using how to configure these, below you'll find
examples for RHEL/CentOS.

The goal is to have three bridges called 'mgmtO', 'cloudbrO' and 'cloudbrl' after this
section. This should be used as a guideline only. The exact configuration will depend
on your network layout.

8.1.8.3.1. Configure OpenVswitch

The network interfaces using OpenVswitch are created using the ovs-vsctl command. This
command will configure the interfaces and persist them to the OpenVswitch database.

First we create a main bridge connected to the ethO interface. Next we create three fake
bridges, each connected to a specific vlan tag.

# ovs-vsctl add-br cloudbr

# ovs-vsctl add-port cloudbr ethO

# ovs-vsctl set port cloudbr trunks=100,200,300
# ovs-vsctl add-br mgmtO cloudbr 100

# ovs-vsctl add-br cloudbrO cloudbr 200

# ovs—vsctl add-br cloudbrl cloudbr 300

75



F 8. HMREEE R

8.1.8.3.2. FHEHRHEL/Cent0S

The required packages were installed when openvswitch and 1libvirt were installed, we can
proceed to configuring the network.

SEE REethO

vi /etc/sysconfig/network-scripts/ifcfg-ethO

Make sure it looks similar to:

DEVICE=ethO
HWADDR=00:04 : XX : XX : XX : XX
ONBOOT=yes

HOTPLUG=no
BOOTPROTO=none
TYPE=Ethernet

We have to configure the base bridge with the trunk.

vi /etc/sysconfig/network-scripts/ifcfg-cloudbr

DEVICE=cloudbr
ONBOOT=yes
HOTPLUG=no
BOOTPROTO=none
DEVICETYPE=ovs
TYPE=0OVSBridge

We now have to configure the three VLAN bridges:

vi /etc/sysconfig/network-scripts/ifcfg-mgmtO

DEVICE=mgmtO
ONBOOT=yes
HOTPLUG=no
BOOTPROTO=static
DEVICETYPE=ovs
TYPE=0OVSBridge
TPADDR=192.168.42.11
GATEWAY=192.168.42.1
NETMASK=255.255.255.0

vi /etc/sysconfig/network-scripts/ifcfg-cloudbr0

DEVICE=cloudbr0
ONBOOT=yes
HOTPLUG=no
BOOTPROTO=none
DEVICETYPE=ovs
TYPE=0OVSBridge

vi /etc/sysconfig/network-scripts/ifcfg-cloudbrl

DEVICE=cloudbrl
ONBOOT=yes
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HOTPLUG=no

BOOTPROTO=none
TYPE=OVSBridge
DEVICETYPE=ovs

WA I P R P #E I R (R A%

EEATR, BRIPM B 1L0, FLUERIAAME, DIRAESUE M S BURR (= 1LEE

8.1.9. FREDH A
AR E A FREREEL B EEERE, USRS DA EmE R e

R R R TCPIE IR (AR F (8 I BT )

1. 22 (SSH)

2. 1798

3. 16509 (libvirt)

4. 5900 - 6100 (VNC consoles)

5. 49152 - 49216 (libvirt live migration)

BUR T ERIES Kt BEREOEARA A& ARE, LUT ARHEL/Cent0S K Ubuntuf#E (]

8.1.9.1. FARHEL/Cent0S:
RHEL J CentOS{f FIIPHIHEFE, M5nl LABAAT LN 1P BR 215 % AR GRS AHS M AR

$ iptables -1 INPUT -p tcp -m tcp —--dport 22 -j ACCEPT

$ iptables -1 INPUT -p tcp -m tcp ——dport 1798 -j ACCEPT

$ iptables -1 INPUT -p tcp -m tcp —-—dport 16509 -j ACCEPT

$ iptables -1 INPUT -p tcp -m tcp ——dport 5900:6100 -j ACCEPT

$ iptables -1 INPUT -p tcp -m tcp ——dport 49152:49216 -j ACCEPT
TELLIPH IR R R E HEMFRER &R, BT AT

$ iptables—-save - /etc/sysconfig/iptables

8.1.9.2. HAUbuntu
FEZ B K% A UFW (Uncomplicated FireWall), Z{fPythonFRZE7E 1P¥}RE TSI

AT LU T 52 2R B R IR

T
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$ ufw allow proto tcp from any to any port 22

$ ufw allow proto tcp from any to any port 1798

$ ufw allow proto tcp from any to any port 16509

$ ufw allow proto tcp from any to any port 5900:6100

$ ufw allow proto tcp from any to any port 49152:49216

THRRUFWZ(E AR, $TIE <M & i B i

8.1.10. ¥ E#IN2|CloudStack
BIE, FHOETLNElcluster, FEATMEMERE, $RE 6.6, “BNTEE" - @A £
ATHEZ BT, SARERIEC: -

8.2. CloudStackfiCitrix XenServerZFa&

R AEH Citrix XenServer hypervisorffTEh K Hil% S, FE4dE enServer 6.0 B XenServer
6.0. 27 E G FEME (s) b o BUTLL BB Ma L% s, WREEER XenServer, FHZM i 8.2.11,
“H HrXenServer A

8.2.1. XenServer FH#& R4 FEK
- EMANEMR L TE S —{F, #£RCitrix Hardware Compatibility Guide: http://

hcl.xensource.com
- XenServer 5.6 SP2
+ XenServer 6.0

+ XenServer 6.0.2

- USRI A R, BT EELECitrix XenServer

< AT EHVM (Intel-VT or AMD-V enabled)

- FEEE T A hypervisor vendoriEfitfhotfixesP&HEH T ° fEhypervisor vendor’ s support
channel &k EFEH fhypervisor patches, FEM ] EAMIRTRZEE o CloudStackNg H B F 5
TRREAR o BHER A, s s 20 ER, Ffshypervisor vendor GiEAE IR AR HFTHI R

+ A1l hosts within a cluster must be homogeneous. The CPUs must be of the same type,
count, and feature flags.

< AT EHVM (Intel-VT or AMD-V enabled)

- 64-bit x86 CPU (Z%fe Mt IFHIRLHE

78


http://hcl.xensource.com
http://hcl.xensource.com

g

XenServer Z#EH R

- ¥ {EHardware virtualization
ALl EE4cB
- 36GBHELE
Z/DUENIC
- EETP

- B SFCE CloudStackly, P g & HEE EARAIVAL N RERHUITIRER

S

b B ot 1 xes BB B RHEE F VR

A=
=

53

8.2.2. XenServer%%l/F%,H%

1. fénttps://www.citrix.com/English/ss/downloads/, ZfEAJCloudStack | & & HXenServerft
AREERE 8.2.1, “XenServer EHERAATZNK" ), #B{HF Citrix XenServer Installation Guide
7

2. TEAR, MPITLUNEUE, 18BN ACHE A k-

DB JERLEH

7 8.2.3, “#KEXenServer domOZZ|EHE” fiii 8.2.7, “Z#ECloudStack XenServer
Support Package (CSP) ”

Hi 8.2.4, “[EFI% A REELATE" R FNES ~ SCSITUARHBTRRE, 2
R o 3 HAT 8.2.8, “XenServer FELfE{FHLE
gﬁ,—\—p,,

fi 8.2.5, “HFFESE" Hi 8.2.9. "XenServer iSCSI ZiEiHSUE (i
B

fi 8.2.6.1, “HUSRALHITIE" Hi 8.2.10. “XenServerEBEAHRABIE"

8.2.3. #FHTEXenServer domOEl[Eia

#HEXenServer domOZ A HEIHE ZEX B 2]dom0, {FXenServer ] L\ JEFE T &2 ek s o EE552040 MB o &
A EYE R, Efnhttp://support.citrix.com/article/CTX126531, M E A XenServer 5.6fRAN,
{HE 6. Off

8.2.4. ¥ & A
Firf 8 52 B AU XenServer s JHBACT oudStackg /& HOH I 35 44 T M B s — 2

8.2.5. WifEFE#
EHEVE G FNTP, B IR0 3 A 2 ] —

1. FENTP

Wit

# yum install ntp



https://www.citrix.com/English/ss/downloads/
http://support.citrix.com/article/CTX126531

= 8. mAEEETERE

2. REENTPRYEME, ASMEZETRIM NTPMERES
# vi /etc/ntp.conf

TEUHE 5 A AR R R RONTP Rl iR A AR — = 2 @ e, 140

server 0O.xenserver.pool.ntp.org

server l.xenserver.pool.ntp.org

server 2.xenserver.pool.ntp.org

w N~ O

server 3.xenserver.pool.ntp.org

3. EFTEEINTPE S g

# service ntpd restart

4. FEENTPHHEHEE

# chkconfig ntpd on

8.2.6. P&l

Citrix XenServerfBRARBIOKRAEAMY, ETLLUER LRGBS EILEE—F, MREHHE

B, BZREERHE T LR

8.2.6.1. MR MZERFIE
IR BV, (S REEA XenCenter HUS U B

1. TEXenCenter, j%2#8Tools > License manager

2. BIEMAY XenServer, BhEEActivate Free XenServer
3. BUSIHE

FA] LUf#E FXenCenter Blixe 15< T AR LA E

8.2.7. HFHCloudStack XenServer Support Package (CSP)
GEEZM)

A XenServerfE flsecurity groups ~ 5EE S & FH MM IP, =B Nk L Z8E CloudStack
XenServer Support Package (CSP) o ZF#E12#4T UL NEESIN B R B — & XenServer F 4%

1. fELU N H AP —fEEAE N S CSPEEE S XenServer T4:

B XenServer 6.0.2:

http://download.cloud.com/releases/3.0.1/XS-6.0.2/xenserver—cloud-supp.tgz

¥ XenServer 5.6 SP2:
http://download.cloud.com/releases/2.2.0/xenserver—-cloud-supp.tgz
#AXenServer 6.0:

http://download.cloud.com/releases/3.0/xenserver—cloud-supp.tgz
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XenServer X EFEFHEERE

2. fRERAEIES

# tar xf xenserver-cloud-supp.tgz

3. BATLUNRESES:

# xe-install-supplemental-pack xenserver-cloud-supp.iso

4. R XenServer FA% R A MM zonel—EB4, BABHOpen vSwitch (OVS):.
# xe-switch-network-backend bridge

WRARR, BEIEE
XenServer F IR 7E T LUINECLoudStack

8.2.8. XenServer X EFFAIEFHRTE
CloudStackAR & 4% NFS~ iSCSI M AHEEfFEEE AR MEHH Ao FEER AR Y

XenServer Storage Repository ("SR")

MR AR EAE R Fiber Channe | SEAGHEAE AR, IMFHFEEATEILSR o AT LT PERARSE AU L
o WIRIEAE FiXenServerBERY 1M, FHTE EHIBHRIE, WREEHEAIEREERAXenServer, HIFE
XenServeriEf/E

1. ¥ FFiberChannel BBAEZ| G &2 EEBISAI LM M FiberChanne 1 BEfFSE E T 1%
2. EWRHESCSIMEHE, R DM IEARPUTIBARRHE, (£HT52 B XenCenter

# scsi-rescan

3. EHAEHRIEE T
4. FEMEREBEIHRISCSimERGE

# 1s /dev/disk/by-id/scsi-360a98000503365344e6£6177615a516b ~1
RERIEZER (scsi-<scsilD>), {HMERAIZHEEGNHE:

Irwxrwxrwx 1 root root 9 Mar 16 13:47
/dev/disk/by-id/scsi-360a98000503365344e6f6177615a516b —> ../../sdc

5. EHRAPREIEE K
6. TEREFFEEEMARARHIT ISR 2 A HTISRAYID

# uuidgen

EREZEBRER, HIDEAR.

e6849e96-86c3-4f2c-8fcc-350cc711be3d

7. %N FiberChannel SR, ffFname-labelliij AFII{S2IAIID
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# xe sr—create type=lvmohba shared=true
device-config:SCSI1id=360a98000503365344e6f6177615a516b
name-label="e6849e96-86c3-4{2c-8fcc-350cc711be3d"

Mg < FEESR—AHME—RIID, BT EH (ERIIDEARRED

7a143820-e893-6c6a-236e-472dabee66bf

8. fEM LN e ACE S N A ER L, £ vuid A MIEIBUSHISR 1D, fEname-descriptiony N1
-

# xe sr-param-set uuid=7al43820-e893-6c6a—-236e-472dabeeB6bf name—description="Fiber Channel storage

repository"

SNEXEE, BN EFREES CloudStackFE HE| GER i 6.7, “FrigPrimary
Storage” ), fEAdd Primary Storage¥EEHEHY Protocol, j2¥EPreSetup o fESR Name-Label,
AZ B Efname-1abel (& Are6849e96-86c3-4f2c-8fcc-350cc711be3d)

9. GEEFBM MRMASE FiberChannel SANKHIZIEIEL/O, FEZMISAN vendor fEHERISTH:

8.2.9. XenServer iSCSI ZiEEHKT GEEM)

BECitrix XenServer{fEfEAEEBEIE, A LUK H ZiEE1/0, Bl gk iR 5 S iy ol 52 -
R CitrixfAfR&FHISAN solutionZRIEH, WHZMRCI trix 3B ERAREE, HASIN T

- http://support.citrix.com/article/CTX118791

« http://support.citrix.com/article/CTX125403

Tt AT AGRRASAN vendor 3

SN EEE, IR EEFSEE R CloudStackFgr AR GER 1 6.7, “HrifPrimary
Storage” ), FFAdd Primary Storage¥ZEHEAFHY Protocol, jEEPreSetup o 7ESR Name-Label, HijA
Z B 57 SRAname-1label

AR AGBEIRE, A RSANIEARRE, R FIEIERIR, 5526 Contacting Support

8.2.10. XenServer B add g% T
LHLF XenServerf®, FUETRE —HWHERKEE - R LEIPR, TEZOKGHET, BEEREZE
BJENICs, MAFENICHEAHFRLE R o NICHIRRET &R LHEZ RN

AR AT R ANIGERS, BT RIS EARRINICE L ZEAR, i, diRethoRH A —& EARAIFAN
S, HlethOglin B2 5 SR FE I AT A AR AOAA N E LS

AR B BB IR PR AR RE AT DARSCRE 7 SE M b 358 P [ X DHCPHU

CloudStacki{ € £ TR AL AU AE T B 7T LIFE XenServer A% b 8 IS FIINICEEAS o A0A] LIPS I
e XenServer §i 27 RAERE AR L E BL M AR A OB A, A REIRE AN E BN melEss B, W LIE
CloudStackg € ° 7£ & BRI 4 F 15 i 42 R

8.2.10.1. ffifDedicated NICEEE/ABIAERE GEIEM)
CloudStack 7 428 FH YR BENTC (B ENTCHEAE ST, £ 8.2.10.4, “NIC jE4E GEIEM)” ), BHVABIEK
, WNFRGEEERFER, NBMAEKE T LUEENIC, SR EEREMAIRREINIC o Flin, ABIEMAT LA
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XenServerEﬁ%%ﬁ%?ﬁ%

ERTBEARe thO T FTBBHYeth - (L XenServer name-label MAZEAR—RRHY, LA T fi i AR ERE
%o "cloud-public”, ERBUTH ARG, LRI RRE bR (BRI 5. "clovd-
public’), @FE £ 4.5, “EEARKLE MR

USRS AN Co A A S A BABRE , RERER 8.2.10.4, “NIC JEE GBI

LSR5 PR — BN CHR B BB U, 7EA AT EIC ouS tack 3T DL T 1588

1. #fTxe network-list, MFFNAFAAER, HE GEAERAPINIC, $#E12, FHid T'ERIUUID, If
AY<UUID-Public>

2. BATLUMES:

# xe network-param-set name-label=cloud-public uuid=<UUID-Public>

8.2.10.2. BELILKAER GEEM)

CloudStack iR (f f Z i B AR, HEMAMME 2L —EATHEE, fl, ESeEres mEmERIEEs
"cloud-guest" J "cloud-guest2", EHfIREFLEENLBITE, HFFERG MRS I HELIEE, W
ItECloudStack A E{E R F 15 LL A%

, B EAEFICloudStackRl, BATLL T HEREE & HEH:

1. #fTxe network-list, WHEBIFHFAERS, #HE&RE FUUID, FREIY <UUID-Guest>

2. HATUUT 8%, BHLRIEE uuiD
# xe network-param-set name-label=<cloud-guestN> uuid=<UUID-Guest>

3. ERUEPRIEEQEINITFHER, 3RS R L uuID

8.2.10.3. JrEERETEEE EAERH GRIEENE)
T LSBT S MR G AR, SR P IRAT, SETEERE LT o T LA AT — BN IC
SRR, < I R P R AT

T RS B AR AR 4 AR S

By T B GE AR RE IR EAE, WEEME— T DA E AR E N IPRIE, Flal, 1R eth02E
FRAHIRAINIC, ping -1 ethO <primary storage device IP>EZRHN o R EFEFLE B NJE &E FRATIRNIC
EUEEAE T AIENA, WIRBUNTERE AT L, B E AR AR H R AT A N T Cal S A

St Ay U ST R o B GE ARG, B0, AREMEEEH ZEE1SCS1, SEUI N RN ICR A £ 0l
A o T2 P {IE A i 7 AN R ) % R

WRERAS SR T, EEE LIRERTE AR (LB TIR) BEAL N A 44 o0 B A7 A I
DA BT 3L e thSBRAFEUAE 172, 16. 0. 0/ 24REFF A BE RO EE 1]

# xe pif-list host-name-label='hostname' device=eth5

uuid (RO) : ab0d3dd4-5744-8fae-9693-a022c7a3471d

device ( RO): eth5

#xe pif-reconfigure-ip DNS=172.16.3.3 gateway=172.16.0.1 1P=172.16.0.55 mode=static netmask=255.255.255.0
uuid=ab0d3dd4-5744-8fae-9693-a022c7a3471d
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= 8. mAEEETERE

8.2.10.4. NIC H#%E GEEM)
XenServer ¥ % Source Level Balancing (SLB) NICiE%E  WENICH] DABELGEE—#E, WTLDLELREANH -
AN RRE, SETEAA - DB E T LUER, DUT RSB as e &)

- 2 NICsaPRIZRAAN ~ NF M EEFHE

- 2 NICS#ZRFAN ~ 1 NICAA/NBH, EfFHE B A P AR
© 2 NICS#ARAN ~ 2 NICKR/ARE, REFREM B HER
1 NICHBIZFAN ~ AR R GEFEE

A NICHEAS & Ry e

XenServer I A # AT B R AR AL RS » IRTEE . EH RO LB B REN
B B b - R4S e EAD S A P T T o T B A BRI I b
R, TELN T ES - A L E TR

- B JBAESE —EE B B R BB ER TR LAY - R, LBl xedR L AT L HAU PN R AR RO SEAS

© PR =R EA E R AR AVECARARIE], B0, AnSRethOfEE R EARAFANGESS, ARBEEH L EZ A
EHAER T, K T GO0 K

8.2.10.4.1. EHHAEIR HLE
EHE WH SRS EAEIENICs, RIE A I F AR CloudStack

8.2.10.4.2. FEF—& FEETNBE
LR P BRFEXenServer AL HAE o B BRETF RIS — 6 FHHIT, ILEiH AR i AL
, [EFHMAERENICs (eth0 K ethl)

1. A ELEAER EHENIC

# xe pif-list host-name-label='hostname' device=ethO
# xe pif-list host-name-label='hostname' device=ethl

BT S B/Reth0 J ethl NICs NEMAY UUIDs o (KGR EE Hethx$EE , [ H$5 < slavel-UUID
1 slave2-UUIDIEAYUUID

2. RBAEREIOBAEEE, G, —EErAERs, 48K "cloud-private”
ERBREE, CloudStack& KIS AR, AUb/EAE A BB A% (8 AR R R4 7

T 4K
o7 28

# xe network-create name-label=cloud-private
# xe bond-create network-uuid=[uuid of cloud-private created above]
pif-uuids=[slavel-uuid], [slave2-uuid]

BIEAVE BB CloudStackHISEAE 2T, AN[R] & B4 e

8.2.10.4.3. /NPHAERK FELE
FRLETT LI ATE B ~ AN BARVAEEE o R S AL L o EE AR AT E A IR R

+
,%n"
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B HiXenServer AR

8.2.10.4.4. TE5— G RN FHHAS
LA BREAEE — 6 BT, Flan, FIAMEEENICs (eth2 Ml ethd) HIEim/ BRI LS

1. HRGAEELERS R HAENIC

#xe pif-list host-name-label='hostname' device=eth?2

# xe pif-list host-name-label='hostname' device=eth3

PINfe2 B Reth2 Jeth3 NICsFIEAIHIUUIDs, {RIGHEESHethXHEE, ML i< slavel-
UUID FlI slave2-UUIDIERYUUID

2. RBEEREESOEROMERS, Blan, —{EHTHIEEE, AR cloud-public”

EIREREE, CloudStack & KIRZRES ARG, WL JEAE BT A B ERAH B Y AR (5 P AR R 1 42 Tl
[

# xe network-create name-label=cloud-public
# xe bond-create network-uuid=[uuid of cloud-public created above]
pif-uuids=[slavel-uuid], [slave2-uuid]

B EA BEMCloudStack USRS R, ANTR) 2 B RS

8.2.10.4.5. MG L IETESE
BEE R4S (R A) B A R B8 L RTEEAT B A% o FEPTA RS o EBIT LU I f8 %, I
g EHIN A B —XenServerff

# xe pool-join master-address=[master IP| master-username=root
master—password=[your password]

8.2.10.4.6. SEAES R RANMBASHUE
HFTE EREINARERR, BUT cloud-setup-bondf23, BWARF\E 5T AR E I 37 FTE EARAISEAS

1. & MEPIRES/usr/1ib64/cloud/common/scripts/vm/hypervisor/xenserver/cloud-setup—

bonding. shiF MR B FE M, WHEEZ T#IT
2. BT

# ./cloud-setup-bonding.sh

B TR L MR E SERL

8.2.11. H#XenServerfiAs

I EE BT A A B FCloudStack 4% L) XenServer, ERE FAUBEHIETE XenServer L fhH, (HELL
BHOME BT B BRI /R AT

.

‘ AR T RE R B A 2B AR B XenSer ver ‘
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B PHrXenServer:

1. Rk, R R L

a. iy ERE

# mysqldump --user=root —-databases cloud > cloud.backup.sql

# mysqldump —-—user=root —-databases cloud usage > cloud usage.backup.sql
b.  TREGFE RV B HTHY BB T T AR R =X

- UNERAEHE XenServer 5.6 GAFEHZ(XenServer 5.6 SP2, (LA HCent0S 5.5 (32-

bit), Oracle Enterprise Linux 5.5 (32-bit), BX Red Hat Enterprise Linux 5.5 (32-

bit) {EERGHIVM, AFHEH KOther Linux (32-bit), 55 HEME64RL TR VMES
Other Linux (64-bit)

- R EHE XenServer 5.6 SP2 FHfA XenServer 6.0.2, FFHEM(EAHCent0S 5.6

(32-bit), Cent0S 5.7 (32-bit)., Oracle Enterprise Linux 5.6 (32-bit), Oracle
Enterprise Linux 5.7 (32-bit), Red Hat Enterprise Linux 5.6 (32-bit), BY Red Hat
Enterprise Linux 5.7 (32-bit) {EERLAAIM, #FEHEFE AOther Linux (32-bit), FFEM

(BB 6447 TR ASAI VM A Other Linux (64-bit)
- IR R EXenServer 5.6 i AyXenServer 6.0.2, FEHATLL EATEEIE
c. EFEHEEMAMRSLEAMARES, BFELEMEZEMERNHE X

service cloud-management start

H

service cloudstack-usage start

2. fCloudStack¥]EiXenServer clusterfiE4R
a. LPlroot®E A CloudStack{# &/ 1H

b. E)E| XenServer cluster, Ei¥EActions, JR{%i1#EEUnmanage

s TN

c. B cluster B 5P R Unmanaged
3. BAHF—EFHE, WHITIIEAIEEVLAN:
# . /Jopt/xensource/bin/cloud-clean-vlan.sh
4. SRBEFIT HEHTEHETR RS
# /opt/xensource/bin/cloud-prepare-upgrade.sh
BEEEMERE: WIRME R can't eject CD,"$E3R, FEBEAVMILEIECD, HEHPIT R
5. A FAEHIXenServer, EE, SEHTETH

a. BEITEWE| R —E& LM, R Adninistrator's Guidef9FEEITET
SEEEREIE: WRETEB B VIEE 2t EE R

[root@xenserver—-qa—2-49-4 ~|# xe vm-migrate live=true host=xenserver—qa—-2-49-5 vm=1-2-8-VM

You attempted an operation on a VM which requires PV drivers to be installed but the drivers were not

detected.
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vm: b6cf79c8-02ee-050b-922f-49583d9f1ald (i-2-8-VM)

AT LU AR IR

# /opt/xensource/bin/make migratable.sh b6cf79c8-02ee-050b-922f-49583d9f1al4

b. EHEEER
c. FFHESHiIXenServer fA, i XenServer LAY S BR
d. FOFrERiR, REEEFIRAGSEERU MR ERT, LT BRIERR LA

e =Sl e L B E
/usr/1ib64/cloud/common/scripts/vm/ /opt/xensource/sm/NFSSR. py
hypervisor/xenserver/xenserver60/

NFSSR. py

/usr/1ib64/cloud/common/scripts/vm/ /opt/xensource/bin/setupxenserver.sh

hypervisor/xenserver/setupxenserver.sh

/usr/1ib64/cloud/common/scripts/vm/ /opt/xensource/bin/make_migratable.sh
hypervisor/xenserver/make_migratable.sh

/usr/1ib64/cloud/common/scripts/vm/ /opt/xensource/bin/cloud-clean-vlan.sh
hypervisor/xenserver/cloud-clean-vlan.sh

e. BATLUNREZHS:

# /opt/xensource/bin/setupxenserver.sh

BEHEMEE: WREE R LU SRR, ST UL O BOL 2 i

mv: cannot stat ‘/etc/cron.daily/logrotate': No such file or directory

f. AL EE (R AIEE) FXenServer E1:

# for pbd in ‘xe pbd-list currently-attached=false| grep “uuid | awk '{print $NF}'‘; do xe pbd-plug
uuid=$pbd ; done

R WPREIN—& EEE XenServer B, MFEBEIFTA L RIS HAL TR, Rz ATE
XenServer B M E 4%

BB B E A £
FEHEF—GERBT LU TR EE K tas:

# for host in $(xe host-list | grep “uuid | awk '{print $NF}') ; do xe host-param-clear uuid=$host param-
name=tags; done;
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= 8. mAEEETERE

EHRE NN LIRSR;, BHEESRMME R, BTN HRIERE 2 ML

8. XenServer#k B EEANEICIoudStack B HTiHAR
a. LPlroot# A CloudStackfd fi& /1 H
b. FE)E| XenServer cluster, Eh¥Actions, K12 E{Emanage
c. SHREFTEEREHB

9. FrEERLHIE, f£—6 ERMITUU TR

# /opt/xensource/bin/cloud-clean-vlan.sh

8.3. VMware \/Sphereﬁ*I \?L/CE

SRR A VWware vSphere hypervisor BREHATRHZMIVM, FEZ#EvSphere7E IV EIHER (—E L
1EED)

8.3.1. vSphere X AL =K

8.3.1.1. BRFEEESK.

- vSphere J vCenter, %A version 4.1 BY 5.0

W vSphere Standard o {H FEE 2 EvSphere licensing FHJCPURRT], 2R http://
www . vmware.com/files/pdf/vsphere pricing.pdf, ilfiBEARHY VMwaresH & B 515

#EE vCenter Server Standard

- FEREET B hypervisor vendoriEftfhotfixesB&HEH T © fEhypervisor vendor’ s support
channel &3 B i fihypervisor patches, WiTEM | WAMERFH LS  CloudStack N g H B F 1),
TR o BRI, EHE SRV ER, F&hypervisor vendorF{E4E Y IRIFFIFTHI R

g”FﬁﬁdZ‘gE/\]Hotfixes

SR BT ot £1xes EH BRI B HH J VMEHRR

8.3.1.2. FHEETFESK.

- EHEJEFEZR vSphere, B R VMware Hardware Compatibility Guide http://www.vmware.com/
resources/compatibility/search.php

- T EREZE 640 TT N T HRIVM (Intel-VT BY AMD-V)
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vSphereEE*ﬁ%?\?fﬁ%’*

- [l —cluster AR EARERL R FIER), CPURIER ~ BE RAFE IR H 1%
* 64-bit x86 CPU (ZAZIRMLFIFAIRIHE

- ¥ EHardware virtualization

- FUiEHE4GB

- 36GRAFAE

- /D UENIC

8.3.1.3. vCenter fAflResdE>K:
- Processor - 2 CPUs 2.0GHz or higher Intel or AMD x86 processors o fEHizs T K ] §E R &Rl E
tE— 6 TR R

* Memory - 3GB RAM o FRiEREFE KAl BRI &R EER — & tkss BT MR ER S
- Disk storage - 2GB o AT KA RER G RUEIER — Gk LET MR EE 5

* Microsoft SQL Server 2005 Express disk requirements ° gj(?‘ﬂ§*4E%§§92G35%ﬁ%’§ﬁaﬁ%ﬁ
JBR 4 27 2 R K b

+ Networking - 1Gbit or 10Gbit.

HZ &, ¥ H "vCenter Server and the vSphere Client Hardware Requirements" http://
pubs.vmware.com/vsp40/wwhelp/wwhimpl/js/html/wwhelp. htmfzhref:install/c_vc_hw .html

8.3.1.4. HmENR.
- VMware vCenter Standard Edition 4.1 BY 5.00AJEZZHE N BESE HHvSphere FH%

- vCenter AZHE E A F iR HEport 443, FEE W] LLIBACIoudStackE H{A] ik 2511
IR EREAE L, BFEHELE Wware ESXi
- CloudStack{# ¥ #%VMware vSphere 4.1 BY 5.0, A% 3E4.0

- A1l hosts must be 64-bit and must support HVM (Intel-VT or AMD-V enabled). All hosts
within a cluster must be homogeneous. That means the CPUs must be of the same type,

count, and feature flags.

+ CloudStackB EAHH NAEMH R 0 BEFE SRS, CloudStackHHAHHGEL vCenter W HAHRAHR], &
R EREUE, HRAT 8.3.5.2. "RUE”

- CloudStack {E$2ESXi, AW IBESX

- BB Z Bif# FICloudStack i & YR8 A # F fECloudStack, CloudStackMEE4>EESXiffiinstance B H
S & O FREE - AEDZFHAFAEESX fICloudStackf I FRER R

- HETE BARESX AR B B i E cluster, cluster Y vCenter 75 BB R

- #CloudStackE B A cluster NEEALERATVM, NEHITEEMAARSS ~ vCenter sl & HMFEELH
CloudStackff FHAGVM, A LAEEST S Bficluster 4G CloudStackff H, {HEEMEE cluster IR AR VM
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- T B RERVLANG W R R R T A B ASESX] BAEIE S ARSI e, EP e uaEE &
FHEE ~ vMotion FEFZAIVLAN o 52X VLAN (f# Fi{FAdvanced Networking, #f R Network Setup) 2
CloudStack’E HH B 48 VL AN &

8.3.2. VMwarefHEMTEE
Ry TNERZHE, FBRER LT &

< HIFE H 8.3.2.1, “vCenter Checklist” HYEEH
- FIFERT 8.3.2.2, “VMwarefU4IHIE " AUEE

8.3.2.1. vCenter Checklist
e T E L TR vCenter B &

vCenter ZE3R

vCenter fHF#H i /R BB S
vCenter{f Fi & %5 DB & R S
vCenter BH} /2 4 Tl Syl

vCenter Cluster4¥8 Clusterf4

8.3.2.2. VMwarel\ 48K 5 BB
T ELL T BFAVLANA &L

VLAN ¥7

ESXi VLAN FRATAESXi hypervisorsfiy JARY
VLAN

ESXI VLAN IP{iy it ESXi VLANHAYIP Address
Range, & RS 2% FHULED
E{E 1P

ESXi VLAN IPRiE

ESXi VLANJEE

VLAN 3 (] IR 22 CloudStack & ¥ FAR s Z2HERY
VLAN

A FEVLAN 7 BAAABRHVLAN

N BAVLANRE &

/5 FAVLANGE

NG| Range of Public IP Addresses

FEfftCloudStackff [, ELEfrtk
P9 5 F FECloudStack Y
HEES Ry, AEFANTR R A AN
i

LR —BOH A EVLAN, —EERE
& PACEE —EVLAN o
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vSphereZZ#EH R

8.3.3. vSphereZ/#E5ER
1. BEIEEMvaredEH N EL NI E vSphere I B EIRIE A (https://www.vmware . com/tryvmware,/
index.php?p=vmware-vsphere&lp=1) , R{ZIRFE VMware vSphere ZHEFERGZLHE

2. DUNZEGHHITLITROE, 1B ERUE AR T AR Z A it

WAELHY B EERY

ESXi TR AE NIC #ié&

BOE EARHE R AN © EHERART © vCenter §HL | ZRIERHAF
A B TR Y B [

HEMH iSCST AP E
?&;'_E vCenter E]’\j cluster jﬁi’ﬂﬂf*ﬁ%?ﬂ
cluster, ﬁ%ﬁﬂﬂ?ﬁﬁclusterﬂ@i*ﬁ%?ﬂ

8.3.4. ESXiF#ez7E
FrAESXE EHEEIIEZAEBIOS A FFCPURERE R fE(L S04 » 35TE T, THBS R (L S IR TS0 2 BB A0

8.3.5. EHHG LMK

BT E Ry vSphere FARRIZELRMUAE], PR ERELFIE vSphere EHEE|CloudStack i T e &
) o BRNEEESX 8, A LASef fvClient, I IS EHEFIE I ElvCenter, —BEEE R
HEIfEvCenter UVE BT, ZREL AT LABG#E B =4 ConfigurationfEds

i - Pew ‘
2 WIN OMUOCMSFUB vSphere Clicnt T v o ol o A [E
File Edit View Inventory Administration Plug-ins Help
|g}, Home b g Inventory P[] Hosts and Clusters |Eﬂ' Search Inventory |Q|
o +
& & 8§
=] @N'OMUOCMSF'-'B? esxhost-15.Jab.vmops.com VMware ESXi, 4.0.0, 208167 | Evaluation (28 days remaining)
= cloud.de.KY
@ cloud.cluster.1.1.1 Getting Started | Summary ' Virtual Machines ' Performance RoNilsMeidy Tasks &Events ' Alarms  Permissions ' Maps ' Storage Views ' Hardware Status
[ [esxhost-15.1ab.vmops.com o . - ;
ﬁ S 1KY View: | Virtual Switch vNetwork Distributed Switch
(B v-2-KY Processors Networking Refresh Add Networking... Properties...
3 By doud dc sonity Wenery
[y cloud.dest Storage |
[f5 cloud.de.TEST Virtual Switch: vSwitchd Remove... Properties...
[i5 cloud.de.vm + Netiwarking Virtual Machine Port Group Physical Adapters
B test Storage Adapters 1 doud.publicuntagged @4 b o vt 1000 Full | 2
Network Adapters .
" 4 B |2 virtual machine(s)
Advanced Settings 1KY
Software 2Ky
‘imuzl Machine Port Group
Licensed Features 3 doud.public33 g
Time Configuration VLAN ID: 33
DNS and Routing irrua] Machine Port Group
Power Management 7 doud.private [} E
Virtual Machine Startupfshutdown Bl |2 virtual machine(s)
Virtual Machine Swapfile Location 5-1-KY
Security Profile v-2-KY
System Resource Allocation Virnal Machine Port Group
Advanced Settings £3 WM Network g
B |1 virtual machine(s)
routing-8 ]
‘WMkemel Fort
1 Management Network .
vmk : 192,168.150.15
Recent Tasks Name, Target or Status contains: Clear X
Name | Target | Status | Details -
#1 Removeport group @ esxhost-15.lab.vmops.com @ Completed A
ﬁ Removeportgroup E esxhost-15.1ab.vmops.com @ Completed i
« | - = R - | ) ’ D +
|79 Tasks @ Alarms | |Evaluation Mode: 50 days remaining | Administrator 4

frhost configurationtB%E . B5¥"Hardware/Networking "1 A48 BS 5% € M
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= 8. mAEEETERE

8.3.5.1. &HE

B—ETEH A virtual switch vSwitchOEHETHE | CloudStackFEETAESKT Evg EAEEF HFE—48
virtual switchZf o WIREHEETHRNAME, BHEFRERE 2L HCloudStack B

8.3.5.1.1. Separating Traffic

CloudStack RFF A E A vCenter fERHMEESX: FHEEE = (B L HOAEEE, 15 LeRs B e M E 45 2
vSwitch G AT Sy o FIHEERAE VAR 7Bl 2 A F GRETE /B AR ~ 5% G fBs M &) FFA
NCEHEFEERE) o B IERATER A virtual switchfiE = (A4, sC&AE— -~ Z(@

MAGEAHEEER DR E, BRELMRE vCenterfi/RE I FERE vSwitches, Flik T E:(E IR & A REH
vSwitch i, & HEEMIEEZEZECloudStack

8.3.5.1.2. Increasing Ports
ESXi EME ERJvirtual switchTHgE bAS6MEE, FFIEHEHER41088MH, HARMATR o BEF

virtual switchffJ"Properties..." (JE&, B ANENetworkingfPropertiesiBsh)

(&) SwitchD Properties

Ports |Network Adapters I

Configuration | Summary | [ECAE T

ﬁ wSwitch 56 Ports | MNumber of Ports: 56

@ doud.publicunta.. Virtual Machine ...

@ doud.public33 virtual Machine ... —Default Polides

g doud.private Virtual Machine ... Security

g WM Network virtual Machine ... Promiscuous Mode: Reject

@ ManagementNet.. vMotionandIP...
MAC Address Changes: Accept
Forged Transmits: Accept

Traffic Shaping
Average Bandwidth: -
Peak Bandwidth: -
Burst Size: =

Failover and Load Balancing

Load Balancing: Port ID
Metwork Failure Detection: Link status only
Motify Switches: Yes

Failback: Yes

Active Adapters: vmnicl
Standby Adapters: MNaone

Unused Adapters: Naone

Add... Edit... Remaove

Close I Help

_— s e e

TEvSwitch propertiesHfFHHE, EIEvSwitchiR{ZI% Edit, {IEZEERILL N HEHE.
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TR

B

@ viwitchD Properties

(o |

Virtual Switch Properties

Mumber of Parts: G5

& Changes will not take effect until the system is restarted.

Ok

Cancel

Help

e
FEIEEBIAEAE, fAn] IR swi teh R B - HIE5E

8.3.5.2. KXTE

BB R, ESXi EREE BB K

fEvSwitch properties¥IEEHE, A& E 2|vCenter management network, S H—AEHY networkth & FH7E
CloudStack management network o CloudStackZEsKvCenter management network/hZH EiE E K E ©

SRS SEHE  management network itemfRIBIH T
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@ Management Metwork Properties

| IF Settings I Security I Traffic Shaping | MIC Teaming I
|
—Port Properties
MNetwork Label: IManagement Metwork
VLAN ID (Optional): | 2 j
vMotion: [v Enabled
Fault Tolerance logging: [ Enabled
" Management traffic: ¥ Enabled
]
|
Ok Cancel Help
b
AR L N BB E

- VLAN 1D B #%EAMBEENID
- & HvMotion

- F&FiManagement traffic

ANRESXi A ZHVMKernelports, LK ANEF FFEZRAY "Management Network" Amanagement
network!{%ﬁj, fﬂ?ﬂ\?ﬁﬁﬁﬁT'ﬁfﬂﬁﬁﬁﬁﬁmanagement network port group, CloudStack A BEF #|:

- i FH—1 management network portiEEEIEIEFFAESX: FH%
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vSphere A4S B EM TIE FR)

- f£CloudStack UI':F', @JConflguratlon - Global Settlngs%{iﬁvmware.management.portgr‘oup@]
ESXi E i management networkiZ

8.3.5.3. ACloudStack Console Proxyd&EalHY @ [E

(H e %}Eﬁﬁﬂ VMware vSphere version 4.x)

PR R IO HIREIE, E M Ficonsole proxyBEFITEVMware-based VMsEEH T AE o FEE E/J%E
HNEBE B E59000-60000 © B A I FE =AY VMware ESX service console, SRIB#HITLITIES

esxcfg-firewall -o 59000-60000, tcp,in,vncextras
esxcfg-firewall -o 59000-60000, tcp,out,vncextras

8.3.5.4. 5 EvSpherel
vSphere % FHINIC bondingn] LMEKHR vSphereZFEF8 R AR A,

8.3.6. vSphereflEEf7HE B M T /E (FR)
ffiF] iSCSI, FEvCenter @A MM TAE o MNEEFIE—(E iscsl EAELLEFHH—(f iSCSI datastore

AR B AINES, FEBkiRIE (6 2=

8.3.6.1. FXH ESXi FH&rY

1. fEvCenter, %l|hosts and Clusters/Configuration, #R1&¥% [ Storage Adaptersif%h, & FE2

IDCF-WIN - vSphere

File Edit View Inventory Administration Plug-ins Help
[« =] |@ Home b g Inventory b [l Hosts and Clusters |@j. Search Inventory |Q|
+ +
i & 8
B [ IDCF-WIN 192.168.190.13 VMware ESX, 4.1.0, 260247 | Evaluation (56 days remaining)

=] . IDCF-VMware
R o ttlll | Getting Started | Summary | Virtual Machines | Performance. JRERERRY, Tosks & Events | Alorms [ Permissions | Maps | Storage Views  Hardware Status

[ [192.168.190.13

Hardw. Storage Adapters Refresh  Rescan Al
0 192.168.190.14 are
Device | Type [ WwN |

| Processors - L

Memary 82801GB/GR/GH (ICH7 Family) Serial ATA Storage Controller IDE

Storoce @ vmhbal Block SCSI
I Network @ vmhba32 Block 5C51

etworkin
! . Aj " i5CS1 Software Adapter
+ Storage Adspters | © iscstsoftwareAdapter iSCST
I Network Adapters
I Advanced Settings
ol Power Management Details
Software Froperties. ..
Model:

| Licznsed Features {5CST Name:

Time Configuration ISCST Alias:
I DNS and Routing Connected Targets: Devices: Paths:

Authentication Services

View: [Devices Paths

i Power Management Pt

Virtusl Machine Startup/Shutdown Name | Tdentifier | Runtime Name LUN Type Transport

Virtusl Machine Swapfile Location
Security Profile

System Resource Allocation
Advanced Settings

Recent Tasks MName, Target or Status contains: * Clear %

Name Target Status | Details

il T b

o i b

|& Tasks @ Alarms | Mode: 59 days remaining |

2. J®¥E iSCSI software adapter IR1% 132 EProperties

5
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T
@ 1SCEI Initiator (vmhba33) Properties E‘ﬁu

General IDynamic Discowvery I Static Discovery I

—iSCSI Properties
Mame: igr. 1998-01, com, vmware:idcf-vmw0-30e 2427
Alizs:

Target discovery methods:  Send Targets, Static Target

—Software Initiator Properties
Status: Enabled

CHAP... Advanced... Configure...

Close Help

3. #E¥EConfigure...
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vSphere A4S B EM TIE FR)

-
E] General Properties

s

i5C5I Properties
iISCSI Mame:

iSCSI Alias:

. 1998-0 1, com.vmware idcf-vmwi-30e 242e

Status
¥ Enabled

Ok Cancel

Help

4. /5)3# EnabledZEEH initiator

5. % MOKIf A

8.3.6.2. FriSCSI target
TEpropertiesBH3EAE, B iSCSI target&ill

-
15._-,‘] Add Static Target Server

ISCSI Server:

Paort:

Parent:

192.168.192.10

3260

iSCSI Target Mame: I-fqn.EDD 1-04.com.example:storage. disk2.sys1. %

@ Authentication may need to be configured before a session can
be established with the spedfied target.

VEFCET

i bd

Ok Cancel |

Help

TEFTA ESXi TAEEEHIE L BR
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8.3.6.3. F—/@ iSCSI datastore
R DL A BR A H S VMFS datastore

1. 2¥Home/Inventory/Datastores.
2. FfEdatacenter nodef#fif

3. 3¥Add Datastore...

4. [FHRZHEREEAHHEISCST datastore

EEARATEAE— G TR EBITRIA

rgl IDCF-WIN - vSphere Client = | B [

File Edit View Inventory Administration Plug-ins Help

|E} Home b g Inventory b Q Datastores

5ﬂv Search Inventory | Q |

= @ IDCF-WIN
= IDCF-VMware
i datastorel
a datastore1 (1) Name or State contains: I Clear
[ i datastore2
B8 Name | State | Status I % CPU |

E 192.168.190.13 Connected & Normal o [

] 1 | 3

Recent Tasks MName, Target or Status contains: - I Clear X

Name Target | Status

4 | T 3

| |7 Tasks @ Alarms | |Evaluation Mode: 58 days remaining  |Administrator A

8.3.6.4. Multipathing for vSphere GEFEE)
vSphere node_FfStorage multipathingn] LK FBvSphereZZ3EF8 /R AR 52 AL,

8.3.7. ik mF FHE Clusters (vSphere)
ff FHvCenter R  vCenter cluster ) e F 4% cluster o B B & HME Hcluster#|CloudStack
(R 7 6.5.2, “IIAZFE: vSphere 7 ).

8.3.8. E%ﬁﬁHotfixes@U VMware vSpherej{ﬁ%
1. ff#CloudStackPJliVMware vSphere clusteri#%E, BFfE]EMIMIEHhotfix®| 4%

a. Llroot& A
=
b. FE)R| VMware cluster, Ej¥Actions, #R1%#EE Unmanage

c. KME cluster B 2% RUnmanaged
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E%Hotfixes@] VMware vSphereETﬂ%

e.

f.

a.

b.

C.

. HUTLL T EE B cluster Y ESXi F4%.

. BEEEFEETnaintenance mode

. FECRFTA VES O A | Hoftic uster YT

CARAA SR, BPAFTEW, A& EHE Emnaintenance mode

A ST 2 B ESX £ 1%
MRERR, FHEHEEH

HtyEmaintenance mode

. EHHEAEF|CloudStack

Plroot®& A

BB E|VMware cluster, BfiActions, X1 i1R#E

FRFTE EREER, SRR FR

R AR R 2 M5 DU BTRTEIC L oudStack PR
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RSN A3

?ﬁTP}CE’J&MEE" #utiCloudStack HIMEFETNAE

AR A Al e (M)

HE AR SUE e, AT LU R A RSy, WWRRS I R R FAEBCERE, RS A R
IR =

2Ry M B, (E A RIARES AT LA R BE b o (A AR A 7T DA 3 68 A RS - B W] i
B )t R R A A 2/ P (B B A e e B BRI

9.1.1. Z#EER
- IR SR OAJE BB TR BE

- [ PR A 0 2 2 4 A B A e AR ) ) 7 e e

9.1.2. HEHELER
1. #47T ./install.sh.

# ./install.sh

IR, BEE-SRETRI LA
RS R A A A A

Wit

\V)
&

> S

8. TR, (EMLUN IS E i A A fRAs

# service cloudstack-usage start

EHAER A E AR RE

9.2. SSLGEEM)

CloudStackfETHR % 48 TR HLHTTPAEHL, 1R ZHffa MutiBh o] LUBRACH BISSL, Kk, fEub®hn] LUE
BREADRMEILT, FAFHFHTTPE4CloudStack B HT

CloudStackf# fHTomcat{EAyserviet &R2%, HHMEZECloudStackzX (FSSL T /ERYuLEEL, Tomcat™ s SSLBY
FFA] DIAEEL, Tomcat SSLEXTEfEhttp://tomcat.apache.org/tomcat-6.0-doc/ssl-howto.html EEfNHE
s

9.3. HEERE GEFEN)

CloudStack SHEMEMERIEE] 5 —AMySQLETR:, fflstandard MySQL replicatioffiE#d, HElFrd
R MySQLIAI R 28 BB R B BB ZL, MySQL replicationff fimaster/slave model o masters&{# F
EIRA IR BRI, slave R % AT EL & BF i naster (B AFES K EFF 2 Hh ~ ELERH BRI B #17,
PUT 2 #E 5L 1P B
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BERMAEN D, SREER-EEERARNE DR

1. fERmasteri® B LM &R
2. #iffnasterfiymy.cnf, MIALNTf7HEEdatadir F A0 [mysald] ESE

log_bin=mysql-bin
server_id=1

server 1dWWEEHE—ME TF), B Shhmaster D&, Hitislave 2 KN ALEBEET, WL MAAR
AP E KL, 2.3, . . HEF

3. EFUEE) MysQL

# service mysqld restart

4. TEmasterPFriGHERINRS, WA TIEIME o H "cloud-repl" R HE 4, "password" A%, 7F
B &master fslave 2 fE172.16.1.0/ 2448 % A

# mysql -u root

mysql> create user 'cloud-repl'@'172.16.1.%' identified by 'password';
mysql> grant replication slave on *.™ TO 'cloud-repl'@'172.16.1.%";
mysql> flush privileges;

mysql> flush tables with read lock;

5. BEFAEIERIMYSQLIAE
6. TEFH—{Eshe 1BHEEE —EMySQL TAE
7. BUSBRIERIERE

# mysql -u root
mysql> show master status;

| File | Position | Binlog Do DB | Binlog Tgnore DB |

| mysql-bin.000001 | 412 | | |

8. RLTHERKME
9. HERHLLTAE
10. SEfimasteriiE, [EIEIE—ETIE, FREEEFMySL
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Failover

11.

12.

13.

14.

15.

16. RN, Bl slavefy3306i@ IR, WIE 2 BifEmaster & HY
WABRIELE, INRERAENKE, HEEG HHERE, EMFERE

mysql> unlock tables;

LR R Eslave © fEslavefdflids, BUTLLTNIES

# yum install mysql-server
u
#

chkconfig mysqld on

SdEmy.cnf, WA LLUATEfE datadir FJ7HY [mysqld] s

server_id=2
innodb_rollback_on_timeout=1
innodb_lock wait timeout=600

R E) MySQL

# service mysqld restart

#slavedst Fmaster, Wifkmastert®8®, F 7 BiFBRBUSAUEUERUR IPAZHE ~ B85 ~ B AL HRIE K

(A

mysql> change master to
-> master_host='172.16.1.217",
-> master_user='cloud-repl',
-> master_password='password',
-> master_log_file="mysql-bin.000001",
-> master_log pos=412;

FEslave S B IR

mysql> start slave;

9.3.1. Failover

B SPGB BB TRV SORINES , CloudStack (EFI A B MBS, & ERVIE
SR, R

1.

Stop the Management Servers (via service cloudstack-management stop) .

HEE AR HTBUE Rymaster, RIZEFTEE

TEPR3306IE AR A FiE

T e s S B (R i (O PR BT R, R ] B 5 VR S R AR s ) P b e 1 AR e

F)/etc/cloud/management/db. properties

BT B T AR A
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# service cloudstack-management start
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1 E SR

BRGNS AR - LA EG], S5/ 0EEE, TR, S8 sBITirE

TR E

10.1. Small-Scale Deployment

Public IP 62.43.51.125 Internet

Firewall
NAT and port forwarding
192.168.10.0/24

_ Layer-2 switch

192.168.10.10

192.168.10.3 | — —
— — — —
192.168.10.11
—
| — —
192.168.10.12
NFS server
192.168.10.13
192.168.10.5 | JE— —_—
| —— — — —
vCenter Server (for VMware only) Computing Node

Small-Scale Deployment

R

This diagram illustrates the network architecture of a small-scale CloudStack deployment.

A firewall provides a connection to the Internet. The firewall is configured in NAT
mode. The firewall forwards HITP requests and API calls from the Internet to the
Management Server. The Management Server resides on the management network.

A layer-2 switch connects all physical servers and storage.
+ A single NES server functions as both the primary and secondary storage.

- The Management Server is connected to the management network.

105



F 10. RIFAENE

10.2. KR JEHJRedundantzZk &

Management
Server Cluster

==

vCenter Server

Secondary storage

servers

Internet

Layer-3 switches with firewall
modules

Layer-2
switches

Computing
Node

Storage
servers

Pod 1 Pod 2

Large-Scale Redundant Deployment

PEE A R E CloudStack HR2 AOAE I 20HE

- layer-3 switching laver B RI.ORMC, EZ Brouter redundancy protocolfJVRRP o i&

—
=}

B

FRAL OB A S KGR, R 1aver-3 switchi® A NERIBT IO, 7 BERY B Kl th m]

o B KB ANATEL, T FRBELL T ZhRE:
* e AR BRI AN T TP ER N AP AN B B (IR A, /B BEAR e (L BELAE
- B EuiERE L (B, B GRE IR s B v VPN, SO AN R A AR A, BEEAHIEE
- J#3layer-2 access switch layerfE%fflpod, ZACH#gznl LIERE, ACEINERIR o NmEm—,

ERMEE 2 redundant pairs of layer-2 switches

< B PR A e B (B A B T B A ~ B A e RS My SQL R ED) R F — B A BT B E A £
B AA RS

* UCE AR A B A
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Separate Storage Network

* B Hpod & fEF MO FR AR o BT SOER AR #E A redundant NICsiH E ] separate

layer—-2 access switches

10.3. Separate Storage Network

In the large-scale redundant setup described in the previous section, storage traffic can
overload the management network. A separate storage network is optional for deployments.
Storage protocols such as iSCSI are sensitive to network delays. A separate storage
network ensures guest network traffic contention does not impact storage performance.

10.4. Multi-Node Management Server

The CloudStack Management Server is deployed on one or more front-end servers connected to
a single MySQL database. Optionally a pair of hardware load balancers distributes requests
from the web. A backup management server set may be deployed using MySQL replication at a

remote site to add DR capabilities.

User web/API

. —»
interface Hardware Load
Balancer
Admin web/API

interface Primary

My5QL DB

Connections from Hardware Load
Hosts — Balancer

Backup
MySQL DB

Multi-Node Management Server Deployment

The administrator must decide the following.

+ Whether or not load balancers will be used.
- How many Management Servers will be deployed.

+ Whether MySQL replication will be deployed to enable disaster recovery.

10.5. ZuhBLEE
CloudStack & B I, 7500 (E £ 0BT LURTE, DL TS £ 5B 2 1 i 7
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Replication Secondary
Management
Primary
Management
Availability

Zone 1

Data Center 2

Server

Data Center 1

Data Center 5

Availability
Zone 2

Availability
Zone 4

Data Center 3 Zone 3

Data Center 4

Availability N
Zone 5 Availability

Example of a Multi-Site Deployment

Data Center 1JEEFTFEEHfMIMkER, EMEI1, MySQUERNELEER A Do BB R EH Ffkds 24
BF
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ZuliREE

Pod level

network switch

Computing

sernvers

Storage network
switch

Storage
servers

Pod 1

Separate Storage Network

This diagram illustrates a setup with a separate storage network. Each server has four
NICs, two connected to pod-level network switches and two connected to storage network

switches.

There are two ways to configure the storage network:
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- Bonded NIC and redundant switches can be deployed for NFS. In NFS deployments, redundant
switches and bonded NICs still result in one network (one CIDR block+ default gateway
address) .

+ iSCSI can take advantage of two separate storage networks (two CIDR blocks each with
its own default gateway). Multipath iSCSI client can failover and load balance between
separate storage networks.

2 NICs on computing 2 NICs on computing
server bond to the same P server have different IP
address: 192.168.10.3 addresses
+ o .."a
: 192.168.10.3 192.168.11.4
—e] — 3 —‘ — —
— — — —

192.168.10.14 192.168.11.15

2 NICs on iSCSI server
have different IP
addresses

2 NICs on NFS server
bond to the same IP
address: 192.168.10.14

NIC Bonding Multipath 1/0

NIC Bonding and Multipath I/0

This diagram illustrates the differences between NIC bonding and Multipath I/0 (MPIO). NIC
bonding configuration involves only one network. MPIO involves two separate networks.
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Amazon Web ServicestHZAHIHH

11.1. Amazon Web ServicestHZHIFEH

CloudStack A]LIj§Amazon Web Services (AWS) FAPIFE4HEZE Al A CloudStackiJAPIFE S, FrLAfE &
o] LE H IR A BAVSHE RS T B3 ECloudStack o HHEEE ARG 2 | FHCloudStackmanagement serverf
tomcat, {HEAN[EEEEE, Amazon Web Services (AWS) FHEIRMLT EC2 SOAPLL M Query APIsAFIS3
REST API °

®::

EKHE%%E@Eﬁ;%ngloudBridge, EiﬁﬁE1ﬁﬁ;ﬁééﬁ?]\CloudStackE@management server ° ‘

FE$ B REC2AY ELHIAPT LU S3RYAPT H AT IETERA PR,  MHATAS3HAPTHR AL T % E R IR
management serverfEZE RAMITTIE o

mg

s A
=

B Al o
: Eggiﬁé;iﬁﬁgﬁﬁﬁ iEEﬁzoneso
- B CloudStack A BAIINEE, T VBT RTT & 8028 B AR -

- Features such as Elastic IP (EIP) and Elastic Load Balancing (ELB) are only
available in an infrastructure with a Citrix NetScaler device. Users accessing a
Zone with a NetScaler device will need to use a NetScaler-enabled network offering
(DefaultSharedNetscalerEIP and ELBNetworkOffering).

11.2. SCHHJAPTRRR

- EC2/ M TH{# FAmazon's WDSLARER, FRASHFE] 11H15H, 20104, FEhttp://ec2.amazonaws.com/
doc/2010-11-15/0] B\ 15

N THFZAREC2 command-1ine tools EC2 tools v. 1.3.6230, R[JAhttp://s3.amazonaws.com/ec2-
downloads/ec2-api-tools—1.3-62308.zip N &

.

SCIRE ZBOHTRCAHIEC2 APLH TARIEFEEST ‘

11.3. &M EC2 N S3MHHA/ T H
%@I\: AWS API ComDatibilitYE@$7\§§E',%_—éﬁﬁCloudStackﬁ%T fﬂ"z\/ﬁ{ﬁﬁﬁ ﬁjgﬁﬁﬂﬁ?%&iﬂf/ﬁ:—‘ ;JXII’%E
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11. Amazon Web ServicestHAHIFHHE

ik

1. HEEHEBBEHEESHR T2 Ature, 3R 7. Global Configuration Parameters

2. @_‘Z—,‘ECloudStackHﬁ%%, f# FjEdAmazon service offeringsj‘ﬁlﬂﬂ"\]@?%, 0] LL#EFHCloudStack
fFHENHETCA, 4 EAdninistration Guide

o:ﬁgi

T R & AmazonTHEX AR S . small, R ATLAAIZSAR(# FIAJEC2 instance types

3. WREEBRAEIVERRESY, WEIEHEEMARS

# service cloudstack-management restart

LU E iR (0 BRAT

11.3.1. JEH RS
,u\%;ﬁ S BB enable.ec2.api frenable.s3.apiftrue, WAEEREREH, FEHGEERMRIE -
1B 8%|Global Settings ff fiCloudStack BT/ TE B2 (# FHAPTEL ] LLSERR

LN BRI 1 v S e {66 B T2 T e T 2R RS

ffiFCloudStack APT, #xfl B2 A PrEEERDa Y RFEIR o fEGlobal SettingsHimaHIRE A
8096, AN updateConfiguration , DL NURLEZAUNAI i

http://localhost:8096/client/api?command=updateConfiguration&name=enable.ec2.api&value=true
http://localhost:8096/client/api?command=updateConfiguration&name=enable.ec2.api&value=true

%, EEREEFERS

11.3.2. f#S EC2HHZAARTS

WHEEERAETIRE, LMELE Anazon EC2 instance Lypes1 API % (%] ml.small,ml.large)
AE, A LIFEHCloudStackBEA T H SEAY, 2] Service Offerings FiEf#ECompute offering, WEES ¥
W HIRB R Y, B ARBECS instance type APLARRMIR, b FERIH ST b

" http://aws.amazon.com/ec2/instance-types/
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BEANS APT SEZHIR

5
hy

Fil % Service Offerings “ Smallinstance

Name Details

fé Storage tinyOffering

Small Instance

Medium Instance

= . :
| j| Templates MName | ml.small
@ Events ID CBBC2557-12a7-4b32-041
ih Accounts iption *
Description lSmaH Instance
:\.9/: Domains Storage Type sheres
@ Infrastructure roerees 1
E’ Projects o o

Global Settings Mamory 512,00 MB

> . . Metwork Rate

11.3.3. fEEAWS APT jEEHIE

GEEMEWS APIEETOSOERIIRAYEINR, A RAEEEAVS APITFREAMENSR, AR LIRS
REUE.

a. HREEFEZE/etc/cloud/management/server.xml ~ /etc/cloud/management/server—-nonssl.xml
K /etc/cloud/management/server—-ssl.xml

b. EEAEEZR, HFtag <Service name="Catalina7080">, fEittag, #EF<Connector
executor="tomcatThreadPool-internal" port= ....<

c. FRRFURBREEZER, REREE
d. EPEXE) Management Server

AR AEH 4 CloudStack, AR B EHTAL F ARES I nd TR
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11.4. AWS API User Setup

EE, HEHE RO HCloudStack iR L RIFRMUAR, MIFE T 24 HIAWS APT #| CloudStack#&
ROl o H4&um & BIEEnEn 2 A #CloudStack API o Amazon EC2 compatible interfacef# 3 0] LAF
BHEC2 tools ~ scriptsCloudStack deployment, HZEF57EE H AR AR K (5 F 8 & 0 & AR R AT

o A A F LI T RE:
B B
- A

- FEAE R BT IREESEIAAEC2 SOAP command-line tools

11.4.1. AWS API User Registration
BEFERAEPIT IR, SEIRRBRLUT 28R

1. ffHCloudStackfif fHE/MHBUFEAN, (FFHAPIE R EimE A B hl.
- CloudStack fAliRE8AYpublicly A FFDNSA FEEK Py i
- [ FHEMRE P HJAccess key M Secret key

2. FEA—{Hprivate keyf—{fself-signed X.509 certificate o {f FiFE 0] LI HL B O =B EEEL
& /path/to/-

$ openssl req -x509 -nodes -days 365 -newkey rsa:2048 -keyout /path/to/private key.pem -out /path/to/
cert.pem

3. [FERAVSHZA IR EMuser X.509 certificate fAccess/Secret keys, HIFRAA CloudStack[RIGHE
. 5 %llawsapi-setup/setup ERIAAGF FPython script cloudstack-aws-api-register o Y54

BARREE, FEMUTHESTE:

wget -0 cloudstack-aws—api-register "https://git-wip-us.apache.org/repos/asf?
p:cloudstack.git;a:blobiplain;f:awsapi—setup/setup/c1oudstack—aws—api—register;hb:4.1”2

NEBIT, (EAESBRIEGMaccess and secret keys o #ifFla0T

$ cloudstack-aws—api-register ——apikey=User s CloudStack API key --secretkey=User s CloudStack Secret key
——cert=/path/to/cert.pem ——url=http://CloudStack.server:7080/awsapi

EHAWS certificatel{# & A] LUBREAMFRIREN, (HEFER, EWHE LMEEICloudStack
B PR A A B

2 https://git—wip—us.apache.org/repos/asf?p:cloudstack.git;a:blob_plain;f:awsapi—setup/setup/cloudstack—aws—api—
register;hb=4.1
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AWS API Command-Line Tools Setup

11.4.2. AWS API Command-Line Tools Setup
fﬁﬁﬁ%ﬁiﬁ@iiﬂ klj?iFEﬁ 7Tﬁ€ﬁfFHEC2 command-1line tools:

1. FEESAIEMAIEC2 Toolshi A, FiBRRAhttp://s3.amazonaws.com/ec2-downloads/ec2-api-
tools—1.3-62308.zip

2. BEVECERIFEE, WIESEHRESREE, oi&7Eshell profilef iy, AU (W5 &EC2_URL)
RIEE ] CloudStack FHUAIARAF SOBEFIRAIE, fEbash shellg ALLT:

export EC2_CERT=/path/to/cert.pem

export EC2 PRIVATE KEY=/path/to/private key.pem
export EC2 URL=http://localhost:7080/awsapi
export EC2 HOME=/path/to/EC2_tools_directory

®H hPHLLh

11.5. fFHTimeoutsAHE[RAWS API Command Completion

Amazon EC2 command-line toolsg THZXHELLEBIFREA, f#HCloudStacklRy, HLEIES &HEER
RIVRHE, WREETR GBS RBRTARTNK, B EEIMEBRRH, A DUT 23

command-1ineff{7 F|fEF— CloudStack-supported EC2 command:

FERE — AR R IRF ] (FD) il

-—connection-timeout TIMEOUT

—-—connection-timeout 30

T & —H 7 ZOUIRER I (FD) , il

--request-timeout TIMEOUT

--request-timeout 45

ZpuE

ec2-run—-instances 2 —z us-testl —n 1-3 —--connection-timeout 120 --request-timeout 120

BRI B A 5 € E CloudStack

11.6. L F2AWS APTHYEDY

DU AAmazon EC2¥84, HEAWS APIAHZAA L HEE, HCloudStack 1% o H—L$54, CloudStack }r
Amazon EC2EANE], ANEERD GaEad o BARRISOAPFFIYE & 45, Ay THMFEETSHELD

FH& 11.1. Elastic IP API¥R

EC2t64

SOAP call

CloudStack APIMERY

ec2-allocate—address AllocateAddress associatelpAddress
ec2-associate—address AssociateAddress enableStaticNat
ec2-describe—-addresses DescribeAddresses listPubliclIpAddresses

ec2-diassociate-address

DisassociateAddress

disableStaticNat



http://s3.amazonaws.com/ec2-downloads/ec2-api-tools-1.3-62308.zip
http://s3.amazonaws.com/ec2-downloads/ec2-api-tools-1.3-62308.zip

#F 11. Amazon Web ServicesFlZ&HFHH

SOAP call CloudStack APIMERY

ec2-release-address ReleaseAddress disassociatelpAddress

MK 11.2. Availability Zone API %R

EC2f84 SOAP call CloudStack APIFFRY
ec2-describe-availability— DescribeAvailabilityZones listZones
zones

FEH& 11.3. Images API HIHH

EC2¥84 SOAP call CloudStack APIFFRY
ec2-create—image Createlmage createTemplate
ec2-deregister Deregisterlmage DeleteTemplate
ec2-describe—images Describelmages listTemplates
ec2-register RegisterlImage registerTemplate

Fkg 11.4. Image Attributes API ¥R

EC2f54 SOAP call CloudStack APIFFRY
ec2-describe—-image-attribute | DescribelmageAttribute listTemplatePermissions
ec2-modify-image-attribute ModifyImageAttribute updateTemplatePermissions
ec2-reset-image-attribute ResetImageAttribute updateTemplatePermissions

k% 11.5. Instances APT ¥R

EC2154 SOAP call CloudStack APIFEAY
ec2-describe—instances Describelnstances listVirtualMachines
ec2-run—instances RunInstances deployVirtualMachine
ec2-reboot-instances RebootInstances rebootVirtualMachine
ec2-start-instances Startlnstances startVirtualMachine
ec2-stop-instances Stoplnstances stopVirtualMachine
ec2-terminate-instances Terminatelnstances destroyVirtualMachine

FH#E 11.6. Instance 4fC%HAR

EC2¥8 4 SOAP call CloudStack APIMEAY
ec2-describe—instance- DescribelnstanceAttribute listVirtualMachines
attribute

FHE 11.7. Keys Pairs ¥R

EC2¥8 4 SOAP call CloudStack APIEAY
ec2-add-keypair CreateKeyPair createSSHKeyPair
ec2-delete-keypair DeleteKeyPair deleteSSHKeyPair
ec2-describe-keypairs DescribeKeyPairs 1istSSHKeyPairs
ec2-import-keypair ImportKeyPair registerSSHKeyPair

FMg 11.8. Passwords AP1 ¥fHR

EC2f84 SOAP call CloudStack APTIEAY

ec2-get-password GetPasswordData getVMPassword
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FH 11.9. Security Groups API

EC2t64

R
SOAP call

CloudStack APIIEAY

ec2-authorize

AuthorizeSecurityGrouplngress

authorizeSecurityGrouplngress

ec2-add-group

CreateSecurityGroup

createSecurityGroup

ec2-delete-group

DeleteSecurityGroup

deleteSecurityGroup

ec2-describe-group

DescribeSecurityGroups

listSecurityGroups

ec2-revoke

RevokeSecurityGrouplngress

revokeSecurityGrouplngress

ZFH% 11.10. Snapshots APT ¥R
EC218<

SOAP call

CloudStack APIMERY

ec2-create-snapshot CreateSnapshot createSnapshot
ec2-delete-snapshot DeleteSnapshot deleteSnapshot
ec2-describe-snapshots DescribeSnapshots 1istSnapshots

FEH 11.11. Volumes API %fHR

SOAP call CloudStack APIFERY
ec2-attach-volume AttachVolume attachVolume
ec2-create-volume CreateVolume createVolume
ec2-delete-volume DeleteVolume deleteVolume
ec2-describe-volume DescribeVolume listVolumes
ec2-detach-volume DetachVolume detachVolume

11.7. #if

BEIRZ tool LAZF FHAWS compatible API, I EEHTHEML—LEEAEREIH]

11.7.1. Boto #iffl

Botojg—fEPython package, AJfEhttps://github.com/boto/boto HUIE o It EE AL i {# 1# FiBotolY
¥, EfFCloudStack AWS API InterfacefflZif

B—{EBEC2EIF], BT Access and Secret KeysAMHCOH, M Hidim

#iff] 11.1. EC2 Boto#iff

#!/usr/bin/env python

import sys
import os
import boto
import boto.ec2

region = boto.ec2.regioninfo.RegionInfo(name="ROOT",endpoint="1localhost")
apikey='GwNnpUPrO6KgldZu0lz_ZhhZnKjtSdRwuYd4DvpzvFpyxGMvrzno2q05MBOViBoFYtdgKd"
secretkey="'t4eXLEYWw7chBhD1aKf38adCMSHx_w1ds6JfSx3z9fSpSOmOAbPOMoj0oGIzy2LSC8iw"

def main():

'"'Establish connection to EC2 cloud"'

conn =boto.connect ec2(aws_access key id=apikey,

aws_secret_.

access_key=secretkey,

is_secure=False,

region=region,
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Get list of images that I own'

port=7080,
path="/awsapi",
api_version="2010-11-15")

images = conn.get_all images()

print images

myimage = images[0]

[

Pick an

instance type'

vm_type='ml.small

reservation = myimage.run(instance_type:vm_type,security_groups:['default'])

if  name
main ()

== ' main_':

5B B R S3Ei ], H(fCAccess and Secret keys&MHCH, HHUCA NIRRT o #EE F B R EIER] %
b

i 11.2. S3 Botofif

#!/usr/bin/env python

import sys
import os

from boto.s3.key import Key

from boto.s3.connection import S3Connection

from boto.s3.connection import OrdinaryCallingFormat

apikey="ChOw-pwdcCFy6fpeyv6kUaRONnhzmG3tE7THLN2z30B s-ogF5HjZtN4rnzKnq2UjtnHeg yLASgOw'
secretkey="'IMY8R7CJIQi SGFk4cHWfXXN3DUFXz07cCiU80eM3MCmfLs7kusgyOfmOg9qzXRXhoAPCH-TRxXc3w'

cf=OrdinaryCallingFormat ()

def main():

"' "Establish connection to S3 service

"

conn :SSConneCtion(aws_access_key_id:apikey,aws_secret_access_key:secretkey, \

is_secure=False, \
host='1localhost', \
port=7080, \
calling_format=cf, \
path="/awsapi/rest/AmazonS3")

try:
bucket=conn.create_bucket (' cloudstack')
k = Key(bucket)
k.key = 'test'
try:
k.set_contents_from_fi1ename('/Users/runseb/Desktop/sScs.pyf
except:
print 'could not write file'
pass
except:
bucket = conn.get bucket (' cloudstack')
k = Key(bucket)
k.key = 'test'
try:
k.get _contents_to_filename (' /Users/runseb/Desktop/foobar')
except:
print 'Could not get file'
pass
try:

bucketl=conn.create_bucket (' teststring')
k=Key (bucket1)
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k.key (' foobar')
k.set_contents_from_string('This is my silly test')
except:

bucketl=conn.get bucket('teststring')

k = Key(bucketl)

k.key="'foobar"'

k.get_contents_as_string()
if _name == '_main_ ':
main()

11.7.2. JCloudsHify
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AE S EE

STl IE MR AR 3 3 D) B CloudStack R AR BT BEAY, i {1F 2 B A ] AR RE I IE AR RE A

12.1. FRZRE S 4 RS
CloudStack$2 {3t i ff 48 & i 7 .

22N
FAR o RBRRLAVSER AR, Rt layer-31Security groupZd et (1P B @ RIS

TR
RBLOE R 2 R R B RE, B ERIRIEN f] B RO E A, (B BRI T 2 R E S
B

BRI AT AN O P — T A B, B N AECloudStackiUERR, BUNRERE T

LUR B FLAR A B D RERY A%

AR T EE BRAE s HERE A B

NS tee B —4% eSS

B Kt L T R

SERR ET) TS B S MR

[t Layer 3 Layer 2 K Layer 3

S HZVPN No Yes

IR E5vS TS B S MR

1:1 NAT e HHS R

Source NAT No R

= &R Yes Yes

AR IR {58 Y A2 sFlow / netFlow, AIAERGR, | BAREE & RN
s

DNS J DHCP Yes Yes

TE AR AT RE AR R — v, (E— (s A e 2 A B P A

AR R R DATEAE IR B BGAE G 0 B, 3B T LU P 20 BL » F0T LURE A o BEVLANZ R RE L &
o ANRTEE —H AR A A BEVLAN, FETEREVLAN tag 1£ BERYELR & &

12.2. VLAN Allocation Example

VLANs are required for public and guest traffic. The following is an example of a VLAN

allocation scheme:

VLAN IDs Traffic type

less than 500 Management traffic. Reserved | CloudStack software can
for administrative purposes. | access this, hypervisors,
system VMs.
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VLAN IDs Traffic type

500-599 VLAN carrying public CloudStack accounts.
traffic.

600-799 VLANs carrying guest CloudStack accounts.
traffic. Account-specific VLAN is

chosen from this pool.

800-899 VLANs carrying guest CloudStack accounts.
traffic. Account-specific VLAN chosen
by CloudStack admin to
assign to that account.

900-999 VLAN carrying guest traffic CloudStack accounts. Can be
scoped by project, domain,

or all accounts.

greater than 1000 Reserved for future use

12.3. MHEESHOE Hifl
B S R B A A IR AHr zone-level layer-3RACHAEIFIERE, IWBERVLANE HFE, F2VIPEY
GVRP, RfEFIHY o WRASRIBMH FVIPEGVRP, FRRAER T &L

12.3.1. Dell 62xx

The following steps show how a Dell 62xx is configured for zone-level layer-3 switching.
These steps assume VLAN 201 is used to route untagged private IPs for pod 1, and pod 1’ s
layer-2 switch is connected to Ethernet port 1/gl.

The Dell 62xx Series switch supports up to 1024 VLANs.

1 R BRI VLAY

vlan database
vlan 200-999
exit

2. Configure Ethernet port 1/gl.

interface ethernet 1/gl

switchport mode general

switchport general pvid 201

switchport general allowed vlan add 201 untagged
switchport general allowed vlan add 300-999 tagged
exit

The statements configure Ethernet port 1/gl as follows:

« VLAN 201 is the native untagged VLAN for port 1/gl.

- A1l VLANs (300-999) are passed to all the pod-level layer-2 switches.

12.3.2. Cisco 3750

The following steps show how a Cisco 3750 is configured for zone-level layer-3 switching.
These steps assume VLAN 201 is used to route untagged private IPs for pod 1, and pod 1’ s
layer-2 switch is connected to GigabitEthernetl/0/1.
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Layer-232 2%

1. BUEVIPHR U REM, e AP H (8 AR 10001 VLAN 1D » R Ffi 2 A GEM999M|, A5

ffﬁﬁvtp transparent mode

vtp mode transparent
vlan 200-999
exit

2. Configure GigabitEthernetl/0/1.

interface GigabitEthernetl/0/1
switchport trunk encapsulation dotlq
switchport mode trunk

switchport trunk native vlan 201
exit

The statements configure GigabitEthernetl/0/1 as follows:

- VLAN 201 is the native untagged VLAN for port GigabitEthernetl/0/1.

- Cisco passes all VLANs by default. As a result, all VLANs (300-999) are passed to all
the pod-level layer-2 switches.

12.4. Layer-2A&>#izs
layer-2 THAZREAEpodH, ARG AAIA

- BZEEEAEFTE VLANE B 4
CEFHME I ER LA RIS EERR R, laver -3 Ay & 1E A E HEH AR E
HHIRE

I B B S e S AR R A pod-Tevel layer-2fUSCHEEHIRUE, IWERERVIAVE IR E, REVIPE
GVRP, JEfFHIRY o ARAGERMEAVIPEGVRP, EAREMT EBL

12.4.1. Dell 62xx
ELW?jEE%X%ﬁﬂﬁﬂ%fpod—level layer-2 switching%&iﬁ Dell 62xx

1. BEEREFTAVLAN

vlan database
vlan 300-999
exit

2. VLAN 201FH¢F§§§Zpod 1 untagged%&}\IPﬂﬁé , pod lﬂﬂ layer—2§§ﬁﬁ%§ﬁ£m§

interface range ethernet all

switchport mode general

switchport general allowed vlan add 300-999 tagged
exit

R E P A Etherne il IR AN T -
- BT E AR AR i R R
* FTA VLAN (300-999) & il i 1ayer—22C HLa HI T A AR
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12.4.2. Cisco 3750
LN BB B dn{alfEpod-1level layer-2 switching# & Cisco 3750

1. BEVIPHRURIEN], AR AEIE10008 VLAN 1D o iiH I 2 RABEA999(f , st ANjE

ff FHvtp transparent mode

vtp mode transparent
vlan 300-999
exit

2. BEATFIEIEEdotlg , WEZ201RAHIVLAN

interface range GigabitEthernet 1/0/1-24
switchport trunk encapsulation dotlq
switchport mode trunk

switchport trunk native vlan 201

exit

THEY, Ciscon] LAGEFTAVLANIE®, CiscorZ gy e i Eid A RAERE, WRAHVLAN IDA[AIFRF & 942
. EBEEAMTBEEAEE layer-2 switchiZA201HR K

12.5. BEEERT KTk

PR &2 MER% BR B Kl AR R B (AR %% #F HGeneric Firewall Provisions, HEHREMGEEH
Juniper SRXPHKGfE, (BRI FHEMATHRMIE, HRAT 12.5.2. “Juniper SRXIYINELEZ ) A 2
T GEEM”

12.5.1. 3B AP
TEEBE LA G & 2 LU A JR A -

- RAEE AR AR, NAT ROE AVREEIA TERSUE R 18 B B B i B B B A AR A
- FEEERAE R N & B L R AR, DB VPNERSOE £ B

femT DU SL [ B BT iR R AGE R LL B B, B JGREAR R MOBCR AN B R, (R SCERNAT K ol i VPN
AR BE TS ik i AT AT LU

12.5.2. Juniper SRXHUYNEREHZFH Kfik B kg GEFEEME)

.

1230 F 6 B P A B 3 2 ‘

CloudStack%ﬁiiJuniper SRX seriesﬁfigfﬁlﬁkﬂ%ﬁ@lﬁjﬁé, L[:l:fﬁ%fF CloudStack Fstatic NAT
HIABAIP R R 2 VMET R, Sl F Juni per 2 B E 2 R HERE FH AR IUBT SO, 7RT AR B [ I A A £ 18
Juniper SRX, [VIHRERREN:, WIRIZAECE, CloudStackg {# F HEHER s

Juniper SRXF] DUEFERVEM ELINIL & #-F i geids, SMETAERE T R 7] LIS Ry side-by-sideBiinline jE%E
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Juniper SRXFNAMERER &S Kifk 28 GEEM)

Fublic Intemet

T

Firewall Load Bakbmeer

Zone-kvel Switch

CloudStackZEFE JunipeH EA N

.

SCERSRXIRRA 10 3B /= ‘

1. RERUER fR Z R ISR TR

2. GEAA—ENHEEEMAR, K@ AR o G0 LLBEAS AR R W AE AR, 5 H
VLANGELZI) /> SR A b

3. FERE"vlan-tagging"TEFAASH EEHRY

4. RLBRANBAMFANNTE 2R, ARG R VLANERE ABES Y, FEI0—{E". [VLAN TAG]"fE 4 TH 4
TR, Flan, AEHse-0/0/3EFNABAMEH, VLAN tag 301, MREY/AFIAERE /1 T 24 FEIERZ &
"ge-0/0/3.301" » LRIR NS A REIEMERFARR], [HA CloudStackd H B LB /M i

5. BT EEBAAAGZEER, HxL, BRHOEHFEE, R untrust” K "trust”, #§05
SEINEIABEE; FAANEINEIR AR, TN EemraHE

6. MEEFANEEIAENZEBEEATERE
7. FUNIRFEIEHE AR RN, RS ACloudStack HaEHA RIIFRFAY S A
8. HEE"ssh" N "xnm-clear-text" RAFRFEEH
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AERERUE

9.

10.

11.

12.

1

w

14.

15.

16.

17.

18.

Qu%%u»%gﬁlkga

a. a. JEEARL JGEEIE AR Ko B G EIE AR, 18 ERIR AR LR A B AT 2B AR B2

*EHE’J%%, B AT ER B "interface-specific", a0, LA N A/ABEL "untrust”

[ " trust” BIRUE

root@cloud-srx# show firewall

filter trust {
interface-specific;

}

filter untrust {
interface-specific:

}

b. ARG KR IEIEES BRI AR, BN, #EEER R BN AR
L. untrust, NMAALERE. trust)%%.

ge-0/0/3 {
unit 0 {
family inet {
filter {
input untrust;

output trust;

}
address 172.25.0.252/16;

THERE FT /B VLANET 2 A AE SRXAFRANA M
LHECloudStack B A IR #8512 , LUETHE B A\ CloudStackf &
M navigationtZ$lH, EiiEInfrastructure °

. A ZonesB T HERBEEEView More

TR A L Y Y [

HEFEENe twor k2

TEE A Network Service Providersfii®f, Ehi#EConfigure (] EE
BHIFESRX

#EAd New SRX (+) HARHELIT:

- IP Address: SRXHJIP{if

- Username: SRXHfFFIEZTE, CloudStack& fifi F

- Password: [P ZFhE

MH: ge-0/0/3.0,

RSk )

- Public Interface: BN THAIZHE, #lilge-0/0/2, ".x" %EJEFE~{F FHVLAN

- Private Interface: FAANNTHBIELFE, #l40, ge-0/0/1
- Usage Interface: GEEM)ET, ABNHANRGRRE, WHREHE
- Number of retries: EIGSHIREL, NEEKE, FHR A2

AR,

oup

YNGR

g

; AN

f

uilay
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GhiEban & BT Bras 2R GEEM)

- Timeout (seconds): FEHIEIRHAT, FHRHERIRH, THIRA300%)

- Public Network: /ASRAEEEAZFE, FlU: trust

- Private Network: FAAZERGAFE, fHl40: untrust

- Capacity: #REFLIRHEAAERKER

- Dedicated: FERAHAING, WAEERA—ERSHA, T Capacityi A B{ERI A1
19. F%0K

20. Bh%Global Settings, %%ﬁ{jexternal.network.stats.intervalﬂij"ﬁfﬁf@fﬂ%CloudStack%"%"
7 Juniper SRXHMEN—IRAERRIE AT, WEREAZEEHSRY, §EE%0

12.5.3. SMERE & B #F Hias RAE GEEEE)
CloudStack A LIfEf] Citrix NetScalerBiBigIP FSEH-FH#as iRt Qa-FEiRes, MAEAKH
. CloudStack & {if i AfE i 2 7 1Y 8 - B S
TR NS
1. AR FE R EOE E
2. EERHEEABME LS ERE AR (TR AR —4EE)
3. REKIPCAE ~ FEAIEAHE ~ %05 - AN EABEMAN TSN, MTHaMEaE 1.1 5.
4. FEREVLANCAERZEEE TR/ H
5. Z#ECloudStackEHIfA AR 2812, LUEHHE B A CloudStackfif &/ H
6. AEMIfInavigationfZllH, BE#Infrastructure o
7. JZonesPy HHEHELEView More
8. BB EEMR R
9. FEFENetwork{ZEE;
10. £E #HY Network Service ProvidersffiBh, Bfi#EConfigure (A[RE S HEEEIEmH)
11. j&#ENetScaler B F5
12. j#®##EAdd button (+) WIRHLLLIT:
FtitNetScaler:

- IP Address: SRXFJIP{ziiE

- Username/Password: fFHUEE RS, CloudStackf# Hig LeiB iR A IS B

- Type: CHIIABIEEEFERY WIEEAFS Big Ip Load Balancer ~ NetScaler VPX ~ NetScaler
MPX, BY NetScaler SDX o BAMRERIAULLER, # R CloudStack Administration Guide

- Public interface: ZEEJMH, BRE A/ FHAEEE I —En

* Private interface: JEEJMH, HERTANMHHI—HH

127



B 12. MEEBUE

- Number of retries: EIELHIREL, NEEKE, FHRR A2

- Capacity: #EE 0] LURHAAIREE
- Dedicated: fE/RAAHEHEE, WEERA—ERFEA, M CapacitylEERI &1

13. F%0K

TERNECETERN, R LGETHIE s R NATE & &Pk R

12.6. Management Server Load Balancing

CloudStack ] LLf# F G &V ae A & H BRI AR AR R B fiE 1P, B HE A BE T ARCP A, B
B2 @AV ERS R E L EE, DUTE RS HEE R A s8R, et ERFE

BIEANTE ZRFEEM, At LKA

Source Port

Destination Port

Protocol

Persistence

Required?

80 or 443 8080 (or 20400 with HTTP (or AJP) Yes
AJP)

8250 8250 TCP Yes

8096 8096 HTTP No

In addition to above settings, the administrator is responsible for setting the 'host'
global config value from the management server IP to load balancer virtual I[P address. If
the 'host' value is not set to the VIP for Port 8250 and one of your management servers
crashes, the Ul is still available but the system VMs will not be able to contact the

management server.

12.7. BT

12.7.1. Z4MENR
N PR AR B S R 1 T B 11 R 22 11478096 % 825038 1| 12

12.7.2. BUTHIRIEIREREAT K
B AR A F EARG AR RS, E F (4 I TCPAY8250 K 909058 Fl

- B EVEES FTA A 0, RIS — pod Y BT B AR % 0 7H B B EC Mt [ 358 A A po it
A%

- CEREAVM R & QR VAR F s250i @RV R B B (Al il gl (5, ARG R A 2 E Ak, 7£8250
08 AR 3t 2] R s ) - LS b 75 T B2

12.7.3. [EAFHEIhEETR >

UCE B NPSIE H R RETR VB, EDGEE SRR AR BRI R ) AR A B A -
ERTERRIRT AN, WEOBRTER - SRR T RIS IR E R AR,
WERE T B BRI RAB R TP T TE R
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External Firewall Topology Requirements

12.7.4. External Firewall Topology Requirements

When external firewall integration is in place, the public IP VLAN must still be trunked
to the Hosts. This is required to support the Secondary Storage VM and Console Proxy VM.

12.7.5. JEREE IR K
TEAdvanced Networking, 43 BfE—F48Es V078 (% F 2 FA N BU/A B G

12.7.6. XenServerJfEFE K
TR IR 2R B XenServer LT IR IR 22 (ssh) , 80 (HTTP), 443 (HTTPs)

12.7.7. VMwarefRIEEFE>
- EHAPRAS MR B R BV ERES I vCenter XFTAESXi A%, K T HEFNEIRMT JOE, K

port 443

1

- BHHERASEL VMware vCenterfd]RE8{E Fport 443 (HTTPs) i&iE

- EHFE R EE R EMAEE S, fHport 3922 (ssh) HiSystem VMsiEiE

12.7.8. KVMFREEEESK
A2 T R BELKVM 3 A 5 223 3R (ssh) T

12.8. Traffic Sentinel[ﬁ‘jéfj@%ﬁlﬁ%fﬁﬁﬁ ES =t
CloudStack Tz BAE/METAE R I GiET I 2R AN SR X G (E L kL, BT ER B R HEt T LAFE A A

inMon Traffic SentinelfJCloudStack Z&tEE

Traffic Sentinel Z—TEAHINTR BRI ERIUCESIM, CloudStackm] LIfETraffic SentinelifH&5ET2IH
CHIE A S, TREEEEAERER o Traffic Sentinel f# R &R EH A sFlow? o & s AT HiLgs
FEE sFlow#l sk, Wt ftTraffic Sentinell%E, #R{ZECloudStackm] LR Iraffic Sentinel ¥RMER
EEa= il

CloudStack JREMMERS & IPTEIRENGIMMEELEEM H, WESHEEIP K 2 BiTEERIIP o
CloudStack JffTraffic Sentinel3ZLEIP/MARE CloudStackis BrRSRIRUAEIL&Gst . BIE G RIEBLEG 1P
K timestamps P FIRFAHRE], timestamps TEIPFEE MR, 57 CloudStackfi BEFF &L Bk
A A AIREFEVUTERE, timestamps @ UREE L &R

FEBEE S/ CloudStack 4 Traffic Sentinelft]f Bt

1. TSI, T Trartic Sentinel IHFILEE I RER - MNERIRESER, HR
Traffic Sentinel Documentationlﬁﬁ inMon 3

2. ffTraffic Sentinelff fIFHMHEBIE Iraffic Sentinel , FER FLRFIER & & M AR G0RT -
CloudStack & A7 2 F & v P ML SR k)

HEi# File > Users > Access Control > Reports Query, SR1BHE NH R |FEELEGuest from

3. On CloudStack, add the Traffic Sentinel host by calling the CloudStack API command
addTrafficMonitor. Pass in the URL of the Traffic Sentinel as protocol + host + port

" http://inmon.com.
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(optional); for example, http://10.147.28.100:8080. For the addIrafficMonitor command
syntax, see the API Reference at API Documentation®.

For information about how to call the CloudStack API, see the Developer’ s Guide at
CloudStack API Developer's Guide®.

4. LDladministrator& 4% ACloudStack UI
5. FEGlobal SettingsH [H1EfEConfiguration, RIBZHTELLT:

direct.network.stats.interval: CloudStack EfffiTraffic SentinelFJSE%R

12.9. #FEZone VLANEHAZfTVMER KMH

In the external networking case, every VM in a zone must have a unique guest IP address.
There are two variables that you need to consider in determining how to configure
CloudStack to support this: how many Zone VLANs do you expect to have and how many VMs do
you expect to have running in the Zone at any one time.

Use the following table to determine how to configure CloudStack for your deployment.

guest.vlan.bits Maximum Running VMs per Zone Maximum Zone VLANs
12 4096 4094

11 8192 2048

10 16384 1024

10 32768 512

Based on your deployment's needs, choose the appropriate value of guest.vlan.bits. Set it
as described in Edit the Global Configuration Settings (Optional) section and restart the

Management Server.

2 http://cloudstack.apache.org/docs/api/index.html
3 http://cloudstack.apache.org/docs/en-US/index.html
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omain T

NAT
Load Balancing

Account 1 10.1.1.4
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B =AALERE N TE o ethOFIEER I ERIRIE, IPALHEA10.1.1.1; ethl FIERETEE MR HERS a0/ T
; eth2dBE M/ iR BRI IPALIE
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13.2. Networking in a Pod

The figure below illustrates network setup within a single pod. The hosts are connected
to a pod-level switch. At a minimum, the hosts should have one physical uplink to each
switch. Bonded NICs are supported as well. The pod-level switch is a pair of redundant
gigabit switches with 10 G uplinks.
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Public Traffic (65.37.%.%) Manage ment Traffic (192.168.% )

Pod-Lewvel Switch (layer-2 switch)

Host 1

65.37.%.*
Host 2

NNERER

Metwork Setup within a 5ingle Pod — Logical View

Servers are connected as follows:

+ Storage devices are connected to only the network that carries management traffic.
+ Hosts are connected to networks for both management traffic and public traffic.
- Hosts are also connected to one or more networks carrying guest traffic.

We recommend the use of multiple physical Ethernet cards to implement each network
interface as well as redundant switch fabric in order to maximize throughput and improve
reliability.
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13.3. Networking in a Zone

The following figure illustrates the network setup within a single zone.

Internet

Layer-3 switch wy/ firewall

Layer-2 switch
Haosts
Management
Server farm with
My30aL
Primary
storage
SETVErs

Secondarv storage servers Pod 1 Pod 2

A firewall for management traffic operates in the NAT mode. The network typically is
assigned IP addresses in the 192.168.0.0/16 Class B private address space. Each pod is
assigned IP addresses in the 192.168.*.0/24 Class C private address space.

Each zone has its own set of public IP addresses. Public IP addresses from different zones

do not overlap.

13.4. EMEESEE MK
EEBERT RERETNERREE CRBERT (E A BN A R T R
T o B — U EEUNEIC oudStack, FHTEAID Zone df EE 373 % 48k

13.5. Advanced Zone Physical Network Configuration

Within a zone that uses advanced networking, you need to tell the Management Server how
the physical network is set up to carry different kinds of traffic in isolation.
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13.5.1. A Advanced Zone [ EGuest Traffic
PAN 2 B Bk S5 2L A B A\ CloudStack UL R E FE TR Gues tAH B

1. JAZLEENavigationtZlH, BhiEInfrastructured®dll; WTEH 5 HIZoneB/R % EMore, HEEE,
REE I ALE B zone ©

2. #EENetworkfEE;
3. J#¥EAJd guest network

S HIHAAd guest networkfFRE

& Add guest network

Flease confirm that you would like to add a guest network

* Mame:

* Display Text:

“Zone: | Zone-0 |E|

* Metwork Offering: | DefaultlsolatedMetworkOfferingWWith EI

Guest Gateway:

Guest Metmask:

caa

4. RELUFEM:
* Name. BLAHBEZRE, AN 2RI & ZENEAE Him o
- Display Text: BRAHBRRORGME, AMEIMEOLM & 2B GEH & Hi -
* Zone: AHHBEFTHIEE Z zone

- Network offering: JI5Radministrator 48K AE T #F L network offering, 35 Ayt AH M IEE—F
7 i network offering o

- Guest Gateway: A8 jgateway
- Guest Netmask: IVAEEEHYTAHES I S o

5. 0K

13.5.2. Configure Public Traffic in an Advanced Zone

In a zone that uses advanced networking, you need to configure at least one range of IP
addresses for Internet traffic.
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13.6. Using Multiple Guest Networks

In zones that use advanced networking, additional networks for guest traffic may be
added at any time after the initial installation. You can also customize the domain name

associated with the network by specifying a DNS suffix for each network.

A VM's networks are defined at VM creation time. A VM cannot add or remove networks after
it has been created, although the user can go into the guest and remove the IP address
from the NIC on a particular network.

Each VM has Jjust one default network. The virtual router's DHCP reply will set the guest's
default gateway as that for the default network. Multiple non-default networks may be
added to a guest in addition to the single, required default network. The administrator

can control which networks are available as the default network.

Additional networks can either be available to all accounts or be assigned to a specific
account. Networks that are available to all accounts are zone-wide. Any user with access
to the zone can create a VM with access to that network. These zone-wide networks provide
little or no isolation between guests.Networks that are assigned to a specific account

provide strong isolation.

13.6.1. ¥y
1. DIVEHE e # & B A CloudStack Ul

2. TELBHIEERE, #EENetwork
3. F%Add guest network o LT &
+ Name: {# 135 7] FLAD4E RS 42 78
* Display Text: {# % A & B RS RO

- Zone. WHTHAERRNzone; B—Hzone LA BEIBIIHE, FIE —{fHzone#FHE A NIFIHYIPE]
B #IGuestHERE, administrator BB AR —{fzonez B HIIPHI[E -

- Network offering: {IREHE KR E L MM ER, EE—EIREZEEH RS E R E m
- Guest Gateway: & FZHRRE
* Guest Netmask: 75 /5 ZL{ F i) F4EES I =E

4. ¥Create

13.6.2. DHUEES A8 IR Y AR S
{65 2 T L T o BB A ) 0 R A RS

- DUEHLE sl 4 5 3 2 A\ CloudStack &/ TH

- WERIREAS A CloudStackEHEMK AR IRTS, BOH BRI SR It E BRI MR &
AR A 4% _ERVMEE R Administrator's Guidef"Stopping and Starting Virtual
Machines"

- FEAEBPIEEGE, #EENetwork
BRI EB IS
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.XE DetailstZ%E, 4 TFEdit _JEEJ
- fENetwork Offeringtft, JEIEFHUMAMIRES, Hikikapply

- MBI R AR B AR EFERICIDR 52 Ak, anRERE THRARSS, CIDRBEXFE,
IREENOZR SE R

- EREHER, SMARTREREEM
- EFTE B F RV

13.7. Security Groups

13.7.1. BIRL &R

TR BRIV B I TV - R RARER AR I8 A R A — W, BRI
JRIPHGRIE - %R HAEEAER BT R A M, BREE R Em S ra e E W » 7R R
s, TR E SRRV A B R

®::

T {5 P EFRAE R A s, 5F] DUE R 20 2 KA R R PR VM R B

BH CloudStackiRF AR L ERM, EEFEWM/ RELAFIAIHRE - HFRZEHHET
DMER, B i A VMAR & DL AR R R

EfrICloudStack i % #F AT LU AE — BB ARSI &t - SUTHROVMIR , bV (i I FHR & Al
, BRIFEEREERN T &M - —EWR LA ZETeRANRE, —BRET @R, HERsE
FERFAL T o RIS ST PRIV BY B HoAth e 2 feE

s mT DURE e MR s ondias A Sy AR R R B Bz A o B RIS B R EI T a R R ROV, VB R BT

g (R Ik

AR A TR AR, A MR R, BR T AR R iR E

13.7.2. ¥l
FRESEEE R UEHE— i security group

1. DU B4 f 5 B A\ CloudStack UI
2. HAEBIMEERE, 1EENetwork

3. fFSelect, j#ESecurity Groups

4. 3¥Add Security Grou

5. ROt K AGL

6. F%ZOK

%‘?E’\Jsecurity group@'ﬁfﬁﬁr_Security Groups Details*%%]‘i
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(fEFRKVM) 1P ZonefJSecurity Groups

7. Bffisecurity groupﬁﬁﬁ, %ﬁilngress and Egress RuleZl|Security Group

13.7.3. (fEFRKVM) & Zoneff)Security Groups
CloudStack FEfLfF Hsecurity groupsiKFRBEEREzone 143 = Hzone-wide fB% 135 & B AHRIEHI TN RE
, TIKVMARBAR BB o ffiHsecurity sroupsfEiEREzone ] LLLY FI7E £ (EIVLANSHE B B8 AR 8 188 45

PR
PUN AR LI BE:

- YEAHRIBIVLANG WiAE TP#IE, Msecurity grouphé FH {4 SEAEHs oG /R 7] 4 ol 2 i e 22
- TEABFIFOVLANG WiE IPEEE, K account-specificf)4SEAGHE H G A [a) (4 RS ok ol 2B
- security groupis FIRY > ZAERE -G £ (EVLANEE[E

- account-specificH s ZE4H g A ZFVLANE F

Security groupsWhZHETEzone FIE

13.7.4. F,%()EHSecuriLy Groups

By T iEsecurity groupsHEFIEH HEIE, security groupsHITHEENEE fEzone HIEH o FEHIERAE
network offeringf{4ERE%, EHE T ATEE S i) zone A IHEE o A BEfFAdvanced Installation
GuidefBasic Zone Configuration¥#7 A sENAGR o J£&, FHE RGEENzone A 8EEH, EGFHE
fHzone NGRS F

13.7.5. FELSREAHIE s A M f H H 1
1. DUEBRSE s o # A &8 ACloudStack {# F#& 7 H

2. FEABHIETEIRE, #i%Netvork
3. fESelectl, B Security Groups, JARIBIBEMENZLHAE

4. HECEMEASAL, #fFEIngress Rulesiff, RRIEA LI E W — R BRI % 28 R EEH
IRIEW o AIRBE IngressRAITEE, FIAREMIANRIEE, BT HfegressRAIERIINE

- Add by CIDR/Account: JiEARIFEGHIP ik (CIDR)ZEZ, Hi{CloudStack MRFE (Account)H
CAMZ 2R o R R H it 2 HWMIE AR E, fF#EAccount

* Protocol: ZRYFAI EEIZ ERFAHRIKEE T AE » TCPRIUDP I RE & i F 1 Bk S HUAm 44 i (56 FH 2 15
i, LOMPH B VR (A S5 AT S S A B B R

* Start Port (TCP, UDPRRFE): —EEEEA, #HiE HEMEAFBRE, WIRIRERE—ER,
FEFTA R L A 56 A ) — B

- ICMP Type., ICMP Code: (ICMPRRIE) B RIRIRE N 2% H 5 Al

« CIDR: (HBEWICIDRFTIY) & T 347 & 5 € WA A TPAzHE, 38 A CIDREY ZCIDRAYcomma-
separated list o CIDRZHf AR EAIEMIPAIHE, s, 192.168.0.0/22, AT A¥E
CIDR, 7 0.0.0.0/0

- Account, Security Group: (EEEfFAccountH i) lis A CloudStackE5E & kAL b L2 EAH 475
RAFFEHANZ 2R R, 7E28R 78 AR 894 R REF 2 2R RV ELAE (Fi

PAN S5 % SLAFAE (A 7 [B] 2R A HTTPAE Y
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Details Ingress Rules
Add by:
@ cibR  © Account
Frotocol Start Port End Port CIDR: Add

TCP || 80 80 0.0.0.0/0 | Add |

5. EEEINE AR, #Egress RulestRE, ARREALITHAIEEW—TER B L 2EHREEH
B e R AT L RABEEE, TARESE AR, WRAEREE, QAU TEMAUgOR
i AMAFHERNAE; DNSKDHCPRIARARAIRTS; B AR RFFRRE

- Add by CIDR/Account: JRERIREGHIP firlik (CIDR)EF, =VCloudStack MBS (Account)H
AL R o REHEERT ML 2B AR, #F 2 Account

* Protocol: VMix L EAVAHE I AE o TCPAIUDPH RE H 5 1 Bl e 3N 4% 6 I 3 (B, TCMPH
JE AU VB (B SR AT S m e i B Y

* Start Port (TCP, UDPRRFE): —E#EN, #HifiE B ROEESGRIE, IRIRERE @R,
FEFTA 8 A 15 A R — 210y

- ICMP Type, ICMP Code: (ICMPRRIE) ERIEIRE I 1% H HIFERRAE

- CIDR: (HBEMECIDRFTHY) £ T A B EFFE BIE R IPAtE, 8 ACIDRELZCIDREJcomma~
separated 1list o CIDRAZ HAMIFYFERRIPAIHE, ELansh, 192.168.0.0/22, AT RFFATAECIDR,
E 0.0.0.0/0

- Account, Security Group: ({EEE#AccountIE ) #ig ACloudStack IR F N TR0 L FEAK 3R
BB —ELeA, mAZeBEALHR TS LLE#

6. f%£Add

13.8. External Firewalls and Load Balancers

CloudStack is capable of replacing its Virtual Router with an external Juniper SRX device
and an optional external NetScaler or F5 load balancer for gateway and load balancing

services. In this case, the VMs use the SRX as their gateway.

13.8.1. About Using a NetScaler Load Balancer

Citrix NetScaler is supported as an external network element for load balancing in
zones that use advanced networking (also called advanced zones). Set up an external load
balancer when you want to provide load balancing through means other than CloudStack’ s

provided virtual router.

The NetScaler can be set up in direct (outside the firewall) mode. It must be added before
any load balancing rules are deployed on guest VMs in the zone.

The functional behavior of the NetScaler with CloudStack is the same as described in the

CloudStack documentation for using an F5 external load balancer. The only exception is
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that the F5 supports routing domains, and NetScaler does not. NetScaler can not yet be

used as a firewall.

The Citrix NetScaler comes in three varieties. The following table summarizes how these

variants are treated in CloudStack.

NetScaler ADC Type Description of Capabilities CloudStack Supported
Features
MPX Physical appliance. Capable In advanced zones, load
of deep packet inspection. balancer functionality
Can act as application fully supported without
firewall and load balancer limitation. In basic zones,

static NAT, elastic IP
(EIP), and elastic load
balancing (ELB) are also

provided
VPX Virtual appliance. Can run Supported only on ESXi. Same
as VM on XenServer, ESXi, functional support as for
and Hyper-V hypervisors. MPX. CloudStack will treat
Same functionality as MPX VPX and MPX as the same

device type

SDX Physical appliance. Can CloudStack will dynamically
create multiple fully provision, configure, and
isolated VPX instances on a manage the lifecycle of
single appliance to support VPX instances on the SDX.
multi-tenant usage Provisioned instances

are added into CloudStack
automatically — no manual
configuration by the
administrator is required.
Once a VPX instance is

added into CloudStack, it is
treated the same as a VPX on
an ESXi host.

13.8.2. {EFRHELfA]fR#8&% ESNMP Community String

SNMP Community String FEDUH A IDEEE, FA/EGFIUMISEEE, A o tstringfEE A
SNMPEESR(H1%, 1R community string 1Ff, FEEFTREEENREMN, WRALHE, EEFEEIRN
NETS

NetScaler#E & {# FISNMPAR BAVMIE (S, N JEZCHESNMP I 8% FESNMP Community string AREIN Z2HIE
#

1. FECRAAERedHat ZHESNMP, AR, IR T RS

yum install net-snmp-utils

2. #WEE/etc/snmp/snmpd.conf R NEZFSNMPIENetScaler 38 E Fiik
a. ¥ffBcommunityZEE|—{Esecurity ZHE (A Fmynetwork, B ZKIEHEZ) -
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il

2

AR, A RREEE, ARG

7 sec.name  source community
com2sec local localhost public
com2sec mynetwork 0.0.0.0 public

Z5€0.0.0. 0 FFFBIP poll NetScaler server

b. ¥R security ZFERIEFAHLTE:

# group.name  sec.model sec.name
group MyRWGroup vl local
group  MyRWGroup v2c local
group MyROGroup vl mynetwork
group MyROGroup v2c mynetwork

c. HEIviewiRRHAHA I

incl/excl subtree mask view all included .1

d. SFFTE R FRHALA RS R L H v ev

# context sec.model sec.level prefix read
access MyROGroup "" any noauth exact all
access MyRWGroup "" any noauth exact all

notif
none
all

3. fRE$HiptablesHSNMP

iptables -A INPUT -p udp --dport 161 -j ACCEPT

4. FEE)SNMPARTS:

service snmpd start

5. FEESNPARFES A RERITE H E1EE)

chkconfig snmpd on
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18.8.8. SNIBH AR A BUE @B 0B A
TR Ry BT PR SL S —(EVMEF, CloudStackiEBISMIRES K e A B-FAE g sV,  DUN I & S A K
E.

* BTERER /DR AL R IR S ALVLAN, S IPAIR F AN T A (e 8. 10.1.1. D AYEE—(EIP
- source NAT rule, BEEFAFANVLANAYE H R B2 AFIER, (RS 25 1P R AR AL
- I B H R 2= R AT A BE RIPT AORRTE A B

UMW #h 2 & # - s
- BIHIVLAN, FF &R 5 S HLAY IR I VLAN
- VLANE CHYIP, BiRFFANFHEREE (e.g. 10.1.1.2) FYFE_fE1P

13.8.4. FFEREIMERES KT M

REAMOE B (FIaNs Eport forward) EEEEE LB Kif% M 1oad balancer fJFERFAT o 5 & ]
BEE EREAIMNP) A BA TP R IPHOJE MR & 2R Fe VM, #EHIS Fstatic NAT, FEEIPEIVVAI8E—MH I E
KARGEERE, AT LUEEEEER, HEstatic NAT rulef#3/[F, CloudStack® LU I3 E A
zonef IR K i -

- SRR/ BHIPAIHEAIRL A IPAZHERY static NAT rule
- TE— A E MORE B AR E N security policy
- I = RS BE PRI &AL T AH BUE AU GRS @R S T B

g B TR, E1E BB source NAT, static NAT}, load balancing rulesf{ifll & I fF1E4N
HRTCRE, R E R 8 K R AECToudStack B R E

13.8.5. #XE AutoScale

AutoScaling allows you to scale your back-end services or application VMs up or down
seamlessly and automatically according to the conditions you define. With AutoScaling
enabled, you can ensure that the number of VMs you are using seamlessly scale up when
demand increases, and automatically decreases when demand subsides. Using AutoScaling, you
can automatically shut down instances you don't need, or launch new instances, depending
on demand.

NetScaler AutoScalingif{it R MEAEHTEIRIR(E A E R IEDA LW, BRBEHFI T RKRERER
CPUE IR FEMFAVAA, o B (7 Al a0 S K CPUE Y R SRR R T B B AN, fildn, AAE s
EEAECPULE F R AE 155 SRR IR SO% MG ATV, =i CPUSE I FRAE30 ) S (RN 20 st B R

CloudStack uses the NetScaler load balancer to monitor all aspects of a system's health

and work in unison with CloudStack to initiate scale-up or scale-down actions.

®::

AutoScale is supported on NetScaler Release 10 Build 73.e and beyond.
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HPIHER
TEEEE AutoScale #RIZFI, FELHRE:

- HECRL BB CAR M, BN E R, AR E HHA T

AR IE FRERAE R EFT, NetScaler BE FRAHWREENR, WARESRFNIEWN, HE2ER
FeE

- PR AYERAOERAE, MEEIE AR R A B, W DUREIR & - BISEHEEAF RN, A
G EAutoScalelF 2 IEH

- AutoScaleDhREHESNMPETEas, FIEH A EZARDL, AHZE SNMP-based FHEia%, FHMELRSNMP
agent O ZHETERAA Y, K (EFATRIESNPE HES, (i SNMPEEER T A] LITE R E 1R HUSNMP B4R K E
WBIEE&EME, filan, EERAET 13.8.2.  “YERHELfAR#53% ESNMP Community String ~ 2R #; ERHELFE
8 _FASNuP

- EEendpointe.url M/ A HIR7EGlobal Setting, Wik iE AManagement Server API URL o {4
, http://10.102.102.22:8080/client/api  ¥A L HIBEH AR, FHEEIP, FEEHEFARAE
LA TR TRUE © AYN, HEENetScaler FEE AT LIFHEUIP, FEIHIRMtAutoScale 1%

WA E Frendpointe.url, B RS EE FEHAIAutoScalehBE, REFEH, BT AR

, E%ﬁﬁﬂ, ﬁﬁUpdating an AutoScale Configuration

- WISRAPT Key M Secret Key#yAutoScale {HFZEEFFEL, FHMEE M HE S HY & & T
AutoScaleZBE, HEREEKA, LUHEEE AR

- FEIEREIER T, MEEAERUEAutoScal el A BT BT AIRT, EAE —EVMEUR, WHEEHEREERIT
N

RS LT
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AutoScale Configuration Wizard

FS

i i
Template: | RHELE? |Z|
Compute offering: | Small Instance
* Min Instances: [1 * Max Instances: 4
Scale Up Paolicy
* Duration(in sec): 60
= Hide

Counter Operator Threshold Add

Linux User CPU - percentage E greater-than E ﬁ
Response Time - microseconds greater-than 1000 b 4

Scale Down Palicy

* Duration(in sec): |60

= Hide

Counter Operator Threshold Add

Cancel Apply

* Template: BB SIEERFIG LERAER - FAGREGET instance BIMHIME, EVWELER, o
IR th i R s s R g, i, RWERE R ERES, ®HARSESHIGIIT, ERER
miEsE, RREETE

- Compute offering: —AHJCEFAYEEIFEE, B SCPURE CPU;&ﬁ&%ﬂ‘%ﬁ%j{d\, AR E LA
FESOETH R BES AR RHEEE, BCE VM instance A IRIMBIER—HP 0 E, EE—(HH AR

* Min Instance: The minimum number of active VM instances that is assigned to a load
balancing rule. The active VM instances are the application instances that are up and
serving the traffic, and are being load balanced. This parameter ensures that a load
balancing rule has at least the configured number of active VM instances are available
to serve the traffic.
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If an application, such as SAP, running on a VM instance is down for some reason,
the VM is then not counted as part of Min Instance parameter, and the AutoScale
feature initiates a scaleup action if the number of active VM instances is below
the configured value. Similarly, when an application instance comes up from its
earlier down state, this application instance is counted as part of the active
instance count and the AutoScale process initiates a scaledown action when the
active instance count breaches the Max instance value.

+ Max Instance: Maximum number of active VM instances that should be assigned to a load
balancing rule. This parameter defines the upper 1limit of active VM instances that can
be assigned to a load balancing rule.

Specifying a large value for the maximum instance parameter might result in provisioning
large number of VM instances, which in turn leads to a single load balancing rule

exhausting the VM instances 1imit specified at the account or domain level.

If an application, such as SAP, running on a VM instance is down for some reason,
the VM is not counted as part of Max Instance parameter. So there may be scenarios
where the number of VMs provisioned for a scaleup action might be more than the
configured Max Instance value. Once the application instances in the VMs are up from
an earlier down state, the AutoScale feature starts aligning to the configured Max
Instance value.

Specify the following scale-up and scale-down policies:

+ Duration: The duration, in seconds, for which the conditions you specify must be true
to trigger a scaleup action. The conditions defined should hold true for the entire
duration you specify for an AutoScale action to be invoked.

+ Counter: The performance counters expose the state of the monitored instances. By
default, CloudStack offers four performance counters: Three SNMP counters and one
NetScaler counter. The SNMP counters are Linux User CPU, Linux System CPU, and Linux CPU
Idle. The NetScaler counter is ResponseTime. The root administrator can add additional
counters into CloudStack by using the CloudStack API.

+ Operator: The following five relational operators are supported in AutoScale feature:
Greater than, Less than, Less than or equal to, Greater than or equal to, and Equal to.

+ Threshold: Threshold value to be used for the counter. Once the counter defined above
breaches the threshold value, the AutoScale feature initiates a scaleup or scaledown
action.
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+ Add: Click Add to add the condition.

Additionally, if you want to configure the advanced settings, click Show advanced
settings, and specify the following:

+ Polling interval: Frequency in which the conditions, combination of counter, operator
and threshold, are to be evaluated before taking a scale up or down action. The default
polling interval is 30 seconds.

* Quiet Time: This is the cool down period after an AutoScale action is initiated. The
time includes the time taken to complete provisioning a VM instance from its template
and the time taken by an application to be ready to serve traffic. This quiet time
allows the fleet to come up to a stable state before any action can take place. The
default is 300 seconds.

- Destroy VM Grace Period: The duration in seconds, after a scaledown action is initiated,
to wait before the VM is destroyed as part of scaledown action. This is to ensure
graceful close of any pending sessions or transactions being served by the VM marked for
destroy. The default is 120 seconds.

+ Security Groups: Security groups provide a way to isolate traffic to the VM instances.
A security group is a group of VMs that filter their incoming and outgoing traffic
according to a set of rules, called ingress and egress rules. These rules filter network
traffic according to the IP address that is attempting to communicate with the VM.

+ Disk Offerings: A predefined set of disk size for primary data storage.

+ SNMP Community: The SNMP community string to be used by the NetScaler device to query
the configured counter value from the provisioned VM instances. Default is public.

+ SNMP Port: The port number on which the SNMP agent that run on the provisioned VMs is
listening. Default port is 161.

+ User: This is the user that the NetScaler device use to invoke scaleup and scaledown API
calls to the cloud. If no option is specified, the user who configures AutoScaling is
applied. Specify another user name to override.

+ Apply: Click Apply to create the AutoScale configuration.

Disabling and Enabling an AutoScale Configuration
If you want to perform any maintenance operation on the AutoScale VM instances, disable
the AutoScale configuration. When the AutoScale configuration is disabled, no scaleup or

scaledown action is performed. You can use this downtime for the maintenance activities.

4

To disable the AutoScale configuration, click the Disable AutoScale . button.

The button toggles between enable and disable, depending on whether AutoScale is currently
enabled or not. After the maintenance operations are done, you can enable the AutoScale

configuration back. To enable, open the AutoScale configuration page again, then click the

Enable AutoScale ~=I:, button.
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Updating an AutoScale Configuration

You can update the various parameters and add or delete the conditions in a scaleup or
scaledown rule. Before you update an AutoScale configuration, ensure that you disable the
AutoScale load balancer rule by clicking the Disable AutoScale button.

After you modify the required AutoScale parameters, click Apply. To apply the new
AutoScale policies, open the AutoScale configuration page again, then click the Enable
AutoScale button.

Runtime Considerations

+ An administrator should not assign a VM to a load balancing rule which is configured for
AutoScale.

- Before a VM provisioning is completed if NetScaler is shutdown or restarted, the
provisioned VM cannot be a part of the load balancing rule though the intent was to
assign it to a load balancing rule. To workaround, rename the AutoScale provisioned VMs
based on the rule name or ID so at any point of time the VMs can be reconciled to its
load balancing rule.

+ Making API calls outside the context of AutoScale, such as destroyVM, on an autoscaled
VM leaves the load balancing configuration in an inconsistent state. Though VM is
destroyed from the load balancer rule, NetScaler continues to show the VM as a service
assigned to a rule.

13.9. Load Balancer Rules

CloudStack it fI 3 Bl B B AITE — (% — 2 £ (8 VM & FF SR A6 72 2 e LR E o 68 %
RINARAY, fEE —MHERE, RRERARAE—HWE

ASRARAE f FA i NetScaler, T & B0 HAth IEAE FI CloudStack g R B & 5 I & B0 A8 BE R BSOS 1
MEECFERE, ROEEEREER L, HE—AFEERRRIEL X, FREMEER#ERT

13.9.1. ¥ Load Balancer Rule
1. DU E e & & ACloudStack UI

2. TEABHEERE, #E¥Network

3. EERIEER B A ECF AR

4. P View IP Addresses.

5. EREBRABEFIGHAINIP, £ T ConfigurationfE
6. 7f Load Balancing B4, % View All

£ BasicH, RHIA] IR HERGEORE IPAREIMA © CloudStack FEIREEZ ARG, BOAHEE
—ff1PT , M LEIP AddressesZEH

146



Sticky Session Policies for Load Balancer Rules

R A, SRMETE NAdd Load Balancerffid, 7HE/E
7. HEELT:

- Name: load balancer rulef %7
- Public Port: [EW-T-HiRERE
+ Private Port: VME&H&%ﬁEﬁE@7ﬁ

. Algorlthm IR E CloudStack{f FIUIEEYE, CloudStack S #BR £ B ANAYIEEVE, WRARA
KB LEE KA IR RS RS B Bk

- Stickiness. GEEME) EBh¥EConfigureili#i¥stickiness policyAY/EELE, FH52:Sticky Session
Policies for Load Balancer RulesZfHj

- AutoScale: Bhi®Configurelfififi 13.8.5. “ZX%E AutoScale ” FiRH5EAVAutoScalefEk E
8. F#Add Ws, SREEREMIELL EERER s, RiZHApply
BB A MR S, (RAT DUEE DB BRI 2 EHL

13.9.2. Sticky Session Policies for Load Balancer Rules

Sticky sessions are used in Web-based applications to ensure continued availability of
information across the multiple requests in a user's session. For example, if a shopper
is filling a cart, you need to remember what has been purchased so far. The concept of

"stickiness" is also referred to as persistence or maintaining state.

Any load balancer rule defined in CloudStack can have a stickiness policy. The policy
consists of a name, stickiness method, and parameters. The parameters are name-value
pairs or flags, which are defined by the load balancer vendor. The stickiness method
could be load balancer-generated cookie, application-generated cookie, or source-based.
In the source-based method, the source IP address is used to identify the user and locate
the user’ s stored data. In the other methods, cookies are used. The cookie generated

by the load balancer or application is included in request and response URLs to create
persistence. The cookie name can be specified by the administrator or automatically
generated. A variety of options are provided to control the exact behavior of cookies,

such as how they are generated and whether they are cached.

For the most up to date list of available stickiness methods, see the CloudStack Ul or
call listNetworks and check the SupportedStickinessMethods capability.

13.10. & IPHI[E
AR B P E A SRS R ERE, AR SR E ORI A T TES A AR K
FH VPNEL4E

13.11. EEFHAIP
1. LUE B s & # F &% A CloudStack UI

2. TEASBPIEEGR, #EE¥Network
3. JREBREEE MR
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4. 1%
5. H—FAcquire New IP, ?ﬁjﬁﬁ—FYes

HRIPALHEE R RAVENR, FIHARTEZ S RSHER o AAIRIPAHEIEZ L & B RAl located © BIFEIR
B LAfE port forwarding,BY static NAT rules N FHAREIIP

13.12. BBHIPAHE

HrEEMAE P LR RIER BRIy, ot n] U 1P - TUIP(BERVPC, HBEHGEN 2 AR A 18
1. DVEHRE S A 5 F % B ACloudStack UI

2. HAEBMEERE, EENetwork

3. BER{RAEEE AR

4. % View IP Addresses.

5. BEBFEERHAP

6. '
¥ FRelease IP l

13.13. Static NAT
static NAT rule EC¥f—{E/ARIPEIVM EAIFANIP, I RFTAEREGELS o AN B IPALIEKGEAERAH R,
Rl Ay o 12 B ET /R a0 (] B 45 IPBARS S BARE static NAT

13.13.1. BAE/BEEAStatic NAT
f1HEport forwarding rulesRERBHEE, (RIGEAGER K static NAT

R P HIVME Z AR R —H0 . static NAT rules VR € FAE TH RSB 7 BE 1R HE (R
1. DVEHSE s #n (# B &8 A CloudStack UI

2. HEBEERE, #EENetwork

3. EBIREEE MR

4. % View IP Addresses.

5. BEEBFEEERAIP

% FStatic NAT m button.
TS Gk Bstatic NAT FAMRAEAR BE R BA S ki B B
7. WRRIEFEEFHstatic NAT, Bk 3% B IRV EEEIE, R1B % Apply

13.14. TPEE K B KfG

By default, all incoming traffic to the public IP address is rejected. All outgoing
traffic from the guests is also blocked by default.

To allow outgoing traffic, follow the procedure in ffj 13.14.1, “F/Advanced[@ NI~ .
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To allow incoming traffic, users may set up firewall rules and/or port forwarding rules.
For example, you can use a firewall rule to open a range of ports on the public IP
address, such as 33 through 44. Then use port forwarding rules to direct traffic from
individual ports within that range to specific ports on user VMs. For example, one port
forwarding rule could route incoming traffic on the public IP's port 33 to port 100 on
one user VM's private IP. For more information, see fifi 13.14.2, “Firewall Rules” and
Eﬁ 13.14.3, “Port Forwarding”

13.14.1. EE 3/ Advanced|& AR

Egress firewall rules {8 $ZmE¥EHEH 2

Egress traffic A NI FHHEK, Hlilinternet o Egress trafficfEFAKR FEBEARY,
R R A Mk R B 2 Internet o SR, u»_TLi?‘ Advanced ¥FHEgress traffic ruleZisH]
Egress traffic, MEMNHAAPIREN LFTEE, HMAIRSEE o EIrER JORRAIB B EREE, #
=R

#EE FEeress firewall rules HJIEH:
© SO AR A B FRR R CLDRAYHG Hi I 8

- FOAFHCHHT E R TCPLUDP, ICMP, B ALLAYESH i &

© ST H U A8 SRR B B JATCP, UDP BY 1CMPTE =R i &
# EEgress firewall rules:
DUE B B I (8 F 355 A\ CloudStack UI
TEAEBHPEEENE , 28 Network
3. fESelectt, JEIBHME I Guest networks

4. JBIF Egress rulestEEIFHA LU B W — R RR A0 B & BRI R & A BV

—

\V]

Details ‘ Egress rules

CIDR Protocol Start Port End Port Add

10.1.1.0/24

- CIDR: (HEBEMICIDRFTHY) f T AV B EFFE BRI R IPAE, 3 ACIDREZCIDRHcomma-
separated 1list o CIDRAE HFMAYFEREIPAIHE, ELanEh, 192.168.0.0/22, BT RFFFTACIDR,
HE 0.0.0.0/0

- Protocol: VMIER &% HRAAEREIHE o TCPAIUDPIE RE ¢ A /R RIS HUR A% sty i F & (S
. TCMPH € 5 5 P A (B S ATUE AR s B 10 )

149



= 13. HHEER LR

- Start Port (ICP. UDPFRZE): —(EEEE N, #ihifE HFREAEFEE, WRIRERE—@E,
FERTR 8 A 1 R — 807

« ICMP Type, ICMP Code: (ICMPFRIE) & RIEUEE I ix HASERR S

5. f%Add

13.14.2. Firewall Rules

BTl B TP A B THR R JGIRBRARRY, R LUERT B G AR HI A B A B KGR 4 o AT DL
FMEATEE — Z L FCIDRACHRIEAIRLP - B (RAHZ A AFFRFE IPRIE A G R, 2RA K

AT R K AR B RS R AR SRR 1P o B SRIEIPPLE AR, SRR & fiisecurity eroupfTizfl,
)

TE—{HE Fadvanced zonefJIRIE N, /RA] LA virtual routerfMegress firewall rules, HEZE
L. 57 13.14.1,  “FEE3TAdvanced|@® RS

55 KR B AT LL#E fiManagement Server UIFFAY FirewallfZ##E S o CloudStack 18, fEHEIWAETE
FXEARHY o CloudStack EH EWNEEZ EHEBAKFETINSE firewall.rule.ui.enabled
True A & B/

ST B Kt AR

1. LUEHE s A F & % A CloudStack UI

2. TESHVEENE, #ENetwork

3. EERREEERRAER

4. % View IP Addresses.

5. BEFEEEMMIP

6. #EfFEConfigurationfRi, RREANLITEHIE

- Source CIDRGEFEE) 2 T 1EFFE Mtk &8 o drin & B 1Pk, # ACIDRECIDRcomma-
separated list, FL#AEH, 192.168.0.0/22, AT A#FFrACIDR

* Protocol: FENUR (—Z ZH) Z FE A Hisa 1 E

* Start Port and End Port, BAHEIFERS Jff LEARSHUIR (— 22 (E) REE, MNRIREFIE —(ER
. TEFTE AR A — 3

- ICMP Type and ICMP Code, {E7EW}E ARG ELL ICMPIREH o FRALICMPIE T BRIV AR
ARIENAZE - AR ARNIERAEE, AT LB 1o

7. ¥%Add

13.14.3. Port Forwarding
Port forward RESE—4HEFE T Hport forwarding rules o Port forward REEAGE—Z LK
FV o R VMEIRIE T 11 AR A BUEE B, AT LR E — £ £ BCIDRACEIB AR 1P, & HAEH
FPRFE IPRURE SKIEIRAF, &1RA MY -

FFVMA] DIFEAE BB H Bport forwardfijR#SH o Port forward ARESHFILIBIES, (HIRAIEMAE -
IR FHIVE ZBHEREH)—# 7, port forward rule HREFEIETARAH B A4 B8 £ H & (F
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IP Load Balancing

AT Hport forwarding SREISIRAGTHMEIP o BB IPHE A, SMTAERIS Eisecurity groupfi
%E%U, ?ﬁﬁisecurity group

#HEport forwarding
1. DUEHRE sli&om i I 5 8 A CloudStack Ul

2. WIREERILERIL, FETECloudStackfy—{HzoneFIGINARIPEE, FF R 4ETERI T HIAddIng a

Zone and Pod
3. WHII—ZEZ{EVM instancesZF|CloudStack
4. EBRVEEWRE, #EENetwork
5. JEBVMIETEEIERZ P4
6. EE—(EAFENIPECERIS— AP, FERE 13.11, “JEEHEIP”
7. EfEConfigurationfZ 4
8. 1F Port Forwardingfi%h, % View All
9. HEDT:
- Public Port: /Bl {EliH R & EHt7E Al — S BRIEBAYIP L
- Private Port: instancelF7EHSEE/\BHREAIA
- Protocol : i {4 2 [H]f# FI 038 3 i <8

10. #%ZAdd

13.15. IP Load Balancing
{5 7T BE & AEIE 22 (A 2545 B[R] — B /A I IP, CloudStack LALLR HEHS B R TCP G AR AR -1

+ Round-robin
+ Least connection

- Source IP

BRI Mport forwarding, {H& HUHin]§e2 £ {E 1PALHE

13.16. DNS ]EZ DHCP
JEE BRI FH AR PR AILDNS . DHCPR 5, B & fCEEDNSHIRIDNS ARk 2%, LBLDNS{Afk#FfEAvailability Zonef &

13.17. VPN

CloudStacklf F#EA & vl LU 7 B HERA A9 (VPN) ZRAFEUR BV RS . Q1SR 3h B A RS 1L FE (iRemote
Access VPNfRFSfnetwork offeringf# 3/, FEHEREH#F CEINSystem VM) A4 AR IR AR TS ©
CloudStack#Efit L2TP-over-IPsec-based remote access VPNIRFGZAEH K EEEAARS - HINGEHEEE B
CHE S AR, VPNsINE D= o Jf HWindows ~ Mac 0S X Fi0SHIVPNEL F ] LLE_F #5249 o
R PR = ] A S, E B EH CRIVPNE A, CloudStack NE{E AR F A B CHR - ERlE, HE
S F 535038 o VPN A B EORUE G 7ER P A E P E VPNES SRI o =, BB VPNGE A 3B AT DU EUIR P
WA & BT VPNs
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®::

HEREVPNIR AR, Ml VPNE I BRAR A B4R 3 B A G ‘

- Road Warrior / Remote Access: {#FEMEMER kA= 2 EimAl NS aesn & rEsy, Eit
IPAZHEIE & A B RERY, W B ABETEVPNAAI AR B8 0% E

- Site to Site: TEULHIF, WIEFANTAEEEFEH %2 VPNEEEE| A B, Eihwm i & 485 ()

W, PN EAERS) # B RLEEAR R Em AR, RLBERHL LA VPN R 88 L3 RE o TER, MR
L2TP-over—1Pseci] LA ZEEAE Site-to-Site VPNs, {HENEEMIIEERIEEHM - L EH, ##
HE 18.17.4, “E%E Site-to-Site VPNjHIZR”

13.17.1. ZFTEVPN
By IR VPN

1. DUEHE e #m{# F#& 5 ACloudStack UT
2. (EEREEHE , #EGlobal Settings
3. BB T2 ESE

s remote.access.vpn.client.ip.range — The range of IP addresses to be allocated to
remote access VPN clients. The first IP in the range is used by the VPN server.

- remote.access.vpn.psk.length, IPSec keyfJfJE
- remote.access.vpn.user.limit, AE{ERFHZAIVPNGEH &
T8 ZLRE R VPNAG R RE A
1. DIfFRESEEEZEA
2. HABHMEEHRE, 1EENetwork
3. BRFHEE AR
4. F% View IP Addresses.
5. BREH A —(ERER HRR IPALHE
6. ¥%Enable VPN

IPsec key & BURERBE L&

13.17.2. {EWindows/# FHVPN

TEAR FIWondows iR AN AN F FIVPN{E FI DB, —Makai, (3 F B /R AREEVPNIEE, OB E THE B FH AR
AAEVPN, DUF 2B AWindows VistafgWindows L2TPE Fi, 54 M S M ARAAH

1. & CloudStackffHEN T, Ei¥source NAT IP, VPNESE & FPE R IPsec preshared key ° 5 Fig
Easgeaip, FAENERESH—E 2@ HE LM, BERE P A& S A
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Using VPN with Mac OS X

10.

11.

12.

fEWindows box, ZFl|Control Panel, R{Zi2¥ENetwork and Sharing center, Eh#ESetup a
connection network

TN —{AEEEHE, 12 No, create a new connection
TN —{E%EEHE, 1##Use my Internet Connection (VPN)
T —EHEEHE, AR 15 THYsource NAT 1P, fi%a T#A5 4 W, SE4)%Don' t connect
TE T —(ASEAE, S ALE S BR BB 5 20 SRS
##Create
[F#]Control PanelilfiBh;®Network ConnectionsZEFATHELS, AL ERARLH
A PERE S EAE B ¥Properties o fEProperties¥EHE, 13 NetworkingfZEE

7EType of VPN, ;EIBL2TP IPsec VPN, SR12EEEIPsec settings o jEiBUse preshared key, BiiA
1A BR150 N Hpreshared key

EAE E A] DU E), [B]2Control Panel —> Network Connections, $R{%&EELEEE Sy ff B 4L

i A\ GE AP BR 1 ED T B8 P 3 2 e B T

13.17.3. Using VPN with Mac OS X

First, be sure you've configured the VPN settings in your CloudStack install. This section

is only concerned with connecting via Mac OS X to your VPN.

Note, these instructions were written on Mac OS X 10.7.5. They may differ slightly in

older or newer releases of Mac OS X.

On your Mac, open System Preferences and click Network.
Make sure Send all traffic over VPN connection is not checked.

If your preferences are locked, you'll need to click the lock in the bottom left-hand

corner to make any changes and provide your administrator credentials.

You will need to create a new network entry. Click the plus icon on the bottom left-
hand side and you'll see a dialog that says "Select the interface and enter a name for
the new service." Select VPN from the Interface drop-down menu, and "L2TP over IPSec"
for the VPN Type. Enter whatever you like within the "Service Name" field.

You'll now have a new network interface with the name of whatever you put in the

"Service Name" field. For the purposes of this example, we'll assume you've named it
"CloudStack." Click on that interface and provide the IP address of the interface for
your VPN under the Server Address field, and the user name for your VPN under Account

Name.

Click Authentication Settings, and add the user's password under User Authentication
and enter the pre-shared IPSec key in the Shared Secret field under Machine
Authentication. Click OK.

You may also want to click the "Show VPN status in menu bar" but that's entirely

optional.

Now click "Connect" and you will be connected to the CloudStack VPN.
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13.17.4. #FHTE Site-to-Site VPNEZRE

Site-to-Site VPNEBJYRTE L3 LOkEE f v g8 v —(E 22 205845 o 5 b EE 37 VPNIELAS B £ 3 k) B
MR R 8, W LA AR IS A B o A TR AhEE, Bt AN EE B R S VPNEE 3 VR
HLET

SRR R R S A

- Cisco ISR RRZRIOS 12.4B{Z 1%

- Juniper J-Series routersEJEEJun0S 9.58 7 12 ANk ZS

BT DL ERICisco N Juniper#E &, HM LA Ciscoml & Juniper EZERRETEAR A HIIEZE R 4T i
37 VPNjELAE

AT PRI 7 Si te-to-Site VPNELAS

1. #3/Virtual Private Cloud (VPC)
ESM. H 13.19, “BEEHEEAAEN"

2. ZFES/VPN Customer Gateway.

3. AlE—{EVPNEELVPC

4. JESTVPNELEAAVPC, VPNRFIEAA R S VPNRE

.

E Site-to-Site VPNEZEEHEARBAETLR, CloudStack UIEHBITR, RZIMR WA KHEL
HREFHANEERR

13.17.4.1. @ N EHVPNE FEE

.

VPNE 5 E (2 RE—fRfE L VPNRIE ‘

HEANVPNE = HE -
1. DUE A a4 {8 B & 5 A\ CloudStack UI
2. EESFEERE, #Ef¥Network

3. fFSelectfRf#FEVPC Customer Gateway
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HE Site-to-Site VPNiEAR

4.

#Add site-to-site VPN

& add VPN Customer Gateway

*MName:

* Gateway:

* CIDR list:

*|Psec Preshared-

Key:
IKE Encryption: |3des El
IKE Hash: | mds =]
IKE DH: | E2
ESP Encryption: |3des El
ESP Hash: | mds B3|
F‘erfectggga:reacrg | =
IKE lifetime (second): (86400 |
ESP Lifetime [3600 |
(second):
Dead Peer Detection:
| Cancel | QK
L
FRHELIT &

* Name: fAGE# ST HIVPNZ P RTIE Y4 78

- Gateway: I=V[HEAYIPAHE

- CIDR list: §§% CIDR3IF, Wi ACIDREKCIDRf}comma-separated list, FELREIZ CIDRFIFE A

BAVPC CIDREYE {35 % CIDREE A&

CIDRAZE FZRFC1918-compliant

- IPsec Preshared Key: Preshared keying/@VPNARUf> EARE S8 1L, WA NEERER

38 ) VPC VPNREE
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IKE peers (VPN#%3iiy) #8 HH 8 5 7€ HiPreshared keyf fkeyed hash& R BEAHZRHE, WR
W EIAE[FfThash, HIFRIR 53 S AH FRIRLE

- IKE Encryption: Internet Key Exchange (IKE) B3R Ayphase-1, IBHIINZ1EE 13 AAES128,

AES192, AES256, M 3DES o #R#E#EM] Preshared Keys5fk,

phase-1/& IKEMRFEAIE —HE o FERLACHFAOARNAL, T VPN B[R] 35 b 7 V2 R FR (it 22 2 TP
B o HHMERIERRES AR Preshared Key, phase-1T5 A% 5 M {E VPN E

- IKE Hash: #Aphase-1§JIKE hash, SIBJEEEASHAL & MDS

CIKE DH: ABIESREHE, ARFMTER T A ER A 4 SIME, 1536-bit Diffie-flellnan

FHAIKET/ESS F1%%8IE A None, Group-5 (1536-bit) and Group-2 (1024-bit)

- ESP Encryption: Encapsulating Security Payload (ESP)JEZ VLA phase-2, FIZINEEEE
B AES128, AES192, AES256, A 3DES

phase-227F IKEMRFERYEE — 4847, HABAACHEIPSec security associations (SA) ZREST
IPSeciBiH ° fit phase-1A#iHDiffie-Hellman keyZEEYH #HrHkeying material, ZRIZMHET
VE&: S8 REVPNE RHAR

- IKE Hash: % phase-2ffEncapsulating Security Payload (ESP) hash, Y IiZJEEJEASHAL K

MD5

- Perfect Forward Secrecy: Perfect Forward Secrecy (or PFS) MR T/EEMAE W

RAVAB RN GH#HER o A EIRIADI ffie-Hellman keyZX i o FRHHLFE KA AnlREfi]fkeying
material, IRFFINZBERAIEEAME o 7 FIRIE ANone, Group-5 (1536-bit) and Group-2 (1024-
bit) o DH groupsili KEEATHRFHIBR A, 2T
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When PFS is turned on, for every negotiation of a new phase-2 SA the two
gateways must generate a new set of phase-1 keys. This adds an extra layer of
protection that PFS adds, which ensures if the phase-2 SA’ s have expired, the
keys used for new phase-2 SA’ s have not been generated from the current phase-1
keying material.

- IKE Lifetime (seconds): The phase-1 lifetime of the security association in seconds.
Default is 86400 seconds (1 day). Whenever the time expires, a new phase-1 exchange
is performed.

- ESP Lifetime (seconds): The phase-2 lifetime of the security association in seconds.
Default is 3600 seconds (1 hour). Whenever the value is exceeded, a re-key is

initiated to provide a new IPsec encryption and authentication session keys.

- Dead Peer Detection: A method to detect an unavailable Internet Key Exchange (IKE)
peer. Select this option if you want the virtual router to query the liveliness of
its IKE peer at regular intervals. It’ s recommended to have the same configuration
of DPD on both side of VPN connection.

5. FHOK

Updating and Removing a VPN Customer Gateway
You can update a customer gateway either with no VPN connection, or related VPN connection
is in error state.

1. DUEBRSE s Ao ¥ f & 8 ACloudStack UI
2. TE/BHEENE, EEENetwork
3. TFSelect{Rf13FEVPC Customer Gateway

4. Select the VPN customer gateway you want to work with.

5.
To modify the required parameters, click the Edit VPN Customer Gateway button g
6. ,tﬂ
To remove the VPN customer gateway, click the Delete VPN Customer Gateway button |
7. 0K

13.17.4.2. AlE—{EVPNRE %5 VPN
1. DUEHEE s A% {8 A & & A\ CloudStack UL

2. TEESREERE, EfNetwork
3. fFSelectfR T 1FFEVPC
5 BT B VPCE RINTEARH
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4. HIFEEREEVMAYVPCIE | "Configure”
VPC B [ & HUR FTE VR JE A
5. 1% F'Settings"[ER
R DU EIH
- IP Addresses
- Gateways
- Site-to-Site VPN
- Network ACLs
6. j3FE"Site-to-Site VPN"
ANRARE B — IR AR VPNRIE, 35E#EE "Site-to-Site VPN"ZREIEIRHTAIVPNRE
7. TERERRBIEEIET, 14" Yes KHERE
KOl —/NEURF ], VPNEFDERAIRL T o IR & i B B A A VPNRE AR AV ET 17 Yes " ACHE

27
A

DL A AR AE VPN EDE H R
+ IP Address

+ Account

+ Domain

13.17.4.3. %@~/ VPN Connection
1. DUEHE e 4w & B A\ CloudStack Ul

2. HABHWEEHRE, 1EENetwork
3. TESelect{i & ##EEVPC

B ol 5 BRI VPCE RINTE A H
4. BIEEEE VMAVPCIE T "Configure”

VPC H I & BRI R TR A JE A
5. ¥ F"Settings"[E~

R LT EIH

- IP Addresses

- Gateways

- Site-to-Site VPN

- Network ASLs

6. j3FE"Site-to-Site VPN"
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T Site-to-Site VPNIEAR

2

@A RSite-to-Site VPNEH
7. 1¢ Select View NHIF;EE HEE LIEIEVPN Connection
8. F# PMCreate VPN Connection

FHURAIFEMIVPN Connection$fFEHE

& Create VPN Connection

*WPM Customer

JuniperJ2320-SC
Gateway:

9. BERENEFRIE, 0K
WA, EEERVPN Connection
@ PR LU FVPN connectionf & &
- IP Address
- Gateway
- State
+ IPSec Preshared Key
+ IKE Policy

+ ESP Policy

13.17.4.4. BEFIZEHFIFLFEVPN Connection
1. DU el a%um (i & 2 A CloudStack Ul

2. TEABHVEERE, #ENetwork
3. TESelect{i & #EFEVPC
= BT AR VPCE RINEAREH
4. HHEERCEVMVPCHZ T "Configure”
VPC HH & R TR R A1 e R
5. 1% F'Settings"[ER
RN LI TEH
- IP Addresses

+ Gateways
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+ Site-to-Site VPN
+ Network ASLs
6. #EIE"Site-to-Site VPN"
FH/RSite-to-Site VPNEH
7. fi Select View PHFURE  FEE D3 VPN Connection
R RFTERESL VPN connections
8. EE{RMEEZEHNVPN connection

& A ~DetailsfEE
9. . |
FEFZFRVPN connection, ## | Delete VPN connection button |

FEBEE PPXE)VPN connection, 3% FDetailstEEENAY Reset VPN connection il

13.18. BHHY Inter-VLAN Routing

Inter-VLAN Routing%ﬁ%ﬂ%%ﬁi&VLANsFﬂ@ﬁﬂ%ﬁ;ﬁﬂ’ﬂyjﬁﬁ o lLIHEE §$f§}:§§{/\&t\/irtual Private
Clouds (VPC), —fEMEUAVESLER Sy, HERSIEHI L tierf B o ZRAENRIVLANAYIE Lt ier HLAE
S E AR o A LURHEVLANG S tiers, DLRVMST] LABEREAENRIR tier b, {Fl4Web ~ Application®f
Database ° & LEVLANs & B2 —(E (g VM B AU EHERE tH e b, AT LUS EVLANE VM) B2 S R 4
, HTREARAT 2 tier B, B HIEBEE &% T Hmi Ltk LR BN, (AR R E
Rt

AR 7 38 T XenServer L}, VMwaref{Jhypervisors °
T EERFy:

- EHE T DERE—MHVLIAN, R A E RS VLANEEZ VM, 3R VLANERE I ILEIRS . AR
J& AR VM AL P M FC B R 5 HRT R VLAN

®::

JERCAAIR S HIVLANANBE A 2R 5 M 0 %

EHE R EAEEMME CRIVPC, REZHEBERAE, FEHEAR, BHMESWEL B S ECE
VLAN |

- EHE R AT FE AR IS ZVPC, BRSO RS — W BRI B g, EiEVPCEEE A
- A N] DU ST DL BE 2R % H IR VR IR & -
- VPN Gateway: BZEH, #RET 13.17.4.2, “Al&E—(#VPNEELVPN”

- Public Gateway: VPCHYARARMIE, 7EVPCHYMEHER Ay EIRFMA, AHMEEZGREREE
B, BN FRETS HE B S AT [ B
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- Private Gateway: BZ &, #£R 7 13.19.5, “fEVPCHPrivate Gateway’ .
- EHE RAFEREE R LI £ fEdestinations—gateway &, B2, RA—EHELEREFEH
il

- VLANs and Public Gateway: filfl, FEFFENZHEEEN, LI Web application VMsEEAEFRAHE S
b i}

- VLANs, VPN Gateway, and Public Gateway: i, JERAMEXLEEEER, LI VWeb application
VMsERABRRAG BRI, DL R B VMEE A B2 B

- EHE T LU EFEHERS I A% E S8 Access Control List (ACL) |, FIEJEVLANAUFE, EAEFRAERR K
VLANPIEOVE B = AT LUEERCIDR ~ SESUBHTE ~ type code CHIARIBICNPRATE) KB A/ 5t e
26
FRACL

PUN B 7R R AT Y Inter-VLAN. B 5E A

Multi-tier Application

Management

CSVR
ACLs
VLAN 1001 VLAN 1002 VLAN 1003

| | )

| |

| | '
Web App DB

CITRIX
RBEE ZEHR Inter-VLAN, FER f 13.19, "BEMRHEMNER

13.19. B i BEFA N i

13.19.1. [BAFYEE FEFA N E i

CloudStack MR\ NESfE RN ~ BILAICToudStackiisy, —(AVPCH] LI [ CL AU BEAER
SR, ARG o T TR T RS, SRR T UGG, D,
10.0.0.0/16 » T LITEVPCHERS e ZE MMM IAR, FOBAC, (2T LUBEHA TP AL B A B HLAR I R

instance

4N o AnERVPCHFANEIE10.0.0.0/16, FFEAEME T LI HEEEE 10.0.1.0/24~10.0.2.0/24 ~
10.0.3.0/24. . . %%
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VPCEEAH
VPCH L 4B AL PHAL AR

* VPC: VPCIE R Z (BB LA RO A%, AT LUKE o HE SR e B b VPGl 5

- Network Tiers: [ JERIEAB AR, YA H CHIVLANKCIDREE, WA IENHMEER, 52
RS o JB AFE EHVLANZR 7381 o S g A FONTCAE A Rl iE

* Virtual Router: FHEHEMHZRE HBEL, MAEVPCEELREE) o HEER AR £ FIRDE ~ VPCRIE X
NAT instance FEEGHMEE RN E - BNEEEHR, GEEERN DA HEBIONICKIP o HiEH
F A #E FH H C R TPHRHEDNS [z DHCP AR %5

- Public Gateway: AEH/AFEHIE, FEMPRAERE2IVPCEZIEVPCEI PR AU E - BIRVPC, R I
EREB RN NBARE, RIS FERE A 52 1% B 2 AR

- Private Gateway: SEEAMIE, (SR \ASBAEIVPCH RIEVPCEIAL MBSOV - M, BB
fii 13.19.5, “fEVPCHMEPrivate Gateway’

- VPN Gateway: VPNIBARFVPCUR

- Site-to-Site VPN Connection: WEHeZLREAIVPNELE FEARAYVPCELERIFLL ~ A B co-
locationgZ iz [ - L&, &R 1 13.17.4, “B%E Site—to-Site VPNJEZR”

- Customer Gateway: VPNIEARRUZE Pl o L &AM, FERMET 13.17.4.1, "I N FEHHVPNE S FE"

- NAT Instance: fRfbiEFRAIMERER) instance, AIAAH/AFIFEERAER - HLZEM, #H
fiii 13.19.9, “BHRE/BHEAStatic NAT”

VPCHI 4 % 24
LA 7% U8 FE R 49 i 2R AR TH

- EH A FERERVPC

- BB LN FERIVPC

- A B BORL N R Bt S VPNAF B VPC
- BN HTE Kot VPN AR B VPC

VPCHYIH A5 % TH
FAT LUAS SRR VPO 2

+ JF IR B E R S AR A

- JEIEVPNRTIE, (5 b S VPNE AR AR A AR K R O
{5 P 2 G R R VPN E ARG 4B R A B B b 3 R L
VPNAH B 13 B IH

HESLVPCHT, FRIERLINEIE:

- JESIVPCIR, THR A IR RS

- VPCIEREAE/ERE I N, A HE R R B I 2 18 [ sk
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WhNVirtual Private Cloud

+ —fER S R VPCTRRBCEUR R2018 o {ER LR LUE Fmax . account. vpes B BRI A O IR ], 1t
B A T R VPCR KB R

- (RS BEHHE R AR TR R 3, AT LUGE A voe . max . networks B (L A¢ 2

- (g AR A ME—BICIDR, T fRIE LECIDREVPCHYCIDREE B P

- E AR ER Y —{EvPC

+ TR IR A B 1 R — (i =

- FESIVPCHR, FEE F @ 4YBC—{ESource NAT IP, Source NAT IPH &fEVPCRRRIF 4 & H

- ABAIPERER FERAE— B H B, WRIPRysourceNAT, HINFEMIE StaticNATEGERIRI X

+ instances A A EHRMERIFANIPAAE, FHEFANATIG EEAEVPC EFUTHY instance, {f instancefi§

- AEFHAERRAEINEIvPC » F(EVPCHYAERSEIR FFRFvpe . max. networks ZHUIEE, THA A3
- BT AR5 1 ) SCER— M A
* WNSRIPALHE S O E] — {8 & AR

- PEIPARBEAG HAM R AR IR (A © 0, AR ERABLEARB, LURABHIPL, 5A] LAGE A IPERAEL,
BACE LB AN AR AR, (EAEE R

- PEIP/RBEFI fEStaticNAT ~ & Bl slim AR A R AIUAA FLA 3 2 4
* VPCH S AN S HR i A7 HU VPN

13.19.2. #@fVirtual Private Cloud
FENTVPCHY, R H B fzone f —4H TP dik - EFE B LUClassless Inter-Domain Routing (CIDR) H#&
PR R R E B4R 1P

1. DUEHLE sl 4% A # 5 ACloudStack UI
2. EABIIEENE, EENetwork
3. fESelectthi B 1EIFEVPC

4. FF Add VPC, Add VPCEHE &I THIF:
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* Add VPC

* Mame: [ ]

* Description: | |

* Zone: |znne1 EI

* Super CIDR for | |
Guest Metworks:

DMS domain for | |
Guest Metworks:

~ Cancel | OK

AU &AL

- Name: HEAEZLHE ST B VPCAL

- Description: VPCHYfH

- Zone: EIEME(F FIVPCHzone

- Super CIDR for Guest Networks: BIVPCHPJFT A tier GH R4S € FCIDREG [E o & EHH—1FH
tierlf, FHFEEERICIDRETE Super CIDRER{E A, CIDRIAZHHEERFC1918

- DNS domain for Guest Networks: UIFRAMEIEE—{E4FHIA)domaing T, FHFETEDNS suffix ° i5
A ER B A VPCH R tier, FRRIFTA tier & BRI —{EDNS domain o WIRMAIE HTEE, Al
SrEE HEES

13.19.3. HrhofE 4%
Tier FEVPCH M 7 AU 3, THRX LR EE I Mitierny o FEHEESHAR, Tiern] DAZEETE
VLAN | B Ath#5m, Tier$@{—{E/(H B B IKEEE A VPCA AT

1. DUE A e #m (i B #& 5 A CloudStack UI
2. HAEBMEEHRE, EENetwork
3. TESelect{i & ##EEVPC

R 5 T B BRI VPCE RINTEAH

#mE F & W LUE BB SHIVPC, TirootAl: ZAEHEE 7] LUE FLFTA HIX ERIVPC
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#ZEAccess Control List

B ERUE G IVPCHZ T "Configure”
EHRAAd new tier BIFEMEUIT:

F Add new tier

“Mame: [NewTier

* Metwork Offering: | DefaultlsolatedMetworkOfferingFory |E|

* Gateway. [10.0.0.1

* Netmask: [255.255.255.0 |

WMRIRE B tier, FHRVPCHEIR, #% FCreate TieZKHHY
ARSBHLLIT:

PG RN ER L JEIE ST

* Name: fREENAUtierfy%TH

- Network Offering: 51| DUN FHEAIAE RS AR5

DefaultlsolatedNetworkOfferingForVpcNetworksNoLB,
DefaultlsolatedNetworkOfferingForVpcNetworks

FEVPC, H A FLB-enabled network offering /I BEE —{ftier

- Gateway: EHTIERItier HAURDIE, FHMECMEE A VPCHRFE R Super CIDREE A, i HiR

HEEAMMEVPCA R tier /A CIDR
- Netmask: HSHHAYt1er A AO4E HE I 2

filtn, AR VPCHICIDRAZ10.0.0.0/16, Ti#THItier FCIDRAZ10.0.1.0/24, RiEA10.0.1.1, EE

B5255.255.255.0

#%0K

BaEH Etierffaccess control list

13.19.4. #ZFHEAccess Control List

TEVPCEEHEE 28 b "B FNetwork Access Control List (ACL),
i\ (ingress) It (egress) i,
MFTHnetwork ACLZRFTBHIR

DUVE BRAE sy A (i F &5 A CloudStack UI
EASHEERE, #EENetwork

fESelectfR & 1RIBVPC

AGAEVPCHE A ~ g SR AN 4 A e e 4
TR L, FEMERAEA - R E R E R o (R /EEE
HAETE T HFnetwork ACLARFESIRF A BETE 8 §4AI 37 Network ACL
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13. EHFEHK MR E

7.

%5 A B VPCE RIEAH
. & "Settings"[E/R
R H LU TEIH
- IP Addresses
- Gateways
- Site-to-Site VPN
- Network ACLs
%42 Network ACLs.
& PHRNetwork ACLsH [H]
FNAdd Network ACLs.
SN DU [ 320 i S W RER I B L 42 M AP

- CIDR: CIDRYE Ingress rulesH¥ji#ESource CIDRHUMAIEE; FEEgress rulesfpiEDestination

CIDRIIMAIE o A T FEFFE ML HE I+ fegFii & B s8I 1Pfzhk, 18 ACIDREKCIDRHcomma-separated
list o CIDREZH AR EAYEEREIP o LA, 192.168.0.0/22, % T RFFFTAECIDR, #%E
0.0.0.0/0.

* Protocol: ZRJFENT R EI G FAVHEM W E o TCPAIUDPI RE W 1 B Se 3N 4% i i i 5 (i

. TCMP 175 78 H 4 A R B SH AR AT S BRI B 18 et

- Start Port, End Port (TCP, UDP only): —{H&IEN, @AM E BENEESFEEE, WRIRE

P — MR, ERrA EmAER R 2T

- Select Tier: jEFEEMAEZHIGELACLEHIAfE A
- ICMP Type, ICMP Code (BRICMP): FHEFIFEZ K ik H S5 RS

- Traffic Type: JBEGFAHEE IR ERRE

- Egress: fitTraffic type NUFEE #EEsress | RBIHAd, B EW—EREELILEH]
BESTIE VM o Q1R HEeressHRIEHEE, A A IR EHLEL AT LLAFFE VB ey, — B
HlgideE, RAHAHEEMRE L E MY ingressH A A ZFHIR B AEME L o G058 R —E 4
WsTREH FHTEE, BAGEHegressHiHl

- Ingress: f{¢Traffic type N ;BH #E Ingress, RiZIFAdd > EEREW—TEIKEEIE
AREESIEIEVM o QIR A IngressHRAIMFEE, FIBIMEMRE AN EE, BT A #esressHH
ERAME

®::

e b, FrA a4 R e A\ H B Y o T — (HACLAERE AT LABARE A

T Add, ACLHIAIZL&EHAINA
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JEVPCH I Private Gateway

fieNetwork ACLsEHH, ;BEAZRITERIE R, RRERENetvork ACLIEE, 7 LIE B AGFHEAIACLIT
Bl

Network Details Network ACL IP Addresses

CIDR Protocol Start Port End Port ICMP Type ICMP Code Traffic type Add rule Actions
TCFP |Z| Ingress E m

0.0.0.0/0 TCP 1 65535 Ingress N X

0.0.0.0/0 TCP 1 65535 Egress Wy X

0.0.0.0/0 ICMP -1 -1 Egress Ny X

0.0.0.0/0 ICMP -1 -1 Ingress PN X

LT DA ERACL AR O RR AN BRA AN © FEActionsHAL# T 36 B 3%

13.19.5. FEVPCHMPrivate Gateway

private gateway REEHE RAE FEE Y o VPCRA MR AINICE REAEN A 1. 1HURA(R, TEF—EE R+
AN FREFAE BUVLANAN T P R E

1. DUEHEE a4 & 5 ACloudStack Ul
2. TEEBEEHRE, #ENetwork
3. TESelect{hi & i#{EVPC
W5 AT A RIVPCE £ EARE
4. HHEEZTFEload balancing rulesfVPCI% | "Configure”
VPC HH & BURTR IR A E R
5. ¥ F"Settings"[B~
R LT EIH
- IP Addresses
- Private Gateways
- Site-to-Site VPN
+ Network ACLs
6. #¥EPrivate Gateways.
G HRGateways ¥ H

7. TﬁAdd new gateway:
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& Add new gateway

Flease specify the information to add a new gateway to
this VPC.

Physical Network : | Physical Network 1 I~

*VLAN: |

*|P Address: |

* Gateway. |

* Netmask: |

cancel | [
"

8. AEEHHILLT:
- Physical Network: FEi&E 3 IREIAE REATRH
- IP Address: BEVPCR & BERAO TPALHE
* Gateway: IfiE B HIEIFI H VPCHYRTE
- Netmask: FNVPCR & BHHH 048 3% =
« VLAN: FIVPCF# & B B A VLAN

HRIRE S HBAERE T, (R DU DL P BRAGHTHE 2 (E AR

13.19.6. @EEVM@J H
DU P 3 Bl 2% s i B 38 ACloudStack UI

2. EABHIEEHRE, Ei¥Network
3. fFSelectfi i 1:FEVPC
&5 B A B VPCE RIEAH
4. $HEEREVMEVPCHZ T "Configure”
VPC HTH & BRI VR AR E )
5. FEEHEVMEUERL, $ZT Add WM

ERA/RAAd InstanceZEH

RIEE R DT R A I —{finstance, BMLEHM, R LHRIER T HIAding InstancesFHfi
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13.19.7. AVPCEUS—E#rHYIP

EARBAS—EIPEK:, FrA IPALULIE#E - BLEIVPC, TIAERIVPCAZE P AR o 1P A Eport-
forwarding, load balancing, ﬁStatic NAT rule%ﬁ@ﬁﬁ%ﬁ@ﬁf;ﬂgﬁﬂﬂ% o Iﬁjﬁﬁ, IP’@{T\RE‘E
THLAE B —{H 482

1. DB a4 8 & B ACloudStack UL
2. TEBRVEEEE, #ENetwork
3. FfESelectthi B 2IFEVPC
W5 B A Bl I VPCE RIITEARH
4. PHEEREVMAGVPCIZ K "Configure"
VPC H T & HUR AT A R B Y JE A
5. %[ "Settings"[E/R
R LU EE
+ IP Addresses
- Gateways
- Site-to-Site VPN
+ Network ACLs
6. JEIEIP Addresses
PE~IP AddressZETH]
7. F FAcquire New IP, #R18¥% TN Yes

R IPAHE R A TRIVE IR, FIHIRFE S BISHER o AARIPAHEEZI & B RAllocated © BITEIR
w] LM FHARAGIPAR port forwarding, load balancing, Fl1 static NAT rules.

13.19.8. BEBH—{HIP45VPC

IR AR, AR BACREEEE P, (5o LN PRVPCHIEAS (TP ATkt - 1Pkt
HEEE#HA] ( port forwarding, load balancing, or StaticNAT )#FFZFRAVIEIN N A BEWFEL
TRt B TPATS S 1 [F] — & vPC

1. DU B Bl i F 3 %5 A\ CloudStack UT
2. HEBIWEERE, #ENetwork
3. FfESelectthi B 2IFEVPC
W5 B A B RIVPCE RIEARH
4. HHEZEBHIPAUVPCIZ T Configure
VPC HH & BURITA (R A 0E R
5. %N "Settings" @R

EHURH LU THEIH
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- IP Addresses
- Gateways
+ Site-to-Site VPN
+ Network ACLs

6. JEIEIP Addresses
PERIP AddressZETH

7. EERFEEB AP

8. '
TEDetailst%, 3% FRelease IP i

13.19.9. BAZ/BHEAStatic NAT
static NAT rule FR#f—{E/ARIPEIVM EAIFANIP, A REFAEREEAL o 338 2= & BRUT B 5 E IPFE RS
BBIEH static NAT

WA port forwarding rulest &ZBAE, R AFERI/Estatic NAT
AR P BV Z (E B —0 ), static NAT rules HURRE #1ETHRCAR RS A4 BE1E H A
LU B B4 I (3 35 & A\ CloudStack Ul
2. HEBIWEENRE, #EENetwork
3. AESelectfifFIEVPC
%5 B A B VPCE RIEAH
4. HHEEREVMAVPCHZ T "Configure”
VPC H T & HUR BT VR AR E )
5. ¥ F"Settings"[E/R
GHURH DU #IH

- IP Addresses

—

- Gateways
+ Site-to-Site VPN
+ Network ACLs

6. JEFEIP Addresses
FH/RIP AddressTETH

7. EERFEEERRLP

TEDetailskE4, #% FStatic NAT m e ki static NATE RISt E)
9. WRIRFEstatic NATEBEH DAUNBEEHE
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FEVPCHIY Load Balancing Rules

Select VM for static NAT

S T
Display name Internal name Zone name State Select
T1-WM1 F2-4- zonel (= Running

Cancel Apply

10. JEIRF RN IR, RIZET Apply

13.19.10. {FVPCHH Load Balancing Rules

CloudStack i fI & B B AU RSP 8 — 2 £ (ER St & H-F B RS R B SE AV MR &, (R
BISLARA, f8E —AERE, RREMAAIEIVPCH —HEW E

1. LDUEHE s &R & & ACloudStack UT
2. fE/SREENE, EENetwork
3. FfESelectthf1EIFEVPC
5 A BIERIVPCE Y| EAH
4. HEFEZEload balancing rulesfJVPCHE | "Configure”
VPC HTH & #UR A RIS JE 4
5. T F"Settings"[ER
GHURH UM ER
- IP Addresses
- Gateways
- Site-to-Site VPN
- Network ACLs
6. JHEFEIP Addresses
HE/RTP AddressZETH
7. EREBIRREEFIGHAINIP, 4T ConfigurationfRE #
8. 1F Load Balancing Bf, % View All

9. BEIFEEERMRAINEH
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.

FEVPC, AP HARES & 0% — g A% ‘

10. BESHALLIT:
- Name: load balancer rulef%478
- Public Port: FEH-F-HHR &R
- Private Port: VMIZWUREZEHIA
- Algorithm EIB{RIBZECloudStack{f FIVEEE, CloudStack T #& AT EANEEE
* Round-robin
- Least connections

- Source

- Stickiness. (FENZH) Ehi#EConfigureii#Ei¥stickiness policyfEEE, #5£:Sticky Session
Policies for Load Balancer RulesZfj

©Add Ws: #%Add s, SRIZEERFIE DI E BRI, SR1ZHFApply

HHRAE MR B T, (RAT DU DL R P BRAGHTHE 2 (R AR

13.19.11. {EVPCH ¥ Port Forwarding Rule
1. DI E e & B ACloudStack UI

2. TEABHEERE, #EENetwork
3. TESelect{i & #EVPC

MR BT RIEAIVPCE RITEAH
4. HIFEEREVMAYVPCIZ | "Configure”

VPC H I & BRI IR A A JE AR
5. %N '"Settings"[E

R H LU TEIH

- IP Addresses

- Gateways

- Site-to-Site VPN

- Network ACLs

6. BE—EFAENIPEGERG—EFm P
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Bl Tiers

PHIP AddressH A
7. BERFAEEFEARRIAIP, 4% T ConfigurationfR
8. 1F Port Forwarding B, 3% View All
9. BBIRAEEEMMAINE R
10. BEEHHLLIT:
- Public Port:/AfH EEHIIR & EULAEHT — S BRIERRIIP L
* Private Port: FEHERE GIF AR IEEEHIport o
- Protocol: JEAMIH RE it F 75 i E 45 2 i
- TCP
- UDP
- Add VM: FZAdd WM, EEBRNIEERNEG, A&Ri%Apely
IRATLABARE ssh sessionZGHIEHA A

13.19.12. g Tiers

AT e VPCRERRIE ), Wi bREIE S ANReEE, B AR, RERRANEIRS MR - o
HHHEFRA] (port forwarding, load balancing and staticNAT) FIRABGAYIP( UG & wifelE, (HIP(Y
HEAT 8 A [l —{E VPC

1. DUEBESE s Ao ¥ A & & ACloudStack UI
2. HZEBIWEERE, #ENetwork
3. fESelectthi B 1EIFEVPC
R BT A B RIVPCE RIEARH
4. HIEEFEGRAVPCHE T " Configure”

Configure VPC HEEH/R, B#REEEEERIER

Remowve tier

F R B bR
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13.19.13. #4giE ~ BEHEEIFIERVirtual Private Cloud

FBRVPCHT, JohERFTA R EEHER

1. DIEHEE a4 & & ACloudStack UT
2. EABHIEERE, Ei¥Network
3. fFSelectfi &1L VPC
%5 B A B VPCE RIEAH
4. BRFEEEMAIVPC

5. |
REFEZBRVPN | ## P Remove VPN connection button ,tJ

To restart a VPC, select the VPC, then click the Restart button. :} i

PRAT AR EEVPCHY 44 REAN R, JIBVPCIR{Z T4 PEdit

13.20. Frif s

The network that you can provision without having to deploy any VMs on it is called a

persistent network. A persistent network can be part of a VPC or a non-VPC environment.

When you create other types of network, a network is only a database entry until the first
VM is created on that network. When the first VM is created, a VLAN ID is assigned and the
network is provisioned. Also, when the last VM is destroyed, the VLAN ID is released and
the network is no longer available. With the addition of persistent network, you will have
the ability to create a network in CloudStack in which physical devices can be deployed
without having to run any VMs. Additionally, you can deploy physical devices on that

network.

One of the advantages of having a persistent network is that you can create a VPC with

a tier consisting of only physical devices. For example, you might create a VPC for a
three-tier application, deploy VMs for Web and Application tier, and use physical machines
for the Database tier. Another use case is that if you are providing services by using
physical hardware, you can define the network as persistent and therefore even if all its
VMs are destroyed the services will not be discontinued.

13.20.1. Persistent Network Considerations

+ Persistent network is designed for isolated networks.
+ All default network offerings are non-persistent.

- A network offering cannot be editable because changing it affects the behavior of the

existing networks that were created using this network offering.
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Creating a Persistent Guest Network

- When you create a guest network, the network offering that you select defines the
network persistence. This in turn depends on whether persistent network is enabled in

the selected network offering.

+ An existing network can be made persistent by changing its network offering to an
offering that has the Persistent option enabled. While setting this property, even if
the network has no running VMs, the network is provisioned.

+ An existing network can be made non-persistent by changing its network offering to an
offering that has the Persistent option disabled. If the network has no running VMs,
during the next network garbage collection run the network is shut down.

+ When the last VM on a network is destroyed, the network garbage collector checks if the
network offering associated with the network is persistent, and shuts down the network

only if it is non-persistent.

13.20.2. Creating a Persistent Guest Network

To create a persistent network, perform the following:

1. Create a network offering with the Persistent option enabled.
# H Administration Guide

2. TEAJTEBEITH, EENetwork

3. IEREBRERHLARES A B A

4. ¥FEdit
5. f¥Network Offering NHizUiBEHE, FIFIRMIE A5 RR IRES
6. FHOK
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