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file distributed with this work for additional information regarding copyright ownership. The ASF licenses this file to you

under the Apache License, Version 2.0 (the "License"); you may not use this file exceptin compliance with the License.
You may obtain a copy of the License at

http:/iwww.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software distributed under the License is distributed on an "AS
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specific language governing permissions and limitations under the License.
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CloudStack provides an API that gives programmatic access to all the management features available in the Ul. The API
is maintained and documented. This APl enables the creation of command line tools and new user interfaces to suit
particular needs. See the Developer’'s Guide and API Reference, both available at Apache CloudStack Guides and
Apache CloudStack API Reference respectively.
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Machine 1 Machine 2

Simplified view of a basic deployment

Amore full-featured installation consists of a highly-available multi-node Management Server installation and up to tens
of thousands of hosts using any of several advanced networking setups. For information about deployment options, see
the "Choosing a Deployment Architecture” section of the $PRODUCT; Installation Guide.
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2.1. About Regions

To increase reliability of the cloud, you can optionally group resources into multiple geographic regions. Aregion is the
largest available organizational unit within a CloudStack deployment. Aregion is made up of several availability zones,
where each zone is roughly equivalent to a datacenter. Each region is controlled by its own cluster of Management
Servers, running in one of the zones. The zones in a region are typically located in close geographical proximity. Regions
are a useful technique for providing fault tolerance and disaster recovery.

By grouping zones into regions, the cloud can achieve higher availability and scalability. User accounts can span regions,
so that users can deploy VMs in multiple, widely-dispersed regions. Even if one of the regions becomes unavailable, the
services are still available to the end-user through VMs deployed in another region. And by grouping communities of
zones under their own nearby Management Servers, the latency of communications within the cloud is reduced
compared to managing widely-dispersed zones from a single central Management Server.

Usage records can also be consolidated and tracked at the region level, creating reports or invoices for each geographic
region.

Region
Zone
Zone
Pod
Secondary IE‘
Storage -
Cluster
Zone
Primary
— @ -

A region with multiole zones



Regions are visible to the end user. When a user starts a guest VM, the user must select a region for their guest. Users
might also be required to copy their private templates to additional regions to enable creation of guest VMs using their
templates in those regions.
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Azone is the second largest organizational unit within a CloudStack deployment. Azone typically corresponds to a single
datacenter, although itis permissible to have multiple zones in a datacenter. The benefit of organizing infrastructure into
zones is to provide physical isolation and redundancy. For example, each zone can have its own power supply and
network uplink, and the zones can be widely separated geographically (though this is not required).
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Apod often represents a single rack. Hosts in the same pod are in the same subnet. Apod is the second-largest
organizational unit within a CloudStack deployment. Pods are contained within zones. Each zone can contain one or
more pods. Apod consists of one or more clusters of hosts and one or more primary storage servers. Pods are not
visible to the end user.
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Management. When CloudStack's internal resources communicate with each other, they generate management
traffic. This includes communication between hosts, system VMs (VMs used by CloudStack to perform various tasks
in the cloud), and any other component that communicates directly with the CloudStack Management Server. You
must configure the IP range for the system VMs to use.
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Storage. While labeled "storage" this is specifically about secondary storage, and doesn't affect traffic for primary
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template and snapshot copying. You must configure the IP range to use for the storage network.
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Storage. While labeled "storage" this is specifically about secondary storage, and doesn't affect traffic for primary
storage. This includes traffic such as VM templates and snapshots, which is sent between the secondary storage VM
and secondary storage servers. CloudStack uses a separate Network Interface Controller (NIC) named storage NIC
for storage network traffic. Use of a storage NIC that always operates on a high bandwidth network allows fast
template and snapshot copying. You must configure the IP range to use for the storage network.
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25 3% Building from Source

3.1. Getting the release
3.2. Verifying the downloaded release

3.2.1. Getting the KEYS
3.2.2.GPG

3.2.3. MD5

3.2.4. SHA512

3.3. Prerequisites for building Apache CloudStack
3.4. Extracting source
3.5. Building DEB packages

3.5.1. Setting up an APT repo
3.5.2. Configuring your machines to use the APT repository

3.6. Building RPMs from Source
3.6.1. Generating RPMS
3.7. Building Non-OSS

The official CloudStack release is always in source code form. You will likely be able to find "convenience binaries," the
source is the canonical release. In this section, we'll cover acquiring the source release and building that so that you can
deployit using Maven or create Debian packages or RPMs.

Note that building and deploying directly from source is typically not the most efficient way to deploy an laaS. However, we
will cover that method as well as building RPMs or Debian packages for deploying CloudStack.

The instructions here are likely version-specific. Thatis, the method for building from source for the 4.0.x series is
different from the 4.1.x series.

If you are working with a unreleased version of CloudStack, see the INSTALL.md file in the top-level directory of the
release.

3.1. Getting the release

You can download the latest CloudStack release from the Apache CloudStack project download page.

Prior releases are available via archive.apache.org as well. See the downloads page for more information on archived
releases.

You'll notice several links under the 'Latest release’ section. Alink to a file ending in tar.bz2, as well as a PGP/GPG
signature, MD5, and SHA512 file.
The tar.bz2 file contains the Bzip2-compressed tarball with the source code.
The .asc file is a detached cryptographic signature that can be used to help verify the authenticity of the release.
The .md5 file is an MD5 hash of the release to aid in verify the validity of the release download.
The .shafile is a SHA512 hash of the release to aid in verify the validity of the release download.

3.2. Verifying the downloaded release



There are a number of mechanisms to check the authenticity and validity of a downloaded release.

3.2.1. Getting the KEYS
To enable you to verify the GPG signature, you will need to download the KEYS file.

You next need to import those keys, which you can do by running:

# gpg --import KEYS

3.2.2. GPG
The CloudStack project provides a detached GPG signature of the release. To check the signature, run the following
command:

$ gpg --verify apache-cloudstack-4.0.0-incubating-src.tar.bz2.asc

If the signature is valid you will see a line of output that contains 'Good signature'.

3.2.3. MD5

In addition to the cryptographic signature, CloudStack has an MD5 checksum that you can use to verify the download
matches the release. You can verify this hash by executing the following command:

$ gpg --print-md MD5 apache-cloudstack-4.0.0-incubating-src.tar.bz2 | diff - apache-
cloudstack-4.0.0-incubating-src.tar.bz2.md5

If this successfully completes you should see no output. If there is any output from them, then there is a difference
between the hash you generated locally and the hash that has been pulled from the server.

3.2.4. SHA512

In addition to the MD5 hash, the CloudStack project provides a SHA512 cryptographic hash to aid in assurance of the
validity of the downloaded release. You can verify this hash by executing the following command:

$ gpg --print-md SHA512 apache-cloudstack-4.0.0-incubating-src.tar.bz2 | diff - apache-
cloudstack-4.0.0-incubating-src.tar.bz2.sha

If this command successfully completes you should see no output. If there is any output from them, then there is a
difference between the hash you generated locally and the hash that has been pulled from the server.

3.3. Prerequisites for building Apache CloudStack

There are a number of prerequisites needed to build CloudStack. This documentassumes compilation on a Linux
system that uses RPMs or DEBs for package management.

You will need, ata minimum, the following to compile CloudStack:

. Maven (version 3)

. Java (OpenJDK 1.6 or Java 7/0OpenJDK 1.7)

. Apache Web Services Common Utilities (ws-commons-ultil)
MySQL

. MySQLdb (provides Python database API)

. Tomcat 6 (not 6.0.35)

. genisoimage
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. rpmbuild or dpkg-dev

3.4. Extracting source

Extracting the CloudStack release is relatively simple and can be done with a single command as follows:

$ tar -jxvf apache-cloudstack-4.1.1.src.tar.bz2

You can now move into the directory:

$ cd ./apache-cloudstack-4.1.1-src

3.5. Building DEB packages

In addition to the bootstrap dependencies, you'll also need to install several other dependencies. Note that we
recommend using Maven 3, which is not currently available in 12.04.1 LTS. So, you'll also need to add a PPArepository
thatincludes Maven 3. After running the command add-apt -repository, you will be prompted to continue and a GPG
key will be added.

sudo apt-get update

sudo apt-get install python-software-properties

sudo add-apt-repository ppa:natecarlson/maven3

sudo apt-get update

sudo apt-get install ant debhelper openjdk-6-jdk tomcaté libws-commons-util-java
genisoimage python-mysqldb libcommons-codec-java libcommons-httpclient-java liblog4j1.2-
java maven3
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Now that we have resolved the dependencies we can move on to building CloudStack and packaging them into DEBs.

mvn clean install -P developer,systemvm
$ dpkg-buildpackage -uc -us

This command will build seven Debian packages. You should have the following:

cloudstack-agent_4.1.1_all.deb
cloudstack-awsapi_4.1.1_all.deb
cloudstack-cli_4.1.1_all.deb
cloudstack-common_4.1.1_all.deb
cloudstack-docs_4.1.1_all.deb
cloudstack-management_4.1.1_all.deb
cloudstack-usage_4.1.1_all.deb

3.5.1. Setting up an APT repo

After you've created the packages, you'll want to copy them to a system where you can serve the packages over HTTP.
You'll create a directory for the packages and then use dpkg-scanpackages to create Packages. gz, which holds
information about the archive structure. Finally, you'll add the repository to your system(s) so you can install the packages
using APT.

The first step is to make sure that you have the dpkg-dev package installed. This should have been installed when you
pulled in the debhelper application previously, but if you're generating Packages . gz on a different system, be sure that
it's installed there as well.

$ sudo apt-get install dpkg-dev

The next step is to copy the DEBs to the directory where they can be served over HTTP. We'll use
/var/www/cloudstack/repo in the examples, but change the directory to whatever works for you.

sudo mkdir -p /var/www/cloudstack/repo/binary

sudo cp *.deb /var/www/cloudstack/repo/binary

sudo cd /var/www/cloudstack/repo/binary

sudo dpkg-scanpackages . /dev/null | tee Packages | gzip -9 > Packages.gz

Note: Override Files

You can safelyignore the warning about a missing override file.

Now you should have all of the DEB packages and Packages.gz in the binary directory and available over HTTP. (You
may want to use wget or curl to test this before moving on to the next step.)

3.5.2. Configuring your machines to use the APT repository
Now that we have created the repository, you need to configure your machine to make use of the APT repository. You can

do this by adding a repositoryfile under /etc/apt/sources.list.d. Use your preferred editor to create
/etc/apt/sources.list.d/cloudstack.list with this line:

deb http://server.url/cloudstack/repo binary ./
Now that you have the repositoryinfo in place, you'll want to run another update so that APT knows where to find the
CloudStack packages.

$ sudo apt-get update

You can now move on to the instructions under Install on Ubuntu.

3.6. Building RPMs from Source

As mentioned previouslyin [Prerequisites for building Apache CloudStack] , you will need to install several
prerequisites before you can build packages for CloudStack. Here we'll assume you're working with a 64-bit build of
CentOS or Red Hat Enterprise Linux.

# yum groupinstall "Development Tools"

# yum install java-1.6.0-openjdk-devel.x86_64 genisoimage mysql mysqgl-server ws-commons-
util MysSQL-python tomcaté createrepo

Next, you'll need to install build-time dependencies for CloudStack with Maven. We're using Maven 3, so you'll want to
Ul and uncompress itin your home directory (or whatever location you prefer):

$ tar zxvf apache-maven-3.0.4-bin.tar.gz

$ export PATH=/usr/local/apache-maven-3.0.4//bin:$PATH
Maven also needs to know where Java is, and expects the JAVA_HOME environment variable to be set:
$ export JAVA_HOME=/usr/lib/jvm/jre-1.6.0-openjdk.x86_64/

Verifvthat Maven is installed correctlv:
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$ mvn --version

You probably want to ensure that your environment variables will survive a logout/reboot. Be sure to update ~/ .bashrc
with the PATH and JAVA_HOME variables.

Building RPMs for $PRODUCT; is fairly simple. Assuming you already have the source downloaded and have
uncompressed the tarball into a local directory, you're going to be able to generate packages in justa few minutes.

Packaging has Changed

If you've created packages for SPRODUCT; previously, you should be aware that the process has changed
considerably since the project has moved to using Apache Maven. Please be sure to follow the steps in this
section closely.

3.6.1. Generating RPMS

Now that we have the prerequisites and source, you will cd to the packaging/centos63/ directory.

$ cd packaging/centos63

Generating RPMs is done using the package . sh script:

$ ./package.sh

That will run for a bit and then place the finished packages in dist/rpmbuild/RPMS/x86_64/.
You should see six RPMs in that directory:

cloudstack-agent-4.1.1.e16.x86_64.rpm
cloudstack-awsapi-4.1.1.e16.x86_64.rpm
cloudstack-cli-4.1.1.e16.x86_64.rpm
cloudstack-common-4.1.1.e16.x86_64.rpm
cloudstack-management-4.1.1.e16.x86_64.rpm
cloudstack-usage-4.1.1.e16.x86_64.rpm

Filename Variations

The file names may vary slightly. For instance, if you were to build the RPMs on a Fedora 18 system, you'd see
"fc18" instead of "el6" in the filename. (Fedora 18 isn't a supported platform at this time, just providing an
example.)

3.6.1.1. Creating a yum repo

While RPMs is a useful packaging format - it's most easily consumed from Yum repositories over a network. The next
step is to create a Yum Repo with the finished packages:

$ mkdir -p ~/tmp/repo
$ cp dist/rpmbuild/RPMS/x86_64/*rpm ~/tmp/repo/
$ createrepo ~/tmp/repo

The files and directories within ~/tmp/repo can now be uploaded to a web server and serve as a yum repository.

3.6.1.2. Configuring your systems to use your new yum repository

Now that your yum repository is populated with RPMs and metadata we need to configure the machines that need to
install SPRODUCT:;. Create a file named /etc/yum.repos.d/cloudstack. repo with this information:

[apache-cloudstack]

name=Apache CloudStack
baseurl=http://webserver.tld/path/to/repo
enabled=1

gpgcheck=0

Completing this step will allow you to easily install $PRODUCT; on a number of machines across the network.

3.7. Building Non-OSS

If you need support for the VMware, NetApp, F5, NetScaler, SRX, or any other non-Open Source Software (nonoss)
plugins, you'll need to download a few components on your own and follow a slightly different procedure to build from
source.



Some of the plugins supported by CloudStack cannot be distributed with CloudStack for licensing reasons. In
some cases, some of the required libraries/JARs are under a proprietary license. In other cases, the required
libraries may be under a license that's not compatible with Apache'’s licensing guidelines for third-party products.

1. To build the Non-OSS plugins, you'll need to have the requisite JARs installed under the deps directory.

Because these modules require dependencies that can't be distributed with CloudStack you'll need to download
them yourself. Links to the mostrecent dependencies are listed on the How to build on master branch page on
the wiki.

2. You mayalso need to download vhd-util, which was removed due to licensing issues. You'll copy vhd-util to the
scripts/vm/hypervisor/xenserver/ directory.

3. Once you have all the dependencies copied over, you'll be able to build CloudStack with the nonoss option:

$ mvn clean
$ mvn install -Dnonoss

4. Once you've built CloudStack with the nonoss profile, you can package it using the [Building RPMs from
Source] or [Building DEB packages] instructions.
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4.4. Configure package repository
CloudStack is only distributed from source from the official mirrors. However, members of the CloudStack community
may build convenience binaries so that users can install Apache CloudStack without needing to build from source.

If you didn't follow the steps to build your own packages from source in the sections for [Building RPMs from Source ]
or [Building DEB packages| you mayfind pre-built DEB and RPM packages for your convenience linked from the
downloads page.

_

These repositories contain both the Management Server and KVM Hypervisor packages.

4.4.1. DEB package repository

You can add a DEB package repository to your apt sources with the following commands. Please note that only packages
for Ubuntu 12.04 LTS (precise) are beina built at this time.



Use your preferred editor and open (or create) /etc/apt/sources.list.d/cloudstack.list. Add the community
provided repository to the file:
deb http://cloudstack.apt-get.eu/ubuntu precise 4.1

We now have to add the public key to the trusted keys.

$ wget -0 - http://cloudstack.apt-get.eu/release.asc|apt-key add -

Now update your local apt cache.

$ apt-get update

Your DEB package repository should now be configured and ready for use.

4.4.2. RPM package repository
There is a RPM package repository for CloudStack so you can easily install on RHEL based platforms.

If you're using an RPM-based system, you'll want to add the Yum repository so that you can install CloudStack with Yum.

Yum repository information is found under /etc/yum.repos.d. You'll see several . repo files in this directory, each one
denoting a specific repository.
To add the CloudStack repository, create /etc/yum.repos.d/cloudstack.repo and insert the following information.
[cloudstack]
name=cloudstack
baseurl=http://cloudstack.apt-get.eu/rhel/4.1/

enabled=1
gpgcheck=0

Now you should be able to install CloudStack using Yum.
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1. ARL—=FA VIV RAFAII—ha—H—LTATF Y LET,
2. BLBHRRA NEEHRLET,
hostname --fqdn

This should return a fully qualified hosthame such as "managementl.lab.example.org". If it does not, edit
letc/hosts so that it does.

3. BEY—N—DSA V9 —xy MIERTED L EHALETS,
ping www.cloudstack.org

4. BAERBTZHOICNTP ZEMICLET,
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yum install ntp

apt-get install openntpd
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yum install cloudstack-management

4.5.3.2. Ubuntu TDOA VXA b—JL

apt-get install cloudstack-mangagement

4.53.3.vhd-util #4o>O0—KLZFT,
RDFIEIENA IS—NA =KX P& LT XenSenver 54 VAR =)L LIIBEDHIBEERY T,

EEY—N—% £y N7y TE BN vhd-util 5 vhd-util &5 Y O— K LT RS W,

If the Management Server is RHEL or CentOS, copy vhd-util to /usr/share/cloudstack-
common/scripts/ivm/hypervisor/xenserver.

If the Management Server is Ubuntu, copy vhd-util to /usr/share/cloudstack-common/scripts/vm/hypervisor/xenserver.

4.5.4. Install the database server

The CloudStack management server uses a MySQL database server to store its data. When you are installing the
management server on a single node, you can install the MySQL server locally. For an installation that has multiple
management server nodes, we assume the MySQL database also runs on a separate node.

CloudStack has been tested with MySQL 5.1 and 5.5. These versions are included in RHEL/CentOS and Ubuntu.
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1. Install MySQL from the package repository of your distribution:

yum install mysql-server

apt-get install mysql-server

2. Open the MySQL configuration file. The configuration file is /etc/my.cnf or /etc/mysql/my.cnf, depending on
your OS.
3. Insert the following lines in the [mysqld] section.

You can putthese lines below the datadir line. The max_connections parameter should be setto 350 multiplied
by the number of Management Servers you are deploying. This example assumes one Management Server.

On Ubuntu, you can also create a file /etc/mysql/conf.d/cloudstack.cnf and add these directives
there. Don't forget to add [mysqld] on the first line of the file.

innodb_rollback_on_timeout=1
innodb_lock_wait_timeout=600
max_connections=350
log-bin=mysql-bin
binloa-format = 'ROW'



4. FLWERIEREZRBI B 5720 WSQL 2828, L ITFREELET.
RHEL/CentOS D& MySQL 131 Y R h—ILZ BB TEEBIShF A, FEITEBIETTIL,

service mysqld start

Unbuntu ®%4& MySQL = BiEEEI L £ 9,

service mysqld restart

5. (CentOS & RHEL @, Ubuntu THHEHY Tt A. )
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AVAMN—VEREIIERT Z2LOROIATY RERTLET., ETCOEBEBICE "Y' 2BFEZLDIENTEET,

mysql_secure_installation
6. CloudStack can be blocked by securitymechanisms, such as SELinux. Disable SELinuxto ensure + that the
Agent has all the required permissions.
Configure SELinux (RHEL and CentOS):
a. Check whether SELinuxis installed on your machine. If not, you can skip this section.
In RHEL or CentOS, SELinuxis installed and enabled by default. You can verify this with:

$ rpm -ga | grep selinux
b. Setthe SELINUX variable in /etc/selinux/config to "permissive”. This ensures thatthe permissive

setting will be maintained after a system reboot.
RHEL% L < (ECentOSDIHZA:

vi /etc/selinux/config

Change the following line

SELINUX=enforcing

to this:

SELINUX=permissive

c. Set SELinuxto permissive starting immediately, without requiring a system reboot.

$ setenforce permissive

7. F=IR=—2EEY NPy T LET, UTOOTY Kid cloud" I—H—%F—F R—ITEKRLET,
dbpassword Tl "cloud” 2—H#'—ICH L TD/NRRAT—REZRELE T, HRIFINFFEANIRT—RNELDS
BIRTRETT,

BATIRIE. T—IR—REREATZII—HF—RENRRT—RERELTFIV, LTOIT Y KT root
A—H—HBF—IR—2%RHAL. "cloud" 21— —%EERLTWVET,

(4 7’ 3 V) encryption_type ICIETF—9 R—ZAD/RR7— RDOES{EARE LT file hweb 2IEETEEY,
S£#iE [About Password and Key Encryption] #ZBRL T EX W,

(4 7 3 v) management_server_key ICI& CloudStack 7O/37 4 7 7 4 L L THWB/IRS X —4 —5BESET
ZBEOTFTI7AINNBELEBRTEET, T7 4/ MTld "password" ICARY EFFTH, LYURERBEICEERETSHIE
AR CHEREL 9, ##IE [About Password and Key Encryption] #8BL T I,
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9, FHIE [About Password and Key Encryption] #ZE L TLZI L,

(Optional) For management_server_ip, you may explicitly specify cluster management server node IP. If not
specified, the local IP address will be used.

cloudstack-setup-databases cloud:<dbpassword-@localhost \
--deploy-as=root:<password> \
-e <encryption_type> \
-m <management_server_key> \
-k <database_key> \
-i <management_server_ip
ZDRYY FIBH5ET T3 E [Successfullyinitialized the database.] D& I RA Y E—IHRRINE T,

8. BEY—N—CFA—DIYY Y TKWMNA R—=NA F—%E{EIE TV BI5E1F letc/sudoers Z#ZE LU TDT%IB
MmLTLEIW,

F7#4J)b: cloud !requiretty

9. INTT—IR=—2ADEY N7y TINFE L, BEBY—N—DARL—FT 1 VI RATLOERIFTTTY, T
DOAR Y RITLY iptables & sudoers B’y b7y T3 h, BEEY—N\—DEBEILET,

# cloudstack-setup-management

"CloudStack BEEH —N—Dty N7y THRTLE LA, "EWo kX v E—VERRATELS,

4.5.4.2. Install the Database on a Separate Node
This section describes how to install MySQL on a standalone machine, separate from the Management Server. This



technique is intended for a deployment thatincludes several Management Server nodes. If you have a single-node
Management Server deployment, you will typically use the same node for MySQL. See & H—/N— /) — K ETDF—4

The management server doesn't require a specific distribution for the MySQL node. You can use a distribution or
Operating System of your choice. Using the same distribution as the management server is recommended, but
notrequired. See [BEHY—N— F—IR—2EINL—IS 2T LDEH] .

1. F4RAMNYE2—YavDRyr—SYRIFYDS MSQLEAS VA R—ILLET,
yum install mysql-server

apt-get install mysql-server

2. Editthe MySQL configuration (/etc/my.cnf or /etc/mysqgl/my.cnf, depending on your OS) and insert the following
lines in the [mysqld] section. You can put these lines below the datadir line. The max_connections parameter
should be setto 350 multiplied by the number of Management Servers you are deploying. This example assumes
two Management Servers.

On Ubuntu, you can also create /etc/mysql/conf.d/cloudstack.cnf file and add these directives there. Don't
forget to add [mysqld] on the firstline of the file.

innodb_rollback_on_timeout=1
innodb_lock_wait_timeout=600
max_connections=700
log-bin=mysql-bin
binlog-format = 'ROW'
bind-address = 0.0.0.0
3. HLLWERIERE RIS E 570 MySQL %88, L IZFERBLEY,

RHEL/CentOS D& MySQL 1&1 Y R h—ILABBTEEBIIhEFT A, FEITEEIETTIL,

service mysqgld start

Unbuntu D3HE& MySQL 2 BEEILF T,

service mysqld restart

4. (CentOS & RHEL W&, Ubuntu TIIHEHY FHA. )
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Run the following command to secure your installation. You can answer "Y" to all questions except "Disallow root
login remotely?". Remote root login is required to set up the databases.

mysql_secure_installation

5. Ifafirewall is present on the system, open TCP port 3306 so external MySQL connections can be established.
On Ubuntu, UFW is the default firewall. Open the port with this command:

ufw allow mysql

On RHEL/CentOS:
a. Editthe /etc/sysconfig/iptables file and add the following line at the beginning of the INPUT chain.

-A INPUT -p tcp --dport 3306 -j ACCEPT

b. Now reload the iptables rules.

service iptables restart

6. Return to the root shell on your first Management Server.

7. Setup the database. The following command creates the cloud user on the database.
In dbpassword, specify the password to be assigned to the cloud user. You can choose to provide no
password.
In deploy-as, specify the username and password of the user deploying the database. In the following
command, itis assumed the root user is deploying the database and creating the cloud user.
(F 7 a V) encryption_type ICIEFT—9 R—2D/X2A7— KOS ARE LT file b web HIEETE T,
SE#iE TAbout Password and Key Encryption] #ZBRL T XL,
(Optional) For management_server_key, substitute the default key that is used to encrypt confidential
parameters in the CloudStack properties file. Default: password. Itis highlyrecommended that you replace
this with a more secure value. See About Password and Key Encryption.
(# 7 3 V) database_key IZI& CloudStack 7 —#4 R—2 L THBE/RS X — 9 —2BESLT 2BOT 7 1)L b
BALETEEY, T74I)MTld"password" ICRY EFTH, FYLLARBICETITZIEAMHRELE




9. FMIE | About Password and Key Encryption] ZZH LTIV,

(Optional) For management_server_ip, you may explicitly specify cluster management server node IP. If not
specified, the local IP address will be used.

cloudstack-setup-databases cloud:<dbpassword-@<ip address mysql server> \
--deploy-as=root:<password> \

-e <encryption_type> \

-m <management_server_key> \

-k <database_key> \

-1 <management_server_ip

ZDRYY T IHET T % E lSuccessfullyinitialized the database.] D& I RA Yy E—IHNRRINE T,

4.5.5. About Password and Key Encryption

CloudStack stores several sensitive passwords and secret keys that are used to provide security. These values are
always automatically encrypted:

Database secret key
Database password

SSH keys

Compute node root password
VPN password

User APl secret key

VNC password

CloudStack uses the Java Simplified Encryption (JASYPT) library. The data values are encrypted and decrypted using a
database secret key, which is stored in one of CloudStack’s internal properties files along with the database password.
The other encrypted values listed above, such as SSH keys, are in the CloudStack internal database.

Of course, the database secret key itself can not be stored in the open — it must be encrypted. How then does CloudStack
read it? Asecond secret key must be provided from an external source during Management Server startup. This key can
be provided in one of two ways: loaded from a file or provided by the CloudStack administrator. The CloudStack database
has a new configuration setting that lets it know which of these methods will be used. If the encryption type is setto "file,"
the key mustbe in a file in a known location. If the encryption type is setto "web," the administrator runs the utility
com.cloud.utils.crypt.EncryptionSecretKeySender, which relays the key to the Management Server over a known port.

The encryption type, database secret key, and Management Server secret key are set during CloudStack installation. They
are all parameters to the CloudStack database setup script (cloudstack-setup-databases). The default values are file,
password, and password. Itis, of course, highly recommended that you change these to more secure keys.
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4.5.6.1. Using a Separate NFS Server

This section tells how to set up NFS shares for secondary and (optionally) primary storage on an NFS server running on
a separate node from the Management Server.

The exact commands for the following steps may vary depending on your operating system version.

(KVM only) Ensure that no volume is already mounted at your NFS mount point.

g
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1. On the storage server, create an NFS share for secondary storage and, if you are using NFS for primary storage
as well, create a second NFS share. For example:

# mkdir -p /export/primary
# mkdir -p /export/secondary

2. To configure the new directories as NFS exports, edit /etc/exports. Export the NFS share(s) with
rw,async,no root squash. For example:



# vi /etc/exports

Insert the following line.

/export *(rw,async,no_root_squash)

3. Export the /export directory.

# exportfs -a

4. On the management server, create a mount point for secondary storage. For example:

# mkdir -p /mnt/secondary

5. Mount the secondary storage on your Management Server. Replace the example NFS server name and NFS
share paths below with your own.

# mount -t nfs nfsservername:/nfs/share/secondary /mnt/secondary

4.5.6.2. Using the Management Server as the NFS Server

This section tells how to set up NFS shares for primary and secondary storage on the same node with the Management
Server. This is more typical of a trial installation, but is technically possible in a larger deployment. Itis assumed that you
will have less than 16TB of storage on the host.

The exact commands for the following steps may vary depending on your operating system version.
1. On RHEL/CentOS systems, you'll need to install the nfs-utils package:

$ sudo yum install nfs-utils
2. On the Management Server host, create two directories that you will use for primary and secondary storage. For
example:

# mkdir -p /export/primary
# mkdir -p /export/secondary

3. To configure the new directories as NFS exports, edit /etc/exports. Export the NFS share(s) with
rw,async,no_root_squash. For example:
# vi /etc/exports

Insert the following line.

/export *(rw,async,no_root_squash)

4. Export the /export directory.

# exportfs -a

5. Edit the /etc/sysconfig/nfs file.

# vi /etc/sysconfig/nfs

Uncomment the following lines:

LOCKD_TCPPORT=32803
LOCKD_UDPPORT=32769
MOUNTD_PORT=892
RQUOTAD_PORT=875
STATD_PORT=662
STATD_OUTGOING_PORT=2020

6. Editthe /etc/sysconfig/iptables file.

# vi /etc/sysconfig/iptables

Add the following lines at the beginning of the INPUT chain where <NETWORK> is the network that you'll be using:

-A INPUT -s <NETWORK> -m state --state NEW -p udp --dport 111 -j ACCEPT
-A INPUT -s <NETWORK> -m state --state NEW -p tcp --dport 111 -j ACCEPT
-A INPUT -s <NETWORK> -m state --state NEW -p tcp --dport 2049 -j ACCEPT
-A INPUT -s <NETWORK> -m state --state NEW -p tcp --dport 32803 -j ACCEPT
-A INPUT -s <NETWORK> -m state --state NEW -p udp --dport 32769 -j ACCEPT
-A INPUT -s <NETWORK> -m state --state NEW -p tcp --dport 892 -j ACCEPT
-A INPUT -s <NETWORK> -m state --state NEW -p udp --dport 892 -j ACCEPT
-A INPUT -s <NETWORK> -m state --state NEW -p tcp --dport 875 -j ACCEPT
-A INPUT -s <NETWORK> -m state --state NEW -p udp --dport 875 -j ACCEPT
-A INPUT -s <NETWORK> -m state --state NEW -p tcp --dport 662 -j ACCEPT
-A INPUT -s <NETWORK> -m state --state NEW -p udp --dport 662 -j ACCEPT

7. Run the following commands:

# service iptables restart
# service iptables save

8. IfNFS v4 communication is used between client and server, add your domain to /etc/idmapd.conf on both the
hypervisor host and Management Server.

# vi /etc/idmapd.conf

Remove the character # from the beginning of the Domain line in idmapd.conf and replace the value in the file with
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your owii auinalrl. i uie exalipie veiuw, uie uoinaltil Is Corparty.Cuiil.

Domain = company.com

9. Reboot the Management Server host.
Two NFS shares called /export/primary and /export/secondary are now set up.
10. Itis recommended that you test to be sure the previous steps have been successful.
a. Log in to the hypervisor host.

b. Be sure NFS and rpcbind are running. The commands might be different depending on your OS. For
example:

service rpcbind start
service nfs start
chkconfig nfs on
chkconfig rpcbind on
reboot
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c. Log back in to the hypervisor host and try to mount the /export directories. For example (substitute your own
management server name):

mkdir /primarymount

mount -t nfs <management-server-name>:/export/primary /primarymount
umount /primarymount

mkdir /secondarymount

mount -t nfs <management-server-name>:/export/secondary /secondarymount
umount /secondarymount
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Copy vhd-util to /usr/share/cloudstack-common/scripts/vm/hypervisor/xenserver.
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service rpcbind start
service nfs start
chkconfig nfs on
chkconfig rpcbind on
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# cloudstack-setup-databases cloud:dbpassword@dbhost -e encryption_type -m
management_server_key -k database_key -1 management_server_ip
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# cloudstack-setup-management
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7. Be sure to configure a load balancer for the Management Servers. See [Management Server Load Balancing] .
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XenServer:

# /usr/share/cloudstack-common/scripts/storage/secondary/cloud-install-sys-tmplt -
m /mnt/secondary -u http://download.cloud.com/templates/acton/acton-systemvm-
02062012.vhd.bz2 -h xenserver -s <optional-management-server-secret-key> -F



= vSphere:

# /usr/share/cloudstack-common/scripts/storage/secondary/cloud-install-sys-tmplt -
m /mnt/secondary -u http://download.cloud.com/templates/burbank/burbank-systemvm-
08012012.0va -h vmware -s <optional-management-server-secret-key> -F

- KVM:
# /usr/share/cloudstack-common/scripts/storage/secondary/cloud-install-sys-tmplt -

m /mnt/secondary -u http://download.cloud.com/templates/acton/acton-systemvm-
02062012.qcow2.bz2 -h kvm -s <optional-management-server-secret-key> -F
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# /usr/share/cloudstack-common/scripts/storage/secondary/cloud-install-sys-tmplt
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# umount /mnt/secondary
# rmdir /mnt/secondary
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5.2. Using SSH Keys for Authentication

In addition to the username and password authentication, CloudStack supports using SSH keys to log in to the cloud
infrastructure for additional security. You can use the createSSHKeyPair API to generate the SSH keys.

Because each cloud user has their own SSH key, one cloud user cannot log in to another cloud user's instances unless
they share their SSH key files. Using a single SSH key pair, you can manage multiple instances.

5.2.1. Creating an Instance Template that Supports SSH Keys
Create a instance template that supports SSH Keys.

1.

Create a new instance by using the template provided by cloudstack.
For more information on creating a new instance, see

. Download the cloudstack script from The SSH Key Gen Scriptto the instance you have created.

wget
http://downloads.sourceforge.net/project/cloudstack/SSH%20Key%20Gen%20Script/cloud-
set-guest-sshkey.in?
r=http%3A%2F%2Fsourceforge.net%2Fprojects%2Fcloudstack%2Ffiles%2FSSH%2520Key%2520Gen%
2520Script%2F&ts=1331225219&use_mirror=iweb

. Copythe file to /etc/init.d.

cp cloud-set-guest-sshkey.in /etc/init.d/

. Give the necessary permissions on the script:

chmod +x /etc/init.d/cloud-set-guest-sshkey.in

. Run the script while starting up the operating system:

chkconfig --add cloud-set-guest-sshkey.in

. Stop the instance.

5.2.2. Creating the SSH Keypair

You must make a call to the createSSHKeyPair api method. You can either use the CloudStack Python APl library or the
curl commands to make the call to the cloudstack api.

For example, make a call from the cloudstack server to create a SSH keypair called "keypair-doc" for the admin accountin
the root domain:

Ensure that you adjust these values to meet your needs. If you are making the API call from a different server, your
URL/PORT will be different, and you will need to use the APl keys.

1.

2.

Run the following curl command:

curl --globoff "http://localhost:8096/?command=createSSHKeyPair&name=keypair-
doc&account=admin&domainid=5163440e-c44b-42b5-9109-ad75cae8e8a2"

The outputis something similar to whatis given below:

<?xml version="1.0" encoding="IS0-8859-1"?><createsshkeypairresponse cloud-stack-
version="3.0.0.20120228045507"><keypair><name>keypair-doc</name>
<fingerprint>f6:77:39:d5:5€:77:02:22:6a:d8:7f:ce:ab:cd:b3:56</fingerprint>
<privatekey>----- BEGIN RSA PRIVATE KEY-----
MIICXQIBAAKBgQCSydmnQ67jP61NoXdX3noZjQdrMAWNQZ7y5SrEud4wDxplvhYci
dXYBezZVwakDVsU2MLG1l/K+wefwefwefwefwefJyKJaogMKn7BperPD6n1wIDAQAB
AoGAdXaJ7uyZKeRDoy6wAOUMFOkSPbMZCR+UTIHNKS/E®/4U+61hMokmFSHtu
mfDZ1kGGDYhMsdytjDBztljawfawfeawefawfawfawQQDCjEsoRdgkduTy
QpbSGDIal11Jsc+XNDx2fgRinDsSXXI/zJYXTKRhS1/LIPHBwW/brw8vzxh01SOrwm7
VvemkkgpAKEAWSEEwW394LYZiEVv395ar9MLRVTVLWp0o54jC4tsO0xQCBlloocK
lyaocpk@yBqqOUSBawfIiDCuLXSdvBo1Xz5ICTM19vgvEp/+kMuECQBzm
nVo8b2Gvyagqt/KEQo8wzH2THghZ1qQ1QRhIeJG2aissEacF6bGB20Z7Igim5L14
4KR70eEToyCLC2k+02UCQQCrniSnwWKtDVoVqgeK/zbB32Jhw3wWullv5p5zUEcd
KfEEuzcCUIxtJYTahJ1lpvlFkQ8anpuxjSEDp8x/18bqg3

----- END RSA PRIVATE KEY-----
</privatekey></keypair></createsshkeypairresponse>

Convthe kevdata into a file. The file looks like this:
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————— BEGIN RSA PRIVATE KEY-----
MIICXQIBAAKBGQCSydmnQ67jP61N0oXdX3n0ZjQdrMAWNQZ7y5SrEu4wDxplvhyci
dXYBezVwakDVsU2MLG1l/K+wefwefwefwefwefJIyKJaogMKn7BperPD6n1wIDAQAB
A0GAdXaJ7uyZKeRDoyBwAOUMFOKSPbMZCR+UTIHNKS/E®/4U+61hMokmFSHtu
mfDZ1kGGDYhMsdytjDBztljawfawfeawefawfawfawQQDCjEsoRdgkduTy
QpbSGDIa11Jsc+XNDx2fgRinDsSXXI/zJYXTKRhS1/LIPHBwW/brw8vzxh01SOrwm7
VvemkkgpAKEAWSeEw394LYZiEVv395ar9MLRVTVLWPp054jC4tsOxQCBlloocK
1YaocpkOyBqqOUSBawfIiDCuLXSdvB0o1Xz5ICTM19vgvEp/+kMUECQBzm
nVo8b2Gvyagqt/KEQo8wzH2THghZ1qQ1QRhIeJG2aissEacF6bGB20Z7Igim5L14
4KR70€eEToyCLC2k+02UCQQCrniSnWKtDVoVgeK/zbB32Jhw3wWullv5p5zUEcd
KfEEuzcCUIxtJYTahJ1pvlFkQ8anpuxjSEDp8x/18bq3

----- END RSA PRIVATE KEY-----

3. Save the file.

5.2.3. Creating an Instance

After you save the SSH keypair file, you must create an instance by using the template that you created at_[ Creating an
Instance Template that Supports SSH Keys | . Ensure that you use the same SSH key name that you created at
[Creating the SSH Keypair] .

You cannot create the instance by using the GUI at this time and associate the instance with the newly created
SSH keypair.

Asample curl command to create a new instance is:

curl --globoff http://localhost:<port number>/?
command=deployVirtualMachine\&zoneId=1\&serviceOfferingId=18727021-7556-4110-9322-
d625b52e0813\&templateId=e899c18a-cel3-4bbf-98a9-625c5026e0b5\&securitygroupids=ffe3fo2f-
9e3b-48f8-834d-91b822da40c5\&account=admin\&domainid=1\&keypair=keypair-doc

Substitute the template, service offering and security group IDs (if you are using the security group feature) that are in your
cloud environment.

5.2.4. Logging In Using the SSH Keypair

To test your SSH key generation is successful, check whether you can log in to the cloud setup.
For exaple, from a Linux OS, run:

ssh -i ~/.ssh/keypair-doc <ip address>

The -i parameter tells the ssh clientto use a ssh keyfound at ~/.ssh/keypair-doc.

5.2.5. Resetting SSH Keys

With the APl command resetSSHKeyForVirtualMachine, a user can set or reset the SSH keypair assigned to a virtual
machine. Alostor compromised SSH keypair can be changed, and the user can access the VM by using the new keypair.
Just create or register a new keypair, then call resetSSHKeyForVirtualMachine.
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This section tells how to add regions, zones, pods, clusters, hosts, storage, and networks to your cloud. If you are
unfamiliar with these entities, please begin bylooking through2E& 2 SO A7/ > 7SI A SO F+R7OE>Y 3 =27,
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. Define regions (optional). See [Adding Regions (optional)| .

. Add a zone to the region. See [V — > D&M .

. Add more pods to the zone (optional). See Ry FDEN] .

. Add more clusters to the pod (optional). See [V 5 X% DiENN] .
. Add more hosts to the cluster (optional). See
. Add primary storage to the cluster.See 754 < U R ML —Y DB .
. Add secondary storage to the zone.See [H V41U Z KL —UDIEM] .
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Conceptual view of a basic deployment

6.2. Adding Regions (optional)
Grouping your cloud resources into geographic regions is an optional step when provisioning the cloud. For an overview
of regions, see [About Regions ] .

6.2.1. The First Region: The Default Region

If you do not take action to define regions, then all the zones in your cloud will be automatically grouped into a single
default region. This region is assigned the region ID of 1.

You can change the name or URL of the default region by using the API command updateRegion. For example:

http://<IP_of_Management_Server>:8080/client/api?
command=updateRegion&id=1&name=Northern&endpoint=http://<region_1_IP_address_here>:8080/cli
ent&apikKey=miVr6X7u6bN_sdahOBpjNejPgEsT35eXq-
jB8CG20YI3yaxXcgpyuaIRmFI_EJTVwWZOnUkkJIbPmY3y2bciKwFQ&signature=Lxx1DM40AjcXU%2FcaiK8RAPOO1h
U%3D

6.2.2. Adding a Region

Use these steps to add a second region in addition to the default region.

1. Fach reaion has its own CloudStack instance. Therefare. the first sten of creatina a new redion is to install the
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Management Server software, on one or more nodes, in the geographic area where you want to set up the new
region. Use the steps in the Installation guide. When you come to the step where you set up the database, use the
additional command-line flag -r <region_id> to seta region ID for the new region. The default region is
automatically assigned a region ID of 1, so your first additional region might be region 2.

R

cloudstack-setup-databases cloud:<dbpassword>@localhost --deploy-as=root:<password> -
e <encryption_type> -m <management_server_key> -k <database_key> -r <region_id>

2. Bythe end of the installation procedure, the Management Server should have been started. Be sure that the
Management Server installation was successful and complete.

3. Add region 2 to region 1. Use the APl command addRegion. (For information about how to make an APl call, see
the Developer's Guide.)

http://<IP_of_region_1_Management_Server>:8080/client/api?
command=addRegion&id=2&name=Western&endpoint=http://<region_2_IP_address_here>:8080/c
lient&apiKey=miVr6X7u6bN_sdahOBpjNejPgEsT35eXq-
jB8CG20YI3yaxXcgpyuaIRmFI_EJTVwZOnUkkJbPmY3y2bciKwFQ&signature=Lxx1DM40A]jcXU%2Fcaik8R
APO01hU%3D

4. Now perform the same command in reverse, adding region 1 to region 2.

http://<IP_of_region_2_Management_Server>:8080/client/api?
command=addRegion&id=1&name=Northern&endpoint=http://<region_1_IP_address_here>:8080/
client&apiKey=miVr6X7u6bN_sdahOBpjNejPgEsT35eXq-
jB8CG20YI3yaxXcgpyuaIRmFI_EJTVwWZOnUkkJIbPmY3y2bciKwFQ&signature=Lxx1DM40AjcXU%2Fcaik8R
AP001hU%3D

5. Copythe account, user, and domain tables from the region 1 database to the region 2 database.
In the following commands, itis assumed that you have set the root password on the database, which is a
CloudStack recommended best practice. Substitute your own MySQL root password.
a. First, run this command to copy the contents of the database:

# mysqldump -u root -p<mysql_password> -h <regionl_db_host> cloud account user
domain > regionil.sql

b. Then run this command to put the data onto the region 2 database:

# mysgql -u root -p<mysql_password> -h <region2_db_host> cloud < regionl.sql

6. Remove project accounts. Run these commands on the region 2 database:

mysql> delete from account where type = 5;

7. Setthe default zone as null:

mysql> update account set default_zone_id = null;

8. Restartthe Management Servers in region 2.

6.2.3. Adding Third and Subsequent Regions

To add the third region, and subsequent additional regions, the steps are similar to those for adding the second region.
However, you must repeat certain steps additional times for each additional region:

1. Install CloudStack in each additional region. Set the region ID for each region during the database setup step.

cloudstack-setup-databases cloud:<dbpassword>@localhost --deploy-as=root:<password> -
e <encryption_type> -m <management_server_key> -k <database_key> -r <region_id>

2. Once the Management Server is running, add your new region to all existing regions by repeatedly calling the API
command addRegion. For example, if you were adding region 3:

http://<IP_of_region_1_Management_Server>:8080/client/api?
command=addRegion&id=3&name=Eastern&endpoint=http://<region_3_IP_address_here>:8080/c
lient&apiKey=miVr6X7u6bN_sdahOBpjNejPgEsT35eXq-
jB8CG20YI3yaxXcgpyuaIRmFI_EJTVwZOnUkkJbPmY3y2bciKwFQ&signature=Lxx1DM40A]jcXU%2Fcaik8R
APO01hU%3D

http://<IP_of_region_2_Management_Server>:8080/client/api?
command=addRegion&id=3&name=Eastern&endpoint=http://<region_3_IP_address_here>:8080/c
lient&apiKey=miVr6X7u6bN_sdahOBpjNejPgEsT35eXq-
jB8CG20YI3yaxXcgpyuaIRmFI_EJTVwZOnUkkJbPmY3y2bciKwFQ&signature=Lxx1DM40A]jcXU%2Fcaik8R
APO01hU%3D

3. Repeatthe procedure in reverse to add all existing regions to the new region. For example, for the third region,
add the other two existing regions:

http://<IP_of_region_3_Management_Server>:8080/client/api?
command=addRegion&id=1&name=Northern&endpoint=http://<region_1_IP_address_here>:8080/
client&apiKey=miVr6X7u6bN_sdahOBpjNejPgEsT35eXq-
jB8CG20YI3yaxXcgpyuaIRmFI_EJTVwWZOnUkkJbPmY3y2bciKwFQ&signature=Lxx1DM40AjcXU%2FcaikK8R
APQ01hU%3D

http://<IP_of_region_3_Management_Server>:8080/client/api?
command=addRegion&id=2&name=Western&endpoint=http://<region_2_IP_address_here>:8080/c
lient&apiKey=miVr6X7u6bN_sdahOBpjNejPgEsT35eXq-
jB8CG20YI3yaxXcgpyuaIRmFI_EJTVwWZOnUkkJbPmY3y2bciKwFQ&signature=Lxx1DM40AjcXU%2FcaikK8R
APQ01hU%3D

4. Copythe account, user, and domain tables from any existing region's database to the new region's database.

In the following commands, itis assumed that you have set the root password on the database, which is a
CloudStack recommended best practice. Substitute your own MySQL root password.



a. First, run this command to copy the contents of the database:

# mysqldump -u root -p<mysql_password> -h <regionl_db_host> cloud account user
domain > regionil.sql

b. Then run this command to put the data onto the new region's database. For example, for region 3:

# mysql -u root -p<mysql_password> -h <region3_db_host> cloud < regionl.sql

5. Remove project accounts. Run these commands on the region 2 database:

mysql> delete from account where type = 5;

6. Setthe defaultzone as null:

mysql> update account set default_zone_id = null;

7. Restartthe Management Servers in the new region.

6.2.4. Deleting a Region

To delete a region, use the APl command removeRegion. Repeat the call to remove the region from all other regions. For
example, to remove the 3rd region in a three-region cloud:

http://<IP_of_region_1_Management_Server>:8080/client/api?
command=removeRegion&id=3&apiKey=miVr6X7u6bN_sdahOBpjNejPgEsT35eXq-
jB8CG20YI3yaxXcgpyuaIRmFI_EJTVwWZOnUkkJbPmY3y2bciKwFQ&signature=Lxx1DM40AjcXU%2FcaiK8RAPOO1h
U%3D

http://<IP_of_region_2_Management_Server>:8080/client/api?
command=removeRegion&id=3&apiKey=miVr6X7u6bN_sdahOBpjNejPgEsT35eXq-
jB8CG20YI3yaxXcgpyuaIRmFI_EJTVwWZOnUkkJbPmY3y2bciKwFQ&signature=Lxx1DM40AjcXU%2FcaiK8RAPOO1h
U%3D
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T3, EYMEBIXY NT—JADIS 74 v I DBBEDOT7AIAVOTDEA) 22V vy 7 LET, SNILEAAT
294700 Ky I ZHRECDTAALES, [OK| 22Uy I LET,

INLDRS T4 Y IIRIIE, RIDIZRI—IGERULINA R=NAHF—DDICOHERLE T, FHOD
FTRTDNAIR=NRAHF—IZDWT, V=V EZEBRLTHSSNILEEETEZET,

[Next] #21) v LET,

INTY Y94 I—XYyMNNZTA4vIDIPT RLADEEEZERLFT, ROFMBEREZAAL. [Add]E2 Y v

JLEFT. BREBEIKISLTIDOFIREZYERL, ISIERTYvIA4 V99— vy bhDIPT7RLRADEEEEBMNTE Z
¥, BTL ESNext]Z2 ) v LET,
Gateway : ZTNSDIP7 KL XICEATE5— b1 TY,
Netmask : ZDIP7 KL 2 OHICEEM T2 Ry NI TY,
VLAN: RS7 Vv I 574 v 2IERTHWANTY,
Start P B KU ENdIP: 1 V9 —Ry hDBLTIEATEZEHRINZIP 7KL RADEHT, YA MRy b
T—OADT I EADEOICEY HTET,

. HLWY =TI, CloudStackic & Y RHDR Y RABEBMICEMINE T, RTISIKKRY REBINTEEY,

Ry ROBEICOWTIE, TRy FICOWT] ZBRLTILEIW,

HADRY REBRT 3ICIE. ROBEEEAALT [Next] 20 v I LET,
Pod Name : Rv ROZHITY,
Reserved system gateway : ZDRY KHDKA MDS—k x24T,
Reserved system netmask : Ry KOY TRy NEEHRTDIRY hT—9 L T4 v Y RTY, CIDRREEAE
RALEY,
Start Reserved System IP & & Uf End Reserved SystemIP: A4 )R L —YRET> Y, IJVvY—Ib
TOFVRETY Y, BLUDHCP REDIFI LAV RTLRBY Y VEEET 570X, CloudStack TfF
AY2EEXY NTI—VRADIPT7 RLRADEEATY, #L<IE. [YATLICLYFHEADIPTRLZR] &
BSRLTEIW,

 EMEBRY NT—IDTAMNS T4 v U %EEET S VLAN ID OFEFEAEIEE L T( TVLAN E1U B TOHII ). [Next

=0y I LET,

. LWRY FTIE. CloudStack ICE W RHDY SR —AEEBMICEMINE T, BTISHILITZI—%EBIMNT

TET, VIRI—DOBEICOWVWTIE, V75241200 T] #BRLTIEIWL,

RIDY 529 —%ERT BITIE ROBEEEZANLT [Next] 20U v o LET,
Hypervisor : (Version 3.0.0 D%, 3.0.1 TEHRADMYEFER)IDI SR —HADITRTDFRRNTEITINS,
NAR=NAHF =Y T Nz 7 OREEERIRL T, VMware £3BIRT 5 & BMD 7 1 —JL RARTI N,
vSphere 75 249 — LT 3 I1EHRAIEETE X J, vSphere H—/\—DIFEIE. vCenter TRRA DI SR Y —
EER L7, V5 RY —2{F% CloudStack ICEBIMT 22 &2 BEMOLET., 7T X5 —DiBM:vSphere ]
SRLTLEIL,
Clustername : 7 S X9 —DEZRIEANLE T, ERD. CloudStack CERAINTVWARWTF R MNEREL F
ER

CHTLWYO S 24 —Tld, CloudStack IC& U RHDKRR MHAEBMIEMINE S, BTISICKRRAMNEEBMTEZE

T WHRR FOBEILOVTE, [HZFCOWT) ZBRLTIEIL,

o

CloudStack ZE&BT %5 & X (T, N RN—NA HF—([LRTHRORBY U DH > TRIWIFEEA.

RRANEEBRT ZRC. NANR—NAHF =Y T RNITTERAMIAVRAM—ILTZHENHY FF, CloudStack
BYR=—NFTEINANR=NAY =Y T T T7ON—=VaY, BLUVKRR M%ECloudStackE EEII H 272 HITHE
RBIERERRL TEMBE’HY ET, TOA VA M—ILIZDOWTHEHLIE, ROEIYavESRBLTE
I,

CloudStack® 7= MDCitrix XenServer®4{ ~ X k—Jb

VMware vSphere®D 1 >~ & b —JL &R E

KW®DA v 2 b=V EERE
RADHRR M EBRT ZICIE ROFEEZASDLT [Next] 22U v LET,

Host Name : R X NODNSEZ E/IFIP7 KL AT,

Username : @& (& root T,

Password : ED 1 —H—& I 9 %/82 7 — R TF (XenServer & 72 [EKVMBI TIRE L 72 % D),

HostTags:(# 7> a V)RR MEDE L CTRFEBEICT 2DICERTEINILTT, Hl&E LTI 57 ROHA

Y UEBETEE T (hatag ZEVO—NIVEEENRFA—F—IIRELET), E§LIDKRAMETREYY V%

(BR Al BEEZEMELEZd X TRBLALWESE, BEEACS RO THARKZ M ETOREY Y~ TOHAD

Al EBRLTIEIL,
FLWISRY—TlE, CloudStack ICEYBRHDTSA T YR ML =Y H—N—AHEMIEMINET, BT
SICY—N—%ZBMTEEY, FIATVAM —YOBEILODVWTE, [FTI3ATVAML—=VICDOWT] %5
BLTLEIW,
BAIDTSAIYRAML—=IH—N—5HERT 5I01E, ROBEEEAHALT [Next] 52Uy I LES,

Name: 2 hL—YF /1 ZOEZRITY,

Protocol : XenServer DiZ& &, [NFS]. [iISCSI. F7=ld[PreSetup]%EIR L £9. KWM DIFEIE. [NFS].

[SharedMountPoint]. [CLVM]Z 7=IZ[RBD]% ;&R L £ ¥ . vSphere D3H&EIE. [VMFS](iSCSI £721d7 7 1 /38—
F o RINFF1E INFQIABIR . F¢ @ENFNEMAD T« —ILRIE 77 BRI FEDICLUBAUFS




v v oniere v o s

TN s 0 EHUYe wvoreis ve o sv v

NFS

Server: A ML —IUFNRARDIPT7 RLRER

[ DNS &£ T,

Path: 4 —/N\—H5IT Y RKR— I/ T

£

Tags(# 7> av):ZORANL—=YFNA ZBHD

YTEIVITREY>TEHEL £9. T1RIF

27V ITDITERE. FRIFEDRA—/N—

Ty NCTHIRLEDNHYET,
TSARVARNL—=UDY TEY ME. V—VRHEOD
IS5 —RETR—THI2BELNHYET, L&
i, V5R9—ATTSAIYRNL=UDYTH
TLHLVT2DHEIE. ALY —VADEHDET AR
TDISAI—TETZFATIR ML=V DY T %
TLELIVT2ILTIRENHY FT,

iSCSI

Server: A ML —YFNAZDIP 7 RLREFT
[ DNS &£ T,

TargetIQN: ¥ —%"v hDIQN TY, =& 2 &,
lign.1986-03.com.sun:02:01ec9bb549-
12713789841 & LF Y,

LUN:LUNBSTY, /c&xi, 31 &LZE

ER

Tags(# 7> aYv):ZORANL—=YFNA ZBED

YJEIVITREY>TEEL £9. T4 RIF

27NV TR TERE. FLREETDR—N—

Tty NTHEIBRELNHYET,
TSARVARNL=UDF Ty MME. V—VHEOD
VS 2A9—ETA—THZIZBELIHYET, k&
i, V5R9—=ATTSAIYRNL=UDYTH
T1 LUV T20FEEF. ALY —YADEHIDTAN
TDISAI—TETSATYR ML= DY T %
TLHSLUT2ICTZ2RENHY FT,

=ity hT7v S

Server: A ML —YFNRARDIPT7 RLRER
[ DNS &£ T,

SR Name-Label : CloudStack D4 ERICE v k
Ty TLEANL=YYRI M) DERSNILE
AALET,
Tags(# 7> aYv):ZORANL—=YFNA ZBHD
YTEIVITREY>TEEL £9. T1RIF
IV IO TERE. FRIETDR—/R—
Ty NTHEIURELNHY ET,
TSARVARNL=UDH TEY bME. V—VRHOD
VS A —ETRA—THIUEIHYET, LEX
. VSRI—=ATTSAIVAMN L=V DY ITH
TLHLVT2DHEIE. ALY —VADEHDETAR
TDISAI—TETSATYR ML= DY T %
TLELUVT2ILTIRENHY T,

HEYI VMRSV B

Path: ER2AMNDZIDTSAT) R ML —=IHT
TV RINBNRRTE, &I
['mnt/primary] & L %9,

Tags(# 7> a>v):ZORAMNL—=YFNA ZBHD
%AV TRE>THEEL &9, T4 RV 4
27V ITDYTERE. FEETDR—/R—
Ty NTHIRLEDIHYET,
TSATYVRARNL=UDY TEY ME. V—VRHEOD
V529 —BTCRA—THIZUEBELIHYET, A
& VS RI—ATTSATIVAIL=2DY TN
T1 LUV T20FEER. ALY —YRADEHIDT AN
TDYVSRAI—TETSAIIVR ML=V DI T%
TLBLVT2ICTI2RENHYET,

VMFS

Server :vCenter —/N\—®D IP 7 L X F 7 (E
DNS & T3,

Path: 7—4% V9 —ZET—9 A NTEHDHEH
EhETY, HRiE. IF—9tv5—&I7—
HYANTHE] TE, & zid,
l/cloud.dc.VM/clusterldatastore] & L,
Tags(# 7> aYv):ZORANL—=YFNA ZBHD
Y TEIVITREY>TEEL £9. T1RIF
27V ITDITERE. FRIFEDRA—/N—
Ty NCTHIREDHYFT,
TSARVARNL=UDY TEY ME. V—VHEOD
VS 29— TRA—THIVEIHYET, L&EX
i, V5R9—=ATTSAIYRNL=UDYTH
TLHLVT2DHEIE. ALY —VADEHDETAR
TDISRAI—TETZFATIR ML=V DY T %

TV T2ICTIRENHYET,

11. L WY — Tl CloudStack IC& Y RFDEAV Y ) A ML —IH—N—HpBEHEWNICEMINET, EHVF Y
ZRL—VOBBICOWTI, [EAVSUZRL—UICDOWT] #BBLTIEIWL,

COEEICANT BRIIC. NFSHBEE Y b7y 7L TRHO CloudStack ¥ AF LREBY Y VFY FL—h&A
VAR=ILL. EAVIVR ML=V EERFETIRENHYET., TEAVIURIL—TYDEM 25RLTL




U,
NFS Server. The IP address of the server or fully qualified domain name of the server.
Path: % — /=M 5T RAR— b I N/ TT,
12. [Launch] %2 Y v 7 LET,

6.4.Ry KD3EBM
FLWY —VAERT B E. CloudStack IC& U RHDRY RABEBMICENINE T, 2OEI Y a vOFIEICHK> T,
Ry REWDTHEBMTEET,

1. CloudStack 1—H#'—4A Y4 —J7 A RAICAJA1 Y LET,

2. ZlDF 4 —2 3 v /X—T|Infrastructure]= ¥ ') v ¥ LE T, [Zones]
T3V —VERBRLET,

3. [Compute and Storage]¥ 7% Vv o LET, ¥4 755 LD[Pods]/ — RDOMewAllE5 ) v o LET,
4. [AdPod|E oY v I LET,
5 44700 KRy I RTROFMEREADLET,

Name: Rv KOEZRITY,

Gateway: ZDRY RADKERA MDY —hD 24 TY,

Netmask: Ry ROYTxy NEEHRTDRY NT—UFL T4 vIRTYT, CDRRILEHEALET,

Start Reserved System IP$ & TFEnd Reserved System IP: EH Y4 Y 2 hL—YREBY> Y, avy—IL TS
OFVRIETI Y. BLUDHCPREDIEFIFRV AT ALRETY VA EET 57/<HIC. CloudStack TEMR
TEHEERY NT—VHDIPT RLADFETY, FLLIE, [YRATALICEYFHEADIPT KLR] 28R
LTLEI W,

6. OKIEZ Uy o LET,

EBRBLTEIW,
[View More]&= 2 1) w & L. Ry K&i&

6.5.7 5 A5 DiEM

CloudStack (CEENRDFR b ZBHIBLIBBIHY I T, RRAMIVSIRI—RICHBD, RAMET T RITE
Me2ICEPREL L DDISRY—%BMT 2RENHYET,

6.5.1. 7 T A4 —DEM:KVM Z /= [& XenServer
RDOFMEE, NAN=RNAYP—%RAMIA VX M—JLiEHT CloudStack 1—H'—A V¥ —T 24 IO T A VFEHTH
BT EERMRELTVWEY,
1. IO+ S —2 3 v /X—T[Infrastructure]= 2 Y v ¥ L £9, [Zones]T[View More]l= 2 Y v o L. V53R —%
BMT 2V —VEERLET,
. [Compute] ¥ 7&5 ) v o LET,
. #1417 U5 LD[Clusters]/ — KDMew AllE 2 Y v 7 LETF,
. [Add Cluster|= 2 ) vV LET,
ZDYZRY—DNANR=NA Y —DEFEEBRLZET,
ISR —EERTBRY REBRLES,
LIS RAY—DEZFIEAALET, EED. CloudStack THEAINTVWARWTFFI MERELE T,
.[OKEZ )y o LET,

©® N U A WN

6.5.2. 7 5 A4 —®D:EM:vSphere

vSphere MR MEEIL, vCenter $ & U CloudStack DEBEI—H—A1 V9 —T x4 REMAEDLETITVET,
CloudStack Tl&, §RXRTDHRER hH* CloudStack 7 S RY —ICH B EDNBEBETTN, VS5RAY—5E—DKRA NTHER
T2HIEETEET, EBEBEFISRI—IK1EBEORRANEFERT 20, BRORRANEFERTINERET 2HENH
YEF, BERRAMNDISRI—TIE, SATIAMTL—avDEI A FERATEET, V529 —I01F. NFS X
2IFiSCSIDL S AHBERAMNL—VEHBETT,

vSphere #—/X—Di5& &, vCenter TRRA MDY S RY —% M L. ¥ 59 —21{k% CloudStack ICIEBIMNT BT &
EBEDOLET. ROBHICHE>TLLEIW,

vSphere 75249 —ICEREBET PRI MIBBAFXTICL TSI,
NAIR=INA HF =R R MIETHORIET S v ARWNT & ZFEER L TH B, CloudStack ITBIL T X W,

vSphere ¥ 5 24 —% CloudStack IZBINE 2 ICi&

1. VCenter TRA MDY SRY—%ERLET., VCenter DIERICH>T. ThEEITLES, V5RY—%ERT S
&, VCenter ILIFRDE D ICRRIINE T,

T WIN-OMUDCHMSFUBY - vSphere Client

Ele Edt View Inventory Administration Plugdns Help
K3 EJ & vome b g Iwentory b [ Hosts and Clusters

= G WIN-OMUOCMSFUB?
B B doud.devM T :

B [l coud.cluster.2.2.1 [ LB L o, Summary - Virtual Machines | Performance . Configuration |

[ [192.168.160.25

[ test What is a Host?

192.168.160.25 VMware ESXi, 4.1.0, 260247 | Evaluation (38 days remai

A host is a computer that uses virtualization software, such
as ESX or ESXi, to run virtual machines. Hosts provide the
CPU and memory resources that virtual machines use and
give virtual machines access to storage and network
connectivity




Basic Tasks

& Deploy from VA Marketplace

5t Create a new virtual machine

2. 1—H—AVH—T T4 AOIA YV LET,

. ERDOFES—> 3 v /X—T[Infrastructure]= 2 Y v J L £, [Zones|T[ViewMore]l= ) v oL, V5 RA49—%
EBMy3Y—VERERLET,

w

4. [Compute]? 7% 71w - L. [Pods]DNiew A2 Yy I LET, VSR —%BMTZRY REBIRLET,
5. [View Clusters]= 2 1) v 2 L,
6. [Add Cluster]® 2 ) v LE T,
7. [Hypenisorlih vy 2 ZD—E T, [VMware] % #IRL £7,
8. ¥4 T7ATRY I RTRDEREANLET, ROT 14— RICL>T. vCenter JIOEASRTES L ITHRY
E3
Cluster Name: vCenter TR L7V S 29 —DEFIEAALET, =&z, Tcloud.cluster2.2.1] & LZE
ED

vCenter Host: vCenter —/N\—DHKA MEZF/IEZIP7RKLAEAALET,

vCenter Username: CloudStack #* vCenter NOEFICHERT 21— —ZEAALET, 2OI—H—ITIFT
RTOEEFENVETT,

vCenter Password: LD 1 —H—ZICHT 2/ RT7—READLET,

vCenter Datacenter: ¥ 5 24 —HFET % VCenter T—9 V4 —%AALET, &zl
ELET,

lcloud.dc.vM]

® Ada Cluster

ZONE-NEXUS-ADV

Zone

Hyperasor: | Vidwane

Pad

Cluster Name

vCenter Host

vCenter Username

vCenter Password

vCenter
Datacenter

Nexus dvSwilch IP
Address

Nexus dvSwitch
Usemame

Mexus deSwitch

POD-1

doc-cluster

host-Cs-vEenter

Admin

doc-datacenter

10.10.105.10

dv-admin

........

Password

VIR —NTAEYa=VTINDE. ZLVOBENFEET BBELNHYET, 2 —HF—( V9 —T A RIC
VSR —NBEFHICRTINET,

Cancel

6.6. "X kDB

1. CloudStack # & L THRR M EBMT 2RIGBIR LN R=NAHF—BRAMIA VA M=ILTERENDHY F
9, CloudStack "R M &L RNA NR—NA HF—TFTTEHETIREI IV ELEHICBRT DI ENTEET,
CloudStack 1 Y A b—JLHA RTIEZhZhDOYR— I N B/\A/3—/N1 H#—% CloudStack H5 ED & 5 IZF
A28 M YA N—IAEPREAEEZREELTVWET, EON=IavDONA R=NA =Y R—FbIhTwn
WA YZAM=ILHA RO BERESI Y 3V ESBT %2 &id CloudStack T/NA /8—/Nf HF—K X k&K
THLODEERRATY FICHRYETS,

FTNZNDNANR=NAHF—ITRH LT INAR=NAHF—DA VR h—)L] TiR5N 3 CloudStack A8
DERFIEEFRERL TLEIW,

===

=R

2. CloudStack (CX LRR M &BINL F T, BET ZRAMMERISFIBT 2N NR—NAHF—(LL>TERYZET,
[7RZ N DEN(XenServer & 7z l& KVM) ]
[7R 2 N DIEN (vSphere)

6.6.1. K 2 b DB M (XenServer X 7= & KVM)
XenServer B LINKVM DK ME. WOTHZSRY—ITBIMTXET.



6.6.1.1. XenServer 8L U KVWM KR F DEH

=1 =]

N IR—=NA HF—RRA MIETHDOREY VARV & &R L TH D, CloudStack IEIML TL X W,

BRES

BUVSRI—IEEA—DNANR—NAF—%FATIHRRANDAHEZEDIRLENHY £,
XenServer DIFEIE. V7 RAY—ICEBET B2HRAMEBEETICLTLLEIL,
KW D&, VA9 —ICEBRET2HRAMEIL6BFTICLTLREIW,

N=RO T TEHFITDWVWTIE, CloudStack 1 Y A h—ILHA RONAR=NAHF—FDA VA M=IbEIavaBRL
TLEIWY,

6.6.1.1.1. XenServer Ik 2 b DEMEH

XY NI—ORYTF1 U TEERT 2HBEIE. BEEIRZ NORKRE, 7529 —ROIEIDER NERRICALICT S
REAHY ET,

IS —ICEMTRTRTORRMIFLTROITY RERTLET., TNT. KR M XenServer 7—ILDT R
H—IZmbY 7,

# xe pool-join master-address=[master IP] master-username=root master-password=[your
password]

_

AV REIE—LTETTHEE . B—DTE LTHYMITAZEZRRLTKREIW, — 8O RFa x>y b
Ea—7—Tlk JE—LETFRAMIARELRITIEFINDITREEIHY T,

XenServer 7—JLICE RTDRA MEBILA S, cloud-setup-bond 227 1) 7 hEEIFTLES, DRI T ALY,
ISA9—HDFLWKRR FDRY ROEHREEY b7y TERTLET,

1. Copythe script from the Management Server in /usr/share/cloudstack-
common/scripts/im/hypervisor/xenserver/cloud-setup-bonding.sh to the master host and ensure itis executable.

2. RODAV ) FhEERTLET,

# ./cloud-setup-bonding.sh

6.6.1.1.2. KVM 7R X b DB INE #

HEYIV VY MRA VMR MNL—VAFERT 258, EBEEIHLVWERMNDIRTOYI VARSIV ME(TDI VM
NEEZARL—UEHEHT). V7 RAI—HDIEHIDHRRANERLRAICALICT 2HENHY T,

FLOWKRZARDRY NT—IHR(TA R TSTAR=N, BLUNRTY v IRy NO—=0)H V5 R9—HDIFEHID
FAMNERLTHZZEERABLTLLEIL,

OpenVswitch D 7Y v & FIA L TW3IHE I CloudStack ICR R M &BIIT 2 £ 2 I KVM KR b D agent.properties
%#m& L network.bridge.type /X5 X —% —% openvswitch ICERE L T EE W,

6.6.1.2. XenServer £ 7z I& KVM 7k 2 b D& N

RAMINANR=NAHF =Y ITRIITEELEA VA= LTVWRWEEIEA YA =L L £ T, CloudStack »*4
R=bTEINANR=NAHF =Y T I zT7DN—=V 3V, HLUVKRR % CloudStack & EBI B % 7D ICBHELEM
BREBRLTBDELIHYET, TOAM VR M—ILOFMICDWTIE, CloudStack 1 Y 2 h—JLH A R HNA
NR=NAHYF—FOBENLEI > aVvESRBLTLEIN,
CloudStack1—#'—4A V¥ —7 A/ RICEBEE LTOVA VY LETS,
LRI+ S — 3 v /X—"T|Infrastructure]= 2 ') v 7 LE ¥, [Zones]T[Mew More]=2 vV L. KR NEBINYT 3
VU EERLET,
[Compute]¥ 7% 2 1) v % LE T, [Clusters]/ — RDMewAllE2 ) v o LET,
RANEBMT 2SR —%ERLET,
[View Hosts]= 2 ) v 7 LE T,
[Addd Host]z 2 ) v 2 LE Y,
ROBEREEELET,

HostName: KX RDDNS ZZX7%&IEIP7 KLATY,

Username: @& (& root T9,

Password: XenServer £7- (& KW EITIEE L. LOI—H—ZICHTZ/RT—KRTT,

HostTags(A 7> a V). RA MR L TRFEBEICT 2DICERTZSNILTE, EXIEERR MIF LR
I VOB RMEEEMELESEE. 75U ROHAY J(V/O—/NILERET hatag IKERE LIS A—9—)%
BRETHIEANTEEY, FWELAERIE RETY Y TOESTREOEME] ¥ (KX NOFETRAMK] #88BLT
IV,

RZNDBTOEYa =V I3h2BE. SLOBENRETZHELFHYET, 1—H—AV9—T 1 RIIKZA ME

BICRIINET,

BIMDKRZX MIDWT, ZOFIEEBEYRLET,



6.6.2. K X b DB MN (vSphere)

vSpheretr —/N—IZxt L TldvCenterTY S 29 — %R L. 75 X9 —2{K%CloudStack ISR LBIMT 2T & #HEL F
T FHLLIEI 529 —niEM(vSphere) 2SR L T XL,

6.7. 734 YRML—TYDEM

671. 7SATYVAMNL—SDY AT LAEH
N—RD T TEH:

BEIZRBNANR=NAHF—THR— N IN TV BEEERDER®D iSCSI 7 lE NFS #—/3—,
AML=UH—N—F, ZBOT ARV EHEACIAVELI—Y—THI2UEIrHYET, T4 RVE. N—KDx7T
RAD OY hO—5—TCEET DI EBENTT,

RNBVHERBERF=Z—XILLYVERYET,

TIARVAMNL =V %Ly N7y TT2EEITRDEBICHE S TIRIW,

TSARVZAML—VIE, RRAMNEI SR —ICEBMULARS TREMTE LA,

HETSATVAML—VEEBLAWGEIE. FO—/N\ILEKR/SS X —4% —D system.vm.local.storage.required %
true ICERETDHENHY FT, RELABVWEREYY VERETETEEA,

6.72. 754 YR ML= DB

LW —VEERT2EE, FIEO—HE LTRIOTSATYR N L=—IDBNINES, TSAITYR M-
P—N—@F FHLWISRY—EBMTZEZIPREDI SR —IIH—N—%BNTHEEMRE, WOTEHEBMTEE
ER

P—N—AERMINTVWAWT E &S LT EIW, CloudStack ICH—/N—%EMNT B &, BEDT—4I1E
TRUBEEINET,

D

H
[=]

1. CloudStack 1—H#'—4 Y4 —J x4 2ICATA Y LET([UNDOT A V]| &BR),
2. ZIOFES —2 a v /N—T [Infrastructure] 2 1) v 2 L, [Zones] T [MiewMore] %2y o L. F7314<V
AML—VEEMTEYV—VEBIRLETS,
3. [Compute] ¥ 7% )y o LT,
4. ¥4 7S LD [Primary Storage] / — KD ViewAll 22 Y v 7 LET,
5. [Add Primary Storage] 27 ) v 7 L& ¥,
6. ¥4 T7OTRY VRICRDEREANLET, REABRIE, BRITZ2TOMINICEI>TERYET,
Pod: R AL —YFNA ZRDKRY RTY,
Cluster: A AL =Y F NN DY 5 RH—TT,
Name: Z hL—UF/NA ZDEZRITY,

Protocol: XenServer %&£, [NFS]. [[SCSI. F7zld[PreSetup]&EIRL £9., KW DiFEIE. [NFS]F 7=
[SharedMountPoint]%&3R L £ 9", vSphere DIF&IE. [VMFS](SCSI £7/21d7 7 4 /X—F + RIV)E /= 1& [NFS]
ERLET,
Server(NFS, iSCSIL F 7= | PreSetup DIFE): A ML —YFNLIRDIP 7 KL RAZE/IEDNS&ZTY,
Server(VMFS D5 &): vCenter ' —/X—D IP 7 KL X £/ IE DNS & TY,
Path(NFS @35 &):NFS DIFE. ZhEY—N"—HD5IT I RR—bMINLRRTT,
Path(VMFS M1g&): vSphere DIBA, F—F £V —REF—I X NTRODEHEDETT, Bt 15—
YLV Y—RIT—9ZANTE] TY, =& ZIE. Ticloud.dc.VMclusterldatastore] & L& T,
Path(SharedMountPoint D35 & ): KW DBE, FRAMDIDTZAIYRARML—IUHBTTIY NINBNRRT
¥, =& zE. [mntprimary] & LET,
SR Name-Label(PreSetup M35 & ): CloudStack ODAERICEY b7y FLEZRAML—=YURI M) DZFTIZ NIV
EAALET,
Target IQN(iSCSI D35 A):iSCSI DIFA. ¥ —% v RDIQN TF, =& xiE.  lign.1986-
03.com.sun:02:01ec9bb549-1271378984] & L9,
Lun & S (iSCSI D15 A):iSCSI DIFA. LUNBETT, cexild, I3 &LET.
Tags(# 7> aYv): ZORNL—=YFNA ZRBADY J % AVITRY>THEELES, T1RIA 77UV TD
YINERAE. FLEFZTOR—1—ty N THEIBENHY ET,
TSARYRANL=UD9 Ty ME, V=VRADISRY—RBTRA—THEREIHYET, LEZE 752
I—ATTSAIYRNL=YDIITHNTLELVCT2DBAEIRK. ALY —VHDIEIDITRTDISRI—TEHETS
SARVRAML—YDITETLELUV T ICT2HENHY T,
7. [OK=2 Vv LET,

68.EHYSF YR ML —TDEM

681LEAVHFVAMNL—CDIRTLEH

NFS A ML =Y 7 754 7Y RE 7 Linux NFS H#—/8—
(# 7 3 v)OpenStack Object Storage(Swift) (http://swift.openstack.org #8HB L T X W)
R/NEEE L T100GB

EAVIYRAIL—IFTNA G, TORA M-V %EBATETAMRBYY VERLY —VICEREY 2HENHY &
kR



BEAVIVRAML—IH—N—F V—VHOITRTORRNTHEATEIVENHY T,

682.HYFYRML—TDEM
FLWY—VAEERTZEE, FIEO—BELTRADEAVF YR FL—UBEBMINES, WOTEREAVS YR L
L—=IH—nN—% BHLT. BEOY—VIIH—N—%BNMTZIENATEET,

Y—N—TAEEMINTVANT E &R LT EI W, CloudStack IcH—/N—%EBMNT 3 &, BEDT—4I1E
FTRTEEINET,

1%

H
[=]

1. 959 REEOEAVIIVRIL—YE LT SWit #ERAT 2HAR. Vit TA—hllathYd YR b
L —IH—/\—%BINT BR1IC. CloudStack IC Swift 2 kL —Y A BIMT 2HEBELAHY T, [V—0EM] %
SRLTE I,

2. V=vikgLTaA—AlRtEAVIY RN =V DEHFEDDH, BEHY—/N—0DA VX M—JLHIZ NFS B %K
LYT Y MLTBLBENFHYET, IINFSHED®E(F] 2BRLTIREIWL,

3. BEY—N—DA VA NIRRT LARBIV VT T — 2 #E LI E2HEBLET, See [V 2T 4

R~V FUTL—hDEfF]  EBRBLTILEIW,

4. INTY—VEBRDA ML=V ELTEAVIYR M =S —N—DEFENTELDT, CloudStack IZEBN L £
T, HILLW—VOBNFIEO—HME LT, EAVFYR M —UPEBMINET, [V—UDEMN 288LT
IV,

6.9. 1 lLE T X b

TRTCOERHIHED S &, CloudStack B FIEHEINE T, xRy FT7T—JDREICL > TIE, 30 DULEI D ZAREMELH Y
9., DHEIFERICRET TS, BEEDY v 2R— KH CloudStack T—H'—4( V¥ —T /4 RICRRINE T,

1. SRAT LN ERBETRETHZ MR LET, ZRAOFES -2 3 v /X—T[Templates]&= 7 v I LET,
CentOS 5.5(64bit) no Gui(KVM)%3ZIR L £9°, {REEH' [Download Complete] THZDZ & &2HRBLET, TDRRE
ICR2ET, ROFIEICFETBRVWTLREI W,

2. [Instances]¥ 7 T. [Filter By]R v ¥ ZD—&E T[My Instances]&= &R L £,

3. [Add Instance]&= 7 1) v 7 LT, 74— ROIERICHEWVET,

a. BMLEZEMOY—VERIRLET,
b. REY>VTHEATZTYIL— b ERIRLET, ThHHRA VR M—ILDFEIE. BZ5AAHRAHD
CentOS 7V FL— hDH%EFATEET,
c. Y—ERFT77V VI EBERLET, FRHITZ/N\—RI7zT7T. BRRLAY—EXA 77V TE2RBTS
BT EEBALTIEI W,
d. BBIISEL T, T=9TARIFT7IVTICED L DTF—9 T4 RV EBMLET, ThiZF R MHMER
TEZ2BHORY 2—LTETH, IOV MIIhFERA, 72& ZIE XenServer LD Linux Tl RIE~
T VDBEE RICT R M Tldevivdb HARBEINE T, PVABEMRARL =T 1 VTV RTLA—RIDIG
BIIBEBITETT,
e. TI7AIWNIRYNTI—UT, FRAMDTSAT YRy NT—V%BRLET, EXA VAT, 20
FTFvavigioLhrdHYEtA,
AT avT, REIIVICAMAERMI TV —TEEYLETES, RIETV VAHRATI2EFHDTFR
FeERALEY,

g. Click Launch VM. Your VM will be created and started. It might take some time to download the template

and complete the VM startup. You can watch the VMa€™s progress in the Instances screen.

4. REEY Y v AFERY B ICIE[View Console]= 27 ) v 2 LET, .
For more information about using VMs, including instructions for how to allow incoming network traffic to the VM,
start, stop, and delete VMs, and move a VM from one host to another, see Working With Virtual Machines in the
Administratora€™s Guide.

—

ZN T, CloudStack D1 YA h—J)Lh5ET LFE L%,
EBRELRT 21581k, ISIKKRA N T4 VRMNL =Y, V=Y, Ry R, BLUVISRAY—5BMTEET,

88 7Z Global Configuration
Parameters

7.1 70— /NIVEER/INT A —9 —DEETE

7.2. About Global Configuration Parameters

7. 70—N)IVEBRNS A —9 —DHRE
CloudStack ICId. 759 RDOIFIFAAEAHIET 27-DICBETIBENSA—F—EHb>TWET, CloudStack %
MOTAVAMN=ITBEE, ZLTZDETERMIC, TNODRTEELTEITINENHTL 2HEEMELHY FT,

1. A—HY—A Yy —T A AIEBEELTCOTIVLET,



2. B0 F S — 3 »/N\—T[Global Settings]% 2 Y v LZF,

3. [Selectview] Ry 7 AD—ETRDEL LHEBIRLF T,
Global Settings: /85 X —4% —#%, BBELGFHALREDEEHIC—BERTIINET,
Hypenvisor Capabilities: /N /X—/NA HF—D/NN—= 3 VB, ZTRZTNICHR— M I35 X MO LR EHIT—
BRRINZET,

4. BRRERY VR%EFEAL T, BLOHZ2BEEHOANRRINDZLIIC—BERNBTERYAZET,

5. EAEZETHICEENNTAAVEI Yy 2 LET, N A= F—OliEERTT 255803, FEEEEE K

DILETNANR—NAYF—ZH Iy VT IRENHY T,

7.2. About Global Configuration Parameters

CloudStack provides a variety of settings you can use to set limits, configure features, and enable or disable features in
the cloud. Once your Management Server is running, you might need to set some of these global configuration
parameters, depending on what optional features you are setting up.

To modify global configuration parameters, use the steps in "Setting Global Configuration Parameters."

The documentation for each CloudStack feature should direct you to the names of the applicable parameters. Many of
them are discussed in the CloudStack Administration Guide. The following table shows a few of the more useful
parameters.

Field &

management.network.cidr ACIDR that describes the network
that the management CIDRs reside
on. This variable must be set for
deployments that use vSphere. Itis
recommended to be set for other
deployments as well. Example:
192.168.3.0/24.

xen.setup.multipath For XenServer nodes, this is a
true/false variable that instructs
CloudStack to enable iSCSI
multipath on the XenServer Hosts
when they are added. This defaults to
false. Setitto true if you would like
CloudsStack to enable multipath.

If this is true for a NFS-based
deployment multipath will still be
enabled on the XenServer host.
However, this does notimpact NFS
operation and is harmless.

secstorage.allowed.internal.sites This is used to protect your internal
network from rogue attempts to
download arbitrary files using the
template download feature. This is a
comma-separated list of CIDRs. If a
requested URL matches any of these
CIDRs the Secondary Storage VM will
use the private network interface to
fetch the URL. Other URLs will go
through the public interface. We
suggestyou set this to 1 or 2
hardened internal machines where
you keep your templates. For
example, setitto 192.168.1.66/32.
use.local.storage Determines whether CloudStack will
use storage thatis local to the Host
for data disks, templates, and
snapshots. By default CloudStack
will not use this storage. You should
change this to true if you want to use
local storage and you understand the
reliability and feature drawbacks to
choosing local storage.

host This is the IP address of the
Management Server. If you are using
multiple Management Servers you
should enter a load balanced IP
address thatis reachable via the
private network.

default.page.size Maximum number of items per page
that can be returned by a CloudStack
APl command. The limit applies at
the cloud level and can vary from
cloud to cloud. You can override this
with a lower value on a particular API
call by using the page and pagesize
APl command parameters. For more
information, see the Developer's
Guide. Default: 500.

hatan The lahel vour want to use throuahout




e et e rr e e e e g e

the cloud to designate certain hosts
as dedicated HA hosts. These hosts
will be used only for HA-enabled VMs
that are restarting due to the failure of
another host. For example, you could
setthis to ha_host. Specify the ha.tag
value as a hosttag when you add a
new host to the cloud.
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8.1.KVM DA v & h—JL &R

8.1.1.KWMIKRA MDY RTLEH

8.1.2. KW 1 ¥ A h—ILDIFEs

8.13. FRL—F 1 VIV RT LD
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8.1.9. Configuring the firewall

8.1.10. CloudStack ~®D & 2 MBI

8.2. CloudStack® 7= MCitrix XenServer® 4 ~ X k—Jb

8.2.1. XenServeriR A kDY A7 LEH

8.2.2. XenServer® 4 ~ 2 k—)LF|E

8.2.3. XenServer KX 4 >0D X EERE

824 A—H—HENRRT—R

8.2.5. B ZIEHA

8.26. 51 Y AEE

8.2.7. CloudStack XenServer Support Pakcage(CSP)D 1A ~ X k—Jb
8.2.8.XenSernver BD F7SATYRANL—YDEY N7 v T
8.2.9. XenServer M iSCSI YL FIRADEY N7y (AT av)
8.2.10. XenServer DB Ry N7 — I HE

8.2.11. XenServer A=Y a>vD7 v T L—K

8.3. VMware vSphereD 1 >~ X k —JL & #EEL

8.3.1.vSphere "R DY X7 LEH
83.2.VMware A F v ) RAMNEREELET,
8.3.3.vSphere® 1 ¥ 2 h—JLF|E

8.34.ESXRA MY N7y T

835. YEKRZANDRY hT—4

8.3.6. Storage Preparation for vSphere (iSCSI only)
8.3.7. Add Hosts or Configure Clusters (vSphere)
8.3.8. Applying Hotfixes to a VMware vSphere Host

81.KVM®DA VYAM—I LK

811.KVMEKRA MDY AT LEH
KWk, SEIFERLNMUXR—ADFARL—=F A VIV ATALILEEFNTVWET, UTFOTF1 ANV Ea2—Y 3 VIdE
TRHYFEANERERYZT,

CentOS /RHEL: 6.3

Ubuntu: 12.04(.1)
KWM/NA IR—=NA F— 51T 2 EELREH libvirt & Qemu D= 3 VICAYET, EDLinuxT1ARMYE1—Y 3
VERMBTINMNEDSTWATOEHEELZL TWEIHIRRT I2HENHY FT,

libvirt: 0.9.4 L1 f%

Qemu/KVM: 1.0LAF%
CloudStack TDFT 7 A DT ) v VI Linux %A T4 TDT ) v IRETY vy VEY 2—)) IT7RY £F, CloudStack
&4 7> 3 v & LT Openvswitch ZEFX € 2 MAAEREB L THYUTOL S REHSHY T,

libvirt: 0.9.11 0 ED/NN—=T 3 >~

openvswitch: 1.7.1  ED/NN—=T 5>

MATUTFDON= R T TEHEIVEERY FT,

12DV ZRAY—HORANTRERAN=Y 3V aH—T 5,

12DV A9 —ADKRA MIEEIRA L THEZLBENHYET, 2FEY. CPUDTEHEHARLT, RUHEZS Y
THERBENHYET,

NmA S i L Ana Vs A8k 7N M ER LS 1 A



HVIVI(INTEI-VI Or AVID-V 7B CHD D) WWNEND DY) K 9 o

64-bitx86 CPU(ZK DT AAET B IETRIA—I VYV ADALNRAZNET),
AGBD X E ),

&A1 DL LEDNIC,

CloudStack B BRI NP, /N /R—/NA HF—KRZ MIBEICEHEL TWAVMAEEL TWRWL,

812.KVMA YA M—ILDEES

Linux Kernel Virtual Machine(KVM) /N /S—NA H—%FERA L THT X MRIEY S V2 E1TT 25%E1E. 757 RROKZ b
ICKWEA VAR —=JLLES, TITRH KWMODA VR M—JLRFa XY MEBER LRV, CloudStack A DEREICD
WTCERBAL T,

H
[=]

EEAERIT 2RI, FAMIRULTRFOT Y 77— M BERAINM TSI EERRBLTLEI,

CloudStack DHIE FICARWERRA N ETH—EREBEIH 2 Z S IGHERINE A,

T
Of

KWMNA IR=NA =% 4 VA =L BFIRITRDEEY TY,

1. ARL—=F 1 VTV AT LDKSE

2. libvit 4 Y A h—JLERE

3. EFaYF4RY I—DERE (AppArmor & SELinux)
4, I—J VMDA VRAM=LERE

813.ARL—TFT 4 VI AT LD¥lH
R MDOSIE CloudStack T—Y Y hE KWMA Y RI VZADIET 2L D EBINZIBELNHYET,
1 ARL—=F A VIV AT LI —ba—H=ELTOTF Y LET,
2. RREMAR N EEREELEYS,
$ hostname --fqdn

ZhiZ&Y, Tkvmllab.example.orgl O & D RTEREBMAERX MEARINE T, £ TRWEEIE., THIRB &L
3 IC letc/hosts ##REL X9

3. BBY—N—Do /-3y MNIERTEDIEERALET,
$ ping www.cloudstack.org

4. BAERBTZLOICNTP 2EMICLET,

K ——

959 ROY—N—Dv 0y Y 5RET 5% DICNTP ARETT, BLHRBEAIhAWNEFHLAVEE
PRETDAREENHY £T,

a. NTP DA Y X h—Jb

$ yum install ntp

$ apt-get install openntpd
5, CNSDFIEELTDONA IR—=NAHF—KRIANTEITLET,

814 I —C IV MDA VAM—IERE
CloudStack "R N ETKWMA Y RY VAAEBTRICEI—V Y MAFIRATINEN HYET, T— v MIBE
H—N—EBELRRNLEDRTOA VYRV REFEALET,

g9 I -V hEAVRAM-ILLET,
RHEL% L < IZCentOSDI5AE:

$ yum install cloudstack-agent

Ubuntudig4:

$ apt-get install cloudstack-agent

ZNTRRAMEY SRY—IEBMT 2N TEE L, HMICEL CRBROBTHBINETOTIES (£ hOE
Ml ABRLTESW, h2REBMT B ERRF14Y NEBIRT 5T EARELET,

8.1.5. libvirt D E 1 VA M—JU

CloudStack uses libvirt for managing virtual machines. Therefore itis vital that libvirtis configured correctly. Libvirtis a
dependency of cloudstack-agent and should already be installed.



L livit EAWCS A T4 L —YavaRBT2ICEEF2a7TROUTCP ARV a3 VARKRT 2 HENHY F
o Flol libvint ATILFF v+ A MDD DNS 7 KNS A XEFHTLABVWL D BEBIET LB HYET, IhHDEH
EHENE /ete/1libvirt/libvirtd.conf ICTIREL T I W,

Set the following parameters:

listen_tls = 0
listen_tcp = 1
tcp_port = "16509"
auth_tcp = "none"

mdns_adv = 0

2. libvirtd.conf Tl "listen_tcp" X TR WL DHADNRSA—F —ELUTDLIICRETI2LENHYET,
RHEL % CentOS % FlIf L TW 35 &IE /ete/sysconfig/libvirtd Z#RE&E L T XL,
ROTOAAY FEHALTLEIL,

#LIBVIRTD_ARGS="--listen"
Ubuntu 2FJF L TW335&1E /etc/init/1libvirt-bin.conf ZiRE L T I W,
UTDITEEBELTLEIWNT 74 ILDITR):

exec /usr/sbin/libvirtd -d
AFFvavEDITBHE

exec /usr/sbin/libvirtd -d -1

3. libvirt # B2 L £,
RHEL% L < [ZCentOSDIBA:

$ service libvirtd restart

Ubuntudig&:

$ service libvirt-bin restart

8.1.6. Configure the Security Policies

CloudStack does various things which can be blocked by security mechanisms like AppArmor and SELinux. These have
to be disabled to ensure the Agent has all the required permissions.

1. Configure SELinux (RHEL and CentOS)
a. Check to see whether SELinuxis installed on your machine. If not, you can skip this section.
In RHEL or CentOS, SELinuxis installed and enabled by default. You can verify this with:

$ rpm -ga | grep selinux

b. Setthe SELINUX variable in /etc/selinux/configto "permissive". This ensures that the permissive
setting will be maintained after a system reboot.

RHEL% L < l&CentOSDIFA:

vi /etc/selinux/config

Change the following line

SELINUX=enforcing

to this

SELINUX=permissive

c. SELinux%permissivelld % SHIEICERAIN, YRATLOBEBINEHY FHA,

$ setenforce permissive

2. Configure Apparmor (Ubuntu)
a. Check to see whether AppArmor is installed on your machine. If not, you can skip this section.
In Ubuntu AppArmor is installed and enabled by default. You can verify this with:

$ dpkg --list 'apparmor'

b. Disable the AppArmor profiles for libvirt

$ 1n -s /etc/apparmor.d/usr.sbin.libvirtd /etc/apparmor.d/disable/
$ 1In -s /etc/apparmor.d/usr.lib.libvirt.virt-aa-helper /etc/apparmor.d/disable/
$ apparmor_parser -R /etc/apparmor.d/usr.sbin.libvirtd

$ apparmor_parser -R /etc/apparmor.d/usr.lib.libvirt.virt-aa-helper



8.1.7. Configure the network bridges

This is a veryimportant section, please make sure you read this thoroughly.

This section details how to configure bridges using the native implementation in Linux. Please refer to the next
section if you intend to use OpenVswitch

In order to forward traffic to your instances you will need at least two bridges: public and private.

By default these bridges are called cloudbr0 and cloudbr1, but you do have to make sure they are available on each
hypervisor.

The mostimportant factor is that you keep the configuration consistent on all your hypervisors.

8.1.7.1. Network example

There are many ways to configure your network. In the Basic networking mode you should have two (V)LAN's, one for your
private network and one for the public network.

We assume that the hypervisor has one NIC (eth0) with three tagged VLAN's:

1. VLAN 100 for management of the hypervisor
2. VLAN 200 for public network of the instances (cloudbr0)
3. VLAN 300 for private network of the instances (cloudbrl)

On VLAN 100 we give the Hypervisor the IP-Address 192.168.42.11/24 with the gateway 192.168.42.1

The Hypervisor and Management server don't have to be in the same subnet!

8.1.7.2. Configuring the network bridges

It depends on the distribution you are using how to configure these, below you'll find examples for RHEL/CentOS and
Ubuntu.

The goal is to have two bridges called 'cloudbr0’ and ‘cloudbrl’ after this section. This should be used as a
guideline only. The exact configuration will depend on your network layout.

8.1.7.2.1. Configure in RHEL or CentOS
The required packages were installed when libvirt was installed, we can proceed to configuring the network.

First we configure ethO

vi /etc/sysconfig/network-scripts/ifcfg-etho

Make sure itlooks similar to:

DEVICE=eth®
HWADDR=00:04: XX : XX XX XX
ONBOOT=yes

HOTPLUG=noO
BOOTPROTO=none
TYPE=Ethernet

We now have to configure the three VLAN interfaces:

vi /etc/sysconfig/network-scripts/ifcfg-eth0.100

DEVICE=eth0.100
HWADDR=00: 04 : XX : XX : XX ! XX
ONBOOT=yes

HOTPLUG=NnoO
BOOTPROTO=none
TYPE=Ethernet

VLAN=yes
IPADDR=192.168.42.11
GATEWAY=192.168.42.1
NETMASK=255.255.255.0

vi /etc/sysconfig/network-scripts/ifcfg-eth0.200



DEVICE=eth0.200
HWADDR=00:04: XX : XX XX XX
ONBOOT=yes

HOTPLUG=no
BOOTPROTO=none
TYPE=Ethernet

VLAN=yes

BRIDGE=cloudbro

vi /etc/sysconfig/network-scripts/ifcfg-eth0.300

DEVICE=eth0.300
HWADDR=00:04: XX : XX ! XX ! XX
ONBOOT=yes

HOTPLUG=NnO
BOOTPROTO=none
TYPE=Ethernet

VLAN=yes

BRIDGE=cloudbri

Now we have the VLAN interfaces configured we can add the bridges on top of them.

vi /etc/sysconfig/network-scripts/ifcfg-cloudbro

Now we just configure itis a plain bridge without an IP-Address

DEVICE=cloudbro
TYPE=Bridge
ONBOOT=yes
BOOTPROTO=none
IPV6INIT=no
IPV6_AUTOCONF=no
DELAY=5

STP=yes

We do the same for cloudbrl

vi /etc/sysconfig/network-scripts/ifcfg-cloudbri

DEVICE=cloudbri
TYPE=Bridge
ONBOOT=yes
BOOTPROTO=none
IPV6INIT=no
IPV6_AUTOCONF=no
DELAY=5

STP=yes

With this configuration you should be able to restart the network, although a reboot is recommended to see if everything
works properly.

Make sure you have an alternative way like IPMI or ILO to reach the machine in case you made a configuration
error and the network stops functioning!

8.1.7.2.2. Configure in Ubuntu
All the required packages were installed when you installed libvirt, so we only have to configure the network.

vi /etc/network/interfaces

Modify the interfaces file to look like this:

auto lo
iface lo inet loopback

# The primary network interface
auto eth0.100
iface eth0.100 inet static
address 192.168.42.11
netmask 255.255.255.240
gateway 192.168.42.1
dns-nameservers 8.8.8.8 8.8.4.4
dns-domain lab.example.org

# Public network

auto cloudbro

iface cloudbr® inet manual
bridge_ports eth0.200
bridge_fd 5
bridge_stp off
bridge_maxwait 1

# Private network

auto cloudbri

iface cloudbril inet manual
bridge_ports etho.300
bridge_fd 5



priage_stp OTT
bridge_maxwait 1

With this configuration you should be able to restart the network, although a reboot is recommended to see if everything
works properly.

Make sure you have an alternative way like IPMI or ILO to reach the machine in case you made a configuration
error and the network stops functioning!

8.1.8. Configure the network using OpenVswitch

This is a veryimportant section, please make sure you read this thoroughly.

In order to forward traffic to your instances you will need at least two bridges: public and private.

By default these bridges are called cloudbr0 and cloudbr1, but you do have to make sure they are available on each
hypervisor.

The mostimportant factor is that you keep the configuration consistent on all your hypervisors.

8.1.8.1. Preparing

To make sure that the native bridge module will not interfere with openvswitch the bridge module should be added to the
blacklist. See the modprobe documentation for your distribution on where to find the blacklist. Make sure the module is
not loaded either by rebooting or executing rmmod bridge before executing next steps.

The network configurations below depend on the ifup-ovs and ifdown-ovs scripts which are part of the openvswitch
installation. They should be installed in /etc/sysconfig/network-scripts/

8.1.8.2. Network example

There are many ways to configure your network. In the Basic networking mode you should have two (V)LAN's, one for your
private network and one for the public network.

We assume that the hypervisor has one NIC (eth0) with three tagged VLAN's:

1. VLAN 100 for management of the hypervisor
2. VLAN 200 for public network of the instances (cloudbr0)
3. VLAN 300 for private network of the instances (cloudbrl)

On VLAN 100 we give the Hypervisor the IP-Address 192.168.42.11/24 with the gateway 192.168.42.1

The Hypervisor and Management server don't have to be in the same subnet!

8.1.8.3. Configuring the network bridges
It depends on the distribution you are using how to configure these, below you'll find examples for RHEL/CentOS.

The goal is to have three bridges called 'mgmt0’, ‘cloudbr0’ and ‘cloudbrl’ after this section. This should be used
as a guideline only. The exact configuration will depend on your network layout.

8.1.8.3.1. Configure OpenVswitch

The network interfaces using OpenVswitch are created using the ovs-vsctl command. This command will configure the
interfaces and persistthem to the OpenVswitch database.

First we create a main bridge connected to the eth0 interface. Next we create three fake bridges, each connected to a
specific ian tag.

ovs-vsctl add-br cloudbr

ovs-vsctl add-port cloudbr etho

ovs-vsctl set port cloudbr trunks=100,200,300
ovs-vsctl add-br mgmt® cloudbr 1600

ovs-vsctl add-br cloudbr® cloudbr 200
ovs-vsctl add-br cloudbri cloudbr 300

B

8.1.8.3.2. Configure in RHEL or CentOS

The required packages were installed when openvswitch and libvirt were installed, we can proceed to configuring the
network.



First we configure ethO

vi /etc/sysconfig/network-scripts/ifcfg-etho

Make sure itlooks similar to:

DEVICE=eth@
HWADDR=00:04: XX : XX XX XX
ONBOOT=yes

HOTPLUG=no
BOOTPROTO=none
TYPE=Ethernet

We have to configure the base bridge with the trunk.

vi /etc/sysconfig/network-scripts/ifcfg-cloudbr

DEVICE=cloudbr
ONBOOT=yes
HOTPLUG=NnO
BOOTPROTO=none
DEVICETYPE=ovs
TYPE=0VSBridge

We now have to configure the three VLAN bridges:

vi /etc/sysconfig/network-scripts/ifcfg-mgmto

DEVICE=mgmt0
ONBOOT=yes

HOTPLUG=no
BOOTPROTO=static
DEVICETYPE=o0vs
TYPE=0VSBridge
IPADDR=192.168.42.11
GATEWAY=192.168.42.1
NETMASK=255.255.255.0

vi /etc/sysconfig/network-scripts/ifcfg-cloudbro

DEVICE=cloudbro
ONBOOT=yes
HOTPLUG=NnoO
BOOTPROTO=none
DEVICETYPE=o0vs
TYPE=0VSBridge

vi /etc/sysconfig/network-scripts/ifcfg-cloudbri

DEVICE=cloudbri
ONBOOT=yes
HOTPLUG=NnO
BOOTPROTO=none
TYPE=0VSBridge
DEVICETYPE=o0vs

With this configuration you should be able to restart the network, although a reboot is recommended to see if everything
works properly.

Make sure you have an alternative way like IPMI or ILO to reach the machine in case you made a configuration
error and the network stops functioning!

8.1.9. Configuring the firewall

The hypervisor needs to be able to communicate with other hypervisors and the management server needs to be able to
reach the hypervisor.

In order to do so we have to open the following TCP ports (if you are using a firewall):

. 22 (SSH)

1798

. 16509 (libvirt)

. 5900 - 6100 (VNC consoles)

. 49152 - 49216 (libvirt live migration)

g A W NP

It depends on the firewall you are using how to open these ports. Below you'll find examples how to open these ports in
RHEL/CentOS and Ubuntu.

8.1.9.1. Open ports in RHEL/CentOS

RHEL and CentOS use iptables for firewalling the system, you can open extra ports by executing the following iptable
commands:



$ iptables -I INPUT -p tcp -m tcp --dport 22 -j ACCEPT

$ iptables -I INPUT -p tcp -m tcp --dport 1798 -j ACCEPT

$ iptables -I INPUT -p tcp -m tcp --dport 16509 -j ACCEPT

$ iptables -I INPUT -p tcp -m tcp --dport 5900:6100 -j ACCEPT

$ iptables -I INPUT -p tcp -m tcp --dport 49152:49216 -j ACCEPT

These iptable settings are not persistent accross reboots, we have to save them first.
$ iptables-save /etc/sysconfig/iptables

8.1.9.2. Open ports in Ubuntu
The default firewall under Ubuntu is UFW (Uncomplicated FireWall), which is a Python wrapper around iptables.

To open the required ports, execute the following commands:

$ ufw allow proto tcp from any to any port 22

$ ufw allow proto tcp from any to any port 1798

$ ufw allow proto tcp from any to any port 16509

$ ufw allow proto tcp from any to any port 5900:6100

$ ufw allow proto tcp from any to any port 49152:49216

By default UFW is not enabled on Ubuntu. Executing these commands with the firewall disabled does not enable
the firewall.

8.1.10. CloudStack A MR 2 kBN

ZRTHRRNES FRY—ICBMT 2RBHATEE L, HMICHL TEROBETHPINETOTIES K2 D
M) EBRLTREIWN, KRBT BRICER KXY NABRT B EAHELETS,

8.2. CloudStack® 7= & D Citrix XenServer® 1 > X k—JL

If you want to use the Citrix XenServer hypervisor to run guest virtual machines, install XenServer 6.1 or XenServer 6.0.2
on the host(s) in your cloud. For an initial installation, follow the steps below. If you have previouslyinstalled XenServer
and want to upgrade to another version, see [XenServer /N\—Y 3> D7y 7L — K] |

8.2.1.XenServer’R A hDY A5 LEH

RZMERICRTEBREOVINDEREINTVWRIHLENHY £9, hitp//hcl.xensource.com ® [Citrix Hardware
Compatibility Guided #ZR LTI W,

XenServer 5.6 SP2

XenServer 6.0

XenServer 6.0.2
AICA YA =L LR R NEBERT 2BAE. CitixXenServer 5B YA M—ILT2%EHIHY T,
N—RIz7RET Y V(Intel-VTE 72 (FAMD-VAENTH B Z &) e Y R— N TE2RENHY T,
NAIR=NNA F—DEETHIRET 2T X TO Hotfix #BA Ll & 2MALET, N NRX—NAHF—DEETDY
R=bFrvRVEBLC TRy FO) Y —RRKREHAL. Ny FHY)—AXINAESTEZRIRGERALET, /N1
N=RA HYF—=DIA/Xy FITDWT CloudStack BBEEIMICEM T 2 ERHY FEA, KRR MINANR=N(HF—D
BHNAYFEERTE CERFEBICEETT. RNV FHRERAINTUVRVWY RT AR, BTSN /18— H—
DEETHI LY R— b 2ZIF5NERA,
VS A9—HILHZERAMIETHRRY 7 TRIFNIEWITER A, CPU DEEPH. #EE7 5 7PRALTRITFIhIEW
FTEEA,
N— Rz 7RIET Y U (Intel-VTE 2 IFAMD-VA'BIOSTEMTH 2 2 &) 2 Y R— kN T2RENHY £,
64-bitx86 CPU(ZK DAT AR T I I ETNRIA—T VY RADALLNRIAEFNET)
TLRB/IEDY R— M HRBRE,
4GBD X EY
36 GBOO—AHILT 1RV
=P1DLLEDNIC
BHIPT7 KL R
CloudStack B*BRII NP /N /R—=/A HF—KRZ MIBEICEHEL TWAVMAEEL TWRW,

B#r i _ao 4 NEm da s L = mThIE O ICHA s s ER A LS 1y 7 —TARML L84 1] -
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[=]



EXHFHTU) HOUIX X 1EA L/EWVE, 7T — Y WIIBVIRE XYV /WK U D RIBELEDdD Y X 9,

8.2.2. XenServer® {1 V' A b —JLF|E

1. Citrix $£D Web # 4 b (https://www.citrix.com/English/ss/downloads/)h* & # 77D CloudStack D/X— 3 > (T
& o7z XenServer 42> O— K L. [CitrixXenServer 1 Y X h—JLHA K] IZ>TAI VYR h—=ILLET,

. Finding Older XenServer Releases

You can download the current release of XenServer through the "Free Trials" page, but if you wish to
download older versions of XenServer, you will need a Citrixaccount and will have to browse through the
download archives.

2. A VA M=, ROFIBICHWEEETVWET,

BA *Fvay
[XenServer KA A 0D X EEETE] ICloudStack XenServer Support Pakcage(CSP)MD 4
VA K=l
[1—H—FE/27— K] iISCSI®PHO—AIILT 1 AU, NFSEFA LAWEESR

Ety b7y TLET, #MIE [XenServer HD TS
ATYRNL—SDty h7y T ABBLUTCES

(A
B EET [XenServer M iSCSI T IILFRX2ADtEY N7 v T (4TS
3]
[S4 Y 20REGE RH] [XenServer DB Xy T —JF&7E |

8.2.3. XenServer KX A YOD A EYERE

XenServer M dom0 ~AD X EYE|Y B TAEBERT/HIC, dom0 DREEEH LT T, ThILY, XenServer TL Y %<
DRIBY SV EFHIETES LS IC4RY £F, XenServer D domO0 IZ 2940MB D RAM A EIY H TR I A BEHLET, T
DHEICDWTEEL < IE. http://support.citrix.com/article/CTX126531 BB LTIV, IDT7—F 1 Z7ITERIh
TW3 DI XenServer5.6 Tg A, FL Z & XenServer6.0 ICELHTIFEY FT,

824.1—H—HENRRT—FK
IS5 29 —HDFTRTOD XenServer IZ, CloudStack ICHEERINALEDEA LI —EZHLTRRT—RKHPBETT,

8.2.5. B %I R HA
KR NENTPEERTBRELABYET, Ky FADTRTORZR FEEUARBI N3 RELHY £T,

1. NTPOA VX b=

# yum install ntp

2. AT B NTPH—N—%BRBITZLIIC. NTPER 7 71 LERELET,

# vi /etc/ntp.conf

FRATZNTPH—N—%2BRITE2LIIC. NTPER I 7 LERELE Y, Hl& LT Citrix MRH S 28D NTP
YP—N—%FHATEET,

server 0.xenserver.pool.ntp.org
server 1l.xenserver.pool.ntp.org
server 2.xenserver.pool.ntp.org
server 3.xenserver.pool.ntp.org

3. NTPY 4 7V FDBEE

# service ntpd restart

4. BEHFICNTP ABURBIND L EBRLET,

# chkconfig ntpd on

826.51 Y ARE

|EIERRD CitrixXenServer I, 42V ARL T30 ABEFERATEEY, 30 HOAAHE A AE2E. BEDOSA VAR
HABERINET, CITITAREVRAEAVAMN=LT I, COFIEEAEBTEHEEIRTEET, COFIEEXEET S
BEIE. XenSenver 57 T4 LTSI EVREAMITREZIC, SAEVREAVAN—LTIRELNHYET,

8261 M Y ADHMEBEER
IITIA1EVREA VR MN—ILT BIHEEIE. XenCenter #FEALT. SAEYR%ET7I 71 TLLTHBTI2HENDH
YE 7,

1. XenCenter T, [V —LP[Z4 Y AT R—Y v]|DIRISERRLX T,
2. XenServer &5&R L. [{EMED XenServer D7 77 1 TL|ERRLES,
3. A EVREERLET,

XenCenter ¥/l xe AXY RSA VY —ILE2FRLT, 12V REA VYA N—ILTEET,



8.2.7. CloudStack XenServer Support Pakcage(CSP)®D 1 ~ A k —Ju
FFTvav)
XenSernver TEF¥aYF 4 VI—7, TSRAFT4 v IBEM. BLVISRT14 v 7 IPEBMIT 5ITIE. CloudStack

XenServer Support Package(CSP)%# 47> O—RKLTA YA =L LET, XenServer 51 VA =)L LB, &
XenServer K2 M TROBMFIEEZRITLET,

1. RDYVIDELLHMNS XenServer KA MICSPY 7 bz 72455 vO0—RLET,
XenServer 6.0.2 DHZAE:
http://download.cloud.com/releases/3.0.1/XS-6.0.2/xenserver-cloud-supp.tgz
XenServer 5.6 SP2 DA
http://download.cloud.com/releases/2.2.0/xenserver-cloud-supp.tgz
XenServer 6.0 D&
http://download.cloud.com/releases/3.0/xenserver-cloud-supp.tgz

2. 771 IV DER:

# tar xf xenserver-cloud-supp.tgz

3. UTRYY T hDET:

# xe-install-supplemental-pack xenserver-cloud-supp.iso

4. XenServer K2 M EEXRY ND—IREEFERT Y-V D—ETHZHAIL. Open vSwitch(OVS) & FEIC L
7,

# xe-switch-network-backend bridge
BREBZRIAVvE—IDPRRINES, BEFEZITIANET,
ZN T, XenServer KA b % CloudStack IBMT 2#E/BMNTEF L1,

8.28.XenServer HO 7SA < YVARAMNL—CDEY N T v S
CloudStack (&, NFS. iSCSl. B&UO—HILA ML=V &R T4 TIHE—FLET, ThODR kL —YOEED
WTh A EBELTWSIES. XenSernver DA ML —S YRS MY AERT 2REZHY T A.

722l Z7ANRN—=F v RIBEDEIOEMEN L TERINLZAMN —V2FERTZHEIE. AMNL—JURI N %
BATEY N7y TE2REFrHYET, ThETIICIE. ROFIBICHEWET, XenServer T—ILIZKRR MO H 2 BE
&, YRY—/—KRTFIFERITLET, 73R —bLINTVWAWE—D XenServer ZERAT 2HBEIE. TD
XenServer TFIR #RTLE T,

1L 77ANRN=F v RxI T =TV EISAI—RADITRTDRRANE T 7AN=F v R ARNL—YRAMIERLE
£
2. SCSINAEBAFX vV LET, ROOIYY RF/iE XenCenter 2FHA LT, HBABAF v VARTLE T,

# scsi-rescan

3. 2DFIFEZERRA M LTRYIRLET,
4. FTLWSCSIT 1 RV 5HERLE T,

# 1s /dev/disk/by-id/scsi-360a98000503365344e6f6177615a516b -1
HARD & S ICRY FTH. BEMRT 71 ILEIZERY £ T (scsi-<scsilD>):
lrwxrwxrwx 1 root root 9 Mar 16 13:47

/dev/disk/by-id/scsi-360a98000503365344e6f6177615a516b ->
00l 0 o/36E

5.4 DFIRERKRA M ETHRYELET,
6. AL =IH—N—TROIATY FERTL. HLLVAML-—JURIIOBEEDID ZEFLET.

# uuidgen

HARRDE D ICRY FTH. EFRNRIDRERYET,
e6849e96-86¢c3-4f2c-8fcc-350cc711be3d

7. 77ANR=F v RIVDAML—=VYRI N EERLET, BRITNILICIE, ERLEZEBEDO ID 2#EAL T,

# xe sr-create type=lvmohba shared=true
device-config:SCSIid=360a98000503365344e6f6177615a516b
name-label="e6849e96-86c3-4f2c-8fcc-350cc711be3d"

ZOATY RIE ROBIDESICRA ML=V YRIN)DEEDID ZR L FI(EED ID FERY FT),

7a143820-e893-6c6a-236e-472da6ee66bf

8. ARL—=YYRIMJIZDWTABLFHEDZRALERT B ICIE. ROV REFEALET, UUID IZIE. FID
O YRTRINAEZAML—=UYRI MY DEFERALET, BRIOFHBAICIE. FHITEDETHOLIYPTUVTF
ANERELET,

# xe sr-param-set uuid=7a143820-e893-6c6a-236e-472da6ee66bf name-description="Fiber
Channel storage repository"

DR ML —Y%MRT CloudStack ITEBMNT % & SICHBAREERITHEEY( [TI1TYIVZA ML —Y DB
mnl #8R)., [FT74XYRAM—JDBMIA ARy 2 2Q[FAMINRY IV XRO—KT, [Eaity 7y
TEBRLE T, [RMNL—=Y LRI MNYBRSNLR Y 7 RUTIE. BIICERE LZEBRISNILEADLET (20
Tl&. e6849e96-86¢3-4f2c-8fcc-350cc711be3d).
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Y. A4 /73 7)7 )7/ N"T V1IVIAN CUXIVT/INA NV CHWIVWY D77k ODAN WERIBJLIVITER I @2 DT L~
FEBRLTIEIW,

8.2.9. XenServer D iSCSIVILFNRAD Y b7y F(F T av)

CitrixXenServer TR ML —YYRI M) &Ly M7y FTHEE, TILFARARINOEAMITEET, TILF/RRIO %E
Bd3s MRAYWEIVR—RY MEFERALTY—/N—& SAN OEKOEEEEEHD I ENTEET, TILF/RRE
BRICT BICIE, Citix ¥ —/N—THR—KFINBSAN VY a—vava@AL, Citix R¥a Xy MIEHINWTWEFE
JBICREVWE T, BEXRBRICOVTIE, ROV VI ESRBLTLEIL,

http://support.citrix.com/article/CTX118791
http://support.citrixcom/article/CTX125403

JIVFRZREFALECiix YRS MY DEY 7y FITDWT, SAN DESETICBIE 2 RDB I EETEFT,

DR ML —U%KT CloudStack ITEBINY % & SICHBREERATEEET(_ [T7I74T VAL —YDEN] %5

B), [FZAYYRMN—YDBMIATAIRYVRQO[TAMNINRY VRAO—ET, [Faity b7 v T]%ERLE
Fo [AML=YLRIBMYERIZNIRY 2RI, A ML=V YRI N DERICERLAEZRIERLEDEANLE
R

BRENFKE LBEIE. SAN ORETOHR— MEMICEAVEDE T EIV, BE/MFRRTEAVESIR, [HR—K
~DOFEWEDbE] ZERLTIEIY,

8.2.10. XenServer DRy kT — U RE

XenServer &4 YR M—JL L% T, BMOFY NT— VBRIV ERGEDNHY £, CORKRT. KA MDNIC DOfE
HEENCHEETDINTI T4 v IICDWT, SHEFEATHILENHY T, NIC IE. FHEICEHLE TERRT Z2HLED
HYET,

NIC RYT 4 VI 5FERT 2B VS5RAY—RADITRTORAMNEDNIC 22 ICEACEIRICT Z2HENHY FT,
BIZIE, ethO NI SRY—HRDHBRANEDTSAR—MRY RICHBIFA. eth0 I SAI—RDTRTDRRMT
TS3AR—PMNRY RICEETZHENHY T,

BERXY NT—04V9—T7 A 2ZBICEIYYETEIP 7 RL R, BNTHIDENADYET., ZOIPT RLRIFKRZ
BETHRELKLY, #WDHCP BATHEBLALYTEET,

CloudStack Tld. XenServer KA hTXEXFEMRNIC FLIERY REFATEZ LI, EEOXY N TI—V 85T 1 v
DR INE T, XenSerner DXy hT—UZSRIAEFALT, 2OTORAESHEL, BEY—N—|TBRERMHT
XF Y., CloudStack TERIS NIV EWIERA VI —T x4 RFLIFRY RICHITERLE T, BELERDBEIE. &80
SRIVIEBHEHY FH A

8.2.10.1. XenServer DEFA NIC A LTV Y IRy NDI—VDOER(H T aY)

CloudStack Tl&, /8T Y v o xy hT—2IC2 DED NIC(Z/IENIC DRV KRR, XenServer D NIC RV T4 V5
FFoav) EBREERATEET, RUF Y IEEALANES. RTUyo%y NT—JILIZERDNIC T, %
LTISRI—ADERERNDOEHBDNIC THEFETEET, Lezld. XTYvIxry hT—2IL/— K AT} eth0 T,
/—RKBTldethl TEHETEET, LKL, XenServer D/XT ) v IRy ND—0ZZR)IE, §RXTOKRR MNETHER—
TRIFNERY FHA, ROFTIE. *y hT—05XR)L% lcloud-public] & LFEFT, BEBEHY—N—%14 VA =)LLT
HEEIL% BIRLAERY hT7—285~)( lcloud-public] )&2EBY —N—THERTIUEN HYET, FLL<

&, BB —N—DA V2 r—)L] Z#BRLTLEIL,

RYRNLE2DDONICEZFERALTATY v IRy NI—0%FERT 2HBEIF. [XenServer DNIC RV T4 V(4 T 3
V) EBRLTES Y,

B—DHEANCAFERLTRITY v IRy ND—=0T7 0 R%5EHT 21581E. ZOFIEICH > T CloudStack IZBMNT %
BIHRZA M ERELTHD, KA MEZBIMLET.

1. xe network-list #R1T L. ATV v IRy RT—V%BRRLET, ThIEEE, XTI TH2NICILERIN
TWEY, XY MNT—IH0RDOho%kS, ZOUUID #EXTHEXEF., Ih%E<UUID-Public>E LET,

2. RDOAXY RERTLET,

# Xe network-param-set name-label=cloud-public uuid=<UUID-Public>

8.2.10.2. XenServer DEHBDHT A MRy N7 —V DER(A T 3 V)

CloudStack I&, XenServer NA IN—NA F—%FRT2EHDOT5A by NT—VDFEREYR—MLET, &Y K
7 — 7ICId XenServer DEF T NIV EBIY HTE T, & ZIE Tcloud-guest] & lcloud-guest2] S RILEFFD 2 D
DERYNI—OhH2ELET, BBY—N—%AA VA M=)LLTEILALEIC. XY FT7—2%EML T, CloudStack
DRy NI— VERBTELIICINSDSINIVEFERATIHENHYET,

ZDFIBICH> TEFHREZX MERE L TH S, CloudStack ICRZA M &BIIL £7,
1. xe network-list ZR1T L. WIFNHDDT ARy NT—0%RFBLET, *v hT—IDBRDOM>LBEIK T D

UUID X THEF¥., IhE<UUID-Guest>& LET,
2. ROAX Y RERTLET., BRISNILE UUID IZRBOBTEEHRAET,

# xe network-param-set name-label=<cloud-guestN> uuid=<UUID-Guest>

3.EBMTBET ARy FT—VICH L TEBERAZEAMZNILE UUD 2FALT. ZOFIEZEYERLEZT,

8.2.10.3. XenServer ADEMDA ML —Y Xy N —9(HF TP a V)

BRDANL =YXy NT—V5EFBICEY Ty TTEET, COBREEFTHRRANTIT>THS, RORVYFT1VIF
% 2T 2BELFrHYET., FATED1D2FLIE2DOONCA2FEALTEITTEEY, BIICHBALLES Y. NICAH
2OHBBARKRYTA VT EFTAET, MEDX M —YXy hT7—00&y b7y T, EEEOEFEICEVTITVE
ED



AML—=URy bT—01, BDORY NT—VERBEAZERMINIVEEELET,

TSARYVAML=UFNRAADIP 7 RLRIZ ping TBIETERA VY —T A ATDH, BRHDORAML—T Ry hT—
VIFEBICEFELET., & xIE, eth0 MEERY hT—2DNIC THBIFHIE, ping-letho< FSAIYRAKML—=UF
NAZDIPTRLA>FEBLET, TRTORRBRET., EAVIUR ML —IUFNA RGEERY F7—JDNIC &
ik Y KOS ping TEETEZHENGHYET, BAVIYRMNL—VUFNRARADBAM L=V Ry M7=V ICEREBIN
TWaEEIFE., RAMEDRA ML =YY RT—JDNIC £/213HR Y RERAL T ping THEETEZ2HEEHYET,

BRDRANL =Yy RT—9%2D08y NPy TT22EETEET, & XIE ISCSITIFNRRERET BIH5EE.
RYRLTWAW2DDNIC ZIILFRRAFERICLET, 200FY hT7—7DELELHICLE, —BOZRISRNILABET
£

Ry RLAWEER, EBEEITRTORRMNIRI—ERAL—)LILBRORA N —V xRy NI —0 %ty b7V
L. BEISNLVEEIYLETEZRENHY LT,

RIT, 172.16.0.024 LODA KL =YXy N7 —=0ILT7 9 2RATELIIC, eth5 52y b7y TT 20 %5RLET,

# xe pif-list host-name-label='hostname' device=eth5

uuid(RO): ab@d3dd4-5744-8fae-9693-a022c7a3471d

device ( RO): eth5

#xe pif-reconfigure-ip DNS=172.16.3.3 gateway=172.16.0.1 IP=172.16.0.55
mode=static netmask=255.255.255.0 uuid=ab0d3dd4-5744-8fae-9693-a022c7a3471d

8.2.10.4. XenServer ® NIC RV T4 Vv J(F T av)

XenServer Tld. SLB(Source Level Balancing)NIC R 74 Y B Y R—hIhFd, RTYv o, FSAR—h B&
CTARNDIZ 7499, FREINOEHMBEDEILNSI T4V I EGETDLHDIC2DDONICERY RTEET, @
BMORAML— T Xy hT—=UFRALLDICTEEY, RIS YR—MINZBREHEWS ODETET,

TSAR—RFINICE 2D, RNRTYYIICNICE2D, AML—YIINICE2D
TSAR=RMINICE 2D, RTYYZICNICE 1D, ANL—VIIEERY hT7—2 D NIC % &
TSAR—RMINICE 2D, RTYYZICNICE2D, ANL—VIIEERY hT7—2 D NIC % &
TSAR=N RTYv o, BLVRML—=VIINICE 1D

NICRY T4 v JEITRTCEF T3 v T,

XenServer Tld, 7529 —HDITRTD/—RICALRY 7 —VERERLRY RAREIND I EE2BELEY, <
2=l BDEF. BREFICRIICISRAY—ICEBMLAERRANTYT, ThUBRICI SR —ICEBINT 2R MITRTR
L=7ERRANTY, YRY—ICKRY RAFRETZEVWDI T & BTIFRI—ICRRAMDEBMIN A EE2BEIEZE
¥, RV REEY NPy TITR2FIBRIRAI—EAL—TTEAYET, THTRICDVWTRICHALET, THITIZRD
SORBELBHREVWLHY ET,

RY RRRMCI SR —ICEBMULRR NTRETZ2LEA/HY T, RIS, BbTDxe IV FEFEALT. 7
S2H—IEMLE 2 BEBUBORZI N TRLRY RERETIHENHYET,

VIR —ADAL—THRAME, YR —ERLICALIKRIRT 2REI/HY ET, L&A eth0 ANYRI—ED
TIAR—FRY RILHDHE, BMTIAL—TRAMOEERXY hT—2(leth0 " EETILENHYET,

821041 BEBRXY NI —IVDRYFT1 VT
FEEEIZ, CloudStack ICRR M&BINT 2HIIC. BEEXY MNT—VDNIC 2Ry RTZBLENHYET,

8.2.1042. VSR —DRHIDERANTD T4 R— MKV KOERK
ROFIEICHE> T, XenServer TRY REERLET, ZOFIEIX. V5R9—DRMDKRA NDHTEITT Z2HELNHY
9, ZOBITIE. 2 DDOWIE NIC(ethO & & U ethl)% K> K L7 cloud-private & b7 —2 &2{ER L T

1. RV R 2HENIC 2RBELET,

# xe pif-list host-name-label='hostname' device=etho
# xe pif-list host-name-label='hostname' device=ethl

Ihs5DaAT Y RIC&Y, eth0 8L Wethl DNIC &EZD UUID BARFINET, /N1 X ID IXRBEICKRET 2T
NAZRDEDOTEESHTAZFT, LYY RTRINA UUID % slavel-UUID 8 LW slave2-UUID & LE T,

2. RY RHOHFLWRY NT—J5ERLET, L&A HFLLRY hT—2DLRT% lcloud-private] & L&
ED
CDIRIVIEEETY, CloudStack FEBENEHR LLAAEZEALTRXY h7—J2R%ELEY. BEE
XY MNT—JICDOVWTISTRRADIRTORAMCALCKZBSIRIVEFRT Z2HELNHY FT,

# xe network-create name-label=cloud-private

# xe bond-create network-uuid=[uuid of cloud-private
created above]

pif-uuids=[slavel-uuid], [slave2-uuid]

INT, Xy b7—2 &L TCloudStack TERBTEZRY RRPEZHBETEFH L,

821043. TV Y IRy NI—VDRYT4 VY
RYF4 VT BORTY Yy 92y ND—Y TRETEET, XNTY v IRy NI—ITRYTFa VT2 FAL. B
Fy 7= ONET BIBEIE. BEERINRTY Y IRy NT—VBEDORY REERTZHENHY T,

821044. 9 SR —DHRAWDKRANTONRT ) v 7RV ROERK
ZOFIEEFE. VTR —DHRHADERANDATERITITZ2HENHY T, ZOBITIE. 2 DDOYIE NIC(eth2 & &£ U eth3)
%R R L7 cloud-public ®v b7 =0 &ER L E T,

1. RV RTMENIC ZRELET,



#xe plf-list host-name-label='hostname' device=eth2
# xe pif-list host-name-label='hostname' device=eth3

Ihs5DaAT Y RICLY, eth2 8LV eth3 DNIC &EZD UUID BARFINET, /N1 X ID IXEBICKRET 5T
NAZADEDTEEMZAFEY, LD Y RTIRINZ UUID % slavel-UUID & & U slave2-UUID & LE T,
2. RY REDOHFLWERY 7= &ERLET, & 2E HLWRY hT7—2DLHT% [cloud-public] &L,

ZDSRIVIFEETY, CloudStack IFEBREIFERLALEGMEFRALTRXY h7—V5RFBLET, T
Yy Ry WNb7—JIEDOVWTIFIVFADIRTDKRRAMNCRALCEHIRIVEFHTIHELHY
E2

# xe network-create name-label=cloud-public
# xe bond-create network-uuid=[uuid of cloud-public

created above]
pif-uuids=[slavel-uuid], [slave2-uuid]

InT, RXTYv IRy hT—2 & LT CloudStack TERHTE2RY RR7EEERTEZE L,

8.2.104.5. 7 S RY —~DKZ bDEM
BBIGELTYRY—ILARY RERELBEIE. AL—TKRAMNEEBMTZBELAHYET, 75RAI—ITBINTETAR
TORRA M TROARY RERFTLET., ThT. KA ME—D XenServer 7—ILDT R —IZbY £7,

# xe pool-join master-address=[master IP] master-username=root
master-password=[your password]

82.104.6. 75X —2%RTORY K&y b7y TORT
T=IZTRTDKRAMNEBIMLA S, cloud-setup-bond 29 ) T hEETLET, TORIYTMILY, V525 —
ADIRTDORRMDRY RO#EREEY NTy T2RETLET,

1. Copythe script from the Management Server in /usr/share/cloudstack-
common/scripts/ivm/hypervisor/xenserver/cloud-setup-bonding.sh to the master hostand ensure itis executable.

2. RODAV ) T hAEERTLETS,

# ./cloud-setup-bonding.sh

INT, Ry Ry hPy I, VSR —2FTHEDICEBRINE L,

8.2.11. XenServer N\—I a v D7 v I L —FK

Z ZTl&, CloudStack "&b ED XenServer V7 ROz 7457y 7L —REBHERICODVWTHALEY., EROT7v T
JL—NRiZ XenServer D KF 2 XY MTHEAINMTWETA, 7y TV L — RORIZICENMLTERITTZ2HENHDFIE
KWL O2hHY £7,

_

N—=ROZ7HFLWANA—U3 2D XenServer EDEBEARBEINTWS I EEBELTLREIL,

XenServer 7 v 7L —RK$ 3ITIE

1. F=9R=2%&T7vTUL—RLES, EBY—N—/—RTROFIEEEITLET,
a T—IR=2RENY I TyvTLET,
# mysgldump --user=root --databases cloud > cloud.backup.sql
# mysgldump --user=root --databases cloud_usage >
cloud_usage.backup.sql
b. 22T, 7y 7L —RHROKRZA M ETEEL TWRRIEYY Y DOSH A THEBETIMENHZINE
LhEHEA.
£ L. XenServer5.6 GAH 5 XenServer 5.6 SP2 ., F7IZRIE~Y > >~ DOSH 1 7% Cent0S 5.5 (32-
bit). Oracle Enterprise Linux5.5 (32-bit) £ L < |& Red Hat Enterprise Linux5.5 (32-bit) . »*5Z DD
Linux (32-bity IC7 v 7Y L — KT BBE—EZTNS5ER—DOSY 1 7H 5 ZDfhDLinux (64-bit) ICZEH#:
TEIRENHYET,
£ L. XenServer5.6 SP2 H* 5 XenServer 6.0.2. 72 IZRIET > >~ DOSH 1 7% CentOS 5.6 (32-bit).
CentOS 5.7 (32-bit)., Oracle Enterprise Linux5.6 (32-bit). Oracle Enterprise Linux5.7 (32-bit), Red
Hat Enterprise Linux5.6 (32-bit) % L < |& Red Hat Enterprise Linux5.7 (32-bit) . #*5Z DftBdDLinux
(32-bi) LTy UL —RTBBE—ETNSERA—DOSY 1 TH 5 ZDMDLinux (64-bit) ICEHRT B
BEIHY FT,
L. LEBOEY XenServer 56 H5 6.02 L7y FIL—KLEBE
c. BEY—N—CFERRRY—N"—2BEHBLEY., ChiRISRI—BIL—ELITERLET,

# service cloudstack-management start
# service cloudstack-usage start

2. CloudStack »* &5 XenServer 7 5 24 —D#E#HxEEH LE T,
a. root & LT CloudStack Ul 550714 Y LET,
b. XenServer 7 5 24 —IC#& L. [Actions]. [Unmanage]DIEIC2 Y v LET.
c. 75 RA9—DREMUnmanaged|ic2 3 ZTERLET,

3. VSRHY—EDERAMIOTA YL, IAN 22— $25O7 Y REETLET,

# . /opt/xensource/bin/cloud-clean-vlan.sh

4. RAAQTA Y LEcEE Py TIL—ROEDDRI ) TR ERFTLET.



# /opt/xensource/bin/cloud-prepare-upgrade.sh
NSTWa—F4v7: 50 ICDEMYRITERA] EVWSAEIS—ICERLARER. REYYVICOTS Y
L CD % umount L7, 27 FhEHITLTLEIW,
5 VSR —LDETDKRRAND XenServer V7 Mz 757y TIL—RL, RIIDIRYI—EMRBEANET Y
TIL—=RLTLEIW,
a DR FNDETOREYSVESATYAJL—> a3 v F 3I0IE Administrator's Guide® [nstructions
for live migration] 5B LTI,

ST a—FT4 VT RIEXY VOBEF, UTOLI RIS —XAvE—YERZDELAEEA,
[root@xenserver-qa-2-49-4 ~]# xe vm-migrate live=true host=xenserver-qa-2-49-5
vm=i-2-8-VM

You attempted an operation on a VM which requires

PV drivers to be installed but the drivers were not detected.
vm: b6cf79c8-02ee-050b-922f-49583d9f1a14 (i-2-8-VM)

COBBEERRT DD, RERTLET,
# /opt/xensource/bin/make_migratable.sh b6cf79c8-02ee-050b-922f-49583d9f1al4

b. KA NEBEEBMLET,
c. XenServer M K¥ 1 XY M &BEIC XenServer i L WA= aViIl7y TIL—RLET,
d. 7y 7L —ROETH. RISRINBIGHICRINZ 7 7 M IVEEEEBEY—N\—h5aE—-LET,

ERY—NR—0DLULTFOI77M L% XenServer KX MCaAE—LZF 9.

lusr/share/cloudstack- /opt/xensource/sm/NFSSR.py
common/scripts/ivm/hypervisor/xenserver/xenserver60/NFSSR.py

Jusr/share/cloudstack- lopt/xensource/bin/setupxenserver.sh
common/scripts/vm/hypervisor/xenserver/setupxenserver.sh

lusr/share/cloudstack- lopt/xensource/bin/make_migratable.sh
common/scripts/ivm/hypervisor/xenserver/make_migratable.sh

lusr/share/cloudstack- lopt/xensource/bin/cloud-clean-vian.sh
common/scripts/ivm/hypervisor/xenserver/cloud-clean-vian.sh

e. MRV YT hDERT:
# /opt/xensource/bin/setupxenserver.sh

MSTNDa—FTA VT UTFDIS— Ay -V A LIIGE. REKTNEEWLTZIEHNTER
ER

mv: cannot stat “/etc/cron.daily/logrotate': No such file or directory

-

CANL=YYRINYWIETOY I F/NA R)% XenServer KRR MIEHRLET,

# for pbd in “xe pbd-list currently-attached=false| grep Auuid | awk '{print
$NF}'"; do xe pbd-plug uuid=$pbd ; done

SEE: XenServer 7—IUICR A M EBMULZBIEETORETY VAR MIBTIE, ORI NE
XenServer 7—ILHSIYATRHRENHY £ T,
6. CNSDFIEEISRAI—RDLTDERAMERBULEN=Y 3D XenServer ICT7 Yy T L—RT30EHELE
EN
7. XenServer 7 S 29 —HWD 1 EDKRANTROATY RERTL, KRN THEIY—VT v TLET,

# for host in $(xe host-list | grep Auuid | awk '{print $NF}') ; do xe host-param-
clear uuid=$host param-name=tags; done;

AVY RZ2IE—LTETTHEXR]. BE—DTE LTHYMITAZEZRRAL TSRS, —8O R+
AV RIE2—T7—Tl, AE—LAETFRMIFBABITIEENITRMELHY T,

8. XenServer ¥ 5 24 —% CloudStack ICB#EHEL £ 7,
a. root & LT CloudStack Ul 25071 Y LET,
b. XenServer 7 5 24 —IC#E L. [Actions]. [Manage]DIE IO Y v I LET,
c. REBAEHL., IRTORAMKRRINDIOERELET,
9. IRTDARRIDERRINES, VFRY—ADLEDRA N TROIAYY RERTLET,

# /opt/xensource/bin/cloud-clean-vlan.sh

8.3. VMware vSphere® 1 > X k —JL & #EBR

VMware vSphere /N /8= NA HF—%EFRALTTF R MREY Y YV A2RTT2HE1E. 757 RRDOKR MM vSphere %41
VAM=ILLET,

8.3.1.vSphere KA hDY A 57 LEH

8311L Y77 hYTEH

Version 4.1 713 5.0 M vSphere & & Uf vCenter

B e L L L I T T A O | el — s A HITA A+ S ds e 7 MR LS 7 o 1= e/



vopnere Stanaara = st L& 9 o /2/S Ly VOPNEre 74 T/ AU LPU FIPR B8 9 O UWED DD ChatB U C S
723\, http:/Avww.vmware.com/files/jp/pdfivsphere_pricing.pdf #88 L. VMware ORRFEIELFEHH L T EX
(A

vCenter Server Standard # 8&H L £9,

NANR=NA F—DOHETHRET 2T RTO Hotfix ZBA LA EEBALET, N RA—NAHF—DRETOY
R=FFrRXLEZRBLCTRAYFO) ) —RKRERERL. Ry FHYY—RAINAELTEZLRFRCERALET, N1
IR—INA H—D HB/XY FICDWT CloudStack A"BEEIMIGBHMTE 2 &EH YERB A, RAMINAR—NRAHF—D
BNV FEBAT S EIFHRICEETY, /Ny FHRBEAINTVWRVWS ZT ALK, BEFL N /R—=NS H—
DELETHI LY R— M ERITFOhIFHA,

o 2CDNBE Hotfix ZBA L % 7,

BHO Hotfix A LAWE, T—49 DRIBLREYS Y ORENELZHREELHY £T,

83.12. N— KR = 7EH:

AR M vSphere EDE#MEARBEINTWILENHY X,
http:/Aswww.vmware.com/resources/compatibility/search.php ® FVMware Hardware Compatibility Guide] % S8 L T
IV,

FTRTDERRMIGAEY b YT N—=RTz7RETY V(Intel-VTZ /<[ FAVD-VABENTH B Z &) 2 R— T3
BEIHY FT,

12DV SR —AHDKRR NIEELVECTHIVELNHYEY, DFY, CPUDTBEEMARL T, RUHETZ ST
THIRENHY ET,

64-bitx86 CPU(Z K DATARET 2 ETHRI+—Y VADALARAEFNES),

E2RBIEDOY R— MHRBE,

AGBD X EY),

36 GBOO—HILT 14 RY

P12 LLEDNIC,

BHIPT7 KL R

8.3.1.3. vCenter Server D E {4

FOtEyH:2 D0 CPU, 20GHZLLE®D Intel £7/IE AMD x86 7AtvH#, T—IXR—RERAULTY VYV TRITT 25HBE
&, FYUBEMEO IOy Y HARETT,
AXEY:3GBDRAM, T—IR—2ERLTY YV TEITT2BAIE. LYSEZ<DRAMARETY,
FARIANL—Y:2GB, T—9R—ZAEALIYYTETTIHER. LYSKDRAMNL—IYDBETT,
Microsoft SQL Server 2005 Express D7 4 AV B, NY RILINTWET—IR—IE, 1 VRAMN=IVT—h4T
EREAT2ODRKR2GB DT 1 AV HEEIBETT,
Xy N7 =202 27 I 1Gbit 7213 10Gbit,
F¥L <&, http://pubs .vmware.com/vsp40ivwhelp/wwhimpljjs/htmliwwhelp htm#href=install/c_vc_hw.html T\n [vCenter
Server and the vSphere Client Hardware Requirements] Z#58R LTI W,

8.3.14. TDIEHIDEH:

VMware vCenter Standard Edition 4.1 721 5.0 %4 > 2 b—JL L. vSphere RR hDEFBICFERAT I2HENHY F
EDS

EHRER— b 443 FAT B L D IC vCenter ZHE L. CloudStack BEH —N—CBETEDLIICTINENHY F
EB

PENCA YA =L LR R M EBERT 3545(1E. VWware ESXi #B4A YA M—ILT2REN/HY £,
CloudStack IZ & VMware vSphere 4.1 7214 5.0 % ETE, VMware vSphere 4.0 IEHR— M IhFEHA,

All hosts must be 64-bit and must support HVM (Intel-VT or AMD-V enabled). All hosts within a cluster must be
homogeneous. That means the CPUs must be of the same type, count, and feature flags.

CloudStack B x v k7 —J ZFEDREFY hT7—2 & LTHER L TEWIFEE A, CloudStack EEx Y k7 —2
3. vCenter BBy NT—JERUTHY., TOWBREMALET, Center vRX—I AV KRy NT—J D&
El #BRLTEIY,

CloudStack I3 ESXi "B ETT, ESX Y R—bIhFEHA,

CloudStack THEA$ 23T XTDY Y —2RiE, CloudStack ERICT 2LEHLHY £9, CloudStack TlE, ESXi DA v
RYVRAELERANL—VEEHIDBEEI VY —LERBETEE A, CloudStack THERATZA ML —YRY 1 —4
%, CloudStack I & 2 BEERRADHD ESXi r—N—t v hEHBFLBRVWTREI L,

VSR —HADFTRTORR ESXi /N1 A=/ Hf—%_ Center TRHEDT—S9 V5 —ICEBEELE T,

CloudStack TEE T 27 529 —ILRBY I VA2 EHRVWTL ZI W, CloudStack EHD Y 5249 —T, HEH—
N—, \Center, BLUTZDREFHIDRIBY Y Y ERTLARVTL I, CloudStack THERT ZFIED Y 528 — %1
ML, ZOISR9—RITRBI I UARVWI EEHBRBLTIEIL,

DERTRTDWLAN i, TRTDESX NANR—NAYP—RIAMI NSV IEGTIHENHYET, Thilik. B
B, ML= wWotion, BLUHS Z M VLAN D7D VLAN AEENE T, ¥ X N VLANJLERRY N7 —JBET
FRALES, Ry b7—20tEy b7y Sl #8R)E. CloudStack TEEY & L7~ VLAN OFEFETY,

832.VMware@iFF v VYR MNEHEBELFT,
AVAM=ILELYABISED B DICUTOBEREIREL T,

VCenter Fxv 7 UZ K] OBERENELET,
[VMware &y hT7—2DF vy )2~ OERENELET,




8.3.2.1.vCenter Fxv VYR b
vCenter ICBI T 2 U T OBERIBEICAY T,

vCenter & # &

vCenter 1 —4—

IR
A-—H-IKIEEEEER I LEERY
EXR

vCenter L —H—/X27— K

LRI —ICHTBNRNRT—K,

VCenter F—4 V4 —%

F=H VY —D4R

vCenter 7 5 24 —%

9529 —DERE

8.3.2.2. VMware Ry b7 —VDF v I YR
VLAN (B L TAT OBERABEICRY T,

VLAN 1548 &

ESXi IC&1F % VLAN

b=
BETB2TDESXi /N1 /18—
#—0 VLAN

ESXi @ VLAN IP i

ESXi VLAN £®D IP 7 KL R D& HE.
REIL—9—EBDT KL AN DEHE
THRAINhZET,

ESXi D VLAN IP D' — ko =4

ESXi @ VLAN ®v k<R %Y

BHEH—/N\—D VLAN

A4 YR M—=JLEINTW3B CloudStack
BIEH —/N—D VLAN B8R

/X7 v VLAN

NRTYw o xy NT—0 D VLAN

RT)Yy VAN DF—ro A

KTy I VAN DRy NI RY

NRTY v IVLAN IP7 KL 2 DEHE

Range of Public IP Addresses
available for CloudStack use. These
addresses will be used for virtual
router on CloudStack to route private
traffic to external networks.

BAEHMED VLANDEEFH

Acontiguous range of non-routable
VLANs. One VLAN will be assigned
for each customer.

8.3.3.vSphere® 1 ~ X h —JLFI]E

1. Ifyou haven't already, you'll need to download and purchase vSphere from the VMware Website
(https :/iwww.vmware.com/tryvmware/index.php?p=vmware-vsphere&lp=1) and install it by following the VMware

vSphere Installation Guide.

2. Following installation, perform the following configuration, which are described in the next few sections:

WA
ESXi R R k DSetup

*Toay
KT 4V JNIC

Configure host physical networking, virtual switch,
vCenter Management Network, and extended port
range

TALFRAANL—Y

iISCSID/HDA ML —YERE

Configure clusters in vCenter and add hosts to them,
or add hosts without clusters to vCenter

834.ESXikA Mty k7 v T

All ESXi hosts should enable CPU hardware virtualization supportin BIOS. Please note hardware virtualization supportis

not enabled by default on most servers.

835.MBKRAMDRY T —4

You should have a plan for cabling the vSphere hosts. Proper network configuration is required before adding a vSphere
hostto CloudStack. To configure an ESXi host, you can use vClient to add it as standalone host to vCenter first. Once you
see the host appearing in the vCenter inventory tree, click the host node in the inventory tree, and navigate to the

Configuration tab.

) WIN-OMUOCMSFUB] - Sphere Client

Fle £dit View lnventory Adminisrtion Plugrins Help

G B [@ om b ey > B rosssnacumens

ECH

G A
B [ coud.deky

5 i coud.cluster.1.1.1

a
B 1KY
- 5

cloud.dcsanty

View: |Virtual Sitch Network Distrbuted Switch|
Networking

1000 Full

ey @

i og ©

Propertes

Refresh Add Networking...Properties.

©




Recent Tasks

g Q
gementNetorc @
i s 152.160.150.15

Name, Targetor Status contains: + [ Clear X

Name
) Removeportgrin
9 Removeportgrom

7 Tasks @ Alarms

S
© Comple=d
© Complead

Detals B
(]

Wode: 50 days remairing_|Admiristrator

In the host configuration tab, click the "Hardware/Networking" link to bring up the networking configuration page as above.

8351 RIEBR M v FOKE

Adefault virtual switch vSwitchO is created. CloudStack requires all ESXi hosts in the cloud to use the same set of virtual
switch names. If you change the default virtual switch name, you will need to configure one or more CloudStack
configuration variables as well.

83511. F5 714 v I D5H

CloudStack allows you to use vCenter to configure three separate networks per ESXi host. These networks are identified
by the name of the vSwitch they are connected to. The allowed networks for configuration are public (for traffic to/from the
public internet), guest (for guest-guest traffic), and private (for management and usually storage traffic). You can use the
default virtual switch for all three, or create one or two other vSwitches for those traffic types.

If you want to separate traffic in this way you should first create and configure vSwitches in vCenter according to the
vCenter instructions. Take note of the vSwitch names you have used for each traffic type. You will configure CloudStack to
use these vSwitches.

8.3.5.1.2. K— b DM

By default a virtual switch on ESXi hosts is created with 56 ports. We recommend setting it to 4088, the maximum number
of ports allowed. To do that, click the "Properties..." link for virtual switch (note this is not the Properties link for
Networking).

(%) vSwitchO Propertie: =

Ports } Network Adapters |

Add...

Edit...

vSwitch Properties

Traffic Shaping
Average Bandwidth:
Peak Bandwidth:
Burst Size:
Failover and Load Balancing
Load Balancing:
Network Failure Detection:
Notify Switches:
Failback:
Active Adapters:
Standby Adapters:
Unused Adapters:

Configuration Summary

B vSwitch 56 Ports Number of Ports: 56

@ coud.publicunte.  Virtual Machine ... -

5_ cloud.public33 Virtual Machine ... Default Policies

g_ cloud.private Virtual Machine ... Security

. Minctwad: Wit Maxline Promiscuous Mode: Reject

@ ManagementNet.. vMotionandIP...
MAC Address Changes: Accept
Forged Transmits: Accept

PortID

Link status only
Yes

Yes

vmnicl

None

None

In vSwitch properties dialog, select the vSwitch and click Edit. You should see the following dialog:

Security ] Traffic Shaping ] NIC Teaming ] l

@ vSwitch0 Properties

—Virtual Switch Properties
Mumber of Ports: [ -

& Changes will not take effect until the system is restarted.




oK | Cancel Help

In this dialog, you can change the number of switch ports. After you've done that, ESXi hosts are required to rebootin
order for the setting to take effect.

8.3.52. vCenter Y x— I AV MRy NT—J DFERE

In the vSwitch properties dialog box, you may see a vCenter management network. This same network will also be used
as the CloudStack management network. CloudStack requires the vCenter management network to be configured
properly. Select the management network item in the dialog, then click Edit.

-
(%) Management Network Properties @
IP Settings ] Security ] Traffic Shaping | NIC Teaming
||
Port Properties
Metwork Label: |Management Network
VLAN ID (Optional): [2 |
vMotion: ¥ Enabled
Fault Tolerance logging: I Enabled
L Management traffic: ¥ Enabled

oK | Cancel Help

TROENREINLIEEZRBLTILI L :

VLAN ID set to the desired ID
vMotion AT 4
Management traffic enabled.

If the ESXi hosts have multiple VMKernel ports, and ESXi is not using the default value "Management Network" as the
management network name, you must follow these guidelines to configure the management network port group so that
CloudStack can find it:

Use one label for the management network port across all ESXi hosts.

In the CloudStack Ul, go to Configuration - Global Settings and set vmware.management.portgroup to the
management network label from the ESXi hosts.

8.3.5.3. Extend Port Range for CloudStack Console Proxy
(Applies only to VMware vSphere version 4.x)

You need to extend the range of firewall ports that the console proxy works with on the hosts. This is to enable the
console proxy to work with VMware-based VMs. The default additional port range is 59000-60000. To extend the port
range, log in to the VMware ESX service console on each hostand run the following commands:

esxcfg-firewall -o 59000-60000,tcp,in,vncextras
esxcfg-firewall -o 59000-60000, tcp,out,vncextras



8.3.5.4. vSphere®NICR Y F 1 ¥ J DR E
NIC bonding on vSphere hosts may be done according to the vSphere installation guide.

8.3.6. Storage Preparation for vSphere (iISCSI only)

Use of iISCSI requires preparatory work in vCenter. You must add an iSCSI target and create an iSCSI| datastore.

NFSEESIBAE. COFIRIERFy LTI,

8.3.6.1. Enable iSCSI initiator for ESXi hosts

1. In vCenter, go to hosts and Clusters/Configuration, and click Storage Adapters link. You will see:

oW Ve
Fle £t View Inventor Admiistaton Pluins Help
Y e I e a
ECE
B G 1oc-win G,4.1.0, 260247 |
5 [ 10CF-VHware
TSI .S Sy i vacines o D fsion Waps SoregeViews Harvre s
BIRISI0G [ storage Adupters Resh sl
g e
Device e TV
I
@ st Sockscst
I © o Sockscst
I isCstsoftware Adapter
I sest
I Abrcedsnge
I Powsarsgenert oetais
[
o0
I st ame:
scst A
| CoreceaTaas: e sate:
I View: (ORGPt
— | denter | Runtmeame oo (e [Tanapert
(
[ , v
|
(
Recent Tosks Name, Taetor S conios = [ Clewr X
Wome. TTorget Tsotus Toetals
ar b
[Tets @ Home i oo

2. SelectiSCSI software adapter and click Properties.

ot hbal3) T e et |
@ iSCEI Initiator (vmhba33) Properties Eni

General |Dyﬂamic Discovery I Static Discovery I

—iSCSI Properties

MName: ign.1998-01. com. vmware:idcf-vmw0-30e242e7
Alizs:
Target discovery methods:  Send Targets, Static Target

—Software Initiator Properties
Status: Enabled

CHAP... Advanced...

I Close | Help |
2

3. Click the Configure... button.

r@ General Properties u

i5CSI Properties
i5CSI Name: ,1998-01. com. vmware:idcf-vmw0-30e 242

ISCSI Alias:

|—513tus




| ¥ Enabled

0K I Cancel Help | ‘

4. Check Enabled to enable the initiator.
5 RETZHICIOK] 20V v I LTLEIW,

8.3.6.2. iSCSI target® & 1l
Under the properties dialog, add the iSCSI target info:

P ™
@ Add Static Target Server u

iSCSI Server: |192.168.192.10

Port: 3280

iSCSI Target Name: Ifqn.2001—04. com.example:storage. disk2.5ys1.x

Parent:

@ Authentication may need to be configured before a session can
be established with the specified target.

0K I Cancel | Help |

Repeat these steps for all ESXi hosts in the cluster.

8.3.6.3.iSCSIT—9% XA b7 %3
You should now create a VMFS datastore. Follow these steps to do so:

1. Select Home/Inventory/Datastores.

2. Rightclick on the datacenter node.

3. Choose Add Datastore... command.

4. Follow the wizard to create a iISCSI datastore.

This procedure should be done on one hostin the cluster. Itis not necessaryto do this on all hosts.

(&) IDCF-WIN - vSphere Client [E=EEEN )
File Edit View Inventory Administration Plug-ins Help
|@ Home b g Inventory b [§ Datestores H@jvJ Search Inventory |Q‘
B () IDCF-WIN
B [ DCcF-vMware
@ datastorel
B detesioret 1) Name or State contains: = Clear
| H datastore2
a8 Name. | State | Status | % CPU |
g 19216819013 Connected @ Normad o
< i ’
Recent Tasks Name, Target or Status contains: ~ Clear X
Name Target | Status
< i v
¥ Tasks @ Alarms | |Evaluation Mode: 58 days remaining | Administrator

8.3.6.4. Multipathing for vSphere (Optional)
Storage multipathing on vSphere nodes may be done according to the vSphere installation guide.

8.3.7. Add Hosts or Configure Clusters (vSphere)
Use vCenter to create a vCenter cluster and add your desired hosts to the cluster. You will later add the entire cluster to
CloudStack. (see 7 5 24 —®miEfN:vSphere] ).

8.3.8. Applying Hotfixes to a VMware vSphere Host

1. Disconnectthe VMware vSphere cluster from CloudStack. It should remain disconnected long enough to apply the
hotfixon the host.



a. root & L T CloudStack Ul i1 >~ LET,
See UNoOZA > .
b. Navigate to the VMware cluster, click Actions, and select Unmanage.
c. [Unmanaged] " RFI N2 F TREEZERLET,
2. Perform the following on each of the ESXi hosts in the cluster:
a. Move each of the ESXi hosts in the cluster to maintenance mode.
b. Ensure that all the VMs are migrated to other hosts in that cluster.
c. Ifthere is only one hostin that cluster, shutdown all the VMs and move the hostinto maintenance mode.
d. Applythe patch on the ESXi host.
e. RNINELBRELET,
f. RAMNDAVFFVRE—REFYVEILLET,
3. V54 %CloudStack ICE#E#HL £ 7,
a. root & L T CloudStack Ul BB 714~ LET,
b. Navigate to the VMware cluster, click Actions, and select Manage.
c. Watch the status to see that all the hosts come up. It might take several minutes for the hosts to come up.
Alternatively, verify the host state is properly synchronized and updated in the CloudStack database.
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9.1 FEARRAEY —N\—DA YA M—)L(F T aY)
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9.1.2 FERWSTAEY —/N\—D1 Y X b—ILFI|E

9.2. SSL (Optional)
9.3. Database Replication (Optional)
9.3.1. Failover

The next few sections describe CloudStack features above and beyond the basic deployment options.
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# ./install.sh
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# service cloudstack-usage start

FERAKRAEY — N\ —OFMABRICOWTHL I, TEERAS K] 28RBLTEIW,

9.2. SSL (Optional)

CloudsStack provides HTTP access in its defaultinstallation. There are a number of technologies and sites which choose
to implement SSL. As a result, we have left CloudStack to expose HTTP under the assumption that a site will implement
its typical practice.

CloudStack uses Tomcat as its servlet container. For sites that would like CloudStack to terminate the SSL session,
Tomcat's SSL access may be enabled. Tomcat SSL configuration is described at http://tomcat.apache.org/tomcat-6.0-
doc/ssl-howto.html.



9.3. Database Replication (Optional)

CloudStack supports database replication from one MySQL node to another. This is achieved using standard MySQL
replication. You may want to do this as insurance against MySQL server or storage loss. MySQL replication is
implemented using a master/slave model. The master is the node that the Management Servers are configured to use.
The slave is a standby node that receives all write operations from the master and applies them to a local, redundant
copy of the database. The following steps are a guide to implementing MySQL replication.

Creating a replica is not a backup solution. You should develop a backup procedure for the MySQL data that is
distinct from replication.

1. Ensure that this is a fresh install with no data in the master.
2. Editmy.cnfon the master and add the following in the [mysqld] section below datadir.

log_bin=mysql-bin
server_id=1

The server_id must be unique with respect to other servers. The recommended way to achieve this is to give the
master an ID of 1 and each slave a sequential number greater than 1, so that the servers are numbered 1, 2, 3,
etc.

3. Restartthe MySQL service. On RHEL/CentOS systems, use:

# service mysqld restart

On Debian/Ubuntu systems, use:

# service mysql restart

4. Create a replication account on the master and give it privileges. We will use the "cloud-repl" user with the
password "password". This assumes that master and slave run on the 172.16.1.0/24 network.

# mysql -u root

mysql> create user 'cloud-repl'@'172.16.1.%' identified by 'password';
mysql> grant replication slave on *.* TO 'cloud-repl'@'172.16.1.%"';
mysql> flush privileges;

mysql> flush tables with read lock;

5. Leave the current MySQL session running.
6. In a new shell start a second MySQL session.
7. Retrieve the current position of the database.

# mysql -u root
mysql> show master status;

focooooocooscocanna Pocooooocoo Poooococoosoooon Poccocosccococacnans +
| File | Position | Binlog_Do_DB | Binlog_Ignore_DB |
e Femmmeeea Fomemeeeeeaaaas oo aaaaaas +
| mysql-bin.000001 | 412 | | |
E hemmeeooos S R +

8. Note the file and the position that are returned by your instance.
9. Exit from this session.
10. Complete the master setup. Returning to your first session on the master, release the locks and exit MySQL.

mysql> unlock tables;

11. Install and configure the slave. On the slave server, run the following commands.

# yum install mysql-server
# chkconfig mysqgld on

12. Editmy.cnfand add the following lines in the [mysqld] section below datadir.

server_id=2
innodb_rollback_on_timeout=1
innodb_lock_wait_timeout=600

13. Restart MySQL. Use "mysqld" on RHEL/CentOS systems:

# service mysqld restart

On Ubuntu/Debian systems use "mysql."

# service mysqgl restart

14. Instruct the slave to connect to and replicate from the master. Replace the IP address, password, log file, and
position with the values you have used in the previous steps.

mysql> change master to
-> master_host='172.16.1.217",
-> master_user='cloud-repl',
-> master_password="'password',
-> master_log_file='mysql-bin.0000601',
-> master_log_pos=412;

15. Then startreplication on the slave.



mysql> start siave;

16. Optionally, open port 3306 on the slave as was done on the master earlier.
This is not required for replication to work. But if you choose notto do this, you will need to do it when failover to
the replica occurs.

9.3.1. Failover

This will provide for a replicated database that can be used to implement manual failover for the Management Servers.
CloudsStack failover from one MySQL instance to another is performed by the administrator. In the event of a database
failure you should:

. Stop the Management Servers (via service cloudstack-management stop).
. Change the replica's configuration to be a master and restart it.
. Ensure that the replica's port 3306 is open to the Management Servers.

. Make a change so thatthe Management Server uses the new database. The simplest process here is to putthe
IP address of the new database server into each Management Server's
letc/cloudstack/management/db.properties.

5. Restartthe Management Servers:

A W N P

# service cloudstack-management start
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11.1. Amazon Web Services Compatible Interface

CloudStack can translate Amazon Web Services (AWS) API calls to native CloudStack API calls so thatusers can
continue using existing AWS-compatible tools. This translation service runs as a separate web application in the same
tomcat server as the management server of CloudStack, listening on a different port. The Amazon Web Services (AWS)
compatible interface provides the EC2 SOAP and Query APIs as well as the S3 REST API.

This service was previously enabled by separate software called CloudBridge. Itis now fully integrated with the
CloudStack management server.

0

The compatible interface for the EC2 Query APl and the S3 API are Work In Progress. The S3 compatible API offers
a wavto stare data an the manaanement server file sustem_ it is not an imnlementation of the S3 hackend.
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Limitations

Supported onlyin zones that use basic networking.
Available in fresh installations of CloudStack. Not available through upgrade of previous versions.

Features such as Elastic IP (EIP) and Elastic Load Balancing (ELB) are only available in an infrastructure with a Citrix
NetScaler device. Users accessing a Zone with a NetScaler device will need to use a NetScaler-enabled network
offering (DefaultSharedNetscalerEIP and ELBNetworkOffering).

11.2. Supported API Version

The EC2 interface complies with Amazon's WDSL version dated November 15, 2010, available at
http://fec2.amazonaws.com/doc/2010-11-15/.

The interface is compatible with the EC2 command-line tools EC2 tools v. 1.3.6230, which can be downloaded at
http://s3.amazonaws.com/ec2-downloads/ec2-api-tools-1.3-62308.zip.

_

Work is underway to support a more recent version of the EC2 API
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# service cloudstack-management restart
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http://localhost:8096/client/api?
command=updateConfiguration&name=enable.ec2.api&value=true

http://localhost:8096/client/api?
command=updateConfiguration&name=enable.ec2.api&value=true
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a. Editthe files /etc/cloudstack/management/server.xml, /etc/cloudstack/management/server-nonssl.xml, and
letc/cloudstack/management/server-ssl.xml.

b. &7 7 1 JL T <Senice name="Catalina7080"> ¥ VBt FIC4 % <Connector executor="tomcatThreadPool-
internal” port=...< &L £ 9,
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11.4. AWS API User Setup

In general, users need not be aware that they are using a translation service provided by CloudStack. They only need to
send AWS API calls to CloudStack's endpoint, and it will translate the calls to the native CloudStack API. Users of the
Amazon EC2 compatible interface will be able to keep their existing EC2 tools and scripts and use them with their
CloudStack deployment, by specifying the endpoint of the management server and using the proper user credentials. In
order to do this, each user must perform the following configuration steps:

Generate user credentials.
Register with the service.
For convenience, set up environment variables for the EC2 SOAP command-line tools.

11.4.1. AWS API User Registration

Each user must perform a one-time registration. The user follows these steps:

1. Obtain the following by looking in the CloudStack Ul, using the API, or asking the cloud administrator:
The CloudStack server's publicly available DNS name or IP address
The user account's Access key and Secret key

2. Generate a private key and a self-signed X.509 certificate. The user substitutes their own desired storage location
for /path/to/... below.

$ openssl req -x509 -nodes -days 365 -newkey rsa:2048 -keyout
/path/to/private_key.pem -out /path/to/cert.pem

3. Register the user X509 certificate and Access/Secret keys with the AWS compatible service. If you have the
source code of CloudStack go to the awsapi-setup/setup directory and use the Python script cloudstack-aws-api-
register. If you do not have the source then download the script using the following command.

wget -0 cloudstack-aws-api-register "https://git-wip-us.apache.org/repos/asf?
p=cloudstack.git;a=blob_plain; f=awsapi-setup/setup/cloudstack-aws-api-
register; .

Then execute it, using the access and secret keys that were obtained in step 1. An example is shown below.

$ cloudstack-aws-api-register --apikey=User’s CloudStack API key --secretkey=User’s
CloudStack Secret key --cert=/path/to/cert.pem --
url=http://CloudStack.server:7080/awsapi

Auser with an existing AWS certificate could choose to use the same certificate with CloudStack, but note that the
certificate would be uploaded to the CloudStack management server database.



11.4.2. AWS API Command-Line Tools Setup

To use the EC2 command-line tools, the user must perform these steps:

1. Be sure you have the right version of EC2 Tools. The supported version is available at
http://s3.amazonaws.com/ec2-downloads/ec2-api-tools-1.3-62308.zp.

2. Setup the EC2 environment variables. This can be done everytime you use the service or you can setthem up in
the proper shell profile. Replace the endpoint (i.e EC2_URL) with the proper address of your CloudStack
management server and port. In a bash shell do the following.

export EC2_CERT=/path/to/cert.pem

export EC2_PRIVATE_KEY=/path/to/private_key.pem
export EC2_URL=http://localhost:7080/awsapi
export EC2_HOME=/path/to/EC2_tools_directory

©®H e e

11.5. Using Timeouts to Ensure AWS APl Command Completion

The Amazon EC2 command-line tools have a default connection timeout. When used with CloudStack, a longer timeout
might be needed for some commands. If you find that commands are not completing due to timeouts, you can specify a
custom timeouts. You can add the following optional command-line parameters to any CloudStack-supported EC2
command:

Specifies a connection timeout (in seconds). Example:
--connection-timeout TIMEOUT
--connection-timeout 30

Specifies a requesttimeout (in seconds). Example:
--request-timeout TIMEOUT
--request-timeout 45

Example:

ec2-run-instances 2 -z us-testl -n 1-3 --connection-timeout 120 --request-timeout 120

The timeouts optional arguments are not specific to CloudStack.
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EC2av Y K SOAP TP HE L CloudStack @ APIFETUFH L
ec2-allocate-address AllocateAddress associatelpAddress
ec2-associate-address AssociateAddress enableStaticNat
ec2-describe-addresses DescribeAddresses listPubliclpAddresses
ec2-diassociate-address DisassociateAddress disableStaticNat
ec2-release-address ReleaseAddress disassociatelpAddress

RIU127RASEYF4YV—VICEATZ APITYEY S
EC2av YV K SOAP U H L CloudStack ® APIFETAH L

ec2-describe-availability-zones DescribeAvailabilityZones listZones
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EC2av Y K SOAP LU L CloudStack @ APIFETUFH L
ec2-create-image Createlmage createTemplate
ec2-deregister Deregisterimage DeleteTemplate
ec2-describe-images Describelmages listTemplates

ec2-register Registerimage registerTemplate
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EC2av Y K SOAP TP HE L CloudStack ® APIFETUSH L
ec2-describe-image-attribute DescribelmageAttribute listTemplatePermissions

ec2-modify-image-attribute ModifyimageAttribute updateTemplatePermissions
ec2-reset-image-attribute ResetlimageAttribute updateTemplatePermissions

RK1154A VY RAIVAICET 3 APIRYEV Y

EC2avY Y K SOAP U L CloudStack @ APIFETH L
ec2-describe-instances Describelnstances listVirtualMachines
ec2-run-instances Runlinstances deployVirtualMachine
ec2-reboot-instances Rebootlnstances rebootVirtualMachine
ec2-start-instances Startinstances startVirtualMachine
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Slopinstances

Stopviruanviacnine

ec2-terminate-instances

Terminatelnstances

destroyVirtualMachine
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ec2-describe-instance-attribute

SOAP U L
DescribelnstanceAttribute

CloudStack @ APIFETUFH L
listVirtualMachines

RIL7IF—RF7ICEAT BT vEV S

EC2OvX Y K SOAP U H L CloudStack @ APIFETAH L
ec2-add-keypair CreateKeyPair create SSHKeyPair
ec2-delete-keypair DeleteKeyPair deleteSSHKeyPair
ec2-describe-keypairs DescribeKeyPairs listSSHKeyPairs

ec2-import-keypair

ImportKeyPair

registerSSHKeyPair

F118 /X277 —KRIZET 3 APITYEV Y

EC2avY Y K
ec2-get-password

SOAP U L
GetPasswordData

CloudStack @ APIFETUH L
getvVMPassword

R1I19EFAYFTFATNL—TICEAT B APITNYEV S

EC2OvX Y K SOAP MU L CloudStack ® APIFETAH L
ec2-authorize AuthorizeSecurityGrouplingress authorizeSecurityGroupingress
ec2-add-group CreateSecurityGroup createSecurityGroup
ec2-delete-group DeleteSecurityGroup deleteSecurityGroup
ec2-describe-group DescribeSecurityGroups listSecurityGroups

ec2-revoke

RevokeSecurityGrouplngress

revokeSecurityGrouplingress

FRI1I1LI0R Ty Toay MCEBAPINYEY S

EC2aOvX Y K SOAP EUFH L CloudStack @ APIFETAH L
ec2-create-snapshot CreateSnapshot createSnapshot
ec2-delete-snapshot DeleteSnapshot deleteSnapshot
ec2-describe-snapshots DescribeSnapshots listSnapshots
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EC2avY YV K
ec2-attach-volume

SOAP HEUFH L
AttachVolume

CloudStack @ APIFEUH L
attachVolume

ec2-create-volume

CreateVolume

createVolume

ec2-delete-volume

DeleteVolume

deleteVolume

ec2-describe-volume

DescribeVolume

listVolumes

ec2-detach-volume

DetachVolume

detachVolume

11.7. Examples

There are manytools available to interface with a AWS compatible API. In this section we provide a few examples that

users of CloudStack can build upon.

11.7.1. Boto Examples

Boto is one of them. Itis a Python package available at https://github.com/boto/boto. In this section we provide two
examples of Python scripts that use Boto and have been tested with the CloudStack AWS API Interface.

Firstis an EC2 example. Replace the Access and Secret Keys with your own and update the endpoint.

f111.1 An EC2 Boto example

#!/usr/bin/env python

import sys
import os
import boto
import boto.ec2

region = boto.ec2.regioninfo.RegionInfo(name="ROOT", endpoint="1ocalhost")
apikey='GwWNnpUPro6KgIdZu01z_zZhhzZnKjtSdRwuYd4DvpzvFpyxGMvrzno2q05MBOViBoFYtdqgKd'
secretkey="'t4eXLEYWw7chBhDlaKf38adCMSHX_wlds6JfSx3z9fSpSOmMOAbPIMOjO0GIZzy2LSC8iw'

def main():

'''"Establish connection to EC2 cloud'''

conn =boto.connect_ec2(aws_access_key_id=apikey,
aws_secret_access_key=secretkey,

is_secure=False,
region=region,

port=7080,
path="/awsapi",
api_version="2010-11-15")

'''Get list of images that I own'''
images = conn.get_all_images()

print images
myimage = images[0]




" 'P1CK an 1nstance type' "’
vm_type="'m1l.small'
reservation = myimage.run(instance_type=vm_type, security_groups=['default'])

if __name__ == '__main__"':
main()

Second is an S3 example. Replace the Access and Secret keys with your own, as well as the endpoint of the service. Be
sure to also update the file paths to something that exists on your machine.

fi111.2 An S3 Boto Example

#!/usr/bin/env python

import sys

import os

from boto.s3.key import Key

from boto.s3.connection import S3Connection

from boto.s3.connection import OrdinaryCallingFormat

apikey="'ChOw-pwdcCFy6fpeyv6kUaRONNhzmG3tE7HLN2z30B_s-0gF5HjZtN4rnzKnq2UjtnHeg_yLA5g0w'
secretkey="'IMY8R7CJQiSGFk4cHWFXXN3DUFXz07cCiU80eM3MCmfLs7kusgyOfm0g9qzXRXhoAPCH-IRXxXc3w'

cf=0rdinaryCallingFormat()

def main():
'''Establish connection to S3 service'''
conn =S3Connection(aws_access_key_id=apikey,aws_secret_access_key=secretkey, \
is_secure=False, \
host="'localhost', \
port=7080, \
calling_format=cf, \
path="/awsapi/rest/AmazonS3")

try:
bucket=conn.create_bucket('cloudstack')
k = Key(bucket)
k.key = 'test'

try:
k.set_contents_from_filename('/Users/runseb/Desktop/s3cs.py')
except:
print 'could not write file'
pass
except:

bucket = conn.get_bucket('cloudstack')
k = Key(bucket)
k.key = 'test'

try:
k.get_contents_to_filename('/Users/runseb/Desktop/foobar')
except:
print 'Could not get file'
pass

try:
bucketl=conn.create_bucket('teststring')

k=Key(bucketl)

k.key('foobar')

k.set_contents_from_string('This is my silly test')
except:

bucketl=conn.get_bucket('teststring')

k = Key(bucket1)

k.key="'foobar'

k.get_contents_as_string()

if __name__ == '__main__"':

main()

11.7.2. JClouds Examples
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*v b — e EEXRy b7—2 Advanced Network

Number of networks Single network Multiple networks
Firewall type Physical Physical and Virtual
Load balancer Physical Physical and Virtual
Isolation type Layer 3 Layer 2 and Layer 3
VPN support No Yes

Port forwarding Physical Physical and Virtual
1:1 NAT Physical Physical and Virtual
(ST NAT No Physical and Virtual
Userdata Yes Yes

Network usage monitoring sFlow / netFlow at physical router Hypervisor and Virtual Router
DNS &DHCP Yes Yes

The two types of networking may be in use in the same cloud. However, a given zone must use either Basic Networking
or Advanced Networking.

Different types of network traffic can be segmented on the same physical network. Guest traffic can also be segmented by
account. To isolate traffic, you can use separate VLANSs. If you are using separate VLANs on a single physical network,
make sure the VLAN tags are in separate numerical ranges.
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12.3. Example Hardware Configuration

This section contains an example configuration of specific switch models for zone-level layer-3 switching. It assumes
VLAN management protocols, such as VTP or GVRP, have been disabled. The example scripts must be changed
appropriately if you choose to use VTP or GVRP.

12.3.1. Dell 62xx

ROFIETIE, Dell62xx &V =Y LN DLA¥—3 24 v FRICHERT 2H%5RLET, JOFIEIE. VLAN 201 %{F
ALTRY R1DITRLDTSAR—MNIPFPRLREL—FT 1YL, RYR1DLAY—2 R vFhA—HZv k
R— N 1L ICERIN TV ZEAFIHRELTVWET,

Dell 62xx ¥ ) —X A4 v Fl&, RKT 1024 D VLAN 24 R—bMLEFT,
1. TRTOVAN 5F—IR—2E—RKTHERLET,

vlan database
vlan 200-999
exit

2. 4 —Hxy hE— b Ugl BB LET,

interface ethernet 1/g1

switchport mode general

switchport general pvid 201

switchport general allowed vlan add 201 untagged
switchport general allowed vlan add 300-999 tagged
exit

IN5QATY RICEY, A1 —H xRy PR—KF 1LgL RO E D ICHERINET,

VLAN 201 (&, R—h 1/gl ¥ J7%2 L R4 T 1 7T VLAN TT,
FTARTOD VLAN(300~999)id, Ry RLARILDFTRTDLA¥—2 24 vy FIEINET,

12.3.2. Cisco 3750

RODFIETIE, Cisco3750 5V =V L RLDLA V¥ —3 A4 v FRICERT 2AE52RLET, ZOFEIE. VLAN 201
EFEALTRY R1DYITRLDTSAR—KIPZRLREL—FT4V L. Ry R1DLAY—2 R4 v FHALHEY
M —H Zy M LOAICEHEINTWS I EARIRELTVWET,

1LVIPOE—RENSVARTPLY MITHIEICELY, 1000 #BZX 2 VLANID 2#FRAT2IENTEET, 2
TIEH K999 BD VLAN LAMER LAWe, VIPDE—RERSYARTLY MIT R EMERICBHEE VD
biFTlEHY FHA.

vtp mode transparent
vlan 200-999
exit

2. ¥HEY MM —H Xy b 101 ZEHELET,

interface GigabitEthernet1/0/1
switchport trunk encapsulation dotiq
switchport mode trunk

switchport trunk native vlan 201
exit

INs@AR Y RICEY, FHEY A=y b 10N RDEL D ICEERINET,

VLAN 201 (&, FHEY =4y N1UOL DY THRLIRAT 1T VLANTT,

Cisco TIET 72 R TITRTDVLAN MSEI N E T, TOER., TTD VLAN(300~999)id.
DLAY—2 224 vy FICEINET,

Ry RLRILDFTART
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12.4.1. Dell 62xx
ROFIETE, Dell62xx EHKY RLALDLA ¥ —2 24 v FRICHBRT 2555 RLET,

1. IRTOVLAN 5F— 9 R—2E—RTHEBRLE T,

vlan database
vlan 300-999
exit

2. VLAN201 2R LCRY N1 DY TRLTSAR—RMNIPTRLREL—FT4 VT LET, Ry 1oL v
Y224 v FILERINATVET,

interface range ethernet all

switchport mode general

switchport general allowed vlan add 300-999 tagged
exit

Ih5@ATY RICEY, TRTDA—H Ry bR—FDRDE D ICHEET D& D ITBRINE T,

TRTOR—MIALCL I ITEBRINET,
FTARTD VLANB00~999)iE, LAY —2 R4 vy FDITRTOR— I EBLTEINET,

12.4.2. Cisco 3750
ROFIETIE. Cisco3750 # Ry RLARLDLA ¥ —2 21 v FRHICERT 2HE5RLET,

1LVIPOE—RENSVYIARTPLYMITEHZEICEY, 1000 #8BX 2 VLANID 2FHT2I &N TEEY, 2
TR K999 D VLAN LAMER LAWED, VIPDE—RE RSV RARTL Y MITBIENBRICHREE WD
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vtp mode transparent
vlan 300-999
exit

2. $RTOR—M% dotlg ICHEMR L. 201 ZR1F 1 TVLAN & LCERELET,

interface range GigabitEthernet 1/0/1-24
switchport trunk encapsulation dotlq
switchport mode trunk

switchport trunk native vlan 201

exit

Cisco TIET 74 N TIRTDVLAN pSEINE T, Cisco DRAA v FTlE 2 DDOR— M HICEKGILTVWE X
IS, M TF1T7VLAND DERZEWVWIIS—%5BHLET, TOLDH, LAN201 AL A VY —2 A1 v FLETRA T4
TVLAN & LTHEELET,

12.5. Hardware Firewall

All deployments should have a firewall protecting the management server; see Generic Firewall Provisions. Optionally,
some deployments may also have a Juniper SRX firewall that will be the default gateway for the guest networks; see
lExternal Guest Firewall Integration for Juniper SRX (Optional)] .

12.5.1. Generic Firewall Provisions
The hardware firewall is required to serve two purposes:

Protect the Management Servers. NAT and port forwarding should be configured to direct traffic from the public Internet
to the Management Servers.

Route management network traffic between multiple zones. Site-to-site VPN should be configured between multiple
zones.

To achieve the above purposes you must set up fixed configurations for the firewall. Firewall rules and policies need not
change as users are provisioned into the cloud. Any brand of hardware firewall that supports NAT and site-to-site VPN
can be used.

12.5.2. External Guest Firewall Integration for Juniper SRX (Optional)

Available only for guests using advanced networking.

CloudStack provides for direct management of the Juniper SRX series of firewalls. This enables CloudStack to establish
static NAT mappings from public IPs to guest VMs, and to use the Juniper device in place of the virtual router for firewall
services. You can have one or more Juniper SRX per zone. This feature is optional. If Juniper integration is not
provisioned, CloudStack will use the virtual router for these services.

The Juniper SRX can optionally be used in conjunction with an external load balancer. External Network elements can be
deployed in a side-by-side or inline configuration.

Fublic Intemet
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CloudStack requires the Juniper to be configured as follows:

Supported SRX software version is 10.3 or higher.

1. Install your SRX appliance according to the vendor's instructions.

2. Connectone interface to the management network and one interface to the public network. Alternatively, you can
connect the same interface to both networks and a use a VLAN for the public network.

3. Make sure "vian-tagging" is enabled on the private interface.

4. Record the public and private interface names. If you used a VLAN for the public interface, add a ".[VLAN TAG]"
after the interface name. For example, if you are using ge-0/0/3 for your public interface and VLAN tag 301, your
public interface name would be "ge-0/0/3.301". Your private interface name should always be untagged because
the CloudStack software automatically creates tagged logical interfaces.

5. Create a public security zone and a private security zone. By default, these will already exist and will be called
"untrust" and "trust". Add the public interface to the public zone and the private interface to the private zone. Note
down the security zone names.

6. Make sure there is a security policy from the private zone to the public zone that allows all traffic.

7. Note the username and password of the account you want the CloudStack software to log in to when itis
programming rules.

8. Make sure the "ssh" and "xnm-clear-text" system services are enabled.

9. Iftraffic metering is desired:

a. a. Create an incoming firewall filter and an outgoing firewall filter. These filters should be the same names
as your public security zone name and private security zone name respectively. The filters should be setto
be "interface-specific". For example, here is the configuration where the public zone is "untrust" and the
private zone is "trust"

root@cloud-srx# show firewall
filter trust {
interface-specific;

}
filter untrust {

interface-specific;
}

b. Add the firewall filters to your public interface. For example, a sample configuration output (for public
interface ge-0/0/3.0, public security zone untrust, and private security zone trust) is:

ge-0/0/3 {
unit 0 {
family inet {
filter {
input untrust;
output trust;
}
address 172.25.0.252/16;
3
}
}

10. Make sure all VLANs are brought to the private interface of the SRX.

11. After the CloudStack Management Server is installed, log in to the CloudStack Ul as administrator.

12. DO FES — 3 > /8—T [Infrastructure] 7 ) v 2 LE T,

13. [Zones] T [View More]= 2 ) v 7 L& T,

14. ZRIOF S —2 3 /X—7 [Infrastructure] 22 ) v I LEY,

15. [Network]| # 7% Y v o LE T,

16. 1 795 LD [Network Service Providers] / — KT [Configure] #2Jv 2 LET (ZD/—RERKTZIC
BTFICRIO0-ILTZ2RELNHDAREELIHY ET) ,

17. Click SRX.

18. Click the Add New SRX button (+) and provide the following:



IP address : T/3 RDIP7 KL AT,
Username: The user name of the account on the SRX that CloudStack should use.
Password: The password of the account.

Public Interface. The name of the public interface on the SRX. For example, ge-0/0/2. A".X"' at the end of the
interface indicates the VLAN thatis in use.

Private Interface: The name of the private interface on the SRX. For example, ge-0/0/1.

Usage Interface: (Optional) Typically, the public interface is used to meter traffic. If you want to use a different
interface, specifyits name here

Number of Retries: The number of times to attempt a command on the SRX before failing. The default value is
2.

Timeout (seconds): The time to wait for a command on the SRX before considering it failed. Defaultis 300
seconds.

Public Network: The name of the public network on the SRX. For example, trust.
Private Network: The name of the private network on the SRX. For example, untrust.
Capacity: The number of networks the device can handle

Dedicated: When marked as dedicated, this device will be dedicated to a single account. When Dedicated is
checked, the value in the Capacity field has no significance implicitly, its value is 1

19. [OK]|Z=2 ) v U LET,

20. Click Global Settings. Set the parameter external.network.stats.interval to indicate how often you want CloudStack
to fetch network usage statistics from the Juniper SRX. If you are not using the SRX to gather network usage
statistics, setto 0.
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11. [NetScaler] F7I& [F5]1 #2 Yy o LZET,

12. AddRY V()% Yy 2 LTROBEEICAALET:
NetScalerDig4&
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12.6. Management Server Load Balancing
CloudStack can use a load balancer to provide a virtual IP for multiple Management Servers. The administrator is

responsibl
stickiness
persistenc

e for creating the load balancer rules for the Management Servers. The application requires persistence or
across multiple sessions. The following chart lists the ports that should be load balanced and whether or not
e is required.

Even if persistence is not required, enabling itis permitted.

Source Port Destination Port Protocol Persistence Required?

80 or 443

8080 (or 20400 with AJP) HTTP (or AJP) Yes




8250 8250 1CP Yes
8096 8096 HTTP No

In addition to above settings, the administrator is responsible for setting the 'host' global config value from the
management server IP to load balancer virtual IP address. If the 'host' value is not set to the VIP for Port 8250 and one of
your management servers crashes, the Ul is still available but the system VMs will not be able to contact the
management server.

127. h RO OEH

12.7.1. Security Requirements
The public Internet must not be able to access port 8096 or port 8250 on the Management Server.

12.7.2. Runtime Internal Communications Requirements

The Management Servers communicate with each other to coordinate tasks. This communication uses TCP on ports
8250 and 9090.

The console proxy VMs connect to all hosts in the zone over the management traffic network. Therefore the
management traffic network of any given pod in the zone must have connectivity to the management traffic network of
all other pods in the zone.

The secondary storage VMs and console proxy VMs connect to the Management Server on port 8250. If you are using
multiple Management Servers, the load balanced IP address of the Management Servers on port 8250 must be
reachable.

1273. AL =Y Ry b=V b ROVOEH

EHAVIYRXARNL—=YNFSOI Y RAKR—RME, BAVI VA=V RETIVICL 2TV MNINWET, EAVI YR
ML—Y RS T7109 00 BMEDR ML —Y Ry hT—IHDBEETZHEATE. BEMNS 7149 0FXYy NT—0 2N LTE
EINFET, TATVRMN =Y NS T4y 01d, (FERAERSEIK) AML—YRy RNT—0 5N L TEEINRE
T, BAVIYRML—=IYNFSH—N—%5Z ML=V Ry hT7—Y LICBREBET 21581k, BEMNS 719 IRy hT7—0H
LBARNL—=YRY NT—IADI— I DBEETEIEEBERLTLEIY,

R7AHB 7747 94— RO OEH/

NI 7A T oA=L ERETZHEEL. XTIV Y IIPPRLADVLANER KRR MIMS VO ERETIRENADYET., 2
ik, EAYF VR ML=V REBYY Y EAVY =L TOFIREBIVVEYR—NTEEHDICHETT,

12.75.858RYV — Y b ROV OEH
BRRY NT—VRETIE. TSAR—IMRYNT—=DERTY v IRy NT—=01, TRTNROH TRy NaEAT S
DBELAHY ET,
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12.8. Guest Network Usage Integration for Traffic Sentinel

To collect usage data for a guest network, CloudStack needs to pull the data from an external network statistics collector
installed on the network. Metering statistics for guest networks are available through CloudStack’s integration with inMon
Traffic Sentinel.

Traffic Sentinel is a network traffic usage data collection package. CloudStack can feed statistics from Traffic Sentinel into
its own usage records, providing a basis for billing users of cloud infrastructure. Traffic Sentinel uses the traffic
monitoring protocol sFlowl. Routers and switches generate sFlow records and provide them for collection by Traffic
Sentinel, then CloudStack queries the Traffic Sentinel database to obtain this information

To construct the query, CloudStack determines what guest IPs were in use during the current query interval. This includes
both newly assigned IPs and IPs that were assigned in a previous time period and continued to be in use. CloudStack
queries Traffic Sentinel for network statistics that apply to these IPs during the time period they remained allocated in
CloudStack. The returned data is correlated with the customer account that owned each IP and the timestamps when IPs
were assigned and released in order to create billable metering records in CloudStack. When the Usage Server runs, it
collects this data.

To set up the integration between CloudStack and Traffic Sentinel:

1. On your network infrastructure, install Traffic Sentinel and configure it to gather traffic data. For installation and
configuration steps, see inMon documentation at Traffic Sentinel Documentation.

2. In the Traffic Sentinel U, configure Traffic Sentinel to accept script querying from guest users. CloudStack will be




the guestuser performing the remote queries to gather network usage for one or more IP addresses.
Click File > Users > Access Control > Reports Query, then select Guest from the drop-down list.

3. On CloudStack, add the Traffic Sentinel host by calling the CloudStack APl command addTrafficMonitor. Pass in
the URL of the Traffic Sentinel as protocol + host + port (optional); for exam ple http //10.147.28.100:8080. For the
addTrafficMonitor command syntax, see the API Reference at

For information about how to call the CloudStack API, see the Developer’s Guide at CloudStack API Developer's
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5. Select Configuration from the Global Settings page, and set the following:
direct.network.stats.interval: How often you want CloudStack to query Traffic Sentinel.

12.9. Setting Zone VLAN and Running VM Maximums

In the external networking case, every VM in a zone must have a unique guest IP address. There are two variables that
you need to consider in determining how to configure CloudStack to support this: how many Zone VLANs do you expect to
have and how many VMs do you expect to have running in the Zone at any one time.

Use the following table to determine how to configure CloudStack for your deployment.

guest.vlan.bits Maximum Running VMs per Zone Maximum Zone VLANs
12 4096 4094

11 8192 2048

10 16384 1024

10 32768 512

Based on your deployment's needs, choose the appropriate value of guestMan.bits. Setitas described in Edit the Global
Configuration Settings (Optional) section and restart the Management Server.
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Anetwork can carry guest traffic only between VMs within one zone. Virtual machines in different zones cannot
communicate with each other using their IP addresses; they must communicate with each other by routing through a
public IP address.

This figure illustrates a typical guest traffic setup:

Public Traffic (65.37.*.%) Guest Traffic 10.0.0.0/8
Link-Local Network (169.254.* *)

Internet

Account 1 10.1.1.2
Gateway address Guest 1

65:37.%* 10.1.1.1

65.37.141.24
65.37.141.27 Account 1 KON ]
Guest 2

NAT
Load Balancing

LEITLISEN 10.1.1.4
Guest 3

e iS 10.1.1.5
Guest 4

muEm

Guest Traffic Setup

The Management Server automatically creates a virtual router for each network. Avirtual router is a special virtual
machine that runs on the hosts. Each virtual router has three network interfaces. Its ethO interface serves as the gateway
for the guest traffic and has the IP address of 10.1.1.1. Its eth1l interface is used by the system to configure the virtual
router. Its eth2 interface is assigned a public IP address for public traffic.

The virtual router provides DHCP and will automatically assign an IP address for each guest VM within the IP range
assigned for the network. The user can manually reconfigure guest VMs to assume different IP addresses.

Source NAT is automatically configured in the virtual router to forward outbound traffic for all guest VMs
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The figure below illustrates network setup within a single pod. The hosts are connected to a pod-level switch. Ata
minimum, the hosts should have one physical uplink to each switch. Bonded NICs are supported as well. The pod-level
switch is a pair of redundant gigabit switches with 10 G uplinks.

Public Traffic (65.37.% %) Manage ment Traffic (192.168.% *)

Pod-Leve | Switch {layer-2 switch)

65.37.%.*

Metwork Setup within a Single Pod — Logical View

Servers are connected as follows:

= Storage devices are connected to only the network that carries management traffic.
» Hosts are connected to networks for both management traffic and public traffic.
» Hosts are also connected to one or more networks carrying guest traffic.

We recommend the use of multiple physical Ethernet cards to implement each network interface as well as redundant
switch fabric in order to maximize throughput and improve reliability.

13.3. Networking in a Zone

The following figure illustrates the network setup within a single zone.

1

Internet

Layer-3 switch wy firewall
modules

Layer-2 switch

Management
Server farm with
MysaL

Primary
storage
servers

Secondarv storage servers Pod1 Pod 2



Afirewall for management traffic operates in the NAT mode. The network typically is assigned IP addresses in the
192.168.0.0/16 Class B private address space. Each pod is assigned IP addresses in the 192.168.*.0/24 Class C private
address space.

Each zone has its own set of public IP addresses. Public IP addresses from different zones do not overlap.
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13.5. Advanced Zone Physical Network Configuration

Within a zone that uses advanced networking, you need to tell the Management Server how the physical network is setup
to carry different kinds of traffic in isolation.
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3 Add guest network

Please confirm that you would like to add a guest network

" Mame:

" Display Text:
“Zone: |Zone-0 El

* Network Offering: Dgf:g_gItIsDIatedll*_\letwur.koﬁeringWitH E[

Guest Gateway:

Guest Netmask:

4. ROBREEBELET,
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13.6. Using Multiple Guest Networks

In zones that use advanced networking, additional networks for guest traffic may be added at any time after the initial
installation. You can also customize the domain name associated with the network by specifying a DNS suffix for each
network.

AVM's networks are defined at VM creation time. AVM cannot add or remove networks after it has been created, although
the user can go into the guest and remove the IP address from the NIC on a particular network.

Each VM has just one default network. The virtual router's DHCP reply will set the guest's default gateway as that for the
default network. Multiple non-default networks may be added to a guestin addition to the single, required default network.
The administrator can control which networks are available as the default network.



Additional networks can either be available to all accounts or be assigned to a specific account. Networks that are
available to all accounts are zone-wide. Any user with access to the zone can create a VM with access to that network.
These zone-wide networks provide little or no isolation between guests.Networks that are assigned to a specific account
provide strong isolation.
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If you are changing from a network offering that uses the CloudStack virtual router to one that uses external devices as
network service providers, you must first stop all the VMs on the network. See "Stopping and Starting Virtual Machines"
in the Administrator's Guide.

ERDFEST— 3 vhH 5 [Network] ZFRLFE T,
Click the name of the network you want to modify.

In the Details tab, click Edit. IE
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Apromptis displayed asking whether you want to keep the existing CIDR. This is to let you know that if you change the
network offering, the CIDR will be affected. Choose No to proceed with the change.

Wait for the update to complete. Don’t try to restart VMs until the network change is complete.
If you stopped any VMs, restart them.
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Security groups provide a way to isolate traffic to VMs. Asecurity group is a group of VMs that filter their incoming and
outgoing traffic according to a set of rules, called ingress and egress rules. These rules filter network traffic according to
the IP address thatis attempting to communicate with the VM. Security groups are particularly useful in zones that use
basic networking, because there is a single guest network for all guest VMs. In advanced zones, security groups are
supported only on the KVM hypervisor.
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13.7.3. Security Groups in Advanced Zones (KVM Only)

CloudStack provides the ability to use security groups to provide isolation between guests on a single shared, zone-wide
network in an advanced zone where KVMis the hypervisor. Using security groups in advanced zones rather than multiple
VLANSs allows a greater range of options for setting up guestisolation in a cloud.

Limitations

The following are not supported for this feature:

Two IP ranges with the same VLAN and different gateway or netmask in security group-enabled shared network.
Two IP ranges with the same VLAN and different gateway or netmask in account-specific shared networks.
Multiple VLAN ranges in security group-enabled shared network.

Multiple VLAN ranges in account-specific shared networks.

Security groups must be enabled in the zone in order for this feature to be used.

13.7.4. Enabling Security Groups

In order for security groups to function in a zone, the security groups feature mustfirst be enabled for the zone. The
administrator can do this when creating a new zone, by selecting a network offering that includes security groups. The
procedure is described in Basic Zone Configuration in the Advanced Installation Guide. The administrator can not enable
security groups for an existing zone, only when creating a new zone.

13.7.5. Adding Ingress and Egress Rules to a Security Group
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. In Select view, choose Security Groups, then click the security group you want .
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. To add an ingress rule, click the Ingress Rules tab and fill out the following fields to specify what network traffic is
allowed into VM instances in this security group. If no ingress rules are specified, then no traffic will be allowed in,
except for responses to any traffic that has been allowed out through an egress rule.

Add by CIDR/Account. Indicate whether the source of the traffic will be defined by IP address (CIDR) or an
existing security group in a CloudStack account (Account). Choose Account if you want to allow incoming traffic
from all VMs in another security group

Protocol. The networking protocol that sources will use to send traffic to the security group. TCP and UDP are
typically used for data exchange and end-user communications. ICMP is typically used to send error
messages or network monitoring data.

Start Port, End Port. (TCP, UDP only) Arange of listening ports that are the destination for the incoming traffic.
If you are opening a single port, use the same number in both fields.

ICMP Type, ICMP Code. (ICMP only) The type of message and error code that will be accepted.

CIDR. (Add by CIDR only) To accept only traffic from IP addresses within a particular address block, enter a
CIDR or a comma-separated list of CIDRs. The CIDR is the base IP address of the incoming traffic. For
example, 192.168.0.0/22. To allow all CIDRs, setto 0.0.0.0/0.

Account, Security Group. (Add by Account only) To accept only traffic from another security group, enter the
CloudsStack account and name of a security group that has already been defined in that account. To allow
traffic between VMs within the security group you are editing now, enter the same name you used in step 7.

The following example allows inbound HTTP access from anywhere:

Details Ingress Rules
Add by:
@ CIDR D Account
Protocol Start Port End Port CIDR Add
TCP [~] 80 80 0.0.0.0/0 =3

5. To add an egress rule, click the Egress Rules tab and fill out the following fields to specify what type of traffic is
allowed to be sent out of VM instances in this security group. If no egress rules are specified, then all traffic will be
allowed out. Once egress rules are specified, the following types of traffic are allowed out: traffic specified in
egress rules; queries to DNS and DHCP servers; and responses to any traffic that has been allowed in through
an ingress rule

Add by CIDR/Account. Indicate whether the destination of the traffic will be defined by IP address (CIDR) or an
existing security group in a CloudStack account (Account). Choose Account if you want to allow outgoing traffic
to all VMs in another security group.

Protocol. The networking protocol that VMs will use to send outgoing traffic. TCP and UDP are typically used
for data exchange and end-user communications. ICMP is typically used to send error messages or network



monitoring aata.

Start Port, End Port. (TCP, UDP only) Arange of listening ports that are the destination for the outgoing traffic.
If you are opening a single port, use the same number in both fields.

ICMP Type, ICMP Code. (ICMP only) The type of message and error code that will be sent

CIDR. (Add by CIDR only) To send traffic only to IP addresses within a particular address block, enter a CIDR or
a comma-separated list of CIDRs. The CIDR is the base IP address of the destination. For example,
192.168.0.0/22. To allow all CIDRs, setto 0.0.0.0/0.

Account, Security Group. (Add by Account only) To allow traffic to be sentto another security group, enter the
CloudStack account and name of a security group that has already been defined in that account. To allow
traffic between VMs within the security group you are editing now, enter its name.

6. [Mdd=2 v o LET,

13.8. External Firewalls and Load Balancers

CloudStack is capable of replacing its Virtual Router with an external Juniper SRX device and an optional external
NetScaler or F5 load balancer for gateway and load balancing services. In this case, the VMs use the SRX as their
gateway.

13.8.1. About Using a NetScaler Load Balancer

Citrix NetScaler is supported as an external network element for load balancing in zones that use advanced networking
(also called advanced zones). Set up an external load balancer when you want to provide load balancing through means
other than CloudStack’s provided virtual router.

The NetScaler can be setup in direct (outside the firewall) mode. It must be added before anyload balancing rules are
deployed on guest VMs in the zone.

The functional behavior of the NetScaler with CloudStack is the same as described in the CloudStack documentation for
using an F5 external load balancer. The only exception is that the F5 supports routing domains, and NetScaler does not.
NetScaler can not yet be used as a firewall.

The Citrix NetScaler comes in three varieties. The following table summarizes how these variants are treated in
CloudStack.

NetScaler ADC Type Description of Capabilities CloudStack Supported Features
MPX Physical appliance. Capable ofdeep | In advanced zones, load balancer
packetinspection. Can act as functionality fully supported without
application firewall and load balancer | limitation. In basic zones, static NAT,
elastic IP (EIP), and elastic load
balancing (ELB) are also provided
VPX Virtual appliance. Can run as VM on Supported only on ESXi. Same
XenServer, ESXi, and Hyper-V functional support as for MPX.
hypervisors. Same functionality as CloudsStack will treat VPX and MPX as
MPX the same device type
SDX Physical appliance. Can create CloudsStack will dynamically provision,

multiple fullyisolated VPX instances
on a single appliance to support
multi-tenant usage

configure, and manage the lifecycle of
VPXinstances on the SDX.
Provisioned instances are added into
CloudStack automatically — no
manual configuration by the
administrator is required. Once a VPX
instance is added into CloudStack, it
is treated the same as a VPXon an
ESXi host.

13.8.2. Configuring SNMP Community String on a RHEL Server

The SNMP Community string is similar to a user id or password that provides access to a network device, such as router.
This string is sent along with all SNMP requests. If the community string is correct, the device responds with the
requested information. If the community string is incorrect, the device discards the request and does not respond.

The NetScaler device uses SNMP to communicate with the VMs. You mustinstall SNMP and configure SNMP Community
string for a secure communication between the NetScaler device and the RHEL machine.

1. Ensure that you installed SNMP on RedHat. If not, run the following command:

yum install net-snmp-utils

2. Editthe /etc/snmp/snmpd.conf file to allow the SNMP polling from the NetScaler device.

a. Map the community name into a security name (local and mynetwork, depending on where the requestis
coming from):

Use a strong password instead of public when you edit the following table.

# sec.name source community
com2sec local localhost public
com2sec mynetwork ©:.0:0.0 public

(e ——
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Setting to 0.0.0.0 allows all IPs to poll the NetScaler server.

b. Map the security names into group names:

# group.name sec.model sec.name
group MyRWGroup vl local
group MyRWGroup v2c local
group MyROGroup vl mynetwork
group MyROGroup v2c mynetwork

c. Create a view to allow the groups to have the permission to:

incl/excl subtree mask view all included .1

d. Grant access with different write permissions to the two groups to the view you created.

# context sec.model sec.level prefix read write notif
access MyROGroup "" any noauth exact all none none
access MyRWGroup "" any noauth exact all all all

3. Unblock SNMP in iptables.

iptables -A INPUT -p udp --dport 161 -j ACCEPT

4. Startthe SNMP service:

service snmpd start

5. Ensure thatthe SNMP service is started automatically during the system startup:

chkconfig snmpd on
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When the first VMis created for a new account, CloudStack programs the external firewall and load balancer to work with
the VM. The following objects are created on the firewall:

Anew logical interface to connect to the account's private VLAN. The interface IP is always the first IP of the account's
private subnet (e.g. 10.1.1.1).

Asource NAT rule that forwards all outgoing traffic from the account's private VLAN to the public Internet, using the
account's public IP address as the source address

Afirewall filter counter that measures the number of bytes of outgoing traffic for the account
The following objects are created on the load balancer:

Anew VLAN that matches the account's provisioned Zone VLAN
AselfIP for the VLAN. This is always the second IP of the account's private subnet (e.g. 10.1.1.2).

13.8.4. Ongoing Configuration of External Firewalls and Load Balancers

Additional user actions (e.g. setting a port forward) will cause further programming of the firewall and load balancer. A
user may request additional public IP addresses and forward traffic received at these IPs to specific VMs. This is
accomplished by enabling static NAT for a public IP address, assigning the IP to a VM, and specifying a set of protocols
and port ranges to open. When a static NAT rule is created, CloudStack programs the zone's external firewall with the
following objects:

Astatic NAT rule that maps the public IP address to the private IP address of a VM.
Asecurity policy that allows traffic within the set of protocols and port ranges that are specified.
Afirewall filter counter that measures the number of bytes of incoming traffic to the public IP.

The number of incoming and outgoing bytes through source NAT, static NAT, and load balancing rules is measured and
saved on each external element. This data is collected on a regular basis and stored in the CloudStack database.

13.8.5. Configuring AutoScale

AutoScaling allows you to scale your back-end services or application VMs up or down seamlessly and automatically
according to the conditions you define. With AutoScaling enabled, you can ensure that the number of VMs you are using
seamlessly scale up when demand increases, and automatically decreases when demand subsides. Using
AutoScaling, you can automatically shut down instances you don't need, or launch new instances, depending on
demand.

NetScaler AutoScaling is designed to seamlesslylaunch or terminate VMs based on user-defined conditions. Conditions
for triggering a scaleup or scaledown action can vary from a simple use case like monitoring the CPU usage of a server
to a complexuse case of monitoring a combination of server's responsiveness and its CPU usage. For example, you can
configure AutoScaling to launch an additional VM whenever CPU usage exceeds 80 percent for 15 minutes, or to remove
a VMwhenever CPU usage is less than 20 percent for 30 minutes.

CloudsStack uses the NetScaler load balancer to monitor all aspects of a system's health and work in unison with
CloudStack to initiate scale-up or scale-down actions.

AutoScale is supported on NetScaler Release 10 Build 73.e and beyond.
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Before you configure an AutoScale rule, consider the following:

Ensure that the necessary template is prepared before configuring AutoScale. When a VMis deployed by using a
template and when it comes up, the application should be up and running.

If the application is not running, the NetScaler device considers the VM as ineffective and continues
provisioning the VMs unconditionally until the resource limitis exhausted.

Deploy the templates you prepared. Ensure that the applications come up on the firstboot and is ready to take the
traffic. Observe the time requires to deploy the template. Consider this time when you specify the quiet time while
configuring AutoScale.

The AutoScale feature supports the SNMP counters that can be used to define conditions for taking scale up or scale
down actions. To monitor the SNMP-based counter, ensure that the SNMP agent is installed in the template used for
creating the AutoScale VMs, and the SNMP operations work with the configured SNMP community and port by using
standard SNMP managers. For example, see [Configuring SNMP Community String on a RHEL Server] to
configure SNMP on a RHEL machine.

Ensure that the endpointe.url parameter presentin the Global Settings is set to the Management Server APl URL. For
example, http:/10.102.102.22:8080/client/api. In a multi-node Management Server deployment, use the virtual IP
address configured in the load balancer for the management server’s cluster. Additionally, ensure that the NetScaler
device has access to this IP address to provide AutoScale support.

If you update the endpointe.url, disable the AutoScale functionality of the load balancer rules in the system, then
enable them back to reflect the changes. For more information see Updating an AutoScale Configuration

If the APl Key and Secret Key are regenerated for an AutoScale user, ensure that the AutoScale functionality of the load

balancers that the user participates in are disabled and then enabled to reflect the configuration changes in the
NetScaler.

In an advanced Zone, ensure that atleast one VM should be present before configuring a load balancer rule with
AutoScale. Having one VMin the network ensures that the network is in implemented state for configuring AutoScale.

Configuration

DFoEREHEELEY,

AutoScale Configuration Wizard

iDL ps
Template: | RHEL62 [+]
Compute offering: | Small Instance
Min Instances: 1 * Max Instances: |4

Scale Up Policy

* Duration(in sec): 60

Counter Operator Threshold Add

Linux User CPU - percentage [~ greaterthan [=] [ ae ]
Response Time - microseconds greater-than 1000 x®

Scale Down Palicy

Duration(in sec) (60

Counter Operator Threshold Add
Cancel Apply

Template: Atemplate consists of a base OS image and application. Atemplate is used to provision the new instance
of an application on a scaleup action. When a VMis deployed from a template, the VM can start taking the traffic from
the load balancer without any admin intervention. For example, if the VMis deployed for a Web service, it should have
the Web server running, the database connected, and so on.

Compute offering: A predefined set of virtual hardware attributes, including CPU speed, number of CPUs, and RAM
size, that the user can select when creating a new virtual machine instance. Choose one of the compute offerings to
be used while provisioning a VMinstance as part of scaleup action.

Min Instance: The minimum number of active VM instances thatis assigned to a load balancing rule. The active VM
instances are the application instances that are up and serving the traffic, and are being load balanced. This
parameter ensures that a load balancing rule has atleast the configured number of active VM instances are available
to serve the traffic.

If an application, such as SAP, running on a VMinstance is down for some reason, the VMis then not counted
as part of Min Instance parameter, and the AutoScale feature initiates a scaleup action if the number of active



VMinstances is below the configured value. Similarly, when an application instance comes up from its earlier
down state, this application instance is counted as part of the active instance count and the AutoScale process
initiates a scaledown action when the active instance count breaches the Maxinstance value.

Max Instance: Maximum number of active VM instances that should be assigned to a load balancing rule. This
parameter defines the upper limit of active VM instances that can be assigned to a load balancing rule.
Specifying a large value for the maximum instance parameter might resultin provisioning large number of VM
instances, which in turn leads to a single load balancing rule exhausting the VM instances limit specified at the
account or domain level.

If an application, such as SAP, running on a VM instance is down for some reason, the VMis not counted as
part of Max Instance parameter. So there may be scenarios where the number of VMs provisioned for a
scaleup action might be more than the configured Max Instance value. Once the application instances in the
VMs are up from an earlier down state, the AutoScale feature starts aligning to the configured Max Instance
value.

Specify the following scale-up and scale-down policies:

Duration: The duration, in seconds, for which the conditions you specify must be true to trigger a scaleup action. The
conditions defined should hold true for the entire duration you specify for an AutoScale action to be invoked.

Counter: The performance counters expose the state of the monitored instances. By default, CloudStack offers four
performance counters: Three SNMP counters and one NetScaler counter. The SNMP counters are Linux User CPU,
Linux System CPU, and Linux CPU Idle. The NetScaler counter is ResponseTime. The root administrator can add
additional counters into CloudStack by using the CloudStack API.

Operator: The following five relational operators are supported in AutoScale feature: Greater than, Less than, Less
than or equal to, Greater than or equal to, and Equal to.

Threshold: Threshold value to be used for the counter. Once the counter defined above breaches the threshold value,
the AutoScale feature initiates a scaleup or scaledown action.

Add: Click Add to add the condition.
Additionally, if you want to configure the advanced settings, click Show advanced settings, and specify the following:

Polling interval: Frequency in which the conditions, combination of counter, operator and threshold, are to be
evaluated before taking a scale up or down action. The default polling interval is 30 seconds.

Quiet Time: This is the cool down period after an AutoScale action is initiated. The time includes the time taken to
complete provisioning a VM instance from its template and the time taken by an application to be ready to serve traffic.
This quiettime allows the fleetto come up to a stable state before any action can take place. The defaultis 300
seconds.

Destroy VM Grace Period: The duration in seconds, after a scaledown action is initiated, to wait before the VM is
destroyed as part of scaledown action. This is to ensure graceful close of any pending sessions or transactions
being served by the VM marked for destroy. The defaultis 120 seconds.

Security Groups: Security groups provide a way to isolate traffic to the VM instances. A security group is a group of
VMs that filter their incoming and outgoing traffic according to a set of rules, called ingress and egress rules. These
rules filter network traffic according to the IP address that is attempting to communicate with the VM.

Disk Offerings: A predefined set of disk size for primary data storage.

SNMP Community: The SNMP community string to be used by the NetScaler device to query the configured counter
value from the provisioned VM instances. Defaultis public.

SNMP Port: The port number on which the SNMP agent that run on the provisioned VMs is listening. Default port is
161.

User: This is the user that the NetScaler device use to invoke scaleup and scaledown API calls to the cloud. If no
option is specified, the user who configures AutoScaling is applied. Specify another user name to override.

Apply: Click Apply to create the AutoScale configuration.

Disabling and Enabling an AutoScale Configuration
If you want to perform any maintenance operation on the AutoScale VM instances, disable the AutoScale configuration.
When the AutoScale configuration is disabled, no scaleup or scaledown action is performed. You can use this downtime

for the maintenance activities. To disable the AutoScale configuration, click the Disable AutoScale E button.

The button toggles between enable and disable, depending on whether AutoScale is currently enabled or not. After the
maintenance operations are done, you can enable the AutoScale configuration back. To enable, open the AutoScale

configuration page again, then click the Enable AutoScale E button.
Updating an AutoScale Configuration

You can update the various parameters and add or delete the conditions in a scaleup or scaledown rule. Before you
update an AutoScale configuration, ensure that you disable the AutoScale load balancer rule by clicking the Disable
AutoScale button.

After you modify the required AutoScale parameters, click Apply. To apply the new AutoScale policies, open the AutoScale
configuration page again, then click the Enable AutoScale button.
Runtime Considerations

An administrator should not assign a VM to a load balancing rule which is configured for AutoScale.
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the load balancing rule though the intent was to assign it to a load balancing rule. To workaround, rename the
AutoScale provisioned VMs based on the rule name or ID so at any point of time the VMs can be reconciled to its load
balancing rule.

Making API calls outside the context of AutoScale, such as destroyVM, on an autoscaled VM leaves the load balancing
configuration in an inconsistent state. Though VM is destroyed from the load balancer rule, NetScaler continues to
show the VM as a service assigned to a rule.
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13.9.2. Sticky Session Policies for Load Balancer Rules

Sticky sessions are used in Web-based applications to ensure continued availability of information across the multiple
requests in a user's session. For example, if a shopper is filling a cart, you need to remember what has been purchased
so far. The concept of "stickiness" is also referred to as persistence or maintaining state.

Any load balancer rule defined in CloudStack can have a stickiness policy. The policy consists of a name, stickiness
method, and parameters. The parameters are name-value pairs or flags, which are defined by the load balancer vendor.
The stickiness method could be load balancer-generated cookie, application-generated cookie, or source-based. In the
source-based method, the source IP address is used to identify the user and locate the user’s stored data. In the other
methods, cookies are used. The cookie generated by the load balancer or application is included in request and
response URLSs to create persistence. The cookie name can be specified by the administrator or automatically
generated. A variety of options are provided to control the exact behavior of cookies, such as how they are generated and
whether they are cached.

For the most up to date list of available stickiness methods, see the CloudStack Ul or call listNetworks and check the
SupportedStickinessMethods capability.

13.10. Guest IP Ranges

The IP ranges for guest network traffic are set on a per-account basis by the user. This allows the users to configure their
network in a fashion that will enable VPN linking between their guest network and their clients.
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When the lastrule for an IP address is removed, you can release that IP address. The IP address still belongs to the
VPC; however, it can be picked up for any guest network again.
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. Click the Release IP button. i
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13.13. ##HJ NAT

Astatic NAT rule maps a public IP address to the private IP address of a VMin order to allow Internet traffic into the VM.
The public IP address always remains the same, which is whyitis called “static” NAT. This section tells how to enable or
disable static NAT for a particular IP address.
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. Click the Static NAT "B=4_| hutton.

The button toggles between Enable and Disable, depending on whether static NAT is currently enabled for the IP
address.

o

7. Ifyou are enabling static NAT, a dialog appears where you can choose the destination VM and click Apply.

13.14. IP Forwarding and Firewalling

By default, all incoming traffic to the public IP address is rejected. All outgoing traffic from the guests is also blocked by
default.

To allow outgoing traffic, follow the procedure in [Creating Egress Firewall Rules in an Advanced Zone] .

To allow incoming traffic, users may set up firewall rules and/or port forwarding rules. For example, you can use a firewall
rule to open a range of ports on the public IP address, such as 33 through 44. Then use port forwarding rules to direct
traffic from individual ports within that range to specific ports on user VMs. For example, one port forwarding rule could
route incoming traffic on the public IP's port 33 to port 100 on one user VM private IP. For more information, see _
AT794=)Lb—)b| and [R—MR) .

13.14.1. Creating Egress Firewall Rules in an Advanced Zone

The egress firewall rules are supported only on virtual routers.

The egress traffic originates from a private network to a public network, such as the Internet. By default, the egress traffic
is blocked, so no outgoing traffic is allowed from a guest network to the Internet. However, you can control the egress
traffic in an Advanced zone by creating egress firewall rules. When an egress firewall rule is applied, the traffic specific to
the rule is allowed and the remaining traffic is blocked. When all the firewall rules are removed the default policy, Block, is
applied.

Consider the following scenarios to apply egress firewall rules:

Allow the egress traffic from specified source CIDR. The Source CIDR is part of guest network CIDR.
Allow the egress traffic with destination protocol TCP,UDP,ICMP, or ALL.

Allow the egress traffic with destination protocol and portrange. The portrange is specified for TCP, UDP or for ICMP
type and code.

To configure an egress firewall rule:
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3. In Select view, choose Guest networks, then click the Guest network you want.

4. To add an egress rule, click the Egress rules tab and fill out the following fields to specify what type of traffic is
allowed to be sent out of VMinstances in this guest network:

Detais Egress rules

CIDR Protocol Start Port End Port

TCP [=]

| uoP
| 1erar
10.1.1.024 Al 2 22

% H =

CIDR: (Add by CIDR only) To send traffic only to the IP addresses within a particular address block, enter a
CIDR or a comma-separated list of CIDRs. The CIDR is the base IP address of the destination. For example,
192.168.0.0/22. To allow all CIDRs, setto 0.0.0.0/0.

Protocol: The networking protocol that VMs uses to send outgoing traffic. The TCP and UDP protocols are
typically used for data exchange and end-user communications. The ICMP protocol is typically used to send
error messages or network monitoring data.

Start Port, End Port: (TCP, UDP only) Arange of listening ports that are the destination for the outgoing traffic.
If you are opening a single port, use the same number in both fields.

ICMP Type, ICMP Code: (ICMP only) The type of message and error code that are sent.

5 [Addz2 Yy o LET,

13.142. 7 7 A 77 4#—JLIL—JL

FIFIRTERTYY I IPICHTZETCDODAANS T4 v I T 7 AT 04— THRINET, #WHLSD LS
TAVIEHFATTBIRBEED I 7ATIA— =LY T 74T 94— ILDOR— NE2FARTZIEHNTEET, &
oo 7723V ELTERTIPEIANY )V TTEHDCIDREZIBETZIEELTEET., THIIBEDIP 7 KL AH
S5OANY VIR NDHEHFATT ZIHEICEWNTT,

ISRATAYIRIP7ZRLRAICHLTR— NERRT 27DICT7A 7o 4—ILIL—ILEFBTRIE>TEEEA, T
SRATAVv I IPEFALTVWIEREABHISOT I ERBRDYICEF 1T JM—FICLYFIEILE T, F#liE [+
FaUF47I—TDEM EBRBLTIEIV,

HRY — Y TIRARIBIL— 9 —EFAVWTHAR 7 74 794 —LIL—ILAEERTE Y, FMid [Creating Egress Firewall
Rules in an Advanced Zone] %ZRLTEIW,

)

FATOA—IDIL—IVIEEEY—/N—UI D [Firewal] ¥§ THSERTZIEHNTEET, TDH 7 CloudStack A1
VAN INERERTIET 74 N TERERINEH A, [Firewall] ¥ 72K TY % (CId CloudStack EEEEAJ O—/Nb
RE/INT A —4 —7T [firewall.rule.ui.enabled] % "true" ICRRET 2HENHY £,

T7AT A== DI E

CEEEE LTIy Fa—H%—& LT CloudStack Ul icO s 4~ L&Y,

ERDFES =Y 3 vH S [Network] ZBRLE T,

CEBELEVWRY ND—VDEREIY Y I LET,

. [View IP Addresses] =7 ) vV LE T,

CEBLEWIPTRLREVYYILETS,

. [Configuration] # 7% YV LRDEZAALET,
Source CIDR: (F 7Y a V) FEDT7 KL RTOYJICEEFNZIP7RLADAHEFHFATSICIECIDRAAVY
TREISNACIDRDOY R MEAADLET, fflé LT 192.168.0.0R22 mENEIFOhFT, . BHICT S
ELTOCDRA2FTLET,
Protocol : I N7z R— M THAINZBEIONILTT,
StartPort & EndPort: 7 71 77 # — )L CHKRLAZWR—NESTY, BE—DR— MEBEKLAZWEE. @A
D74 —ILRICA—DESZAALTLEI W,
ICMP Type & ICMP Code : 70 b JJLIC ICMP 2R E L7 HBADAFIAINE T, ICMP O MJLICEWVWTH
ERICMP AY F—ITIBORAFENZ YA TEIA—REANLTLKEIWV, AEANTEIREINFEMCEL TR

MCMP RFaxvbh| 28RBLTIEIY,

7. [AddE=2 Yy o LET,

o U A W NP

13.14.3. R — M x%

R—MEEY—ERE, RS —%2EFHTER— MEERAIOEY FTT, R—MEEY—E R, 1 B5FLEERDST R
MREST Y VICERINE T, ChickY, FAMREBY Y VIC, R—MNEEY—EXTERT IR O —ICE> TEEY
NBZERXRY NIV T EREIMEINZET, 773V T. COREEELTEETIP7RLAE T ALY —F 3
ZEBETEEY, Thid, BEDIP T RLADSDZEEROEEDHEHTT BIBAICRISET,

BOBOR— MpEH—ER%E, FAMREYY VIGBRATEET, R—MNEEY—ERREBTEETH. Avn—%
BOHDTRHY FHA.

IZRTAY 7 IPICHLTRAR—MERAKRT Z70ICR— bk aRIATEIENTEZEA, TIRTA YT IP&EfE>
TWBBARKRDYICEF 1Y T V=T F>THENSOT IR bO—ILLET, FHlliE TEX2 U747
V=71 EBRLTLEIW,

R— MREZRET 21T

1. BEBEL LRIy Ra—%—& LT CloudStackUlicAJ 1 Y LET,
2. L. =7 LAWEBAIE CloudStack T/XT Y vV IP7 KL AD&EEAE Y —VIGEML T, #Mld1 VX b—IL
HARD TV—=vERy ROBMI 25BLTIEIV,



D1 BFRIEROST R MRIEY Y V% CloudStack IBITL T I WL,
. EROFES - 3 N—T[Network]= 2 v LET,
CRBY YV VERITLTVWARS A MRy N7 DZFE V) v I LET,
CBEOIPTRLREEBRTZM HLWIPPRLRZBREBLET(HLLIP 7 FLZOEE] =8HR), —BR
DIPF7RLREIYVY I LET,
. [Configuration]? 7%V vy L&Y,
8. 41 775 LD[Port Forwarding]/ — KDView All= 7 U v 2 LE T,
9. ROEEEAALET,
Public Port: /X7 Y v I RS 74 v IDREEINS, BIOFIETEHEBLAEIP 7 RLADKR—FTY,
Private Port : 5536 SN/ TY YIRS TA vV EBA VRV RADY v AV T BR—MTT,
Protocol: 2 DD R— hOETHEAINZBEBETO FIILTT,
10. [Add)= 2 vy O LET,

o 0 A~ W

~

13.15. IP Load Balancing

The user may choose to associate the same public IP for multiple guests. CloudStack implements a TCP-level load
balancer with the following policies.

A2 =107
Least connection
Source IP

This is similar to port forwarding but the destination may be multiple IP addresses.

13.16. DNS & DHCP

The Virtual Router provides DNS and DHCP services to the guests. It proxies DNS requests to the DNS server configured
on the Availability Zone.

13.17. VPN
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Site to Site. In this scenario, two private subnets are connected over the public Internet with a secure VPN tunnel. The

cloud user’s subnet (for example, an office network) is connected through a gateway to the network in the cloud. The

address of the user’s gateway must be preconfigured on the VPN server in the cloud. Note that although L2TP-over-

IPsec can be used to set up Site-to-Site VPNs, this is not the primary intent of this feature. For more information, see
['Setting Up a Site-to-Site VPN Connection |
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remote.access.vpn.clientip.range — The range of IP addresses to be allocated to remote access VPN clients.
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. [Enable VPN]71 2> %2 )y I LT, @

o



Ry 77y T o4V RIICIPsec F—HRRINET,

13.17.2. Windows T® VPN O A A%

VPN %9 2 FIEIE. Windows DN\N—U 3 VICL>TERY FET, — KIS, 2—Y—IE VPN FORT 1 &2f{REL. T
T4 I MDIL—FHN VPN TIRABWZ EABERTIHENHY F7, ROFIEIX Windows Vista _£D Windows L2TP 7 5
ATV RERRICLTVWES, EHD/IN—Y 3 VD Windows THIAT Y RIZEKRDIZTTY,

1. CloudStack 1—H#'—A V94— A RICATAY LT, PHAO Y MOEEFETNATIP7RNLREI Y v I LET,
[VPN] 4 7IC IPsec BRIZAF—HIREFINET, ThEEETNATIP 7 LR EEHRLET, 2—HF—a1 V45—
TIA R, 2—HY—ENRRAT—RERFINFET, 21— —%2RRT 2D, 2—F—DPEELBRVIGZEIEI—
P—ERZ2T—REBMLET,

. Windows AV Ea1—4—Tay bO—LURRAD[RY NT7—0HBEVY—12REES, [EHETERY b
T—oDEYy " NTy BV ILET,

N
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5. In the next dialog, enter the source NAT IP from step 1 and give the connection a name. Check Don't connect now.

6. In the next dialog, enter the user name and password selected in step 1.

7. [Create] 7 ) w I LET,

8. AV MA—LUNRRIIICRY., [Ry NT—0EMRE IV Yy I LTHLWERERTFLET. EHIEFLTIT17IC
o TWEHA,

9. MILWERAER Y v UL, [FONRTAIEBRLES, [FORTAYA1T7OTRY VRT[RY hT—V]9T%Y
Yy o LET,

10. In Type of VPN, choose L2TP IPsec VPN, then click IPsec settings. Select Use preshared key. Enter the preshared
keyfrom Step 1.

11. TNT, BRAET7 974 TICT2EENTEZE L, AV FO—IRRIVICRY., [y M7 —7ERFZBRVTER
LEERES TV I LET,

12. Enter the user name and password from Step 1.

13.17.3. Using VPN with Mac OS X

First, be sure you've configured the VPN settings in your CloudStack install. This section is only concerned with
connecting via Mac OS Xto your VPN.

Note, these instructions were written on Mac OS X 10.7.5. They may differ slightly in older or newer releases of Mac OS X.

1. On your Mac, open System Preferences and click Network.
2. Make sure Send all traffic over VPN connection is not checked.

3. Ifyour preferences are locked, you'll need to click the lock in the bottom left-hand corner to make any changes and
provide your administrator credentials.

4. You will need to create a new network entry. Click the plus icon on the bottom left-hand side and you'll see a
dialog that says "Select the interface and enter a name for the new service.” Select VPN from the Interface drop-
down menu, and "L2TP over IPSec" for the VPN Type. Enter whatever you like within the "Service Name" field.

5. You'll now have a new network interface with the name of whatever you putin the "Service Name" field. For the
purposes of this example, we'll assume you've named it "CloudStack." Click on that interface and provide the IP
address of the interface for your VPN under the Server Address field, and the user name for your VPN under
Account Name.

6. Click Authentication Settings, and add the user's password under User Authentication and enter the pre-shared
IPSec key in the Shared Secret field under Machine Authentication. Click OK.

7. You may also wantto click the "Show VPN status in menu bar" but that's entirely optional.
8. Now click "Connect" and you will be connected to the CloudStack VPN.

13.17.4. Setting Up a Site-to-Site VPN Connection

A Site-to-Site VPN connection helps you establish a secure connection from an enterprise datacenter to the cloud
infrastructure. This allows users to access the guest VMs by establishing a VPN connection to the virtual router of the
account from a device in the datacenter of the enterprise. Having this facility eliminates the need to establish VPN
connections to individual VMs.

The supported endpoints on the remote datacenters are:

Cisco ISR with 10S 12.4 or later
Juniper J-Series routers with JunOS 9.5 or later

In addition to the specific Cisco and Juniper devices listed above, the expectation is that any Cisco or Juniper
device running on the supported operating systems are able to establish VPN connections.

To set up a Site-to-Site VPN connection, perform the following:

1. Create a Virtual Private Cloud (VPC).
See ] .

2. Create a VPN Customer Gateway.

3. Create a VPN gateway for the VPC that you created.

4. Create VPN connection from the VPC VPN gateway to the customer VPN gateway.

f s}



I _EE—

Appropriate events are generated on the CloudStack Ul when status of a Site-to-Site VPN connection changes
from connected to disconnected, or vice versa. Currently no events are generated when establishing a VPN
connection fails or pending.

13.17.4.1. Creating and Updating a VPN Customer Gateway

AVPN customer gateway can be connected to only one VPN gateway at a time.

To add a VPN Customer Gateway:

CBEAELLCEIY Fa—¥—& LT CloudStack Ul IcA 1 Y LET,
. EROFES—2 3 H 5 [Network] 2 BIRL E T,

. In the Select view, select VPN Customer Gateway.

. Click Add site-to-site VPN.
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& add VPN Customer Gateway

" Mame: | ]

* Gateway: |

* CIDR list:

* IPsec Preshared- |
Key:

IKE Encryption: | 3des

IKE Hash: |md5

IKE DH: |

ESP Encryption: | 3des

ESP Hash: !md5

F] E] [B] E] [E] [B]

Perfect Forward |
Secrecy:

IKE lifetime (second). [86400

ESP Lifetime 3600 |
(second):

Dead Peer Detection: [

Cancel

ROBEBREWELET,

= Name: Aunique name for the VPN customer gateway you create.

= Gateway: The IP address for the remote gateway.

= CIDR list: The guest CIDR list of the remote subnets. Enter a CIDR or a comma-separated list of CIDRs.
Ensure that a guest CIDR listis not overlapped with the VPC’s CIDR, or another guest CIDR. The CIDR must
be RFC1918-compliant.

= IPsec Preshared Key: Preshared keying is a method where the endpoints of the VPN share a secret key. This
keyvalue is used to authenticate the customer gateway and the VPC VPN gateway to each other.

The IKE peers (VPN end points) authenticate each other by computing and sending a keyed hash of
data that includes the Preshared key. If the receiving peer is able to create the same hash
independently by using its Preshared key, it knows that both peers must share the same secret, thus
authenticating the customer gateway.
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IKE Encryption: The Internet Key Exchange (IKE) policy for phase-1. The supported encryption algorithms are
AES128, AES192, AES256, and 3DES. Authentication is accomplished through the Preshared Keys.

The phase-1 is the first phase in the IKE process. In this initial negotiation phase, the two VPN
endpoints agree on the methods to be used to provide security for the underlying IP traffic. The phase-1
authenticates the two VPN gateways to each other, by confirming that the remote gateway has a
matching Preshared Key.

IKE Hash: The IKE hash for phase-1. The supported hash algorithms are SHA1 and MD5.

IKE DH: A public-key cryptography protocol which allows two parties to establish a shared secret over an
insecure communications channel. The 1536-bit Diffie-Hellman group is used within IKE to establish session
keys. The supported options are None, Group-5 (1536-bit) and Group-2 (1024-bit).

ESP Encryption: Encapsulating Security Payload (ESP) algorithm within phase-2. The supported encryption
algorithms are AES128, AES192, AES256, and 3DES.

The phase-2 is the second phase in the IKE process. The purpose of IKE phase-2 is to negotiate IPSec
security associations (SA) to set up the IPSec tunnel. In phase-2, new keying material is extracted from
the Diffie-Hellman key exchange in phase-1, to provide session keys to use in protecting the VPN data
flow.

ESP Hash: Encapsulating Security Payload (ESP) hash for phase-2. Supported hash algorithms are SHAL and
MD5.

Perfect Forward Secrecy: Perfect Forward Secrecy (or PFS) is the property that ensures that a session key
derived from a set of long-term public and private keys will not be compromised. This property enforces a new
Diffie-Hellman key exchange. It provides the keying material that has greater key material life and thereby
greater resistance to cryptographic attacks. The available options are None, Group-5 (1536-bit) and Group-2
(1024-bit). The security of the key exchanges increase as the DH groups grow larger, as does the time of the
exchanges.

When PFS is turned on, for every negotiation of a new phase-2 SAthe two gateways must generate a
new set of phase-1 keys. This adds an extra layer of protection that PFS adds, which ensures if the
phase-2 SA's have expired, the keys used for new phase-2 SA's have not been generated from the
current phase-1 keying material.

IKE Lifetime (seconds): The phase-1 lifetime of the security association in seconds. Defaultis 86400
seconds (1 day). Whenever the time expires, a new phase-1 exchange is performed.

ESP Lifetime (seconds): The phase-2 lifetime of the security association in seconds. Defaultis 3600 seconds
(1 hour). Whenever the value is exceeded, a re-key is initiated to provide a new IPsec encryption and
authentication session keys.

Dead Peer Detection: Amethod to detect an unavailable Internet Key Exchange (IKE) peer. Select this option if
you want the virtual router to query the liveliness of its IKE peer atregular intervals. It's recommended to have
the same configuration of DPD on both side of VPN connection.

oKl #2)v o LET,

Updating and Removing a VPN Customer Gateway

You can update a customer gateway either with no VPN connection, or related VPN connection is in error state.

. BEELLCETY F2—%—& LT CloudStack Ul ICA Y1 Y LET,
. EROFESY—> 3 U h 5 [Network] &R L 9

. In the Select view, select VPN Customer Gateway.

. Selectthe VPN customer gateway you want to work with.
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5. To modify the required parameters, click the Edit VPN Customer Gateway button ]EI
6. Toremove the VPN customer gateway, click the Delete VPN Customer Gateway button x ]
7. TOKI 20Uy L&Y,
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13.18. About Inter-VLAN Routing

Inter-VLAN Routing is the capability to route network traffic between VLANSs. This feature enables you to build Virtual
Private Clouds (VPC), an isolated segment of your cloud, that can hold multi-tier applications. These tiers are deployed
on different VLANs that can communicate with each other. You provision VLANSs to the tiers your create, and VMs can be
deployed on different tiers. The VLANs are connected to a virtual router, which facilitates communication between the
VMs. In effect, you can segment VMs by means of VLANSs into different networks that can host multi-tier applications, such
as Web, Application, or Database. Such segmentation by means of VLANs logically separate application VMs for higher
security and lower broadcasts, while remaining physically connected to the same device.

This feature is supported on XenServer and VMware hypervisors.
The major advantages are:

The administrator can deploy a set of VLANs and allow users to deploy VMs on these VLANs. Aguest VLAN is
randomly alloted to an account from a pre-specified set of guest VLANs. All the VMs of a certain tier of an account
reside on the guest VLAN allotted to that account.

AVLAN allocated for an account cannot be shared between multiple accounts.

The administrator can allow users create their own VPC and deploy the application. In this scenario, the VMs that
belong to the account are deployed on the VLANSs allotted to that account.

Both administrators and users can create multiple VPCs. The guest network NIC is plugged to the VPC virtual router
when the first VMis deployed in a tier.
The administrator can create the following gateways to send to or receive traffic from the VMs:
VPN Gateway: For more information, see [VPC T®D VPN 7'— k7 = 1 DERK] .
Public Gateway: The public gateway for a VPC is added to the virtual router when the virtual router is created for
VPC. The public gateway is not exposed to the end users. You are not allowed to list it, nor allowed to create any
static routes.
Private Gateway: For more information, see [VPC AD S5 4A R— K45 — KA DB .
Both administrators and users can create various possible destinations-gateway combinations. However, only one
gateway of each type can be used in a deployment.
For example:
VLANSs and Public Gateway: For example, an application is deployed in the cloud, and the Web application VMs
communicate with the Internet.

VLANSs, VPN Gateway, and Public Gateway: For example, an application is deployed in the cloud; the Web
application VMs communicate with the Internet; and the database VMs communicate with the on-premise devices.

The administrator can define Access Control List (ACL) on the virtual router to filter the traffic among the VLANs or
between the Internet and a VLAN. You can define ACL based on CIDR, port range, protocol, type code (if ICMP protocol
is selected) and Ingress/Egress type.

The following figure shows the possible deployment scenarios of a Inter-VLAN setup:

Multi-tier Application

Managemant

CiTRIX

To setup a multi-tier Inter-VLAN deployment, see [VPC D##EL] .
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13.19.4. Configuring Access Control List

Define Network Access Control List (ACL) on the VPC virtual router to control incoming (ingress) and outgoing (egress)
traffic between the VPC tiers, and the tiers and Internet. By default, all incoming and outgoing traffic to the guest networks
is blocked. To open the ports, you must create a new network ACL. The network ACLs can be created for the tiers only if
the NetworkACL service is supported.
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. Select Network ACLs.

The Network ACLs page is displayed.

. Click Add Network ACLs.

To add an ACL rule, fill in the following fields to specify what kind of network traffic is allowed in this tier.

CIDR: The CIDR acts as the Source CIDR for the Ingress rules, and Destination CIDR for the Egress rules. To

accept traffic only from or to the IP addresses within a particular address block, enter a CIDR or a comma-

separated list of CIDRs. The CIDR is the base IP address of the incoming traffic. For example, 192.168.0.0/22.

To allow all CIDRs, setto 0.0.0.0/0.

Protocol: The networking protocol that sources use to send traffic to the tier. The TCP and UDP protocols are

typically used for data exchange and end-user communications. The ICMP protocol is typically used to send

error messages or network monitoring data.

Start Port, End Port (TCP, UDP only): Arange of listening ports that are the destination for the incoming traffic.

If you are opening a single port, use the same number in both fields.

Select Tier: Select the tier for which you want to add this ACL rule.

ICMP Type, ICMP Code (ICMP only): The type of message and error code that will be sent.

Traffic Type: Select the traffic type you want to apply.
Egress: To add an egress rule, select Egress from the Traffic type drop-down box and click Add. This
specifies what type of traffic is allowed to be sent out of VM instances in this tier. If no egress rules are
specified, all traffic from the tier is allowed out at the VPC virtual router. Once egress rules are specified,
only the traffic specified in egress rules and the responses to any traffic that has been allowed in through
an ingress rule are allowed out. No egress rule is required for the VMs in a tier to communicate with each
other.
Ingress: To add an ingress rule, select Ingress from the Traffic type drop-down box and click Add. This
specifies what network traffic is allowed into the VM instances in this tier. If no ingress rules are specified,
then no traffic will be allowed in, except for responses to any traffic that has been allowed out through an
egress rule.

By default, all incoming and outgoing traffic to the guest networks is blocked. To open the ports, create
a new network ACL.

Click Add. The ACL rule is added.

To view the list of ACL rules you have added, click the desired tier from the Network ACLs page, then select the
Network ACL tab.
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You can edit the tags assigned to the ACL rules and delete the ACL rules you have created. Click the appropriate
button in the Actions column.
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13.20. Persistent Networks

The network that you can provision without having to deploy any VMs on itis called a persistent network. A persistent
network can be part of a VPC or a non-VPC environment.

When you create other types of network, a network is only a database entry until the first VMis created on that network.
When the first VMis created, a VLAN ID is assigned and the network is provisioned. Also, when the last VM is destroyed,
the VLAN ID is released and the network is no longer available. With the addition of persistent network, you will have the
ability to create a network in CloudStack in which physical devices can be deployed without having to run any VMs.
Additionally, you can deploy physical devices on that network.

One of the advantages of having a persistent network is that you can create a VPC with a tier consisting of only physical
devices. For example, you might create a VPC for a three-tier application, deploy VMs for Web and Application tier, and
use physical machines for the Database tier. Another use case is thatif you are providing services by using physical
hardware, you can define the network as persistent and therefore even if all its VMs are destroyed the services will not be
discontinued.

13.20.1. Persistent Network Considerations

Persistent network is designed for isolated networks.
All default network offerings are non-persistent.

Anetwork offering cannot be editable because changing it affects the behavior of the existing networks that were
created using this network offering.

When you create a guest network, the network offering that you select defines the network persistence. This in turn
depends on whether persistent network is enabled in the selected network offering.

An existing network can be made persistent by changing its network offering to an offering that has the Persistent
option enabled. While setting this property, even if the network has no running VMs, the network is provisioned.

An existing network can be made non-persistent by changing its network offering to an offering that has the Persistent
option disabled. If the network has no running VMs, during the next network garbage collection run the network is shut
down.

When the last VM on a network is destroyed, the network garbage collector checks if the network offering associated
with the network is persistent, and shuts down the network onlyif itis non-persistent.

13.20.2. Creating a Persistent Guest Network

To create a persistent network, perform the following:

1. Create a network offering with the Persistent option enabled.
See the Administration Guide.
. Select Network from the left navigation pane.
. Select the guest network that you want to offer this network service to.
. Click the Edit button.
. From the Network Offering drop-down, select the persistent network offering you have just created.
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