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CloudsStack provides an API that gives programmatic access to all the management features available in the Ul. The API
is maintained and documented. This APl enables the creation of command line tools and new user interfaces to suit
particular needs. See the Developer’'s Guide and API Reference, both available at Apache CloudStack Guides and
Apache CloudStack API Reference respectively.
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Simplified view of a basic deployment

Amore full-featured installation consists of a highly-available multi-node Management Server installation and up to tens
of thousands of hosts using any of several advanced networking setups. For information about deployment options, see
the "Choosing a Deployment Architecture” section of the $PRODUCT; Installation Guide.
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2.1. About Regions

To increase reliability of the cloud, you can optionally group resources into multiple geographic regions. Aregion is the
largest available organizational unit within a CloudStack deployment. Aregion is made up of several availability zones,
where each zone is roughly equivalent to a datacenter. Each region is controlled by its own cluster of Management
Servers, running in one of the zones. The zones in a region are typically located in close geographical proximity. Regions
are a useful technique for providing fault tolerance and disaster recovery.

By grouping zones into regions, the cloud can achieve higher availability and scalability. User accounts can span regions,
so that users can deploy VMs in multiple, widely-dispersed regions. Even if one of the regions becomes unavailable, the
services are still available to the end-user through VMs deployed in another region. And by grouping communities of
zones under their own nearby Management Servers, the latency of communications within the cloud is reduced
compared to managing widely-dispersed zones from a single central Management Server.

Usage records can also be consolidated and tracked at the region level, creating reports or invoices for each geographic
region.

Region
Zone
Zone
Pod
Secondary IE‘
Storage -
Cluster
Zone
Primary
e @ -

A region with multiple zones

Regions are visible to the end user. When a user starts a guest VM, the user must select a region for their guest. Users
might also be required to copy their private templates to additional regions to enable creation of guest VMs using their
templates in those regions.
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Azone is the second largest organizational unit within a CloudStack deployment. Azone typically corresponds to a single
datacenter, although itis permissible to have multiple zones in a datacenter. The benefit of organizing infrastructure into
zones is to provide physical isolation and redundancy. For example, each zone can have its own power supply and
network uplink, and the zones can be widely separated geographically (though this is not required).
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Apod often represents a single rack. Hosts in the same pod are in the same subnet. Apod is the second-largest
organizational unit within a CloudStack deployment. Pods are contained within zones. Each zone can contain one or
more pods. Apod consists of one or more clusters of hosts and one or more primary storage servers. Pods are not
visible to the end user.
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Management. When CloudStack's internal resources communicate with each other, they generate management
traffic. This includes communication between hosts, system VMs (VMs used by CloudStack to perform various tasks
in the cloud), and any other component that communicates directly with the CloudStack Management Server. You
must configure the IP range for the system VMs to use.
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Storage. While labeled "storage" this is specifically about secondary storage, and doesn't affect traffic for primary
storage. This includes traffic such as VM templates and snapshots, which is sent between the secondary storage VM
and secondary storage servers. CloudStack uses a separate Network Interface Controller (NIC) named storage NIC
for storage network traffic. Use of a storage NIC that always operates on a high bandwidth network allows fast
template and snapshot copying. You must configure the IP range to use for the storage network.
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Storage. While labeled "storage" this is specifically about secondary storage, and doesn't affect traffic for primary
storage. This includes traffic such as VM templates and snapshots, which is sent between the secondary storage VM
and secondary storage servers. CloudStack uses a separate Network Interface Controller (NIC) named storage NIC
for storage network traffic. Use of a storage NIC that always operates on a high bandwidth network allows fast
template and snapshot copying. You must configure the IP range to use for the storage network.
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3.2.1. Example LDAP Configuration Commands

To understand the examples in this section, you need to know the basic concepts behind calling the CloudStack API,
which are explained in the Developer’s Guide.

The following shows an example invocation of IdapConfig with an ApacheDS LDAP server

http://127.0.0.1:8080/client/api?
command=1ldapConfig&hostname=127.0.0.1&searchbase=ou%3Dtesting%2Co%3Dproject&queryfilter=%28
%26%28uid%3D%25u%29%29&binddn=cn%3DJohn+Singh%2Cou%3Dtesting%2Co%project&bindpass=secreté&po
rt=10389&ssl=true&truststore=C%3A%2Fcompany%2Finfo%2Ftrusted.ks&truststorepass=secret&respo
nse=json&apiKey=YourAPIKey&signature=YourSignatureHash

The command mustbe URL-encoded. Here is the same example without the URL encoding:

http://127.0.0.1:8080/client/api?command=1dapConfig
&hostname=127.0.0.1

&searchbase=ou=testing, o=project
&queryfilter=(&(%uid=%u))
&binddn=cn=John+Singh, ou=testing, o=project
&bindpass=secret

&port=10389

&ssl=true
&truststore=C:/company/info/trusted.ks
&truststorepass=secret

&response=json
&apiKey=YourAPIKey&signature=YourSignatureHash

The following shows a similar command for Active Directory. Here, the search base is the testing group within a
company, and the users are matched up based on email address.

http://10.147.29.101:8080/client/api?
command=1ldapConfig&hostname=10.147.28.250&searchbase=0U%3Dtesting%2CDC%3Dcompany&queryfilte
r=%28%26%28mail%3D%25e%29%29
&binddn=CN%3DAdministrator%2CoU%3Dtesting%2CDC%3Dcompany&bindpass=1111_aaaa&port=389&respon
se=json&apiKey=YourAPIKey&signature=YourSignatureHash

The next few sections explain some of the concepts you will need to know when filling out the IdapConfig parameters.

3.2.2. Search Base

An LDAP query s relative to a given node of the LDAP directory tree, called the search base. The search base is the
distinguished name (DN) of a level of the directory tree below which all users can be found. The users can be in the
immediate base directory or in some subdirectory. The search base may be equivalent to the organization, group, or
domain name. The syntaxfor writing a DN varies depending on which LDAP server you are using. Afull discussion of
distinguished names is outside the scope of our documentation. The following table shows some examples of search
bases to find users in the testing department..

LDAP Server Example Search Base DN
ApacheDS ou=testing,o=project
Active Directory OU=testing, DC=company

3.2.3. Query Filter

The queryfilter is used to find a mapped user in the external LDAP server. The query filter should uniquely map the
CloudStack user to LDAP user for a meaningful authentication. For more information about query filter syntax, consult the
documentation for your LDAP server.

The CloudStack query filter wildcards are:

Query Filter Wildcard B

%u User name

%e Email address

%n Firstand lastname

The following examples assume you are using Active Directory, and refer to user attributes from the Active Directory
schema.

If the CloudStack user name is the same as the LDAP user ID:

(uid=%u)

If the CloudStack user name is the LDAP display name:

(displayName=%u)



To find a user by email address:

(mail=%e)

3.2.4. Search User Bind DN

The bind DN is the user on the external LDAP server permitted to search the LDAP directory within the defined search
base. When the DN is returned, the DN and passed password are used to authenticate the CloudStack user with an
LDAP bind. Afull discussion of bind DNs is outside the scope of our documentation. The following table shows some
examples of bind DNs.

LDAP Server Example Bind DN

ApacheDS cn=Administrator,dc=testing,ou=project,ou=org
Active Directory CN=Administrator, OU=testing, DC=company, DC=com
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&4 User Services Overview

4.1. Service Offerings, Disk Offerings, Network Offerings, and Templates

In addition to the physical and logical infrastructure of your cloud, and the CloudStack software and servers, you also
need a layer of user services so that people can actually make use of the cloud. This means not justa user Ul, buta set
of options and resources that users can choose from, such as templates for creating virtual machines, disk storage, and
more. If you are running a commercial service, you will be keeping track of what services and resources users are
consuming and charging them for that usage. Even if you do not charge anything for people to use your cloud — say, if the
users are strictly internal to your organization, or just friends who are sharing your cloud — you can still keep track of what
services theyuse and how much of them.

4.1. Service Offerings, Disk Offerings, Network Offerings, and

Templates

Auser creating a new instance can make a variety of choices about its characteristics and capabilities. CloudStack
provides several ways to present users with choices when creating a new instance:

Service Offerings, defined by the CloudStack administrator, provide a choice of CPU speed, number of CPUs, RAM
size, tags on the root disk, and other choices. See Creating a New Compute Offering.

Disk Offerings, defined by the CloudStack administrator, provide a choice of disk size for primary data storage. See
Creating a New Disk Offering.

Network Offerings, defined by the CloudStack administrator, describe the feature set thatis available to end users
from the virtual router or external networking devices on a given guest network. See Network Offerings.

Templates, defined by the CloudStack administrator or by any CloudStack user, are the base OS images that the user
can choose from when creating a new instance. For example, CloudStack includes CentOS as a template. See
Working with Templates.

In addition to these choices that are provided for users, there is another type of service offering which is available only to
the CloudStack root administrator, and is used for configuring virtual infrastructure resources. For more information, see
Upgrading a Virtual Router with System Service Offerings.
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5.2. Using SSH Keys for Authentication
In addition to the username and password authentication, CloudStack supports using SSH keys to log in to the cloud
infrastructure for additional security. You can use the createSSHKeyPair API to generate the SSH keys.

Because each cloud user has their own SSH key, one cloud user cannot log in to another cloud user's instances unless
they share their SSH key files. Using a single SSH key pair, you can manage multiple instances.

5.2.1. Creating an Instance Template that Supports SSH Keys
Create a instance template that supports SSH Keys.

1. Create a new instance by using the template provided by cloudstack.
For more information on creating a new instance, see
2. Download the cloudstack script from The SSH Key Gen Scriptto the instance you have created.

wget
http://downloads.sourceforge.net/project/cloudstack/SSH%20Key%20Gen%20Script/cloud-
set-guest-sshkey.in?
r=http%3A%2F%2Fsourceforge.net%2Fprojects%2Fcloudstack%2Ffiles%2FSSH%2520Key%2520Gen%
2520Script%2F&ts=1331225219&use_mirror=iweb

3. Copythe file to /etc/init.d.

cp cloud-set-guest-sshkey.in /etc/init.d/

4. Give the necessary permissions on the script:

chmod +x /etc/init.d/cloud-set-guest-sshkey.in

5. Run the script while starting up the operating system:

chkconfig --add cloud-set-guest-sshkey.in

6. Stop the instance.

5.2.2. Creating the SSH Keypair

You must make a call to the createSSHKeyPair api method. You can either use the CloudStack Python API library or the
curl commands to make the call to the cloudstack api.

For example, make a call from the cloudstack server to create a SSH keypair called "keypair-doc" for the admin accountin
the root domain:

Ensure that you adjust these values to meet your needs. If you are making the API call from a different server, your
URL/PORT will be different, and you will need to use the APl keys.

1. Run the following curl command:

curl --globoff "http://localhost:8096/?command=createSSHKeyPair&name=keypair -
doc&account=admin&domainid=5163440e-c44b-42b5-9109-ad75cae8e8a2"

The outputis something similar to whatis given below:

<?xml version="1.0" encoding="IS0-8859-1"?><createsshkeypairresponse cloud-stack-
version="3.0.0.20120228045507"><keypair><name>keypair-doc</name>
<fingerprint>f6:77:39:d5:5€:77:02:22:6a:d8:7f:ce:ab:cd:b3:56</fingerprint>
<privatekey>----- BEGIN RSA PRIVATE KEY-----
MIICXQIBAAKBgQCSydmnQ67jP61NoXdX3noZjQdrMAWNQZ7y5SrEud4wDxplvhYci
dXYBezZVwakDVsU2MLG1l/K+wefwefwefwefwefJyKJaogMKn7BperPD6n1wIDAQAB
AoGAdXaJ7uyZKeRDoy6wAOUMFOKSPbMZCR+UTIHNKS/E®/4U+61hMokmFSHtu



mfDZ1kGGDYhMsdytjDBztljawfawfeawefawfawfawQQDCjEsoRdgkduTy
QpbSGDIa11Jsc+XNDx2fgRinDsSXXI/zJYXTKRhS1/LIPHBwW/brw8vzxh01SOrwm7
VvemkkgpAKEAWSEEW394LYZiEVv395ar9MLRVTVLWp054jC4tsO0xQCBlloocK
lYaocpk@yBqqOUSBawfIiDCuLXSdvB0o1Xz5ICTM19vgVvEp/+kMUuECQBzm
nVo8b2Gvyagqt/KEQo8wzH2THghZ1qQ1QRhIeJG2aissEacF6bGB20Z7Igim5L14
4KR70eEToyCLC2k+02UCQQCrniSnwKtDVoVgeK/zbB32Jhw3wWullv5p5zUEcd
KfEEuzcCUIxtJYTahJ1pvlFkQ8anpuxjSEDp8x/18bq3

————— END RSA PRIVATE KEY-----
</privatekey></keypair></createsshkeypairresponse>

2. Copythe keydata into a file. The file looks like this:

————— BEGIN RSA PRIVATE KEY-----
MIICXQIBAAKBGQCSydmnQ67jP61N0oXdX3n0ZjQdrMAWNQZ7y5SrEu4wDxplvhyci
dXYBezVwakDVsU2MLG1l/K+wefwefwefwefwefJIyKJaogMKn7BperPD6n1wIDAQAB
A0GAdXaJ7uyZKeRDoyBwAOUMFOKSPbMZCR+UTIHNKS/E®/4U+61hMokmFSHtu
mfDZ1kGGDYhMsdytjDBztljawfawfeawefawfawfawQQDCjEsoRdgkduTy
QpbSGDIal11Jsc+XNDx2fgRinDsXXI/zJYXTKRhS1/LIPHBwW/brw8vzxh01SOrwm7
VvemkkgpAKEAWSEeEwW394LYZiEVv395ar9MLRVTVLWp054jC4ts0xQCBlloocK
1YaocpkOyBqqOUSBawfIiDCuLXSdvB0o1Xz5ICTM19vgvEp/+kMUECQBzm
nVo8b2Gvyagqt/KEQo8wzH2THghZ1qQ1QRhIeJG2aissEacF6bGB2027Igim5L14
4KR70€eEToyCLC2k+02UCQQCrniSnWKtDVoVgeK/zbB32Jhw3wWullv5p5zUEcd
KfEEuzcCUIxtJYTahJ1pvlFkQ8anpuxjSEDp8x/18bq3

----- END RSA PRIVATE KEY-----

3. Save the file.

5.2.3. Creating an Instance

After you save the SSH keypair file, you must create an instance by using the template that you created at_[ Creating an
Instance Template that Supports SSH Keys | . Ensure that you use the same SSH key name that you created at
[Creating the SSH Keypair] .

You cannot create the instance by using the GUI at this time and associate the instance with the newly created
SSH keypair.

Asample curl command to create a new instance is:

curl --globoff http://localhost:<port number>/?
command=deployVirtualMachine\&zoneId=1\&serviceOfferingId=18727021-7556-4110-9322-
d625b52e0813\&templateId=e899c18a-cel3-4bbf-98a9-625c5026e0b5\&securitygroupids=ffe3fo2f-
9e3b-48f8-834d-91b822da40c5\&account=admin\&domainid=1\&keypair=keypair-doc

Substitute the template, service offering and security group IDs (if you are using the security group feature) that are in your
cloud environment.

5.2.4. Logging In Using the SSH Keypair

To test your SSH key generation is successful, check whether you can log in to the cloud setup.
For exaple, from a Linux OS, run:

ssh -i ~/.ssh/keypair-doc <ip address>

The -i parameter tells the ssh clientto use a ssh keyfound at ~/.ssh/keypair-doc.

5.2.5. Resetting SSH Keys

With the APl command resetSSHKeyForVirtualMachine, a user can set or reset the SSH keypair assigned to a virtual
machine. Alostor compromised SSH keypair can be changed, and the user can access the VM by using the new keypair.
Just create or register a new keypair, then call resetSSHKeyForVirtualMachine.
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service cloudstack-management restart

6.2.2. Setting Resource Limits for Projects

The CloudStack administrator can set global default limits to control the amount of resources that can be owned by each
projectin the cloud. This serves to prevent uncontrolled usage of resources such as snapshots, IP addresses, and
virtual machine instances. Domain administrators can override these resource limits for individual projects with their
domains, as long as the new limits are below the global defaults set by the CloudStack root administrator. The root
administrator can also setlower resource limits for any projectin the cloud
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7.2. Adding Regions (optional)
Grouping your cloud resources into geographic regions is an optional step when provisioning the cloud. For an overview
of regions, see [About Regions | .

7.2.1. The First Region: The Default Region

If you do not take action to define regions, then all the zones in your cloud will be automatically grouped into a single
default region. This region is assigned the region ID of 1.

You can change the name or URL of the default region by using the API command updateRegion. For example:

http://<IP_of_Management_Server>:8080/client/api?
command=updateRegion&id=1&name=Northern&endpoint=http://<region_1_IP_address_here>:8080/cli
ent&apikKey=miVr6X7u6bN_sdahOBpjNejPgEsT35eXq-
jB8CG20YI3yaxXcgpyuaIRmFI_EJTVwWZOnUkkJIbPmY3y2bciKwFQ&signature=Lxx1DM40AjcXU%2FcaiK8RAPOO1h
U%3D

7.2.2. Adding a Region
Use these steps to add a second region in addition to the default region.

1. Each region has its own CloudStack instance. Therefore, the first step of creating a new region is to install the
Management Server software, on one or more nodes, in the geographic area where you want to set up the new
region. Use the steps in the Installation guide. When you come to the step where you set up the database, use the
additional command-line flag -r <region_id>to seta region ID for the new region. The default region is
automatically assigned a region ID of 1, so your first additional region might be region 2.

cloudstack-setup-databases cloud:<dbpassword>@localhost --deploy-as=root:<password> -
e <encryption_type> -m <management_server_key> -k <database_key> -r <region_id>

2. Bythe end of the installation procedure, the Management Server should have been started. Be sure that the
Management Server installation was successful and complete.

3. Add region 2 to region 1. Use the APl command addRegion. (For information about how to make an APl call, see
the Developer's Guide.)

http://<IP_of_region_1_Management_Server>:8080/client/api?
command=addRegion&id=2&name=Western&endpoint=http://<region_2_IP_address_here>:8080/c
lient&apiKey=miVr6X7u6bN_sdahOBpiNeiPgEsT35eXq-



jB8CG20YI3yaxXcgpyuaIRmFI_EJTVWZOnUkkJbPmY3y2bciKwFQ&signature=Lxx1DM40A]cXU%2FcaiksR
APOO1hU%3D

4. Now perform the same command in reverse, adding region 1 to region 2.

http://<IP_of_region_2_Management_Server>:8080/client/api?
command=addRegion&id=1&name=Northern&endpoint=http://<region_1_IP_address_here>:8080/
client&apiKey=miVr6X7u6bN_sdahOBpjNejPgEsT35eXq-
jB8CG20YI3yaxXcgpyuaIRmFI_EJTVwWZOnUkkJbPmY3y2bcikKwFQ&signature=Lxx1DM40AjcXU%2Fcaik8R
AP001hU%3D

5. Copythe account, user, and domain tables from the region 1 database to the region 2 database.

In the following commands, itis assumed that you have set the root password on the database, which is a
CloudStack recommended best practice. Substitute your own MySQL root password.

a. First, run this command to copy the contents of the database:

# mysqldump -u root -p<mysql_password> -h <regionl_db_host> cloud account user
domain > regionl.sql

b. Then run this command to put the data onto the region 2 database:

# mysql -u root -p<mysql_password> -h <region2_db_host> cloud < regioni.sql

6. Remove project accounts. Run these commands on the region 2 database:

mysql> delete from account where type = 5;

7. Setthe default zone as null:

mysql> update account set default_zone_id = null;

8. Restart the Management Servers in region 2.

7.2.3. Adding Third and Subsequent Regions

To add the third region, and subsequent additional regions, the steps are similar to those for adding the second region.
However, you must repeat certain steps additional times for each additional region:

1. Install CloudStack in each additional region. Set the region ID for each region during the database setup step.

cloudstack-setup-databases cloud:<dbpassword>@localhost --deploy-as=root:<password> -
e <encryption_type> -m <management_server_key> -k <database_key> -r <region_id>

2. Once the Management Server is running, add your new region to all existing regions by repeatedly calling the API
command addRegion. For example, if you were adding region 3:

http://<IP_of_region_1_Management_Server>:8080/client/api?
command=addRegion&id=3&name=Eastern&endpoint=http://<region_3_IP_address_here>:8080/c
lient&apiKey=miVr6X7u6bN_sdahOBpjNejPgEsT35eXq-
jB8CG20YI3yaxXcgpyuaIRmFI_EJTVwWZOnUkkJIbPmY3y2bciKwFQ&signature=Lxx1DM40AjcXU%2Fcaik8R
APO01hU%3D

http://<IP_of_region_2_Management_Server>:8080/client/api?
command=addRegion&id=3&name=Eastern&endpoint=http://<region_3_IP_address_here>:8080/c
lient&apiKey=miVr6X7u6bN_sdahOBpjNejPgEsT35eXq-
jB8CG20YI3yaxXcgpyuaIRmFI_EJTVwZOnUkkJbPmY3y2bciKwFQ&signature=Lxx1DM40AjcXU%2Fcaik8R
APQ01hU%3D

3. Repeatthe procedure in reverse to add all existing regions to the new region. For example, for the third region,
add the other two existing regions:

http://<IP_of_region_3_Management_Server>:8080/client/api?
command=addRegion&id=1&name=Northern&endpoint=http://<region_1_IP_address_here>:8080/
client&apiKey=miVr6X7u6bN_sdahOBpjNejPgEsT35eXq-
jB8CG20YI3yaxXcgpyuaIRmFI_EJTVWZOnUkkJbPmY3y2bciKwFQ&signature=Lxx1DM40AjcXU%2FcaikK8R
AP001hU%3D

http://<IP_of_region_3_Management_Server>:8080/client/api?
command=addRegion&id=2&name=Western&endpoint=http://<region_2_IP_address_here>:8080/c
lient&apiKey=miVr6X7u6bN_sdahOBpjNejPgEsT35eXq-
jB8CG20YI3yaxXcgpyuaIRmFI_EJTVwWZOnUkkJbPmY3y2bciKwFQ&signature=Lxx1DM40AjcXU%2FcaikK8R
APO01hU%3D

4. Copythe account, user, and domain tables from any existing region's database to the new region's database.

In the following commands, itis assumed that you have set the root password on the database, which is a
CloudStack recommended best practice. Substitute your own MySQL root password.

a. First, run this command to copy the contents of the database:

# mysqldump -u root -p<mysql_password> -h <regionl_db_host> cloud account user
domain > regionil.sql

b. Then run this command to put the data onto the new region's database. For example, for region 3:

# mysql -u root -p<mysql_password> -h <region3_db_host> cloud < regionl.sql

5. Remove project accounts. Run these commands on the region 2 database:

mysql> delete from account where type = 5;

6. Setthe default zone as null:

mysql> update account set default_zone_id = null;



7. Restartthe Management Servers in the new region.

7.2.4. Deleting a Region

To delete a region, use the APl command removeRegion. Repeat the call to remove the region from all other regions. For
example, to remove the 3rd region in a three-region cloud:

http://<IP_of_region_1_Management_Server>:8080/client/api?
command=removeRegion&id=3&apiKey=miVr6X7u6bN_sdahOBpjNejPgEsT35eXq-
jB8CG20YI3yaxXcgpyuaIRmFI_EJTVwWZOnUkkJbPmY3y2bciKwFQ&signature=Lxx1DM40AjcXU%2FcaiK8RAPOO1h
U%3D

http://<IP_of_region_2_Management_Server>:8080/client/api?
command=removeRegion&id=3&apiKey=miVr6X7u6bN_sdahOBpjNejPgEsT35eXq-
jB8CG20YI3yaxXcgpyuaIRmFI_EJTVwWZOnUkkJbPmY3y2bciKwFQ&signature=Lxx1DM40AjcXU%2FcaiK8RAP0OO1h
U%3D
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. PAOAVICRIRARA VI —5EDETY—ILF v TERTTEHD. [ERKV—2DOFRY NI —9 85714y
JDFEFE] ABRLTLKEIWN, ZOEMEIE. WSDOHID IS T4 v IV DBEEHNEEICEIY B TONARETHEE
T, ISIEMTBICIE. FST4vIDBEERY NT7T—JICRSy 7Yy RRAOY FLTLKEIWY, Fk ©
BERXSLTRY NT—VREEFSTBHIEETEET,

L BOLIYWMERY NT—VEDE N T4 v VDBREICRY NI =IO NS 74 v I IRILVERIYHETET, 2D

SN, NAR=NAHF—RZA MIESEEFADISNILE—BTIUENHYFT, ESNILESY HTBITE.
NS714y VOBEOTAAVOTDEANEZ )Y I LET, SRNIVEAATZIA4T7OTKRY 9 AHBFEACDTA
HLEYT, [OK|E=I )y LET,

INSEDRT T 1Y IIRIIE RIDDI S RI—ITERLINA R=NA P —DEDICOAHERELET, FHD
FTRTDONAIR=NAF—=IZD2WTIE, V=V EFBRLTHLSNIVEERTEET,

[Next] #0 VvV LET,

. (NetScaler®#)NetScaler D xy hT—0 %7 7 1) v %5 BIRT 315481, BMOXRTEERIHY FT,

NetScalerdtzy b7y FICHELRERAEAA LS, [Next] 50 Yv I LETS,
IP address : NetScaler7 /314 2 DNSIP(NetScaler IP)7 KL X T,

Username® & U'Password : /N1 RICT 72 R T 5 HDRIERIER T . CloudStackid. T DEHKIE
BEFALTCT NIRRT I EALET,

Type : BN ZNetScalerT /N1 XADFEFETT., [NetScaler VPX] . [NetScaler MPX] . F7-I& [NetScaler
SDX] T¥., BEELET 51C1E. [CloudStackBEH 1 Kl 2#BBL T LIV,

Public interface : /X7 ) v Ik N7 —0D—E & L THERI LD NetScalerd(f ¥ —7 4 A TY,
Private interface : 754 R—hrxv hT7—0DO—8 & L THERI L HNetScalerd( ¥ 9 —7 214 X T,

Number of retries : BENKB LI EHFRTRICT NS RIS L TITY RERTT2EH T, T74L b
I¥2T9,

Capacity : Z®DNetScaler7/N\{ REHBET BT RANRY NT—=0I/7HhO Y NOTT,

Dedicated : EFIDT /N1 RZBE —DT7HV Y NERICAY £Y, [Dedicated] Fxv IRy IV R&EFVICT
%3¢, [Capacity] Ry 7 ZDEIFERIN, BRNICITHDEHRINET,

. (NetScaler@#)/XT Yy I 5714 v JVDIP7 RLADEHHEEEBRLET. OHBEARDIPT KL R, EPSLT

ELBAEMANetScalerdxy KT =04 77 UV TABIRT B EICL>THEMICT 5. BHHINATHEEEICHERIN
9., ROFEMBEHREASDL. [Add] 22 ) v I LES, BEICHLTIOFIEERYRL, ISIKIPPRLAD
BEAEEBMTEET., T LAES [Next] #7 Uy I LETS,

Gateway : TNOSDIP7 RLAICEATES5— U1 TY,

Netmask : ZOIP7 KL 2DEHICEEMITEZRY h\YRITT,

VLAN: RTUY I RS T7 4y 2ICERTBVWANTY,

Start P K TENdIP: 1 V9 —Xy kDO ST I/ ERATEZEHRINZIPT KL RADEHET, ¥Z MrEETY

VUADT I EADEDICEIY BTET,

. HLWY =T}, CloudStackil & Y RHDAR Y RABBIMICEBMINET, RTISIKKRY REBINTEEY,

Ry ROBEICOWTIE, TRy RIZo2WwTl #8BLTEIL,
DRy FEEKRT ZICIE ROEEEZASDLT [Next] 22U v I LET,
Pod Name : Rv ROZBITY.
Reserved system gateway : ZDRY RADKRAMDF -4 TY,
Reserved system netmask : Ry ROY TRy NEEZHZT 2Ry NT—0FL T4 vV RTY, CIDRRELE
EALEY,

Start Reserved System IP& & UfEnd Reserved SystemIP: AV ¥ U R ML —YRETI Y, IVvY—IL
TAFVRETY Y, BLUDHCPREDIEI LAY AT LREYY VEFET 57T, CloudStack Tff
AY2EERY hT—JHDIPT RLADEETY, FL<F. [PRATAILEIYFHFADIPT RLR] 25
BLTLEIW,

LA T4y VRADRY NT—VEBRLET, ROBH/EBELTHS, [Next] 20U vILET,

Guest gateway : 7 R hHDMERTZ5—hV 14T,
Guestnetmask : 2 FOFEATZ2H TRy hETHEAINZ XY NXRITT,

Guest start IP$ & U'Guest end IP : CloudStack* 7' X MIEIY H TSN ZIP7 KL ADEHEEERT 5. &A1
ERBODIPPRLREAALET,

BHONICEFERT 2L 2B<<BBAHDLET. BEHONICEFERT ZHAIE. OV TRy MIEET3IP
PRLRAEAATEZET,

NICZ1DERY 2HBEIR. ThHDIP7 KL R, Ry NOCIDRER UCIDRICEET 2LELNHY £,

CFTLWARY RTIE. CloudStackic & U RHIND Y 5 29 —HAEEBMICEMINE T, BTIDICISRAY—%5BMT

TEF, VSRY—OHBEIIDOVWTIE, [IFR4—ICD20T) 2BRBLTEIW,
RADY ZRAY—%EMT 2101, ROBEBE%EAALT [Next] 27Uy I LET,
Hvpervisor : (Version 3.0.00 %, 3.01TCREHHEARMYEMIDIZAI—KHNDTRTDKRRAMNTEITINS.



NANR=NAHF =Y T Y27 OEFEBRRLE T, VWware%Z:BIRT 2 EBMD T 1 —IL RAKRRI N,
vSphere 7 5 249 — LT 2 BHREIBETE £J, vSphereth —/N\—DIHF AL, CenterTHRRA MDY SRY—%
ER L7zt 75 A9 —2{k%&CloudStack BT 2 2 &5 BEDLET. US54 —0DEA : vSphere] %
SRLTEIW,

Cluster name : 7 5 29 —DEZREANLET, EED. CloudStackTHERAINMTWALWTFR M EIBEL X
ER

10. L WY S5 A4 —Tld. CloudStackiZ & Y RIDHER MHEHEMICEBMINE T, BTISICKRAMNEEBMTEE

11.

T KRR FOBBICOWTIE, R MIDWTI #BBLTLLREIL,

e

CloudStack® BB 5 & &I, NAR—NA F—IIETHOREIT Y UAH o> TIEWIHFEH A,

RANEBRTZENC. NNR=NAHF =Y TN TERAMIAVAN=LTEIRENHY T, CloudStack
PYR=PTENANR=NAHF =Y T NIz T7DN=Y a3y, BLUVKRR M%ECloudStack& EEII 27D ICHE
RBMERERREL TEBEFHYET, DA VA RM—IIIDVWTELLCIE, ROEIYavESBRBLTLE
I,

Citrix XenServer® 1 ¥ & b —JL &R
VMware vSphere D1 >~ X k—JL &R
KW®D A > 2 b —)b &R
RADKRRA N E#ERT 2ICIE. ROIEEEZAALT [Next] 20U v I LET,
Host Name : ;RZ NDDNSEZE/IEIP7 KL XA TY,
Username : @& (&root T,
Password : FDI1—H—ZIIHT 5/827— K TF(XenServerF 7= (EKVMEI TIEE L 72 £ D),
HostTags : (4 7> a V)R M EDE L TRFAEBBICT 22DIFERATZISNILTT, SlELTI5I RO
HAY J&BRETE £ (hatag E VA— NIV BENRTA—F—IIHRELET). ELIDFRMETREYY Y
%z IS At BEEZAWELED ATHALEWEA, EBEHA RO THAKR M ETOREY Y VY TOHA
DEME] EBRLTILEIW,
HFLWI SR —TIE, CloudStack IC&YRHDTSATY R ML —IH—N—EHBMISEBNINET, BT
SICH—N—%BNTEET, TSATVRAML—YOBEILODWTIR, [FSA4TURML—JIDWTI 55
BLTLEIWY,
BHIDTSATYAML =S —N—5ERT ZICIE. ROEBEEAAHDLT [Next] 22Uy LET,
Name: R hL—YF /N4 ZDEZHITT,
Protocol : XenServer D#Z& &, [NFS]. [iISCSI. F7-ld[PreSetup]%EIR L £9. KWM DFEIE. [NFS].

[SharedMountPoint]. [CLVM]Z 7= IX[RBD]%®R L £ F. vSphere DIFHEIE. [VMFS|(SCSI F7id 7 7 1 /18—
F v RIV)ERLIG[NFS]ZBIRLET., BEDEDIEFENIDT 4 —ILRIE, TTTERLEAEDICLIYERRY FT,

7.32. L3R — >V DR

1.

2.

4.

V—YDBMY 1 H— KT[Advanced] % #IR L C[Next] 22 U v 7§ 2 &, ROFMOANERDONET, AD
%, Next]Zz2 VvV LET,
Name:V—>YDE&BITY,
DNS185 & UFDNS2: V=YD S R MY Y Y THEAT ZDNSY —/N—TF, ThS5DDNSH—/N—(Tid,
BTEBMTZRTYY IRy ND—IRBRBTTIEALET, V—VORTY Y IIPPRLANS, TITEE
T EDNSY —N—|LEETEIRELHYET,
Internal DNS1 & & Tf Internal DNS2 : 2 50 DNS #—/\—{&, V—YROY R F LRET Y V(IR —
Y—, Avvy—=iL7Oxy, BLVCEAVI YR ML —IRETS V7 E, CloudStack IC& Y ERAIN 3 R1E
IUVNC &> THEAINET, TNSDODNS H—N—lF, YRAFLRBIVVOEBINS 714 v %y b
D=4V —TzARENLTT IV ERAINET, Ry KOTSAR=KMNIPF7RLANS, ZITEETS
WER DNS H—N—IBETEZ2HENHY ET,
Network Domain : (4 7> 3 V)P X MRV Y 2y N7 =0 ICHBIR R XA V& 5EIY X T35 DNS
YI4vIREEELET,
GuestCIDR: ZDY—V DT A MRy NT—J TEAINZ IP 7KL R%5iRT 5 CIDR TY., Zhidik
EzIE 1011.0R4TY, V=V TEICRMD CIDREARETIILABEHOLET, Thicky., BB
V—=rDxry h7— VB THEICWN 2Ly N7y TTEDZLIICRYET,
Hypervisor : (Version 3.0.1& W) V=Y DRIND I SRY —DNA R—NA HF—ERRLFT, V—VDEBME
I, BREBNANR=NAY—%FHTZIISRY—%5BNTEET,
Public : T RTDA—HY—ANRTY v oY —VEHATEEYS, RTUvITRERVWY -V BEDRX A Y
ICEIYETONET, TORAXAVYRADI—F—FLIFHN, TOV—VILFRAMRBIY YV EERT 2 & &FHFT
IhFEd,
MIBRY NT—VILLYEBREINE NS T4 v VOBEEERLET,
NS71voDfEEIE. BB NTYv o, FAM BLUVRIMN =TI S5T74 v TY, BEICODVWTEFHLL
[F. PAAVICRODRARA VI —5EDETY—IFy TERRT BN [HEV—VORY ND—0 K574y
I OEE] #BRLTEIV, ZOEAFPRRINIBAT, 120%y NT—JABICERShTWEY, &
BOMBRY N7—0DH2BEIE. XYy MTI—VE2BMTZ2RENFHYET, bST1vI0BEEZRSYIL
THTIT4TREYNTI—=2ICRAY TTBE, Ry NI—=I9DTOT4 TICRYVES, bST4voT74aY
ARy MND—OBTRETE £9, L&A Network 1 IKRFINTWBT 74 MD ST 4 v o DFEENE
BOBREE—BLAVERR., NS 71 v 7OBBABETEEY, o, BBIHBLTRY NI—VEEEET
52&BTEET,

. (Version3.01 S V)BMERY hT—V LDE NS T4 v VDBRICRY NI =IO RZ 74 v I IRIVEEIYET

FT, TDINLIE NANR=NAPF—RRAMIEBEFHFDIRNILE—BTIZBELFHYET., ESNILEFYY
T3, RPERY hT—IHADIS 74 v VOBEDTAAVDOTDE 22Uy LET. SNILEANT
2947071KRy 0 AHBESDOTAALES, [OK| =2 Uy I LZET,

INEDRZ T4 Y IIRLIE RUIDIZRAY—IGBIRULANA R—NA P —DEDICDHEZLE T, 1EHD
FTRTDONAR=NAHF—IZDOWTIE, V=V EERLTHSSRIVEERTEET,

[Next] #2Uv o LZET,



5. TV A4V —=Fv bS5 T14vIDIPTRLADEBHAEEBR L 7. ROFMBEBREADL, [Add]E2 Y v

10.

ILE T, BDEICIHSLTZDOFIEERYIEL, ISICNATYv o4V —2v hDIPP7RLADEHEEEBMTE X
T, BT L SNext]zo Yy LET,
Gateway : ZTNSDIP7 KL XICEAT 25— b1 TY,
Netmask : ZDIPT7 KL ZDEEICEIEMIFTD XY hYRITY,
VLAN:/XTYw I N5T7 4y VICERTBVLANTY,
Start P LV ENdIP: 1 V9 —Ry STV EATEZEHRINDZIP7RLRADERERT, YA MRy b
D—=IADT I EZADEOICEIY HTET,

. #HTLWY =TI, CloudStackic & Y RHDR Y RABEMICEBMINE T, RTISIKRY REBINTEEY,

Ry ROBEICOWTIE, Ry FICoWT] #BRLTIREIW,
HADRyY REBRT I, ROBEEEZAALT [Next] 20 v I LET,
Pod Name : Kv ROZRITY,
Reserved system gateway : DR Y RKHDKX MDS—~ x4 TY,
Reserved system netmask : Ry ROYTxy NEEZFT 2Ry NTI—U T LT 1 v I RTY, CIDRREEA(E
HALZEY,

Start Reserved System IP $ & U End Reserved SystemIP: Eh V4 ) X L=V REY> Y, avyY—iL
TOFVREYVY, BLUDHCP AEDIFIEFARV AT ALAREYY VAEBEET 5461, CloudStack TfE
AT28ERXY NT—JHDIP7 RLADOEETY, FLIE, [YRATAICLYFHEADOIPT7RLZ] %
SRBRLTLEILY,

EMEBRY NTD—UDTAMNS T4 v U %EEET S VLAN ID OFEFAEIEE L T( TVLAN 21U B TOHI ). [Next

0y I LEY,

. HTLWARY RTIE, CloudStack ICE YRIID Y SR Y —HEBMICEMINES, BTISICISRY—%BMT

TEY, VIRI—OBEILOVTE, (7528100 T #BRLTLEIL,

RADY SR —%ERT BITIE ROBFEEZANLT [Next] 20U v o LET,
Hypervisor : (Version 3.0.0 D&, 3.0.1 TEHRAMYEFER) DI SR —HADITRTDRRNTERITINS,
NANR=NRAHF=Y T NIz TOEFEEERLET, VMware %:8IRT 2 EBIMD 7 1 — L RHFRRI M,
vSphere 7 5 24 —ICAT 2 1EMAIBETE XY, vSphere ¥ —/N\—DiFA L. vCenter TRRA DI SR Y —
ZER L7218, V5 X9 —2{k% CloudStack ICEBINT 52 &2 B8HLET, [V 5245 —DEM:vSphere]
SRLTEIW,
Cluster name : 7 5 249 —DEZREANLET, EED. CloudStackCTHERAINTWALWTF R MEIEEL X
ER

CHTLWYI S 24 —Tld. CloudStack IC& U RHDHRR MHAEBMICEMINES, B TISICKRAMNEEBMTEZE

T NRR MOEEIZDOWVTIE, EBRLTLEIN,

®-

CloudStack # BRI % & T, NA R=—NAHP—(IIRTHDREIS U HAH > TEWITEH A,

RAMEERT DS, NANR—NAF—YITRITTHERAMIAVAN—ILTIHELHY FTF, CloudStack
BYR—NFTINANR—NAYPF =Y IR T T7DON=T a3y, BLUVKRR M%ECloudStacks EEII 2 7HITHE
RBIMERERRELTHEDEIrHYET, TOMVRAM—ILIZDWTEHLLIF, ROEI Y avESRBLTLE
Xy,
CloudStack® 7= M Citrix XenServer® 4 ~ X k—Jb
VMware vSphere®D 1 ¥~ & b —JL &% E
KWD A ¥ X h—JL &R TE
RADKRR N EBRT ZICIE. ROBEEEAALT [Next] 22U v I LET,
Host Name : R X NDODNSEZ £/ IFIP7 KL R TY,
Username : @& (3 root T,
Password : EDQ1—H—&IIxT %/32 7 — R TF(XenServer & 7= [EKVMBITIRE L 72 % D),
HostTags:(# 7> a V)RR M EDE L TRFEBEICT 2DICERTEINILTT, Hle LTIV KOHA
SUERETEE T (hatag Z 7 O—/NILBENRSA—F—ICRELET), 6 LIDOKRMETREYY V%
(BR A #EZBMELEDd A TRALLEWSGA, BEENA FO THARZ b ETOREY Y~ TOHAD
Bl EBRLTLEIL,
FLWISRY—TIE, CloudStack ICL Y BRHMDTSATY R ML —IH—N—SEHBMIENINET, BTX
SICH—N—%BNTEET, TIATVRAM—YOBEICOWTR, [TFAXJRNL—VIIDWT]| %55
BLTLEIW,
BHIDTSARYRAML—=UH—N—%ERT 2ICIE. ROBEEAAHDLT [Next] 20Uy I LET,
Name: A hL—YF /NS ZDLHITT,
Protocol : XenServer D& 3. [NFS]. [iSCSI. F7-iZ[PreSetup]%:EZR L £9. KVM DIFEIE. [NFS]
[SharedMountPoint]. [CLVM]Z 7=IZ[RBD]% &R L £3 ., vSphere DIZ&E &, [VMFS](iSCSI F7=1E7 7 1 /N —
FrRIELIEZNFS|ZRIRLET, BEROZTDIEHNIDT 4 —ILRIE. TTTERLEEDICEIYERY FT,

NFS Server: A ML —YUFNARADIPT7 RLRAZER
[ DNS &£ T9,
Path: #—N\—H 5T RR—hINi/RZT
£

Tags(# 7> a>v):ZOAML—UFNA RED

7% AVITRYI>TEEL £, T1RIF

TPV ITDETERE. FRIFEDR—/N—

Y NTHIBENHY FT,
TSARYRARNL=UD9 Ty ME, V=—VRAD
VSR —HBTR—THIBEIHYET, LE&x
i, VSR9—ATTSAIYRNL—=UDYITH
T 8LV T20FEIF. ALY —YRADEFEHIDTAR
TDIZRAI—TETFAIYR ML=V DY T %
TSIV T2ICTI2RENHY X,




iSCsI

Server: A hL—YFNAZDIP 7 RLRET

[EDNS&TY,

TargetIQN: ¥ —%"v D IQN TY, 7o & 2 I,
lign.1986-03.com.sun:02:01ec9bb549-

1271378984] &L ZE 7,

LUN:LUN BB TY, & zid.

ER

Tags(# 7> av):ZORAMNL—=YFNA ZBHD
YTEIVITREY>TEHEL £9. T14RIF
27V ITDYTERE. FFEDR—/R—
Yy NTHEIBENHYET,
TSARYRAMNL=UDIHTEY M, V—VRD
VS 29— TR—THIVEIHYET, &EX
i, V5R9—ATTSAIYRNL=UDYTH
T1 LUV T2 0HBEIR. ALY —YROEFHIDTAR
TDYISAI—TETIAIYRA ML=V DI T %
TLBLUVT2ILTI2RENHYET,

3] &L

FHiiey b7y S

Server: A NL—YFNAZRDIP 7 RLRET
[ DNS &£ T,

SR Name-Label : CloudStack D4 &Rt v bk
Ty TLIEAML—=YYRI M) DERISRILE
AALET,
Tags(# 7> av):ZORANL—=YFNA ZBHD
%AV TREY>TEEL &9, T4 RV 4
27V ITDYTERE. FEEDR—/R—
Ty NTHBIBENHYET,
TSARYRAMNL=UDITEY M, V—VRD
VSA9—ETRA—THIREIrHYET, LEX
i, V5R9—ATTSAIYRNL=UDYTH
TLHLVT2DHEIE. ALY —VHADEHIDETAR
TDISRAI—TETZFATIRMNL—VDY T %
TIBLUVT2ICTI2RENHYET,

HEIOV ARA Vb

Path: & RZA MDD TSAT YA ML —UHT
DY MNINBNRRATY, EZIE
['mnt/primary] &L %9,

Tags(# 7> a>):ZORMNL—=YFNA ZHD
%AV TREI>THEEL &9, T4 RV A
27V TDITERE, FRETDR—IR—
Ty NTHIBRELHYET,
TSARYRAMNL—=UDITEY M, V—VROD
VSR —FETEA—TCHIUEIHYET, /& X
. V5R9—ATTSATYRNL—=UDYTH
T1 LUV T2 0HBER. ALY —YROEHIDTAR
TDISAI—TETSAIYR ML=V DY T %
TSIV T2ICTI2RENHYET,

VMFS

Server :\vCenter —/N\—®D IP 7 L X7 (d
DNS & T9,

Path: 7—9t V9 —ZET—9 XA NTEZDHEH
EhETY, HRiF. IF—9tv5—&I7—
HANTH] TE, FEzid,
l/cloud.dc.VM/clusterldatastore] & L9,
Tags(# 7> aYv):ZORAMNL—=YFNA ZHD
Y JEIVITREY>TEHEL £, TARIF
27V ITDYTERFE. FEETDR—/R—
Ty NTHIRLEDIHYET,
TZARYVRARNL=UDY TEY ME, V—VRHEOD
IS5 —ETR—THI2HELNHYET, L&
. VS RI—ATTSATIVAIL—=2DYTH
T1 LUV T2 DHBER. ALY —YROEFHIDTAR
TDISRAI—TETZFATIRMNL—VDY T %
TV T2ILTIRENHYET,

11. HFHL WY =2 Tld, CloudStack IC& W RHDEA VT ) R ML —=IH—N—AEEMIEMINET, EHV S

Z ML=V DBEIZDWTIE,

LAV ZARL—JICDWT] #BRBLTLEIW,

ZOEEICANT ZEIIC. NFSHEB%A Y b7y 7L TRFD CloudStack ¥ A F LRIET YV FY TL—REA

VA=), EHAVIVRNL =V 5 BT IHENHYET,

I,

A5 YRML—YDEM 25RLTL

NFS Server. The IP address of the server or fully qualified domain name of the server.

Path: #—/N—H 5T RR— I/ T,
12. [Launch] =2 ) v o LE T,

7.4.7 Ry KOBE

FLWY—VEERT B, CloudStack ICL W RHDOR Y RABHEMICEMINET, T0EI> 3 vOFIRICHK> T,

Ry REWDTHEBMTEEY,

1. CloudStack 1 —#'—q4 Y4 —2J x4 IO 1 Y LET,

uinooJ4 ] #8RLTIEIW,

2. ZlOFE4S —2 3 v /X—T|Infrastructure]’x 2 ') v ¥ L £9 ., [Zones]T[View More]= 2 1) v 7 L. Ry R%&EiBM

TBV—VERRLET.

3. [Compute and Storagel¥ 7% 2 Uy o LEd, ¥4 775 LD[Pods]/ —KDNMewAllE2 ) v LET,



4. [Addd Pod]= 2w U LET,

5 470Ky I RTROFMEREADLET,
Name: Ry ROZRI T,
Gateway: ZDRY RADKRRA MDY —D A TY,
Netmask: Ry ROH T Xy NEEZETEZ2RY NT—0TL T4 v RTY, CDRREAEFHALES,
Start Reserved System IP$ & T°'End Reserved System IP: 2 h> 4 U R ML —YREY>Y Y, avyY—)L 7
AFVREYY Y, BLUDHCPAREDIFI LAY RATLRBYY v EEET 5761, CloudStack T
TEEEXRY NT—VHADIPT RLADEETY, #L<IF. [YZXFLIKLYFHEARDIPT KL R] 288
LTLET W,

6. OKIE2 Uy o LET,

75. 0 5 A5 DB

CloudStack ICEEBNRDFR N ERHILI2BEFHY ET., RAMIISRI—RICHZ7H. mAREI SV RNIEB
MEBITEDPRLCES L1 DDV FRY—%BMT Z2BHELNHY FT,

75.1. 7 5 A4 —DEM:KVM ¥ 7= I XenServer
ROFIEE, NA 8=/ =% RA M Y X h—ILiFHT CloudStack 1—H—4 ¥ ¥ =7 x4 AILO T VEHTH
T EERIRELTVET,

1. ZROFES— 3 v /X—T[Infrastructure]= 2 ') v 2 L£ ¢, [Zones]T[View More]& 2 Ywv oI L., VS5 R9—%

BMy3Y—VERERLET,

2. [Compute] ¥ 750y I LET,

3. ¥4 775 LD[Clusters]/ — RDViewAllE 2 U v 7 LET,

4. [Add Cluster]= 2 ) v 2 LE Y,

5. ZDYVFZRAI—DNAIR—=NRAHF—DFEFEFRLE T,

6. VA —%ERTDRY NERIRLET,

7. VSR —D&EREEANLES, FED. CloudStack THEAINTVWALWTFFRAMNEEBELET,

8. [OK|=V )y U LZEY,

75.2. 7 5 A4 —®DEM:vSphere

vSphere MR R MEHEIL, vCenter $ & U CloudStack DEBEI—HF—A V9 —T x4 REMAEDLETITVET,
CloudStack Tld. FRTDKRR MH CloudStack 7 SR Y —ICH B ENVBBETTIN, VSR —%5BE—DKRR N THER
THIEETEET, BEEWFISRI—IK1IBORAMNEFERATZH, EHORR N AFERT 2N ERETIHELDH
YET, BRHRAMNDISRAI—TIE, SATIATL—2avDEd A FRTEE T, 75X —ICIE NFS &
72IEiISCSIDE D REFRA N L —VEMETT,

vSphere % —/X—DFHIE. vCenter TRA MDY SR —%EHR L7, VTR 49 —2{k% CloudStack (ZBINT 5 Z &
EBEOLET, ROBHICR>TLEIL,

vSphere 7 5 A9 —ICERET2HRAMEISEBETICLTLEIL,
NANR=NA HPF—RZ MIRITHORET Y VA RN E &R L TH S, CloudStack ICBIML TL XL,

vSphere ¥ 5 24 —% CloudStack (2B % (T I

1. VCenter TRRA MDY SRI—%ERLET., vCenter DIERICH>T. ThERITLES, VTRI—%ERT S
&, VCenter ITIFRDE D ICRTFIINET,

(<% WIN-OMUOCHMSFUBT - vSphere Chient

Ele Edt View Igventory Administration Plugdns Help
ﬁ E3 :} Home b g8 Iwventory b [_’*_ﬂ Hoste and Clusters

T
& € 3
) [ WIN-OMUOCMSFUBT 192.168.160.25 VMware ESXi, 4.1.0, 260247 | Evaluation (38 days remai

B B doud.devM s :

E il doud.cluster.2.2.1 ir . Summary - Virtual Machines ' Performance . Configuration '
192.168.160.25
I
B e What is a Host?

A host is a computer that uses virtualization software, such
as ESX or ESXi, to run virtual machines. Hosts provide the
CPU and memory resources that virtual machines use and
give virtual machines access to storage and network
connectivity
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f_ﬂ Create a new virtual machine
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7.6.1.1.1. XenServer ;R X b DB INZE #

XY ND—=O RV T VT EFERT 25EE. BEEEIIRRAMNDERE, V5AY—HDIEHNIDERANERLICALIZT S
LENBYET,

JSAY—ICEBMTE2TRTORAMIFLTROIATY KERTLET, T, KR LMD XenServer 7—ILDT R
F—IZhby 9,

# Xxe pool-join master-address=[master IP] master-username=root master-password=[your
password]
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XenServer 7—JLICTRTDKRRA MEEBMLA S, cloud-setup-bond 29 ) T hERITLES, ORI YT ALY,
U529 —ADHLWKER FDORY ROBHREtEY N7y TERETLET,

1. Copythe script from the Management Server in /usr/share/cloudstack-
common/scripts/im/hypervisor/xenserver/cloud-setup-bonding.sh to the master host and ensure itis executable.

2. RODRAV ) FhEERITLET,

# ./cloud-setup-bonding.sh

7.6.1.1.2. KVM R R b DEME 4
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FLOWRRMDRY NI—0HR(IT AN, TSAR—F SLICRTY v IRy hT—=0)D V59 —ADIEHLHD
FAMNERLTHZZEEBABLTLLEIL,

OpenVswitch ® 7Y v Y% FIA L TW3IHAEE CloudStack ICRZ M &BIIT 2 £ 21 KVM KR b D agent.properties
% #m& L network.bridge.type /X5 X —4 —% openvswitch ICERE L T ZE W,

7.6.1.2. XenServer £ 72 i& KVM 7k 2 b D& N
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CloudStack1—H—4A Y49 —7 (A AILEBHEE LAYV A VY LET,
EflDFES—> 3 v /X\—T|Infrastructure]’= 2 Y v ¥ L9, [Zones]T[Miew More]x 2 ) v 7 L, KRR N&EBIMT 2
VU EERLET,
[Compute]¥ 7% 1) v LEY, [Clusters]/ — RKDMewAll=2 v o LET,
RANEZBMTZI SR —%BIRLET,
[View Hosts]& 2 ) v 7 LE T,
[Addd Host|2 7 ) v LY,
ROEREEELET,
HostName: "X D DNS &£ & 7/IEIP 7 KL AT,
Username: @& & root T,
Password: XenServer £7z (& KW BITIEE L. LO2A—H—RICHTZ/IRT—KTY,
HostTags(# 7> a V). RA M DE L TRFEBEICT 2DICERATZ5NILTE, EXIEERR MIR LR
I VvOBRAMEEEMELESEE, V75V ROHAY J(VO—/NILERET hatag IKERE LIRS A—9—)%
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7.6.2. KA b DB (vSphere)
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772. 754V A ML= OBEM

LW —VEERT2EE, FIEO—HELTRIOTSATYR N L=YDBNINES, TSAITYRIL =Y
P—N—@F FHLWISRY—EBMTDEZIPREDI SR —IIH—N—%BMTHEERE, WOTEHEBMTEE
ER

P—N—AERMINTVAWT E &S LT EEW, CloudStack ICH—/N—%EMNT 3 &, BEDT—4I1E
TRTHEINET,

DIk

==
[=]
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3. [Compute] ¥ 7% v I LZET,

4. ¥4 7S LD [Primary Storage] / — KD [ViewAlll 22 Y v I L £,

5. [Add Primary Storage] 227 ) v 7 L& ¥,
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Pod: R AL —YF NS Z2DKRY RTY,
Cluster: A AL =Y F NN DY S RH—TT,
Name: 2 b L—YF /N1 ZDOEZRITY,
Protocol: XenServer D&%, [NFS]. [[SCSI. F7zid[PreSetup)%#ERL £9., KW D&k, [NFSIF 7=
[SharedMountPoint]%3&3R L £ 9. vSphere DiF& . [VMFS](SCSI £/l 7 7 4 /N—F + RIL)E 7= 1& [NFS]
ERLET,
Server(NFS, iSCSl. F7-(d PreSetup DB E): A ML —ITNLZADIP 7 KL ZAF/IEDNSETY,
Server(VMFS D5 &):vCenter ¥ —/X—D IP 7 KL 2 /I& DNS & TY,
Path(NFS D1 8):NFS DBaE. iy —N"—n5IT o 2K — FEINERZTT,
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ARD IVAFLREBIY VTV TL— bO%E] #BRLTLEIV,

4. INTY—VEBHDANL—YELTEAVI YR N =Y —N—DEFHNTE DT, CloudStack IEBML F
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9, LA ERICET T2, BEEDY v 1aR— RKH CloudStack 1 —H'—4 V¥ —T7 24 RICKRRINZET,

1. YRAT LD EFRTRETHDIEE2RALET, £AlOFES—> a3 v /—T[Templates]= 2 Y v I L& T,
CentOS 5.5(64bit) no Gui(KVM) % 3ZIR L £, {KEEH' TDownload Complete] THZDZ & &2HRBLET, TDRRE
ICRBET. ROFIBICIFEFRVWTLCEIV,

2. [Instances]¥ 7 T. [Filter By]R v ¥ ZD—&E T[My Instances]&=#ER L £,

3. [Add Instance]&= 2 Y v 7 LT, V1Y — ROIRICHEVET,
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5T EEMBLTLESIL,

d. BRBIIELT. T=9TARI9FT7YVTICED 1 DF—9 T4 RV 5BMLET, ThIET R MHER
TEZ2FBBDRY 2—LTTH, IOV MEIhFHA, 72& 2IE XenServer £O Linux TlE. R3&
YV DOBEE RICT R b Tldevixvdb AR INE T, PVHABEMRARL—FT 4 VI RTFLA—FILDB
BIBEBITETT,
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g. Click Launch VM. Your VM will be created and started. It might take some time to download the template
and complete the VM startup. You can watch the VMa€™s progress in the Instances screen.
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4. RIEE~X YV AEFERYT %ICIEMew Console] 52 ) v I LET,
For more information about using VMs, including instructions for how to allow incoming network traffic to the VM,
start, stop, and delete VMs, and move a VM from one host to another, see Working With Virtual Machines in the
Administratora€™s Guide.
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E8EH—ERA 77UV
8.1. Compute and Disk Service Offerings

8lLLHFLWIAVYEa—FT AV IAT7 )V TDIER
812. TARIA 77 v I DIER
8.1.3. Modifying or Deleting a Service Offering

8.2. System Service Offerings
8.2.1. Creating a New System Service Offering
8.3. Network Throttling
8.4. Changing the Default System Offering for System VMs

ZOETEIAVEaL—PMN TARY, YRATLY—ERA T 7YV JICDODVWTHRTVWET, Ry NT—0FT7 )V JIC
BLTRI—Y—@EFD TRy hT—JDBRE] ICTHERSRTWET,

8.1. Compute and Disk Service Offerings

Aservice offering is a set of virtual hardware features such as CPU core count and speed, memory, and disk size. The
CloudStack administrator can set up various offerings, and then end users choose from the available offerings when they
create a new VM. Aservice offering includes the following elements:

CPU, memory, and network resource guarantees
How resources are metered

How the resource usage is charged

How often the charges are generated

Far examnle nne cenirce nffarinn minht allow 1ieare tn create a virtial machine inetance thatic enutivalenttn a 1 GHz
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Intel® CoreTM 2 CPU, with 1 GB memoryat $0.20/hour, with network traffic metered at $0.10/GB. Based on the user’s
selected offering, CloudStack emits usage records that can be integrated with billing systems. CloudStack separates
service offerings into compute offerings and disk offerings. The computing service offering specifies:

Guest CPU

Guest RAM

Guest Networking type (virtual or direct)
Tags on the root disk

The disk offering specifies:

Disk size (optional). An offering without a disk size will allow users to pick their own
Tags on the data disk

8lL1L.FL WAV EaA—FT 1V TFT77)V TDERK
FLWAVYEL—FA v TF 77 YV TEERT BICIE

1. CloudStack 1—H#'—4 ¥4 —7 =4 AICBEEEBETOT/I VY LET,

2. ZIOF B —2 3 v /8—T[Senvice Offerings]= 2 ) v 2 LY,

3. [Select Offering]h v ¥ 2 M —E T[Compute Offering] & &R L £7,

4. [Add Compute Offering]=2 ') v 7 LE T,

5. 470Ky I ATROBREITVET,
Name: ¥ —ERF 77 )V JICEEET 2 ERITY .
Description: 1—H#'—ICRRIND, 777 )V TOEWGHATT,
Storage type: 7R MIEIY Y TET 4 RV DEEETT, [Locall&ZBIRT B &, N NR—NAHF—KRR MIEE
FHIYFINTWEBRARMNL—UDSEYHBTEY, [Shared]5#:BIRT 2&. NFSIRHATT7Z I/ ERATEZR ML —
U HLEIYHTET,
#ofCPUcores: DA77 )V VA FERAT 24 VRSV RICEYHETZIT7DHTY,
CPU(INMHz): 1 Y29 YV RICEIY HTZAT7DCPURETY, L&A 2GHz/ Ov /5 RIET 2HEE
\n 12000) &IBELFT.
Memory(in MB): 1 V28 Y RICEIY LB TEAEY DE(AHNA MBEL)TY, 72& 2. 2GB D RAM % 124
¥ 25E1F 12048 SEBELET,
Network Rate: 1 F/BICEFAII N2 MB BUDT— Y EEEE T,
Ooffer HA: V(1L 9 %356 1F. 12— —RERNKRTHY ARERRY TAEORWMREBY Y VA RIRTEE Y,
Storage Tags: CDT 4 AV DTS4 YA ML —VICEEMITZ9 T,
Host Tags: (# 7> 3 V)K 2 hDOEBIERAT 29 I TT,
CPU cap: EARICRBNH>TH., CPUBEARICHIREZHRITIZDEIDEIBELET,
Public: Y —EXA 77 )YV JEFERATESZ RAA VD, TRTORXA VDO RAS VDB ETRLE
T, F VOBEIR. TRTORAAVTHEATESLIIKRYET, £ T7DBEIE. WRAYT KA VITH
[RINET, YT RAAVERY IV ZO—EILRBIRLET,

6. [Add]Z2 Y v o LETF,
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1. CloudStack 1—#'—q4 V4 —J x( RICEBEE LTOJ1 Y LET,

2. [Service Offerings]& 7 ') v 2 LE 7,

3. [Select Offering]R v ¥ 2 D—E T[Disk Offerings]&:&R L £ 9

4. [Add Disk Offering]= 2 ') v 2 L&Y,

5. 4707 Ky I ATROBREITVET,
Name: Y RF LA 77UV JICEEST 2R8I TT .
Description: 1—H#'—ICRRIND, 77 ) VT DEWHRATT,
Custom Disk Size: # VIC L7z AIE. 21— —3HMEDT 1 R YA XEBRETEET, £ 7ICLEBE
J— NEBEN[Disk Size] Ry I AILEEEERT D2HENHY FT,
Disk Size: [Custom Disk Size]F = v 7Ry I AN A T DB EICDARRIINET, R a1—LY (X% GB &
L TEZLET,
Storage Tags(# 7> 3 V). ZDT A RIDTSAI VR NL—=VICEEMIIZ9 7T, 9T MNL—TYD
Eﬁ%l)??ﬁﬂo:—%??okti@rwmmwjf?c97@7547UZFD—§K%EW§h&
¥, CloudStack IC& Y, FARIF T 7YV IDITER ML=V DI ITHREINET, R 12— L%EH(E
FT2EDI. TARIATI 7V T THEETDHEE. T TRETSATV RN —JILEHFET D%
ENFHYET, TOLIBRTSAIYVRIL— yb‘?‘?‘b&b\ia% . ZOTFTARIFT77) 2V ITDLDEY Y
TICRBLET,
Public: # 77 )V VA FERATED RAA VD, TRTORAAUD—ED KAV DHDERLET, VD
BARIF. IRTORAAVTHERATEZLDICAYVET, T T7DHBER. JRHEYT I~‘><'f VICHIRIhET,
CloudStack B’ 7 KA A VEZERTT 2D TRRELDIYTRAL VERY YV ZAD—BHISBIRLET,

6. [Add]Z2 Y w o LET,

8.1.3. Modifying or Deleting a Service Offering
Service offerings cannot be changed once created. This applies to both compute offerings and disk offerings.
Aservice offering can be deleted. Ifitis no longerin use, itis deleted immediately and permanently. If the service offering

is still in use, it will remain in the database until all the virtual machines referencing it have been deleted. After deletion by
the administrator, a service offering will not be available to end users that are creating new instances.



8.2. System Service Offerings

System service offerings provide a choice of CPU speed, number of CPUs, tags, and RAM size, just as other service
offerings do. But rather than being used for virtual machine instances and exposed to users, system service offerings are
used to change the default properties of virtual routers, console proxies, and other system VMs. System service offerings
are visible only to the CloudStack root administrator. CloudStack provides default system service offerings. The
CloudStack root administrator can create additional custom system service offerings.

When CloudStack creates a virtual router for a guest network, it uses default settings which are defined in the system
service offering associated with the network offering. You can upgrade the capabilities of the virtual router by applying a
new network offering that contains a different system service offering. All virtual routers in that network will begin using the
settings from the new service offering.

8.2.1. Creating a New System Service Offering
VRTLY—ERF TP TEERLET,

1. CloudStack 1 —#'—q4 V4 —J x( RICEBEHE LTOJI Y LET,
2. [Service Offerings]= 2 ') v 2 LE T,
3. In Select Offering, choose System Offering.
4. Click Add System Service Offering.
5. 4707 KRy Y ATROZBRETVWET,
Name: Y RAF LA 77UV JICEEST 2R81TT,
Description: 1—H#'—ILRRIND, 77 ) VT ODEWEHRATT,
System VM Type. Select the type of system virtual machine that this offering is intended to support.

Storage type. The type of disk that should be allocated. Local allocates from storage attached directly to the
hostwhere the system VMis running. Shared allocates from storage accessible via NFS.

# of CPU cores. The number of cores which should be allocated to a system VM with this offering

CPU (in MH2z). The CPU speed of the cores that the system VMis allocated. For example, "2000" would provide
for a 2 GHz clock.

Memory (in MB). The amount of memory in megabytes that the system VM should be allocated. For example,
"2048" would provide for a 2 GB RAM allocation.

Network Rate. Allowed data transfer rate in MB per second.

Offer HA. If yes, the administrator can choose to have the system VM be monitored and as highly available as
possible.

Storage Tags. The tags that should be associated with the primary storage used by the system VM.
Host Tags. (Optional) Any tags that you use to organize your hosts
CPU cap. Whether to limit the level of CPU usage even if spare capacity is available.

Public: 7 7 7 )V VR FERATEB RAAUN, TRTDORASUD—EDRAA VDI ERLES, VD
BEIE. TRTORAA VTHERATESZLIICRYET, 7 T7DFEIE. REHPY T KA VICHRINE T,
CloudStack ' 7 R X Y ZARTT BN TRHREARBZYTRAAVERY YV 2ADO—BHISBIRLET,

6. [Add]Z2 Y v o LET,

8.3. Network Throttling

Network throttling is the process of controlling the network access and bandwidth usage based on certain rules.
CloudStack controls this behaviour of the guest networks in the cloud by using the network rate parameter. This
parameter is defined as the default data transfer rate in Mbps (Megabits Per Second) allowed in a guest network. It
defines the upper limits for network utilization. If the current utilization is below the allowed upper limits, access is
granted, else revoked.

You can throttle the network bandwidth either to control the usage above a certain limit for some accounts, or to control
network congestion in a large cloud environment. The network rate for your cloud can be configured on the following:

Network Offering
Service Offering
Global parameter
If network rate is setto NULL in service offering, the value provided in the vm.network.throttling.rate global parameter is

applied. If the value is setto NULL for network offering, the value provided in the network.throttling.rate global parameter
is considered.

For the default public, storage, and management networks, network rate is setto 0. This implies that the public, storage,
and management networks will have unlimited bandwidth by default. For default guest networks, network rate is setto
NULL. In this case, network rate is defaulted to the global parameter value.

The following table gives you an overview of how network rate is applied on different types of networks in CloudStack.

Networks Network Rate Is Taken from
Guest network of Virtual Router Guest Network Offering
Public network of Virtual Router Guest Network Offering
Storage network of Secondary Storage VM System Network Offering
Management network of Secondary Storage VM System Network Offering
Storage network of Console Proxy VM System Network Offering
Management network of Console Proxy VM System Network Offering
Storage network of Virtual Router System Network Offering
Management network of Virtual Router System Network Offering
Public network of Secondary Storage VM System Network Offering




Public network of Console Proxy VM System Network Offering
Default network of a guest VM Compute Offering
Additional networks of a guest VM Corresponding Network Offerings

Aguest VM must have a default network, and can also have many additional networks. Depending on various
parameters, such as the host and virtual switch used, you can observe a difference in the network rate in your cloud. For
example, on a VMware host the actual network rate varies based on where they are configured (compute offering, network
offering, or both); the network type (shared or isolated); and traffic direction (ingress or egress).

The network rate set for a network offering used by a particular network in CloudStack is used for the traffic shaping policy
of a port group, for example: port group A, for that network: a particular subnet or VLAN on the actual network. The virtual
routers for that network connects to the port group A, and by defaultinstances in that network connects to this port group.
However, if an instance is deployed with a compute offering with the network rate set, and if this rate is used for the traffic
shaping policy of another port group for the network, for example port group B, then instances using this compute offering
are connected to the port group B, instead of connecting to port group A.

The traffic shaping policy on standard port groups in VMware only applies to the egress traffic, and the net effect depends
on the type of network used in CloudStack. In shared networks, ingress traffic is unlimited for CloudStack, and egress
traffic is limited to the rate that applies to the port group used by the instance if any. If the compute offering has a network
rate configured, this rate applies to the egress traffic, otherwise the network rate set for the network offering applies. For
isolated networks, the network rate set for the network offering, if any, effectively applies to the ingress traffic. This is
mainly because the network rate set for the network offering applies to the egress traffic from the virtual router to the
instance. The egress traffic is limited by the rate that applies to the port group used by the instance if any, similar to
shared networks.

For example:
Network rate of network offering = 10 Mbps
Network rate of compute offering =200 Mbps

In shared networks, ingress traffic will not be limited for CloudStack, while egress traffic will be limited to 200 Mbps. In an
isolated network, ingress traffic will be limited to 10 Mbps and egress to 200 Mbps.

8.4. Changing the Default System Offering for System VMs

You can manually change the system offering for a particular System VM. Additionally, as a CloudStack administrator, you
can also change the default system offering used for System VMs.

1. Create a new system offering.
For more information, see Creating a New System Service Offering.
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mysqldump -u root -p cloud | bzip2 > cloud_backup.sql.bz2
3. Open an MySQL prompt:
mysql -u cloud -p cloud

4. Run the following queries on the cloud database.

a. In the disk_offering table, identify the original default offering and the new offering you want to use by
default.

Take a note of the ID of the new offering.

select id, name,unique_name, type from disk_offering;

b. For the original default offering, set the value of unique_name to NULL.

# update disk_offering set unique_name = NULL where id = 10;

Ensure that you use the correct value for the ID.
c. For the new offering that you want to use by default, set the value of unique_name as follows:

For the default Console Proxy VM (CPWM) offering,set unique_name to 'Cloud.com-ConsoleProxy. For the
default Secondary Storage VM (SSVWM) offering, set unique_name to ‘Cloud.com-SecondaryStorage'. For
example:

update disk_offering set unique_name = 'Cloud.com-ConsoleProxy' where id = 16;

5. Restart CloudStack Management Server. Restarting is required because the default offerings are loaded into the
memory at startup.

service cloudstack-management restart

6. Destroy the existing CPVM or SSVM offerings and wait for them to be recreated. The new CPVM or SSVM are
configured with the new offering.
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9.1. Overview of Setting Up Networking for Users
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9.1. Overview of Setting Up Networking for Users

People using cloud infrastructure have a variety of needs and preferences when it comes to the networking services
provided by the cloud. As a CloudStack administrator, you can do the following things to set up networking for your users:

Set up physical networks in zones

Setup several different providers for the same service on a single physical network (for example, both Cisco and
Juniper firewalls)

Bundle different types of network services into network offerings, so users can choose the desired network services
for any given virtual machine

Add new network offerings as time goes on so end users can upgrade to a better class of service on their network
Provide more ways for a network to be accessed by a user, such as through a project of which the user is a member
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Ashared network can be accessed by virtual machines that belong to many different accounts. Network Isolation on
shared networks is accomplished using techniques such as security groups (supported onlyin basic zones).
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When you define a new virtual network, all your settings for that network are stored in CloudStack. The actual network
resources are activated only when the first virtual machine starts in the network. When all virtual machines have left the
virtual network, the network resources are garbage collected so they can be allocated again. This helps to conserve
network resources.

93. XYy N7 —H—EERTONA 5 —

_

CloudStack Y R—r 2%y hT—IH—ERTANA F—DHRHFO—EICD W TIE, CloudStack T—H—1
VH—T7 x4 2A%EBRT DH. listNetworkServiceProviders ZMEUH LT XL,

Y—EZRTOANA YT —(Ry ND—VBREEEERFE D)K. XY M7=V —ERETRICT Z/\— KTz 7 E7IFRE
FTSATYVATY, Iz, 2747 04— —ERERETZLDIC. 77AT709+—NVTTSATVREISY
RICRBTEEY, B—y N7—J LT, BHOTONA Y —HPALFY NT—IH—ERERBTEET, &z,
BELCHERY k7 —2HT Cisco 8LV Juniper DF /N REFAL T, 77470 4— LY —EXERBTEET,
BLY—EXTONA T—DEBDAVRIVREL1DDRY NT—JICHE2IENTEET, LExld EHO
Juniper SRX7/81 X TY,

FYy NI —V ETELZTAONA S —DRALY—EREZRETZLIICEY M7y TT2HBER. 2—F—N(EZDEHLD
BREEHIFEATZ2RY M= —ER7ONA F—%RBETEDLIIC. BEHERY NI—0FT77 )V T%E
RCTEZET, ERLARWVGEIE, Y—EZANBRIND & XIEEIC. CloudStack IC& > THERT 2 7O/ §F—nNBIRX
nEy,

YR—PENZRY b7 Y —ERTONRS Y —

CloudStack ICIEHR— M IhZH—ER7ONA F—ORB—BFARINET, Xy bNT—0FT77 )V TEERT S
EXRIO—EBENMSBRTZZEICRY ET,



REL—45— Citrix NetScaler ~ Juniper SRX Host based

(KVMIXen)

Remote Access Yes No No No No
VPN

DNS/DHCP/User | Yes No No No No
Data

T774T7 04— | Yes No Yes No No
BRI Yes Yes No Yes No
Elastic IP No Yes No No No
Elastic LB No Yes No No No
E{ETT NAT Yes No Yes No No
E&HY NAT Yes Yes Yes No No
R— NemE Yes No Yes No No
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Name. Any desired name for the network offering.

a b~ W NP

Description. Ashort description of the offering that can be displayed to users.
Network Rate. Allowed data transfer rate in MB per second.
Guest Tvpe. Choose whether the auest network is isolated or shared.



For a description of this term, see [{RAERY N7 —2(CDWT] .
Persistent. Indicate whether the guest network is persistent or not. The network that you can provision without
having to deploya VM on itis termed persistent network. For more information, see [Persistent Networks | .

Specify VLAN. (Isolated guest networks only) Indicate whether a VLAN should be specified when this offering
is used.

VPC. This option indicate whether the guest network is Virtual Private Cloud-enabled. A Virtual Private Cloud
(VPC) is a private, isolated part of CloudStack. AVPC can have its own virtual network topology that resembles
a traditional physical network. For more information on VPCs, see [VPC(Virtual Private Cloud) D#Z ] .

Supported Services. Select one or more of the possible network services. For some services, you mustalso
choose the service provider; for example, if you select Load Balancer, you can choose the CloudStack virtual
router or any other load balancers that have been configured in the cloud. Depending on which services you
choose, additional fields may appear in the rest of the dialog box.
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VPN For more information, YR—PFbIhTW3 HR—PFINTVRL
see [VPN] .
1—H—F—4 For more information, HYR—FIhTuian YR—rIhTW3

Network ACL For more information, HYR—bIhTW3 HR—hIhTVRL
see_[Configuring
Access Control List] .
tEXxaUFaIN—7 For more information, HR—bIhTUVRL HR—PbIhTWS
see X277
JL—TJDEM] .

System Offering. If the service provider for any of the services selected in Supported Services is a virtual
router, the System Offering field appears. Choose the system service offering that you want virtual routers to
use in this network. For example, if you selected Load Balancer in Supported Services and selected a virtual
router to provide load balancing, the System Offering field appears so you can choose between the
CloudStack default system service offering and any custom system service offerings that have been defined by
the CloudStack root administrator.

For more information, see [System Service Offerings | .

Redundant router capability. Available only when Virtual Router is selected as the Source NAT provider.
Select this option if you want to use two virtual routers in the network for uninterrupted connection: one
operating as the master virtual router and the other as the backup. The master virtual router receives requests
from and sends responses to the user's VM. The backup virtual router is activated only when the master is
down. After the failover, the backup becomes the master virtual router. CloudStack deploys the routers on
different hosts to ensure reliability if one hostis down.

Conserve mode. Indicate whether to use conserve mode. In this mode, network resources are allocated only
when the first virtual machine starts in the network. When conservative mode is off, the public IP can only be
used for a single service. For example, a public IP used for a port forwarding rule cannot be used for defining
other services, such as StaticNAT or load balancing. When the conserve mode is on, you can define more than
one service on the same public IP.
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If StaticNAT is enabled, irrespective of the status of the conserve mode, no port forwarding or load
balancing rule can be created for the IP. However, you can add the firewall rules by using the
createFirewallRule command.

Tags. Network tag to specify which physical network to use.
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Instance name — a unique, immutable ID thatis generated by CloudStack, and can not be modified by the user. This
name conforms to the requirements in IETF RFC 1123.

Display name — the name displayed in the CloudStack web Ul. Can be set by the user. Defaults to instance name.
Name — host name that the DHCP server assigns to the VM. Can be set by the user. Defaults to instance name
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10.2. Best Practices for Virtual Machines

The CloudStack administrator should monitor the total number of VM instances in each cluster, and disable allocation to
the cluster if the total is approaching the maximum that the hypervisor can handle. Be sure to leave a safety margin to
allow for the possibility of one or more hosts failing, which would increase the VM load on the other hosts as the VMs are
automatically redeployed. Consult the documentation for your chosen hypervisor to find the maximum permitted number
of VMs per host, then use CloudStack global configuration settings to set this as the default limit. Monitor the VM activity in
each cluster at all times. Keep the total number of VMs below a safe level that allows for the occasional host failure. For
example, if there are N hosts in the cluster, and you want to allow for one hostin the cluster to be down at any given time,
the total number of VMinstances you can permitin the cluster is at most (N-1) * (per-host-limit). Once a cluster reaches
this number of VMs, use the CloudStack Ul to disable allocation of more VMs to the cluster.
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You can create a VM without starting it. You can determine whether the VM needs to be started as part of the VM
deployment. Arequest parameter, startVM, in the deployVm API provides this feature. For more information, see
the Developer's Guide
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4. Selecta zone.

5

. Select a template, then follow the steps in the wizard. For more information about how the templates came to be
in this list, see 12E& 7> 7L — ; & ZJ/F.
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2.

. The VM must have some port open to incoming traffic. For example, in a basic zone, a new VM might be assigned

to a security group which allows incoming traffic. This depends on what security group you picked when creating

the VM. In other cases, you can open a port by setting up a port forwarding policy. See

Firewalling | .
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. Ifthe network has an external firewall device, you will need to create a firewall rule to allow access. See TIP
Forwarding and Firewalling] .
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Once

a VMinstance is created, you can stop, restart, or delete it as needed. In the CloudStack Ul, click Instances, select

the VM, and use the Stop, Start, Reboot, and Destroy links.
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. Click the Stop button to stop the VM. .=

. Click Edit. ]EI

. BELEWLLITIEB ORER:

. Display name: Enter a new display name if you want to change the name of the VM.
. OS Type: Select the desired operating system.

. Group: Enter the group name for the VM.
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3. HIRLAaWRIEBT D VA RBIRLE S,
4. Click the Stop button to stop the VM. @_
I '\_0 1
5. Click the Change Service button. |J
The Change service dialog boxis displayed.
6. Selectthe offering you want to apply to the selected VM.
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4. Click the Destroy Instance button. ===
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HB—NR—%FRFE—FRICTBICIE:
1. [Resources] XA Y S —N—%BIRLUTOEEEREL T,
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On the Server menu, click Enter Maintenance Mode.
2. Click Enter Maintenance Mode.

[Resource] R4 ¥ DY —N—REICELTOHRBHRET Y VHAEEICHY —N—IIIM T L—v a3y LI EPRFINGE
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1. [Resources]®RA U HH—N—%BIRLUATOEEERBEL T,
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On the Server menu, click Exit Maintenance Mode.
2. Click Exit Maintenance Mode.
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2. For KVM, stop the cloudstack-agent service.
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11.5. Re-Installing Hosts

You can re-install a host after placing itin maintenance mode and then removing it. If a hostis down and cannot be
placed in maintenance mode, it should still be removed before the re-install.
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(XenServer) For more information, see Highly Recommended Hotfixes for XenServer in the CloudStack Knowledge Base.

11.7. Changing Host Password

The password for a XenServer Node, KVM Node, or vSphere Node may be changed in the database. Note that all Nodes
in a Cluster must have the same password.

To change a Node's password:

1. Identify all hosts in the cluster.

2. Change the password on all hosts in the cluster. Now the password for the host and the password known to
CloudStack will not match. Operations on the cluster will fail until the two passwords match.

3. Getthe listof host IDs for the hostin the cluster where you are changing the password. You will need to access
the database to determine these host IDs. For each hostname "h" (or vSphere cluster) that you are changing the
password for, execute:

mysql> select id from cloud.host where name like '%h%';

4. This should return a single ID. Record the set of such IDs for these hosts.

5. Update the passwords for the hostin the database. In this example, we change the passwords for hosts with IDs
5,10, and 12 to "password".

mysql> update cloud.host set password='password' where id=5 or id=10 or id=12;
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You can use the same VLANs on different physical networks provided that each physical network has its own underlying
layer-2 infrastructure, such as switches. For example, you can specify VLAN range 500 to 1000 while deploying physical
networks Aand B in an Advanced zone setup. This capability allows you to set up an additional layer-2 physical
infrastructure on a different physical NIC and use the same set of VLANs if you run out of VLANs. Another advantage is

that you can use the same set of IPs for different customers, each one with their own routers and the guest networks on
different physical NICs.
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There are other ways to add templates to CloudStack. For example, you can take a snapshot of the VM's volume and
create a template from the snapshot, orimporta VHD from another system into CloudStack.
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ATRATL—Ya Vv ERERTRAMNDY vy NT IV ETIZENTEET,

vSphere Tld. ERT 2&T > FL— MIZ VWware Tools 4 Y R h—JLLET, ThickY, avV—ILE1—»E
MICEELE T,

123. 7T L—MDRAMNTS VT4 R

KERFTYTL—HML00GB A L) FEAT 2EEDHBEIF. KEATFYTL—NEYR—NFBHIC. 10 FHEY bD
FYRTD—VAFATEDZIEAEHRLTKEIV, XY NT—JDEENEVE, XERTFY I L—MEFRALEE
IS, 91 LT7 I MNREDIS—DRETZAHEMELHY X,

124. 774NV MDFYTL— b

CloudStack ICIE. CentOS 7Y FL—rAEFEFNTVWET, TOTVYTL—hME, F3ATYVRMNL =TV EEAVIYR
ML—UEBERLABT. EAYS VRN —YRETY YT vO0-RLET, ZOFVTL— M aEBRBRETHER
T52EH, BIBRLTHRY LTV L— A2ERTEHIEETEET,

FI2AIWIDTFYTL—bDI— /27— KiE, Tpassword] TT,

FTI7AI DTV TL—ME XenServer, KW, & & U vSphere DZNZHICIREIhET, ¥ovO0—R§370 S
L—hiE 959 RTHREATERNANR—NAF—DRBBICKELCTEAYET, TV L —ME, YES1XTH
2.5GB T,

T2 RDTY T L— MIFZEED iptables DIRAIDEFE N, ssh ZRVTEFEEAEDT /AN TOY I IhET,

# iptables --list
Chain INPUT (policy ACCEPT)

target prot opt source destination
RH-Firewall-1-INPUT all -- anywhere anywhere
Chain FORWARD (policy ACCEPT)

target prot opt source destination
RH-Firewall-1-INPUT all -- anywhere anywhere

Chain OUTPUT (policy ACCEPT)
target prot opt source destination

Chain RH-Firewall-1-INPUT (2 references)

target prot opt source destination

ACCEPT all -- anywhere anywhere

ACCEPT icmp -- anywhere anywhere icmp any

ACCEPT esp -- anywhere anywhere

ACCEPT ah -- anywhere anywhere

ACCEPT udp -- anywhere 224.0.0.251 udp dpt:mdns

ACCEPT udp -- anywhere anywhere udp dpt:ipp

ACCEPT tcp -- anywhere anywhere tcp dpt:ipp

ACCEPT all -- anywhere anywhere state RELATED,ESTABLISHED
ACCEPT tcp -- anywhere anywhere state NEW tcp dpt:ssh
REJECT all -- anywhere anywhere reject-with icmp-host-

125. 7S5AR— M FVTL— ERTYYyHOFUTFTL— b
A—YHY-—NFUTL— I NEERTREE, TSAR—PNFLEINRNTY v IIEBETEET,

TSAR= I FVTL— M ERLIcA—F—DHIMFERTEET, T74IMT, Py TO—RIhkFVTL—ME
TI3AR=—MIRYET,



A—H—=DBFY L= ERTY Yy JIHELBAIE. 2— =D RAAYADTRTOTHIY hOFTRTDI—
Y=, BLETFUVTIL— b BEMINTVWEY —VILT I EATERENIDRAA VDI —YF—HNEDFY L —MifE
BATEX I, a—H—DYV—VILTIERATEZHEI ML V=UDBTSAR=—NFLE AT v IDEESICERY
NTWBENMIEAINET, TIAR—PNY—VIFE—DRASVIZEYYTOR, XTY IV —=VIEEDRAS VDD
ET7IRRTEES, RTVVIFVTL— b ETSAR— N =V THERT 2HER. TOV—VICEIYH TSR R X
AoDA—HF—DHIMERTEET, RTVYIFVTL— b ERTY Y IIY—VTERTZHEEIE. TRTORAIVD
TRTCOA—Y—DHEATEET,

126. BEDOREBT U DODFTFYTL—MNDEK

PRCEDLIARDRBIY D VEFEESYICEY NPy TohiE, ThEEHOREY Y vOFOMy 4 F& LTERT
FE Y,

1. [WOMERI OHEDOELSHEHEALT, RETY VEERLTEBLET,
2. ETHORETY Y TREREREREZITV., [Stop]= 2 ) v I LET,
3. RETYUNMELETZDEFS T, REMELFHCR 7S, ROFIEICEHET,
4. [Create Template]&® 2 ) v 7 LT, ROB\EHREANDLE T,
Name & & T Display Text: ZNSIE1—H—A VF—T 2 RICKRFINB D, bHUPTUVEEERRL
FY,
0S Type : Zhid. CloudStack 75w R 7 —LENA R—NA P —TRHREDNEBAEEIT LAY, BEICED
WTHRAMDNRT 32—V REBMELAEY THDICEIEET, ROVWThHDOA T a v EBRLET,
FBLELTWBREI Y Y DARL—F A VIV AT LN —BILHZHEIF. ThEBERLET,
BLELTWBREY Y VYDARL—F 4 VIV AT LADBEN—BICAWESIE, [Other]2BIRLE T,
PVE—RTZIDTFY L — D SEET 3IHEIE. [Other PV(32-bit)] X 7z I&[Other PV(64-bit)] % 5&IR L F
¥, TDZEIREIE. XenServer TOAFRATEE T,

®e

EBEIE. AX—TVDARL—FT A VIV RATALLYFWNA—I 3 VAEBRLAVWTLEIW, k&
ZIE, \nCent0S 6.2 1 X —V&HR— KT B30I CentOS5.4 %8B IRT 3 &. BEIIEFELFE
ho ZTD&DAIFEIE. [Other]z:BIRT Z2NELNHY £7,

Public : Z® CloudStack RED IR TODAI—HY—DIDTF VY TL—MNITIERATERLIICTZICE. 2D
Fryv IRV IREFVICLEY., TV T L— 4 [Community Templates] D—EICKRTINET, [F74
NR—=KFUTL—=hERTY 97U TL—h] BBRLTIEIL,
Password Enabled: 5> 7L — M IC CloudStack 75 v N7 4 —L®D/IRRAT—REBIRJ Y T DA VR =)L
INTWBIHEARR., COFTv IRV IREFVICLET, &#lid (77— bAD/AZ D — NEEKEED
B EBRLTEIN,

5 [Add1Z=2 ) v o LET,

FUTL—bOERTOERDPRETITEE, FiLLWTFY TL— M [Templates]E Y > 3 VICREZINET, ZOFV S
L—hnld, HILWMREYY VAERT2ESICHERTEET,

127.2F v 7> av b ho6DFY L — NDERK

[Create Template]* Z 21 —IBB A AT 2 DITRET Y VAFELE LK RWGEIX( TBREOREY Y Y ALDTF VY T
L— D] #58R). CloudStack 1—#'—4 Y49 —T7 A R%&EALT. RFvTvavirorrTL—haBEf
KTEEY,

128. 7 F7L—bhO7vy 7O—K
o vSphere 7~ 7L — b & ISO

vSphere Client 2R L THEX LAT Y TL— 27y 70— RTBBAIE. OVATZ 74 ILICISO AEFhAVT
EEBRLTLEIV, ISOLEEFNTWEE, TYTL— DS REYY VERBETEEHA,

FYFL—HME URLIZEDSWT7Zy 70— RIhFd, Y R—bINZ7/€X7OMINIEHTTPTY, TV 7L —
M, RERTIF7ALTHIGEDNLLHYES, £ F7>av e LTodpBWRATEBL., 7y 70— REEEEHIRET 2 2
ENTEE T,

FYTL—bhET7YyTO—-RTBICIE

1. ZROFES—> 3 v /X—T[Templates]= 2 ) v 7 LE T,
2. Click Register Template.
3. ROBEHREEELE T,
Name and Description. These will be shown in the Ul, so choose something descriptive.

URL. The Management Server will download the file from the specified URL, such as
http://my.web.server/filename.vhd.gz.

Zone. Choose the zone where you want the template to be available, or All Zones to make it available
throughout CloudStack.

OS Type: This helps CloudStack and the hypervisor perform certain operations and make assumptions that
improve the performance of the guest. Select one of the following:

FBIELTWBREI Y YDARL—F A VIV AT AN —BILHDIHEIF. ThERRLET,
FLELTWBREIY YOARL—F 1 VIV AT LAOBEN—BICAWEEIE, [Other]#RIRLE T,

K



BEIE AX—VDARL—TFT AV ITIRATLELIYENA=—Ua VEBRLBRVWTLLREIW, &R
(£, \nCent0S 6.2 1 X—Y A HR— T B7HIC Cent0S5.4 2BIRT &, BEEEELIEA.
ZD& D RIBAEIL. [OtherzRIRT ZUEADHY ET,

Hypervisor: The supported hypervisors are listed. Select the desired one.

Format:VHD ¥ OVA%& &, TV 7L—bhO7y 7O— K774 IVOERTT,

Password Enabled : 7> 7L — M C CloudStack®D/S2 7 — RZEBER 7 ) T4 YA M—=ILI N TW3I5E

id. ZOFTv IRy IREAVICLET, [FYTL—bADNRRT— REBHEEDEN #3BLTEY
W,

Extractable : 7~ L — A HBABEICT 2BE. ZOFT v IRV IREFVICLET, TV Ra—¥—iF

FUYTL—hORTOA A=V %Y I O0— RTEILAYET,

Public : Z® CloudStack BED TR TOA—H—HINI DTV TL—MIT7IEATERLIICTBICIE. D
Fryv IRy IREFVICLES, TV T L— ' [Community Templates] D—EICRTINE T, 1
R—KFUTL—hERTYwIFVTL—h] BBBLTLLEIY,

Featured: 1—H%'—HF Y FL— b EBRTZEXIC [BTTHDOTFYTIL—h] &LTZDFYFL—br%EHE
MBI COFIVIRYIREFVICLET, TV FL— hH[Featured Templates]D—EICRRI N
9., TUVTL— L EBTITHICRETEIZDIIERERLIITT,

129. 7V L —bFhDIT YV RAKR—FH

IV RI—HY—EEERT YT L —M%E CloudStack "> TV AR— T B ENTEFT, 1—F—A V¥ —T /(R
TTFY7L—MIBEL T, ##FX=21—nD[Download Template]2 2 Y v 7 LE T,

12.10. Windows &>~ 7L — b O {ERX

Windows 7> 7L — &, #8021 —4—IC70EY 3 =Y 7 380, Sysprep 2EH L CEBT 2 REAHY
9. Sysprep 2ERT S &, AAD Windows TV FL—ME/ER LT SID DBREAALOBTZ2IENTEET,

_

(XenServer) Windows {R18~ > > % XenServer ECEIMES 3 ICIET Y FL— b & L TRHBET 2HMREY S Y O/E
MRIEINT 2 PV RSAN—DREBEELQY FT, BEY—N—TOEBMARY 2 —LRISOM XA—YDIYIV I T
ATRA4TL—yay, JL—RILY vy NIV EWSFMEERRIAT B3I PV RS A N—ERAEERY X
ED

FIEOHRIE, ROEHYTT,

1. Windows ISO 27 v 7O—RK L7,
For more information, see [1SO MigfN] .

2. ZDISO%EFEALT, RESXY VYAV RI VY AEERLET,
For more information, see VMD{EEL] .

3. Windows Server ®/X—< 3 VLG U T, JRD Twindows Server 2008 R2 @ Sysprep] F7zi& Windows Server
2003 R2 @ Sysprep] OFIEICAWVET,

4. EEOFIBENIRET LE LR, THhT, Windows 7Y 7L — hDERMRI THAT LIS, TV T L— MEREIC
ERRTEEY,

12.10.1. Windows Server 2008 R2 D Sysprep

Windows Server 2008 R2 Tl&, Windows Y 25 LA XA —IIRX—V v —5ETLTHRY LD sysprep & XML 7 7 1
WEEMRLES, Windows ¥ 2T L4 A —YTx—Y v —IE, Windows AIK(Automated Installation Kit B8 > X h—JL
Fv MN)DO—8ELTA YR M—ILINZET, Windows AK (&, Microsoft Download Center 54> O0—RKRTEET,

Windows Server 2008 R2 T sysprep 2 R179 % IlId. ROFIEICHWVE T,

_

I ZTHZE%RY FIEIE, Charity Shelbourne (L& 32BN/ NICHXRT2EDTHY, JTIERD URL TRES
nTW FY, Windows Server 2008 Sysprep Mini-Setup.

1. Windows AIK #4>O0—RKLTA YA R=ILLZET,

K ——

3E:Windows AIK (&, S4ERK L 7= Windows Server 2008 R2 fRIEVX & VITIdM4 Y R =)L LAVWTL X
W, Windows AK I&, BT 2T Y TL— MIEDRVWTL LIV, sysprep K& T 7 1 L DIERD H IZHE
ALET,

2. Windows Server 2008 R2 M4 > X b —JL DVD M\sources T4 L' & k) IZH 2 installwim 7 7 1 JL&E/N— KT«
Z7ICIE—=LET, ThIFFERBICKEVI 74U THY. JE—ICRVERNSIDZBELHY £F, Windows
AK ZERT2ICE. WIM 7 71 LA EZAHAREICT 2RENHY £T,

3. Windows AIK D—#8T&% % Windows Y AT LA A=V x—V v —%BELZXT,

. [Windows A X —2]RA » TWindows 1 A =Y F7/FAI 0T T 74 ILEIRELTLKEIVWEEY )y I LT,

SIE—LZinstallwim 7 74 )LEO—RKLZE T,

IN



. Windows 2008 R2 Edition Z#HRK L X T,
HhoOT77ANERS ZENTERVWEEE TR TOTRY VANRRINDZZELHYET, FiLLWAHY
O 774V EERTZICIE. IEWE2Y Y2 LET,
BB T ARSI YT BV Y I LTHLOVISE 7 71 IVEERLET,
ROFEIBICHES T, Windows Y AT LA A—=IRX—=J v —DORET 7ML EERLET,
a. BENMET 2VELHIHRNOR—VIE, SESLVEPHEEBRT Z2R—YTY, ChEEELETSIC
(¥, [Windows 1 X —]R4 > T[Components]= B L. &2 Y v ¥ L T[Microsoft-Windows-
International-Core] %% % [7 oobeSystem[IEM L £, [EZ7 74 MRA VT, FRATZISHEEF LRI
HiICE&HE T, [InputLocale]. [SystemLocale]. [UlLanguage]. & & U[UserLocale])% EEIICHRK L £
To INOD/RETH MOARVRIHZBEIR. FEDRELZEI Vv ILTANLTEI Yy I LET,
T2E BRLEIELTVWIREDHZSCHMBERIBHINA, BEYA CHMAL T 7 7 1 LHFE
9,

71 Untitied” - Windows System Image Manager = e
File Edit Inset Tools Help
B EH AN P WA @
Select a Distrbution Share Erfer Unitied B Properties
-} Components tem
o 1 windowsPE e
5 2 cffineServicing 164_Microsoft-Windows-inter]
3 3 generiize B Settings
0 4 specialize Inputlocale enUS
5 5 audtSystem SystemLocale en-US
5 6 audtUser Ullanguage enUS
-0 7 oobeSystem UlLanguageFalback
 Jomis Mot Vincovs tarsorst Cor. o] IRTORRRER s
|} Packages
3] amdé4_Microsoft-Windows-EmorReporting »
{3 amd4_Microsoft Windows-Fax-Service_{
{53 amdé4_Microsoft-Windows-E-Cliertetw
{3 amdée_Microsoft Windows-JE-ESC_8.0.7
{1 amd_Microsaft-Windows-IE-intemet B =
amd64_Microscft-Windows-ntemational|
{1 amd_Microsaft-Windows-intemational{
{J) amd64_Wicrosoft-Windows-LUA-Settings
{1 amd64_Mcrosoft-Windows-MediaPlayer{ Type: Sting
{20 amds4_! T6ATE || 4] == ] »
{3 amd64_Microsaft Windows-NetworkBrdg =
{53 amd4_Microsoft-Windows-Networkload
29 amdst_Mcrosct-Windows OuOBxER | XML (1) | vakdaton (0| Carfiguraton Set )]
{1 amdé4_Microsoft-Windows-PattionMana
{J) amd64_Microsoft-Windows-PrpCustomizz Description Location
{1 amd_Microsaft-Windows-PrpCustomize
{J) amd64_Microsoft-Windows-Prp Sysprep_!
{3 amd_Wicrosoft Windows-powerepl_6.1
{2J) amds4_Wicrosoft-Windows-Printing-Spool
T amAGL Wiernseft Windos-RasSarver 6~
o i ] v

b. VINIITPZAEVAREDFY I Y Na—HF—FRAFEZNEOR—VZEHLTIVENHY FT,
I %47 ICIE. [Components]®[Microsoft-Windows-Shell-Setup]% BB L £ 9. [OOBE]% A& R L
T. ZDFKFE%[7 oobeSystem]|ITEML £9 . [RE]T. [HideEULAPage]DED KR v ¥ ZD—EH Sltrue]
ERLET,

Untitied -\Mnnnwgs,gmmgem
Fle Edt Inset Tools Help

BB @4 PIRB e

Select a Distribution Share: Erfe Untited

.} Componerts

o 1 windowsPE
+1g 2 offineServicing

£l 3 generaize B Settings

iy 4 specialize | HideEULAPage  [LT™ =
-4 5 auditSystem HideWireless SetupinQOE

o 6 auditUser NetworkLocation

1 7 ocbeSystem Protect fourPC

{0 amdé4_Microsot-Windows-Inemational-Core_né | SicpiachineOGBE
-] amd64_Microsoft Windows-Shell-Setup_netral ‘SkipUserOOBE
{7 Autologon
+{7]) CientApplications
(7] Display
{1 FrstLogonCommands
{7]) Folderlocations
{7 LogonCommands
) OEMinformation
{7) QEMWelcomeCenter
{7 OEMWelcomeCenterlinks
{7 0oBE
(1) StatPanellinks
() TaskbarLinks

{J) amd64_Microsoft-Windows-PnpCustomizz &

{1] amd6_Microsaft Windows-Pnp Custormize
~{2]) amd64_Microsoft-Windows-Pnp Sysprep_!

{3 amde_Microsot Windows-powerspl_6.1

{51 amds4_Wicrosch Windows-Prnting-Spocl q i A
{0 amds4_Microsoft Windows-RasServer_6. — ] Vel
{20 amd64_Microsot Windows-Remote Assist| | Dol 8
~{]) amd64_WMicrosoft-Windows-Securty-Licer| = e HideEUI
{01 amd64_Microsoft Windows-Securty-Licer = o Type: Boolean

£ amds4. ylicer || ¢ [ i -
) amd64_Wicrosoft-Windows-Securty-SPP, =

{3 amdé4_Microsoft Windows-Securty SPP-
20 amdst_Wicrosft Windows-Secutty SFP- | 1L 0) | yaidaton (3 | Configuraton Set 0)]
10 amds. 0
7] amd4_Microsoft-Windows-Setup_6.1.76 Desciption Location
{3 amd_Microso Windows-SharedAcees
{5 amd64_Microsoft- Windows-Shell-Setup_€
{3 amd4_Microsoft Windows-shwebsve 6.
{1 amd4_Microsoft Windows-SMBServer_¢
T amdes. NMP-Arient-
« i J 5

C. FAEYAF—MBENIREINTWEIE2HRALET, MK F—%E/HT 25A1E. Windows 2008
R2ZIRBIYVICTMAK F—2AATBEFTEHE T, MAK & Windows Y RF LA A=V I R—TI v —|CT
ANT 2 BBEHY EEA. SAEVRRBIIICKMS KRR MAFRAT 21581&. 7057 hF—%52ANT 3
WERFHY A, Windows RY 2 —AS5A Y REBIFICDVWTEL L IE,
http://technet.microsoft.com/ja-jp/library/bb892849.aspx &8 L T 72X LY,

d. RIS, BEEONRT—ROEER—J=HELTZLENHY FF., [Components]D [Microsoft-
Windows-Shell-Setup]% &R L T(FXZEE L TWRWEE). [UserAccounts]% BRI L.
[AdministratorPassword]2 &7 ) v 7 LT, BEEGET 7 1 )LD oobeSystem /S ZITEBML 7,
[BX7E] T. [Value|DMEIC/XZ 7 —REHKELE T,

5 Untitled” - Windows System Image Manager e —

Fle Edit Inset Tools Help

BB & PIRB @

Select A Nistrbuion Share Frked Unttied PRIl ——



| Componerts

-1 1 windowsPE.

£ai§ 2 offlineSenvicing

ialg 3 generaize t

+aig 4 specialize B Settings

-l 5audiSysem aype admin password here>]

i 6 auditUser
£+ 7 oobeSystem
{7 amd64_Wicrosoft-Windows-intemational-Core|
-5]) amd64_Micrasoft-Windows-Shel Setup_net
{77 AutoLogon
() ClentAppications
£ Display
{7 FistLogonCommands
{7 FolderLocations
~~{7]) LogonCommands
{71) OEMinformation
{7]) OEMWelcomeCenter
(7] OEMWalcomeCenterlinks
{70 0oBE
7] StatPanelLinks
{7 Taskbarlivks
{7 Themes.
(7]) Userseourts

{5 amdt_Wicrosoft Windows-RemcieAssi| ‘ % g‘i’g‘:::zf::wm

1) amd64_Microsoft-Windows-Securiy-Licer| = lue
{23 amds4_icrosoft Windows-Securty-Licer| | = Zju:;;’:f““m < || rpe: St
{3 amd6_Microsoft Windows-Securty Licer || = v
{3 amdé4_Microsoft Windows-Securty-SPP.

{J) amd64_Microsoft-Windows-Securiy-SPP-
g a"':S,M‘WW*"N‘"WM'SWWY'SPP XML (0) | Vaidation (1) | Configuration Set (0)

) amdst._
{7 amd64_Microsoft Windows-Setup_6.1.76 Descrption Location
{3 amd4_Microsoft Windows-SharedAcces
{3 amdé4_Microsoft Windows:-Shel-Setup_¢
{3 amdé_Microsaft Windows-shwebsvc_6.

~{2]) amd64_Microsoft-Windows-SMBServer_
T amdfL Wicroseft-Windowis-SNMIP-Acct

a i v

i

{3 amds_Microsaft-Windows-PrpCustomiz ~
{2J) amd64_Microsoft-Windows-PripCustomize
{3 amd_Microsoft Windsws-Prp Sysprep_
{53 amd4_Wicrosoft Windows-powercpl_6.1
{3 amdé4_Microsoft Windows-Pinting-Spool
{1 amd_Microsaft-Windows-RasServer_E.

AKDRFaXY hEBSRBLT, BREICAIIEINIDELL DA TV aVvERETZIENTEEY, LOFIE
&, Windows OEALY b7y TERITT272DORNROAETTT,
8. IGE 7 74 L% unattendxml EWD ZRITRELE T, BRIEV 1 YV RVICRRINZEEA v E—VIIERTEZE

ER
9. unattend.xml 7 7 4 JL % Windows Server 2008 R2 {x18< < >~ D c:\windows\system32\sysprep 7 # JL.¥ —(Z 1
E—L&FT,
10. unattend.xml 7 7 1 JL. % c\windows\system32\sysprep 74 L' 2 b ) ICEEE L 724 T, RD & S IT sysprep VY —Jb
EERTLET,

cd c:\Windows\System32\sysprep
sysprep.exe /oobe /generalize /shutdown

Windows Server 2008 R2 fRI8< & ik, sysprep BT 3 EEBMICY vy YDV LET,

12.10.2. Windows Server 2003 R2 FH & R 7 L ¥

Haid/8—2 3 @ Windows (CId. BID sysprep ¥ —IL%&fERA L £9, Windows Server 2003 R2 T, ROFIEICHEL
ES

1. Windows @4 >~ X k—JL CD M\supportitools\deploy.cab ®AZA %. Windows Server 2003 R2 R~ > >~ D
c\sysprep 74 L MU ICHBLET,

2. c:¥sysprep¥setupmgr.exe 2217 L T, sysprep.inf 7 7 1 LEER LT,

a BILWISEZ 7 A LEERT B2 v 2 LT, HILLWRE 7 74 L EERLET,

[y N7y TORBEIR—U T, [Sysprepty hTv S 1EIY v I LET,

CBEYRARL—FA VIV RTFADN—Y a3 v EIT4 Y a VvEBIRLET,

. [ERFFEENEIR—VT, IRW 1 YA M—ILEZRICHEELETE Yy I LET,

. BETEEBEADLET,

 TARTLADEREFTIAIMDEFICLET,

BRI LY —VEBRELEY,

. 7OoYd o M- AALET,

i BEICA2LSIEYRAE—REERLET,

j[AvEL—S9ZEHETERTR)EV Yy I LET,

k. 774N FOBEBENRRD—REAALET, RRAT—RKOYty MEEEBEMICLLBEIR. 1—F—d
ERITIEZDNRRT—REFEALERA. TONRRT—RIE, YR MNOBERICAVRAI VAT R—T v —
ICEoTYEY bEhFET,

LRy =02V R—2Y MNR—IUDEREIF. FENDEEIDFEICLET,

m. [7—9N—T1%0Yy I LTEELET,

n[FL74=2—R—VOBERT 7N MOEFICLET,

o. BN MIREEEEEIRL F T,

p

q

r

oQ o, O o o T

B ASERELERLET,
LTV —EA VAR =L LIRWTLKEIL,
CRAOOTAVRICRTTS2IAYY RIFEBELARVWTREI W,
s. DXFIEEESTI2HEEIHY FE A,
t. &7 74 L% c\sysprep\sysprep.inf E W) ZRITHRELE T,
3. RDATY RAERTLT, 4 X—TITsysprep &RTLET,

c:\sysprep\sysprep.exe -reseal -mini -activated

COFEDOHT., IV VIEEBHIC vy NIV LET,

12.11. AMID 1A ViR — k

ROFNETIE. XenServer /N /R—NA HF—%FHT 2B EIC. AMI(Amazon Machine Image)% CloudStackiZ 1 ¥ R— k
TEAEERBLES,

AMI 7 7 4L BHY. TDT 74 LA CentOS_6.2 x64 &\ EEITHS T EAFHEELTWET, I 5. Cent0S &
ZANTHEETZIEERIRE LTVWET., AMI A Fedora 1 X —YTHBHAEIE. £9 Fedora KX N THFETZHELH
L) F 4



s so0

FEA A=Y T 74 )% Centos/Fedora KA N THRYTA XL7EICVHD ILEMRT 2HBEIE. 771 ILR—ZADR b
L= )R MY(@—A b ext3 £/2ld NFS D ESE S5h) & FHD XenServer R NHBHETT,

AVY RZE—LTETTHEEEF. BE—DTE LTHYMITAIEZREBLTKREIW, — 8O RFa x>y b
Ea—7—7Tk IAE=—LETFRANFBRBTHIEINZTRERENHY XY,

MM EA VR— KT BICIE
L AX=VT7ALTIL—TNRy o5y N7y TLET,

# mkdir -p /mnt/loop/centos62
# mount -o loop Cent0S_6.2_x64 /mnt/loop/centos54

2. kernel-xen Ry r—I %A A —IIA VAR —=ILLET, THICEY, PVA—FILEL P RAMT 1 I DA A —
JIK¥orao—RIhEY,

# yum -c /mnt/loop/centos54/etc/yum.conf --installroot=/mnt/loop/centos62/ -y install
kernel-xen

3. grub T M) %/boot/grub/grub.conf IZER L £,

# mkdir -p /mnt/loop/centos62/boot/grub
# touch /mnt/loop/centos62/boot/grub/grub.conf
# echo "" > /mnt/loop/centos62/boot/grub/grub.conf

4, A A=TJITAVRAMN=ILEINPVAH—RILOZRIEBRAELE T,

# cd /mnt/loop/centos62

# 1ls lib/modules/

2.6.16.33-xenU 2.6.16-xenU 2.6.18-164.15.1.el5xen 2.6.18-164.6.1.el5.centos.plus
2.6.18-xenU-ec2-v1.0 2.6.21.7-2.fc8xen 2.6.31-302-ec2

# 1s boot/initrd*

boot/initrd-2.6.18-164.6.1.el5.centos.plus.img boot/initrd-2.6.18-164.15.1.el5xen.img
# 1ls boot/vmlinuz*

boot/vmlinuz-2.6.18-164.15.1.el5xen boot/vmlinuz-2.6.18-164.6.1.el5.centos.plus
boot/vmlinuz-2.6.18-xenU-ec2-v1.0 boot/vmlinuz-2.6.21-2952.fc8xen

Xen h—FXIELVPRAM T 1 RV DERIE. HEIC xenl TRHYFET, BIRLAD—FIUNA=VaVITBELT,
lib/modules ICZDN—=Ya vy DIy MYABHY, ZRICHIET % initrd & vmlinuz 2% 313 T3, LDBHITIL,
ZOEGEBITH—DH—FIVIE 2.6.18-164.15.1.el5%en T,

5. FANFERICETIWT, grubconf 77 A IICTY MY EERLET, TV M) DBIERICRLET,

default=0

timeout=5

hiddenmenu

title CentOS (2.6.18-164.15.1.el5xen)
root (hdo,0)
kernel /boot/vmlinuz-2.6.18-164.15.1.el5xen ro root=/dev/xvda
initrd /boot/initrd-2.6.18-164.15.1.el5xen.img

6. etcfistab Z#RE L 9, [sdall % Ixvdal IZ. [sdbl % Txwdb] ICZZEBLZE T,

# cat etc/fstab

/dev/xvda / ext3 defaults 11
/dev/xvdb /mnt ext3 defaults 00
none /dev/pts devpts gid=5,mode=620 0 0
none /proc proc defaults 00
none /sys sysfs defaults 00

7. AVY—IRETOOI AV EBMIILET, XenServer VAT LADT 7 A DAV Y —ILFT /A ZiE xve0 T
¥, efclinittab & etc/securetty IS, THZNRDITHHZ & &MBLET,

# grep xvcO etc/inittab
c0:2345:respawn:/sbhbin/agetty xvcO® 9600 vt100-nav
# grep xvcO etc/securetty

Xvco

8. RAMT A RIUNPVT ARV EPVRY hT—V %Y R—FLTWEZEEHALET, LOBFITHRIALLA—X
WR—=TaVIlEhET, ThahRITIILET,

chroot /mnt/loop/centos54

cd /boot/

mv initrd-2.6.18-164.15.1.el5xen.img initrd-2.6.18-164.15.1.el5xen.img.bak
mkinitrd -f /boot/initrd-2.6.18-164.15.1.el5xen.img --with=xennet --preload=xenblk
-omit-scsi-modules 2.6.18-164.15.1.el5xen

9. RRT—KREZBLET,

[

# passwd

Changing password for user root.

New UNIX password:

Retype new UNIX password:

passwd: all authentication tokens updated successfully.

10. chroot ## 7 L £ 9,

# exit



11. etc/ssh/sshd_config D, NXAT—RK%ZFERAL TsshOJF V2T 51T2HRLE T,

# egrep "PermitRootLogin|PasswordAuthentication"
/mnt/loop/centos54/etc/ssh/sshd_config
PermitRootLogin yes

PasswordAuthentication yes

12. 7V 7L — hD/XR7— K% CloudStack 1—H—4 Y9 — T A RELIEAPI NS Y Y hTEBLICT 2N
ENHRHEIE. IOBERTRKRAT—REBRIY T EA A—JITA VYR M=V LET, [FYTL—hAD/S
27— REEEEDEN] #BBLTILEIN,

13. =T Ny o<y N LTHIBRLET,

# umount /mnt/loop/centos54
# losetup -d /dev/loop0

14, f *—=Y 774 )L% XenServer RARD T 7 A IIR—ZDA KL=V YRI MJIZIE—=LET, ROFITIE,
Xenserver & Txenhost] T3, Z® XenServer (£, UUID A* a9c5b8c8-536b-a193-a6dc-51af3e5f799 T#H %
NFS URY M ERF>TWET,

# scp Cent0S_6.2_x64 xenhost:/var/run/sr-mount/a9c5b8c8-536b-a193-a6dc-51af3e5ff799/

15. Xenserver ICAYZ Y LT, A1 X—Y ALY A XD VDI EERLET,

[root@xenhost ~]# cd /var/run/sr-mount/a9c5b8c8-536b-a193-a6dc-51af3e5ff799
[root@xenhost a9c5b8c8-536b-al193-a6dc-51af3e5ff799]# 1s -1lh Cent0S_6.2_x64
-rw-r--r-- 1 root root 10G Mar 16 16:49 Cent0S_6.2_x64

[root@xenhost a9c5b8c8-536b-a193-a6dc-51af3e5ff799]# xe vdi-create virtual-size=10GiB
sr-uuid=a9c5b8c8-536b-a193-a6dc-51af3e5ff799 type=user name-label="Centos 6.2 x86_64"
cad7317c-258b-4ef7-b207-cdf0283a7923

16. A A=Y 7 74L& VDIIZA VR—FMLET, ThITIX10~-20 D02 aTEEMEDHY £7,

[root@xenhost a9c5b8c8-536b-a193-a6dc-51af3e5ff799]# xe vdi-import
filename=Cent0S_6.2_x64 uuid=cad7317c-258b-4ef7-b207-cdf0283a7923

17.VHD 77 MV ERDFET, TOT7 74 ILDEZRINIIE. WDID UUID AEFENET, EMEL T Web Hr—/—(C
7y7O—KLET,

[root@xenhost a9c5b8c8-536b-a193-a6dc-51af3e5ff799]# bzip2 -c cad7317c-258b-4ef7-
b207-cdf0283a7923.vhd > Cent0S_6.2_x64.vhd.bz2

[root@xenhost a9c5b8c8-536b-a193-a6dc-51af3e5ff799]# scp Cent0S_6.2_x64.vhd.bz2
webserver:/var/www/html/templates/

12.12. Hyper-VIREX > VD F Y FTL— bADZEH#

Hyper-V {R#8< > > % XenServer H#® CloudStack 7> 7L — MIZE#RT 21C1d. NFSVHD R L —Y )R MY BT
FyFINLRI Y R7OYD XenServer RRA MHMETY, CloudStack EflAEHLETERLTWENN—Y 3V ThHN
£ XenServer DN—=Ja v IiFENTENEVWEEAD, XenCenter 5.6 FP1 F7cld SP2(5.6 S AEBRMEIHY FT)51E
ALTLEIW, £/ NFSISORRL—=Y YR MNYLRTHIYFINTWRERIIDBELHYET,

LinuxfRI8< > v Tld, RIE~Y >~ % XenServer THEMAT 2H0IC. HyperV CEFET 2UENHZIBELHY £F., Hyper-
VTEIE/mEMBY I v a2EAT2HER. REYYVEZEEL T, TOBRBMTEELE T, Hyper-VHEEIVR—RU b
ET7VAYVRARN=ILLT, letcfistab TF/NA REEBBLTVWAVIRRBLET,

1. linux_ic/drivers/dist 74 L 7 b 1) h 5. make uninstall 2£4T L 9 (2 2T, linux_ic (¥, 3 E—I N7z Hyper-V
BAEIVR=—FXY R T 7AILDIRATY),

2. FTOD initrd %&/boot/D/Ny I T v THLEITLET (N ¥ 7 v FDLRIIE* backup0 TY).

3. ThdX=noprobel ®IT > kY %/boot/grub/menu.st ™ SHIFRL £ 9,

4. Check /etc/fstab for any partitions mounted by device name. Change those entries (if any) to mount by LABEL or
UUID. You can get that information with the blkid command.

RIC, RIS v h  Hyper-V TEIfEL TWRWZ & %R L TH 5. VHD % XenServer ICIRYRAHE Y., ThEfTIIC
3. 2D2DFELHYET,

FFvavi
1. XenCenter #f#fA L TVHD %24 Y R— b L£J, XenCenter T, [V—LP[RIET FSAT7YRY=ILP[T12RY
AA—=V4VR—MNOIEIEIRL £,
2. [VHD)&ZBIRL., [RNZV Y v I LET,
3. RIET Y VICERIAEMIF. [RRL—UIR—YTNFSVHD R RL—U Y RY MY EBIRL, FRL—F 1 VPR
FLANDEEBEEEBMICL T, NFSISORML—YYRI MY EBIRLET,
4. [RNEV Yy L, RT1EVV Y LET, ThT REYYUIMERINET,
Option two:
1. XenConvert #3217 LT, [EBT]RY J AD—ETVHD]EEIR L. [BE]R Y I AD—E T[XenServer] % &R L
Y, RNV Vv I LET,
2. [VHD)&ZBIRL., [RNZV Y v I LET,
3. XenServer KX hDEHREAAL, (RNEV Y v I LET,
4. Name the VM, then click Next, then Convert. AVM should be created.

Hyper-VVHD D SRIEBY S VAR LTS, ROFIBICH>T. TOREBY SV E#EHELET,

1. REYY v %ZEEL T, HyperVIEEY—EREZTVA V2 M—ILL, BEBILZET,
2. XenServer Tools &4 YA h—JL L., BEELEY.,
3. Prepare the VM as desired. For example, run sysprep on Windows VMs. See [Windows 7> 7L — k DERL] .




EDA T ar0ELELTH HWME— ROREY Y Y AMERI N E S, Windows (REEY SV DHFARRBRHY FHA
B, Linux REB< > v G@EICEE L AWRERHY T, LinuxREBY I V% PVE—RICERT ZICE. BMOFIESE
RETTIHELNHY., TOFIERERTAAMNIE2—2 a3V TEIRKERYET,
1L RETIYES vy MUY LT, VHDENFS R ML —UDS Web H—N—[COE—LEd, c& i, NFS #
H%E Web H—N—IIT YUY hLTIE—FBH. XenServer KR kD5 sftp 7z lE scp A LT, Web 4—
N—=IZ7y7O—KLET,
2. CloudStack TRDEEFEALT. ILWFY TL—MEERLET,
URL:VHD ® URL 23 EL T,
OS Type : BEIRARL —F 1« VIV AT LEFEALEFT, PVE— KD CentOS DiF&EIE. [Other PV(32-bit)]
F 7= (E[Other PV(64-bit)| & EIR L £ 9, T D:EIREXIEL. XenServer TOAERATE X T,
Hypervisor : [XenServer] %2R L £ 7,
Format : [VHD]%®IR L £ 7,

FUTL—IPERI N, FOTFVTL—MDBA VAV AEERTEET,

1213. 7Y L —bAD/IR AT — KREE#EEED BN

CloudStack (&, /X277 —RD Yty Mgex+ T a v TRELET, 1 —H—Id CloudStack 21 —H'—1 V49 —T x4

A TR BEERENRRT—RELE@IN—MRT—REERELELY., BFEOBEEBEENRT—NFLEFI—IMIRT—F%
Yty hLEYTEZET,

RAT—RDY) 2y MEEEEMICT ZITIE. BIMORIY T EFo0O0—-RLTFYTL—MNIERTZHREIHY F
¥, 7L —FMEHKTCloudStack IC7 vy 7O—R§2HBEE. COFYTL—NTEBEINN—MIRT—RDYtY

NEBEEBMICT EMNE DD EIRETEET,

IR — REBBEEICLY., 1V RYVADBEBRICT AT Y RDRRAT—RKAEIC) Y hIhFET, RTZYTMTEY
RIBIL—F —ICHTTP EUH LAMThh, RETEIVENHEZT7HVY MD/NRRAT—RHAREINET, REIL—F—IC

TIEATEZRY., YAMIMERITIBVEFHZTHI Y MDRRAT—RIIT7IERATEES, 2—F—H1RXXT—KD
Yy NEERTZE, BEY—N—ICLYHFLWARRT—RPERIN, ZTOT7HAV Y ORI —F—ITEEINFE

o DD, RRAT—ROEBEBMICTZICIE. 1 VRV RAOBREIBETT,

AVRYVADBERICRAY ) T RIMREIL—F —EBETERAWVEAIE. NAT—RIEFBREINT, BECHYREI
FINZEYS,

1213.1.LINUX ARV —F A VIV AT LDA VA M=)
ROFIEIHES T Linux AR —F A YTV AT LDA VR M—LERBLET.

1. 22 Y 7 M7 74 LD cloud-set-guest-password 47> O— KL Z T,
Linux: http://cloudstack.org/dl/cloud-set-guest-password

Windows:
http://sourceforge.net/projects/cloudstack/files/Password%20Management%20Scripts/CloudIinstanceManager.msi/download

2. ZD7 74 ) Elechnitd ICIE—L X,
—ED Linux T4 AMYE2—>a3 > T, 27 74 )b E/etcrcdfinitd ICIE—LZE T,
3. RDAXY RERFTLT, RV YT MERTHEICLES,

chmod +x /etc/init.d/cloud-set-guest-password
4. LInUXT A AR E2—>a VI LT, BULFIEEKTLET.
Fedora. CentOS/RHEL. & & U Debian:

chkconfig --add cloud-set-guest-password

12.13.2.Window A RL—FT A YT RATFLDA VA h—Ib

1 ¥ X k—3— CloudinstanceManager.msi % Download page A5 47 >~ A— K LT, # L <fER L 7%= Windows {R#8
RYVTEITLET,

12.14. 7V 7L — b O HIB

FUTL—MNIBIRRTBIENTEET., B, T L — bDEROYV—VICE LD > THEET 258, BIROEHIC
BRINACIE—DHIBIBRINET, EFHIDOY—VORLTY TL—MIBIBRINEE A, CloudStack TIRIET 2
CentOS 7V 7 L— M, THICYTIEEY £ A, CloudStack TiRHtT % CentOS T FL— b &HIBRT B &, TRT
D=V SHEIBRINET,

FUTL—PMEHIRLTE, ZOTYTL— M SA VY RIVRIEINRBY Y VIFEISHBEBEL T, L. HIRR
INET Uy TL—MIETVWTHLWMREY Y VEFRTH &R TEE A
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133. AVH YR IL—Y
13.4. Working With Volumes
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13.4.2. Uploading an Existing Volume to a Virtual Machine
1343.R) 2a—LDTH v F

13.4.4. Detaching and Moving Volumes
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13.46.RY) 12— LDHY A XLEE

134.7. R 2 —LDHIFREAR—TOL IV a Y

135. 2 F v 7 ay MIBEbLBEE

13.5.1. Snapshot Job Throttling

1352. 2F v ¥ ay NOBEEER & REE
1353. R ;v Tray heEnNv o7y T
13.5.4. K Y 21— LDIREE

1355.2F v 7> av hDOETT

131. A ML —2ICDWT

CloudStack [32BEDRA ML=V 9 14 TEERZLTVWET: TS5M47VethV Y, TS54< YR ML—TJFiSCSIP
NFSENMLTT I ERTZIEHNTEET, MAT, EEERGINAIN —VETSATYRA M —JELTHATSC
ENTEET, EAVIURML—VENFSENLTEIKT IV ERAINET,

CloudStack ICIZBEHIMA R ML —VIdEL, 2TO/—REDE2TORY a—LldkESEEHSFT.

13.2. 754X YARML—Y

Z ZTIE. CloudStack D754 YR ML —Y OB ERMOFMOVWTEHRAL X T, CloudStack 1—H'—4 >4 —
TIARAEFALTTSATIVRAMNL—VEA VAN —IBLTERT2HEICOVWTIE. T4 YR =LA R 28R
L TLEXW,

754 )RMNL—TICDWT]

13.2.1. Best Practices for Primary Storage
The speed of primary storage will impact guest performance. If possible, choose smaller, higher RPM drives for

primary storage.
Ensure that nothing is stored on the server. Adding the server to CloudStack will destroy any existing data

13.2.2. Runtime Behavior of Primary Storage

Root volumes are created automatically when a virtual machine is created. Root volumes are deleted when the VMis
destroyed. Data volumes can be created and dynamically attached to VMs. Data volumes are not deleted when VMs are
destroyed.

Administrators should monitor the capacity of primary storage devices and add additional primary storage as needed.
See the Advanced Installation Guide.

Administrators add primary storage to the system by creating a CloudStack storage pool. Each storage pool is

associated with a cluster.

1323. NA/IR—NNAF—DTFSATYRAML—=SHR—F
RORBENARN—NAF—BORA ML —TIF TV a v ERFA—9—TTF,

VMware Citrix KVM
vSphere XenServer
Format for Disks, Templates & VMDK VHD QCOwW2
Snapshots
iSCSI support VMFS Clustered LVM Yes, via Shared
Mountpoint
Fiber Channel support VMFS Yes, via Existing | Yes, via Shared
SR Mountpoint
NFS support Y Y Y
Local storage support Y Y Y
Storage over-provisioning NFS & iSCSI NFS NFS

XenServer £ iSCSINDRET S VA X =YV DRIV SAYBIWAFBALTSY. A bL—VEENYY - O
JaZvTEYR—KMNLTOWTENANR=NAHF—TRA—N—TOEY 3=V TEHR—MLTVWEEA., TOHER.
CloudStack Tld¥ > - 7OEYa =V IHEELTVWR A ML —YRY 2a—L5FALTWRHBEICSEVWTA—1—TO
EvazvyayR—rLET,

KWiE, THEYDYRRIV M ARNL—YUHR—bLET, HEYU Y MRA Y ME HREDI SR —DEY—
N=IH L TA—HANLRT 7MY AT LIRRATY, /RRIE & ZiEmntprimaryl D& SICL T, 75 RA9—HDTAR
TORARTRALICARZEIICLET, COHBEYV Y IMRAI Y ME OCFS2DEIRISRI—T 7AWV RATLTH
ZERAINE §. ZDHEI. CloudStack (. NFS TITHNE LI BRA ML —YDIO Y Mooy MEREHTLE



th. CloudStack THE. R L —UhERAENE > n A& EEBELNRAT ZLEFBHY £,

NFS 2 b L—JIZDWTIE, CloudStack TH—N—7OEY a3 =V IHERBINET, JOHEIE. FO—/NILER/NRS
A —4% —® storage.overprovisioning.factor IC& > TA—N—=FOEY 3 ZV FORENFEINE T, Ihid/ 4 /8—=1N
4 F—0REEIERDY THA.

O—AJI R kL—Yd, vSphere, XenSernver, BELUVKWMDTSATYAMNL—YF T avE L TRIRTEEY, O—
HIVTARIF T avAEMIR>TWEE, A—HILT A RIRAMNL—IT—IDHERR MCHBRICERINET,
VATFLRBI Y VAREBIL—I—RENO—HILA ML=V & FERT I, FO0—/NILERT
system.vm.use.local.storage % true ICEE L £,

CloudStack Tl&, 1 DDV SAY—ICEBDTSAIYRAN L=V TV AERETEZEY, LExE. 751U RL
L—YIC2BDNFS H—N—%EETEET, FhFE, HAICL1 DDISCSILUN 2#fHL, 1 DBED LUN ODBEITED
WEEZIC2DEDISCSILUN 28MT 226 TIET,

1324 A NL—U 4% T

AML—=VIRE T8 7 %}132] CENTEES, 971 TSAXVRAMN =Y TARI9FT77)V VYT, Fidy—FE
RA7 7V VT ICEEN D XFIBETY. BEERY V2FERALTRA M —VICET2BEREBMT D ENTEE
¥, &R [SSD) THB I &% Tslow (EF) | THZ I EMRETY, CloudStack TRy VBRI hEF A, &
nNoD8TiE. Y—ERF 77 )V ITBLVOTARIF 77 ) v T oy TEREI N E T, CloudStackT I,
Y—ERFT7 VUV IBLVOTARIAT 7 IV TDTRTDY DTS4 YR ML —JILHFEELTWRITNIE 54
RYRAML=VIN— b EERBT—9T1 RV RV HTRIEDNTEEI A, T—ERF T 7V ITBLVT 1 RO F
7V ITDITIE TNHDF T ) VIO ORI —VEHERERNT S OICERINET, LExE BHEED
Y—ERA T 7)YV ITTIE W—bT4RIVKRY) a—LH Tast (BF) | THEIZRENFHZIBELPHYET,

YU, BYHET, V5R9—BLVRY REFLNZRY 2 —LIE—OHEERBIZEMICRITRENHY £, ZOR
REBMICTZICE. Ry RADTRTDISRI—DTSAXYRAMN—YTRALY Ty haEALES, IEIEAR
TNRARILH THIFT2HATE. BE$29 7Y MEIRALICTZIENTEET,

1325. 7SAT YA ML=V DRERTFE—K

TSARVRAMNL—=UE, BFE—RICTRIENTEET, LEAEIDE—RIE. ANL—=UFNA 2DWEL
RAM X9 2 & ZIL/ILBET, AML—ITFNAREZRTFE—NIZTRE. FTHLLWIFRMRAMNL—=YFNRA R
IK7OEYazyishndRYES, HVWT, ZORML—=IFNSRICRY) 2—LEFODTRTOF R MELEI N ZE
T TOEIRTRAMDIRTELEINZE, ANL=—UFNS RFBRFE—RICA2ALEDELTY Yy NI VTES
FOICRYET, RAPNL—=—ITFNRNARDBBUL Y SA VIR 2EZIIT, TRAIRADRFE—REF v oEILTEIEN
TEEY, CloudStack ICE > TTFNAI ZADNA VS VICRI N, BFE—RICALEZIKRTLTVWAEATRTOST R b
DEBHAHITINE T,

13.3. tHVF VAL —D

Z ZTld, CloudStack DAY S Y X ML —Y O ERMOFMICDOWTEHAL £F, CloudStack 1—H'—1 v 4 —
TIARAEFRALTEAVI VRN L=V A VR M=LELIVBRTZ2HEICOVWTIR,. T4 YR M—=ILHA REHFL
EHRBLTLEIV,

[EAVHTYZARNL—=TICDWVWT

13.4. Working With Volumes

RY21—LRFREBYVICHTERA M —YEZRHEL, L—bT A RIPBMDT—9 714 20 & LTRIBY D VICRHES
NnZEY, CloudStack RIEEY Y Y ADEBMARY 2 —LEHR—FLTVET,

Volumes are created for a specific hypervisor type. Avolume that has been attached to guest using one hypervisor type
(e.g, XenServer) may not be attached to a guest thatis using another hypervisor type, for example:vSphere, KVM. This is
because the different hypervisors use different disk image formats.

CloudStack defines a volume as a unit of storage available to a guest VM. Volumes are either root disks or data disks.
The rootdisk has "/"in the file system and is usually the boot device. Data disks provide for additional storage, for
example: "/opt" or "D:". Every guest VM has a root disk, and VMs can also optionally have a data disk. End users can
mount multiple data disks to guest VMs. Users choose data disks from the disk offerings created by administrators. The
user can create a template from a volume as well; this is the standard procedure for private template creation. Volumes
are hypervisor-specific: a volume from one hypervisor type may not be used on a guest of another hypervisor type.

_

CloudStack supports attaching up to 13 data disks to a VM on XenServer hypervisor versions 6.0 and above. For
the VMs on other hypervisor types, the data disk limitis 6.

13415 LWRY 2 — LADER

ZAML—YBBOLRET, WOTESAMREBY I VLT =974 RVKRY 2 —L%EBMTEEXY, CloudStack BEEE
EA—HF—DOEAN, REXIVAVRYIVRICRY 2 —L%BMTEEY., HLWRY 1 —LEERTEEIVT 4T 4
& LT CloudStack ICRE#AS N ETHA, RY1—LETHIVFTIETIE. REORAML I )Y —REYPEI ML —TITF
NARICEYETOhEREA, CORBLEICLY, RIDOTIvFITObhdEE, RYa1—L%ERTZISRAMIREE
WIBARICAR ) 2 — AP EFINE T,

13.4.1.1. Using Local Storage for Data Volumes

You can create data volumes on local storage (supported with XenServer, KVM, and VMware). The data volume is placed
on the same host as the VMinstance thatis attached to the data volume. These local data volumes can be attached to
virtual machines, detached, re-attached, and deleted just as with the other types of data volume.



Local storage is ideal for scenarios where persistence of data volumes and HAis not required. Some of the benefits
include reduced disk I/O latency and cost reduction from using inexpensive local disks.

In order for local volumes to be used, the feature must be enabled for the zone.

You can create a data disk offering for local storage. When a user creates a new VM, they can select this disk offering in
order to cause the data disk volume to be placed in local storage.

You can not migrate a VM that has a volume in local storage to a different host, nor migrate the volume itself awayto a
different host. If you want to put a hostinto maintenance mode, you must first stop any VMs with local data volumes on
that host.

13.4.1.2. To Create a New Volume

L A—H—% L IEEEE L LT CloudStack 1—H—4( Y9 —J x4 2A5074 Y LET,
. EfloFES—> 3 /N—T[Storage]= 2 ) v I LE T,
. [Selectview] R Y ¥ RD—ETVolumes]%EIRL £7,
D LWRY 2 —A%ERT BICIEAD Volume] & 2 U v & L TROFMIEREAHDL. [OKEI Vv I LET,
Name: % TROWSNBLIIC. RY 2a—AI—BORABEFITET,
Availability Zone: 2 h L —Y DIFFITY, R 2 —LEFERATRRETY VICEWGICT 2RENHY T,
Disk Offering: A b L — O¥FEERIRL £ 7,
FLOWRY 2—LHARY 2 —L—BICRTIN, YL TEAOREICRY FT, R 2—ALF—4Id CloudStack
IS NFE LD, ERICIIERTEMRITETVEEA,
5 RYa—L%FRTBICE. TRY2—LDT7YYF| ICERFET,

A W N P

13.4.2. Uploading an Existing Volume to a Virtual Machine

Existing data can be made accessible to a virtual machine. This is called uploading a volume to the VM. For example, this
is useful to upload data from a local file system and attach itto a VM. Root administrators, domain administrators, and
end users can all upload existing volumes to VMs.

The upload is performed using HTTP. The uploaded volume is placed in the zone's secondary storage

You cannot upload a volume if the preconfigured volume limit has already been reached. The default limit for the cloud is
setin the global configuration parameter max.accountvolumes, butadministrators can also set per-domain limits that
are different from the global default. See Setting Usage Limits

To upload a volume:
1. (Optional) Create an MD5 hash (checksum) of the disk image file that you are going to upload. After uploading the
data disk, CloudStack will use this value to verify that no data corruption has occurred.
. Log in to the CloudStack Ul as an administrator or user
. EfOFES—> 3 v /X—T[Storage]& V) v I LET,
. Click Upload Volume.
. RDBEREEELET,

Name and Description. Any desired name and a brief description that can be shown in the Ul.

a b~ W N

Availability Zone. Choose the zone where you want to store the volume. VMs running on hosts in this zone can
attach the volume.

Format. Choose one of the following to indicate the disk image format of the volume.

IN IN— N, P — Disk Image Format

XenServer VHD
VMware OVA
KVM QCOow2

URL. The secure HTTP or HTTPS URL that CloudStack can use to access your disk. The type of file at the URL
must match the value chosen in Format. For example, if Formatis VHD, the URL might look like the following:

http://yourFileServerlP/userdata/myDataDisk.vhd
MD5 checksum. (Optional) Use the hash that you created in step 1.

6. Wait until the status of the volume shows that the upload is complete. Click Instances - Volumes, find the name
you specified in step ???, and make sure the status is Uploaded.
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6. [Instances]. 1 Y X% > R4, [View Volumes]DIEICV Vv 0§25 &, R a—LETEH Yy FEADEDI DDLY
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13.4.4. betaching and iMoving volumes

_
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3. Click the name of the volume you want to detach, then click the Detach Disk button. &
4. To move the volume to another VM, follow the steps in R 2 —ALDT7 5 v F]| .

13.4.5. VM Storage Migration
Supported in XenServer, KVM, and VMware.

_

This procedure is different from moving disk volumes from one VMto another. See Detaching and Moving
Volumes [Detaching and Moving Volumes | .

You can migrate a virtual machine’s root disk volume or any additional data disk volume from one storage pool to another
in the same zone.

You can use the storage migration feature to achieve some commonly desired administration goals, such as balancing
the load on storage pools and increasing the reliability of virtual machines by moving them away from any storage pool
thatis experiencing issues.
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CloudStack provides the ability to resize data disks; CloudStack controls volume size by using disk offerings. This
provides CloudStack administrators with the flexibility to choose how much space they want to make available to the end
users. Volumes within the disk offerings with the same storage tag can be resized. For example, if you only want to offer
10, 50, and 100 GB offerings, the allowed resize should stay within those limits. Thatimplies if you define a 10 GB, a 50
GB and a 100 GB disk offerings, a user can upgrade from 10 GB to 50 GB, or 50 GB to 100 GB. If you create a custom-
sized disk offering, then you have the option to resize the volume by specifying a new, larger size.

Additionally, using the resizeVolume API, a data volume can be moved from a static disk offering to a custom disk offering
with the size specified. This functionality allows those who might be billing by certain volume sizes or disk offerings to
stick to that model, while providing the flexibility to migrate to whatever custom size necessary.

This feature is supported on KVM, XenServer, and VMware hosts. However, shrinking volumes is not supported on
VMware hosts.



Before you try to resize a volume, consider the following:

The WMs associated with the volume are stopped.
The data disks associated with the volume are removed.

When a volume is shrunk, the disk associated with itis simply truncated, and doing so would putits content at risk of
data loss. Therefore, resize any partitions or file systems before you shrink a data disk so that all the data is moved off
from that disk.

To resize a volume:

1. 2—H—% L IEBEEH E LT CloudStack 2—H—4( 4 —7 x4 2060714V LET,
2. o+ ES —> 3 v /N\—T[Storage]E= 7 ) v 7 LE T,
3. [Selectview] R v 7 ZD—E T[Volumes]&:&IRL £ 7,

4. Selectthe volume name in the Volumes list, then click the Resize Volume button i

5. In the Resize Volume pop-up, choose desired characteristics for the storage.

E Resize Volume

New Offering: | Small Disk, 5 GB [~
Small Disk, 5 GB
Medium Disk, 20 GB
Large Disk, 100 GB

Custom Disk

Shrink OK:

Cancel

a. If you select Custom Disk, specify a custom size.
b. Click Shrink OK to confirm that you are reducing the size of a volume.

This parameter protects againstinadvertent shrinking of a disk, which might lead to the risk of data loss.
You must sign off that you know what you are doing.

6. [OKZ2Uv o LET,
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13.5.1. Snapshot Job Throttling

When a snapshot of a virtual machine is requested, the snapshot job runs on the same hostwhere the VMis running or,
in the case of a stopped VM, the host where itran last. If many snapshots are requested for VMs on a single host, this can
lead to problems with too many snapshot jobs overwhelming the resources of the host.

To address this situation, the cloud's root administrator can throttle how many snapshot jobs are executed



simultaneously on the hosts in the cloud by using the global configuration setting
concurrent.snapshots.threshold.perhost. By using this setting, the administrator can better ensure that snapshot jobs do
nottime out and hypervisor hosts do not experience performance issues due to hosts being overloaded with too many
snapshotrequests.

Set concurrent.snapshots.threshold.perhost to a value that represents a best guess about how many snapshotjobs the
hypervisor hosts can execute at one time, given the current resources of the hosts and the number of VMs running on the
hosts. If a given host has more snapshot requests, the additional requests are placed in a waiting queue. No new
snapshot jobs will start until the number of currently executing snapshot jobs falls below the configured limit.

The admin can also setjob.expire.minutes to place a maximum on how long a snapshot request will wait in the queue. If
this limitis reached, the snapshot request fails and returns an error message.
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14.2. Setting Usage Limits

CloudStack provides several administrator control points for capping resource usage by users. Some of these limits are
global configuration parameters. Others are applied atthe ROOT domain and may be overridden on a per-account basis.

Aggregate limits may be set on a per-domain basis. For example, you may limita domain and all subdomains to the
creation of 100 VMs.

This section covers the following topics:

14.3. Globally Configured Limits

In a zone, the guest virtual network has a 24 bit CIDR by default. This limits the guest virtual network to 254 running
instances. It can be adjusted as needed, but this must be done before anyinstances are created in the zone. For
example, 10.1.1.0/22 would provide for ~1000 addresses.

The following table lists limits setin the Global Configuration:

Parameter Name Definition

max.account.public.ips Number of public IP addresses that can be owned by an
account

max.account.snapshots Number of snapshots that can exist for an account

max.account.templates Number of templates that can exist for an account

max.account.user.vms Number of virtual machine instances that can exist for an
account

max.account.volumes Number of disk volumes that can exist for an account

max.template.iso.size Maximum size for a downloaded template or ISO in GB

max.volume.size.gb Maximum size for a volume in GB

network.throttling.rate Default data transfer rate in megabits per second allowed
per user (supported on XenServer)

snapshot.max.hourly Maximum recurring hourly snapshots to be retained for a

volume. Ifthe limitis reached, early snapshots from the
start of the hour are deleted so that newer ones can be
saved. This limit does not apply to manual snapshots. If
setto O, recurring hourly snapshots can not be scheduled
snapshot.max.daily Maximum recurring daily snapshots to be retained for a
volume. Ifthe limitis reached, snapshots from the start of
the day are deleted so that newer ones can be saved.
This limitdoes not apply to manual snapshots. If setto 0,
recurring daily snapshots can not be scheduled
snapshot.maxweekly Maximum recurring weekly snapshots to be retained for a
volume. Ifthe limitis reached, snapshots from the
beginning of the week are deleted so that newer ones can
be saved. This limit does not apply to manual snapshots.
If setto O, recurring weekly snapshots can not be
scheduled

snapshot.max.monthly Maximum recurring monthly snapshots to be retained for
a volume. Ifthe limitis reached, snapshots from the
beginning of the month are deleted so that newer ones
can be saved. This limit does not apply to manual
snapshots. If setto 0, recurring monthly snapshots can
not be scheduled.

To modify global configuration parameters, use the global configuration screen in the CloudStack Ul. See Setting Global
Configuration Parameters
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You can limitresource use by accounts. The default limits are set by using global configuration parameters, and they
affect all accounts within a cloud. The relevant parameters are those beginning with max.account, for example:
max.account.snapshots.
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2. EfloFrES—a vy ) —h5 [Accounts] =V U v I LET,

3. Select the account you want to modify. The current limits are displayed. Avalue of -1 shows that there is no limitin
place.

4. Click the Edit button. IEI
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15.20. Persistent Networks

15.20.1. Persistent Network Considerations
15.20.2. Creating a Persistent Guest Network
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Anetwork can carry guest traffic only between VMs within one zone. Virtual machines in different zones cannot
communicate with each other using their IP addresses; they must communicate with each other by routing through a
public IP address.

This figure illustrates a typical guest traffic setup:

Public Traffic (65.37.*.%) Guest Traffic 10.0.0.0/8
Link-Local Network (169.254.* *)

Internet

Account 1 [RTRTETR)
Gateway address Guest 1

65.37.%* 10.1.1.1

65.37.141.24
65.37.141.27 eI 10.1.1.3
Guest 2

NAT
Load Balancing

LIS 10.1.1.4
Guest 3

Account 1 [EON ]
Guest 4

muEm

Guest Traffic Setup

The Management Server automatically creates a virtual router for each network. Avirtual router is a special virtual
machine that runs on the hosts. Each virtual router has three network interfaces. Its ethO interface serves as the gateway
for the guest traffic and has the IP address of 10.1.1.1. Its eth1l interface is used by the system to configure the virtual
router. Its eth2 interface is assigned a public IP address for public traffic.

The virtual router provides DHCP and will automatically assign an IP address for each guest VM within the IP range
assigned for the network. The user can manually reconfigure guest VMs to assume different IP addresses.

Source NAT is automatically configured in the virtual router to forward outbound traffic for all guest VMs



15.2. Networking in a Pod

The figure below illustrates network setup within a single pod. The hosts are connected to a pod-level switch. Ata
minimum, the hosts should have one physical uplink to each switch. Bonded NICs are supported as well. The pod-level
switch is a pair of redundant gigabit switches with 10 G uplinks.

Public Traffic (65.37.%.%) Manage ment Traffic (192.168.% *)

Pod-Level Switch (layer-2 switch)

65.37.%.*

Metwork Setup within a Single Pod — Logical View

Servers are connected as follows:

+ Storage devices are connected to only the network that carries management traffic.
» Hosts are connected to networks for both management traffic and public traffic.
» Hosts are also connected to one or more networks carrying guest traffic.

We recommend the use of multiple physical Ethernet cards to implement each network interface as well as redundant
switch fabric in order to maximize throughput and improve reliability.

15.3. Networking in a Zone

The following figure illustrates the network setup within a single zone.

Iinternet

Layer-3 switch w/ firewall
modules

Layer-2 switch

Hosts.
Management
Server farm with
MysaL
Primary
storage

servers

Secondarv storage servers Pod 1 Pod 2



Afirewall for management traffic operates in the NAT mode. The network typically is assigned IP addresses in the
192.168.0.0/16 Class B private address space. Each pod is assigned IP addresses in the 192.168.*.0/24 Class C private
address space.

Each zone has its own set of public IP addresses. Public IP addresses from different zones do not overlap.

154 2KV —VOMEBRY NT— I EK

EXRXY NT7—0DBEE. MEBEXY NT—VOBRIETBETY, BRTIVEN HZDIE. YA MREYY VHER
TENSTAVIELEETBODIDDTRAMRY b7 —27213TT, CloudStackic#HlH TV —r &BIMNT % & T,
Add Zone DEEMN ST A MRy NT7—0 %y NPy TLET,

15.5. Advanced Zone Physical Network Configuration

Within a zone that uses advanced networking, you need to tell the Management Server how the physical network is set up
to carry different kinds of traffic in isolation.
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& Add guest network

Please confirm that you would like to add a guest network

" Mame:

* Display Text:
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Guest Gateway:

Guest Metmask:

Cancel 0K
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15.6. Using Multiple Guest Networks

In zones that use advanced networking, additional networks for guest traffic may be added at any time after the initial
installation. You can also customize the domain name associated with the network by specifying a DNS suffix for each
network.

AVM's networks are defined at VM creation time. AVM cannot add or remove networks after it has been created, although
the user can go into the guest and remove the IP address from the NIC on a particular network.

Each VM has just one default network. The virtual router's DHCP reply will set the guest's default gateway as that for the
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The administrator can control which networks are available as the default network.

Additional networks can either be available to all accounts or be assigned to a specific account. Networks that are
available to all accounts are zone-wide. Any user with access to the zone can create a VM with access to that network.
These zone-wide networks provide little or no isolation between guests.Networks that are assigned to a specific account
provide strong isolation.
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If you are changing from a network offering that uses the CloudStack virtual router to one that uses external devices as
network service providers, you mustfirst stop all the VMs on the network. See [{R7E~ > > DIZ1E & #2E) | .

ERDFES—2 3 rh 5 [Network] 28R L £ 9,
Click the name of the network you want to modify.

In the Details tab, click Edit. IE

[Network Offering] Ry 7 ZAD—BETH LWRY NT—94 77 )V T&RBIRL T, [Aophiz 2 Vv I LZET,
Apromptis displayed asking whether you want to keep the existing CIDR. This is to let you know that if you change the
network offering, the CIDR will be affected. Choose No to proceed with the change.

Wait for the update to complete. Don’t try to restart VMs until the network change is complete.
If you stopped any VMs, restart them.
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Security groups provide a way to isolate traffic to VMs. A security group is a group of VMs that filter their incoming and
outgoing traffic according to a set of rules, called ingress and egress rules. These rules filter network traffic according to
the IP address thatis attempting to communicate with the VM. Security groups are particularly useful in zones that use
basic networking, because there is a single guest network for all guest VMs. In advanced zones, security groups are
supported only on the KVM hypervisor.
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15.7.3. Security Groups in Advanced Zones (KVM Only)

CloudStack provides the ability to use security groups to provide isolation between guests on a single shared, zone-wide
network in an advanced zone where KVM s the hypervisor. Using security groups in advanced zones rather than multiple
VLANSs allows a greater range of options for setting up guestisolation in a cloud.

Limitations

The following are not supported for this feature:

Two IP ranges with the same VLAN and different gateway or netmask in security group-enabled shared network.
Two IP ranges with the same VLAN and different gateway or netmask in account-specific shared networks.
Multiple VLAN ranges in security group-enabled shared network.

Multiple VLAN ranges in account-specific shared networks.

Security groups must be enabled in the zone in order for this feature to be used.

15.7.4. Enabling Security Groups

In order for security groups to function in a zone, the security groups feature mustfirst be enabled for the zone. The
administrator can do this when creating a new zone, by selecting a network offering thatincludes security groups. The
procedure is described in Basic Zone Configuration in the Advanced Installation Guide. The administrator can not enable
security groups for an existing zone, only when creating a new zone.

15.7.5. Adding Ingress and Egress Rules to a Security Group

CEEEL LRIV F2—H#—& LT CloudStack Ul IOV A Y LET,
. EROFESY = 3 N—T[Network]E 2 Y v I LE T,
. In Select view, choose Security Groups, then click the security group you want.
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. To add an ingress rule, click the Ingress Rules tab and fill out the following fields to specify what network traffic is
allowed into VM instances in this security group. If no ingress rules are specified, then no traffic will be allowed in,
except for responses to any traffic that has been allowed out through an egress rule.

Add by CIDR/Account. Indicate whether the source of the traffic will be defined by IP address (CIDR) or an
existing security group in a CloudStack account (Account). Choose Account if you want to allow incoming traffic
from all VMs in another security group

Protocol. The networking protocol that sources will use to send traffic to the security group. TCP and UDP are
typically used for data exchange and end-user communications. ICMP is typically used to send error
messages or network monitoring data.

Start Port, End Port. (TCP, UDP only) Arange of listening ports that are the destination for the incoming traffic.
If you are opening a single port, use the same number in both fields.

ICMP Type, ICMP Code. (ICMP only) The type of message and error code that will be accepted.

CIDR. (Add by CIDR only) To accept only traffic from IP addresses within a particular address block, enter a
CIDR or a comma-separated list of CIDRs. The CIDR is the base IP address of the incoming traffic. For
example, 192.168.0.0/22. To allow all CIDRs, setto 0.0.0.0/0.

Account, Security Group. (Add by Account only) To accept only traffic from another security group, enter the
CloudStack account and name of a security group that has already been defined in that account. To allow
traffic between VMs within the security group you are editing now, enter the same name you used in step 7.

The following example allows inbound HTTP access from anywhere:

Details Ingress Rules
Add by:
@ ciDR @ Account
Protocol Start Port End Port CIDR Add
TCP [+] 30 80 0.0.0.0/0 [ Ada |

5. To add an egress rule, click the Egress Rules tab and fill out the following fields to specify what type of traffic is
allowed to be sent out of VM instances in this security group. If no egress rules are specified, then all traffic will be
allowed out. Once egress rules are specified, the following types of traffic are allowed out: traffic specified in
egress rules; queries to DNS and DHCP servers; and responses to any traffic that has been allowed in through
an ingress rule

Add by CIDR/Account. Indicate whether the destination of the traffic will be defined by IP address (CIDR) or an
existing security group in a CloudStack account (Account). Choose Account if you want to allow outgoing traffic
to all VMs in another security group.

Protocol. The networking protocol that VMs will use to send outgoing traffic. TCP and UDP are typically used
for data exchange and end-user communications. ICMP is typically used to send error messages or network



monitoring data.

Start Port, End Port. (TCP, UDP only) Arange of listening ports that are the destination for the outgoing traffic.
If you are opening a single port, use the same number in both fields.

ICMP Type, ICMP Code. (ICMP only) The type of message and error code that will be sent

CIDR. (Add by CIDR only) To send traffic only to IP addresses within a particular address block, enter a CIDR or
a comma-separated list of CIDRs. The CIDR is the base IP address of the destination. For example,
192.168.0.0/22. To allow all CIDRs, setto 0.0.0.0/0.

Account, Security Group. (Add by Account only) To allow traffic to be sentto another security group, enter the
CloudStack account and name of a security group that has already been defined in that account. To allow
traffic between VMs within the security group you are editing now, enter its name.
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15.8. External Firewalls and Load Balancers

CloudStack is capable of replacing its Virtual Router with an external Juniper SRX device and an optional external
NetScaler or F5 load balancer for gateway and load balancing services. In this case, the VMs use the SRX as their
gateway.

15.8.1. About Using a NetScaler Load Balancer

Citrix NetScaler is supported as an external network element for load balancing in zones that use advanced networking
(also called advanced zones). Set up an external load balancer when you want to provide load balancing through means
other than CloudStack’s provided virtual router.

The NetScaler can be setup in direct (outside the firewall) mode. It must be added before anyload balancing rules are
deployed on guest VMs in the zone.

The functional behavior of the NetScaler with CloudStack is the same as described in the CloudStack documentation for
using an F5 external load balancer. The only exception is that the F5 supports routing domains, and NetScaler does not.
NetScaler can not yet be used as a firewall.

The Citrix NetScaler comes in three varieties. The following table summarizes how these variants are treated in
CloudStack.

NetScaler ADC Type Description of Capabilities CloudStack Supported Features
MPX Physical appliance. Capable ofdeep | In advanced zones, load balancer
packetinspection. Can act as functionality fully supported without
application firewall and load balancer | limitation. In basic zones, static NAT,
elastic IP (EIP), and elastic load
balancing (ELB) are also provided
VPX Virtual appliance. Can run as VM on Supported only on ESXi. Same
XenServer, ESXi, and Hyper-V functional support as for MPX.
hypervisors. Same functionality as CloudStack will treat VPX and MPX as
MPX the same device type
SDX Physical appliance. Can create CloudsStack will dynamically provision,

multiple fullyisolated VPX instances
on a single appliance to support
multi-tenant usage

configure, and manage the lifecycle of
VPXinstances on the SDX.
Provisioned instances are added into
CloudStack automatically— no
manual configuration by the
administrator is required. Once a VPX
instance is added into CloudStack, it
is treated the same as a VPXon an
ESXi host.

15.8.2. Configuring SNMP Community String on a RHEL Server

The SNMP Community string is similar to a user id or password that provides access to a network device, such as router.
This string is sent along with all SNMP requests. If the community string is correct, the device responds with the
requested information. If the community string is incorrect, the device discards the request and does notrespond.

The NetScaler device uses SNMP to communicate with the VMs. You mustinstall SNMP and configure SNMP Community
string for a secure communication between the NetScaler device and the RHEL machine.

1. Ensure that you installed SNMP on RedHat. If not, run the following command:

yum install net-snmp-utils

2. Editthe /etc/snmp/snmpd.conffile to allow the SNMP polling from the NetScaler device.

a. Map the community name into a security name (local and mynetwork, depending on where the requestis
coming from):

Use a strong password instead of public when you edit the following table.

# sec.name source community
com2sec local localhost public
com2sec mynetwork 0.0.0.0 public

| r——
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Setting to 0.0.0.0 allows all IPs to poll the NetScaler server.

b. Map the security names into group names:

# group.name sec.model sec.name
group MyRWGroup vl local
group MyRWGroup v2c local
group MyROGroup vl mynetwork
group MyROGroup v2c mynetwork

c. Create a view to allow the groups to have the permission to:

incl/excl subtree mask view all included .1

d. Grantaccess with different write permissions to the two groups to the view you created.

# context sec.model sec.level prefix read write notif
access MyROGroup "" any noauth exact all none none
access MyRWGroup "" any noauth exact all all all

3. Unblock SNMP in iptables.

iptables -A INPUT -p udp --dport 161 -j ACCEPT

4. Startthe SNMP service:

service snmpd start

5. Ensure thatthe SNMP service is started automatically during the system startup:

chkconfig snmpd on
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When the first VMis created for a new account, CloudStack programs the external firewall and load balancer to work with
the VM. The following objects are created on the firewall:

Anew logical interface to connect to the account's private VLAN. The interface IP is always the first IP of the account's
private subnet (e.g. 10.1.1.1).

Asource NAT rule that forwards all outgoing traffic from the account's private VLAN to the public Internet, using the
account's public IP address as the source address

Afirewall filter counter that measures the number of bytes of outgoing traffic for the account
The following objects are created on the load balancer:

Anew VLAN that matches the account's provisioned Zone VLAN
Aself IP for the VLAN. This is always the second IP of the account's private subnet (e.g. 10.1.1.2).

15.8.4. Ongoing Configuration of External Firewalls and Load Balancers

Additional user actions (e.g. setting a port forward) will cause further programming of the firewall and load balancer. A
user may request additional public IP addresses and forward traffic received at these IPs to specific VMs. This is
accomplished by enabling static NAT for a public IP address, assigning the IP to a VM, and specifying a set of protocols
and port ranges to open. When a static NAT rule is created, CloudStack programs the zone's external firewall with the
following objects:

A static NAT rule that maps the public IP address to the private IP address of a VM.
Asecurity policy that allows traffic within the set of protocols and port ranges that are specified.
Afirewall filter counter that measures the number of bytes of incoming traffic to the public IP.

The number of incoming and outgoing bytes through source NAT, static NAT, and load balancing rules is measured and
saved on each external element. This data is collected on a regular basis and stored in the CloudStack database.

15.8.5. Configuring AutoScale

AutoScaling allows you to scale your back-end services or application VMs up or down seamlessly and automatically
according to the conditions you define. With AutoScaling enabled, you can ensure that the number of VMs you are using
seamlessly scale up when demand increases, and automatically decreases when demand subsides. Using
AutoScaling, you can automatically shut down instances you don't need, or launch new instances, depending on
demand.

NetScaler AutoScaling is designed to seamlesslylaunch or terminate VMs based on user-defined conditions. Conditions
for triggering a scaleup or scaledown action can vary from a simple use case like monitoring the CPU usage of a server
to a complexuse case of monitoring a combination of server's responsiveness and its CPU usage. For example, you can
configure AutoScaling to launch an additional VM whenever CPU usage exceeds 80 percent for 15 minutes, or to remove
a VMwhenever CPU usage is less than 20 percent for 30 minutes.

CloudStack uses the NetScaler load balancer to monitor all aspects of a system's health and work in unison with
CloudStack to initiate scale-up or scale-down actions.

AutoScale is supported on NetScaler Release 10 Build 73.e and beyond.
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Before you configure an AutoScale rule, consider the following:

Ensure that the necessary template is prepared before configuring AutoScale. When a VMis deployed by using a
template and when it comes up, the application should be up and running.

If the application is not running, the NetScaler device considers the VM as ineffective and continues
provisioning the VMs unconditionally until the resource limitis exhausted.

Deploy the templates you prepared. Ensure that the applications come up on the first boot and is ready to take the
traffic. Observe the time requires to deploy the template. Consider this time when you specify the quiet time while
configuring AutoScale.

The AutoScale feature supports the SNMP counters that can be used to define conditions for taking scale up or scale
down actions. To monitor the SNMP-based counter, ensure thatthe SNMP agent is installed in the template used for
creating the AutoScale VMs, and the SNMP operations work with the configured SNMP community and port by using
standard SNMP managers. For example, see [Configuring SNMP Community String on a RHEL Server] to
configure SNMP on a RHEL machine.

Ensure that the endpointe.url parameter presentin the Global Settings is set to the Management Server API URL. For
example, http:/10.102.102.22:8080/client/api. In a multi-node Management Server deployment, use the virtual IP
address configured in the load balancer for the management server’s cluster. Additionally, ensure that the NetScaler
device has access to this IP address to provide AutoScale support.

If you update the endpointe.url, disable the AutoScale functionality of the load balancer rules in the system, then
enable them back to reflect the changes. For more information see Updating an AutoScale Configuration
If the APl Key and Secret Key are regenerated for an AutoScale user, ensure that the AutoScale functionality of the load

balancers that the user participates in are disabled and then enabled to reflect the configuration changes in the
NetScaler.

In an advanced Zone, ensure that at least one VM should be present before configuring a load balancer rule with
AutoScale. Having one VMin the network ensures that the network is in implemented state for configuring AutoScale.

Configuration

DFoERE=EELEY.

AutoScale Configuration Wizard

) 1
Template: | RHEL62 E
Compute offering: | Small Instance
* Min Instances: |1 * Max Instances: |4
Scale Up Policy
* Duration(in sec): (60

Counter Operator Threshold Add

Linux User CPU - percentage || greater-than [ oo ]

Response Time - microseconds. greater-than 1000 ®

Scale Down Palicy

* Duration(in sec): 60

Counter

Operator

Threshoid

Cancel Apply

Template: Atemplate consists of a base OS image and application. Atemplate is used to provision the new instance
of an application on a scaleup action. When a VMis deployed from a template, the VM can start taking the traffic from
the load balancer without any admin intervention. For example, if the VMis deployed for a Web service, it should have
the Web server running, the database connected, and so on.

Compute offering: A predefined set of virtual hardware attributes, including CPU speed, number of CPUs, and RAM
size, that the user can select when creating a new virtual machine instance. Choose one of the compute offerings to
be used while provisioning a VMinstance as part of scaleup action.

Min Instance: The minimum number of active VM instances thatis assigned to a load balancing rule. The active VM
instances are the application instances that are up and serving the traffic, and are being load balanced. This
parameter ensures that a load balancing rule has atleast the configured number of active VM instances are available
to serve the traffic.

If an application, such as SAP, running on a VMinstance is down for some reason, the VM s then not counted
as part of Min Instance parameter, and the AutoScale feature initiates a scaleup action if the number of active



VWMinstances is below the configured value. Similarly, when an application instance comes up from its earlier
down state, this application instance is counted as part of the active instance count and the AutoScale process
initiates a scaledown action when the active instance count breaches the Maxinstance value.

Max Instance: Maximum number of active VM instances that should be assigned to a load balancing rule. This
parameter defines the upper limit of active VM instances that can be assigned to a load balancing rule.
Specifying a large value for the maximum instance parameter might resultin provisioning large number of VM
instances, which in turn leads to a single load balancing rule exhausting the VM instances limit specified at the
account or domain level.

If an application, such as SAP, running on a VMinstance is down for some reason, the VMis not counted as
part of Max Instance parameter. So there may be scenarios where the number of VMs provisioned for a
scaleup action might be more than the configured Max Instance value. Once the application instances in the
VWMs are up from an earlier down state, the AutoScale feature starts aligning to the configured Max Instance
value.

Specify the following scale-up and scale-down policies:

Duration: The duration, in seconds, for which the conditions you specify must be true to trigger a scaleup action. The
conditions defined should hold true for the entire duration you specify for an AutoScale action to be invoked.

Counter: The performance counters expose the state of the monitored instances. By default, CloudStack offers four
performance counters: Three SNMP counters and one NetScaler counter. The SNMP counters are Linux User CPU,
Linux System CPU, and Linux CPU Idle. The NetScaler counter is ResponseTime. The root administrator can add
additional counters into CloudStack by using the CloudStack API.

Operator: The following five relational operators are supported in AutoScale feature: Greater than, Less than, Less
than or equal to, Greater than or equal to, and Equal to.

Threshold: Threshold value to be used for the counter. Once the counter defined above breaches the threshold value,
the AutoScale feature initiates a scaleup or scaledown action.

Add: Click Add to add the condition.
Additionally, if you want to configure the advanced settings, click Show advanced settings, and specify the following:

Polling interval: Frequency in which the conditions, combination of counter, operator and threshold, are to be
evaluated before taking a scale up or down action. The default polling interval is 30 seconds.

Quiet Time: This is the cool down period after an AutoScale action is initiated. The time includes the time taken to
complete provisioning a VM instance from its template and the time taken by an application to be ready to serve traffic.
This quiettime allows the fleetto come up to a stable state before any action can take place. The defaultis 300
seconds.

Destroy VM Grace Period: The duration in seconds, after a scaledown action is initiated, to wait before the VMis
destroyed as part of scaledown action. This is to ensure graceful close of any pending sessions or transactions
being served by the VM marked for destroy. The defaultis 120 seconds.

Security Groups: Security groups provide a way to isolate traffic to the VM instances. A security group is a group of
VWMs that filter their incoming and outgoing traffic according to a set of rules, called ingress and egress rules. These
rules filter network traffic according to the IP address thatis attempting to communicate with the VM.

Disk Offerings: A predefined set of disk size for primary data storage.

SNMP Community: The SNMP community string to be used by the NetScaler device to query the configured counter
value from the provisioned VM instances. Defaultis public.

SNMP Port: The port number on which the SNMP agent that run on the provisioned VMVs is listening. Default port is
161.

User: This is the user that the NetScaler device use to invoke scaleup and scaledown API calls to the cloud. If no
option is specified, the user who configures AutoScaling is applied. Specify another user name to override.

Apply: Click Apply to create the AutoScale configuration.

Disabling and Enabling an AutoScale Configuration

If you want to perform any maintenance operation on the AutoScale VM instances, disable the AutoScale configuration.
When the AutoScale configuration is disabled, no scaleup or scaledown action is performed. You can use this downtime

for the maintenance activities. To disable the AutoScale configuration, click the Disable AutoScale E button.

The button toggles between enable and disable, depending on whether AutoScale is currently enabled or not. After the
maintenance operations are done, you can enable the AutoScale configuration back. To enable, open the AutoScale

i

configuration page again, then click the Enable AutoScale " =="_ button.

Updating an AutoScale Configuration

You can update the various parameters and add or delete the conditions in a scaleup or scaledown rule. Before you
update an AutoScale configuration, ensure that you disable the AutoScale load balancer rule by clicking the Disable
AutoScale button.

After you modify the required AutoScale parameters, click Apply. To apply the new AutoScale policies, open the AutoScale
configuration page again, then click the Enable AutoScale button.

Runtime Considerations

An administrator should notassign a VM to a load balancing rule which is configured for AutoScale.



Before a VM provisioning is completed if NetScaler is shutdown or restarted, the provisioned VM cannot be a part of
the load balancing rule though the intent was to assign it to a load balancing rule. To workaround, rename the
AutoScale provisioned VMs based on the rule name or ID so at any point of time the VMs can be reconciled to its load
balancing rule.

Making API calls outside the context of AutoScale, such as destroyVM, on an autoscaled VM leaves the load balancing
configuration in an inconsistent state. Though VMis destroyed from the load balancer rule, NetScaler continues to
show the VM as a service assigned to a rule.
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15.9.2. Sticky Session Policies for Load Balancer Rules

Sticky sessions are used in Web-based applications to ensure continued availability of information across the multiple
requests in a user's session. For example, if a shopper is filling a cart, you need to remember what has been purchased
so far. The concept of "stickiness" is also referred to as persistence or maintaining state.

Any load balancer rule defined in CloudStack can have a stickiness policy. The policy consists of a name, stickiness
method, and parameters. The parameters are name-value pairs or flags, which are defined by the load balancer vendor.
The stickiness method could be load balancer-generated cookie, application-generated cookie, or source-based. In the
source-based method, the source IP address is used to identify the user and locate the user’s stored data. In the other
methods, cookies are used. The cookie generated by the load balancer or application is included in request and
response URLs to create persistence. The cookie name can be specified by the administrator or automatically
generated. A variety of options are provided to control the exact behavior of cookies, such as how they are generated and
whether they are cached.

For the most up to date list of available stickiness methods, see the CloudStack Ul or call listNetworks and check the
SupportedStickinessMethods capability.

15.10. Guest IP Ranges

The IP ranges for guest network traffic are set on a per-account basis by the user. This allows the users to configure their
network in a fashion that will enable VPN linking between their guest network and their clients.
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When the lastrule for an IP address is removed, you can release that IP address. The IP address still belongs to the
VPC; however, it can be picked up for any guest network again.
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. Click the Release IP button. i
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15.13. #2 9 NAT

Astatic NAT rule maps a public IP address to the private IP address of a VM in order to allow Internet traffic into the VM.
The public IP address always remains the same, which is whyitis called “static” NAT. This section tells how to enable or
disable static NAT for a particular IP address.
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. Click the Static NAT "B=4_| hutton.

The button toggles between Enable and Disable, depending on whether static NAT is currently enabled for the IP
address.

o

7. Ifyou are enabling static NAT, a dialog appears where you can choose the destination VM and click Apply.

15.14. IP Forwarding and Firewalling

By default, all incoming traffic to the public IP address is rejected. All outgoing traffic from the guests is also blocked by
default.

To allow outgoing traffic, follow the procedure in [Creating Egress Firewall Rules in an Advanced Zone] .

To allow incoming traffic, users may set up firewall rules and/or port forwarding rules. For example, you can use a firewall
rule to open a range of ports on the public IP address, such as 33 through 44. Then use port forwarding rules to direct
traffic from individual ports within that range to specific ports on user VMs. For example, one port forwarding rule could
route incoming traffic on the public IP's port 33 to port 100 on one user VM private IP. For more information, see [ 7 7
AT794—)VIb—)] and [R— NERzX] |

15.14.1. Creating Egress Firewall Rules in an Advanced Zone

The egress firewall rules are supported only on virtual routers.

The egress traffic originates from a private network to a public network, such as the Internet. By default, the egress traffic
is blocked, so no outgoing traffic is allowed from a guest network to the Internet. However, you can control the egress
traffic in an Advanced zone by creating egress firewall rules. When an egress firewall rule is applied, the traffic specific to
the rule is allowed and the remaining traffic is blocked. When all the firewall rules are removed the default policy, Block, is
applied.

Consider the following scenarios to apply egress firewall rules:

Allow the egress traffic from specified source CIDR. The Source CIDR is part of guest network CIDR.
Allow the egress traffic with destination protocol TCP,UDP,ICMP, or ALL.

Allow the egress traffic with destination protocol and port range. The portrange is specified for TCP, UDP or for ICMP
type and code.

To configure an egress firewall rule:
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. EROFES—> 3 U h 5 [Network] 28R L T
. In Select view, choose Guest networks, then click the Guest network you want.

AW N

. To add an egress rule, click the Egress rules tab and fill out the following fields to specify what type of traffic is
allowed to be sent out of VMinstances in this guest network:

Details Egress rules

CIDR Protocol Start Port End Port

Tor =]

uDF
IcmP
10.1.1.024 Al 2 2

L H‘ z

CIDR: (Add by CIDR only) To send traffic only to the IP addresses within a particular address block, enter a
CIDR or a comma-separated list of CIDRs. The CIDR is the base IP address of the destination. For example,
192.168.0.0/22. To allow all CIDRs, setto 0.0.0.0/0.
Protocol: The networking protocol that VMs uses to send outgoing traffic. The TCP and UDP protocols are
typically used for data exchange and end-user communications. The ICMP protocol is typically used to send
error messages or network monitoring data.
Start Port, End Port: (TCP, UDP only) Arange of listening ports that are the destination for the outgoing traffic.
If you are opening a single port, use the same number in both fields.
ICMP Type, ICMP Code: (ICMP only) The type of message and error code that are sent.
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15.15. IP Load Balancing

The user may choose to associate the same public IP for multiple guests. CloudStack implements a TCP-level load
balancer with the following policies.

AV =l <
Least connection
Source IP

This is similar to port forwarding but the destination may be multiple IP addresses.

15.16. DNS & DHCP

The Virtual Router provides DNS and DHCP services to the guests. It proxies DNS requests to the DNS server configured
on the Availability Zone.

15.17. VPN
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Site to Site. In this scenario, two private subnets are connected over the public Internet with a secure VPN tunnel. The

cloud user’s subnet (for example, an office network) is connected through a gateway to the network in the cloud. The

address of the user’s gateway must be preconfigured on the VPN server in the cloud. Note that although L2TP-over-

IPsec can be used to set up Site-to-Site VPNs, this is not the primary intent of this feature. For more information, see
I'Setting Up a Site-to-Site VPN Connection ]
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. In the next dialog, enter the source NAT IP from step 1 and give the connection a name. Check Don't connect now.
. In the next dialog, enter the user name and password selected in step 1.
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In Type of VPN, choose L2TP IPsec VPN, then click IPsec settings. Select Use preshared key. Enter the preshared
keyfrom Step 1.
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Enter the user name and password from Step 1.

15.17.3. Using VPN with Mac OS X

First, be sure you've configured the VPN settings in your CloudStack install. This section is only concerned with
connecting via Mac OS Xto your VPN.

Note, these instructions were written on Mac OS X 10.7.5. They may differ slightly in older or newer releases of Mac OS X.

1.
2.
3.

On your Mac, open System Preferences and click Network.
Make sure Send all traffic over VPN connection is not checked.

If your preferences are locked, you'll need to click the lock in the bottom left-hand corner to make any changes and
provide your administrator credentials.

. You will need to create a new network entry. Click the plus icon on the bottom left-hand side and you'll see a

dialog that says "Select the interface and enter a name for the new service.” Select VPN from the Interface drop-
down menu, and "L2TP over IPSec" for the VPN Type. Enter whatever you like within the "Service Name" field.

. You'll now have a new network interface with the name of whatever you putin the "Service Name" field. For the

purposes of this example, we'll assume you've named it "CloudStack." Click on that interface and provide the IP
address of the interface for your VPN under the Server Address field, and the user name for your VPN under
Account Name.

. Click Authentication Settings, and add the user's password under User Authentication and enter the pre-shared

IPSec key in the Shared Secret field under Machine Authentication. Click OK.

. You may also want to click the "Show VPN status in menu bar" but that's entirely optional.
. Now click "Connect" and you will be connected to the CloudStack VPN.

15.17.4. Setting Up a Site-to-Site VPN Connection

A Site-to-Site VPN connection helps you establish a secure connection from an enterprise datacenter to the cloud
infrastructure. This allows users to access the guest VMs by establishing a VPN connection to the virtual router of the
account from a device in the datacenter of the enterprise. Having this facility eliminates the need to establish VPN
connections to individual VMs.

The supported endpoints on the remote datacenters are:

Cisco ISR with 10S 12.4 or later
Juniper J-Series routers with JunOS 9.5 or later

In addition to the specific Cisco and Juniper devices listed above, the expectation is that any Cisco or Juniper
device running on the supported operating systems are able to establish VPN connections.

To set up a Site-to-Site VPN connection, perform the following:

1.

A WOWN

Create a Virtual Private Cloud (VPC).
See [VPC DR .

. Create a VPN Customer Gateway.
. Create a VPN gateway for the VPC that you created.
. Create VPN connection from the VPC VPN gateway to the customer VPN gateway.

—



Appropriate events are generated on the CloudStack Ul when status of a Site-to-Site VPN connection changes
from connected to disconnected, or vice versa. Currently no events are generated when establishing a VPN
connection fails or pending.

15.17.4.1. Creating and Updating a VPN Customer Gateway

AVPN customer gateway can be connected to only one VPN gateway at a time.

To add a VPN Customer Gateway:

. BEEL LRIV Fa—¥—& LT CloudStack Ul IO Y1 v L&,
CEROFES—2 3 vHh S [Network] 2BIRLE T,

. In the Select view, select VPN Customer Gateway.

. Click Add site-to-site VPN.

A WN P

# add VPN Customer Gateway

*Name: | ]

* Gateway: |

* CIDR list:

* |Psec Preshared- |
Key:

IKE Encryption: | 3des

IKE Hash: |md5

IKE DH: |

ESP Encryption: | 3des

ESP Hash: !md5

Bl Bl Bl E] Bl [E]

Perfect Forward
Secrecy.

IKE lifetime (second) (836400

ESP Lifetime 3600 |
(second):

Dead Peer Detection; [

Cancel

ROBEBEWELET,
» Name: Aunique name for the VPN customer gateway you create.
» Gateway: The IP address for the remote gateway.

» CIDRlist: The guest CIDR list of the remote subnets. Enter a CIDR or a comma-separated list of CIDRs.
Ensure that a guest CIDR listis not overlapped with the VPC’s CIDR, or another guest CIDR. The CIDR must
be RFC1918-compliant.

» IPsec Preshared Key: Preshared keying is a method where the endpoints of the VPN share a secret key. This
keyvalue is used to authenticate the customer gateway and the VPC VPN gateway to each other.

The IKE peers (VPN end points) authenticate each other by computing and sending a keyed hash of
data that includes the Preshared key. If the receiving peer is able to create the same hash
independently by using its Preshared key, it knows that both peers must share the same secret, thus
authenticating the customer gateway.



5.

IKE Encryption: The Internet Key Exchange (IKE) policy for phase-1. The supported encryption algorithms are
AES128, AES192, AES256, and 3DES. Authentication is accomplished through the Preshared Keys.

The phase-1 is the first phase in the IKE process. In this initial negotiation phase, the two VPN
endpoints agree on the methods to be used to provide security for the underlying IP traffic. The phase-1
authenticates the two VPN gateways to each other, by confirming that the remote gateway has a
matching Preshared Key.

IKE Hash: The IKE hash for phase-1. The supported hash algorithms are SHA1 and MD5.

IKE DH: A public-key cryptography protocol which allows two parties to establish a shared secret over an
insecure communications channel. The 1536-bit Diffie-Hellman group is used within IKE to establish session
keys. The supported options are None, Group-5 (1536-bit) and Group-2 (1024-bit).

ESP Encryption: Encapsulating Security Payload (ESP) algorithm within phase-2. The supported encryption
algorithms are AES128, AES192, AES256, and 3DES.

The phase-2 is the second phase in the IKE process. The purpose of IKE phase-2 is to negotiate IPSec
security associations (SA) to set up the IPSec tunnel. In phase-2, new keying material is extracted from
the Diffie-Hellman key exchange in phase-1, to provide session keys to use in protecting the VPN data
flow.

ESP Hash: Encapsulating Security Payload (ESP) hash for phase-2. Supported hash algorithms are SHA1 and
MD5.

Perfect Forward Secrecy: Perfect Forward Secrecy (or PFS) is the property that ensures that a session key
derived from a set of long-term public and private keys will not be compromised. This property enforces a new
Diffie-Hellman key exchange. It provides the keying material that has greater key material life and thereby
greater resistance to cryptographic attacks. The available options are None, Group-5 (1536-bit) and Group-2
(1024-bit). The security of the key exchanges increase as the DH groups grow larger, as does the time of the
exchanges.

When PFS is turned on, for every negotiation of a new phase-2 SAthe two gateways must generate a
new set of phase-1 keys. This adds an extra layer of protection that PFS adds, which ensures if the
phase-2 SA's have expired, the keys used for new phase-2 SA's have not been generated from the
current phase-1 keying material.

IKE Lifetime (seconds): The phase-1 lifetime of the security association in seconds. Defaultis 86400
seconds (1 day). Whenever the time expires, a new phase-1 exchange is performed.

ESP Lifetime (seconds): The phase-2 lifetime of the security association in seconds. Defaultis 3600 seconds
(1 hour). Whenever the value is exceeded, a re-key is initiated to provide a new IPsec encryption and
authentication session keys.

Dead Peer Detection: Amethod to detect an unavailable Internet Key Exchange (IKE) peer. Select this option if
you want the virtual router to query the liveliness of its IKE peer atregular intervals. It's recommended to have
the same configuration of DPD on both side of VPN connection.

fTOKl #2Yv o LET,

Updating and Removing a VPN Customer Gateway

You can update a customer gateway either with no VPN connection, or related VPN connection is in error state.
CBEAELLEIY F2—¥—& LT CloudStack Ul i1 Y LET,

EROFES—2 3 H 5 [Network] 2 BIRL E T,

. In the Select view, select VPN Customer Gateway.

A W N P

. Selectthe VPN customer gateway you want to work with.

5. To modify the required parameters, click the Edit VPN Customer Gateway button ]El
6. Toremove the VPN customer gateway, click the Delete VPN Customer Gateway button x ]
7. TOKI #2Y vy LZET,
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8. [Create VPN Connection] =2 Y vV L&,
VPN #EiFD Y1 7OV NRRINET,

E Create VPN Connection
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Y4 M VPN DR—IHARRINET,

7. 2LV NE2—O ROy 7O UHS VPN ERERRLET,
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15.18. About Inter-VLAN Routing

Inter-VLAN Routing is the capability to route network traffic between VLANs. This feature enables you to build Virtual
Private Clouds (VPC), an isolated segment of your cloud, that can hold multi-tier applications. These tiers are deployed
on different VLANs that can communicate with each other. You provision VLANS to the tiers your create, and VMs can be
deployed on different tiers. The VLANs are connected to a virtual router, which facilitates communication between the
VMs. In effect, you can segment VMs by means of VLANs into different networks that can host multi-tier applications, such
as Web, Application, or Database. Such segmentation by means of VLANs logically separate application VMs for higher
security and lower broadcasts, while remaining physically connected to the same device.

This feature is supported on XenServer and VMware hypervisors.
The major advantages are:

The administrator can deploy a set of VLANs and allow users to deploy VMs on these VLANs. Aguest VLAN is
randomly alloted to an account from a pre-specified set of guest VLANs. All the VMs of a certain tier of an account
reside on the guest VLAN allotted to that account.

AVLAN allocated for an account cannot be shared between multiple accounts.

The administrator can allow users create their own VPC and deploy the application. In this scenario, the VMs that
belong to the account are deployed on the VLANs allotted to that account.
Both administrators and users can create multiple VPCs. The guest network NIC is plugged to the VPC virtual router
when the first VM is deployed in a tier.
The administrator can create the following gateways to send to or receive traffic from the VMs:
VPN Gateway: For more information, see [VPC T®D VPN 7'— ko = 1 DYER] .
Public Gateway: The public gateway for a VPC is added to the virtual router when the virtual router is created for
VPC. The public gateway is not exposed to the end users. You are not allowed to listit, nor allowed to create any
static routes.
Private Gateway: For more information, see [VPC ~"D 754 RX— K45 — K~ x4 DB .
Both administrators and users can create various possible destinations-gateway combinations. However, only one
gateway of each type can be used in a deployment.
For example:
VLANSs and Public Gateway: For example, an application is deployed in the cloud, and the Web application VMs
communicate with the Internet.
VLANSs, VPN Gateway, and Public Gateway: For example, an application is deployed in the cloud; the Web
application VMs communicate with the Internet; and the database VMs communicate with the on-premise devices.
The administrator can define Access Control List (ACL) on the virtual router to filter the traffic among the VLANs or
between the Internet and a VLAN. You can define ACL based on CIDR, port range, protocol, type code (if ICMP protocol
is selected) and Ingress/Egress type.

The following figure shows the possible deployment scenarios of a Inter-VLAN setup:

Mutti-tier Application

Management

ciTRIX

To setup a multi-tier Inter-VLAN deployment, see
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15.19.4. Configuring Access Control List

Define Network Access Control List (ACL) on the VPC virtual router to control incoming (ingress) and outgoing (egress)
traffic between the VPC tiers, and the tiers and Internet. By default, all incoming and outgoing traffic to the guest networks
is blocked. To open the ports, you must create a new network ACL. The network ACLs can be created for the tiers only if
the NetworkACL service is supported.

1.
2.
3.

7.
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. Select Network ACLs.

The Network ACLs page is displayed.

. Click Add Network ACLs.

To add an ACL rule, fill in the following fields to specify what kind of network traffic is allowed in this tier.

CIDR: The CIDR acts as the Source CIDR for the Ingress rules, and Destination CIDR for the Egress rules. To

accept traffic only from or to the IP addresses within a particular address block, enter a CIDR or a comma-

separated list of CIDRs. The CIDR is the base IP address of the incoming traffic. For example, 192.168.0.0/22.

To allow all CIDRs, setto 0.0.0.0/0.

Protocol: The networking protocol that sources use to send traffic to the tier. The TCP and UDP protocols are

typically used for data exchange and end-user communications. The ICMP protocol is typically used to send

error messages or network monitoring data.

Start Port, End Port (TCP, UDP only): Arange of listening ports that are the destination for the incoming traffic.

If you are opening a single port, use the same number in both fields.

Select Tier: Select the tier for which you want to add this ACL rule.

ICMP Type, ICMP Code (ICMP only): The type of message and error code that will be sent.

Traffic Type: Select the traffic type you want to apply.
Egress: To add an egress rule, select Egress from the Traffic type drop-down box and click Add. This
specifies what type of traffic is allowed to be sent out of VMinstances in this tier. If no egress rules are
specified, all traffic from the tier is allowed out at the VPC virtual router. Once egress rules are specified,
onlythe traffic specified in egress rules and the responses to any traffic that has been allowed in through
an ingress rule are allowed out. No egress rule is required for the VMs in a tier to communicate with each
other.
Ingress: To add an ingress rule, select Ingress from the Traffic type drop-down box and click Add. This
specifies what network traffic is allowed into the VM instances in this tier. If no ingress rules are specified,
then no traffic will be allowed in, except for responses to any traffic that has been allowed out through an
egress rule.

By default, all incoming and outgoing traffic to the guest networks is blocked. To open the ports, create
a new network ACL.

Click Add. The ACL rule is added.

To view the list of ACL rules you have added, click the desired tier from the Network ACLs page, then select the
Network ACL tab.

Network Details Network ACL IP Addresses



CIDR Frotocol Start Port End Port ICMP Type | ICMP Code | Traffictype Add rule Adtions

TCP E Ingress |z| m
0.0.0.000 TCP 1 65535 Ingress N X
0.0.0.0/0 TcP 1 65535 Egress N X
0.0.0.0/0 P -1 -1 Egress. Ny X
0.0.0.010 ICHP & ] Ingress N X

You can edit the tags assigned to the ACL rules and delete the ACL rules you have created. Click the appropriate
button in the Actions column.
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To restart a VPC, select the VPC, then click the Restart button. _] i



15.20. Persistent Networks

The network that you can provision without having to deploy any VMs on itis called a persistent network. A persistent
network can be part of a VPC or a non-VPC environment.

When you create other types of network, a network is only a database entry until the first VM is created on that network.
When the first VMis created, a VLAN ID is assigned and the network is provisioned. Also, when the last VM is destroyed,
the VLAN ID is released and the network is no longer available. With the addition of persistent network, you will have the
ability to create a network in CloudStack in which physical devices can be deployed without having to run any VMs.
Additionally, you can deploy physical devices on that network.

One of the advantages of having a persistent network is that you can create a VPC with a tier consisting of only physical
devices. For example, you might create a VVPC for a three-tier application, deploy VMs for Web and Application tier, and
use physical machines for the Database tier. Another use case is thatif you are providing services by using physical
hardware, you can define the network as persistent and therefore even if all its VMs are destroyed the services will not be
discontinued.

15.20.1. Persistent Network Considerations

Persistent network is designed for isolated networks.
All default network offerings are non-persistent.

Anetwork offering cannot be editable because changing it affects the behavior of the existing networks that were
created using this network offering.

When you create a guest network, the network offering that you select defines the network persistence. This in turn
depends on whether persistent network is enabled in the selected network offering.

An existing network can be made persistent by changing its network offering to an offering that has the Persistent
option enabled. While setting this property, even if the network has no running VMs, the network is provisioned.

An existing network can be made non-persistent by changing its network offering to an offering that has the Persistent
option disabled. If the network has no running VMs, during the next network garbage collection run the network is shut
down.

When the last VM on a network is destroyed, the network garbage collector checks if the network offering associated
with the network is persistent, and shuts down the network only ifitis non-persistent.

15.20.2. Creating a Persistent Guest Network

To create a persistent network, perform the following:

1. Create a network offering with the Persistent option enabled.
See THILWRY hT—9A4 77 )Y TDEMR .
. Select Network from the left navigation pane.
. Select the guest network that you want to offer this network service to.
. Click the Edit button.
. From the Network Offering drop-down, select the persistent network offering you have just created.
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You can configure the system.vm.random.password parameter to create a random system VM password to
ensure higher security. If you reset the value for system.vm.random.password to true and restart the Management
Server, a random password is generated and stored encrypted in the database. You can view the decrypted
password under the system.vm.password global parameter on the CloudStack Ul or by calling the
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Clicking a console icon brings up a new window. The AJAX code downloaded into that window refers to the public IP
address of a console proxy VM. There is exactly one public IP address allocated per console proxy VM. The AJAX
application connects to this IP. The console proxy then proxies the connection to the VNC port for the requested VM on the
Host hosting the guest.

_

NAIR=NA HF—[FUNCD=HITT SADKR— M EEIY L TET, ThICLY., EEOUNCEY > 3 v ERERFIC
THTENTEZET,

TANDRBIPICIEFAD IS 74 v VB FRELFEADT, TRAMNHATWNCEZBMICTZHERFHY ZTEA,

AVY—LTOaFY—WRT I T4 TRty a v OREEEREY —N—ICEHNICLAR—MLES, 774 FDLR—
NERRIZSD T, THIFEEY—/N—0DJO—/NILERED/NT X —4 —Dconsoleproxy.loadscan.interval iZ & Y ZEE A8
<7,

FZMWMOOYY =L TOFY—~DEY Y TIEL, FTRMWICTAMNWMOIY Y —ILTOFY—AORIEEY >3V
IodhaHELET, HtLHZBE. BB —N\—EFZ07/O0F Y —WOERICEHLST, YA MWEZODIVY—IL
TOFY—WICEIYETET, TITHWEA, HiLLWEYy Y a VA MEBTEZXv /YT DHBaVY—ILT7OF
O—=VMDFEI S RZHISEENZEDIFERINE T,

VY —L7O0x>—R3EBEEICLIYBRBTEEY., LHL. ThICLY., 2—¥—0BFEOIVY Y-ty avidsh
Mrxnxd,

16.3.1. Using a SSL Certificate for the Console Proxy

The console viewing functionality uses a dynamic DNS service under the domain name realhostip.com to assistin
providing SSL security to console sessions. The console proxyis assigned a public IP address. In order to avoid browser
warnings for mismatched SSL certificates, the URL for the new console window is set to the form of https://faaa-bbb-ccc-
ddd.realhostip.com. You will see this URL during console session creation. CloudStack includes the realhostip.com SSL
certificate in the console proxy VM. Of course, CloudStack cannot know about the DNS Arecords for our customers' public
IPs prior to shipping the software. CloudStack therefore runs a dynamic DNS server that is authoritative for the
realhostip.com domain. It maps the aaa-bbb-ccc-ddd part of the DNS name to the IP address aaa.bbb.ccc.ddd on
lookups. This allows the browser to correctly connect to the console proxy's public IP, where it then expects and receives
a SSL certificate for realhostip.com, and SSL is set up without browser warnings.
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a. FrLw2048 By NORMBTEEER L F T,

openssl genrsa -des3 -out yourprivate.key 2048

b. ILWEIBAED CSR 24EM L £ 7,

openssl req -new -key yourprivate.key -out yourcertificate.csr
c. fEHTE HIAAMBID Web 1 L &BIS, SSLAIMAEEMA L, CSR EXELET, Tk, BHAIH
EExZIIRYEYS,
d. WBROFX% PKCSHE BERILHRICEHR LT,

openssl pkcs8 -topk8 -in yourprivate.key -out yourprivate.pkcs8.encrypted.key

e. BEE{bXI /- PKCS#8 FiB i % CloudStack TERTE % PKCS#8 YR ICE# L T,

openssl pkcs8 -in yourprivate.pkcs8.encrypted.key -out yourprivate.pkcs8.key

3. In the Update SSL Certificate screen of the CloudStack Ul, paste the following:
The certificate you've just generated.
The private key you've just generated.
BEARF LW R XA V(& 21E company.com)

4. BRI LW R XA VH(Fe& z21E company.com)
This stops all currently running console proxy VMs, then restarts them with the new certificate and key. Users
might notice a brief interruption in console availability.

The Management Server generates URLs of the form "aaa-bbb-ccc-ddd.company.com" after this change is made. The
new console requests will be served with the new DNS domain name, certificate, and key.
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There is no mechanism for the administrator to log in to the virtual router. Virtual routers can be restarted by
administrators, but this will interrupt public network access and other services for end users. Abasic testin debugging
networking issues is to attempt to ping the virtual router from a guest VM. Some of the characteristics of the virtual router
are determined by its associated system service offering..
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17.1. HA for Management Server

The CloudStack Management Server should be deployed in a multi-node configuration such thatitis not susceptible to
individual server failures. The Management Server itself (as distinct from the MySQL database) is stateless and may be
placed behind a load balancer.

Normal operation of Hosts is notimpacted by an outage of all Management Serves. All guest VMs will continue to work.

When the Management Server is down, no new VMs can be created, and the end user and admin Ul, API, dynamic load
distribution, and HA will cease to work.

17.2. Management Server Load Balancing

CloudStack can use a load balancer to provide a virtual IP for multiple Management Servers. The administrator is
responsible for creating the load balancer rules for the Management Servers. The application requires persistence or
stickiness across multiple sessions. The following chartlists the ports that should be load balanced and whether or not
persistence is required.

Even if persistence is not required, enabling itis permitted.

Source Port Destination Port Protocol Persistence Required?
80 or 443 8080 (or 20400 with AJP) HTTP (or AJP) Yes

8250 8250 TCP Yes

8096 8096 HTTP No

In addition to above settings, the administrator is responsible for setting the 'host’ global config value from the
management server IP to load balancer virtual IP address. If the 'host value is not set to the VIP for Port 8250 and one of
your management servers crashes, the Ul is still available but the system VMs will not be able to contact the
management server.
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17.4.1. Dedicated HA Hosts

One or more hosts can be designated for use only by HA-enabled VMs that are restarting due to a host failure. Setting up
a pool of such dedicated HA hosts as the recovery destination for all HA-enabled VMs is useful to:

Make it easier to determine which VMs have been restarted as part of the CloudStack high-availability function. If a VM
is running on a dedicated HA host, then it must be an HA-enabled VM whose original host failed. (With one exception:
Itis possible for an administrator to manually migrate any VM to a dedicated HA host.).

Keep HA-enabled VMs from restarting on hosts which may be reserved for other purposes.

The dedicated HA option is set through a special host tag when the hostis created. To allow the administrator to dedicate
hosts to only HA-enabled VMs, set the global configuration variable ha.tag to the desired tag (for example, "ha_host"), and
restart the Management Server. Enter the value in the Host Tags field when adding the host(s) that you want to dedicate to
HA-enabled VMs.

If you set ha.tag, be sure to actually use thattag on at least one hostin your cloud. If the tag specified in ha.tag is
not set for any hostin the cloud, the HA-enabled VMs will fail to restart after a crash.
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17.7. Limiting the Rate of APl Requests

You can limit the rate at which APl requests can be placed for each account. This is useful to avoid malicious attacks on
the Management Server, prevent performance degradation, and provide fairness to all accounts.

Ifthe number of API calls exceeds the threshold, an error message is returned for any additional API calls. The caller will
have to retry these API calls at another time.

17.7.1. Configuring the APl Request Rate

To control the API requestrate, use the following global configuration settings:

api.throttling.enabled - Enable/Disable API throttling. By default, this setting is false, so APl throttling is not enabled.

api.throttling.interval (in seconds) - Time interval during which the number of APl requests is to be counted. When the
interval has passed, the APl countis resetto 0.

api.throttling.max - Maximum number of APIs that can be placed within the api.throttling.interval period.

api.throttling.cachesize - Cache size for storing API counters. Use a value higher than the total number of accounts
managed bythe cloud. One cache entryis needed for each account, to store the running API total for that account.

17.7.2. Limitations on API Throttling
The following limitations existin the currentimplementation of this feature.

Even with these limitations, CloudStack is still able to effectively use API throttling to avoid malicious attacks
causing denial of service.

In a deployment with multiple Management Servers, the cache is not synchronized across them. In this case,
CloudsStack might not be able to ensure that only the exact desired number of APl requests are allowed. In the worst
case.the nuiimher of API calls that miaht he allowed is (numher of Mananement Servers) * (ani throttlina.max).
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The APl commands resetApiLimit and getApiLimit are limited to the Management Server where the APl is invoked.
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18.6. Stopping and Restarting the Management Server

18.1. Using Tags to Organize Resources in the Cloud

Atag is a key-value pair that stores metadata about a resource in the cloud. Tags are useful for categorizing resources.
For example, you can tag a user VM with a value that indicates the user's city of residence. In this case, the key would be
"city" and the value might be "Toronto" or "Tokyo." You can then request CloudStack to find all resources that have a given
tag; for example, VMs for users in a given city.

You can tag a user virtual machine, volume, snapshot, guest network, template, ISO, firewall rule, port forwarding rule,
public IP address, security group, load balancer rule, project, VPC, network ACL, or static route. You can not tag a remote
access VPN.

You can work with tags through the Ul or through the APl commands createTags, deleteTags, and listTags. You can
define multiple tags for each resource. There is no limit on the number of tags you can define. Each tag can be up to 255
characters long. Users can define tags on the resources they own, and administrators can define tags on anyresources
in the cloud.

An optional input parameter, "tags,"” exists on many of the list* APl commands. The following example shows how to use
this new parameter to find all the volumes having tag region=canada OR tag city=Toronto:

command=listVolumes
&listAll=true
&tags[0].key=region
&tags[0].value=canada
&tags[1].key=city
&tags[1].value=Toronto

The following APl commands have the "tags" input parameter:

listVirtualMachines
RYa—LYR
2FyFrav bR b
listNetworks
listTemplates

listlsos
listFirewallRules
listPortForwardingRules
listPubliclpAddresses
listSecurityGroups
listLoadBalancerRules
listProjects

listVPCs
listNetworkACLs
listStaticRoutes

18.2. Changing the Database Configuration

The CloudStack Management Server stores database configuration information (e.g., hostname, port, credentials) in the
file /etc/cloudstack/management/db.properties. To effect a change, edit this file on each Management Server,
then restart the Management Server.

18.3. Changing the Database Password
You may need to change the password for the MySQL account used by CloudStack. If so, you'll need to change the
password in MySQL, and then add the encrypted password to /etc/cloudstack/management/db.properties.

1. Before changing the password, you'll need to stop CloudStack's management server and the usage engine if
you've deployed that component.

# service cloudstack-management stop
# service cloudstack-usage stop



2. Next, you'll update the password for the CloudStack user on the MySQL server.

# mysql -u root -p

At the MySQL shell, you'll change the password and flush privileges:

update mysql.user set password=PASSWORD("newpassword123") where User='cloud';
flush privileges;
quit;

3. The next step is to encrypt the password and copy the encrypted password to CloudStack's database
configuration (/etc/cloudstack/management/db.properties).

# java -classpath /usr/share/cloudstack-common/lib/jasypt-1.9.0.jar \
org.jasypt.intf.cli.JasyptPBEStringEncryptionCLI encrypt.sh \ input="newpassword123"
password=""cat /etc/cloudstack/management/key " \ verbose=false

. File encryption type

Note that this is for the file encryption type. If you're using the web encryption type then you'll use
password="management_server_secret_key"

4. Now, you'll update /etc/cloudstack/management/db.properties with the new ciphertext. Open
/etc/cloudstack/management/db.properties in a text editor, and update these parameters:

db.cloud.password=ENC(encrypted_password_from_above)
db.usage.password=ENC(encrypted_password_from_above)

5. After copying the new password over, you can now start CloudStack (and the usage engine, if necessary).

# service cloudstack-management start
# service cloudstack-usage start

184. EBET7 > — b
SATFLERDTS—MEARY NI, 759 RBEICRIIBET, 75— MIBEE, EFXA—ITEREIN, V5UKRT
IS—HARELTVWEIEAEEBEIERNLET, 75— MOBFIIERTEZEY,

ARV NE V5T RADITRTODA—Y—BLVEBEQRELEBIHLE T, L2 FRAMREBYY U AIEET 5
WL, BEET ARV MHMERIhET, ARV ML BEY—N—DF—IR—ZIIBHINF T,

BF A ROL S BBBICEEBEICEFINIY,

BEEY—N—U 529 —T, CPU, XEY, FLEAIML—VUY—IHAFTELTWVWS,
BEY—N—DNRZAMDOEN—FE—=FE3HUUERELTULARL,
KRANISAH—T, CPU, XEY, FLERAIM =TIV Y—IHBFTELTWS,

185. XY N T —OU RAAVEZDHRIITA X

—hEEBZIE, Ry M7=, THOV M KAAY, V=V, Ffld CloudStack RELEDL NI T, £ 73 vT
ARAYLDNSH I 1w I REENYLETEZIENTEET, DRV ALRASVEEERELTEMIT ZICIE. ROFIBEICHE
WEd,

1. BFLVWEHETDONS Y 74 vV RERELE T,
XY RT=ILRLTR, A=A V=T T4 ATHLULWRY NT—VZERTDEXI( TR MRy |
T—JDENI| =B, F7/d. CloudStack APl ® updateNetwork ¥ ¥ R&FHALTDNS$ 714 v I X%
FYHTRIENTEET,
THDY M RAXAY, BV —VDLRILTIE, B4 CloudStack APl <~ R(createAccount,
editAccount, createDomain. editDomain, createZone., Z7zid editZone)x{ERA L TDNS %71 v I X %E|
YEHTBIENTEET,
JA—N)LRIVTIE, BER/NT A —4% —0 guestdomainsufix #FHALEY, 1—HF—( V94— 1 D
SNRFA=H—ILT I ERTBICIE, BEREALI—Y—1 29 —Tx14 DT F L, [Configuration],
[Global Settings]DIEICEIR L £ 9. CloudStack APl I< > K® updateConfiguration 2B 5 & TEZE
T, TDTO—NIVEREER LETERY—N—%2BEHLT. ILLBREEZBMICLET,

2. BEOXRY D —JTHLWDNS #7414 v ¥ REFMICT ITIE. CloudStack AP I > Kd updateNetwork %

HOHLET, HILLWRY NT—V%&ERTEEZICDNS Y714 v I RER/ELALBER. ZOFIBRFETT,

FRHTZRY NT—I RXA VDY —R &, ROBPANZL > THRFYET,
FTRTCORY MNT—=I T, RYRMNT—=I RAAUDRY NO—VBHROEBRDO—EE L THREINLGEIE. TOED
FRINET,
FHADYNEBORY NT7—0TlE, 7HAVDY NBICEEEINARY NT—0 RXAUHBEAINE T, @MEEEIN
TWARWEEIE. RXSM Y, V=, JO0-"NIEROIEICEIREINE T,
RAXAVEEDRY h7—0Tld., RAAVEIIEBEINLZRY ND—J KA/ UHMERINET, @EHEEEIhLTY
BRWEEIE., V=, FO—NIUBROIEICEIRBEINE T,
V—VBEEDRY 7= TlE, V=—VRIEEINLZRY NT—= RAAUMERAINET, @HEEINTLAL
Ba., JO—NIVBROEIRRINET,

18.6. Stopping and Restarting the Management Server

The root administrator will need to stop and restart the Management Server from time to time.



For example, after changing a global configuration parameter, a restart is required. If you have multiple Management
Server nodes, restart all of them to put the new parameter value into effect consistently throughout the cloud..

To stop the Management Server, issue the following command at the operating system prompt on the Management
Server node:

# service cloudstack-management stop

To start the Management Server:

# service cloudstack-management start

To stop the Management Server:

# service cloudstack-management stop
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19.2. About Global Configuration Parameters

CloudStack provides a variety of settings you can use to setlimits, configure features, and enable or disable features in
the cloud. Once your Management Server is running, you might need to set some of these global configuration
parameters, depending on what optional features you are setting up.

To modify global configuration parameters, use the steps in "Setting Global Configuration Parameters."

The documentation for each CloudStack feature should direct you to the names of the applicable parameters. Many of
them are discussed in the CloudStack Administration Guide. The following table shows a few of the more useful
parameters.

Feld &

management.network.cidr ACIDR that describes the network
that the management CIDRs reside
on. This variable must be set for
deployments that use vSphere. Itis
recommended to be set for other
deployments as well. Example:
192.168.3.0/24.
xen.setup.multipath For XenServer nodes, this is a
true/false variable that instructs
CloudStack to enable iSCSI
multipath on the XenServer Hosts
when they are added. This defaults to
false. Setitto true if you would like
CloudStack to enable multipath.

If this is true for a NFS-based
deployment multipath will still be
enabled on the XenServer host.
However, this does notimpact NFS
operation and is harmless.

secstorage.allowed.internal.sites This is used to protect your internal
network from rogue attempts to
download arbitrary files using the
template download feature. This is a




comma-separated listof CIDRs. Ifa
requested URL matches any of these
CIDRs the Secondary Storage VM will
use the private network interface to
fetch the URL. Other URLs will go
through the public interface. We
suggestyou setthis to 1 or 2
hardened internal machines where
you keep your templates. For
example, setitto 192.168.1.66/32.
use.local.storage Determines whether CloudStack will
use storage thatis local to the Host
for data disks, templates, and
snapshots. By default CloudStack
will not use this storage. You should
change this to true if you wantto use
local storage and you understand the
reliability and feature drawbacks to
choosing local storage.

host This is the IP address of the
Management Server. If you are using
multiple Management Servers you
should enter a load balanced IP
address thatis reachable via the
private network.

default.page.size Maximum number of items per page
that can be returned by a CloudStack
APl command. The limit applies at
the cloud level and can vary from
cloud to cloud. You can override this
with a lower value on a particular API
call by using the page and pagesize
APl command parameters. For more
information, see the Developer's
Guide. Default: 500.

ha.tag The label you want to use throughout
the cloud to designate certain hosts
as dedicated HA hosts. These hosts
will be used only for HA-enabled VMs
that are restarting due to the failure of
another host. For example, you could
setthis to ha_host. Specify the ha.tag
value as a hosttag when you add a
new hostto the cloud.
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1. Tomcat iR 7 7 1 L ERELE T,

/etc/cloudstack/management/tomcat6.conf

2. ARV RSA VIS A= —D-XmxNNNm D NNN O fEE K& LT,
&z iE BEDEL-Xmx128m DIFEIE. T DEE-Xmx1024m U EICLFET,
3.HLWREEEMCT ZICIE. BEEY—N\—%2BRELET.

# service cloudstack-management restart

XEYDOBEICDOWTE LK FTomcat Wikil @ [FAQ: Memory] 2 BBL T LI W,
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1. Editthe MySQL configuration file:

/etc/my.cnf

2. Insert the following line in the [mysqld] section, below the datadir line. Use a value thatis appropriate for your
situation. We recommend setting the buffer pool at 40% of RAM if MySQL is on the same server as the
management server or 70% of RAM if MySQL has a dedicated server. The following example assumes a
dedicated server with 1024M of RAM.



innodb_buffer_pool_size=700M

3. MySQL H—E 25 HBREEL X7,

# service mysqld restart

Ny 77 —=F—JLITDWTEEL & FMySQL Reference Manuald @ [The InnoDB Buffer Pool] #Z8B LT 72X W,

21.4. Set and Monitor Total VM Limits per Host

The CloudStack administrator should monitor the total number of VM instances in each cluster, and disable allocation to
the cluster if the total is approaching the maximum that the hypervisor can handle. Be sure to leave a safety margin to
allow for the possibility of one or more hosts failing, which would increase the VM load on the other hosts as the VMs are
automatically redeployed. Consult the documentation for your chosen hypervisor to find the maximum permitted number
of VMs per host, then use CloudStack global configuration settings to set this as the default limit. Monitor the VM activity in
each cluster at all times. Keep the total number of VMs below a safe level that allows for the occasional host failure. For
example, if there are N hosts in the cluster, and you want to allow for one hostin the cluster to be down at any given time,
the total number of VMinstances you can permitin the cluster is at most (N-1) * (per-host-limit). Once a cluster reaches
this number of VMs, use the CloudStack Ul to disable allocation of more VMs to the cluster.

21.5. XenServer ® dom0 X £ Y O

XenServer M dom0 ~AD X EYE|Y B THEBEPT/2HIC, dom0 DREEEH L ET. ThILY., XenServer TL Y %<
DREISVEFIETED LD ICHRY £F, XenServer O domO 12 2940MB D RAM A EIY TR Z &5 BEDO L E T,
ZDAHEICDWTEF LK IE. CitrixKnowledgebase Article 2SR LTIV, TOF7—T 1 I TERINTL 2DId
XenServer5.6 T A, B L I &H XenServer 6.0 ICEHTIXEY £,
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An eventis essentially a significant or meaningful change in the state of both virtual and physical resources associated
with a cloud environment. Events are used by monitoring systems, usage and billing systems, or any other event-driven
workflow systems to discern a pattern and make the right business decision. In CloudStack an event could be a state

change of virtual or psychical resources, an action performed by an user (action events), or policy based events (alerts).
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22.1.2. Event Notification

Event notification framework provides a means for the Management Server components to publish and subscribe to
CloudStack events. Event notification is achieved by implementing the concept of event bus abstraction in the
Management Server. An event bus is introduced in the Management Server that allows the CloudStackcomponents and
extension plug-ins to subscribe to the events by using the Advanced Message Queuing Protocol (AMQP) client. In
CloudStack, a defaultimplementation of event bus is provided as a plug-in that uses the RabbitMQ AMQP client. The
AMQP client pushes the published events to a compatible AMQP server. Therefore all the CloudStack events are
published to an exchange in the AMQP server.

Anew event for state change, resource state change, is introduced as part of Event notification framework. Every



resource, such as user VM, volume, NIC, network, public IP, snapshot, and template, is associated with a state machine
and generates events as part of the state change. Thatimplies that a change in the state of a resource results in a state
change event, and the eventis published in the corresponding state machine on the event bus. All the CloudStack events

(alerts, action events, usage events) and the additional category of resource state change events, are published on to the
events bus.

Use Cases

The following are some of the use cases:

Usage or Billing Engines: Athird-party cloud usage solution can implement a plug-in that can connects to CloudStack
to subscribe to CloudStack events and generate usage data. The usage data is consumed by their usage software.

AMQP plug-in can place all the events on the a message queue, then a AMQP message broker can provide topic-
based notification to the subscribers.

Publish and Subscribe notification service can be implemented as a pluggable service in CloudStack that can provide
rich set of APIs for event notification, such as topics-based subscription and notification. Additionally, the pluggable
service can deal with multi-tenancy, authentication, and authorization issues.

Configuration

As a CloudStack administrator, perform the following one-time configuration to enable event notification framework. At run
time no changes can control the behaviour.

1. Open 'componentContext.xml.
2. Define a bean named eventNotificationBus as follows:
name : Specify a name for the bean.
server : The name or the IP address of the RabbitMQ AMQP server.
port : The port on which RabbitMQ server is running.
username : The username associated with the account to access the RabbitMQ server.
password : The password associated with the username of the account to access the RabbitMQ server.

exchange : The exchange name on the RabbitMQ server where CloudStack events are published.
Asample bean is given below:

<bean id="eventNotificationBus"
class="org.apache.cloudstack.mom.rabbitmq.RabbitMQEventBus">
<property name="name" value="eventNotificationBus"/>
<property name="server" value="127.0.0.1"/>
<property name="port" value="5672"/>
<property name="username" value="guest"/>
<property name="password" value="guest"/>
<property name="exchange" value="cloudstack-events"/>
</bean>

The eventNotificationBus bean represents the
org.apache.cloudstack.mom.rabbitmq.RabbitMQEventBus class.
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22.1.5. Event Log Queries

Database logs can be queried from the user interface. The list of events captured by the system includes:

Virtual machine creation, deletion, and on-going management operations
Virtual router creation, deletion, and on-going management operations
Template creation and deletion

Network/load balancer rules creation and deletion

Storage volume creation and deletion

User login and logout
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The CloudStack Management Server logs all web site, middle tier, and database activities for diagnostics purposes in
Ivar/log/cloudstack/management/. The CloudStack logs a variety of error messages. We recommend this command to
find the problematic output in the Management Server log:.

_

AVY RZ2IE—LTETIHEXR}. BE—DTE LTHYMITAZEZRRBLTKREIW, —BORFa Xy b
Ea—7—7Tk AE—LATFRANIFERBTHVEFNITREENHY T,

grep -i -E 'exception|unable|fail|invalid|leak|warn|error'
/var/log/cloudstack/management/management-server.log

CloudStack Tl&, a7 ID #ALTEREZNELFT, OV TIS—2HER L TEEEZT Ny JLWGFRIZ, BE
Y—nN—0O JHDI 37T ID % grep THRELE T, LEAE ROIT—AvE—VERERRLELELET,

2010-10-04 13:49:32,595 ERROR [cloud.vm.UserVmManagerImpl] (Job-Executor-11:job-
1076) Unable to find any host for [User|i-8-42-VM-untagged]

JaT7IDMN1076 THBZEITEFRELTLEI W, RDgrep RFEICL> T, Y37 1076 ICEAET B IRV M2 BIfT 3
ZENTEZEY,
grep "job-1076)" management-server.log

The CloudStack Agent Server logs its activities in /var/log/cloudstack/agent/.
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echo “/export 192.168.1.0/24(rw,async,no_root_squash)” > /etc/exports
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Unable to open Swap File

Unable to access a file since itis locked
Unable to access Virtual machine configuration

REAE

VMware DX > Y TOBHMOEETY, ESX KA MIERRBREI IV I 7 MV ERABICEBEOH 2727 7M1 IV AT L%
Ov I LETHINSDT7ANIREIS VDR T—F T7INLBEBICT YOy I IRV ERHYET, TDHE.
RETYVDEREANEDIETBEEARTIFANITIERTRIENTEY, RETVVODEREANBZ I ENTE
FtA.

fBR A E
REeBRLTLEIY,

VMware Knowledge Base Article

228. AFMOBI—IDRY NI —OF T 7 ) VT ERTBZELRMT
%

i R

HBRYRNT—IDRY NT—=0FT77 ) VT EBLLET. BRIBIL—LDBEBDRBRY FT,

R

NetScaler D& 5 RAMOEBHFIMEBASURY NT—IH—ERF 77 )V TAFRLTWS E XICARTIEIRAA/E
M L. 4T CloudStack [RBEI—4 — % ERAT 2Ry ND—IH—ERF T 7YV INEXT7 )V TEERLE L

fBRT &
RIBIN—9 —ICBRBFOEEIBIIN—IVEBRETHI LT, BUKET LI ICRYET,

A LYT—



CloudStack Tld. RDY A LY —VHRFEFERATEET, FEO—EWT. BAFLEFT T avDR54—49—-LT
ALY —VEFRALEYT, Thicld, BRT—TIICBIFTE, EHHRA Ty TYay bORT V21—, 2—H—0D1
M. BLOFERIYM LY —VDIEENEENET,

Etc/GMT+12 Etc/GMT+11 Pacific/Samoa
Pacific/Honolulu US/Alaska America/Los_Angeles
Mexico/BajaNorte US/Arizona US/Mountain
America/Chihuahua America/Chicago America/Costa_Rica
America/Mexico_City Canada/Saskatchewan America/Bogota

America/New_York

America/Caracas

America/Asuncion

America/Cuiaba

America/Halifax

America/La_Paz

America/Santiago

America/St_Johns

America/Araguaina

America/Argentina/Buenos_Aires America/Cayenne America/Godthab
America/Montevideo Etc/GMT+2 Atlantic/Azores
Atlantic/Cape_Verde Africa/Casablanca Etc/UTC
Atlantic/Reykjavik Europe/London CET
Europe/Bucharest Africa/Johannesburg Asia/Beirut
Africa/Cairo AsialJerusalem Europe/Minsk
Europe/Moscow Africa/Nairobi Asia/Karachi
Asia/Kolkata Asia/Bangkok Asia/Shanghai
Asia/Kuala_Lumpur Australia/Perth AsialTaipei
Asia/Tokyo Asia/Seoul Australia/Adelaide
Australia/Darwin Australia/Brisbane Australia/Canberra
Pacific/Guam Pacific/Auckland
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VM.CREATE TEMPLATE.EXTRACT SG.REVOKE.INGRESS
VM.DESTROY TEMPLATE.UPLOAD HOST.RECONNECT

VM.START TEMPLATE.CLEANUP MAINT.CANCEL

VM.STOP VOLUME.CREATE MAINT.CANCEL.PS
VM.REBOOT VOLUME.DELETE MAINT.PREPARE

VM.UPGRADE VOLUME.ATTACH MAINT.PREPARE.PS
VM.RESETPASSWORD VOLUME.DETACH VPN.REMOTE.ACCESS.CREATE

ROUTER.CREATE

VOLUME.UPLOAD

VPN.USER.ADD

ROUTER.DESTROY

SERVICEOFFERING.CREATE

VPN.USER.REMOVE

ROUTER.START

SERVICEOFFERING.UPDATE

NETWORK.RESTART

ROUTER.STOP

SERVICEOFFERING.DELETE

UPLOAD.CUSTOM.CERTIFICATE

ROUTER.REBOOT

DOMAIN.CREATE

UPLOAD.CUSTOM.CERTIFICATE

ROUTER.HA DOMAIN.DELETE STATICNAT.DISABLE
PROXY.CREATE DOMAIN.UPDATE SSVM.CREATE
PROXY.DESTROY SNAPSHOT.CREATE SSVM.DESTROY
PROXY.START SNAPSHOT.DELETE SSVM.START
PROXY.STOP SNAPSHOTPOLICY.CREATE SSVM.STOP
PROXY.REBOOT SNAPSHOTPOLICY.UPDATE SSVM.REBOOT
PROXY.HA SNAPSHOTPOLICY.DELETE SSVMH
VNC.CONNECT VNC.DISCONNECT NET.IPASSIGN
NET.IPRELEASE NET.RULEADD NET.RULEDELETE
NET.RULEMODIFY NETWORK.CREATE NETWORK.DELETE
LB.ASSIGN.TO.RULE LB.REMOVE.FROM.RULE LB.CREATE
LB.DELETE LB.UPDATE USER.LOGIN
USER.LOGOUT USER.CREATE USER.DELETE
USER.UPDATE USER.DISABLE TEMPLATE.CREATE
TEMPLATE.DELETE TEMPLATE.UPDATE TEMPLATE.COPY

TEMPLATE.DOWNLOAD.START

TEMPLATE.DOWNLOAD.SUCCESS

TEMPLATE.DOWNLOAD.FAILED

ISO.CREATE

ISO.DELETE

ISO.COPY

ISO.ATTACH

ISO.DETACH

ISO.EXTRACT

ISO.UPLOAD

SERVICE.OFFERING.CREATE

SERVICE.OFFERING.EDIT

SERVICE.OFFERING.DELETE

DISK.OFFERING.CREATE

DISK.OFFERING.EDIT

DISK.OFFERING.DELETE

NETWORK.OFFERING.CREATE

NETWORK.OFFERING.EDIT

NETWORK.OFFERING.DELETE

POD.CREATE

POD.EDIT

POD.DELETE

ZONE.CREATE

ZONE.EDIT

ZONE.DELETE

VLAN.IP.RANGE.CREATE

VLAN.IP.RANGE.DELETE

CONFIGURATION.VALUE.EDIT

SG.AUTH.INGRESS

Alerts

The following is the list of alert type numbers. The currentalerts can be found by calling listAlerts.




(MEMORY =0

CCPU =1

( STORAGE =2

(STORAGE_ALLOCATED =3

CPUBLIC,IP =4

(PRIVATE_IP =5

(USERVM =7
(DOMAIN_ROUTER =8
CCONSOLE_PROXY =9

(ROUTING = 10// lost connection to default route (to the gateway)

(STORAGE_MISC = 11 // lost connection to default route (to the gateway)

CUSAGE,SERVER = 12 // lost connection to default route (to the gateway)

(MANAGMENT_NODE = 13 // lost connection to default route (to the gateway)

CDOMAIN_ROUTER_MIGRATE = 14

CCONSOLE_PROXY_MIGRATE 15

(USERVM_MIGRATE = 16

CVLAN = 17

(SSVM = 18

(USAGE_SERVER_RESULT = 19

CSTORAGE_DELETE = 20;

(UPDATE_RESOURCE_COUNT = 21; //Generated when we fail to update the resource count

CUSAGE_SANITY_RESULT = 22;

(DIRECT_ATTACHED_PUBLIC_IP = 23;

(LOCAL_STORAGE = 24;

RESOURCE_LIMIT_EXCEEDED = 25; //Generated when the resource limit exceeds the limit.
Currently used for recurring snapshots only
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