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1.2. What Can CloudStack Do?

Multiple Hypervisor Support

CloudStack works with a variety of hypervisors, and a single cloud deployment can contain
multiple hypervisor implementations. The current release of CloudStack supports pre-
packaged enterprise solutions like Citrix XenServer and VMware vSphere, as well as KVM or

Xen running on Ubuntu or CentOS.

Massively Scalable Infrastructure Management




= 1. &

CloudStack can manage tens of thousands of servers installed in multiple geographically
distributed datacenters. The centralized management server scales linearly, eliminating
the need for intermediate cluster-level management servers. No single component failure
can cause cloud-wide outage. Periodic maintenance of the management server can be
performed without affecting the functioning of virtual machines running in the cloud.

Automatic Configuration Management

CloudStack automatically configures each guest virtual machine’ s networking and storage

settings.

CloudStack internally manages a pool of virtual appliances to support the cloud itself.
These appliances offer services such as firewalling, routing, DHCP, VPN access, console
proxy, storage access, and storage replication. The extensive use of virtual appliances

simplifies the installation, configuration, and ongoing management of a cloud deployment.
Graphical User Interface

CloudStack offers an administrator's Web interface, used for provisioning and managing
the cloud, as well as an end-user's Web interface, used for running VMs and managing VM
templates. The Ul can be customized to reflect the desired service provider or enterprise
look and feel.

API and Extensibility

CloudStack provides an APl that gives programmatic access to all the management

features available in the UI. The API is maintained and documented. This API enables the
creation of command line tools and new user interfaces to suit particular needs. See the
Developer’ s Guide and API Reference, both available at Apache CloudStack Guides! and
Apache CloudStack API Reference® respectively.

The CloudStack pluggable allocation architecture allows the creation of new types of
allocators for the selection of storage and Hosts. See the Allocator Implementation Guide
(http://docs.cloudstack.org/CloudStack_Documentation/Allocator_lmplementation_Guide).

High Availability

CloudStack has a number of features to increase the availability of the system. The
Management Server itself may be deployed in a multi-node installation where the servers
are load balanced. MySQL may be configured to use replication to provide for a manual
failover in the event of database loss. For the hosts, CloudStack supports NIC bonding and
the use of separate networks for storage as well as iSCSI Multipath.

2 B
1.3. ZEENZEREAETE
CloudStackP 77856 & BSR4y B RRfAI AR es M Eom BB 20, & 2R K& ¥ —{ECloudStack EimHT
. BEERMI TN - G E NP S ERAE HARSS, mME A RS E B LR

JE ) B D AL B — (E BT CloudStack E BRIk ss UMK 2% M Evm B AR AR RE M 2% CEE G F 2 RE S
—EBITEAESEE R ER , RS, (AN T CURIREB T B B A s AR B E
FH% (FF KVM hypervisor )

! http://cloudstack.apache.org/docs/en-US/index.html

® http://cloudstack.apache.org/docs/api/index.html
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Management Server Overview

Management

Server

Machine 1

Hypervisor

Machine 2

Simplified view of a basic deployment
TRGRAE ZEERMA MRS L BT EEEH S EER RS ER A, EE2EMEER SPRODUCT; %4

FEFE Y "Choosing a Deployment Architecture"#P4)

1.3.1. Management Server Overview

The Management Server

is the CloudStack software that manages cloud resources. By

interacting with the Management Server through its UI or API, you can configure and manage

your cloud infrastructure.

The Management Server
machines to hosts and
The Management Server

persistence.

The machine must meet

The Management Server:

runs on a dedicated server or VM. It controls allocation of virtual
assigns storage and IP addresses to the virtual machine instances.
runs in a Tomcat container and requires a MySQL database for

the system requirements described in System Requirements.

- Provides the web user interface for the administrator and a reference user interface for

end users.

+ Provides the APIs for CloudStack.

- Manages the assignment of guest VMs to particular hosts.

+ Manages the assignment of public and private IP addresses to particular accounts.

+ Manages the allocation of storage to guests as virtual disks.

+ Manages snapshots, templates, and ISO images, possibly replicating them across data

centers.

+ Provides a single point of configuration for the cloud.

1.3.2. EHETERENN
FHARSEES @RS GEF HERT L), BE9EERERIER, EomE o AR T -
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2.1. About Regions

To increase reliability of the cloud, you can optionally group resources into multiple
geographic regions. A region is the largest available organizational unit within a
CloudStack deployment. A region is made up of several availability zones, where each
zone is roughly equivalent to a datacenter. Each region is controlled by its own cluster
of Management Servers, running in one of the zones. The zones in a region are typically
located in close geographical proximity. Regions are a useful technique for providing
fault tolerance and disaster recovery.

By grouping zones into regions, the cloud can achieve higher availability and scalability.
User accounts can span regions, so that users can deploy VMs in multiple, widely-dispersed
regions. Even if one of the regions becomes unavailable, the services are still available
to the end-user through VMs deployed in another region. And by grouping communities of
zones under their own nearby Management Servers, the latency of communications within
the cloud is reduced compared to managing widely-dispersed zones from a single central

Management Server.

Usage records can also be consolidated and tracked at the region level, creating reports

or invoices for each geographic region.

Region

Zone
fone

Secondary
Storage -

Pod

Cluster

Zane

Primary

Storage -

A region with multiple zones

Regions are visible to the end user. When a user starts a guest VM, the user must select
a region for their guest. Users might also be required to copy their private templates to
additional regions to enable creation of guest VMs using their templates in those regions.

2.2. BRI

A zone is the second largest organizational unit within a CloudStack deployment. A zone

typically corresponds to a single datacenter, although it is permissible to have multiple




zones in a datacenter. The benefit of organizing infrastructure into zones is to provide
physical isolation and redundancy. For example, each zone can have its own power supply
and network uplink, and the zones can be widely separated geographically (though this is
not required) .
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Storage
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2.5. About Hosts

A host is a single computer. Hosts provide the computing resources that run the guest
virtual machines. Each host has hypervisor software installed on it to manage the guest
VMs. For example, a Linux KVM-enabled server, a Citrix XenServer server, and an ESXi

server are hosts.

The host is the smallest organizational unit within a CloudStack deployment. Hosts are
contained within clusters, clusters are contained within pods, and pods are contained
within zones.

Hosts in a CloudStack deployment:

+ Provide the CPU, memory, storage, and networking resources needed to host the virtual
machines

- Interconnect using a high bandwidth TCP/IP network and connect to the Internet
+ May reside in multiple data centers across different geographic locations

- May have different capacities (different CPU speeds, different amounts of RAM, etc.),

although the hosts within a cluster must all be homogeneous
Additional hosts can be added at any time to provide more capacity for guest VMs.

CloudStack automatically detects the amount of CPU and memory resources provided by the
Hosts.

Hosts are not visible to the end user. An end user cannot determine which host their guest
has been assigned to.

For a host to function in CloudStack, you must do the following:
+ Install hypervisor software on the host

- Assign an IP address to the host

8



About Primary Storage

- Ensure the host is connected to the CloudStack Management Server

2.6. About Primary Storage

Primary storage is associated with a cluster, and it stores the disk volumes for all
the VMs running on hosts in that cluster. You can add multiple primary storage servers
to a cluster. At least one is required. It is typically located close to the hosts for

increased performance.

CloudStack is designed to work with all standards—compliant iSCSI and NFS servers that are
supported by the underlying hypervisor, including, for example:

- Del1 EqualLogic™ for iSCSIT
+ Network Appliances filers for NFS and iSCSI
+ Scale Computing for NFS

If you intend to use only local disk for your installation, you can skip to Add Secondary
Storage.

2.7. About Secondary Storage

Secondary storage is associated with a zone, and it stores the following:

+ Templates — OS images that can be used to boot VMs and can include additional
configuration information, such as installed applications

+ ISO images — disc images containing data or bootable media for operating systems

+ Disk volume snapshots — saved copies of VM data which can be used for data recovery or

to create new templates

The items in zone-based NFS secondary storage are available to all hosts in the zone.
CloudStack manages the allocation of guest virtual disks to particular primary storage
devices.

To make items in secondary storage available to all hosts throughout the cloud, you can
add OpenStack Object Storage (Swift, swift.opensLack.orgl) in addition to the zone-based
NFS secondary storage. When using Swift, you configure Swift storage for the entire
CloudStack, then set up NFS secondary storage for each zone as usual. The NFS storage

in each zone acts as a staging area through which all templates and other secondary
storage data pass before being forwarded to Swift. The Swift storage acts as a cloud-wide
resource, making templates and other data available to any zone in the cloud. There is no
hierarchy in the Swift storage, just one Swift container per storage object. Any secondary
storage in the whole cloud can pull a container from Swift at need. It is not necessary
to copy templates and snapshots from one zone to another, as would be required when using
zone NFS alone. Everything is available everywhere.

2.8. About Physical Networks

Part of adding a zone is setting up the physical network. One or (in an advanced zone)

more physical networks can be associated with each zone. The network corresponds to a

" http://swift.openstack.org



http://swift.openstack.org
http://swift.openstack.org

=z
=

2. FEumERAEHTE

NI
tr

cr

A

mu

C on the hypervisor host. Each physical network can carry one or more types of network
affic. The choices of traffic type for each network vary depending on whether you are

eating a zone with basic networking or advanced networking.

physical network is the actual network hardware and wiring in a zone. A zone can have
1tiple physical networks. An administrator can:

+ Add/Remove/Update physical networks in a zone

+ Configure VLANs on the physical network

+ Configure a name so the network can be recognized by hypervisors

- Configure the service providers (firewalls, load balancers, etc.) available on a

physical network

- Configure the IP addresses trunked to a physical network

+ Specify what type of traffic is carried on the physical network, as well as other

properties like network speed

2.8.1. Basic Zone Network Traffic Types

Wh
ph

en basic networking is used, there can be only one physical network in the zone. That
ysical network carries the following traffic types:

+ Guest. When end users run VMs, they generate guest traffic. The guest VMs communicate

with each other over a network that can be referred to as the guest network. Each pod in
a basic zone is a broadcast domain, and therefore each pod has a different IP range for

the guest network. The administrator must configure the IP range for each pod.

- Management. When CloudStack's internal resources communicate with each other, they

generate management traffic. This includes communication between hosts, system VMs (VMs
used by CloudStack to perform various tasks in the cloud), and any other component that
communicates directly with the CloudStack Management Server. You must configure the IP
range for the system VMs to use.

We strongly recommend the use of separate NICs for management traffic and guest
traffic.

« Public. Public traffic is generated when VMs in the cloud access the Internet. Publicly

accessible IPs must be allocated for this purpose. End users can use the CloudStack
Ul to acquire these IPs to implement NAT between their guest network and the public
network, as described in Acquiring a New IP Address.

+ Storage. While labeled "storage" this is specifically about secondary storage, and

doesn't affect traffic for primary storage. This includes traffic such as VM templates
and snapshots, which is sent between the secondary storage VM and secondary storage
servers. CloudStack uses a separate Network Interface Controller (NIC) named storage
NIC for storage network traffic. Use of a storage NIC that always operates on a high

10



Basic Zone Guest IP Addresses

bandwidth network allows fast template and snapshot copying. You must configure the IP

range to use for the storage network.

In a basic network, configuring the physical network is fairly straightforward. In most
cases, you only need to configure one guest network to carry traffic that is generated
by guest VMs. If you use a NetScaler load balancer and enable its elastic IP and elastic
load balancing (EIP and ELB) features, you must also configure a network to carry public
traffic. CloudStack takes care of presenting the necessary network configuration steps to

you in the Ul when you add a new zone.

2.8.2. Basic Zone Guest I[P Addresses

When basic networking is used, CloudStack will assign IP addresses in the CIDR of the pod
to the guests in that pod. The administrator must add a Direct IP range on the pod for
this purpose. These IPs are in the same VLAN as the hosts.

2.8.3. Advanced Zone Network Traffic Types

When advanced networking is used, there can be multiple physical networks in the zone.
Each physical network can carry one or more traffic types, and you need to let CloudStack
know which type of network traffic you want each network to carry. The traffic types in an

advanced zone are:

+ Guest. When end users run VMs, they generate guest traffic. The guest VMs communicate
with each other over a network that can be referred to as the guest network. This
network can be isolated or shared. In an isolated guest network, the administrator
needs to reserve VLAN ranges to provide isolation for each CloudStack account’ s network
(potentially a large number of VLANs). In a shared guest network, all guest VMs share a
single network.

- Management. When CloudStack’ s internal resources communicate with each other, they
generate management traffic. This includes communication between hosts, system VMs (VMs
used by CloudStack to perform various tasks in the cloud), and any other component that
communicates directly with the CloudStack Management Server. You must configure the IP

range for the system VMs to use.

« Public. Public traffic is generated when VMs in the cloud access the Internet. Publicly
accessible IPs must be allocated for this purpose. End users can use the CloudStack
Ul to acquire these IPs to implement NAT between their guest network and the public

network, as described in “Acquiring a New IP Address” 1in the Administration Guide.

- Storage. While labeled "storage" this is specifically about secondary storage, and
doesn't affect traffic for primary storage. This includes traffic such as VM templates
and snapshots, which is sent between the secondary storage VM and secondary storage
servers. CloudStack uses a separate Network Interface Controller (NIC) named storage
NIC for storage network traffic. Use of a storage NIC that always operates on a high
bandwidth network allows fast template and snapshot copying. You must configure the IP

range to use for the storage network.

These traffic types can each be on a separate physical network, or they can be combined
with certain restrictions. When you use the Add Zone wizard in the Ul to create a new

zone, you are guided into making only valid choices.
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2.8.4. Advanced Zone Guest [P Addresses

When advanced networking is used, the administrator can create additional networks for

use by the guests. These networks can span the zone and be available to all accounts, or
they can be scoped to a single account, in which case only the named account may create
guests that attach to these networks. The networks are defined by a VLAN ID, IP range, and
gateway. The administrator may provision thousands of these networks if desired.

2.8.5. Advanced Zone Public IP Addresses

When advanced networking is used, the administrator can create additional networks for

use by the guests. These networks can span the zone and be available to all accounts, or
they can be scoped to a single account, in which case only the named account may create
guests that attach to these networks. The networks are defined by a VLAN ID, IP range, and

gateway. The administrator may provision thousands of these networks if desired.
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Accounts

3.1. Accounts, Users, and Domains

Accounts

An account typically represents a customer of the service provider or a department in a

large organization. Multiple users can exist in an account.

Domains

Accounts are grouped by domains. Domains usually contain multiple accounts that have

some logical relationship to each other and a set of delegated administrators with some

authority over the domain and its subdomains. For example, a service provider with several

resellers could create a domain for each reseller.

For each account created, the Cloud installation creates three different types of user

accounts: root administrator, domain administrator, and user.

Users

Users are like aliases in the account. Users in the same account are not isolated from
each other, but they are isolated from users in other accounts. Most installations need
not surface the notion of users:; they Jjust have one user per account. The same user canno

belong to multiple accounts.

Username is unique in a domain across accounts in that domain. The same username can exis
in other domains, including sub-domains. Domain name can repeat only if the full pathname
from root is unique. For example, you can create root/dl, as well as root/foo/dl, and
root/sales/dl.

Administrators are accounts with special privileges in the system. There may be multiple
administrators in the system. Administrators can create or delete other administrators,

and change the password for any user in the system.

Domain Administrators

Domain administrators can perform administrative operations for users who belong to

that domain. Domain administrators do not have visibility into physical servers or other
domains.

Root Administrator

Root administrators have complete access to the system, including managing templates,

service offerings, customer care administrators, and domains

The resources belong to the account, not individual users in that account. For example,
billing, resource limits, and so on are maintained by the account, not the users. A user
can operate on any resource in the account provided the user has privileges for that

operation. The privileges are determined by the role.

t

t
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3.2. fHFHLDAP Server#d i F & 2025
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3.2.1. Example LDAP Configuration Commands

To understand the examples in this section, you need to know the basic concepts behind
calling the CloudStack API, which are explained in the Developer’ s Guide.

The following shows an example invocation of ldapConfig with an ApacheDS LDAP server

http://127.0.0.1:8080/client/api?command=1dapConfig&hostname=127.0.0.1&searchbase=ou
%3Dtesting%2Co%3Dproject&queryfilter=%28%26%28uid%3D%25u%29%29&binddn=cn%3DJohn+Singh%2Cou
%3Dtesting%2Co%project&bindpass=secret&port=10389&ssl=true&truststore=C%3A%2Fcompany%2Finfo
%2Ftrusted.ks&truststorepass=secret&response=json&apiKey=YourAPIKey&signature=YourSignatureHash

The command must be URL-encoded. Here is the same example without the URL encoding:

http://127.0.0.1:8080/client/api?command=1dapConfig
&hostname=127.0.0.1
&searchbase=ou=testing,o=project
&queryfilter=(&(%uid=%u))
&binddn=cn=John+Singh,ou=testing,o=project
&bindpass=secret

&port=10389

&ssl=true
&truststore=C:/company/info/trusted.ks
&truststorepass=secret

&response=json
&apiKey=YourAPIKey&signature=YourSignatureHash

The following shows a similar command for Active Directory. Here, the search base is the

testing group within a company, and the users are matched up based on email address.

http://10.147.29.101:8080/client/api?command=1dapConfig&hostname=10.147.28.250&searchbase=0U%3Dtesting
%2CDC%3Dcompany&queryfilter=%28%26%28mail%3D%25e%29%29 &binddn=CN%3DAdministrator%2COU%3Dtesting%2CDC
%3Dcompany&bindpass=1111_aaaa&port=389&response=json&apiKey=YourAPIKey&signature=YourSignatureHash

The next few sections explain some of the concepts you will need to know when filling out
the ldapConfig parameters.
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Search Base

3.2.2. Search Base

An LDAP query is relative to a given node of the LDAP directory tree, called the search
base. The search base is the distinguished name (DN) of a level of the directory tree
below which all users can be found. The users can be in the immediate base directory or
in some subdirectory. The search base may be equivalent to the organization, group, or
domain name. The syntax for writing a DN varies depending on which LDAP server you are
using. A full discussion of distinguished names is outside the scope of our documentation.

The following table shows some examples of search bases to find users in the testing

department..

LDAP Server Example Search Base DN
ApacheDS ou=testing,o=project
Active Directory OU=testing, DC=company

3.2.3. Query Filter

The query filter is used to find a mapped user in the external LDAP server. The

query filter should uniquely map the CloudStack user to LDAP user for a meaningful
authentication. For more information about query filter syntax, consult the documentation
for your LDAP server.

The CloudStack query filter wildcards are:

Query Filter Wildcard Eeu

%ou User name

%e Email address

%on First and last name

The following examples assume you are using Active Directory, and refer to user attributes
from the Active Directory schema.

If the CloudStack user name is the same as the LDAP user ID:

(uid=%u)

If the CloudStack user name is the LDAP display name:

(displayName=%u)

To find a user by email address:

(mail=%e)

3.2.4. Search User Bind DN

The bind DN is the user on the external LDAP server permitted to search the LDAP directory
within the defined search base. When the DN is returned, the DN and passed password are
used to authenticate the CloudStack user with an LDAP bind. A full discussion of bind DNs
is outside the scope of our documentation. The following table shows some examples of bind
DNs.
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LDAP Server Example Bind DN

ApacheDS cn=Administrator,dc=testing,ou=project,ou=org

Active Directory CN=Administrator, OU=testing, DC=company,
DC=com

3.2.5. SSL Keystore Path and Password

If the LDAP server requires SSL, you need to enable it in the ldapConfig command by
setting the parameters ssl, truststore, and truststorepass. Before enabling SSL for
ldapConfig, you need to get the certificate which the LDAP server is using and add it to a
trusted keystore. You will need to know the path to the keystore and the password.
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User Services Overview

In addition to the physical and logical infrastructure of your cloud, and the CloudStack
software and servers, you also need a layer of user services so that people can actually
make use of the cloud. This means not Jjust a user UI, but a set of options and resources
that users can choose from, such as templates for creating virtual machines, disk storage,
and more. If you are running a commercial service, you will be keeping track of what
services and resources users are consuming and charging them for that usage. Even if you
do not charge anything for people to use your cloud — say, if the users are strictly
internal to your organization, or just friends who are sharing your cloud — you can still
keep track of what services they use and how much of them.

4.1. Service Offerings, Disk Offerings, Network

Offerings, and Templates

A user creating a new instance can make a variety of choices about its characteristics and
capabilities. CloudStack provides several ways to present users with choices when creating

a new instance:

+ Service Offerings, defined by the CloudStack administrator, provide a choice of CPU
speed, number of CPUs, RAM size, tags on the root disk, and other choices. See Creating

a New Compute Offering.

- Disk Offerings, defined by the CloudStack administrator, provide a choice of disk size

for primary data storage. See Creating a New Disk Offering.

- Network Offerings, defined by the CloudStack administrator, describe the feature set
that is available to end users from the virtual router or external networking devices on

a given guest network. See Network Offerings.

+ Templates, defined by the CloudStack administrator or by any CloudStack user, are the
base OS images that the user can choose from when creating a new instance. For example,
CloudStack includes CentOS as a template. See Working with Templates.

In addition to these choices that are provided for users, there is another type of service
offering which is available only to the CloudStack root administrator, and is used for
configuring virtual infrastructure resources. For more information, see Upgrading a

Virtual Router with System Service Offerings.
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5.1.1. End User's Ul Overview

The CloudStack UI helps users of cloud infrastructure to view and use their cloud
resources, including virtual machines, templates and ISOs, data volumes and snapshots,
guest networks, and IP addresses. If the user is a member or administrator of one or more
CloudStack projects, the Ul can provide a project-oriented view.

5.1.2. Root Administrator's Ul Overview

The CloudStack UI helps the CloudStack administrator provision, view, and manage the
cloud infrastructure, domains, user accounts, projects, and configuration settings. The
first time you start the Ul after a fresh Management Server installation, you can choose
to follow a guided tour to provision your cloud infrastructure. On subsequent logins,
the dashboard of the logged—-in user appears. The various links in this screen and the
navigation bar on the left provide access to a variety of administrative functions. The
root administrator can also use the Ul to perform all the same tasks that are present in
the end-user’ s UI.
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wget http://downloads.sourceforge.net/project/cloudstack/SSH%20Key%20Gen%20Script/cloud-set-guest-
sshkey.in?r=httpb3A%2F%2Fsourceforge.net%2Fprojects%2Fcloudstack%2Ffiles%2FSSH%2520Key%2520Gen%2520Script
%2F&ts=1331225219&use_mirror=iweb

3. HEEERE]/etc/init.d e

cp cloud-set-guest-sshkey.in /etc/init.d/

4. HOEREF

chmod +x /etc/init.d/cloud-set-guest-sshkey.in

5. HITIEREARFRR#UTscript:

chkconfig --add cloud-set-guest-sshkey.in

o

{Z FInstance

5.2.2. Fr¥SSH Keypair
TRAZEIENY createSSHKeyPair api , #A] LAf# A CloudStack Python API BY curlf§4 2RIENL

)

cloudstack api

flan, ¢ cloudstack fAlfR#SFEAY "keypair—doc" ZEEEST

" http://sourceforge.net/projects/cloudstack/files/SSH%20Key%20Gen%20Script/
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= 5. ERENE

HRECBEATENEE, MRETERRFFAMRERFEMAPL, ZHJURL/PORTE AN, 7 B HAPL

Keys

1. #fTLL Feurlfg2:

curl —-globoff "http://localhost:8096/?command=createSSHKeyPair&name=keypair-
doc&account=admin&domainid=5163440e-c44b-42b5-9109-ad75cae8e8a2"

REREHRT

<?xml version="1.0" encoding="1S0-8859-1"7?><createsshkeypairresponse
cloud-stack-version="3.0.0.20120228045507 "><keypair><name>keypair-doc</
name><fingerprint>f6:77:39:d5:5e:77:02:22:6a:d8:7f:ce:ab:cd:b3:56</fingerprint><privatekey>-———— BEGIN RSA
PRIVATE KEY-----
MITCXQIBAAKBgQCSydmnQ67jP61NoXdX3noZ jQdrMAWNQZ7y5SrEudwDxplvhYci
dXYBeZVwakDVsU2MLG1/K+wefwefwefwefwefJyKJaogMKn7BperPD6n1wIDAQAB
AoGAdXaJ7TuyZKeRDoy6wAOUMFOkSPbMZCR+UTIHNKS/E0/4U+61hMokmFSHtu
mfDZ1kGGDYhMsdytjDBzt1jawfawfeawefawfawfawQQDCjEsoRdgkduTy
QpbSGDIallJsc+XNDx2fgRinDsxX1/zJYXTKRhS1/LIPHBw/brW8vzxh01SOrwm?
VvemkkgpAKEAWSeEw394LYZ1EVv395arOMLRVTVLwpo54,jC4tsOxQCB11oocK
1Yaocpk0yBqqOUSBawf IiDCuLXSdvBo1Xz5ICTM19vgvEp/+kMuECQBzm
nVo8b2Gvyagqt/KEQo8wzH2THghZ1qQ1QRhIeJG2aissEacF6bGB20Z71gim5L14
4KR70eEToyCLC2k+02UCQQACTrniSnWKtDVoVqeK/zbB32JhW3Wullv5p5zUEcd
KfEEuzcCUIxtJYTahJ1pv1FkQ8anpuxjSEDp8x/18bq3

</privatekey></keypair></createsshkeypairresponse>

2. MERERIERT, HRFR

MITCXQIBAAKBgQCSydmnQ67 jP61NoXdX3noZ jQdrMAWNQZ7y5SrEudwDxplvhYci
dXYBeZVwakDVsU2MLG1/K+wefwefwefwefwefJyKJaogMKn7BperPD6n1wIDAQAB
AoGAdXaJ7uyZKeRDoy6wAOUmFOkSPbMZCR+UTTHNKS/E0/4U+61hMokmFSHtu
mfDZ1kGGDYhMsdyt jDBztl jawfawfeawefawfawfawQQDCjEsoRdgkduTy
QpbSGDIallJsc+XNDx2fgRinDsxX1/zJYXTKRhS1/LIPHBw/brW8vzxh01SOrwm?
VvemkkgpAKEAWSeEw394LYZ1EVv395ar9MLRVTVLwWpo54,jC4tsOxQCB11oocK
1YaocpkOyBqqOUSBawf I1DCuLXSdvBo1Xz5ICTM19vgvEp/+kMuECQBzm
nVo8b2Gvyagqt/KEQo8wzH2THghZ1qQ1QRh1eJG2aissEacF6bGB20Z71gim5L14
4KR70eEToyCLC2k+02UCQQCrniSnWKtDVoVqeK/zbB32JhW3Wullv5p5zUEcd
KfEEuzcCUIxtJYTahJ1pv1FkQ8anpuxjSEDp8x/18bq3

5.2.3. P Instance

Egﬁﬁﬁ%X?ﬁ}SSH keypairﬁ%%ﬁ, ﬁﬁﬁﬁﬂgﬁﬁﬁﬁﬁﬁﬁfﬁﬁ 5.2.1, “ﬁgi[f{ﬁ%SSH KeyE@lnstance Template
" EENLHY templatefEL—{EMRS, WECRAME HFMEER SSH key 47
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F SSH Keypair& A

PEAT A B GULZR B8 [ 8 4L Instance HEAUSSH keypair

HFriInstance Bcurl 8L HIEARLIT:

curl —-globoff http://localhost:<port number>/?command=deployVirtualMachine
\&zoneld=1\&serviceOfferingld=18727021-7556-4110-9322-d625b52e¢0813\&templateld=e899c18a—
cel3-4bbf-98a9-625c5026e0b5\&securitygroupids=ff03f02f-9e3b-48f8-834d-91b822dad0c5\&account=admin
\&domainid=1\&keypair=keypair-doc

BRI IR ETE A template, service offering F security group IDs (UISRAZE{# Hsecurity group)

5.2.4. SSH Keypair®& A
R ER RSN E i € SR HIEASSH key B R A B

40, FELinux OSEAAT:

ssh -1 ~/.ssh/keypair—doc <ip address>

-1 BREEERSSHE F{# ™~/ . ssh/keypair-doc A fssh key

5.2.5. B
H A B resetSSHKeyForVirtualMachine B {HAPI1FE4, {FRE M LI EEiES SSH keypair, EHEE
e FISSH keypair i DA, {8 I3 W] DU BT keypai r /P BV o 57 B3 #T i keypair, SRz

BENY resetSSHKeyForVirtualMachine
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R

{8 FHProjectsZR & HAH FH 32 K &

6.1. TR/

sERRAS R E K ER, fE—43FACloudStack {FHAE 7] LIAASRGE —#E, WEIEASZEEIRU
VL~ B ~ A ~ PERVRRRE R IPGIAE - CloudStack B HEE 28T F 2 BRI I
LA ZRWCE: o Filhn, EREEN =R N E r] B8 A QAR FIRTE LB RIS, Wb /A &1 AT LUIEB & VR 2R
&5 ET ERE S R E

BEATLIRE CloudStack AFFE(IEMEREILFIIFE, SU2RHMHECIoudStack EEIEFEMA - —
Bfsgust®, SuestslgEE, B DInAHM ARG EF o CloudStackr] I H A —H, #1tt
AT E BN A BT Hges, AT AW LU MEHEATE EREEIR (F1n, 2%, fEHE AT
IINMEBEEFTE, 1 H A LGSUE EAECLoudStack (& N BURET EABIRIEIE, BUstEW -~ &1
HREME - FHEMHRAERES

AHEVEEE W LI B AR AR, T EEHEE T LU A - BRRAA ~ SUEHTEIRER H (LR
CloudStack B HEH IR MitFRat &, EEHMEBREE, ZHERINER, BEW, HEF
e, E R £ G IR A B R R e R R AT LU AR S (A

FERFENE WERREE, I BRI EN © 96 2 [Es SR & 7 Lt E/NET &
IR, TELEIRBR AR, WASIAGTEEAF RS BIRRGIRE o 0] DA AR E S R R
aiig, DURRGUEEARSS, B@@aREs - |ECFE » VPN istatic NAT » AR KA
E, FrEWE LIRS ERELEIR o i, > FRERE A B AT LSRR A, R
FANBAE R B AR, FHEpUA] DUFRC » 5138 T DUGE AR AR B e i e (g, (BN RERE S AL R
B M RETR it

IR

il

J

6.2. Configuring Projects

Before CloudStack users start using projects, the CloudStack administrator must set up
various systems to support them, including membership invitations, limits on project
resources, and controls on who can create projects.

6.2.1. B BEE
CloudStack fRFFat EEHE EHMMAFAE, A LIFEHEnai18{#H# CloudStack Ik5 A A AGHKE,
WAREHE SR AMAN AR, §HE I EE CloudStack fERE HrfE

1. LIEFEE A\ CloudStack FHEENHE

2. FASHEEHE, #EGlobal Settings

3. ‘
e —

4. HEHEBLER, GEEE MO, SFEREBFMAEM, THRBBUREEGEUE, %1 miH
KRS

project.invite.required E’i?%true
project.email.sender Email & BH/RTE FromiffiL
project.invite.timeout ﬁﬁ?%ﬁﬁ% E[@E@H%Faﬁ
project.smtp.host HE R EEGE ) % T
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6. fffProjectsEH [ HE L EIR

WESH At
project.smtp.password (E%ﬁ%%E)SMTngﬁQE@%ﬁﬁ%, 7ah

ﬁﬁﬁﬁﬁﬁproject.smtp.usernamelﬁ
project.smtp.useAuthBytrue

project.smtp.port SMTPfaAI AR 28 B AN

project.smtp.useAuth UM SR SMTPAA] i 28 75 B2 I 3 4 B M G, 30k
true

project.smtp.username GRS 525 SMTPAA] AR 25 B R A A & 44

8, EB Eprodect.smtp.password
project.smtp.useAuthZtrue

5. EHEE) Management Server

service cloudstack-management restart

6.2.2. Setting Resource Limits for ProJjects

The CloudStack administrator can set global default limits to control the amount

of resources that can be owned by each project in the cloud. This serves to prevent
uncontrolled usage of resources such as snapshots, IP addresses, and virtual machine
instances. Domain administrators can override these resource limits for individual
projects with their domains, as long as the new limits are below the global defaults set
by the CloudStack root administrator. The root administrator can also set lower resource

limits for any project in the cloud

6.2.2.1. 2 EBEFTEIR)EIRFE H
CloudStack rooti& ¥ BEAEE/E I E 7] LLUAB I HET SR EHMEFRRY, B aE RgEECH
= DL A B T ] LLER B BUR PR

FrHIPR HI AL A CLloudStack & T & 3 E R E I FER IR #] (FEET 6.2.2, “Setting Resource Limits for
Projects” iffiiiht) , WRFTECEAWHRBZHER, BLEERNGZEE, HELFTEM AR
FEEIR T, BRAERERFIREZ T

1. DIEPHEZ ACloudStack f# &/ H

2. HEBHEENRE, #EProjects

3. JASelect ViewH i #iEProjects

4. BFRAEEEMAEE

5. Bh¥EResourcesiZi, MIREEY BT E AN ERNHEAE

6. EAFHIEIE

7. FHApply

6.2.2.2. BOEEEEEEIRIIRH]

1. LIEHEE A\ CloudStack {#HE/NH
2. FASHEBEHE, #®¥EGlobal Settings
3. TEH WAL Amax. projectsilli B3 H 428 o
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HEMNFF Project Creator

4.

5.

S AER P E R AT LU R % 8 B EET SR K EREE RN, BEETEN &R A GER,
REEE o BhiBeditH E A28 ‘J

max.project.public.ips B REE AT IS EH B A B IPAztE,
=t H About Public IP Addresses

max.project.snapshots BREEN LIS T EFEARER G, 5F
R Working with Snapshots

max.project.templates RANEE T IS E S AR, R
Working with Templates

max.project.uservms BREE ] LIS E B A0 B ERE A
. ¥R Working With Virtual Machines

max.project.volumes BREEUGSEMGFISHEANERAE, &
HWorking with Volumes

P E) Management Server

# service cloudstack-management restart

6.2.3. HEMNZF Project Creator
TR DA RE CloudStack Ay ST T A i & 7T LA BiETE, S2#FRCloudStack EHHLE

1.

DU T 5 A CloudStack ff HE/\ H
TABEERE, #EGlobal Settings
e FMIALHEHE Aallow. user. create. projectsilf BiE I F4%4H

B Fediti s E 28 ‘E

allow.user.create.projects BB true " (HARE FHE v AEE ST B, &
"false"BI| G CloudStack root M AFi e &
RS Sva

E%ﬁﬁ%‘@j Management Server

# service cloudstack-management restart

6.3. FIGHHIETE
CloudStack’ETHE N M E HE v LIS E, RENZHEMfallow. user.create. projectsi iE A
true, RIJ#%us(EFE Al DU 5T

1.

2.

DI T 5 A\ CloudStack f# FHE /M
/SRR ENE, EEProjects
ASelect ViewH i $f%Projects
Bf¥New Project

ARt E| LT N, SRZFE Create Project
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6. fffProjectsEH [ HE L EIR

6. EHBRERECRAZEFME, WRABERME, # NextiiE

7. F#Save

6.4. Adding Members to a Project

New members can be added to a project by the project’ s administrator, the domain
administrator of the domain where the project resides or any parent domain, or the
CloudStack root administrator. There are two ways to add members in CloudStack, but only
one way is enabled at a time:

- If invitations have been enabled, you can send invitations to new members.

- If invitations are not enabled, you can add members directly through the UI.

6.4.1. EHFTENEETT
TEBGEDhAE, TEHT 6.2.1, “ESLEGET fiult, FTARIRETER T BRE TG A B BIEHE P, R
EEIIEENEEFIAER | 5% BAdding Project Members From the UTZRiEST

1. & CloudStack UI
2. EEBFEEHE, #EE¥Projects
3. JASelect Viewdi###Projects
4. EERIREEERNE
5. EfEInvitationsiZi
6. T£ Add, BEHIHEHAF—IE:
a. Account: FEE HIRTEM HEProject ViewliZiEIE4%;, 2HRUsing the Project View

b. Email: B:EGFHFIFEHENGER, SEEHOSESHRNENS, SEX8E R, WHEEESE
CloudStack o W7 {AETE SMIPFIARZRAVEIMACL B € A REAH, # R & 6.2.1. “EEE

7. BT E LGB Enail, SR1BE 151,_lnv1te o URARESE Account, FHEfI A CloudStack {# FE &%
o WIRMEREnail, FEEAMIL o WA BEHEELER — ﬁﬁlﬂ’]?jﬁ%@ﬁ%%‘ {BIER] LA % Enai 141 E &
A

8. A LIE 2B (MR ACE A H AR 3T S
t%z

HH]E

BT, BRI HBERT R Accounts

6.4.2. (EHEMHEN I EAE
BEAPBREUE, WRBEDIRENRE I RS, WfTHE R B IR E T, WREGETIRE, fEHT 6.2.1. "
WEET hHGRET, FTLUBERIEE, PSIKERET 6.4.1, “REHEFERESE WSBHIT

1. B CloudStack ff#HE/H
2. TEIBHVEEGE, #Ei¥Projects
3. JdSelect View 1 ¥¥EProjects

4. BEFEAEEEMNAGE
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5. BhEAccountsiRHk, &I B EIEA
6. EMABBNIRFE %, RIEHEA Account, AT LRI F] — A3 2 i F &

6.5. ¥EXIIE
HIRAACEI A ClovdStacki BEHOSH, ARG, MHNLLT 8.

1. A CloudStack UI

2. TESBHIEEGE, #EEProjects

3. JASelect ViewH##Invitations

4. WRGEFEIHEHBEET L7, FERHEACcept

BER & A CloudStackifR P ke

IR BN R Enai 1836, Bhi#Enter Token, fiFRMHLEHEITD K IEFFHI DGR (token)

a1

6.6. HIRELMHERET =

%’ﬂ%%}ﬂ:ﬁ# ElREgRE, EEEBER o & EEFEEERIAFHEIRER A
HETEMERE, BRGEER, HAEEHMER, sHEREEE D sabled

ISR LIGTEEEE - fEEEE - LEEBEEEECloudStack root EHLE 1 (-8R
1. & A CloudStack Ul

2. MEEBIEEHRE, EFEProjects

3. JASelect ViewH j#FEProjects

4. ERIEEEMRRE

5. HNHA (R

Wik, R =

b, A m

6.7. ffFHProject View

MEEEER—E /R LUFERH CloudStack HJproject view, iHifiproject view A] IR EZE
BB ~ DIEFERE R E R DN E A AR &R © Project viewfE2 BB —HZ & LU TIEE—LL
HHER, ATt LEFAEE —-FRARELLLE -

1. & A CloudStack UI
2. EE®Project View

3. HEMELGHEBHEMRT, HA a7 EREE - WER - EXR0A - HRMBEF - HHEREL
R F R AR » REE G ER LL:
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6. fffProjectsEH [ HE L EIR

- Bhi#Accounts ) MR E B R A, MRAREFREHEE, (RATLUPEERME - BRER
A - RN EEAT, ERFARMARE - AEREEE, MRLGRE T HMEREREE

&, ARG AR — I

- (ARAFIEEBFETIAE) BhEInvitationssy H AT IR B B EH (HIIR IR ZHIE R A,
FRTBHT -EHEESIRT, BN BB - B R e RO RS -

30



Steps to Provisioning Your Cloud

Infrastructure

This section tells how to add regions, zones, pods, clusters, hosts, storage, and networks
to your cloud. If you are unfamiliar with these entities, please begin by looking through

= 2, HumEmAEE.

7.1. Overview of Provisioning Steps

After the Management Server is installed and running, you can add the compute resources
for it to manage. For an overview of how a CloudStack cloud infrastructure is organized,

see fii 1.3.2, “EInFEAEAAREMNT .

To provision the cloud infrastructure, or to scale it up at any time, follow these

procedures:

1. Define regions (optional). See fi 7.2, “Adding Regions (optional)” .

2. Add a zone to the region. See ffi 7.3, “HriiZone” .

3. Add more pods to the zone (optional). See ffi 7.4, “Hipod” .

4. Add more clusters to the pod (optional). See ffi 7.5, “Hif—/FCluster” .
5. Add more hosts to the cluster (optional). See fifj 7.6, “HafI=E#E” .

6. Add primary storage to the cluster. See ffj 7.7. “¥Hi#Primary Storage” .
7. Add secondary storage to the zone. See fifi 7.8, “HritREEEFLEE" |

8. Initialize and test the new cloud. See fffi 7.9, "I Ml .

When you have finished these steps, you will have a deployment with the following basic

structure:
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Zone
Management Pod Secondary
Server Storage
Cluster

MySQL

cloud db Primary

Storage

Conceptual view of a basic deployment

7.2. Adding Regions (optional)

Grouping your cloud resources into geographic regions is an optional step when
provisioning the cloud. For an overview of regions, see fj 2.1, “About Regions”

7.2.1. The First Region: The Default Region

If you do not take action to define regions, then all the zones in your cloud will be
automatically grouped into a single default region. This region is assigned the region 1D
of 1.

You can change the name or URL of the default region by using the API command
updateRegion. For example:

http://<IP_of Management Server>:8080/client/api?command=updateRegion&id=1&name=Northern&endpoint=http://
<region 1 IP address_here>:8080/client&apiKey=miVr6X7u6bN_sdahOBpjNe jPgEsT35eXq—
JB8CG20YI3yaxXcgpyualRmFI_EJTVWZOnUkkJbPmY3y2bciKwFQ&signature=Lxx1DM40AjcXU%2FcaiK8RAPOO1hU%3D

7.2.2. Adding a Region

Use these steps to add a second region in addition to the default region.

1. Each region has its own CloudStack instance. Therefore, the first step of creating
a new region is to install the Management Server software, on one or more nodes, in
the geographic area where you want to set up the new region. Use the steps in the
Installation guide. When you come to the step where you set up the database, use the
additional command-line flag -r <region id> to set a region ID for the new region. The
default region is automatically assigned a region ID of 1, so your first additional
region might be region 2.
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Adding Third and Subsequent Regions

cloudstack-setup-databases cloud:<dbpassword>@localhost --deploy-as=root:<password> -e <encryption_type> -m

<management_server_key> -k <database_key> -r <region_id>

2. By the end of the installation procedure, the Management Server should have been

started. Be sure that the Management Server installation was successful and complete.

3. Add region 2 to region 1. Use the API command addRegion. (For information about how to

make an API call, see the Developer's Guide.)

http://<IP_of region 1 Management Server>:8080/client/api?
command:addRegion&id:2&name:Western&endpoint:http://<region_2_1P_address_here>:8080/
client&apiKey=miVr6X7u6bN_sdahOBpjNejPgEsT35eXq—

JB8CG20Y13yaxXcgpyualRmFI EJTVwZOnUkkJbPmY3y2bciKwFQ&signature=Lxx1DM40AjcXU%2FcaiK8RAPOO1hU%3D

4. Now perform the same command in reverse, adding region 1 to region 2.

http://<IP_of region 2 Management Server>:8080/client/api?
Command:addRegion&id:l&name:Northern&endpoint:http://<region_l_TP_address_here>:8080/
client&apiKey=miVr6X7u6bN_sdahOBpjNejPgEsT35eXq—

JB8CG20Y13yaxXcgpyualRmFI EJTVwZOnUkkJbPmY3y2bciKwFQ&signature=Lxx1DM40AjcXU%2FcaikK8RAPOO1hU%3D

5. Copy the account, user, and domain tables from the region 1 database to the region 2

database.

In the following commands, it is assumed that you have set the root password on the
database, which is a CloudStack recommended best practice. Substitute your own MySQL
root password.

a. First, run this command to copy the contents of the database:
# mysqldump —u root —p<mysql_password> ~h <regionl_db_host> cloud account user domain > regionl.sql
b. Then run this command to put the data onto the region 2 database:
# mysql -u root -p<mysql password> -h <region2 db host> cloud < regionl.sql
6. Remove project accounts. Run these commands on the region 2 database:
mysql> delete from account where type = 5;
7. Set the default zone as null:
mysql> update account set default_zone_id = null;

8. Restart the Management Servers in region 2.

7.2.3. Adding Third and Subsequent Regions

To add the third region, and subsequent additional regions, the steps are similar to those
for adding the second region. However, you must repeat certain steps additional times for
each additional region:
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3.

Install CloudStack in each additional region. Set the region ID for each region during

the database setup step.

cloudstack-setup-databases cloud:<dbpassword>@localhost --deploy-as=root:<password> -e <encryption_type> -m

<management_server_key> -k <database_key> -r <region_id>

Once the Management Server is running, add your new region to all existing regions by

repeatedly calling the API command addRegion. For example, if you were adding region 3:

http://<IP_of region 1 Management Server>:8080/client/api?
command:addRegion&idZS&name:Eastern&endpoint:http://<region_S_IP_address_here>:8080/
client&apiKey=miVr6X7u6bN_sdahOBpjNejPgEsT35eXq—

JB8CG20YI3yaxXcgpyualRmFI EJTVwZOnUkkJbPmY3y2bciKwFQ&signature=Lxx1DM40AjcXU%2FcaikK8RAPOO1hU%3D

http://<IP_of region 2 Management Server>:8080/client/api?
command=addRegion&id=3&name=Eastern&endpoint=http://<region 3 IP address_here>:8080/
client&apiKey=miVr6X7u6bN_sdahOBpjNejPgEsT35eXq—
JB8CG20YI3yaxXcgpyualRmFI_EJTVwZOnUkkJbPmY3y2bciKwFQ&signature=Lxx1DM40AjcXU%2FcaikK8RAPOO1hU%3D

Repeat the procedure in reverse to add all existing regions to the new region. For

example, for the third region, add the other two existing regions:

http://<IP_of region 3 Management Server>:8080/client/api?
command:addRegion&id:1&name:Northern&endpoint:http://<region_1_IP_address_here>:8080/
client&apiKey=miVr6X7u6bN_sdahOBpjNejPgEsT35eXq—

JB8CG20Y3yaxXcgpyualRmFI EJTVwZOnUkkJbPmY3y2bciKwFQ&signature=Lxx1DM40AjcXU%2FcaikK8RAPOO1hU%3D

http://<IP_of region_ 3 Management Server>:8080/client/api?
command=addRegion&id=2&name=Western&endpoint=http://<region 2 IP address_here>:8080/
client&apiKey=miVr6X7u6bN_sdahOBpjNejPgEsT35eXq—
JB8CG20YI3yaxXcgpyualRmFI_EJTVwZOnUkkJbPmY3y2bciKwFQ&signature=Lxx1DM40AjcXU%2Fcaik8RAPOO1hU%3D

Copy the account, user, and domain tables from any existing region's database to the

new region's database.

In the following commands, it is assumed that you have set the root password on the
database, which is a CloudStack recommended best practice. Substitute your own MySQL

root password.
a. First, run this command to copy the contents of the database:

# mysqldump —u root -p<mysql_password> -h <regionl_db_host> cloud account user domain > regionl.sql

b. Then run this command to put the data onto the new region's database. For example,
for region 3:

# mysql -u root —p<mysql_password> -h <region3_db_host> cloud < regionl.sql

Remove project accounts. Run these commands on the region 2 database:

mysql> delete from account where type = 5;

Set the default zone as null:
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Deleting a Region

mysql> update account set default_zone_id = null;

7. Restart the Management Servers in the new region.

7.2.4. Deleting a Region

To delete a region, use the APl command removeRegion. Repeat the call to remove the region

from all other regions. For example, to remove the 3rd region in a three-region cloud:

http://<IP_of region_ 1 Management Server>:8080/client/api?
command=removeRegion&id=3&apiKey=miVr6X7u6bN sdahOBpjNejPgEsT35eXq—
JB8CG20YI3yaxXcgpyualRmFI_EJTVwZOnUkkJbPmY3y2bciKwFQ&signature=Lxx1DM40AjcXU%2FcaiK8RAPOO1hU%3D

http://<IP_of region 2 Management Server>:8080/client/api?

command=removeRegion&id=3&apiKey=miVr6X7u6bN_sdahOBpjNe jPgEsT35eXq-
JB8CG20Y13yaxXcgpyualRmFI_EJTVwZOnUkkJbPmY3y2bciKwFQ&signature=Lxx1DM40AjcXU%2FcaikK8RAPOO1hU%3D

7.3. FrZone
DITF BB EELEAT CloudStack UL » FEZE: 1 5.1, “SAHENE" o

1. R ED) R ABKE  SwiftE A AifJsecondary storage, FEFHzoneZ B, M7 EIESoifowirtiE

fats -

a. Lladministrator&43-% ACloudStack UI

b. WRELEEFE -EHFEHENT, RFEREALEETELE o 558 Experienced
user", BELGERFES -

c. FNEMIFInavigationt%gl ™, Bii%Global Settings °
d. TEIES MRS Aswift.enabledlli B3 S 74] -

@

LS Jﬂ?{ﬁﬂf%ﬂ]ﬁﬂj—SWlft enablefX B Atrue

. EHEE) Management Server

# service cloudstack-management restart

g. EFEH CloudStack Ul HBIE SR HIEFEA o
2. AEMFmnavigationtZ#l ', EiFEInfrastructure °
3. JAZonesH HHEH ELEView More
4. (LB MAEMHEARRE swiftfFRE, FHFESwittlliimA LN &
- URL. Swiftf4JURL
- Account. SwiftlR5E o
- Username. SwiftiRSEHIERE o

- Key. Swiftfkey
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BEEFIE Zone, 15 & HBZone W HEIFE
B R ST A A R R Y

- Basic. AJAMAVSIAAIATRIERE, RS 6 RSN EHRAKIPANE, i Mlayer-319
Security groupZF il (IPALEIRIEAEHD -

- Advanced. FEMLEAE R ZR0MEBIREEAEE, REBIRIEE o] I pUR e s, BRI T EL
HI4ERE AR, Hlan. firewall ~ VPN ~ Load balancer °

FLAERERERNERESMY: & 2.8, “About Physical Networks” o
DU 45 B 8B Bas | CHBRS B EAdvance SBIR T, 58 B IB A 378 S AR L T 4B B
Cffi 7.3.1, “EBESEGET

’”

- fifi 7.3.2,  “JEFEZoned E

7.3.1. FHEBEEEE

1.

fEAEAdd ZoneX5 B i EBasiclz, fiNext, EWEHGEIMLITAMET, RiZiENext
- Name.: zoneZ%¥H

*DNS 1 and 2.: FEVMEMRIONSFIARAS, "TEHABREMAR, BZREHE o S5 IPAILNES
HEASE HEDNS IR 2%

- Internal DNS 1 and Internal DNS 2.. ZR&HEVM{E HAIDNSRIARES ( CloudStack{# FHHIVM, 22
FERE A ~ TR IR EGFAEEW , SLoNSHRHEHR =M, FAIPAHE
WAEE B AR B I DN SfA] AR 7%

- Hypervisor. (3.0. 1k B) #EE —Hm BB N REE, BRI INAFEBEE SRS
- Network Offering.: MRAY;ZIEE &R MR 4 % AR5 v] LATERS & VM

Network Offerings é‘iﬂ__ﬁ

DefaultSharedNetworkOfferingWithSGService | SRS 2 BEA R IR BIREE, 55
SEPE S (32 H Using Security Groups to
Control Traffic to VMs)

DefaultSharedNetworkOffering RSN EEZ2HAE F5E s
DefaultSharedNetscalerEIPandELBNetworkOffarifhE A E % 8ECitrix NetScaler, iff H & {#
R TPAIGE M & BT ThRE, FE RS -
fF#HEIP MELBIIRE, AL 2RAHRNERE
Bt el AFE M1 s 1static NAT K & & P

- Network Domain. : GEE{E) ARGAEERFIRIVATZHE, FETEEDNS suffix

- Public.. FrEMMAEAGEARNARME, IFAMEERERTEME, HAHMEESNRERESE
v Al

R RS

EAREE ~ N6~ SiELMEERE, EL2EM, EEERARRETT, 8@2MBasic Zone

Network Traffic Types, WHMEAH ~LREFUCLITE, MREBEMAE L, NHiREHAE
greyed-outHAHHE Bl & B UK B) o Mt AT DU B A B 44 1
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AR EIEERE

3.

8.

3. (3.0.UiAR e BIES AT MERMAEN LNEERERN, BRERLANEEAER
AEEE R RER - AREE REGEEdLt, EEEHBEE, SRR, RIR%K

UEEAER ERENBENEEEEE, HRNHMrEaREES, BT EREETR

#Next

({#NetScaler), IR MNetScaler;BEEMIEIRES, B HEIMNIGAE ZIHE, RMFEMEIL
%3 NetScaler, R1E#Next

- IP address.: NetScalerZEBERINSIP (NetScaler IP) {ifiif
- Username/Password.: {ZINZEE IIZHESERH, CloudStack{# Fig LusE R A B

- Type. : NetScaler#EEFEA! T HEANetScaler VPX, NetScaler MPX, B NetScaler SDX, RA
AR I, £ R About Using a NetScaler Load Balancer

- Public interface.: NetScalerf/ M, TE/\BAGEHE

- Private interface.: NetScalerHJ41MTH, FEFANAERE S E

- Number of retries.: EiIgLHIIRE, THEEKRA, FHHEMA2

- Capacity.: I BHIREZHERE /IR S HVEE

*Dedicated. : FURAEMRE, HWHEERH—ERSEM, M Capaci tyilIEUERIA1

({#NetScaler) B/ PR BBUE IPHEE, WHEMIPEWEM S static NATHFE, WARKEMHEH
EIP J ELBIEFRMEB ARSI A - A LU AET, A& HEAdd - ST IR B IN IPEEE, &5
W&, FHfENext

- Gateway. : IPZHEfEHIAIRTIE

- Netmask: FNVPCRHE EAHH A TPAL1E

* VLAN.. SRR FIAE .S PR B AVLAN

» Start IP/End 1P.. —#ATHRE AT HAARRARRE AT 1P, St & 1 0 FC AR A B 2V

FERTHOBRISLT, CloudStack @ JE i HiHIPodla s, T LLZ eBREIINN « BItpodfift, 5
5 2.3, “BffiPods”

i A\ LU AREE B —flpod, SR1Z 1% Next

* Pod Name.: pod4% 7

- Reserved system gateway. : pod 1 ERERTE

- Reserved system netmask.: 3EZFspod T-AHEEHIAE Kprefix |, f# HCIDRERF1E

- Start/End Reserved System IP. Management#HR&HUIPEIE, #EH R B4 system VMs: Ul
secondary storage vm ~ console proxy vmBY &=DHCPZ F, BENMPEHIEFE ZHIEH, HXHAR
PREA TPEH

R ERE MR, LI, RiEiENext .
- Guest gateway. : Eﬁ%ﬁﬁé’\]ﬁ‘ﬁﬁ
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- Guest Netmask: &5 B T4 S

- Guest start IP/End IP.. $@ABRIRMARAVIPALNE, MEFCloudStackn] LI ECHIAR ) 2 AU G

- BAEEERA AR F, WRERZERF, efTRE AR A
CUNRGER —SRAERE R, B2 1P B REL pod B CIDR AHFEEE
9. FE#THIpod, CloudStack@GJLHl—AERMAE, HATLIZREATHMN, HRBEEMMHN, FE

About Clusters

B AU R E SR —H R R, IR{RIHNext:

- Hypervisor. (f#3.0.0kA; 3.0. 1hARMEE) 25 —TEE R B E ARSI A EMER, WRE
#EEVMware, & HIRBIMIBIAL, 0] L A vSphere BEMEN, #HfdvSpherefilfiRes, EHEE
SefEvCenter @y B E T RIZFIEEEEINE|CloudStack, # R Add Cluster: vSphere

- Cluster name.: B AFEEAIAM o 5 7] LLHEAGEEE —EARYE CloudStack {HHRISCEF ©

10. FEHHIFERF, CloudStack G ILHHEHAIEMMA L, AT LIZIRBERIEN - BIR LR/, FER

About Hosts

.

B RSN AR BB A £ AR CloudStackR, BT EARAOVMERASBE & AT IR RE

TERREE FARAT, B/ HZ R EEYE, BREFE BRI #ECloudStack |, RFZEIFL

BONERE, BTNESLRAE, R

- Citrix XenServerZ #% 2 E

- VMware vSphereZZ#EEilEh i

- KVM vSphereZZ 8 b 8%

B AL T ARG E B —E 1, IR1RIENext

- Host Name.. =FHEAJDNSA FEEE 1P HE

- Username.: J@# Aroot

- Password.. #ALL B{FFHERVERS (EERY XenServer B KVMZ4E)

- Host Tags GEEM) . (BATEMAEERAEE, Flan, WREEEFREMEME high
availability"THEEAIVM, AT LIEE EUGHAMESR (ha. tag I EMAE), BLEM, R
HA-Enabled Virtual MachinesJZHA for Hosts

11. BB ET, CloudStack g Aol — (A F EGEFR BRI, B2z BTN, HNEEHT
FEWE /), # R About Primary Storage

WA LL AR E S — AR BRI E, SRIE T Next:
- Name . FEA7HE B )24 7
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HEFE Zone R E

- Protocol. Protocol. DAXenServerZai, MRn]LLEEIENES ~ 1SCSI ~ BY & PreSetup. LIKVMZER
21 PRE] DL2RENES ~ SharedMountPoint, CLVM, JZRBD o vSpheref&n] LLj#E#EVMES (1SCSIEY
FiberChannel) BANFS o A8 T AR AL ER A 780,28

7.3.2. ﬁﬁﬁ%Zone%&iﬁ
1. #AEAdd Zonef§E B FAdvancedf®, %Next, IEEHEAMI LI TAHET, R{2IENext
+ Name. : zone@*ﬁ

*DNS 1 and 2.: FHEVMEFRIONSFIARAS, ATHABMERER, HBZREHG o AP NES
FEASE HLDNS A AR 2%

- Internal DNS 1 and Internal DNS 2.. ZR#FVM{E FHAIDNSIREAR S ( CloudStack{f FIHIVM, B R
B ES ~ TIEEMHE MR EEFSEEN) | 15 LDNSH 48 S Hm 2N m AR, FANIPAIHE
R B AR Z I A ERDNSAR] AR 28

- Network Domain. : GEEM) (RS ERIRIVMEE L, F5T5EDNS suffix

: Guest CIDR.: {ERSZBEABBAHINI PRLELEICIOR, (4010.1.1.0/24, HSREAER R onedsE
FRAICIR, & (AR VPN B 5

- Hypervisor. (3.0.1fi{z B ) ;BEE —(HmZ BB EE, BRI AR BEENRE
- Public.: FrEHEEGEANAE, EABESIEE AT EMEE, Ha A # HE A8
T FHRM
2. ERERENE
R REHE - AN~ R LHEARE, BL2EHN, EHERERERET, SE&20E 2.8.3,
“Advanced Zone Network Traffic Types” |, WEBEHEEHH MK CLRE, WREESERERK
, BEEMATEZ, NHEREEA | greyed-out BT S B AUEE) - A UUIBEHREERE H—

A4ERE, Fian, FESRE HBRAEMER, EAFENFE, G0 LS E s HaEs, SdrT s s
B

3. (3.0. AR e MR BEESA S EERER LNERRELN, BUERLAN G EEEHRE
BEEWRERVEE - MR EE RRREdt, FRMBEIE, G AR, RIRI%0K

EUEERSEE(EEENBREEEESR, UM REEREE, EEr DR %
HAE
4. FHNext

5. Ry BRMEREEOE IPHIE, LU TNAET, RMREAdd o A DIEE I EBREE N2 (ME E, ARiE,
§§T§£Next

* Gateway. : IPAZHE(E A AMRE

- Netmask: FIVPCREE BHH AT IPALIE

* VLAN.: S FIAE 2> FI L B A VLAN

* Start IP/End IP.. —XHTHRE Al HUEBRER I IP, S &1 0 BoACF BUR & R

6. TERTHOMEST, CloudStack@5EHTHIFTIIPOAALE, AT L BBEINHEN - BRtpod AT, 35
i 2.3, “BIfPods”
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i N\ LA T AR RE B —fElpod, SR1Z%Next

+ Pod Name.: pod4%7H

- Reserved system gateway. : pod 1 EERTE

- Reserved system netmask.: EZspod THHMEHIAE K prefix | HHCIDRERTIE

- Start/End Reserved System IP. : Management#EFGHIIPEIE; #7 KO EC4system VMs: 1
secondary storage vm ~ console proxy vmB{ 2DHCPZ F, BARNIPEIE T LG, F2M
i 2.8.6, “REARHIPAIHL" .

7. R EERRAENTEE —EVLAN IDHEEREH B R GERVLAN Allocation Example), SR1Z¥#%
Next

8. TEFTHIpod, CloudStack@ e —(HmBEHAE, EAILIZZ BTN, HRBENE N, F#A
fi 2.4, “BEHitClusters”

AN AGEUE S —HHESR, R Next:

* Hypervisor. ({3.0.OffAS; 3.0. LRRASRMERED B2 — Tl AR B B BRI FT A SR, AR 1K
B Wware, & HIRSNOMEAL, 0T LU A vSphere SABRVERN, HAvSpherefilfiRay, HHEE

SelEvCenter BV HBE T RIBEEEBINEEIE|CloudStack, R Add Cluster: vSphere
* Cluster name.: ¥ ABEEMLTH o B0 IHEAIGEE —ERY CloudStack i RIS -
9. TEHFHIERET, CloudStackF e FAI A, AT LA ZRFERE N - BT/, R

Eﬁ 2.5, “About Hosts”

(e

H fSBCE CloudStackly, FTABMNEHEE EHHIVE N GEEHITIRAR

FERREEMEAT, BuA AR B H R, TR EHIE MRS #CloudStack | K BARLL

RRONCE, BITVEL R, SRR

- CloudStackfJCitrix XenServerZZ#

* VMware vSphereZ74EBLE% 5

- KV HE B 5E

W AN DU AREE B —E A%, R T Next

- Host Name.: FH%HDNSAFEELIPAHE

- Username.: @ Aroot

- Password.. #ALLEFFHEIERS (EERY) XenServer B KVMZ )

- Host Tags GEERMD) . (BATEMRDEEMAVES, Flan, mREHEEFREME A high

availability"DJRERYVM, MR DS E EuRHAIREE (ha. tag IR E WA E) , HEEM, #A
HA-Enabled Virtual Machines{HA for Hosts, #HS{EAdministration GuideH?
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HEFE Zone R E

10. TEFTHVER T, CloudStack @it —H X EFFREERE, B2 ZBITHEMN, HRFEFHF
ﬁ%iﬁﬁ@ﬁ%f?, ?ﬁﬁiﬁﬁ 2.6, “About Primary Storage”

WAL RS HEEMTEE, Aot
- Name.. BETFHE B 15

- Protocol. Protocol. DAXenServerZai, MRn]LLEEIENES ~ 1SCSI ~ BY & PreSetup. LIKVMZR
2, AT LUEEENES ~ SharedMountPoint, CLVM, MRBD o vSpheref&n] LLEERVMES (iSCSTEY,
FiberChannel) BUNFS o H A58 T B8 G BUR A fRHY 2

NFS

- Server.. {7 E N IPAIIEEIDNS A FE
« Path.: fEfa e b AU EHE

- Tags (optional). fEfF4EEAVIEEIETR 5
W%, EEBIIMERARES, WEERSSE

RitIRE

M5 Zone i ffcluster, BEF EREFREMN
I, WEE— o i, WRcluster A
REFEHFEE EEETIMT2, Hih
Zone A Acluster A ZE IR BLAARFEEETIAIT2
B E

iSCSI

* Server.: EAFERERIPALIEEDNSH

- Target 1QN. : HZEAYIQN o a0,
ign.1986-03.com.sun:02:01ec9bb549-127137

- Lun. . LUNE{=, @40 |, 3

- Tags (optional). REfF#EEAEEIEYES
bE, EEEHERRE, LHZRSEE
R IR RE

M5 Zone i fi)cluster, BAEFEREFREMN
1A, WH—E— o flin, a0 cluster A
R ERAEE, MEEERTIRIT2, Hit
ZoneNffjcluster LA JEIRBEAHRIE S TIAIT2
HIFEEREFEEE

preSetup

- Server.: [EFEEERYIPAIHEEDNSA, 7

+ SR Name-Label. : EABEALE CloudStack
AN E I HSR A RE 4G

- Tags (optional). FATFHEERIEELZH D
B, EAEERRERRIRES, WHEREFHE
i HBUE

M5 Zone i ficluster, BMAEFERHFREMN
1RE, WH—E— o flin, a0 cluster A
R EAEE, MWEEERTIRIT2, Hit
Zone N ffjcluster L MJE TR (AR R EET1RI T2
HIFEEREFEEE

SharedMountPoint

- Path.: @& EHEEEH T EEAEENERR
, Bl /mnt/primary”
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- Tags (optional). FEfFEEEPIEEIETR Y
Mase, EBEEBPIBEREARES, WHERFSE
R R E

HEF5Zone Ffcluster, RAEFEFEFREN
I, WH R o Flin, flRcluster A
R EREAEE, tWEEETIT2, Hib
Zone A Hcluster A ZE IR LA FIER BT 11 T2

VMFS

P EEFEE

« Server. : vCenter serverE’JIPfﬁi‘ﬂ:E\ZDNS
T

- Path.: ¥REMABMZEIOAS

o ¥\ A" /" datacenter name "/"
datastore name ° 4[], "/cloud.dc.VM/
clusterldatastore”

- Tags (optional). fEfFHEEAVEEIETR S

B, EESIERRE, LWHERRSIHE

[ElibEe

15 Zone i fcluster, BAEF EREFIREN
1S, WE—E— o BN, ffcluster A
BT EREALE, thEERTIIT2, Hib
Zone A ffcluster N /EIR AR RIFE S T1FIT2

MR REE

1. EHREEF, CloudStack & SEHHEHANREREF R BRI, B LLIZIRFERIEIN - BN RERETE

HEBEN, R ) 2.7, “About Secondary Storage”

BN MR R, RFFEBENFS sharesti
FHE , ## 5 Adding Secondary Storage :

BFTiICloudStack System VM AR ACHE (R T %

+ NFS Server. The IP address of the server or fully qualified domain name of the

server.

* Path.: fAd] s E H OB 1S

12. BLi®Launch.

7

4. PFrEPod

E ST —{f#i0zone, CloudStack[FIRFt R BGHHIYE T —(pod, MtHAIRZIRBATHIE

1.

2.

O\ CloudStack UT. ¥H52:FH. €7 5.1,

"BAFERENE

FAERIBInavigationiZgl, ¥ Infrastructure o A4 |IZonesfITHE T E % View More, BEFEEE

AR AT podff) zone ©

Bt¥Compute and StorageZ) B, TEpodEiEiAgEI B ®View ALl

Bhg8Add pod
TAEERLE FEg A LU &R o
« Name. [fpodZ &7 o
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i —{ElCluster

- Gateway. HostJR I podfI4H s il E -
- Netmask. FFAEEpodf) 4B, (FFCIDRERTIE

- Start/End Reserved System IP. Management{FR&HUIPEIE, AR D EC4Ssystem VMs: [
secondary storage vm ~ console proxy vmB{i&DHCPYZ FH, BINMIPEHIE T ZH0EH, SH2M AL
{RER IPEHf

6. EhiEoK

7.5. F—_ECluster
RTEE SR CloudStack %, HNEMEcluster N, PTUTEFE M2 BT, IRLBEEZR/DE—E

cluster

7.5.1. FCluster: KVM BY XenServer
IH P B R R R B AR SR AR B B8 T £ % A\ CloudStackff i /M H

1. JAEERInavigationdl|FE B Infrastructure, EEBEE zonell 3 View More, 12 BhH

cluster °
2. EbSRComputesr H
3. FETHIClusters node, Bii% View All
4. BEEEHMACluster
5. EEHAEEEEN
6. REFEFEIHMClusterfpod
7. EMAEERLN o B LIHAAGEE —EARME CloudStack I -

8. F&OK

7.5.2. JIAES. vSphere

FEh4E A& vCenter fzCloudStackE A, 7 LASEALvSphere FHEE T,  CloudStackZFEEFTA FHEER
JAAE CloudStack#Z&EH, (HERBATRAES—EFM - BAEHE, BUHERLEESEEHH—E
BEZEFN, ZEMBEADEIElive nigrationBIIHE, FHERERIG NFS or iSCSIHZREF

Y vSpherefiliRas, HEE EMAEvCenter YR, WV EEHFEEFCloudStack, RIFLITHEK

- vSpheredgk BN EHEIES & 1%
- HERECloudStack AR, MBAKEEH EHGR B T VMEAT

T A vSphereZ & 2(|CloudStack:

1. ARABHE R AR F R AE vCenter B B2
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(=) WIN-OMUOCHMSFUBT - vaphere Chent

Ele Edt View Inventory Administration Plugins Help

ﬁ ﬁ |E§ Home b g8 Inventory b ] Hosts and Clusters
& e ¥

Bl [ WIN-OMUOCMSFUB? 192.168.160.25 VMware ESXi, 4.1.0, 260247 | Evaluation (38 days remai
= By doud.dc.vM _
= il coud.custer.2.2.1 LRl Summany - Virtual Machines | Peformance . Configuration
E [152.168.160.25

o EL
= test What is a Host?

A host is a computer that uses virtualization software, such
as ESX or ESXI, 1o run virtual machines. Hosts provide the
CPU and memory resources that vitual machines use and
give virtual machines access to storage and network
COnneCtvilty.

Basic Tasks
&' Deploy from VA Marketplace

5_1' Create a new virtual machine

2. BAFREN T
3. NEiEHnavigation¥l|FE HELE Infrastructure, HEE ELEzonel 18I View More, 1% EL I

cluster °
4. Bhi#E ComputefFE, 7F PodsiEfEView All, EEBMLEIMAREEMpod
5. F% View Clusters
6. BEEECluster
7. FfEHypervisor, j&¥EVMware
8. TEHIFEESRMEELITEM, T & vCenter B EEUE
- Cluster Name: #fi NEEZTE, Hll"cloud.cluster.2.2.1"
- vCenter Host: vCenterfa]flR#sHY T HEZ FHEL TPALAL
- vCenter Username: CloudStackiBi%hivCenter B Fl& & FE, ILF & WHE AT HEL
- vCenter Password: B Af# FH & 2505

- vCenter Datacenter: Hij AZENAY vCenter ER}E, U0 "cloud.dc.VM"
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WInER

7

1.

F Add Cluster

one: | ZONE-NEXUS-ADV (=]
Hyperasor: | Vidware 3
Fod:  POD-1 =]

Cluster Name: doC-Cluster

vienter Host: |host-Cs-weenler

“vCenter Username: | 3dmin

vianter Pasoword sessssssssssnes -

“vlenter dot-datacenter
Datacenter

Nexus dSwitch 1P [10.10.105.10
Address

Hesxus dvSwitch  dv-admin
Usermame

Hewus diSwilch  sessssss
Password

Cancel OK

Fh—BEEH, CY BBBEREEREN T T

6. SR

TERS EREIN CloudStackHRER], L EZHEMAE R, Nt CloudStack A B HHE 1T HE A%
AR

CloudStack Z AR LR, #E S M Installation Guidef)—ELFEIAIG —LEHEN, WHERH
A, BROMNBHBR

s A

AR T AE T RRONIY . CloudStackREBUE P ER, HMAE @R B E & 74T

BT, IR EE FME|CloudStack, f# FRVETBGR A RA AR BB E
- fi 7.6.1, “(XenServer BY KVM)MhnE#g”

- i 7.6.2, “Adding a Host (vSphere)”

7.6.1. (XenServer =Y KVM) 0 3=44%
XenServer J KVM=EH AT AP N2 35 52
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7.6.1.1. XenServer KN KVM=ZEMETESK

(LK

flERECloudStack AR, @AREEEH ERR A EAVEIT

I

a ot
=

BEFL
- AR IR B B A
B XenServer, H/IHEBIBSA 1%
BRKN, EREREB 166

fEBEESK | #£HCloudStack Installation GuidefRJZ28EEk45

7.6.1.1.1. XenServer FHEZAEINE K
WA AR TS IEAE (A, B EE O JE T e R Ll A — B4R

BT ARSI ER, BATLUTIRS o P BREAE I AXenServer BN T ZEH

# xe pool-join master-address=[master IP] master-username=root master-password=[your password]

®::

ERE AL FeSnE, FEMEEIRS SR —54R, AR Y IHEERE L HALER B
B A EARER N AXenServerf®, #{T cloud-setup-bondfE=, IAET & 5 Ba e i 8 37 FT A AR5

=
7

1. EHMAIRES/usr/1ib64/cloud/common/scripts/vm/hypervisor/xenserver/cloud-setup—-

bonding. shiZBFE B LT EE, WA A BT
2. BATRECHS:

# ./cloud-setup-bonding.sh

7.6.1.1.2. KVMEHEERINE SR

- WIS shared mountpomtf?a‘ﬁftf R, EHE VAR A S A8 AH R mountpoints
(PEE 78S

- BT EARER EL M EAR A MR R R EOE G %~ AR FHAEED)
CWREAEER OpenVswi tehiiZasfiiiagent . propertiestliZ, WAL A EMEICIoudStackFHEM

{network.bridge.typeBopenvswitch
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Adding a Host (vSphere)

7.6.1.2. HWIXenServer BY KVM=EAH%

PSR B RS R AR L R EAR AN E WM E AR S $R CloudStack, RARINE, FE2H
CloudStack Installation GuidefJER4Z= i

- Dladministrator & 4% ACloudStack UI

- NEE M navigationdl| R EEFE Infrastructure, HE Ei#zonelli#FView More, FIRELEEEH
B zone ©

- BE®Compute 25, fEClustersHiEiELEEView All
- R BT E AR R R
- % View Hosts
- % Add Host
- FREELUT &
- Host Name: DNSZFEBLIPHIif
- Username: I8 Aroot
- Password: JEZMMETE LEM AT, KELH XenServer ZH) o
- Host Tags GEFEM) . (BATEARSEFERIEE, a0, aREEEFREFME high
availability"ZHEERIW, AT DABUE ESmHATRE (ha. tag IR MO 3E) , HE &AM, FERIA-
Enabled Virtual Machines}ZHA for Hosts
Fre—EiHE, Eslg BBBEREERE N T

WA HAER, EEL PR

7.6.2. Adding a Host (vSphere)

For vSphere servers, we recommend creating the cluster of hosts in vCenter and then adding
the entire cluster to CloudStack. See Add Cluster: vSphere.

7.7. FiPrimary Storage

7.7.1. REFESKR
TR K

- fF—#funderlying hypervisor Y 1ZA[E—1ZE#E{SCI BYNFS server

- AR AR L ZE A K ERERRAIAR A, BERR/H F R RRA DI 2 R B B
- BN BRI ERRI R

EHRE BT RER, FHRKRLITRRS:

CEERBINE cluster Z BT, FBAEFIYEEFHFEE

BRI ES EEBHEEE G ERE AR TS R eysten. vn. local . storage. required
Btrue, FHIEHREEEN
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7.7.2. B EEEARE
EARH T —(flzone, WMIETEEIIIANE —{fprimary storage, 0] LIFEREF ¥ primary storagefd]fiR
BB A RFCloudStack, BifN. & AHE T —Fcluster B2 B H T #F Z A AR &\ — 18 B EEH)

cluster °

&

R LR IR A R IR A (T BRI, Fril—EfAkaR 2 CloudStack M EMERFTEFENERS -

T

A
[}

1. & CloudStack UI. GGEZB. 7 5.1, “BAMHFHE @ .)

2. ﬁ@E%E@navigationﬁU%’z':F',%Jjﬁlnfrastructure, }%%%ﬁ%zonejﬁ;&%%\/iew More, %fﬁ%ﬁ%%ﬁf
primary storage °

3. BEh®ComputesT H

4. FNBIZRFHYPrimary storagefiEErPEii%View A1l

5. BE#Add Primary Storage

6. MEFEHRET, WMATEM, FramERERER protocol AR -
- Pod. fEFEEENE
- Cluster. BEfFEEERcluster
+ Name . G748 B R R

- Protocol. Protocol. DAXenServerZisi, MR DLERIENES ~ 1SCSI ~ B{Z PreSetup. LIKVMZRER,
0] LLI#FENFS or SharedMountPoint © vSpheref&n] LLj#E#EVMFS (iSCSIEY FiberChannel) BYNFS

- Server (for NFS, iSCSI, or PreSetup) ﬁ%ﬁ%ﬁﬂ’\jlﬂjiﬁﬁDNS@f@
- Server (for VMFS). vCenter serverfIPfiilB{DNS% &
- Path (for NFS). FENFSHfAIAR avim H & 1E

- Path (for VMFS). fEvSphere, 2 &RIEMLTBMLTEAIAEE - #5704 "/" datacenter name
"/" datastore name ° fflf[], "/cloud.dc.VM/clusterldatastore"

- Path (for SharedMountPoint). BE{RISmE —{AhostfifEEiHprimary storage BEAX, #ilan. "/
mnt/primary

- SR Name-Label (for PreSetup). #ii ASRE4E/E CloudStack#Pek EIHFHY

- Target IQN (for iSCSI). FEiSCSI, =4 HEMIIQN o ity
iqn.1986-03.com.sun:02:01ec9bb549-1271378984

- Lun # (for iSCSI). FFiSCSI, JEEZLUNELFE, #lun, 3
- Tags (optional). REFHRENFEEIERSIRE, BEEWEERE, YIHEERSEE SR E

M ZoneFflcluster, AT ERHFRENIER, WH B8 o i, Rcluster AfRHEER
FEFRE, MAERETIMT2, HifiZone Nicluster W N/EFRHH FIRE T UM TR E EHFEFHEE
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7. FHOK
7.8. FIGIRE AL E

7.8.1. WEREFREARTK

- NFSf P45 B T B iLinux NFS server

- GEEEM) OpenStack Object Storage (Swift) GERnhttp://swift.openstack.org)
- 100GBH/ N &

- IR B E R A VMAE [R] — {3 A

- BB IR E R R AR 8 A &3 A B AR T A

7.8.2. FGIREREGRE
EEFHT EES, BEREIAS - EEERTRE, G LRSI R AR DA
-

I

: N
I

i He
=
SR IR SR A (TR, FE—EREE CloudStack $5&MIRFTETEERIRR -
1. R IS PR R BB R AT A A S B R AR, Seisvirt

FEFHEEMA CloudStack , FERAT 7.3, “HitZone”

2. BREALTREFMART, B NHENES share RIERE T BIBIR BT FIRAS, See

Preparing NFS Shares in the Installation Guide.

3. WEEMCIEEHFAIRI LR, BT 245 VMEHSee Prepare the System VM Template in the
Installation Guide.

4. BB EENREFFARS CEREE T, MINACloudStack, REFFRETMEZH
WS —EF G T, #R A 7.3, “HithZone”

7.9. #URL LHE
EITERVGEEEH T, CloudStack&RIARIGAIL, AIBEE {£305 8% DL L AORFRIBT, EHURIN R4
R E o B Th5ER, CloudStack UTH & HFladministrator's Dashboard

1. HERAFOAIERML - 28R EHERE, 121 Tenplates, 1EHCent0S 5.5 (64bit) no Gui
(KVM) template ° HEZRRAE S "Download Complete.”, £, RERERBURE, NEHUTH—F

2. %l Instancesi8%, MMy Instancesi@iE
3. IB¥EAdd Instancell fREREZHIHER
a. JEREREEMAR zone

b. fFtemplate selectioniBIBFELEVMHE HAY template, IR EIARZ 4 By HE&HCent0S
template

49



ﬁ 7. Steps to Provisioning Your Cloud Infrastructure

B —ffservice offering, FEMEEMATHIBEIZPHIAIITEIER service offering

d. TEERMEREARISF, 05 —EERERE - SEF (AR E LI RMER, [EAZHE -
a0, XenServerfLinux, EFFAMEER, HEEFHEEE| /dev/xvdb o WIRMAAGPV-enabled
0S kernel, BREEMRELANTFEL 8 BT B

e. WL, BEEEMIBHEER TR, CAGE—EEE
£, T DLREBIEROA ROV T KR -

g. BhiLaunch VM, ZEAOVMAS S5 ), SIEBARHE N EUEAH o BRI LLE InstancesZHI 2K EL

F_
HBESE View ConsoloSEfEFIVN o | o

ELZHHAVMIER, B8 aimARE ~ EE -~ (F1E - MR AEEIVM, #E R Adninistrator's Guide

A fWorking With Virtual Machines

FE | MRSERCloudStack & HE

AR GAEEE B R, AT LU 2 A - EERMEFEE - zone ~ pod Kcluster




A5 42 B

ERFEE, RAEGAHGRETE ~ SR ASIRE - Mk BRI G 8 R e R =22

8.1. Compute and Disk Service Offerings

A service offering is a set of virtual hardware features such as CPU core count and speed,

memory, and disk size. The CloudStack administrator can set up various offerings, and
then end users choose from the available offerings when they create a new VM. A service

offering includes the following elements:

+ CPU, memory, and network resource guarantees
* How resources are metered

- How the resource usage is charged

- How often the charges are generated

For example, one service offering might allow users to create a virtual machine instance
that is equivalent to a 1 GHz Intel® Core™ 2 CPU, with 1 GB memory at $0.20/hour, with
network traffic metered at $0.10/GB. Based on the user’ s selected offering, CloudStack
emits usage records that can be integrated with billing systems. CloudStack separates
service offerings into compute offerings and disk offerings. The computing service
offering specifies:

+ Guest CPU

+ Guest RAM

- Guest Networking type (virtual or direct)
- Tags on the root disk

The disk offering specifies:

- Disk size (optional). An offering without a disk size will allow users to pick their own

- Tags on the data disk

8.1.1. EIFAYFTHARES
A SRS

DV (B 5 8 A\ CloudStack (il FZE /M H
2. [FEEEREEHE, 2E¥Service Offerings

—

3. fFSelect Offering™, ;3J¥ Compute Offering
4. % TFAdd Compute Offering
5. TEHGRIEF, BEBLT.

* Name: JRESHI 42T

- Description: f§ /3 A RO i
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- Storage type: BEEESECRITER o A A S BHIEELA S RHVMIEEHITHI TR, 9Z oA K
FINFSTFEX

- # of CPU cores: MESTCHIZLEL

- CPU (in MHz): CPURYRZLMEREAR, 540 "2000" Ay2GHz

- Memory (in MB): FCABEGAVELE, (HI4N"2048" £ 2GBAYELIRAS AT
- Network Rate: FFFAYERHEENEE, B AVBE:

- Offer HA: HIR %y, RIEHE AT LLBERE R ARFW

- Storage Tags: HAHE|FEFEFIEE N tags

- Host Tags: GEEM) HAMIIEA tag

- CPU cap: JE7#& FRH|CPUE %8

- Public: PREARFEED R a M, #iRYesHHTEMEI AT, 1#ENo, CloudStackE
B SR B\ TR A R o

6. %Add

8.1.2. HriEmHmiR %S
T R SR

1. DIEHEE LB ACloudStack (i I # /H
2. FEEEHEEHE, 2#EService Offerings

3. fFSelect Offering™, ;#EIEDisk Offering

4. ¥ FAdd Disk Offering

TESEEES, JBEELLT.

- Name: FRETARFSH 4 HE

* Description: /% 7] KLAYfE ik

- Custom Disk Size: AIFREH, EAEFUEHETHEEEARD: ANEH, QIR ArootBHERER
- Disk Size: H7FCustom Disk SizeNEARSAEEH T, EEREN/D, B IAGE

- (M%) Storage Tags: tagfEiZ & B4ALRIMHAER) = BEEAF R, 1 tag/Ecomma separated list/§
PEROREE, a0 "ssd.blue” o tagth FH FBEREFREIMA, CloudStack® L ¥ EME ) A3 E
Htag o WIRMEEE tag (tags), AIFEEFHEER T EHENtag, WRIRE, BHESEH KA

- Public: PREARFSFED R aMEEER, #ERYesHEHTAEH A (£H; #&ENo, CloudStackE i
R A\ T AR 2 R

6. ¥#Add
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Modifying or Deleting a Service Offering

8.1.3. Modifying or Deleting a Service Offering

Service offerings cannot be changed once created. This applies to both compute offerings

and disk offerings.

A service offering can be deleted. If it is no longer in use, it is deleted immediately
and permanently. If the service offering is still in use, it will remain in the database
until all the virtual machines referencing it have been deleted. After deletion by the
administrator, a service offering will not be available to end users that are creating new

instances.

8.2. REIRH

RPRFRALCPURE ~ CPUEE ~ R8BI/ NERE, HAMRY - (B2 T 4RSS X
fERZEGA, HARES v DI s i an ~ 5 & A L HAR AW TR IEE - REUIRBEEEN
CloudStack root EHE(FH, TMCloudStackEEMHETER I RSEIRTS ° CloudStack rootEBHE 7] DI
S HETHI RSB

& CloudStack B3 FEHERSFHARRS, & (3 M FARGEUE o LERT AR H 5 FH 7 Y A8 I AR 5 20 B3 e i % o
HIRETT, BTHOEREARES B & AR R SRS o A HE ek i A & 5 46 08 A BT O AR5 0E

8.2.1. EIFAIARIARES
AR GRS

1. DUEEE (BB A\ CloudStack (i Fl# 4 [
2. FEEREBEHE, ¥ Service Offerings
3. fESelect OfferingH, ;EIE System Offering
4. % FAdd System Service Offering
5. EHERES, REBLIT:
- Name: ZRFARBSH 2T
- Description: { % A R
- System VM Type: JEFEEIARES IR R 40 BEb s O 20

- Storage type: MEREATECAIFEZC o AL & B IEEAE R RAVIEEBI TR ERR, o FoECHIE
FINFSTFEL

- # of CPU cores: MESTCHIELEL

- CPU (in MHz): CPURJHCLEEAR, F140 "2000" Ay2GHz

* Memory (in MB): FAEEERVELE, (FI4N"2048" Ay2GBAY L iR S )AL
- Network Rate: FgFRIERMERIES, BAIAMBERD

- Offer HA: R R, AVEHEE W] LUBRE ALKV

- Storage Tags: H&EE|FEFEFHE M tags

- Host Tags: (EEME) FAAMIFEAItas

- CPU cap: &7 PRAICPUME 2
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- Public: JREARFEES R T AW, B FYesERTEHEFERAI(EH; #ENo, CloudStack H
B A\ TR 2 R

6. ¥#Add

8.3. Network Throttling

Network throttling is the process of controlling the network access and bandwidth usage
based on certain rules. CloudStack controls this behaviour of the guest networks in the
cloud by using the network rate parameter. This parameter is defined as the default data
transfer rate in Mbps (Megabits Per Second) allowed in a guest network. It defines the
upper limits for network utilization. If the current utilization is below the allowed

upper limits, access is granted, else revoked.

You can throttle the network bandwidth either to control the usage above a certain limit
for some accounts, or to control network congestion in a large cloud environment. The

network rate for your cloud can be configured on the following:
+ Network Offerings
+ Service Offering
+ Global parameter

If network rate is set to NULL in service offering, the value provided in the
vm.network.throttling.rate global parameter is applied. If the value is set to NULL for
network offering, the value provided in the network.throttling.rate global parameter is
considered.

For the default public, storage, and management networks, network rate is set to 0. This
implies that the public, storage, and management networks will have unlimited bandwidth
by default. For default guest networks, network rate is set to NULL. In this case, network

rate is defaulted to the global parameter value.

The following table gives you an overview of how network rate is applied on different

types of networks in CloudStack.

Networks Network Rate Is Taken from
Guest network of Virtual Router Guest Network Offering
Public network of Virtual Router Guest Network Offering
Storage network of Secondary Storage VM System Network Offering
Management network of Secondary Storage VM System Network Offering
Storage network of Console Proxy VM System Network Offering
Management network of Console Proxy VM System Network Offering
Storage network of Virtual Router System Network Offering
Management network of Virtual Router System Network Offering
Public network of Secondary Storage VM System Network Offering
Public network of Console Proxy VM System Network Offering
Default network of a guest VM Compute Offering
Additional networks of a guest VM Corresponding Network Offerings
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A guest VM must have a default network, and can also have many additional networks.
Depending on various parameters, such as the host and virtual switch used, you can
observe a difference in the network rate in your cloud. For example, on a VMware host the
actual network rate varies based on where they are configured (compute offering, network
offering, or both); the network type (shared or isolated); and traffic direction (ingress
or egress).

The network rate set for a network offering used by a particular network in CloudStack is
used for the traffic shaping policy of a port group, for example: port group A, for that
network: a particular subnet or VLAN on the actual network. The virtual routers for that
network connects to the port group A, and by default instances in that network connects
to this port group. However, if an instance is deployed with a compute offering with

the network rate set, and if this rate is used for the traffic shaping policy of another
port group for the network, for example port group B, then instances using this compute

offering are connected to the port group B, instead of connecting to port group A.

The traffic shaping policy on standard port groups in VMware only applies to the egress
traffic, and the net effect depends on the type of network used in CloudStack. In shared
networks, ingress traffic is unlimited for CloudStack, and egress traffic is limited

to the rate that applies to the port group used by the instance if any. If the compute
offering has a network rate configured, this rate applies to the egress traffic, otherwise
the network rate set for the network offering applies. For isolated networks, the network
rate set for the network offering, if any, effectively applies to the ingress traffic.
This is mainly because the network rate set for the network offering applies to the egress
traffic from the virtual router to the instance. The egress traffic is limited by the rate

that applies to the port group used by the instance if any, similar to shared networks.

il
Network rate of network offering = 10 Mbps
Network rate of compute offering = 200 Mbps

In shared networks, ingress traffic will not be limited for CloudStack, while egress
traffic will be limited to 200 Mbps. In an isolated network, ingress traffic will be
limited to 10 Mbps and egress to 200 Mbps.

8.4. DNEAMVMAVTHE R SAARTS
ERLF MR RGBS, RIS, B hClondstack BHE, (N LIBB TR RARH

1. EESLHTH RGNS
HZ &, ¥ H Creating a New System Service Offering

2. i ERE
mysqldump -u root -p cloud | bzip2 > cloud backup.sql.bz2
3. BEEMySQLEE R:

mysql -u cloud -p cloud

4. FEENRERHEIITLL N SEH
a. f£ disk_offering%, FESBIIATHRAUARSS, KGR EMAHRITAR I RES
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- MrEsER Gt

N BTARAS 1D

disk offering;®# id,name,unique name,type

b. TERIATARARFS, B Eunique namefyNULL

# update disk_offering set unique_name = NULL where id = 10;

T A€ S5 Y IE AR 1D
c. BUEFIRES CASE N THRE, #Eunique_name FUELTT
B AFEZ Console Proxy VM (CPVM)offering, A$unique nameg% % 'Cloud.com-
ConsoleProxy' o ¥1jATHZ Secondary Storage VM (SSVM) offering, f#4unique name@% 2y
"Cloud.com-SecondaryStorage' , fl40:
update disk offering set unique name = 'Cloud.com-ConsoleProxy' where id = 16;

5. HEFTEEICloudStackFHAfAr, K8 F (F ARLEE

service cloudstack-management restart

6. {HEFHIFFHUCPW B SSVM offerings, SR1BZ T, HHUCPVM =% SSVMEIA LMAEEE




R & T L A S

9.1. Kl & BUE MR
R RIS, @ RRMTR IR o 5B —(EClondStack FHI#, KT DLl T H b AE A
T

+ fEzone R E B BEAH G

- E AR DS 2 AR BEE (BN, B CiscofllJuniper M fEES Kif )

* A ANRITE DA B AR5 & R — MBI AE RS AR5, AU P 38 T DUTE AR AT R B A B 13 1 [R] O A AR5
- BERF BTGB RES, AN A s 6 A & T LS 21 B A O RS

- Rt ERARERE TR, flanERE R

9.2. BEA MR

HE B R LR IEE, IS (M P TER — R E B o fECloudStack, FEBEFERE AT L0 F 881

9.2.1. J&3LHHRE
057 4 T R IR S O R TR, AR DL R

+ BIRR S VLAN & 1 B RS o i K B
- (AR B AR 4R B B A
+ A AR S T LABCE B R R

9.2.2. Shared Networks

A shared network can be accessed by virtual machines that belong to many different
accounts. Network Isolation on shared networks is accomplished using techniques such as
security groups (supported only in basic zones).

- Shared Networks are created by the administrator
- Shared Networks can be designated to a certain domain

+ Shared Network resources such as VLAN and physical network that it maps to are
designated by the administrator

+ Shared Networks are isolated by security groups

+ Public Network is a shared network that is not shown to the end users

.2.3. EEHHER IR TR E
2 5 — (UM BEARS, FTS SER B BREAETECLoudStack, SRR VEUR 1 B 7E S — H

9
Hi
PRATES B A Ky o B AT RS AT B I BB, KRR R S R EMC R E MTRE A 0 L
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9.3. MRt E

BN K Z B IR AR IR BSIRAEE , 5 R CloudStack UIEEIEAY1istNetworkServiceProviders

AR5 FE L (UM A A S T 30 & A BE AR 5 v A RE RS SO BEIE AT, (olan,  B7 JGRE T DURE BERT K ik
MR o fEEE—4ElE, Z(EIRHLE v DUISRHLR — AR RS, Han, [Fl—@4REP7 JOf e LA Cisco 8%
Juniper#& B4t

& DAFE R — (A AR 5 1R 5 v (4R A —{fJuniper SRX$EE)H £ {finstances

ARAFIRFR G TR OE R —REARES, B T DU LA B AR5 i 1 o T LU A — 8 3R (BR T4
FEARES R BLAEED) , B AICIoudStack L EHHEARSS

SCHRRAE S AR R
CloudStack#&# —(HNERISCIRA T, AT LUE B A phddid L A s iR S 3R Bt

Citrix Juniper SRX F5 BiglP Host based
NetScaler (KVM/Xen)
TN A7 VPN Yes No No No No
DNS/DHCP/User | Yes No No No No
Data
Firewall Yes No Yes No No
Load Balancing | Yes Yes No Yes No
Elastic IP No Yes No No No
Elastic LB No Yes No No No
Source NAT Yes No Yes No No
Static NAT Yes Yes Yes No No
Port Yes No Yes No No
Forwarding

9.4. Network Offerings

®::

BN K Z B IR RS 44 B, 5% H CloudStack UIBKMEAY1istNetworkServices

Network offeringiEig—HEAEM SIS

- DHCP

- DNS
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- Source NAT

- Static NAT

- Port Forwarding

- Load Balancing

- Firewall

- VPN

<R B A RS LA G ALE EARES A BE X (2 AE Juniper
- GRERVE) 54 tag B 2208 R E RS AR

R EBT VMY, R 2R (AT O A 2 VR A

BT CloudStack i SLATTRRHABBAIRRS . CloudStack EF I T DUHEST FERF (AR ARES © 457 LURLE (R0 B
e S TP BRSO R R S RIS, Do, AR PR AR R IA AF, LR AR
FEAHEHIB I, RS BT T4 RS R AR A4 M FRHOB A © Toad balancing
R -

.

URIRAE fE I fRNetScaler, TEME S B8 HAth IEFE A CloudStack i e F A= (5 F & HO AR B AR ES RIS
MREECFEE, RORERRREAS L, AE—EFERRREL S, HEE M EMT

FESLETHREBEAE BT, CloudStack/& HLE &% — (RAHH ARFS AR I o 1 ek ot & 12 2 — (A B
PR o T R AREAR s AT LLRE PR BT iR SRR A A, AR T P BR, B SR R A B

CloudStackfECloudStack RAREVMs A AFRAERE B, 18 Leid R AR B i & RN m] LAY, (EEEE T
PAERL

9.4.1. FrHfETHUMERE s
RS AR PR

1. DVEHEF B A\ CloudStackflf I &/ H
2. TEEEHEERE, #E¥Service Offerings
3. fESelect OfferingH, #EfENetwork Offering
4. F{FAdd Network Offering
5. TERHEEMES, GEELT.
+ Name: #H% RS 2
- Description: 8 f#& A 7 ANl
- Network Rate: MFFHVERMEENEZR, HALAMBEEFD
- Guest Type: FEFERH)ZHHME 5B LB =
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EEAEASOR, 2RE 9.2, R EHEAER

- Persistent: FHHEMEMELFE, MAROTTFEMBWEEEMARE, FLEM, sERH 15.20.

“RPEAERET

* Specify VLAN: ({57355 &AM (I ARES R, VLANGE R 7 245 E

- VPC: &M RS Virtual Private Cloud-enabled, Virtual Private Cloud (VPC) ZFANA

B HIC oudStack Bb{ - VPCHE H CAUREHERIRHE, (RISEIEN - HL WM, 25
67 15.19.1, “BIREERAEL”

- Supported Services: E#E—F LT HARES o LA L ERBRACE , Flan, RS

##Load Balancer, HIffinlLLi##EECloudStack MEHEH AR B2 H M CBUER R EFEAR, BURR
R RS, EAMR AT REE HHE A BERAE

ERE AR RAERE, AR LUE B DU SRR

2 AR S Description Isolated Shared

DHCP HZEH, R Supported Supported
fiii 15.16, “DNS X
DHCP”

DNS HEZEH, HA Supported Supported
£ 15.16, “DNS
DHCP”

Load Balancer SR Load Supported Supported
Balancer, fnA]LAE
#CloudStack FEHEME
HerEoe i D& e
B T s

Firewall HEZEE, HA Supported Supported
Administration
Guide

Source NAT ﬁﬂ%,up_ESource Supported Supported
NAT, f&W] L%
CloudStack FE#EH H
#r BUEH AN D BER
Source NATHE{LZE

Static NAT ﬁﬂ% ‘E'E‘T%Static Supported Supported
NAT, fu] L3
CloudStack FE#ER H
#r BUEHA D BER
Static NAI};EL\%

Port Forwarding AR5 Port Supported NI
Forwarding, #ZA] LA
1B CloudStackH#E
AR EUEHAM D
TERJPort Forwarding
Fefits

VPN HEEM, F#ER Supported IR
ffi 15.17, “vPN”
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Y ZHI RS Description Isolated Shared

User Data HEZEH, R N Supported
ﬁﬁ 20.3, “User
Data and Meta
Data”

Network ACL WEZEH, R Supported N
i 15.19.4, “&
“EAccess Control
List”

Security Groups HEZEH, R/ N2 Supported
i 15.7.2, “priw”

- System Offering: UIRARFEEFEHLETE Supported ServicesHBEFBEHEHEHAT, HlFHBL System
Offeringfi{i o JEIBAE BN EEME a8 RATIRFS, lan, £5#ET Load Balancer, iffiFEfE[E
R AR IR L B E P, B System Offeringfillf il & HiEIFECloudStackTHRL R A ARES K H Ath
CloudStack root#& ¥ &Y H A RIS 2

BLER, #R i 8.2, “REME"

- Redundant router capability: H B EEEMHEHHIE A Source NAT providerBF A BE(FEF o Ul
A P RS R B E R NTHIBEAS , 5B IR, — (AR, H—EERA D
, FREHARECE SR, MK AR AR SRS AR SRS B, VR0 B% AR U B B - BE AR o
CloudStack & 7£ £ FAEERE % FH 25 LAKE A 2% vl St

+ Conserve mode. Indicate whether to use conserve mode. In this mode, network resources
are allocated only when the first virtual machine starts in the network. When
conservative mode is off, the public IP can only be used for a single service. For
example, a public IP used for a port forwarding rule cannot be used for defining
other services, such as StaticNAT or load balancing. When the conserve mode is on,
you can define more than one service on the same public IP.

®::

WL HStaticNAT, NEwfE A ERRERS, IPERNGEEE L ARk e & H T
, [BEEAT LUFE F createFirewal 1Ruledg< 3K i 32 B K g FAAI

- Tags: 4R tag Bl B0 A E SR

6. #%Add
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10.1. About Working with Virtual Machines

CloudStack provides administrators with complete control over the lifecycle of all guest
VMs executing in the cloud. CloudStack provides several guest management operations for
end users and administrators. VMs may be stopped, started, rebooted, and destroyed.

Guest VMs have a name and group. VM names and groups are opaque to CloudStack and are
available for end users to organize their VMs. Each VM can have three names for use in
different contexts. Only two of these names can be controlled by the user:

+ Instance name — a unique, immutable ID that is generated by CloudStack, and can not be
modified by the user. This name conforms to the requirements in IETF RFC 1123.

+ Display name — the name displayed in the CloudStack web UI. Can be set by the user.
Defaults to instance name.

+ Name — host name that the DHCP server assigns to the VM. Can be set by the user.
Defaults to instance name

Guest VMs can be configured to be Highly Available (HA). An HA-enabled VM is monitored by
the system. If the system detects that the VM is down, it will attempt to restart the VM,
possibly on a different host. For more information, see HA-Enabled Virtual Machines on

Each new VM is allocated one public IP address. When the VM is started, CloudStack
automatically creates a static NAT between this public IP address and the private IP
address of the VM.

If elastic IP is in use (with the NetScaler load balancer), the IP address initially
allocated to the new VM is not marked as elastic. The user must replace the automatically
configured IP with a specifically acquired elastic IP, and set up the static NAT mapping
between this new IP and the guest VM’ s private IP. The VM’ s original IP address is then

released and returned to the pool of available public IPs.

CloudStack cannot distinguish a guest VM that was shut down by the user (such as with the

“shutdown” command in Linux) from a VM that shut down unexpectedly. If an HA-enabled VM
is shut down from inside the VM, CloudStack will restart it. To shut down an HA-enabled
VM, vyou must go through the CloudStack UI or API.

10.2. FEBEH A Y B AR

CloudStack HHEFREEHE A BE AL VLS, MRBIBREEERATHNRAR, 1
BEREAEE DT R - SEHEERL 2R, DO ERBRM AR, IR
PR E SRS A - S2REERNBREEE T, BUSAFNEKRE, RRMEM CloudStackE Al
RERE A H A R THR(E - PERFEL LR SEpSas 0I5 8, M RF B SMEBE L &R, LLsr @
AUERSERE  flan, anRANG T, RREEEREREF — 6K, AR ERISSE RS
K (N-1) *(BEERRED, —EREEIIRHEE, FHEM CloudStack(f & /i AE 1L £ HE FE
Ll RE 2 S

10.3. FEBER Ay L amiE
REEI 5 T 4 LL T AT 2.
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Created
m‘
/A

Reboot

Stop
Start Fail
@

HEEHRESBRIRR, VAR - FrE BT S RBAM, Ua 1Pt

=LA F R EE AN, FrERTFRIEAREEH G L - ARIEEAREILEEREEL, Qg
SRR L o BLIR RIS FRIRAR A A R HOCR

EREE RSB 2RI T —(ERRE

CloudStack & {r B e EMS A RE UG R 8 B B M AR iR bR 2% 1

AT AR BREbR AR T BE R RE RS B AR R R T SR, WA B AR & 7E downjiRRE
AR R BB IR RS AR A OB =088, R ATE A E A I down)iR 7R
{56 I FT DA B B ) A A A SRR B A down iR RB

AR R AR TR SyliA-enabled, RIAE HEIE B H BHKAR

Start

Destroyed

10.4. STV
RS B R A ST (At AT LU S (O MR Y SR 2R I 1 R R S 3
o i A E AT AR | ISOPR B 1 SR R 2o e

AT DU S VB R B Y, ST DA E & R BE AP B e S B IR i AR, 7EdeployVm APTHRHLARAL
startVMAAAE, B2 &S, # RDeveloper's Guide

AR B AL AH R ST VM:

1. DVEHSE s #n (# B &8 A CloudStack UI
2. EESPEENE, #E Instances

3. BH5®Add Instance

4. R
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5. BE(ARA, RRKELEEENIT, BLEM, FFRE 12, FHEA
6. FEREE IR B IR TR service offering
7. Bhi#ESubmi, EAOVMELEEN MK E)

®::

REEER, WHINARZRERroot BEETR ‘

FHZEAL ISOZE 37 VM:

.

(XenServer) Windows VMsZ’;‘EXenSer‘Veri%fﬁ%gPV‘%ﬁﬁjfiﬁ, ﬁﬂﬁ‘é@z’fﬁ%ﬁ#ﬁﬁ, ﬁxEéT;EVM
HESTH A o PVBRBY T B SRR H T BT /EABSMvolunes IS0 images ~ live misrationf
graceful shutdowngWhELHY o

1. DU a4 & B ACloudStack UT
2. E/BREENE, 1EE Instances

3. Bh#Add Instance

4. EIE

5. JEE IS0 Bootilfi RERE BRI SR HE

6. Rhi#ESubmi, WRAYVMELEE AL ED

10.5. fFHLVM
PR P 25 20 DAFE B P M S 38, A W] LU BT A S (R AV

feCloudStackfd F &) M & AVM:
1. DUMERAEEEBEE B 5% ACloudStack UT
2. #E¥EInstances, RRELEEITHIVMETE
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3. EBLView Console

| i I IR tnindiE 1I." AJatulr i

@2 x| [p|+ =

Tamplates

@
a
2
RN
fd
8

Dacley nama Eduhul
i Inmal fame -5
ot e Aunring
E—-‘ Dlomsing Hhypony e L]
2 IR B LA VM

1. VWHAAFEIENE, Fla0, fEbasic zone, FrEUVMAIREEIRE S —E AT R BN L &
FEAE, BRSNS VMR bR el » 55— B+, fnT DU SLE AR R I 2R B Al TR
AR HT 15.14,  “IPEERR LB

2. WRGEAREZFEEY, EEAGEM sshiF BV, AR R s, ERIRIMEAHRsshiE & il
° 1B CloudStackfEfFH /M HEAFEVM, SRR LI T 1824 M ssh:

3. WIRMEEASMEETAGRER R, BT B G AR AR AR, RERLED 1514, "IPEEIR KBk

i

10.6. Stopping and Starting VMs

Once a VM instance is created, you can stop, restart, or delete it as needed. In the
CloudStack UI, click Instances, select the VM, and use the Stop, Start, Reboot, and
Destroy links.

10.7. BOEVMAZRE ~ (ESE RSB

VMEESZI AR, GEFTLMBEERE ~ (RSE R4 R P A
fiECloudStack i F & /)T B A VM:

1. DMFHZESEHEE 555 ACloudStack Ul

2. EASPEEWNE, #E Instances

3. HEEBEBUHIVM

4.

—

WS top il 5 s (@

5.
# PEdit g
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%Eﬁ@fﬁﬁ%ﬂ@Service Offering

6. [KIBERAITFRRIEN:

7. Display name: Hfi A% T
8. 0S Type: HIEMEIUNEE RS
9. Group: EWARFAHAH

10. ¥#Apply

10.8. HREHEHER)Service Offering
] LLE IR B U S AR A Compute Of fering F B E B EIH o

1.
2.

3.

DU 38 5 B B 438 A\ CloudStack UT
EEBPEERE, ## Instances
EE— G RS

ghsstopt N s (@ |

HE¥¥Change Servicel#ff o |n.a.
HF BB Service OfferingHEEIHE
B — (A AR B R AL B AR AService Offering o

0K

10.9. 7EEHFBE VM (FEFZE))

CloudStack B HLH A] LA ANTETRES MoE AMEEBAAEIL T, BEIRUT RV - I ER A T BB E)
. ATLAFE UM IR A

B Aroot EEIE AEUE EE KA E AT E R

- WIEFEEAT o 45 LAY VMIRTE ST B 1R

+ E i B E R E R B R A —c luster
- VMRAZEE A M TR G A7 S B

- HRHEREL B RAIR S, SRIVE R "migrating " RRE H 2 IRHG R4 % 1L
TP BRI E RS

1.

2.

3.

DU & B PR & 495 A\ CloudStack i F& /M
EASHEEHE, #fE Instances
R B E AV

Bh#Migrate Instance +

REEREY | AFERERE W At R
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6. FHOK

10.10. IR
15 I T AR 1 LAV, RBRAOVMAISR IEAE T, & ELE Pl - S ERE BEmM bR (£ TV

THIER VM-

1. DUFHESEHE 5 9% ACloudStack UL
2. HEAEBMWEENRE, #F Instances

3. EEFBEEMERAIVM

4. Jt.
% FDestroy Instance _“°.

10.11. fFHISO

CloudStack SZHRISONHFIF: o ISORMEEME S, f&1S0/CO-ROMENXERAL - HHEF L LEAD
LSO, i 22 464 H O e A

ISOsfHEFIURL {3, HTTPRSCRAYHAAE o — ELISORTARHHTTPAEAL, EHEE —# LERL, Bgnttp://

my.web.server/filename.iso

ISOsHIRE B /ABAERFAN , BRFRAHARE o 1SOWIR B BN EE EIRIE, Wt R TEvSpheretzf % a] LI %7 45 B
KVMER %5 AH [l BB 52

ISOBMR AT BE & FIUER AT, W ATERNERAAI, anfFEIEAHE o TSORR{E AT 5348 % A] BABEEAS AT B -
A BARE ISOBMR B & 1ESE RAR, CloudStack FRgF (I (] ISORRBRE B3 F FE etk . (A& BRI LL

JE T SORRMER B3 2 pRE b o Bilan, L ZhBERRPVEREIREFUR] LLZ 46 R Windows o ISORREANZEMBAN B E
HFRAE

10.11.1. ¥HE1SO

R T PERRIMNOVESR R M AR ] DU B VMGE AT, T DABTHE — (R 1S » TSOMLRY b 2 RS R AHIML
%, (HEETFERHMARRIEES I IS0, Filan A ZH " s " 5k S A

1. DUEHE e {# & 5 ACloudStack UT
2. TEABHEENR, EfTenplates
3. JASelect ViewH;EIEISO
4. BE¥EAdd 1SO
5. fEAdd ISOFEM, $EftDlN:
- Name: ISOBRMZAYAE4Z, U0 CentOS 6.2 64-bit
+ Description: BA/RISORMERIHIL, HlU0Cent0S 6.2 64-bit

* URL: A ISORMBRAURL, & HAA A dr L ZH REAZMUT TP BUE ALk o A IE BB B e &
A ks

- Zone: RIBAFHIEHISORzone, 2% All ZonesfHE{ECloudStackEEE(H FH

- Bootable: i EEHECEEIME, 40, Cent0S 1SO A LUKE), Microsoft Office ISONEEILHE)
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+ 0S Type: JEHEBICloudStack N AR BLE & W LIMTHIESR©, MRIEHEIEUEENEE, ®©
LUR &1

AR IR AR R AR E A TE
IR AN AEE), HlEOther
- ({#XenServer) QIR PV S ENIE [ 1S0, #IEPV (32-bit) B Other PV (64-bit)

- (R QSR AGBR S FHPVAER R4, CISOB AIVMISEH SCSI (virtio) root FEASE; 40
HRE VMEEAEIDE roothBif o PV T A .

== BE

HIZE

p=(11 g

Fedora 13 Fedora 12 Fedora 11

Fedora 10 Fedora 9 Other PV

Debian GNU/Linux CentOS 5.3 CentOS 5.4

CentOS 5.5 Red Hat Enterprise Linux Red Hat Enterprise Linux
5.3 5.4

Red Hat Enterprise Linux Red Hat Enterprise Linux

5.5 6

K

M ERCBBRERIMRA, Fla0, #FECent0S 5.4 HrCent0S 6. 2BLRIE H EATHI

, 1B EfE IS #Other

- Extractable: ISR AEZEISOR] LAfRBRE, #5138 Yes
- Public: HIZRABZISOR] DI HAM B HE R, 5% Yes

* Featured: AIRZAEFEISOMEHAR, 5% Yes o ISOFfEFeatured 1SOsFEAH B, EIHINEEEE
HERE(E A

6. FZOK

B R#S F IR N E IS0, FFMIEHISOR/NRE o FEISEM & #/RReady, $#Refreshn] DIBEHT T &
R

7. Important: FEFISOTN#ESER, WRAETERE PR ERMGH, SHHER - HiEER
CloudStackfE4Hf# F

10.11.2. BfFANISOZVM
1. HEEESNEERE, 22 Instances

2. EEREEAMW
3. ¥ FAttach 1SO

4. fEAttach ISOBSFAEAE, HEIEIEIZAIISO
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11 1. S L

BT USRS I ERAR R LR B RS A R, BN RMIEm, s 6 7.6, THEINERT

11.2. Scheduled Maintenance and Maintenance Mode for

Hosts

You can place a host into maintenance mode. When maintenance mode is activated, the host
becomes unavailable to receive new guest VMs, and the guest VMs already running on the
host are seamlessly migrated to another host not in maintenance mode. This migration uses

live migration technology and does not interrupt the execution of the guest.

11.2.1. vCenter and Maintenance Mode
To enter maintenance mode on a vCenter host, both vCenter and CloudStack must be used
in concert. CloudStack and vCenter have separate maintenance modes that work closely

together.

1. Place the host into CloudStack's "scheduled maintenance" mode. This does not invoke the

vCenter maintenance mode, but only causes VMs to be migrated off the host

When the CloudStack maintenance mode is requested, the host first moves into the
Prepare for Maintenance state. In this state it cannot be the target of new guest VM
starts. Then all VMs will be migrated off the server. Live migration will be used to
move VMs off the host. This allows the guests to be migrated to other hosts with no
disruption to the guests. After this migration is completed, the host will enter the
Ready for Maintenance mode.

2. Wait for the "Ready for Maintenance" indicator to appear in the UI.

3. Now use vCenter to perform whatever actions are necessary to maintain the host. During

this time, the host cannot be the target of new VM allocations.

4. When the maintenance tasks are complete, take the host out of maintenance mode as

follows:
a. First use vCenter to exit the vCenter maintenance mode.
This makes the host ready for CloudStack to reactivate it.
b. Then use CloudStack's administrator Ul to cancel the CloudStack maintenance mode

When the host comes back online, the VMs that were migrated off of it may be
migrated back to it manually and new VMs can be added.

11.2.2. XenServerZﬁ%&%%ﬁ%fﬁ

Y XenServer, R LUEFIFHSAARATBEAR, (EAMEEHA - EACEAMEEHRA, FrasuiTRIEE HE
BRI T HAR TR, RFIRSG HAAN MRS, HIERES R Aika, RN, &

RERE S BE BV

To place a server in Maintenance Mode:
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1. ffResourcesWI, ;BIEZ fAARAS, RE LI HA—{HE.
- A, REHEFHEEE®Enter Maintenance Mode
- fFServer 12H  Bi¥Enter Maintenance Mode
2. BL% Enter Maintenance Mode
P #AT FFROVWSERAS B 1R, ResourcesTItR I A AR as A RS & 37
To take a server out of Maintenance Mode:
1. ffResourcesHM, BEIFEZMMas, ARELITHA—(E.
C ZAHE RBTEREREREEL®EE it Maintenance Mode
- IF Server ;B BL¥Exit Maintenance Mode

2. BLSExit Maintenance Mode

11.3. {5 JE A I3 ~ pod I a5
(TR B B, ~ pod B g, A AR, BRI A, (SIS, - podsk
BT E B ES RS, L - podsiR SBINEI TS, FHRS Disavled

15 P R P B, ~ pod Jr 3B 4R

1. Pladministrator&4)%& ACloudStack UL

\V)

A AIE I navigationt#$l 7, Bii¥Infrastructure °

3. JAZonesHJTHE FEEEView More

RS IEF R EUE A [, B R R, IR REEnable/Disable m
5. WAREIEERBUE Fpodai @ 5, BhEa S e M RiEs i

6. BiFEComputes H

7. {EE T HIPodsEClusters node, %% View All

8. BT HIpodal R 5

|
BE¥¥Enable/Disable Il

11.4. Removing Hosts

Hosts can be removed from the cloud as needed. The procedure to remove a host depends on
the hypervisor type.

11.4.1. Removing XenServer and KVM Hosts

A node cannot be removed from a cluster until it has been placed in maintenance mode. This
will ensure that all of the VMs on it have been migrated to other Hosts. To remove a Host
from the cloud:

1. Place the node in maintenance mode.
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Removing vSphere Hosts

See Eﬁ 11.2, “Scheduled Maintenance and Maintenance Mode for Hosts” .
2. For KVM, stop the cloudstack-agent service.
3. Use the Ul option to remove the node.

Then you may power down the Host, re-use its IP address, re-install it, etc

11.4.2. Removing vSphere Hosts

To remove this type of host, first place it in maintenance mode, as described in Eﬁ 11.2,

“Scheduled Maintenance and Maintenance Mode for Hosts” . Then use CloudStack to remove
the host. CloudStack will not direct commands to a host that has been removed using
CloudStack. However, the host may still exist in the vCenter cluster.

11.5. EFr#cdE3 i
THEERICT, WA IESZEE TR, R - IR FMHE, EFEAEERS, FRRENLY
# A EBRE

11.6. #EE LRSI B EE

RN D BT AR R E S REERRE, FEEERT A hypervisor vendorfEffThotfixesEAAHEM T o
frhypervisor vendor’ s support channelZ®3 B Hfhypervisor patches, WIEM 1 #HAie TR
%4 o CloudStack N BB S o3RIER o BRI TG, BBl a2 Er, K shypervisor
vendor G R4 IR AEFHII R AR

B BT hotfxes BB BRI B IE K VMEH AR

(XenServer) HLZ &, 2R Highly Recommended Hotfixes for XenServer in the CloudStack

Knowledge Base!

A % BR

11.7. PO RS

XenServer Node ~ KVM NodeBfvSphere NodeHJE A LATE Bk B RS o 1E &, Rl—#BAIFTAEIEELH
72 [F] — 2T

REL B P R ) B
1. HERITE M

2. MEBIAESARNERELR, DEIRERHE CloudStack P IVETEE A —kK, FIEF#E LR
TEERE KRB, e Pl 285 A BAH [T Y

! http://docs.cloudstack. org/Knowledge_Base/Possible_VM_corruption_if_XenServer_Hotfix_is_not_Appl ied/
Highly Recommended Hotfixes for XenServer 5.6 _SP2
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= 1. AR

3. BUSEHIDAYY|E, BEFEFIEREIREZELEFMID, BN EE GBI ERER Ei% 2
"h" (8lvSphere# %) #1T:

mysql> select id from cloud.host where name like '%h%':

4. JEZEEE—MEID, FHrlekiELiD

5. FUBTERES, FEULEE], FFHEEREIDAS ~ 10 2RISR "password”

mysql> update cloud.host set password='password' where id=5 or id=10 or id=12;

11.8. FHEo D
ARG HEPhREE S I ARSI TEE B es, AR & T LU R RIS T R e ES o A E
FAERBHEREEW & EHREIT RS es

CloudStack HEHEE A LG RE FARMAFFE R B o Flan, & ] LIFEE AR B S 34 TWindows
B o THREMAOELE FIKIMEERAR s EME, R EEEENGER, 2ICEgEa EMERESM
H 5 HCE instance

FTEHEPATORE LFF - EEOBE A E—FEIE (R, HRESE A PTE BR,
IHREEBEIHAE © AP DR &1 35 & K round-robinfE A ERE M, BRI 7T LUE I
RUHE ° CloudStacktB RFFCPUA LUBEECE, HEHERE - BERE A EHEEFFLCPU cyclesh
DRI

CloudStack WERHtRIFEIF /M HAE I ECE , ELH AT B 7] LR (A (e BB AE B BOR

11.8.1. Over-Provisioning and Service Offering Limits

CloudStack performs CPU over-provisioning based on an over-provisioning ratio configured
by the administrator. This is defined by the cpu.overprovisioning.factor global
configuration variable.

CloudStack performs CPU over-provisioning based on an over-provisioning ratio configured
by the administrator. This is defined by the cpu.overprovisioning.factor global

configuration variable

Service offerings limits (e.g. 1 GHz, 1 core) are strictly enforced for core count. For
example, a guest with a service offering of one core will have only one core available to

it regardless of other activity on the Host.

Service offering limits for gigahertz are enforced only in the presence of contention

for CPU resources. For example, suppose that a guest was created with a service offering
of 1 GHz on a Host that has 2 GHz cores, and that guest is the only guest running on

the Host. The guest will have the full 2 GHz available to it. When multiple guests are
attempting to use the CPU a weighting factor is used to schedule CPU resources. The weight
is based on the clock speed in the service offering. Guests receive a CPU allocation that
is proportionate to the GHz in the service offering. For example, a guest created from a 2
GHz service offering will receive twice the CPU allocation as a guest created from a 1 GHz
service offering. CloudStack does not perform memory over-provisioning.

11.9. ZFEVLAN
CloudStack H BB iR R 4% - OVLANKEBE /7T, B A EI S N B AT TE I 45 B
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CloudStack ERIEAFAEHEEE, MARITIEEHEVLAN « Bt XenServer iKW, VLANA &# I 7E
RERRER L, WRFEREER LR AR, VLANGL & B

#ftvSphere, VLANEFRRIGFTA BB, ERAEMTE - A EHERITERBE) X H A
Thiee, ANHEEILVIANE HAH © BRiEbZ4h, VLANAE R AT BT HsER

SR DAEAS[F) BB G0 A A RO VLAN, (R AR vT LUA B CROE AR -2 200, (RRsciids - (il
. TEEE IR I E B E R A A S BIF, JRT LAFERE VLANEE [E] 50051 1000 © BEIHEE ST L —(EERS D
HIJE - H BSOS N RIR B RENTC, 3l H T DU FIARIRIRIVLAN o HARERE B A F % 5 A] LLGE A
FRIAARILP, {ERAERRIREBENICHE ] B SRR B #s M 30 4
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AR e A ] R G AERR, B R A BUTVMEE, AT DLEECloudStack ) —SIIEAH

JUH, BAREEREERIE, B ERAR - BOMIIKEE R ot fice, MEERERUSEAHMERADEH]
#, SEEEREESGS (BN EEE, ENEICloudStackRiRTE:

CloudStackHI T TRAVIAL T B4 (RMH T LRI, CloudStack EFEH 45T LI L8041 B
M NE|CloudStack

12.1. Friffisl. HE

CloudStack Ry CentOSHEE TR ARAR - T B N 68 & v LR ARZ 07 HAGH Al W RO DT 155
1. PUTHEERIEHERFAIM instance, 38 HAMMEAHE

2. Bk

3. ¥volumeld FE4H

BRZ TR NINE] CloudStack, Fl4n, #XAJ Lhsnapshot VM volumeilfi Hsnapshotf# 3 A4H ,
BRI H At R AERE A VHDE] CloudStack

B 2 S ST AR AR O B 7 LA B T e

12.2. Requirements for Templates

- For XenServer, install PV drivers / Xen tools on each template that you create. This
will enable live migration and clean guest shutdown.

+ For vSphere, install VMware Tools on each template that you create. This will enable
console view to work properly.

12.3. FAHAY B AEH S
TRk 8 AT (L00GBLL_) TR RE (0 S AT ALY 10~ ma 4B, KABAOABRA T B
WA L

12.4. The Default Template

CloudStack includes a CentOS template. This template is downloaded by the Secondary
Storage VM after the primary and secondary storage are configured. You can use this

template in your production deployment or you can delete it and use custom templates.
The root password for the default template is "password".

A default template is provided for each of XenServer, KVM, and vSphere. The templates
that are downloaded depend on the hypervisor type that is available in your cloud. Each

template is approximately 2.5 GB physical size.

The default template includes the standard iptables rules, which will block most access to
the template excluding ssh.

# iptables --list
Chain INPUT (policy ACCEPT)
target prot opt source destination

T
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RH-Firewall-1-INPUT all -- anywhere anywhere

Chain FORWARD (policy ACCEPT)
target prot opt source destination
RH-Firewall-1-INPUT all -- anywhere anywhere

Chain OUTPUT (policy ACCEPT)
target prot opt source destination

Chain RH-Firewall-1-INPUT (2 references)

target prot opt source destination

ACCEPT all -- anywhere anywhere

ACCEPT icmp -- anywhere anywhere icmp any

ACCEPT esp —— anywhere anywhere

ACCEPT ah -— anywhere anywhere

ACCEPT udp -- anywhere 224.0.0.251 udp dpt:mdns

ACCEPT udp -- anywhere anywhere udp dpt:ipp

ACCEPT tcp —-— anywhere anywhere tep dpt:ipp

ACCEPT all -- anywhere anywhere state RELATED,ESTABLISHED
ACCEPT tcp —— anywhere anywhere state NEW tcp dpt:ssh
REJECT all -- anywhere anywhere reject-with icmp-host-

12.5. Private and Public Templates

When a user creates a template, it can be designated private or public.

Private templates are only available to the user who created them. By default, an uploaded

template is private.

When a user marks a template as “public,” the template becomes available to all users in
all accounts in the user's domain, as well as users in any other domains that have access
to the Zone where the template is stored. This depends on whether the Zone, in turn, was
defined as private or public. A private Zone is assigned to a single domain, and a public
Zone is accessible to any domain. If a public template is created in a private Zone, it

is available only to users in the domain assigned to that Zone. If a public template is

created in a public Zone, it is available to all users in all domains.

12.6. fEC A AR R g i L Al

EEDA —EREHRIV, SR AT DU e A A H A vaE [T

1. fERET 10.4,  “EESINT R EORCIGER 3L R B AG R A
2. FEBITHIVMBEFTEEZRE, R&I%Stop

3. BVMEIL, EREEEERStopped, AT T —H
4. ®¥ECreate Template WIRHLLIFN &
- Name and Display Text: B¢ EHBRGEFEAENHE

* 0S Type: g HE BiCloudStack KA BB v IMTHFETR &, MRBEE EURENEIE, #
LT3 —

- AIRAER ROV IER R R, R
WIS, HIROther

- IR EAE APV S BN A 55 84 EOther PV (32-bit) E{Other PV (64-bit), I E¥EEEH

FiXenServere:

BE
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Creating a Template from a Snapshot

®::

ER: ERERRENERRRRR, FlIi0, #ECent0S 5.4 & Cent0S 6.2BREGE
HRMMTH, EEEIEEOther

- Public: ®EBYes KAFAHBEM T E FHEFH, A S HBFECommunity Templates¥l|38, FER

fii 12.5, “Private and Public Templates”

- Password Enabled: ;32 YesUIRMEAIELEA CloudStackZHEHMUBANFETCHE, S RET 12.13,
“Adding Password Management to Your Templates”

5. ¥Add

EWESEA, BRI S KB Tenplates, IAAR ph AT LS AEE L BT A VM

12.7. Creating a Template from a Snapshot

If you do not want to stop the VM in order to use the Create Template menu item (as

described in i 12.6., “MROANEEISESE T4 ), you can create a template directly
from any snapshot through the CloudStack UI.

12.8. k4l

vSphere FEZH K7 1SOs

AR EEE R vSphere ClientfEIHIEAH, FEHEEOVA ERAEEIS0, MRF, ERHERRVE
KA
FRAHFEHURL L&, HTTPR SRRV E » AR MR RAUMESE, A0 DL ez i pARR> L AR
REE .
1. fE/BHEERE, #fTenplates
2. j3¥ Register template
3. RHET:
- Name and Description: jz¥6& HIRAEE & EH
- URL: BHHEfR#s S e CAURL N EfEZR, 152 http://my.web.server/filename.vhd.gz
- Zone: EIBAVBERBAMIESE, BE ALl Zones(FE{ECloudStackABHESH A

* 0S Type: EHHE BiCloudStack KB BLE & v IMTHFESR &, MRBEEZH EUEENEE, #
NP =

CIREENEEAWREER R AR, HEE

79



= 12. fEREAE

- WA, Hl#EOther

.

EAZRRBERERRGRA, §140, #FECent0S 5.4 Cent0S 6. 2BRABUEH A
17, EEEDLEEOther

- Hypervisor: G| HIRIERAME S, EEL—
'%mm:i%ﬁ@%%ﬁ,@%mDﬁom

- Password Enabled: 3 YesiIRMEHIRBLLA CloudStackZREMUS HIFETUAE, # R Adding

Password Management to Your Templates
- Extractable: #EEEYesiIFMAA T EEAE, WA EE, Aumfi A& m] DUT S 2 B a0 a4

- Public: EEYesKEAMAM T LI AHAEMAH, BATHB/ECommunity Templates¥|3&,
Rfi 12.5, “Private and Public Templates”

- Featured: HSRMAEEEAH LV ECHAIR, 55 % Yes o fRAH & fEFeatured TemplatesFH TR, BIEL
AU T E B A

12.9. Exporting Templates

End users and Administrators may export templates from the CloudStack. Navigate to the

template in the Ul and choose the Download function from the Actions menu.

12.10. F¥Windows izl
WindowstBEAHWETEM 2 £ GA%2581, (A SysprepsC M o Sysprep fFF A3 37 18 F AORAH 6 8 G AT
AR BEAUSIDME 28

.

(XenServer)Windows VMsfEXenServer F#UTHRZEPVEREIFET, A rIAEFMEBAATIAE, BEEW
AT HH - PVERBY TR B R R B BT YE ARSI volunes IS0 images ~ Tive migrationf
graceful shutdownZWhBEH] o

DUT Ay AR M i
1. FEAERWindows SO

BEEM, #£/ 81 10.11.1, “FHG1s0”
2. {FEFISOEI VM Instance

WG, FERE 104, g
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Windows Server 2008 R2fR4THERS

3. ffH Sysprep for Windows Server 2008 R2 (LLF)EiSysprep for Windows Server 2003 R2, i&
BUR AR Windows ServerhiZA

4. MWEFCSER, BEERLLEFEFEH Creating the Windows Templatefffiifiid /A0 T

12.10.1. Windows Server 2008 R2H\ & & M

FAWindows 2008 R2, FEA#fTWindows System Image Manager?REEN HE]Hsysprep®l B XMLFEZR
Windows System Image ManagerigWindows Automated Installation Kit (AIK) ZE8Ef—ER{4y o
Windows AIKE]LAZEMicrosoft Download Center' F#;

5

FILL T S BACH T Windovs 2008 R2 RAHEN:

BB EREEY B Charity Shelbournef 38w, RIGKRZAS Windows Server 2008 Sysprep Mini-
Setup.2

1. THEEZESE Windows AIK

(Bl FH 3R ##E 3 sysprep answerfgZE o 55 NEZLHETEWindows 2008 R2 VM, Windows AIKANE
AR —HR

2. #H#Windows 2008 R2ZHEH i \sourcesERIA FHY install. . wimB|FFRE, ER—(HIEH KHIMESE,
TFEEE A, {H Windows AIKFIEH) WIMEEZ, [KIEET O S E

3. J&#jWindows System Image Manager

4. fEWindows Image #%, Hid13EIESelect a Windows imageB{ catalog file optionZRiEEX
install.wimX

5. j##EWindows 2008 R2 Edition

BE Wt Rcatalog fileEIEWHIE, 1BIEYesH I catalog file
6. fFAnswer File#sFo, AGHRELEE S FHJanswer file
7. f&Windows System Image Manager DL N #BRE Y answer file:

a. BEEEFMAEE £Language and Country or Region Selection, fEWindows Imagey
F& BB Components, A5 #EELEMJIMicrosoft-Windows-International-Core# i€ ZPass 7

' http://www.microsoft.com/en-us/download/details.aspx?id=9085
2 http://blogs.technet.com/askcore/archive/2008/10/31/automating-the-oobe-process—during-windows-server—-2008—
sysprep-mini-setup.aspx
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=z

=

12. AR

oobeSystem o fFAnswer File F#%E5E InputLocale ~ SystemLocale ~ UlLanguage };UserLocale

RIEHER T MO, WREEELBUE RN, A DIERE B SR #elp o

r 2
B Untitled* - Windows System Image Manager o . @@u
File Edit Inset Tools Help
EEBE & BE X OIS
----- Select a Distribution Share Ef=i Untitled B Properties
=] |_|j Components AppliedCorfigurationPass 7 oobe System
-1 1windowsPE Enabled True
g 2 cfflineSenvicing Id amd64_Microsoft-Windows-Inter
= 3 generalize B Settings
4 specialize InputLocale en-US
QE 5 auditSystem SystemLocale en-US
'15 6 auditlser UlLanguage en-US
'15 7 oobeSystem UlLanguageFallback
ﬂ amdB4_Microsoft-Windows-Intemational-Core_ne UserLocale en-lUS
|| Packages
 Tidy
-{T]) amd64_Microsoft-Windows-EmorReporting
E]-ﬂ amd64_Microsoft-Windows-Fax-Service _|
ﬂ amdb4_Microsoft-Windows-|[E-ClientMetw
ﬂ amdb&4_Microsoft-Windows-IE-ESC_8.0.7)
-5 amd64_Microsoft Windows-|E-Intemet Bxg| =
ﬂ amd&4_Microsoft-Windows-Intemational{
(-{T]) amd64_Microsoft-Windows-Intemational{
{71 amd64_Microsoft-Windows-LUA-Settings_ Userlocale
ﬂ amdb4_Microsoft-Windows-Media Player{ Type: Sting
E]-ﬂ amd64_Microsoft-Windows-NetBT_6.1.7¢ < " B
-{T) amdB4_| Windows-NetworkBridg
EJ-“ amdb64_Microsoft-Windows-NetworkLoad s
{77 amd64_Microsoft-Windows-OutOfBaxExp _'%
g amd&4_Microsoft-Windows-PartitionMana XML | okesion I | Coglaption St )
E:I-ﬂ amdB4_Microsoft-Windows-PnpCustomizz Description Location
E:I-ﬂ amdb4_Microsoft-Windows-PnpCustomize
ﬂ amd&4_Microsoft-Windows-PrpSysprep_
ﬂ amd64_Microsoft-Windows-powercpl _6.1
ﬂ amdb4_Microsoft-Windows-Printing-Spool
-5 amdR4 M ft-Windows-RasServer £ 7
] mo 3

b. EFEEI{lSoftware License Terms Selection, B{+f&End-User License Agreement

(EULA) o ERfMicrosoft-Windows—Shell-Setup¥J{f:, v [ OOBEZYEM I EER| Pass 7
oobeSystem ° fF SettingsE i€ HideEULAPageZtrue
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C.

File Edit Inset Tools Help

B @ Pldd @
. Select a Distribution Share Sfei Urtitled E Properties

= 1 Components AppliedCorfigurationPass 7 oobe System
{!5 1 windowsPE Companent Microsoft-Windows-Shell-Setup
Path 0QOBE
B Settings
[ HideEULAPage  JUPS [
HideWirelessSetupInQOOE
Network Location
=13 7 oobeSystem Protect YourPC
ﬂ amd64_Microsoft-Windows-Intemational Caore_ne SkipMachineO0OBE
B--ﬂ amd64_Microsoft-Windows-Shell-Setup_neutral SkiplUserDOBE
[-{77] AutoLogon
@ ClientApplications
@ Display
@ FirstLogonCommands
@ FolderLocations
@ LogonCommands
@ OEMInformation
{7]] OEMWelcomeCertter

e . g . — ~{7]] OEMWelcomeCenterLinks
ez ﬂ amdf4_Microsoft-Windows-PnpCustomizz » ﬂ CORE

EJ'-ﬂ EITId64_M?CTOSU‘R-W]I"IdOWS-PHDCLIS(OI‘I‘IiZE @ StartPanellinks
ﬂ amdB4_Microsoft-Windows-Pnp Sysprep_/ @ Taskbarlink
ﬂ amdB4_Microsoft-Windows-powercpl_6.1 asKhartinis

ﬂ amd6&4_Microsoft-Windows-Printing-Spool E]% E::rm:cscounts

ﬂ amdb4_Microsaft-Windows-RasServer_6 @ VisualEffects

~{T]) amdB4_Microsoft-Windows-Remote Assist | ) WindowsFeatures

-{Z]) amd64_Microsoft-Windows-Security-Licer| =| | | | Pack HideEULAPage
~{TJ) amdB4_Microsoft-Windows-Security-Licer| Ly Fackages Type: Boolean
ﬂ amd6&4_Microsoft-Windows-Security-Licer < o D

ﬂ amd6&4_Microsoft-Windows-Security-5PP
ﬂ amd6&4_Microsoft-Windows-Security-5PP-
{2l amd6#_Microseft-Windows-SecurtySPP- | x| (1) | Vaiidation (0) | Corfiguration Set (1)
ﬂ amd6&4_Microsoft-Windows-ServerManag
(-] amdB4_Microsoft-Windows-Setup_6.1.76 Description Location
ﬂ amdf4_Microsoft-Windows-SharedAcces
{71 amd64_Microsoft-Windows-Shell-Setup_€
ﬂ amdB4_Microsoft-Windows-shwebsve_6.
ﬂ amdB4_Microsoft-Windows-SMBServer_£

. 51 amdfR4 Mi ft-Windows-SMMP-Anent- ™
4 I »

LR license key D AREREH o WIRERMAMAK key, W LIZEWindows 2008 R2 VM A
MAK key, TW%?AMAK@JWlndOWS System Image Manager o {5 #AR2{# FHKMS 3= H4 Ak ik
Bjlicense, FRZEZEEG AProduct Key o #H] LAfFhttp://technet.microsoft.com/en-us/
11br‘ary/bb892849 aspxf82|] Windows Volume ActivationfJEE4H &k}

#REZEF H Bf{{.Change Administrator Password, JERfMicrosoft-Windows—Shell-Setup#]

- GRVE B ERRES) , BB UserAccounts, Eﬁ@%ﬁ;{gAdmlnlstr‘atorPasswordjﬁijJ[IPass 7
oobeSystem configuration passqx/\dtﬁﬂ,ulﬂ’] answer file, {FSettings |, fF ValueZZ¥gE—

ERRT
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12. AR

ik

D L T i A ]
File Edit [nset Tools Help
BEEe®d & PldE @
. Select a Distribution Share E-f Untitled + |2 Properties
B._J_'; Components M AppliedConfigurationPass 7 oobe System
QE 1 windowsPE Component Microsoft-Windows-Shell-Setup
3 2 offline Servicing Path UserAccounts, AdministratorPas
3 generalize Plain Text true
115 4 specialize B Settings
U4 5 auditSystem <type admin password heres|
| 1 6 auditUser
1 7 oobeSystem
: ﬂ amd6&4_Microsoft-Windows-Intemational Core
=-{7]) amd64_Microsoft-Windows-Shel-Setup_newt
EJ--@ AutolLogon
@ Client Applications A
@ Display =
@ FirstLogonCommands
@ FolderLocations
@ LogonCommands
@ OEMInformation
+{7]) OEMWelcomeCertter
D..ﬂdﬁd_l‘u‘licrosoﬁ-Windows-Panustomizz - % 8gf;g\l’elcome(:enterhnks
E:I"ﬂ amdb4_Microsoft-Windows-PrpCustomizz .
) ~{7]) StartPanelLinks
ﬂ amdb4_Microsoft-Windows-Prp Sysprep_ @ Taskbarlinks
ﬂ amdb4_Microsoft-Windows-powercpl_E.1 T
ﬂ amdb4_Microsoft-Windows-Printing-Spoal @ U em;cs i
ﬂ amdbd_Microsoft-Windows-RasServer_6 @ serM C.m.-lst;t p = B
ﬂ amdb4_Microsoft-Windows-Remote Assist | % Donn-'lllgllnﬂc:oru:ns:wc
ﬂ amd64_Microsoft-Windows-Security-Licer| = @ Localhcoounts Vdue )
ﬂ amdb4d_Microsoft-Windows-Security-Licer .7 VisualEffacts il Type: String
-{7]) amd64_Microsoft-Windows-Securty-Licer < " | N
ﬂ amdb4d_Microsoft-Windows-Security-SPP,
ﬂ amdb4_Microsoft-Windows-Security-SPP-
{0 amd6é_Vicrosof Windows-Securty-SPP- m
ﬂ amdb4d_Microsoft-Windows-ServerManag
[#-{7]) amdB4_Microsoft-Windows-Setup_6.1.76 Description Location
ﬂ amdb4_Microsoft-Windows-Shared Acces
EJ--ﬁ amd64_Microsoft-Windows-Shell-Setup_£
ﬂ amdb4_Microsoft-Windows-shwebsve_6.
ﬂ amdb4_Microsoft-Windows-SMBServer_f
5T amdf4 M ft-Windaws-SNMP-Anert. ™ ||| o D
4 1] 3
=

ST LABREATKSO A 3 8B A RIE 8, LA B A i DTS
8. H4answer fileffAunattend.xml, 0] LLZIEE R
9. #H! unattend.xmlZ|Windows 2008 R2 Virtual Machinef c:\windows\system32\sysprep& k3¢

10. EFEEE I Hunattend. xm1 %l c: \windows\system32\sysprep &Rl #e1% , FHEEITsysprep tool:

cd c:\Windows\System32\sysprep
sysprep.exe /oobe /generalize /shutdown

Windows 2008 R2 VME{Esysprepit itz H BhEIA%

12.10.2. Windows Server 2003 R2H\ R 4% HEMH
Z B HWindows iR AN A NFEIHsysprep tool, [AWindows Server 2003 R2AHEE.

1. 1 WindowsZZ#EYGREET i \support\tools\deploy.cab, FFEFEE(Windows 2003 R2EEHEHEZSHY c:
\sysprep& K} 5

2. #fTc:\sysprep\setupmgr.exe R H ¥ sysprep. inffEZE
a. Bhi¥Create NewZREES HTHY Answerfd
b. HHA “Sysprep setup’ ZHHE

c. REEERIERERGRA
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d. FfELicense AgreementfRf, 13¥E “Yes fully automate the installation"
e. FRHLMAY 2 RE A4
S RURBUE B A TR
g, BOEHE IR
h. FROEMRAVE i e 88

i, BERENEER licensefdz

o
=
Ke
R

Tk

i
[

[=]
HH,

g. E@#ﬁ “Automatically generate computer name”

k. EATERAVEHEER, WRAVEHEBERIIGE, EHEGTRAGEALERS o WEHS
BN EER

1. ¥Network Componentsi® A “Typical Settings”
m. 33## “WORKGROUP”
n. #4§Telephony;BIH A THAL
0. IEEEEE JRegional Settings
p. EREEAEES
a. NELEEEIRM
r. /AEIETE “Run Once commands”
s. NEFEEHMFR T
t. HGAnswerfEZRAEE c:\sysprep\sysprep.inf
3. BATLUM R A E IR

c:\sysprep\sysprep.exe -reseal -mini -activated

WEBRIR, HEE H BRI

12.11. Importing Amazon Machine Images

The following procedures describe how to import an Amazon Machine Image (AMI) into
CloudStack when using the XenServer hypervisor.

Assume you have an AMI file and this file is called CentOS 6.2 x64. Assume further that
you are working on a CentOS host. If the AMI is a Fedora image, you need to be working on

a Fedora host initially.

You need to have a XenServer host with a file-based storage repository (either a local
ext3 SR or an NFS SR) to convert to a VHD once the image file has been customized on the
Centos/Fedora host.
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To import an AMI:

1. Set up loopback on image file:

# mkdir -p /mnt/loop/centos62
# mount —o loop Cent0S_6.2_x64 /mnt/loop/centos54

2. Install the kernel-xen package into the image. This downloads the PV kernel and ramdisk
to the image.

# yum —c /mnt/loop/centos54/etc/yum.conf ——installroot=/mnt/loop/centos62/ -y install kernel-xen

3. Create a grub entry in /boot/grub/grub.conf.

# mkdir -p /mnt/loop/centos62/boot/grub
# touch /mnt/loop/centos62/boot/grub/grub.conf
# echo "" > /mnt/loop/centos62/boot/grub/grub.conf

4. Determine the name of the PV kernel that has been installed into the image.

# cd /mnt/loop/centos62

# 1s lib/modules/

2.6.16.33-xenU 2.6.16-xenU 2.6.18-164.15.1.el5xen 2.6.18-164.6.1.el5.centos.plus 2.6.18-xenU-ec2-v1.0
2.6.21.7-2.fc8xen 2.6.31-302-ec2

# 1s boot/initrd*

boot/initrd-2.6.18-164.6.1.el15.centos.plus.img boot/initrd-2.6.18-164.15.1.el5xen.img

# 1s boot/vmlinuz*

boot/vmlinuz-2.6.18-164.15.1.el5xen boot/vmlinuz-2.6.18-164.6.1.el5.centos.plus boot/vmlinuz-2.6.18-xenlU-
ec2-v1.0 boot/vmlinuz-2.6.21-2952.fc8xen

Xen kernels/ramdisk always end with "xen". For the kernel version you choose, there
has to be an entry for that version under 1lib/modules, there has to be an initrd and
vimlinuz corresponding to that. Above, the only kernel that satisfies this condition is
2.6.18-164.15.1.el5xen.

5. Based on your findings, create an entry in the grub.conf file. Below is an example

entry.

default=0

timeout=5

hiddenmenu

title CentOS (2.6.18-164.15.1.el5xen)
root (hd0,0)
kernel /boot/vmlinuz-2.6.18-164.15.1.el5xen ro root=/dev/xvda
initrd /boot/initrd-2.6.18-164.15.1.el5xen.img

‘

6. Edit etc/fstab, changing “sdal” to “xvda” and changing “sdb” to “xvdb”
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7.

8.

9.

7
/d
/d
no
no

no

Ena

Ens

4
co
#

XV

Ens

ver

STt

T

2
Cha

Ch.
Ne
Re
pa

cat etc/fstab

ev/xvda / ext3 defaults 11
ev/xvdb /mnt ext3 defaults 00
ne /dev/pts devpts gid=5,mode=620 0 0
ne /proc proc defaults 00
ne /sys sysfs defaults 00
ble login via the console. The default console device in a XenServer system is xvcO.

ure that etc/inittab and etc/securetty have the following lines respectively:

grep xvcO etc/inittab
:2345:respawn:/sbin/agetty xvcO 9600 vt100-nav
grep xvcO etc/securetty

c0

ure the ramdisk supports PV disk and PV network. Customize this for the kernel
sion you have determined above.

chroot /mnt/loop/centos54

cd /boot/

mv initrd-2.6.18-164.15.1.el5xen.img initrd-2.6.18-164.15.1.el5xen.img.bak

mkinitrd -f /boot/initrd-2.6.18-164.15.1.el5xen.img ——with=xennet —--preload=xenblk ——omit-scsi-modules
.6.18-164.15.1.el5xen

nge the password.

passwd

anging password for user root.

w UNIX password:

type new UNIX password:

sswd: all authentication tokens updated successfully.

10. Exit out of chroot.

11. Check etc/ssh/sshd config for lines allowing ssh login using a password.

12.

13.

14.

#
Pe
Pa

If
API
“A

Unm
7
7

Cop

egrep "PermitRootLogin|PasswordAuthentication" /mnt/loop/centos54/etc/ssh/sshd_config
rmitRootLogin yes
sswordAuthentication yes

you need the template to be enabled to reset passwords from the CloudStack UI or
, install the password change script into the image at this point. See fjj 12.13,
dding Password Management to Your IemplaLes”

ount and delete loopback mount.

umount /mnt/loop/centos54

* losetup —-d /dev/1loop0

y the image file to your XenServer host's file-based storage repository. In the

example below, the Xenserver is "xenhost". This XenServer has an NFS repository whose

uui

d is a9c5b8c8-536b-al93-abdc-51af3e5f1799.
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# scp Cent0S_6.2_x64 xenhost:/var/run/sr-mount/a9c5b8c8-536b-al93-a6dc-51af3e5ff799/

15. Log in to the Xenserver and create a VDI the same size as the image.

[root@xenhost ~|# cd /var/run/sr-mount/a9c5b8c8-536b-al93-abdc-51af3e5ff799

[root@xenhost a9c5b8c8-536b-al93-abdc-51af3e5ff799|# 1s -1h Cent0S_6.2_x64

-rw-r——r-— 1 root root 10G Mar 16 16:49 CentOS 6.2 x64

[root@xenhost a9c5b8c8-536b-al93-abdc—-51af3e5ff799|# xe vdi-create virtual-size=10GiB sr-
uuid=a9c5b8c8-536b-al93-abdc-51af3e5ff799 type=user name-label="Centos 6.2 x86_64"
cad7317c-258b-4ef7-b207-cdf0283a7923

16. Import the image file into the VDI. This may take 10—20 minutes.

[root@xenhost a9c5b8c8-536b-al93-abdc-51af3e5ff799]# xe vdi-import filename=CentO0S_6.2_x64
uuid=cad7317c-258b-4ef7-b207-cdf0283a7923

17. Locate a the VHD file. This is the file with the VDI’ s UUID as its name. Compress it

and upload it to your web server.

[root@xenhost a9c5b8c8-536b-al93-abdc-51af3e5ff799]# bzip2 —c cad7317c-258b-4ef7-b207-cdf0283a7923.vhd >

Cent0S_6.2_x64.vhd.bz2
[root@xenhost a9c5b8c8-536b-al93-abdc-51af3e5ff799]# scp Cent0S 6.2 x64.vhd.bz2 webserver:/var/www/html/

templates/

12.12. #Hyper-V VMEESAEZH

HEE Hyper-V VMEERAHZS * XenServerffCloudStackfigl, #FRE—{H& 7 HFfIHFNFS VHD SR
XenServer % o AT DL A BN CloudStackfXenServerfF{a[fiiAs, {HZ2NJEf# HXenCenter 5.6 FP1
g SP2(fE FAEZS.6h) , H4h, Fifd NFS 1SO SR A E B

$linux WMs, 7EBAEGEVMBAIATEXenServerEER AT, AT EfEHyper-VIELHER o GN SRR EFE

PISAVIAT

Hyper-V{E M, EFERBVME TIE o R &L$EHyper-V Integration ComponentsilfifgEr &7 A (L[ 7E

/ete/fstabB M BRI 22 BRE S 4 H 4 M

1. f#linux_ic/drivers/dist&RIA, #fTmake uninstall ("linux_ic"E#FHHyper-V Integration
Componentsté ZAI L)

2. 1 /voot/ B8 R AGHI BRI ST 2R 4% ({01 44 ™ . backup0)

3. fi&/boot/grub/menu.1stF R "hdX=noprobe"
4. A/ etc/TstaeBAEMOEIEE TREELRE, HiELMEE WRA) B EFILABEL B UUID,
AT LifEp1kid RS BUSE £ &Rl

=12

T—5, HBEEVWEEHIT, A& VIDZEEXenServer o DL A W i3

1. f#FXenCenter AVHD o fFH 2|Tools>Virtual Appliance Tools>Disk Image Import

2. IRIEVHD, SR1BIH Next

3. T4 VM, fF Storage NI#EIENFS VHD SR, /& "Run Operating System Fixups", JR{Z2#ENFS 1SO

SR

4. ¥ FNext, R1BF#Finish o VT T
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‘EBE# .
1. #fTXenConvert, FEFrom NEIBVHD, fETo [NiEfEXenServer, SR1ZHNext

2. JEFEEVHD, SR1BHH Next

3. W@ AXenServer FHEEE, SR1ZHNext
4. FEEVM, RiBfHNext, HEEPiConvert o VMBI @S IH T

H {4 Hyper-v VIDEESIWNR , (£ LT SERACE:
1. JEEHVM, FBEHyper-V Integration Services, #RX1%E FrhitE
ZHE XenServer Tools, FR1BEFTEH

3. AFVMEER R E AU T, Bla0, BATWindows VMsHJsysprep, FER i 12.10. “HiiWindows
B4R

DA 84S e S N7 HVMBR U VM, %ﬂvlndows VMs 22 BIMARRY, {HLinux VMsTEE /L, #FLinux VMIE
HEIPVIEA G HFEEIMNIPER, I B KER AR —ER

\V]

1. PBABAVMILAENFS storagetE BIVHDEI SR ARAS o a0, HENFSHZAEEL, s ZEXenServer £4%
i sftp B¢ scp {8

2. fECloudStack, fi#H] LI TEUER L HHIEAH

- URL. #AVHDFE7EURL

- 0S Type  EFAEERIRST, BfCentOSHIPVIEFNAREE , 1##0ther PV (32-bit) E{Other PV (64-
bit) o iB{EEIEE /L XenServeriE

&E*E§%§ XenServer
- #%X o VHD
A ES T, A LAIFEHE Fi# 5 instances

12.13. Adding Password Management to Your Templates

CloudStack provides an optional password reset feature that allows users to set a
temporary admin or root password as well as reset the existing admin or root password from
the CloudStack UI.

To enable the Reset Password feature, you will need to download an additional script to
patch your template. When you later upload the template into CloudStack, you can specify
whether reset admin/root password feature should be enabled for this template.

The password management feature works always resets the account password on instance boot.
The script does an HTTP call to the virtual router to retrieve the account password that
should be set. As long as the virtual router is accessible the guest will have access

to the account password that should be used. When the user requests a password reset

the management server generates and sends a new password to the virtual router for the
account. Thus an instance reboot is necessary to effect any password changes.

If the script is unable to contact the virtual router during instance boot it will not set

the password but boot will continue normally.
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12.13.1. Linux{/FE R E
ER TS BRBRIA TS Linux B % R R L5

1. [#icloud-set-guest-passwordAIAFER :
- Linux: http://cloudstack.org/dl/cloud-set—guest-password

« Windows: http://sourceforge.net/projects/cloudstack/files/Password%20Management
%20Scripts/CloudInstanceManager .msi/download

2. WEHEEEEIE|/ete/init.d o
FAEEERLinux distribution, FEAFMEZRMEEIE]/etc/rc.d/init.d >

3. BEUARENXRIBITREIR, FRTLITES

chmod +x /etc/init.d/cloud-set-guest-password

4. REELInuxdistribution, FEAMLLNEELRPHR

fEFedora ~ CentOS/RHELEY £ Debianig#ifT:

chkconfig --add cloud-set-guest-password

12.13.2. Windows{E2 R %4
1<$§22§§ﬁ§CloudlnstanceManager.msi, u] LIfEDownload pageSTtﬁﬁ, %E%ﬁﬁ%jzE@Windowsﬁ%ﬁﬁﬁ%%ﬁ%ﬁff
YRR

12.14. Deleting Templates

Templates may be deleted. In general, when a template spans multiple Zones, only the copy
that is selected for deletion will be deleted; the same template in other Zones will not
be deleted. The provided CentOS template is an exception to this. If the provided CentOS
template is deleted, it will be deleted from all Zones.

When templates are deleted, the VMs instantiated from them will continue to run. However,

new VMs cannot be created based on the deleted template.

3 http://cloudstack.org/download.html
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13.1. FEFHFREMT
ClondStack EH MMM RN, LERUE, LETLIFRISCS 5 \is, B, HERLEHELE
BRI LR - KR B NS

FECloudStackiZ A IFHIFAIFICE, FrA IR A B EK AR

13.2. FHEfHEFHEE

ERBE G CloudStack = EZFEEFRERE GBI, WREFEELZARZR CloudStackUl
TRIBELEBERENEN, 20 Installation Guide

fiii 2.6, “About Primary Storage”

13.2.1. EEFEFEEENRERE
- R R AR W F A - AT, ORI - B

- FHMECR AR AR i &I A (R ERY, Bl —(EFARAS 2 CloudStack A& MHERITAFENERS -

13.2.2. PR EEFTRENTR
Root AR ST 7EHEBERE B8 10 21 P55 MR « B HEERRRIMIDRRS , 7Rt @RGPV M LA R
SIVE, BBV

EHEFERNTIEMAERENSE, UWEFEEMABEIMNIEE, 7 HAdvanced Installation
Guide

FEHE I CloudStack PR ERAGEIMERRARE, BRMFRERFH §HEDRE

13.2.3. EEGEFEENBIEE = %
DR M BT B R M O 4 R R B i

VMware Citrix
vSphere XenServer
Format for Disks, Templates, VMDK VHD QCow2
and Snapshots
iSCSI support VMFS Clustered Yes, via
LVM Shared
Mountpoint
Fiber Channel support VMFS Yes, via Yes, via
Existing SR Shared
Mountpoint
NFS support Y Y Y
Local storage support Y Y Y
Storage over-provisioning NFS and NES NFS
iSCSI
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XenServer{f FHEB ELVMAR AL {E1SCSTI N Fiber Channel KREEEFAVMELG, (BATIZEEEHover-
provisioning ° ﬁﬁ??{jﬂﬁ%ﬁ*Tﬁlgiﬁé thin-provisioning OHHAE]kLJ: CloudStack gfklﬂﬁngL%Eﬁaiﬂ
fFthin-provisionedfEFERER Y FZover-provisioning

KVMS, #%"Shared Mountpoint"f£ff, shared mountpointZ—FEMERAAIKE, HWHKEWNENEESE
FEHEE AR, HI1/mnt/primaryl o shared mountpoint/& Rk ROCFS2fHEH AR RAL © FEUHIT
, CloudStack Mgl H s ek BIE AR E, CloudStackF EEHEMMREARERTHM

{FFAINFSEEFEEE | CloudStackB Hloverprovisioning, TEMLHIFH, EIEZEMRAL
storage.overprovisioning.factor¥E%| overprovisioningfJFEE, 15 BB AR BB A sE R 2 M B

A A7 B & vSphere XenServerfFHKVl\HzE{u%‘ﬁ EE’J 8RR, EAMBERRIES R, AR
BRFE AN G BB, BEMEAAMHEFEELR Systen Virtual Machines ((REEHEHHZ) |

G Esystem. vin. use. local . storagezk Bytrue

CloudStackX($k 2 L EFHFHLERE, Flun, &) LR 2ENFSfFiRatin TR FRE, s Ll—6
AFEMEL(E iSCST LUN, SRIR7ES —ERIA B ERIER IS —8iSCST LUN

13.2.4. Storage Tags

Storage may be "tagged". A tag is a text string attribute associated with primary storage,
a Disk Offering, or a Service Offering. Tags allow administrators to provide additional
information about the storage. For example, that is a "SSD" or it is "slow". Tags are

not interpreted by CloudStack. They are matched against tags placed on service and disk
offerings. CloudStack requires all tags on service and disk offerings to exist on the
primary storage before it allocates root or data disks on the primary storage. Service

and disk offering tags are used to identify the requirements of the storage that those
offerings have. For example, the high end service offering may require "fast" for its root

disk volume.

The interaction between tags, allocation, and volume copying across clusters and pods can
be complex. To simplify the situation, use the same set of tags on the primary storage for
all clusters in a pod. Even if different devices are used to present those tags., the set
of exposed tags can be the same.

13.2.5. EBEFFRENHERERN

EEEFRBAR @R A B, 5, BRI o ARG L H I TR A
TERE, WREEILFTE R ITERE LM « B EAERELE, B EE AR
SUBKE o WRETFRNE I LR, G DBONAEEEIR, CloudStack @48 B AR &2 AR5 1A
4P AR -

13.3. HENEHELE
EflE& TBJfEbCloudStack{J\EﬁT SRS MBTAET, RETFEE LA RIBEHECloudStackUT %
HERBFERLEERNERN, 526 Advanced Installation Guide

fiii 2.7, “About Secondary Storage”

. A E

i%‘%{ EH BRI MR roo BB AR NI BORMERK, CloudStacktB SR A B WHTEA &

HERRFENBEAREEE R, EAER R (flinXenServer) 5 A Bi% A HEE S H i
AR, FI40: vSphere ~ KVM o & 2 [K] A AN [R]E AK BB 6 A A [R] O R RR (R A =X

EN’—‘
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CloudStack EHEFNRBEGFEHBENEIT, W ArootHREE ERIFRE - root EREHIRASKE /", &
HIERRRE, BRERGEMEI IREZH, Flan: "/opt” B "D:" o FHZIEVMAA root AR,
At B AT AR EORERR o A% 5 F & AT DA il 22 (ORI R, (8 A5 mJ DUDE R TR S O R R AR 5 i
ERMERE ARSI A NBANFRRERE - ARAREEREEER. MEAFEEMN R R EE D AHE
H

®::

fEXenServer hypervisor versions 6.0B{H 5, CloudStack> $%H4E i %2 13(H & RIERES| VM E o
HHEA v, PR 26 1E

13.4.1. A&

T LR T R R R 2 2N, B E FIR o CloudStack B % R Nl LU 2 I
WZE | TEMTECIodStack, (HEEHIEFERIEE SN, HAGEARRE - e Sy
CloudStacki A BA RIS %

13.4.1.1. 5 F A% 8 A7 09 BORHIERIR
IRAE ] IR AR B FSE B (3738 XenServer ~ KVMJZ VMware) i & klvolumes, B HIVM instancefi i}
[Fl—fE E o B H E RlvolumesFI LL: SEASFIEHEME RS ~ ANEAS ~ EFNEGFMER o 7ERT LR
CloudStack, HArootfEREREAIEI A AR E

AR R EB R ER volunesHJRTERREAERT, T HATENA o BA —LER, RERDERL/
OFIE 2 771 {38 FH A b REE T ARl /D RS AS

By TARH, volumes® ] LIFEH, BEEIHEERR ZFEzone/ & H

BT S ERME AR A A PR B, E R AT E RSB AV, AP AT LS 4580 {IE R A 2R o SR A e
volume AJ DACFE A i (3 77245 B

BB S AR ERVWE Z volune A B B H AL E o I RAAEENE & EHGE A HEER,
B RS IR S A A B Rvo Lume VM

13.4.1.2. BN a
1. DMFHEFEEHE S B ACloudStack Ul

2. fE/BREENE, EEEStorage
3. JASelect View ;% Volumes
4. B Add Volume, Mit@HLARETIAHIGAE
- Name: ZXERIAMH
* Availability Zone: fETFHSENERE, L/HANT AR
- Disk Offering: BIBEFFEENENE
WA RGHBERT, WHIR Allocated” - HRERI G FTECIoudStack T, [H2 1 AL H

5. #48Attaching a Volume FERAR L H
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13.4.2. EEEFERIVolume R B K A
B AR BRI T LU SR AR 2, 0 e volumeBIVM o (A1, _E(HERRIEIA M 0K RAIEHS
ERHESIV  Root ~ L ELEFHIF ~ (8 E A LU LA

EEZERETTP, T EHvolume & YU zone (IR EFEFIRE

WREERERSE, BB LA E o THR RS E IR E M max . account . volumes, {HE#H
F LB A ANERIRR S, 57 Setting Usage Limits

HEEER.

1. GEFM) FHEMDS hash (checksum) BEERBEHE, L EERBERML, CloudStacke il fl AL BUE K
WEESHERHE

2. DUEHESE B I & 5 A CloudStack Ul
3. TESHVEERE, EEEStorage
4. %% Upload Volume
5. LT
- Name and Description: BH/RTEfE FE A1 A4 1 X% il it
- Availability Zone: ;EIEHRELZEAER zone, TEUzone VMR LIINA &=

- Format: JEIEFEREHURE R B0

R L FERRBR RS
XenServer VHD

VMware OVA

KVM QCow2

- URL: CloudStackn] LAfFEUAHORERER 44 HITP BY HTTPS URL o tEZ=E A ERF & {EFormati®
EEUE, Flan, #8=CAVED, RIURLZEIRLLT:

http://yourFileServerlP/userdata/myDataDisk.vhd
- MD5 checksum: GREEM) #HEE 123 Hhash

6. LFFABER EETH, EE Instances - Volumes, HEEIE?22F8EM AN, WHERARAES
Uploaded

13.4.3. HEXE
G LEEA BN RVRERHEAR, BOFE—AAR  SEBHCHEENSRIIH BN - HR
BEAR S AEFEEN, AOFEEEAR

1. DIMERAESEHEE S S E AN CloudStack UI
2. TEEESFEENE, #i¥Storage
3. JASelect View ;3 Volumes

4. '
4 ERBRYIFRENERELR, AR FAttach Disk @_"‘l
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T£ Instanceif HRE , BRIBEHELEAR BN, BREED AFFEEEN instances  Fil70, #H
HHEERH A instances, (HEEHEHH L#

@EE%&@%E, %ﬁ%lnstances, #linstance name, 2| View Volumes, @'ﬁﬁﬁ?ﬁg@%%ﬂ

13.4.4. 5Bk N E)

.

WA BRARA MBS &, £ R VM Storage Migration ‘

)
il

BEATLBERZEWM, SO HAMEZ o CloudStackE B K I E# 7] DI Bk A =
MARMEWERFRZESE, HARBRKR, SFHRZEH

1. DUMFEAESEHEE 5 5% ACloudStack Ul

2. TELTEEN, #EF Storage, RiZi#EESelect ViewHHJVolumes o WS LRRITEWI(E 25 & H R 2R
. BT DI B # Instances, & VWETE, RZEEView Volumes

BLEME S BENA R, RMET4Detach Disk %

4 BETUTFHR 6 13,43, EEER RBBER

13.4.5. BRI TFRE

T iEXenServer ~ KVM A VMware

.

WA BRA R A BEE B EEIE A &, £ FDetaching and Moving Volumes ffi 13.4.4, “/pif N2

S nT AR Bl SR A A Y r oo t AR B B EL A AR S M EORHEE AR 2 HoA AR ] [ sk (R 2R B

TR LUE BB R BN RS — S E RN BAR, QR PR AR ER e, SR
PRARHVRIEENE, TRE A R A B A PRI R A RS BRACE A

13.4.5.1. BEIEREREA RO GEER
1. DM AESEHE 5958 ACloudStack {# &/ H

2. VJETVMEL B RMEREAYELE | 2 H Detaching and Moving Volumes fi 13.4.4, “EENEEIA &
7 GEMGBRREN “reattach” HEE, EHEMENIERA EMHEHE)

3. EAREIDNF—FFIEEIDIFI CloudStack API$84migrateVolume M pass

4. BEREVMIRRE, FEEIEEAMigrating, {5 1EFFAReady
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5. HEEARRF|E—clusterfE—W, MAHPREFLEE AR, #£5 Attaching a Volume

ffi 13.4.3, “HEPEXE”

13.4.5.2. FSE/VM Root A BEEIFTHIREFHE ERF
BBjrootEEREARIG, VWAL, ERAETRERGN, BBk, WA REHLE

1. DIEFE B B 5 70 % A\ CloudStack & /i

2. PIETVMEL B RIBEREA 4S5 HDetaching and Moving Volumes ffi 13.4.4, “/pBi N EEIA&E
U GEBREBRIZE) “reattach” BER, BAEBENRA GHEAT)

3. fEikwM

4. fFF CloudStack API¥§4migrateVirtualMachine, ZEREIHIVM 1D H AU EHERYID A H A EEE
By witd

5. ERBEVMARAE, BBEIHEAMigrating, f21EFFAStopped

6. EFEEHVM

13.4.6. EHHREIARE

CloudStackEHLEHIHR B A EAITHEE, CloudStack®s FHAFMEARTS R FEHI A/ o 3t T CloudStackEH
F 2/ DS HEBEREY: o MHEIGEFEE EtasMIA BREME S, Flin, aREHAEEREM10, 50,
100 GB, FFFRIFHAEFEA SRR E, MlE A LLEFE 9 5510 GB~ 50 GBZ100 GB AUREREAR
%, HEFHZE A LIE10 GB BEHE| 50 GBELZ 50 GB HHiE| 100 GB o WA T HET A/NAORHRRAR 75
. AP AT U I A =

BRILZSL, fffiresizeVolume APT, EORIZE AT LI E MEREARE B 2] B 3T EREARSS - EIETIAE
AR A B TR BRI B AT 2E (E AR

W IHEE KM, XenServer, N VMwareZ#%, {E&F/INAERITHEEN AT B VMware T

i

TEGEFRE 2/, FELER:
EAARAWSEE LR
- EAA BV E R C AR

B EMNR, ERSRRERR L S oRE, I H SR ERhERR R - R, S N ERERRRT, E
HOREE M E SR A

EEHRENR:
1. DUFFHESEHE 5 9% ACloudStack Ul
2. EESFEENE, #E¥Storage

3. JdSelect ViewH;3E#EVolumes

HEREY|HERNE 2T, R1EHResize Volume o

5. TE Resize VolumeBkH &, BEEBEEIIGAEERE
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* Resize Volume

Mew Offering: | Small Disk, 5§ GB
Small Disk, 6 GB
Shrink OK- | Medium Disk, 20 GB

Large Disk, 100 GB
Custom Disk

Cancel

a. WIRMRECuston Disk, FHEE AT/
b. BEBShrink OKACHERREG VAR
SRS R ORISR, DL RERHE Y, M AT e B
6. FHOK

13.4.7. A EHH KA
T 25 L S B B

R e AR B HBR TR, H A B EE e AR A B R A Bl N HER

ER R LUK ABBBR A &, A Re i Blexpunge . delay M expunge . interval B F E RS M R & %
4

- expunge.delay: RERBHERE, B A
- expunge.interval: JRIEZHHITEINIRE

EFHEREHEELESY, REEHERRFAECR

13.5. i B4

(T T HBHEEE. XenServer, VMware vSphere, and KVM)

CloudStack LRI A BHIPREYI (o TRV R — s IR A0 HE bk A e, SR S CPURRRALE
N

AE, B&root MERMERE, WREFHREMEARIWI:, FHEFIRHEME ML R R
, ERE T UERBID R A R, AAERFEHESE, WTUUEREYI I8, FAREEER
AORE T

(8 T AT B R, SRS B BNEEA R BOR o 683 R DA R B - 3 ST R R AT
B, WEREAREESIERSES L WRHMERRAR - rootBERE M BRI & SCIR IR, B2
CloudStack H Bt AN SCIRIEE IR AT roo tRERRBH R HE e &, FH r oo tAE R PRI (1R IR O RE RIS 15 B — X
BORMERE, H PR BORL AT LUK RE BOHAGS £ e A% _E AL

TENREYFEHEERFREERIINEREARE, U - ERFERET, RIFMEREETO
PRI 3 25
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13.5.1. Snapshot Job %ﬁﬁﬁ

B R R BUE RS A R E 27, snapshot JobEFEMWME]—& LM E#AT, BUEREHITAIIR - R
E—B EW LA KL snapshotsi) TAE, &FHEUEL TR H KL EHRIETR

Fsifroot B T LT £ b snapshot BURIBF AT, I BRI AR 2
concurrent.snapshots.threshold.perhost o ¥EF IR E, B HE 7] LIHEE snapshot job/NE Y, T
FEAR BB B ERA A SRR

X REconcurrent.snapshots. threshold.perhost Z—{f7EE4IIA IR LWHITEERER T, B
Wy e, R —(A T AR £ snapshotBEsK | AIETA B R & HESI %% 1 5

EHEEBTUBRE Job-cxpire.minuteSHLE TIFFHATRAL, WREHT, BRe KU EHHR
A

13.5.2. Automatic Snapshot Creation and Retention
(LB PR EE. XenServer, VMware vSphere, and KVM)

Users can set up a recurring snapshot policy to automatically create multiple snapshots
of a disk at regular intervals. Snapshots can be created on an hourly, daily, weekly, or
monthly interval. One snapshot policy can be set up per disk volume. For example, a user

can set up a daily snapshot at 02:30.

With each snapshot schedule, users can also specify the number of scheduled snapshots to
be retained. Older snapshots that exceed the retention limit are automatically deleted.
This user—defined 1limit must be equal to or lower than the global 1imit set by the
CloudStack administrator. See ffi 14.3, “EIZERE” . The 1imit applies only to those
snapshots that are taken as part of an automatic recurring snapshot policy. Additional

manual snapshots can be created and retained.

13.5.3. HOIIABRE 1+ K= 57
PR EBR E B RS, Bk, BYNRGINERTER, LHRERNY LS
IR e N g

CloudStack & & —LUHBAR BT B A UG N 0o, EHGInis (o ki, BNEFD A —EE2fHE

VMware vSphere Citrix XenServer

AN N Y N

13.5.4. RErFE

B S B B B O B BB R BV SR A R AT — B B R BT AR RS R BE
B ARG B o a1 598 6 A B R s a2 A BRI (F I . A B IR AIREE -
CloudStack & HE(RTEZA B A AR FIHRBERT, & /E —IREREL

FHREE, REYHFENERREETHEM, HEZEL

13.5.5. Snapshot Restore

There are two paths to restoring snapshots. Users can create a volume from the snapshot.
The volume can then be mounted to a VM and files recovered as needed. Alternatively, a
template may be created from the snapshot of a root disk. The user can then boot a VM from

this template to effect recovery of the root disk.
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Usage Server xe—{H;#EBM:, &I LHEMCloudStackH sy o EijHtEEB(HHLHE, FIRW LIAE
CloudStack bV & A © Usage Server@{E R EIEEUE R, RBAINfF HRCSkAE4S, RAT LA
istUsageRecords API callZRfEHEX

(R FIACERE SRR IRAREL, B VN TR Bl 2 5 T B R B A e 17 = ]

Usage Server Z/DRERFIT—IK, WATLUEREE, BRHITLZIX

14.1. Configuring the Usage Server

To configure the usage server:

1. Be sure the Usage Server has been installed. This requires extra steps beyond just
installing the CloudStack software. See Installing the Usage Server (Optional) in the
Advanced Installation Guide.

2. LPladministrator &43% ACloudStack UL
3. Click Global Settings.

4. In Search, type usage. Find the configuration parameter that controls the behavior you

want to set. See the table below for a description of the available parameters.
5. In Actions, click the Edit icon.
6. Type the desired value and click the Save icon.

7. Restart the Management Server (as usual with any global configuration change) and also
the Usage Server:

# service cloudstack-management restart

# service cloudstack-usage restart

The following table shows the global configuration settings that control the behavior of
the Usage Server.

enable.usage.server Whether the Usage Server is active.

usage.aggregation.timezone Time zone of usage records. Set this if
the usage records and daily job execution
are in different time zones. For example,
with the following settings, the usage job
will run at PST 00:15 and generate usage
records for the 24 hours from 00:00:00 GMT
to 23:59:59 GMT:

usage.stats. job.exec.time = 00:15
usage.execution.timezone = PST
usage.aggregation.timezone = GMT

Valid values for the time zone are
specified in Ffl$E A, HFlE
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Default: GMT

usage.execution.timezone

The time zone of usage.stats.job.exec.time.
Valid values for the time zone are
specified in Pfi$% A, FFl&

Default: The time zone of the management

server.

usage.sanity.check.interval

The number of days between sanity

checks. Set this in order to periodically
search for records with erroneous data
before issuing customer invoices. For
example, this checks for VM usage records
created after the VM was destroyed,

and similar checks for templates,
volumes, and so on. It also checks for
usage times longer than the aggregation
range. If any issue is found, the alert
ALERT TYPE USAGE SANITY RESULT = 21 is
sent.

usage.stats. job.aggregation.range

The time period in minutes between Usage
Server processing jobs. For example, if
you set it to 1440, the Usage Server will
run once per day. If you set it to 600, it
will run every ten hours. In general, when
a Usage Server Jjob runs, it processes all
events generated since usage was last run.

There is special handling for the case
of 1440 (once per day). In this case

the Usage Server does not necessarily
process all records since Usage was last
run. CloudStack assumes that you require
processing once per day for the previous,
complete day’ s records. For example,

if the current day is October 7, then

it is assumed you would like to process
records for October 6, from midnight
to midnight. CloudStack assumes this
midnight to midnight” 1is relative to the
usage.execution.timezone.

Default: 1440

usage.stats. job.exec.time

The time when the Usage Server processing

will start. It is specified in 24-hour
format (HH:MM) in the time zone of the
server, which should be GMT. For example,

to start the Usage job at 10:30 GMT, enter
“10:30”

If usage.stats.job.aggregation.range
is also set, and its value is not
1440, then its value will be added to

100




AR 15 FH R A

[

usage.stats. job.exec.time to get the time
to run the Usage Server job again. This is
repeated until 24 hours have elapsed, and
the next day's processing begins again at

usage.stats. job.exec.time.

Default: 00:15.

For example, suppose that your server is in GMT, your user population is predominantly
in the East Coast of the United States, and you would like to process usage records every
night at 2 AM local (EST) time. Choose these settings:

* enable.usage.server = true
- usage.execution.timezone = America/New York

- usage.stats. job.exec.time = 07:00. This will run the Usage job at 2:00 AM EST. Note
that this will shift by an hour as the East Coast of the U.S. enters and exits Daylight

Savings Time.
- usage.stats. job.aggregation.range = 1440

With this configuration, the Usage job will run every night at 2 AM EST and will process
records for the previous day’ s midnight-midnight as defined by the EST (America/New_York)

time zone.

Because the special value 1440 has been used for usage.stats.job.aggregation.range,
the Usage Server will ignore the data between midnight and 2 AM. That data will be
included in the next day's run.

14.2. BCE AR
ClondStackif it [HF AH FebIBAA SR ERGE R %, 47 SR LRI 20, SLALB A EROOTB
T L5 (R

PR TR S R AR LRGE, fla, T DURBIGEEL, 3 B FrE T e L 100vM
T8 M8 T EE DL T R

14.3. JFEEE e PR
—(EEEI A, 3% AN TR LG 24 M TTRCIDR, PR3 2 b 25 (BB 17254 B instance o A
REERE, ([HRLELEEMinstance NEN AT - Fl4n, 10.1.1.0/22F 52100018 fiz ik

LUR ZA8 51 Hi iR RRA PR 1 -

Wl 42 7 7
max.account.public.ips o] LA —(EIE B /A B I PE &
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max.account.snapshots

— AR F RS B R

max.account.templates

— (ARSI RS AR

max.account.user.vms

— AR FHR L E %A instanceBE

max.account.volumes

—fERF PR Z R R E

max.template.iso.size

NEHEAH B ISOR B AR, EEALAGB

max.volume.size.gb

AR, BAIRGCB

network.throttling.rate

TR ERHE R, B AMBit/s GUE

XenServer)
snapshot.max.hourly RER/NFEERINIRAEE, RPERS

. BCRRIPRI I S MR o HEBRHANE A T8
PREL o A1REA0, B/ E R RBUE VAR

snapshot.max.daily REGRKEERPTIHEKEE, NRPHERS,
R AR A g R o PR A8 F Bk
B o WNSRE A0, B REE UK MIEIEHERE
snapshot.max.weekly AREBREERRIEKEE, WRPERS),
R A E e g R o CLRRHIANE H F Bk
B o WS A0, B EEE R A HERE
snapshot.max.monthly REFABRTRPISEREE, WRPTGERS),
B R AR E ) A o R o bbFR BN E H F 8
B o WA A0, B H EE UK IEIEHERE

{5 F CloudStack s F 3 /1 THI A Il AH RE AR B 2RAE U I AL RE 2 UL © 5¥ R.Setting Global

Configuration Parameters

14.4. FEEMR 5 &R PR H
FETLAE R AR R R, TR PR e BB MGV o IS famax . account REEAROBHL, (i

: max.account.snapshots

R RE {1 R A 20 T st PR A

A\ CloudStack UI

2. HEBHEERE, #FAccounts

3. EBEEEENIIIRS, SFERTERNRSE, -1CRAEERRE R

+ ¥ PFEdit lﬁl

14.5. Domain[R

CloudStack frFFet¥tdomainFEFRE], AT IRE—(Edomain s {f F Z R & X 2| FrEaccount fIRR Al
fFlan: ANlifdomainFTEEFAEVRHE, domainfRH| T LU A& accouts, ERHA&HI T domainfig
HIFTHaccounts ° A X Ef root domainfEERAIFRH, #5 & & 2T E R domains Kaccounts °

FLRE domainfR
1. & CloudStack UI
2. FEEBIEERE, #EEDonains
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3. EEBHMEEMB AR donain, FRURBERRS, - 1AREERE AR

+ ¥ FEdit lﬁl
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Link-Local Network (169.254.*% %)

Internet
Account 1 10.1.1.2
Gateway address Guest 1

65.37.%.* 10.1.1.1

65.37.141.24 e
65.37.141.27 —— N e 10.1.1.3
omain T

NAT
Load Balancing

Account 1 10.1.1.4
Guest 3

Jee i 10.1.1.5
Guest 4

mnam

Guest Traffic Setup
EH R as & BB RS gy o MRS Ay & — R EAR ERUTHORI IR R et ey . B R R s
B =AALERE N TE o ethOFIEER I ERIRIE, IPALHEA10.1.1.1; ethl FIERETEE MR HERS a0/ T
; eth2dBE M/ iR BRI IPALIE

RS AR IR ALDICP, A H B 1PHE B 5 € IPA B35 R k2R o & v L F B E G R R rkas
AR AH A HAf TPAzHE

HE % F A7 A BSource NATH H Bi3UE R BIA BT A 3 & HE B S iU B SN &

15.2. Networking in a Pod

The figure below illustrates network setup within a single pod. The hosts are connected
to a pod-level switch. At a minimum, the hosts should have one physical uplink to each
switch. Bonded NICs are supported as well. The pod-level switch is a pair of redundant
gigabit switches with 10 G uplinks.
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Public Traffic (65.37.%.%) Manage ment Traffic (192.168.% )

Pod-Lewvel Switch (layer-2 switch)

Host 1

65.37.%.*
Host 2

NNERER

Metwork Setup within a 5ingle Pod — Logical View

Servers are connected as follows:

+ Storage devices are connected to only the network that carries management traffic.
+ Hosts are connected to networks for both management traffic and public traffic.
- Hosts are also connected to one or more networks carrying guest traffic.

We recommend the use of multiple physical Ethernet cards to implement each network
interface as well as redundant switch fabric in order to maximize throughput and improve
reliability.
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15.3. Networking in a Zone

The following figure illustrates the network setup within a single zone.

Internet

Layer-3 switch wy/ firewall

Layer-2 switch
Haosts
Management
Server farm with
My30aL
Primary
storage
SETVErs

Secondarv storage servers Pod 1 Pod 2

A firewall for management traffic operates in the NAT mode. The network typically is
assigned IP addresses in the 192.168.0.0/16 Class B private address space. Each pod is
assigned IP addresses in the 192.168.*.0/24 Class C private address space.

Each zone has its own set of public IP addresses. Public IP addresses from different zones

do not overlap.

15.4. EMEESE Mg
EEBERT RERETNERREE CRBERT (E A BN A R T R
T o B — U EEUNEIC oudStack, FHTEAID Zone df EE 373 % 48k

15.5. Advanced Zone Physical Network Configuration

Within a zone that uses advanced networking, you need to tell the Management Server how
the physical network is set up to carry different kinds of traffic in isolation.
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15.5.1. JAAdvanced Zone [ EGuest Traffic
PAN 2 B Bk S5 2L A B A\ CloudStack UL R E FE TR Gues tAH B

1. JAZLEENavigationtZlH, BhiEInfrastructured®dll; WTEH 5 HIZoneB/R % EMore, HEEE,
REE I ALE B zone ©

2. #EENetworkfEE;
3. J#¥EAJd guest network

S HIHAAd guest networkfFRE

& Add guest network

Flease confirm that you would like to add a guest network

* Mame:

* Display Text:

“Zone: | Zone-0 |E|

* Metwork Offering: | DefaultlsolatedMetworkOfferingWWith EI

Guest Gateway:

Guest Metmask:

caa

4. RELUFEM:
* Name. BLAHBEZRE, AN 2RI & ZENEAE Him o
- Display Text: BRAHBRRORGME, AMEIMEOLM & 2B GEH & Hi -
* Zone: AHHBEFTHIEE Z zone

- Network offering: JI5Radministrator 48K AE T #F L network offering, 35 Ayt AH M IEE—F
7 i network offering o

- Guest Gateway: A8 jgateway
- Guest Netmask: IVAEEEHYTAHES I S o

5. 0K

15.5.2. Configure Public Traffic in an Advanced Zone

In a zone that uses advanced networking, you need to configure at least one range of IP
addresses for Internet traffic.
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15.6. Using Multiple Guest Networks

In zones that use advanced networking, additional networks for guest traffic may be
added at any time after the initial installation. You can also customize the domain name

associated with the network by specifying a DNS suffix for each network.

A VM's networks are defined at VM creation time. A VM cannot add or remove networks after
it has been created, although the user can go into the guest and remove the IP address
from the NIC on a particular network.

Each VM has just one default network. The virtual router's DHCP reply will set the guest's
default gateway as that for the default network. Multiple non-default networks may be
added to a guest in addition to the single, required default network. The administrator

can control which networks are available as the default network.

Additional networks can either be available to all accounts or be assigned to a specific
account. Networks that are available to all accounts are zone-wide. Any user with access
to the zone can create a VM with access to that network. These zone-wide networks provide
little or no isolation between guests.Networks that are assigned to a specific account
provide strong isolation.

15.6.1. i
1. DIUETHE ks i B & B A CloudStack Ul

2. HEBIWEERE, #ENetwork
3. F¥Add guest network o FALLL T &
+ Name: i ] & A] LA A % 42 7
- Display Text: {3 7] RAY4EREAGR

- Zone. BHTEAEEE T zone; B—{Hzone BB A ERHIIEE, FItE —(Hzone®FHEAE R FRIIPH
B fGuest{EEE, administratorWhJBE AR —{fzone BT HIIPEIE -

* Network offering: IREHEE KT L AR ER, EE—EIREEER R RS IE D
- Guest Gateway: %P EFHRIRIE
- Guest Netmask: 25 ZL{f FHY 49 B& 0 &

4. FHCreate

15.6.2. PUBAGH 2 4 e ) IR 55
4 P 2 L I LS A 1) L A 25 A TR S

- DUE B BRI (3 F 3 2 A\ CloudStack &/l

IR EALE A CloudStackE#EME HAR ARG RS, SRR AR IR E BRIVINTRE, &
Jéﬁgﬁ?ihﬁﬁ¥§mﬂE§J:EﬁVM See Eﬁ 10.6, “Stopping and Starting VMs”

- FEAEBPIEEGE, #EENetwork
RIBRAE S A AE I

@

TE DetailstZ%; % FEdit
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- fENetwork Offering™f, EIEFFTIVAEMARSS, A&RiApply

- HBRRAIR AR BAR E D AFERICIDR 52 e, ANRAEUE THIRARSES, CIDRLE XL E,
IEEENOZSE AL B

CERERE R, EARTRENEH
- K E RV

15.7. Security Groups

15.7.1. BN &R

RS BRIV R R v - 5 2B AR B R RV, LR RRI R
VRIPACIIE - TR AERIES AR, A R FERETESEN « EERE
ik, AR SO B B

.

T PR B R A, S RT LURE 2R 27 A B R PRl VM A i &

A CloudStackiRFHATHHR LM, ERIEFWMARBAAFIEWLRE - IR L &RHET
LMBRE, (A i B VM A DL AR R AR

EfrICloudStack (i i & #F AT LU AE — BB ARSI A - BUTHROVMIR , dhvae (i F TER & e Al
, FREEEERE RN LA - —EWA I AZ ML ERANNREA, —BRET —MiH, Hakt
FERFAL o GBS IIT PRIV BB oAt e e

AT DUFE i B ai e A g AR R RS e e A - W R E AR T A A IV, RNEET
HR e Lk

AR A TR EE AR, A AR AR, BT AR AR E

15.7.2. ¥l
FHEE B LUEHE—EHi ) security group

1. DUE R B0 (8 HI & 5 A\ CloudStack UL
2. HEABNEERE, 1EENetwork
3. FESelectH, j#EIESecurity Groups
4. ¥¥Add Security Grou
5. ROt Aok
6. F#OK
Hisecurity group® HIF{ESecurity Groups DetailstE%E

7. /f%yffsecur‘ity gr‘oupﬁﬁﬁ, ,%H‘Ingress and Egress RuleZ|Security Group
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15.7.3. (JEFRKWM) 1S ZonefJSecurity Groups
CloudStack FEML{# M security groups?EiRHkIERE zone 40 = Hzone-wide RS 15 & B AR LRI TR
, TIKVMA AR EEE o i security groupsfEiEREzone ] DALY FI7E Z (HVLANSBE A B8 KR 8 1% 13

PR
PAUR AR LT EE:

- FEAHRIAOVLANG W IPEG[E, Kesecurity grouph& F A S 4H I oA AN[R]H REE Bl 2
- A FAIVLANG W E TPHEEE, K account-specifichyyy F AR - AR 08 B =
+ security groupis FIRYS ZAERE G £ (HVLANEG [E

- account-specificf4) Z 4 TG £ VLANE [E

Security groups/AZHELEzone KL

15.7.4. E%fHSecurity Groups

By T iEsecurity groupsHESIEHEIE, security groupsHIIHEENEE Ezone HISH o #EHIEIRAE
network offeringf{4ERE%, EHE T LATEE S FHYzone A INEE o A BEfFAdvanced Installation
GuideffJBasic Zone Configuration¥f/ B FEMAGE o {15, EFHE RGN zone T BEE R, EFAE
HJzone NEERS H

15.7.5. FEZE ARSI A\ X A R
1. DVEHE SR I B CloudStack (EIH /M E

2. TEABHVEERE, #EENetwork
3. fESelectHr, jEH# Security Groups, RZBERLAEZEN LA

4. EEEINE AR, ##ngress RulesfRE, MR LUMRALSEEW MR B L% 28R EEH
IRTEVM o HRIZE IngressHAIIRE, FrARmEBMHEA Rati, BT H WHeeressRAIERME

- Add by CIDR/Account: JEARIREGHIP fiilit (CIDR)ZEFE, Hi{CloudStack MRE (Account)
EEMNZ 2R - MREEEATHML 2FAVWVWII AR, §Fi#EFAccount

* Protocol: HJFAI B EI % ERFARRIEE T E » TCPRIUDP I RE & 1 F 1 BORE S AN 4 s 56 FH 2 (3
i, LCMPH B VR Lk sl At B S e B AR R

* Start Port (ICP, UDPRRFE): —HEEEN, #HiEHIFEAEASFGRE, WRIRERE—EER,
T BT R L A 56 P ) — B

- ICMP Type, ICMP Code: (ICMPRRIE) B RIALRE It 2  FA6H sl

- CIDR: (L BEHECIDRFIIG) A T £ & 2 € B IPA74E, f# A CIDRELZCIDRAYcomma-
separated list o CIDREM AN ERIEREIPAIHE, g, 192.168.0.0/22, A&7 fRZFE
CIDR, #HE 0.0.0.0/0

- Account, Security Group: ({EEEfFAccount i) lifi A CloudStackE5E & ik sl b - aftaH 27,
AT EM L EREAARAIRE, 7858 A AR 2 R 2K foar 22 2 BEAH VM B AT (B

LU B 51 R SLRFHEAE T 4 5 (B SR AU HT TPAF HY
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Details Ingress Rules
Add by:
@ cibR  © Account
Frotocol Start Port End Port CIDR: Add

TCP || 80 80 0.0.0.0/0 | Add |

5. EEEINE AR, #Egress RulestRE, ARREALITHAIEEW—TER B L 2EHREEH
B e R AT L RABEEE, TARESE AR, WRAEREE, QAU TEMAUgOR
i AMAFHERNAE; DNSKDHCPRIARARAIRTS; B AR RFFRRE

- Add by CIDR/Account: JRERIREGHIP firlik (CIDR)EF, =VCloudStack MBS (Account)H
AL R o REHEERT ML 2B AR, #F 2 Account

* Protocol: VMix L EAVAHE I AE o TCPAIUDPH RE H 5 1 Bl e 3N 4% 6 I 3 (B, TCMPH
JE AU VB (B SR AT S m e i B Y

* Start Port (TCP, UDPRRFE): —E#EN, #HifiE B ROEESGRIE, IRIRERE @R,
FEFTA 8 A 15 A R — 210y

- ICMP Type, ICMP Code: (ICMPRRIE) ERIEIRE I 1% H HIFERRAE

- CIDR: (HBEMECIDRFTHY) £ T A B EFFE BIE R IPAtE, 8 ACIDRELZCIDREJcomma~
separated 1list o CIDRAZ HAMIFYFERRIPAIHE, ELansh, 192.168.0.0/22, AT RFFATAECIDR,
E 0.0.0.0/0

- Account, Security Group: ({EEE#AccountIE ) #ig ACloudStack IR F N TR0 L FEAK 3R
BB —ELeA, mAZeBEALHR TS LLE#

6. f%£Add

15.8. External Firewalls and Load Balancers

CloudStack is capable of replacing its Virtual Router with an external Juniper SRX device
and an optional external NetScaler or F5 load balancer for gateway and load balancing

services. In this case, the VMs use the SRX as their gateway.

15.8.1. About Using a NetScaler Load Balancer

Citrix NetScaler is supported as an external network element for load balancing in
zones that use advanced networking (also called advanced zones). Set up an external load
balancer when you want to provide load balancing through means other than CloudStack’ s

provided virtual router.

The NetScaler can be set up in direct (outside the firewall) mode. It must be added before
any load balancing rules are deployed on guest VMs in the zone.

The functional behavior of the NetScaler with CloudStack is the same as described in the

CloudStack documentation for using an F5 external load balancer. The only exception is
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that the F5 supports routing domains, and NetScaler does not. NetScaler can not yet be

used as a firewall.

The Citrix NetScaler comes in three varieties. The following table summarizes how these

variants are treated in CloudStack.

NetScaler ADC Type Description of Capabilities CloudStack Supported
Features
MPX Physical appliance. Capable In advanced zones, load
of deep packet inspection. balancer functionality
Can act as application fully supported without
firewall and load balancer limitation. In basic zones,

static NAT, elastic IP
(EIP), and elastic load
balancing (ELB) are also

provided
VPX Virtual appliance. Can run Supported only on ESXi. Same
as VM on XenServer, ESXi, functional support as for
and Hyper-V hypervisors. MPX. CloudStack will treat
Same functionality as MPX VPX and MPX as the same

device type

SDX Physical appliance. Can CloudStack will dynamically
create multiple fully provision, configure, and
isolated VPX instances on a manage the lifecycle of
single appliance to support VPX instances on the SDX.
multi-tenant usage Provisioned instances

are added into CloudStack
automatically — no manual
configuration by the
administrator is required.
Once a VPX instance is

added into CloudStack, it is
treated the same as a VPX on
an ESXi host.

15.8.2. {FRHELfA]fR#8&% ESNMP Community String

SNMP Community String FEDUH A IDEEE, FA/EGFIUMISEEE, A o tstringfEE A
SNMPEESR(H1%, 1R community string 1Ff, FEEFTREEENREMN, WRALHE, EEFEEIRN
NETS

NetScaler#E & {# FISNMPAR BAVMIE (S, N JEZCHESNMP I 8% FESNMP Community string AREIN Z2HIE
#

1. FECRAAERedHat ZHESNMP, AR, IR T RS

yum install net-snmp-utils

2. #WEE/etc/snmp/snmpd.conf R NEZFSNMPIENetScaler 38 E Fiik
a. ¥ffBcommunityZEE|—{Esecurity ZHE (A Fmynetwork, B ZKIEHEZ) -
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il

2

AR, A RREEE, ARG

7 sec.name  source community
com2sec local localhost public
com2sec mynetwork 0.0.0.0 public

Z5€0.0.0. 0 FFFBIP poll NetScaler server

b. ¥R security ZFERIEFAHLTE:

# group.name  sec.model sec.name
group MyRWGroup vl local
group  MyRWGroup v2c local
group MyROGroup vl mynetwork
group MyROGroup v2c mynetwork

c. HEIviewiRRHAHA I

incl/excl subtree mask view all included .1

d. SFFTE R FRHALA RS R L H v ev

# context sec.model sec.level prefix read
access MyROGroup "" any noauth exact all
access MyRWGroup "" any noauth exact all

notif
none
all

3. fRE$HiptablesHSNMP

iptables -A INPUT -p udp --dport 161 -j ACCEPT

4. FEE)SNMPARTS:

service snmpd start

5. FEESNPARFES A RERITE H E1EE)

chkconfig snmpd on
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15.8.8. SN AR A BIE W0 B
TR Ry BT PR SL S —(EVMEF, CloudStackiEBISMIRES K e A B-FAE g sV,  DUN I & S A K
E.

* BTERER /DR AL R IR S ALVLAN, S IPAIR F AN T A (e 8. 10.1.1. D AYEE—(EIP
- source NAT rule, BEEFAFANVLANAYE H R B2 AFIER, (RS 25 1P R AR AL
- I B H R 2= R AT A BE RIPT AORRTE A B

UMW #h 2 & # - s
- BIHIVLAN, FF &R 5 S HLAY IR I VLAN
- VLANE CHYIP, BiRFFANFHEREE (e.g. 10.1.1.2) FYFE_fE1P

15.8.4. FFEEEEYNERES KT M

REAMOE B (FIaNs Eport forward) EEEEE LB Kif% M 1oad balancer fJFERFAT o 5 & ]
BEE EREAIMNP) A BA TP R IPHOJE MR & 2R Fe VM, #EHIS Fstatic NAT, FEEIPEIVVAI8E—MH I E
KARGEERE, AT LUEEEEER, HEstatic NAT rulef#3/[F, CloudStack® LU I3 E A
zonef IR K i -

- SRR/ BHIPAIHEAIRL A IPAZHERY static NAT rule
- TE— A E MORE B AR E N security policy
- I = RS BE PRI &AL T AH BUE AU GRS @R S T B

g B TR, E1E BB source NAT, static NAT}, load balancing rulesf{ifll & I fF1E4N
HRTCRE, R E R 8 K R AECToudStack B R E

15.8.5. #XE AutoScale

AutoScaling allows you to scale your back-end services or application VMs up or down
seamlessly and automatically according to the conditions you define. With AutoScaling
enabled, you can ensure that the number of VMs you are using seamlessly scale up when
demand increases, and automatically decreases when demand subsides. Using AutoScaling, you
can automatically shut down instances you don't need, or launch new instances, depending
on demand.

NetScaler AutoScalingif{it R MEAEHTEIRIR(E A E R IEDA LW, BRBEHFI T RKRERER
CPUE IR FEMFAVAA, o B (7 Al a0 S K CPUE Y R SRR R T B B AN, fildn, AAE s
EEAECPULE F R AE 155 SRR IR SO% MG ATV, =i CPUSE I FRAE30 ) S (RN 20 st B R

CloudStack uses the NetScaler load balancer to monitor all aspects of a system's health

and work in unison with CloudStack to initiate scale-up or scale-down actions.

®::

AutoScale is supported on NetScaler Release 10 Build 73.e and beyond.
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HPIHER
TEEEE AutoScale #RIZFI, FELHRE:

- HECRL BB CAR M, BN E R, AR E HHA T

AR IE FRERAE R EFT, NetScaler BE FRAHWREENR, WARESRFNIEWN, HE2ER
FeE

- PR AYERAOERAE, MEEIE AR R A B, W DUREIR & - BISEHEEAF RN, A
G EAutoScalelF 2 IEH

- AutoScaleDhREHESNMPETEas, FIEH A EZARDL, AHZE SNMP-based FHEia%, FHMELRSNMP
agent O ZHETERAA Y, K (EFATRIESNPE HES, (i SNMPEEER T A] LITE R E 1R HUSNMP B4R K E
WBIEE&EME, filan, EERAET 15.8.2.  “YERHELfAR#53% ESNMP Community String ~ 2R #; ERHELFE
8 _FASNuP

- EEendpointe.url M/ A HIR7EGlobal Setting, Wik iE AManagement Server API URL o {4
, http://10.102.102.22:8080/client/api  ¥A L HIBEH AR, FHEEIP, FEEHEFARAE
LA TR TRUE © AYN, HEENetScaler FEE AT LIFHEUIP, FEIHIRMtAutoScale 1%

WA E Frendpointe.url, B RS EE FEHAIAutoScalehBE, REFEH, BT AR

, E%ﬁﬁﬂ, ﬁﬁUpdating an AutoScale Configuration

- WISRAPT Key M Secret Key#yAutoScale {HFZEEFFEL, FHMEE M HE S HY & & T
AutoScaleZBE, HEREEKA, LUHEEE AR

- FEIEREIER T, MEEAERUEAutoScal el A BT BT AIRT, EAE —EVMEUR, WHEEHEREERIT
N

RS LT
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AutoScale Configuration Wizard

FS

i i
Template: | RHELE? |Z|
Compute offering: | Small Instance
* Min Instances: [1 * Max Instances: 4
Scale Up Paolicy
* Duration(in sec): 60
= Hide

Counter Operator Threshold Add

Linux User CPU - percentage E greater-than E ﬁ
Response Time - microseconds greater-than 1000 b 4

Scale Down Palicy

* Duration(in sec): |60

= Hide

Counter Operator Threshold Add

Cancel Apply

* Template: BB SIEERFIG LERAER - FAGREGET instance BIMHIME, EVWELER, o
IR th i R s s R g, i, RWERE R ERES, ®HARSESHIGIIT, ERER
miEsE, RREETE

- Compute offering: —AHJCEFAYEEIFEE, B SCPURE CPU;&ﬁ&%ﬂ‘%ﬁ%j{d\, AR E LA
FESOETH R BES AR RHEEE, BCE VM instance A IRIMBIER—HP 0 E, EE—(HH AR

* Min Instance: The minimum number of active VM instances that is assigned to a load
balancing rule. The active VM instances are the application instances that are up and
serving the traffic, and are being load balanced. This parameter ensures that a load
balancing rule has at least the configured number of active VM instances are available
to serve the traffic.
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If an application, such as SAP, running on a VM instance is down for some reason,
the VM is then not counted as part of Min Instance parameter, and the AutoScale
feature initiates a scaleup action if the number of active VM instances is below
the configured value. Similarly, when an application instance comes up from its
earlier down state, this application instance is counted as part of the active
instance count and the AutoScale process initiates a scaledown action when the
active instance count breaches the Max instance value.

+ Max Instance: Maximum number of active VM instances that should be assigned to a load
balancing rule. This parameter defines the upper 1limit of active VM instances that can
be assigned to a load balancing rule.

Specifying a large value for the maximum instance parameter might result in provisioning
large number of VM instances, which in turn leads to a single load balancing rule

exhausting the VM instances 1imit specified at the account or domain level.

If an application, such as SAP, running on a VM instance is down for some reason,
the VM is not counted as part of Max Instance parameter. So there may be scenarios
where the number of VMs provisioned for a scaleup action might be more than the
configured Max Instance value. Once the application instances in the VMs are up from
an earlier down state, the AutoScale feature starts aligning to the configured Max
Instance value.

Specify the following scale-up and scale-down policies:

+ Duration: The duration, in seconds, for which the conditions you specify must be true
to trigger a scaleup action. The conditions defined should hold true for the entire
duration you specify for an AutoScale action to be invoked.

+ Counter: The performance counters expose the state of the monitored instances. By
default, CloudStack offers four performance counters: Three SNMP counters and one
NetScaler counter. The SNMP counters are Linux User CPU, Linux System CPU, and Linux CPU
Idle. The NetScaler counter is ResponseTime. The root administrator can add additional
counters into CloudStack by using the CloudStack API.

+ Operator: The following five relational operators are supported in AutoScale feature:
Greater than, Less than, Less than or equal to, Greater than or equal to, and Equal to.

+ Threshold: Threshold value to be used for the counter. Once the counter defined above
breaches the threshold value, the AutoScale feature initiates a scaleup or scaledown
action.
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+ Add: Click Add to add the condition.

Additionally, if you want to configure the advanced settings, click Show advanced
settings, and specify the following:

+ Polling interval: Frequency in which the conditions, combination of counter, operator
and threshold, are to be evaluated before taking a scale up or down action. The default
polling interval is 30 seconds.

* Quiet Time: This is the cool down period after an AutoScale action is initiated. The
time includes the time taken to complete provisioning a VM instance from its template
and the time taken by an application to be ready to serve traffic. This quiet time
allows the fleet to come up to a stable state before any action can take place. The
default is 300 seconds.

- Destroy VM Grace Period: The duration in seconds, after a scaledown action is initiated,
to wait before the VM is destroyed as part of scaledown action. This is to ensure
graceful close of any pending sessions or transactions being served by the VM marked for
destroy. The default is 120 seconds.

+ Security Groups: Security groups provide a way to isolate traffic to the VM instances.
A security group is a group of VMs that filter their incoming and outgoing traffic
according to a set of rules, called ingress and egress rules. These rules filter network
traffic according to the IP address that is attempting to communicate with the VM.

+ Disk Offerings: A predefined set of disk size for primary data storage.

+ SNMP Community: The SNMP community string to be used by the NetScaler device to query
the configured counter value from the provisioned VM instances. Default is public.

+ SNMP Port: The port number on which the SNMP agent that run on the provisioned VMs is
listening. Default port is 161.

+ User: This is the user that the NetScaler device use to invoke scaleup and scaledown API
calls to the cloud. If no option is specified, the user who configures AutoScaling is
applied. Specify another user name to override.

+ Apply: Click Apply to create the AutoScale configuration.

Disabling and Enabling an AutoScale Configuration
If you want to perform any maintenance operation on the AutoScale VM instances, disable
the AutoScale configuration. When the AutoScale configuration is disabled, no scaleup or

scaledown action is performed. You can use this downtime for the maintenance activities.

4

To disable the AutoScale configuration, click the Disable AutoScale . button.

The button toggles between enable and disable, depending on whether AutoScale is currently
enabled or not. After the maintenance operations are done, you can enable the AutoScale

configuration back. To enable, open the AutoScale configuration page again, then click the

Enable AutoScale ~=I:, button.
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Updating an AutoScale Configuration

You can update the various parameters and add or delete the conditions in a scaleup or
scaledown rule. Before you update an AutoScale configuration, ensure that you disable the
AutoScale load balancer rule by clicking the Disable AutoScale button.

After you modify the required AutoScale parameters, click Apply. To apply the new
AutoScale policies, open the AutoScale configuration page again, then click the Enable
AutoScale button.

Runtime Considerations

+ An administrator should not assign a VM to a load balancing rule which is configured for
AutoScale.

- Before a VM provisioning is completed if NetScaler is shutdown or restarted, the
provisioned VM cannot be a part of the load balancing rule though the intent was to
assign it to a load balancing rule. To workaround, rename the AutoScale provisioned VMs
based on the rule name or ID so at any point of time the VMs can be reconciled to its
load balancing rule.

+ Making API calls outside the context of AutoScale, such as destroyVM, on an autoscaled
VM leaves the load balancing configuration in an inconsistent state. Though VM is
destroyed from the load balancer rule, NetScaler continues to show the VM as a service
assigned to a rule.

15.9. Load Balancer Rules

CloudStack it fI 3 Bl B B AITE — (% — 2 £ (8 VM & FF SR A6 72 2 e LR E o 68 %
RINARAY, fEE —MHERE, RRERARAE—HWE

ASRARAE f FA i NetScaler, T & B0 HAth IEAE FI CloudStack g R B & 5 I & B0 A8 BE R BSOS 1
MEECFERE, ROEEEREER L, HE—AFEERRRIEL X, FREMEER#ERT

15.9.1. ¥ Load Balancer Rule
1. DU E e & & ACloudStack UI

2. TEABHEERE, #E¥Network

3. EERIEER B A ECF AR

4. P View IP Addresses.

5. EREBRABEFIGHAINIP, £ T ConfigurationfE
6. 7f Load Balancing B4, % View All

£ BasicH, RHIA] IR HERGEORE IPAREIMA © CloudStack FEIREEZ ARG, BOAHEE
—ff1PT , M LEIP AddressesZEH
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Sticky Session Policies for Load Balancer Rules

R A, SRMETE NAdd Load Balancerffid, 7HE/E
7. HEELT:

- Name: load balancer rulef %7
- Public Port: [EW-T-HiRERE
+ Private Port: VME&H&%ﬁEﬁE@7ﬁ

. Algorlthm IR E CloudStack{f FIUIEEYE, CloudStack S #BR £ B ANAYIEEVE, WRARA
KB LEE KA IR RS RS B Bk

- Stickiness. GEEME) EBh¥EConfigureili#i¥stickiness policyAY/EELE, FH52:Sticky Session
Policies for Load Balancer RulesZfHj

- AutoScale: Bhi®Configurelfififi 15.8.5. “ZX%E AutoScale ” FiBH5EAVAutoScalefEk E
8. F#Add Ws, SREEREMIELL EERER s, RiZHApply
BB A MR S, (RAT DUEE DB BRI 2 EHL

15.9.2. Sticky Session Policies for Load Balancer Rules

Sticky sessions are used in Web-based applications to ensure continued availability of
information across the multiple requests in a user's session. For example, if a shopper
is filling a cart, you need to remember what has been purchased so far. The concept of

"stickiness" is also referred to as persistence or maintaining state.

Any load balancer rule defined in CloudStack can have a stickiness policy. The policy
consists of a name, stickiness method, and parameters. The parameters are name-value
pairs or flags, which are defined by the load balancer vendor. The stickiness method
could be load balancer-generated cookie, application-generated cookie, or source-based.
In the source-based method, the source IP address is used to identify the user and locate
the user’ s stored data. In the other methods, cookies are used. The cookie generated

by the load balancer or application is included in request and response URLs to create
persistence. The cookie name can be specified by the administrator or automatically
generated. A variety of options are provided to control the exact behavior of cookies,

such as how they are generated and whether they are cached.

For the most up to date list of available stickiness methods, see the CloudStack Ul or
call listNetworks and check the SupportedStickinessMethods capability.

15.10. & IPHI[E
AR B P E A SRS R ERE, AR SR E ORI A T TES A AR K
FH VPNEL4E

15.11. JEEFHAIP
1. LUE B s & # F &% A CloudStack UI

2. TEASBPIEEGR, #EE¥Network
3. JREBREEE MR
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4. 1%
5. H—FAcquire New IP, ?ﬁjﬁﬁ—FYes

HRIPALHEE R RAVENR, FIHARTEZ S RSHER o AAIRIPAHEIEZ L & B RAl located © BIFEIR
B LAfE port forwarding,BY static NAT rules N FHAREIIP

15.12. BEH 1P/ hk

HrEEMAE P LR RIER BRIy, ot n] U 1P - TUIP(BERVPC, HBEHGEN 2 AR A 18
1. DVEHRE S A 5 F % B ACloudStack UI

2. HAEBMEERE, EENetwork

3. BER{RAEEE AR

4. % View IP Addresses.

5. BEBFEERHAP

6. '
¥ FRelease IP l

15.13. Static NAT

static NAT rule EC¥f—{E/ARIPEIVM EAIFANIP, I RFTAEREGELS o AN B IPALIEKGEAERAH R,
Rl Ay o 12 B ET /R a0 (] B 45 IPBARS S BARE static NAT

15.13.1. BAE/BEEAStatic NAT
f1HEport forwarding rulesRERBHEE, (RIGEAGER K static NAT

R P HIVME Z AR R —H0 . static NAT rules VR € FAE TH RSB 7 BE 1R HE (R
1. DVEHSE s #n (# B &8 A CloudStack UI

2. HEBEERE, #EENetwork

3. EBIREEE MR

4. % View IP Addresses.

5. BEEBFEEERAIP

% FStatic NAT m button.
TS Gk Bstatic NAT FAMRAEAR BE R BA S ki B B
7. WRRIEFEEFHstatic NAT, Bk 3% B IRV EEEIE, R1B % Apply

15.14. TPEE K B KGfG

By default, all incoming traffic to the public IP address is rejected. All outgoing
traffic from the guests is also blocked by default.

To allow outgoing traffic, follow the procedure in ffj 15.14.1, “F Advanced[@ NI~ .
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To allow incoming traffic, users may set up firewall rules and/or port forwarding rules.
For example, you can use a firewall rule to open a range of ports on the public IP
address, such as 33 through 44. Then use port forwarding rules to direct traffic from
individual ports within that range to specific ports on user VMs. For example, one port
forwarding rule could route incoming traffic on the public IP's port 33 to port 100 on
one user VM's private IP. For more information, see fifi 15.14.2, “Firewall Rules” and
Eﬁ 15.14.3, “Port Forwarding”

15.14.1. 3T Advanced[& N

Egress firewall rules {8 $ZmE¥EHEH 2

Egress traffic A NI FHHEK, Hlilinternet o Egress trafficfEFAKR FEBEARY,
R R A Mk R B 2 Internet o SR, u»_TLi?‘ Advanced ¥FHEgress traffic ruleZisH]
Egress traffic, MEMNHAAPIREN LFTEE, HMAIRSEE o EIrER JORRAIB B EREE, #
=R

#EE FEeress firewall rules HJIEH:
© SO AR A B FRR R CLDRAYHG Hi I 8

- FOAFHCHHT E R TCPLUDP, ICMP, B ALLAYESH i &

© ST H U A8 SRR B B JATCP, UDP BY 1CMPTE =R i &
# EEgress firewall rules:
DUE B B I (8 F 355 A\ CloudStack UI
TEAEBHPEEENE , 28 Network
3. fESelectt, JEIBHME I Guest networks

4. JBIF Egress rulestEEIFHA LU B W — R RR A0 B & BRI R & A BV

—

\V]

Details ‘ Egress rules

CIDR Protocol Start Port End Port Add

10.1.1.0/24

- CIDR: (HEBEMICIDRFTHY) f T AV B EFFE BRI R IPAE, 3 ACIDREZCIDRHcomma-
separated 1list o CIDRAE HFMAYFEREIPAIHE, ELanEh, 192.168.0.0/22, BT RFFFTACIDR,
HE 0.0.0.0/0

- Protocol: VMIER &% HRAAEREIHE o TCPAIUDPIE RE ¢ A /R RIS HUR A% sty i F & (S
. TCMPH € 5 5 P A (B S ATUE AR s B 10 )
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- Start Port (ICP. UDPFRZE): —(EEEE N, #ihifE HFREAEFEE, WRIRERE—@E,
FERTR 8 A 1 R — 807

« ICMP Type, ICMP Code: (ICMPFRIE) & RIEUEE I ix HASERR S

5. f%Add

15.14.2. Firewall Rules

BTl B TP A B THR R JGIRBRARRY, R LUERT B G AR HI A B A B KGR 4 o AT DL
FMEATEE — Z L FCIDRACHRIEAIRLP - B (RAHZ A AFFRFE IPRIE A G R, 2RA K

AT R K AR B RS R AR SRR 1P o B SRIEIPPLE AR, SRR & fiisecurity eroupfTizfl,
)

TE—{HE Fadvanced zonefJIRIE N, /RA] LA virtual routerfMegress firewall rules, HEZE
L. 51 15.14.1,  “FEE3rAdvanced|@® AR

55 KR B AT LL#E fiManagement Server UIFFAY FirewallfZ##E S o CloudStack 18, fEHEIWAETE
FXEARHY o CloudStack EH EWNEEZ EHEBAKFETINSE firewall.rule.ui.enabled
True A & B/

ST B Kt AR

1. LUEHE s A F & % A CloudStack UI

2. TESHVEENE, #ENetwork

3. EERREEERRAER

4. % View IP Addresses.

5. BEFEEEMMIP

6. #EfFEConfigurationfRi, RREANLITEHIE

- Source CIDRGEFEE) 2 T 1EFFE Mtk &8 o drin & B 1Pk, # ACIDRECIDRcomma-
separated list, FL#AEH, 192.168.0.0/22, AT A#FFrACIDR

* Protocol: FENUR (—Z ZH) Z FE A Hisa 1 E

* Start Port and End Port, BAHEIFERS Jff LEARSHUIR (— 22 (E) REE, MNRIREFIE —(ER
. TEFTE AR A — 3

- ICMP Type and ICMP Code, {E7EW}E ARG ELL ICMPIREH o FRALICMPIE T BRIV AR
ARIENAZE - AR ARNIERAEE, AT LB 1o

7. ¥%Add

15.14.3. Port Forwarding

Port forward AR¥GE—AHTEFH T EHport forwarding rules o Port forward [RGEHE—ZEZHEK
VM o R VNE RIS T A A A R A BUME L, ARRT DUFE € — 2 2 (A CIDRACH AR 1P, EEAE A
FFRFAE IPRUFESKIB IR, 21RA M -

FFVMA] DIFEAE BB H Bport forwardfijR#SH o Port forward ARESHFILIBIES, (HIRAIEMAE -
IR FHIVE ZBHEREH)—# 7, port forward rule HREFEIETARAH B A4 B8 £ H & (F
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IP Load Balancing

AT Hport forwarding SREISIRAGTHMEIP o BB IPHE A, SMTAERIS Eisecurity groupfi
%E%U, ?ﬁﬁisecurity group

#HEport forwarding
1. DUEHRE sli&om i I 5 8 A CloudStack Ul

2. WIREERILERIL, FETECloudStackfy—{HzoneFIGINARIPEE, FF R 4ETERI T HIAddIng a

Zone and Pod
3. WHII—ZEZ{EVM instancesZF|CloudStack
4. EBRVEEWRE, #EENetwork
5. JEBVMIETEEIERZ P4
6. EE—(EAFENIPECERIE— AP, FERE 15.11, “JEEHIP”
7. EfEConfigurationfZ 4
8. 1F Port Forwardingfi%h, % View All
9. HEDT:
- Public Port: /Bl {EliH R & EHt7E Al — S BRIEBAYIP L
- Private Port: instancelF7EHSEE/\BHREAIA
- Protocol : i {4 2 [H]f# FI 038 3 i <8

10. #%ZAdd

15.15. IP Load Balancing
{5 7T BE & AEIE 22 (A 2545 B[R] — B /A I IP, CloudStack LALLR HEHS B R TCP G AR AR -1

+ Round-robin
+ Least connection

- Source IP

BRI Mport forwarding, {H& HUHin]§e2 £ {E 1PALHE

15.16. DNS ]EZ DHCP
JEE BRI FH AR PR AILDNS . DHCPR 5, B & fCEEDNSHIRIDNS ARk 2%, LBLDNS{Afk#FfEAvailability Zonef &

15.17. VPN

CloudStacklf F#EA & vl LU 7 B HERA A9 (VPN) ZRAFEUR BV RS . Q1SR 3h B A RS 1L FE (iRemote
Access VPNfRFSfnetwork offeringf# 3/, FEHEREH#F CEINSystem VM) A4 AR IR AR TS ©
CloudStack#Efit L2TP-over-IPsec-based remote access VPNIRFGZAEH K EEEAARS - HINGEHEEE B
CHE S AR, VPNsINE D= o Jf HWindows ~ Mac 0S X Fi0SHIVPNEL F ] LLE_F #5249 o
R PR = ] A S, E B EH CRIVPNE A, CloudStack NE{E AR F A B CHR - ERlE, HE
S F 535038 o VPN A B EORUE G 7ER P A E P E VPNES SRI o =, BB VPNGE A 3B AT DU EUIR P
WA & BT VPNs
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®::

HEREVPNIR AR, Ml VPNE I BRAR A B4R 3 B A G ‘

- Road Warrior / Remote Access: {#FEMEMER kA= 2 EimAl NS aesn & rEsy, Eit
IPAZHEIE & A B RERY, W B ABETEVPNAAI AR B8 0% E

- Site to Site: TEULHIF, WIEFANTAEEEFEH %2 VPNEEEE| A B, Eihwm i & 485 ()

W, PN EAERS) # B RLEEAR R Em AR, RLBERHL LA VPN R 88 L3 RE o TER, MR
L2TP-over—1Pseci] LA ZEEAE Site-to-Site VPNs, {HENEEMIIEERIEEHM - L EH, ##
HE 15.17.4, “#% Site-to-Site VPNjHZR”

15.17.1. ZFHTEVPN
By IR VPN

1. DUEHE e #m{# F#& 5 ACloudStack UT
2. (EEREEHE , #EGlobal Settings
3. BB T2 ESE

s remote.access.vpn.client.ip.range — The range of IP addresses to be allocated to
remote access VPN clients. The first IP in the range is used by the VPN server.

- remote.access.vpn.psk.length, IPSec keyfJfJE
- remote.access.vpn.user.limit, AE{ERFHZAIVPNGEH &
T8 ZLRE R VPNAG R RE A
1. DIfFRESEEEZEA
2. HABHMEEHRE, 1EENetwork
3. BRFHEE AR
4. F% View IP Addresses.
5. BREH A —(ERER HRR IPALHE
6. ¥%Enable VPN

IPsec key & BURERBE L&

15.17.2. {EWindows/# FHVPN

TEAR FIWondows iR AN AN F FIVPN{E FI DB, —Makai, (3 F B /R AREEVPNIEE, OB E THE B FH AR
AAEVPN, DUF 2B AWindows VistafgWindows L2TPE Fi, 54 M S M ARAAH

1. & CloudStackffHEN T, Ei¥source NAT IP, VPNESE & FPE R IPsec preshared key ° 5 Fig
Easgeaip, FAENERESH—E 2@ HE LM, BERE P A& S A
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Using VPN with Mac OS X

10.

11.

12.

fEWindows box, ZFl|Control Panel, R{Zi2¥ENetwork and Sharing center, Eh#ESetup a
connection network

TN —{AEEEHE, 12 No, create a new connection
TN —{E%EEHE, 1##Use my Internet Connection (VPN)
T —EHEEHE, AR 15 THYsource NAT 1P, fi%a T#A5 4 W, SE4)%Don' t connect
TE T —(ASEAE, S ALE S BR BB 5 20 SRS
##Create
[F#]Control PanelilfiBh;®Network ConnectionsZEFATHELS, AL ERARLH
A PERE S EAE B ¥Properties o fEProperties¥EHE, 13 NetworkingfZEE

7EType of VPN, ;EIBL2TP IPsec VPN, SR12EEEIPsec settings o jEiBUse preshared key, BiiA
1A BR150 N Hpreshared key

EAE E A] DU E), [B]2Control Panel —> Network Connections, $R{%&EELEEE Sy ff B 4L

i A\ GE AP BR 1 ED T B8 P 3 2 e B T

15.17.3. Using VPN with Mac OS X

First, be sure you've configured the VPN settings in your CloudStack install. This section

is only concerned with connecting via Mac OS X to your VPN.

Note, these instructions were written on Mac OS X 10.7.5. They may differ slightly in

older or newer releases of Mac OS X.

On your Mac, open System Preferences and click Network.
Make sure Send all traffic over VPN connection is not checked.

If your preferences are locked, you'll need to click the lock in the bottom left-hand

corner to make any changes and provide your administrator credentials.

You will need to create a new network entry. Click the plus icon on the bottom left-
hand side and you'll see a dialog that says "Select the interface and enter a name for
the new service." Select VPN from the Interface drop-down menu, and "L2TP over IPSec"
for the VPN Type. Enter whatever you like within the "Service Name" field.

You'll now have a new network interface with the name of whatever you put in the

"Service Name" field. For the purposes of this example, we'll assume you've named it
"CloudStack." Click on that interface and provide the IP address of the interface for
your VPN under the Server Address field, and the user name for your VPN under Account

Name.

Click Authentication Settings, and add the user's password under User Authentication
and enter the pre-shared IPSec key in the Shared Secret field under Machine
Authentication. Click OK.

You may also want to click the "Show VPN status in menu bar" but that's entirely

optional.

Now click "Connect" and you will be connected to the CloudStack VPN.
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15.17.4. #FHTE Site-to-Site VPNEARE

Site-to-Site VPNEBJYRTE L3 LOkEE f v g8 v —(E 22 205845 o 5 b EE 37 VPNIELAS B £ 3 k) B
MR R 8, W LA AR IS A B o A TR AhEE, Bt AN EE B R S VPNEE 3 VR
HLET

SRR R R S A

- Cisco ISR RRZRIOS 12.4B{Z 1%

- Juniper J-Series routersEJEEJun0S 9.58 7 12 ANk ZS

BT DL ERICisco N Juniper#E &, HM LA Ciscoml & Juniper EZERRETEAR A HIIEZE R 4T i
37 VPNjELAE

AT PRI 7 Si te-to-Site VPNELAS

1. #3/Virtual Private Cloud (VPC)
ESH. # 15.19, “BEEHEEAAE "

2. ZFES/VPN Customer Gateway.

3. AlE—{EVPNEELVPC

4. JESTVPNELEAAVPC, VPNRFIEAA R S VPNRE

.

E Site-to-Site VPNEZEEHEARBAETLR, CloudStack UIEHBITR, RZIMR WA KHEL
HREFHANEERR

15.17.4.1. @ N EHVPNE FEE

.

VPNE 5 E (2 RE—fRfE L VPNRIE ‘

HEANVPNE = HE -
1. DUE A a4 {8 B & 5 A\ CloudStack UI
2. EESFEERE, #Ef¥Network

3. fFSelectfRf#FEVPC Customer Gateway

128



HE Site-to-Site VPNiEAR

4.

#Add site-to-site VPN

& add VPN Customer Gateway

*MName:

* Gateway:

* CIDR list:

*|Psec Preshared-

Key:
IKE Encryption: |3des El
IKE Hash: | mds =]
IKE DH: | E2
ESP Encryption: |3des El
ESP Hash: | mds B3|
F‘erfectggga:reacrg | =
IKE lifetime (second): (86400 |
ESP Lifetime [3600 |
(second):
Dead Peer Detection:
| Cancel | QK
L
FRHELIT &

* Name: fAGE# ST HIVPNZ P RTIE Y4 78

- Gateway: I=V[HEAYIPAHE

- CIDR list: §§% CIDR3IF, Wi ACIDREKCIDRf}comma-separated list, FELREIZ CIDRFIFE A

BAVPC CIDREYE {35 % CIDREE A&

CIDRAZE FZRFC1918-compliant

- IPsec Preshared Key: Preshared keying/@VPNARUf> EARE S8 1L, WA NEERER

38 ) VPC VPNREE
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15. EHFERK MR E

IKE peers (VPN#%3iiy) #8 HH 8 5 7€ HiPreshared keyf fkeyed hash& R BEAHZRHE, WR
W EIAE[FfThash, HIFRIR 53 S AH FRIRLE

- IKE Encryption: Internet Key Exchange (IKE) B3R Ayphase-1, IBHIINZ1EE 13 AAES128,

AES192, AES256, M 3DES o #R#E#EM] Preshared Keys5fk,

phase-1/& IKEMRFEAIE —HE o FERLACHFAOARNAL, T VPN B[R] 35 b 7 V2 R FR (it 22 2 TP
B o HHMERIERRES AR Preshared Key, phase-1T5 A% 5 M {E VPN E

- IKE Hash: #Aphase-1§JIKE hash, SIBJEEEASHAL & MDS

CIKE DH: ABIESREHE, ARFMTER T A ER A 4 SIME, 1536-bit Diffie-flellnan

FHAIKET/ESS F1%%8IE A None, Group-5 (1536-bit) and Group-2 (1024-bit)

- ESP Encryption: Encapsulating Security Payload (ESP)JEZ VLA phase-2, FIZINEEEE
B AES128, AES192, AES256, A 3DES

phase-227F IKEMRFERYEE — 4847, HABAACHEIPSec security associations (SA) ZREST
IPSeciBiH ° fit phase-1A#iHDiffie-Hellman keyZEEYH #HrHkeying material, ZRIZMHET
VE&: S8 REVPNE RHAR

- IKE Hash: % phase-2ffEncapsulating Security Payload (ESP) hash, Y IiZJEEJEASHAL K

MD5

- Perfect Forward Secrecy: Perfect Forward Secrecy (or PFS) MR T/EEMAE W

RAVAB RN GH#HER o A EIRIADI ffie-Hellman keyZX i o FRHHLFE KA AnlREfi]fkeying
material, IRFFINZBERAIEEAME o 7 FIRIE ANone, Group-5 (1536-bit) and Group-2 (1024-
bit) o DH groupsili KEEATHRFHIBR A, 2T

130



R

FAE Site-to-Site VPNJEAR

When PFS is turned on, for every negotiation of a new phase-2 SA the two
gateways must generate a new set of phase-1 keys. This adds an extra layer of
protection that PFS adds, which ensures if the phase-2 SA’ s have expired, the
keys used for new phase-2 SA’ s have not been generated from the current phase-1
keying material.

- IKE Lifetime (seconds): The phase-1 lifetime of the security association in seconds.
Default is 86400 seconds (1 day). Whenever the time expires, a new phase-1 exchange
is performed.

- ESP Lifetime (seconds): The phase-2 lifetime of the security association in seconds.
Default is 3600 seconds (1 hour). Whenever the value is exceeded, a re-key is

initiated to provide a new IPsec encryption and authentication session keys.

- Dead Peer Detection: A method to detect an unavailable Internet Key Exchange (IKE)
peer. Select this option if you want the virtual router to query the liveliness of
its IKE peer at regular intervals. It’ s recommended to have the same configuration
of DPD on both side of VPN connection.

5. FHOK

Updating and Removing a VPN Customer Gateway

You can update a customer gateway either with no VPN connection, or related VPN connection
is in error state.

1. DUEBRSE s Ao ¥ f & 8 ACloudStack UI
2. TE/BHEENE, EEENetwork
3. TFSelect{Rf13FEVPC Customer Gateway

4. Select the VPN customer gateway you want to work with.

5.
To modify the required parameters, click the Edit VPN Customer Gateway button g
6. ,tﬂ
To remove the VPN customer gateway, click the Delete VPN Customer Gateway button |
7. 0K

15.17.4.2. A& —{FEVPNREE%5 VPN
1. DUEHEE s A% {8 A & & A\ CloudStack UL

2. TEESREERE, EfNetwork
3. fFSelectfR T 1FFEVPC
5 BT B VPCE RINTEARH
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4. HIFEEREEVMAYVPCIE | "Configure”
VPC B [ & HUR FTE VR JE A
5. 1% F'Settings"[ER
R DU EIH
- IP Addresses
- Gateways
- Site-to-Site VPN
- Network ACLs
6. j3FE"Site-to-Site VPN"
ANRARE B — IR AR VPNRIE, 35E#EE "Site-to-Site VPN"ZREIEIRHTAIVPNRE
7. TERERRBIEEIET, 14" Yes KHERE
KOl —/NEURF ], VPNEFDERAIRL T o IR & i B B A A VPNRE AR AV ET 17 Yes " ACHE

27
A

DL A AR AE VPN EDE H R
+ IP Address

+ Account

+ Domain

15.17.4.3. %7 VPN Connection
1. DUEHE e 4w & B A\ CloudStack Ul

2. HABHWEEHRE, 1EENetwork
3. TESelect{i & ##EEVPC

B ol 5 BRI VPCE RINTE A H
4. BIEEEE VMAVPCIE T "Configure”

VPC H I & BRI R TR A JE A
5. ¥ F"Settings"[E~

R LT EIH

- IP Addresses

- Gateways

- Site-to-Site VPN

- Network ASLs

6. j3FE"Site-to-Site VPN"
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T Site-to-Site VPNIEAR

2

@A RSite-to-Site VPNEH
7. 1¢ Select View NHIF;EE HEE LIEIEVPN Connection
8. F# PMCreate VPN Connection

FHURAIFEMIVPN Connection$fFEHE

& Create VPN Connection

*WPM Customer

JuniperJ2320-SC
Gateway:

9. BERENEFRIE, 0K
WA, EEERVPN Connection
@ PR LU FVPN connectionf & &
- IP Address
- Gateway
- State
+ IPSec Preshared Key
+ IKE Policy

+ ESP Policy

15.17.4.4. BEFIZEHFIFLFEVPN Connection
1. DU el a%um (i & 2 A CloudStack Ul

2. TEABHVEERE, #ENetwork
3. TESelect{i & #EFEVPC
= BT AR VPCE RINEAREH
4. HHEERCEVMVPCHZ T "Configure”
VPC HH & R TR R A1 e R
5. 1% F'Settings"[ER
RN LI TEH
- IP Addresses

+ Gateways
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+ Site-to-Site VPN
+ Network ASLs
6. #EIE"Site-to-Site VPN"
FH/RSite-to-Site VPNEH
7. fi Select View PHFURE  FEE D3 VPN Connection
R RFTERESL VPN connections
8. EE{RMEEZEHNVPN connection

& A ~DetailsfEE
9. . |
FEFZFRVPN connection, ## | Delete VPN connection button |

FEBEE PPXE)VPN connection, 3% FDetailstEEENAY Reset VPN connection il

15.18. BHHY Inter-VLAN Routing

Inter-VLAN Routing%ﬁ%ﬂ%%ﬁi&VLANsFﬂ@ﬁﬂ%ﬁ;ﬁﬂ’ﬂyjﬁﬁ o lLIHEE §$f§}:§§{/\&t\/irtual Private
Clouds (VPC), —fEMEUAVESLER Sy, HERSIEHI L tierf B o ZRAENRIVLANAYIE Lt ier HLAE
S E AR o A LURHEVLANG S tiers, DLRVMST] LABEREAENRIR tier b, {Fl4Web ~ Application®f
Database ° & LEVLANs & B2 —(E (g VM B AU EHERE tH e b, AT LUS EVLANE VM) B2 S R 4
, HTREARAT 2 tier B, B HIEBEE &% T Hmi Ltk LR BN, (AR R E
Rt

AR 7 38 T XenServer L}, VMwaref{Jhypervisors °
T EERFy:

- EHE T DERE—MHVLIAN, R A E RS VLANEEZ VM, 3R VLANERE I ILEIRS . AR
J& AR VM AL P M FC B R 5 HRT R VLAN

®::

JERCAAIR S HIVLANANBE A 2R 5 M 0 %

EHE R EAEEMME CRIVPC, REZHEBERAE, FEHEAR, BHMESWEL B S ECE
VLAN |

- EHE R AT FE AR IS ZVPC, BRSO RS — W BRI B g, EiEVPCEEE A
- A N] DU ST DL BE 2R % H IR VR IR & -
- VPN Gateway: BZEH, #RE 15.17.4.2, “Al&E—(#VPNIELVPN”

- Public Gateway: VPCHYARARMIE, 7EVPCHYMEHER Ay EIRFMA, AHMEEZGREREE
B, BN FRETS HE B S AT [ B
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- Private Gateway: B &, =R £ 15.19.5. “YEVPCHIPrivate Gateway”
- EHE R B A] LU S £ destinations-gateway G, (HE, HE—HERERMEH
il

- VLANs and Public Gateway: a0, MERAMERZEEEEN, LI EWeb application VMsEAZERRAH
HE

- VLANs, VPN Gateway, and Public Gateway: i, JERAMEXLEEEER, LI VWeb application
VMsBLAERRAE BRI, DUS B R VMER A R B

- EHE T LU EFEHERS I A% E S8 Access Control List (ACL) |, FIEJEVLANAUFE, EAEFRAERR K
VLANFH YT & o ZXA] DIEEHACIDR ~ i@ RRIREE ~ type code (ANALEEE ICMPH; RE) M A /i 2 22
26
FRACL

PUN B 7R R AT Y Inter-VLAN. B 5E A

Multi-tier Application

Management

CSVR
ACLs
VLAN 1001 VLAN 1002 VLAN 1003

| | )

| |

| | :
Web App DB

CITRIX
FEEY Z @ Inter-VLAN, FER f 15.19. BB N EGT

15.19. BUE R BERA N\ i

19.1. BARN R BERA N E i
CloudStack JEHEFA N Ehfi 2 —FHAN ~ B AJCloudStackH 5y, —{EVPCH] LIE B C R EHEAE %
EE, WIFEESE RN o 0] DITE B HHRS T RS, R T LA R AL, .
10.0.0.0/16 o A LAFEVPCHEIS € BATME B AR, SOtk , Msmr DA A 1Py B &6 B SR S AR RS

instance

4N o AnERVPCHFANEIE10.0.0.0/16, FFEAEME T LI HEEEE 10.0.1.0/24~10.0.2.0/24 ~
10.0.3.0/24. . . %%
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VPCEEAH
VPCH L 4B AL PHAL AR

* VPC: VPCIE R Z (BB LA RO A%, AT LUKE o HE SR e B b VPGl 5

- Network Tiers: [ JERIEAB AR, YA H CHIVLANKCIDREE, WA IENHMEER, 52
RS o JB AFE EHVLANZR 7381 o S g A FONTCAE A Rl iE

* Virtual Router: FHEHEMHZRE HBEL, MAEVPCEELREE) o HEER AR £ FIRDE ~ VPCRIE X
NAT instance FEEGHMEE RN E - BNEEEHR, GEEERN DA HEBIONICKIP o HiEH
F A #E FH H C R TPHRHEDNS [z DHCP AR %5

- Public Gateway: AEH/AFEHIE, FEMPRAERE2IVPCEZIEVPCEI PR AU E - BIRVPC, R I
EREB RN NBARE, RIS FERE A 52 1% B 2 AR

- Private Gateway: SEEAMIE, (SR \ASBAEIVPCH RIEVPCEIAL MBSOV - M, BB
fi 15.19.5, “fEVPCHMEPrivate Gateway”

- VPN Gateway: VPNIBARFVPCUR

- Site-to-Site VPN Connection: WEHeZLREAIVPNELE FEARAYVPCELERIFLL ~ A B co-
locationgZ iz [ - L&, &R H1 15.17.4, “B%E Site—to-Site VPNJEZR”

- Customer Gateway: VPNIEARRUE P o L &AM, FERMET 15.17.4.1, " M FEHHVPNE S FHE"

- NAT Instance: fRfbiEFRAIMERER) instance, AIAAH/AFIFEERAER - HLZEM, #H
fiii 15.19.9, “BHRE/BHEAStatic NAT”

VPCHI 4 % 24
LA 7% U8 FE R 49 i 2R AR TH

- EH A FERERVPC

- BB LN FERIVPC

- A B BORL N R Bt S VPNAF B VPC
- BN HTE Kot VPN AR B VPC

VPCHYIH A5 % TH
FAT LUAS SRR VPO 2

+ JF IR B E R S AR A

- JEIEVPNRTIE, (5 b S VPNE AR AR A AR K R O
{5 P 2 G R R VPN E ARG 4B R A B B b 3 R L
VPNAH B 13 B IH

HESLVPCHT, FRIERLINEIE:

- JESIVPCIR, THR A IR RS

- VPCIEREAE/ERE I N, A HE R R B I 2 18 [ sk
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+ —fER S R VPCTRRBCEUR R2018 o {ER LR LUE Fmax . account. vpes B BRI A O IR ], 1t
B A T R VPCR KB R

- (RS BEHHE R AR TR R 3, AT LUGE A voe . max . networks B (L A¢ 2

- (g AR A ME—BICIDR, T fRIE LECIDREVPCHYCIDREE B P

- E AR ER Y —{EvPC

+ TR IR A B 1 R — (i =

- FESIVPCHR, FEE F @ 4YBC—{ESource NAT IP, Source NAT IPH &fEVPCRRRIF 4 & H

- ABAIPERER FERAE— B H B, WRIPRysourceNAT, HINFEMIE StaticNATEGERIRI X

+ instances A A EHRMERIFANIPAAE, FHEFANATIG EEAEVPC EFUTHY instance, {f instancefi§

- AEFHAERRAEINEIvPC » F(EVPCHYAERSEIR FFRFvpe . max. networks ZHUIEE, THA A3
- BT AR5 1 ) SCER— M A
* WNSRIPALHE S O E] — {8 & AR

- PEIPARBEAG HAM R AR IR (A © 0, AR ERABLEARB, LURABHIPL, 5A] LAGE A IPERAEL,
BACE LB AN AR AR, (EAEE R

- PEIP/RBEFI fEStaticNAT ~ & Bl slim AR A R AIUAA FLA 3 2 4
* VPCH S AN S HR i A7 HU VPN

15.19.2. #@fVirtual Private Cloud
FENTVPCHY, R H B fzone f —4H TP dik - EFE B LUClassless Inter-Domain Routing (CIDR) H#&
PR R R E B4R 1P

1. DUEHLE sl 4% A # 5 ACloudStack UI
2. EABIIEENE, EENetwork
3. fESelectthi B 1EIFEVPC

4. FF Add VPC, Add VPCEHE &I THIF:
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* Add VPC

* Mame: [ ]

* Description: | |

* Zone: |znne1 EI

* Super CIDR for | |
Guest Metworks:

DMS domain for | |
Guest Metworks:

~ Cancel | OK

AU &AL

- Name: HEAEZLHE ST B VPCAL

- Description: VPCHYfH

- Zone: EIEME(F FIVPCHzone

- Super CIDR for Guest Networks: BIVPCHPJFT A tier GH R4S € FCIDREG [E o & EHH—1FH
tierlf, FHFEEERICIDRETE Super CIDRER{E A, CIDRIAZHHEERFC1918

- DNS domain for Guest Networks: UIFRAMEIEE—{E4FHIA)domaing T, FHFETEDNS suffix ° i5
A ER B A VPCH R tier, FRRIFTA tier & BRI —{EDNS domain o WIRMAIE HTEE, Al
SrEE HEES

15.19.3. HrhofE 4%
Tier FEVPCH M 7 AU 3, THRX LR EE I Mitierny o FEHEESHAR, Tiern] DAZEETE
VLAN | B Ath#5m, Tier$@{—{E/(H B B IKEEE A VPCA AT

1. DUE A e #m (i B #& 5 A CloudStack UI
2. HAEBMEEHRE, EENetwork
3. TESelect{i & ##EEVPC

R 5 T B BRI VPCE RINTEAH

#mE F & W LUE BB SHIVPC, TirootAl: ZAEHEE 7] LUE FLFTA HIX ERIVPC
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#ZEAccess Control List

TEVPCEEHEE 28 b "B FNetwork Access Control List (ACL),
i\ (ingress) It (egress) i,
M FHnetwork ACLARFTRHIR o

B ERUE G IVPCHZ T "Configure”
EHRAAd new tier BIFEMEUIT:

F Add new tier

“Mame: [NewTier

* Metwork Offering: | DefaultlsolatedMetworkOfferingFory |E|

* Gateway. [10.0.0.1

* Netmask: [255.255.255.0 |

WMRIRE B tier, FHRVPCHEIR, #% FCreate TieZKHHY
ARSBHLLIT:

PG RN ER L JEIE ST

* Name: fREENAUtierfy%TH

- Network Offering: 51| DUN FHEAIAE RS AR5

DefaultlsolatedNetworkOfferingForVpcNetworksNoLB,
DefaultlsolatedNetworkOfferingForVpcNetworks

FEVPC, H A FLB-enabled network offering /I BEE —{ftier

- Gateway: EHTIERItier HAURDIE, FHMECMEE A VPCHRFE R Super CIDREE A, i HiR

HEEAMMEVPCA R tier /A CIDR
- Netmask: HSHHAYt1er A AO4E HE I 2

filtn, AR VPCHICIDRAZ10.0.0.0/16, Ti#THItier FCIDRAZ10.0.1.0/24, RiEA10.0.1.1, EE

B5255.255.255.0

#%0K

BaEH Etierffaccess control list

.19.4. #FXEAccess Control List

DUVE BRAE sy A (i F &5 A CloudStack UI
EASHEERE, #EENetwork

fESelectfR & 1RIBVPC

AGAEVPCHE A ~ g SR AN 4 A e e 4
TR L, FEMERAEA - R E R E R o (R /EEE
HAETE T HFnetwork ACLARFESIRF A BETE 8 §4AI 37 Network ACL
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15. EHHER MR E

7.

%5 A B VPCE RIEAH
. & "Settings"[E/R
R H LU TEIH
- IP Addresses
- Gateways
- Site-to-Site VPN
- Network ACLs
%42 Network ACLs.
& PHRNetwork ACLsH [H]
FNAdd Network ACLs.
SN DU [ 320 i S W RER I B L 42 M AP

- CIDR: CIDRYE Ingress rulesH¥ji#ESource CIDRHUMAIEE; FEEgress rulesfpiEDestination

CIDRIIMAIE o A T FEFFE ML HE I+ fegFii & B s8I 1Pfzhk, 18 ACIDREKCIDRHcomma-separated
list o CIDREZH AR EAYEEREIP o LA, 192.168.0.0/22, % T RFFFTAECIDR, #%E
0.0.0.0/0.

* Protocol: ZRJFENT R EI G FAVHEM W E o TCPAIUDPI RE W 1 B Se 3N 4% i i i 5 (i

. TCMP 175 78 H 4 A R B SH AR AT S BRI B 18 et

- Start Port, End Port (TCP, UDP only): —{H&IEN, @AM E BENEESFEEE, WRIRE

P — MR, ERrA EmAER R 2T

- Select Tier: jEFEEMAEZHIGELACLEHIAfE A
- ICMP Type, ICMP Code (BRICMP): FHEFIFEZ K ik H S5 RS

- Traffic Type: JBEGFAHEE IR ERRE

- Egress: fitTraffic type NUFEE #EEsress | RBIHAd, B EW—EREELILEH]
BESTIE VM o Q1R HEeressHRIEHEE, A A IR EHLEL AT LLAFFE VB ey, — B
HlgideE, RAHAHEEMRE L E MY ingressH A A ZFHIR B AEME L o G058 R —E 4
WsTREH FHTEE, BAGEHegressHiHl

- Ingress: f{¢Traffic type N ;BH #E Ingress, RiZIFAdd > EEREW—TEIKEEIE
AREESIEIEVM o QIR A IngressHRAIMFEE, FIBIMEMRE AN EE, BT A #esressHH
ERAME

®::

e b, FrA a4 R e A\ H B Y o T — (HACLAERE AT LABARE A

T Add, ACLHIAIZL&EHAINA
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JEVPCH I Private Gateway

fieNetwork ACLsEHH, ;BEAZRITERIE R, RRERENetvork ACLIEE, 7 LIE B AGFHEAIACLIT
Bl

Network Details Network ACL IP Addresses

CIDR Protocol Start Port End Port ICMP Type ICMP Code Traffic type Add rule Actions
TCFP |Z| Ingress E m

0.0.0.0/0 TCP 1 65535 Ingress N X

0.0.0.0/0 TCP 1 65535 Egress Wy X

0.0.0.0/0 ICMP -1 -1 Egress Ny X

0.0.0.0/0 ICMP -1 -1 Ingress PN X

LT DA ERACL AR O RR AN BRA AN © FEActionsHAL# T 36 B 3%

15.19.5. FEVPCHMPrivate Gateway

private gateway REEHE RAE FEE Y o VPCRA MR AINICE REAEN A 1. 1HURA(R, TEF—EE R+
AN FREFAE BUVLANAN T P R E

1. DUEHEE a4 & 5 ACloudStack Ul
2. TEEBEEHRE, #ENetwork
3. TESelect{hi & i#{EVPC
W5 AT A RIVPCE £ EARE
4. HHEEZTFEload balancing rulesfVPCI% | "Configure”
VPC HH & BURTR IR A E R
5. ¥ F"Settings"[B~
R LT EIH
- IP Addresses
- Private Gateways
- Site-to-Site VPN
+ Network ACLs
6. #¥EPrivate Gateways.
G HRGateways ¥ H

7. TﬁAdd new gateway:
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& Add new gateway

Flease specify the information to add a new gateway to
this VPC.

Physical Network : | Physical Network 1 I~

*VLAN: |

*|P Address: |

* Gateway. |

* Netmask: |

cancel | [
"

8. AEEHHILLT:
- Physical Network: FEi&E 3 IREIAE REATRH
- IP Address: BEVPCR & BERAO TPALHE
* Gateway: IfiE B HIEIFI H VPCHYRTE
- Netmask: FNVPCR & BHHH 048 3% =
« VLAN: FIVPCF# & B B A VLAN

HRIRE S HBAERE T, (R DU DL P BRAGHTHE 2 (E AR

15.19.6. @EEVM@J R
DU P 3 Bl 2% s i B 38 ACloudStack UI

2. EABHIEEHRE, Ei¥Network
3. fFSelectfi i 1:FEVPC
&5 B A B VPCE RIEAH
4. $HEEREVMEVPCHZ T "Configure”
VPC HTH & BRI VR AR E )
5. FEEHEVMEUERL, $ZT Add WM

ERA/RAAd InstanceZEH

RIEE R DT R A I —{finstance, BMLEHM, R LHRIER T HIAding InstancesFHfi
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15.19.7. AVPCEUS—E#rHY1P

EARBAS—EIPEK:, FrA IPALULIE#E - BLEIVPC, TIAERIVPCAZE P AR o 1P A Eport-
forwarding, load balancing, ﬁStatic NAT rule%ﬁ@ﬁﬁ%ﬁ@ﬁf;ﬂgﬁﬂﬂ% o Iﬁjﬁﬁ, IP’@{T\RE‘E
THLAE B —{H 482

1. DB a4 8 & B ACloudStack UL
2. TEBRVEEEE, #ENetwork
3. FfESelectthi B 2IFEVPC
W5 B A Bl I VPCE RIITEARH
4. PHEEREVMAGVPCIZ K "Configure"
VPC H T & HUR AT A R B Y JE A
5. %[ "Settings"[E/R
R LU EE
+ IP Addresses
- Gateways
- Site-to-Site VPN
+ Network ACLs
6. JEIEIP Addresses
PE~IP AddressZETH]
7. F FAcquire New IP, #R18¥% TN Yes

R IPAHE R A TRIVE IR, FIHIRFE S BISHER o AARIPAHEEZI & B RAllocated © BITEIR
w] LM FHARAGIPAR port forwarding, load balancing, Fl1 static NAT rules.

15.19.8. BEBH—{HI1P45VPC

IR R AR, AR BACREEEE P, 5o LN PRVPCHIEAS (TP ATkt - 1Pkt
HEEE#HA] ( port forwarding, load balancing, or StaticNAT )#FFZFRAVIEIN N A BEWFEL
TRt B TPATS S 1 [F] — & vPC

1. DU B Bl i F 3 %5 A\ CloudStack UT
2. HEBIWEERE, #ENetwork
3. FfESelectthi B 2IFEVPC
W5 B A B RIVPCE RIEARH
4. HHEZEBHIPAUVPCIZ T Configure
VPC HH & BURITA (R A 0E R
5. %N "Settings" @R

EHURH LU THEIH
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- IP Addresses
- Gateways
+ Site-to-Site VPN
+ Network ACLs

6. JEIEIP Addresses
PERIP AddressZETH

7. EERFEEB AP

8. '
TEDetailst%, 3% FRelease IP i

15.19.9. BAZ/BHEAStatic NAT
static NAT rule Fp¥t—{E/ARIPEIVM ERIFRANTP, I RFFATRMEIELE o 15 82 & BUUR A0 S5 R TPRE K
BBIEH static NAT

WA port forwarding rulest &ZBAE, R AFERI/Estatic NAT
AR P BV Z (E B —0 ), static NAT rules HURRE #1ETHRCAR RS A4 BE1E H A
LU B B4 I (3 35 & A\ CloudStack Ul
2. HEBIWEENRE, #EENetwork
3. AESelectfifFIEVPC
%5 B A B VPCE RIEAH
4. HHEEREVMAVPCHZ T "Configure”
VPC H T & HUR BT VR AR E )
5. ¥ F"Settings"[E/R
GHURH DU #IH

- IP Addresses

—

- Gateways
+ Site-to-Site VPN
+ Network ACLs

6. JEFEIP Addresses
FH/RIP AddressTETH

7. EERFEEERRLP

TEDetailskE4, #% FStatic NAT m e ki static NATE RISt E)
9. WRIRFEstatic NATEBEH DAUNBEEHE
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FEVPCHIY Load Balancing Rules

Select VM for static NAT

S T
Display name Internal name Zone name State Select
T1-WM1 F2-4- zonel (= Running

Cancel Apply

10. JEIRF RN IR, RIZET Apply

15.19.10. {FVPCHH Load Balancing Rules

CloudStack i fI & B B AU RSP 8 — 2 £ (ER St & H-F B RS R B SE AV MR &, (R
BISLARA, f8E —AERE, RREMAAIEIVPCH —HEW E

1. LDUEHE s &R & & ACloudStack UT
2. fE/SREENE, EENetwork
3. FfESelectthf1EIFEVPC
5 A BIERIVPCE Y| EAH
4. HEFEZEload balancing rulesfJVPCHE | "Configure”
VPC HTH & #UR A RIS JE 4
5. T F"Settings"[ER
GHURH UM ER
- IP Addresses
- Gateways
- Site-to-Site VPN
- Network ACLs
6. JHEFEIP Addresses
HE/RTP AddressZETH
7. EREBIRREEFIGHAINIP, 4T ConfigurationfRE #
8. 1F Load Balancing Bf, % View All

9. BEIFEEERMRAINEH
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.

FEVPC, AP HARES & 0% — g A% ‘

10. BESHALLIT:
- Name: load balancer rulef%478
- Public Port: FEH-F-HHR &R
- Private Port: VMIZWUREZEHIA
- Algorithm EIB{RIBZECloudStack{f FIVEEE, CloudStack T #& AT EANEEE
* Round-robin
- Least connections

- Source

- Stickiness. (FENZH) Ehi#EConfigureii#Ei¥stickiness policyfEEE, #5£:Sticky Session
Policies for Load Balancer RulesZfj

©Add Ws: #%Add s, SRIZEERFIE DI E BRI, SR1ZHFApply

HHRAE MR B T, (RAT DU DL R P BRAGHTHE 2 (R AR

15.19.11. {EVPCH ¥ Port Forwarding Rule
1. DI E e & B ACloudStack UI

2. TEABHEERE, #EENetwork
3. TESelect{i & #EVPC

MR BT RIEAIVPCE RITEAH
4. HIFEEREVMAYVPCIZ | "Configure”

VPC H I & BRI IR A A JE AR
5. %N '"Settings"[E

R H LU TEIH

- IP Addresses

- Gateways

- Site-to-Site VPN

- Network ACLs

6. BE—EFAENIPEGERG—EFm P
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PHIP AddressH A
7. BERFAEEFEARRIAIP, 4% T ConfigurationfR
8. 1F Port Forwarding B, 3% View All
9. BBIRAEEEMMAINE R
10. BEEHHLLIT:
- Public Port:/AfH EEHIIR & EULAEHT — S BRIERRIIP L
* Private Port: FEHERE GIF AR IEEEHIport o
- Protocol: JEAMIH RE it F 75 i E 45 2 i
- TCP
- UDP
- Add VM: FZAdd WM, EEBRNIEERNEG, A&Ri%Apely
IRATLABARE ssh sessionZGHIEHA A

15.19.12. g Tiers

AT e VPCRERRIE ), Wi bREIE S ANReEE, B AR, RERRANEIRS MR - o
HHHEFRA] (port forwarding, load balancing and staticNAT) FIRABGAYIP( UG & wifelE, (HIP(Y
HEAT 8 A [l —{E VPC

1. DUEBESE s Ao ¥ A & & ACloudStack UI
2. HZEBIWEERE, #ENetwork
3. fESelectthi B 1EIFEVPC
R BT A B RIVPCE RIEARH
4. HIEEFEGRAVPCHE T " Configure”

Configure VPC HEEH/R, B#REEEEERIER

Remowve tier

F R B bR
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15.19.13. #4giE ~ BEHEEIFIERVirtual Private Cloud

FBRVPCHT, JohERFTA R EEHER

1. DIEHEE a4 & & ACloudStack UT
2. EABHIEERE, Ei¥Network
3. fFSelectfi &1L VPC
%5 B A B VPCE RIEAH
4. BRFEEEMAIVPC

5. |
REFEZBRVPN | ## P Remove VPN connection button ,tJ

To restart a VPC, select the VPC, then click the Restart button. :} i

PRAT AR EEVPCHY 44 REAN R, JIBVPCIR{Z T4 PEdit

15.20. Frig s

The network that you can provision without having to deploy any VMs on it is called a

persistent network. A persistent network can be part of a VPC or a non-VPC environment.

When you create other types of network, a network is only a database entry until the first
VM is created on that network. When the first VM is created, a VLAN ID is assigned and the
network is provisioned. Also, when the last VM is destroyed, the VLAN ID is released and
the network is no longer available. With the addition of persistent network, you will have
the ability to create a network in CloudStack in which physical devices can be deployed
without having to run any VMs. Additionally, you can deploy physical devices on that

network.

One of the advantages of having a persistent network is that you can create a VPC with

a tier consisting of only physical devices. For example, you might create a VPC for a
three-tier application, deploy VMs for Web and Application tier, and use physical machines
for the Database tier. Another use case is that if you are providing services by using
physical hardware, you can define the network as persistent and therefore even if all its
VMs are destroyed the services will not be discontinued.

15.20.1. Persistent Network Considerations

+ Persistent network is designed for isolated networks.
+ All default network offerings are non-persistent.

- A network offering cannot be editable because changing it affects the behavior of the

existing networks that were created using this network offering.
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Creating a Persistent Guest Network

- When you create a guest network, the network offering that you select defines the
network persistence. This in turn depends on whether persistent network is enabled in

the selected network offering.

+ An existing network can be made persistent by changing its network offering to an
offering that has the Persistent option enabled. While setting this property, even if
the network has no running VMs, the network is provisioned.

+ An existing network can be made non-persistent by changing its network offering to an
offering that has the Persistent option disabled. If the network has no running VMs,
during the next network garbage collection run the network is shut down.

+ When the last VM on a network is destroyed, the network garbage collector checks if the
network offering associated with the network is persistent, and shuts down the network

only if it is non-persistent.

15.20.2. Creating a Persistent Guest Network

To create a persistent network, perform the following:

Create a network offering with the Persistent option enabled.
FERET 9.4.1.  THIEETHOAE R T
FEATTHE I, 1EENetvork

TR AR B AR 05 AR

¥ PMEdit
fENetwork Offering NHIFEEL, FIERIRMIE 7 1R EEBE IR
0K
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{5 F AR WU B am

CloudStack{# I 2 TERARL ) AR A0 HE eI A SR BB T (255 - il H CloudStack HEIE & R UE HEM AF
DARGESL ~ KB R fE L, RERREEI AR R EA - HFEE R EERE YRR, UL EM
i BIERERHITIAE

IR DAg% € ystem. vm. random. passwor A\ 3 V. FERE R R RIS A s, DUERIE E L e
P o R E R EEsystem. vm. random. password Aytrue, I EHEEIEEAREY, BEMEDIETE
BEEL, WAENMERERES o S UBEMRENENE, 7] LAFECloudStack{f &M kR E
system.vm. password B I 2 EMEAL, B EMEN1istConfigurations API

16.1. R4 EES A EAH
A RS e —ERRAREE A, WA DU R

- Debian 6.0 ("Squeeze"), 2.6.32%%.0>, G ZLEMM T, i1 & H Debian security APT

repository
- AR/NOREEE, ETTR D REBCER R TS
- HESRARE R 32, Tt Xen/VMWare
- YA Xen PVEREJFEZC ~ KVM virtio BRENFEZC K EM LB VMware tools fpvopsiZ/L>
- Xen tools inclusion FFFRNEEELRINEE
- TR HAProxy ~ iptables ~ IPsec } Apache from debian repository fEiRZE4 KK E

* BOBTRAYIRE from Sun/OracleffEfRee e Kok E

16.2. Multiple System VM Support for VMware

Every CloudStack zone has single System VM for template processing tasks such as
downloading templates, uploading templates, and uploading ISOs. In a zone where VMware is
being used, additional System VMs can be launched to process VMware-specific tasks such as
taking snapshots and creating private templates. The CloudStack management server launches
additional System VMs for VMware-specific tasks as the load increases. The management
server monitors and weights all commands sent to these System VMs and performs dynamic
load balancing and scaling-up of more System VMs.

16.3. Console Proxy

The Console Proxy is a type of System Virtual Machine that has a role in presenting

a console view via the web UI. It connects the user’ s browser to the VNC port made
available via the hypervisor for the console of the guest. Both the administrator and end
user web Uls offer a console connection.

Clicking a console icon brings up a new window. The AJAX code downloaded into that window
refers to the public IP address of a console proxy VM. There is exactly one public IP
address allocated per console proxy VM. The AJAX application connects to this IP. The
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console proxy then proxies the connection to the VNC port for the requested VM on the Host

hosting the guest.

The hypervisors will have many ports assigned to VNC usage so that multiple VNC

sessions can occur simultaneously.

There is never any traffic to the guest virtual IP, and there is no need to enable VNC
within the guest.

The console proxy VM will periodically report its active session count to the
Management Server. The default reporting interval is five seconds. This can
be changed through standard Management Server configuration with the parameter

consoleproxy.loadscan.interval.

Assignment of guest VM to console proxy is determined by first determining if the guest VM
has a previous session associated with a console proxy. If it does, the Management Server
will assign the guest VM to the target Console Proxy VM regardless of the load on the
proxy VM. Failing that, the first available running Console Proxy VM that has the capacity
to handle new sessions is used.

Console proxies can be restarted by administrators but this will interrupt existing

console sessions for users.

16.3.1. Using a SSL Certificate for the Console Proxy

The console viewing functionality uses a dynamic DNS service under the domain name
realhostip.com to assist in providing SSL security to console sessions. The console proxy
is assigned a public IP address. In order to avoid browser warnings for mismatched SSL
certificates, the URL for the new console window is set to the form of https://aaa—bbb-
ccc—ddd.realhostip.com. You will see this URL during console session creation. CloudStack
includes the realhostip.com SSL certificate in the console proxy VM. Of course, CloudStack
cannot know about the DNS A records for our customers' public IPs prior to shipping

the software. CloudStack therefore runs a dynamic DNS server that is authoritative for
the realhostip.com domain. It maps the aaa-bbb-ccc-ddd part of the DNS name to the IP
address aaa.bbb.ccc.ddd on lookups. This allows the browser to correctly connect to

the console proxy's public IP, where it then expects and receives a SSL certificate for
realhostip.com, and SSL is set up without browser warnings.

16.3.2. P & CHHSSLER S M A I

WEAREHELE, FAREKFNES S TERNRLEBR AR Rrealhostip. comfJAHRE o EHE AL
HET BRI, #EHEEBEARAESE, I FEFRISSLER A N 288 o 15 L ZHHFTDNSARS,
ﬁé?@ﬁﬁﬁfﬁiﬂtﬁi%ﬂ, ﬁiﬁtﬂ%iﬁ%@aaa—bbb—ccc—ddd.your.domain, jﬁﬁ%ﬁﬁl?v4 IPﬁiﬂt, ﬁiﬁtﬂ%iﬁ%@
aaa.bbb.ccc.ddd o ffil], 202.8.44.1 o AHEENUE IS H] & FCFRAES, ~ SSLEE LR A L8

1. S EREAL R SR T T A A B T PR E P AT BEAUDNS 4 R £ C A HIDNS Al AR A%, #8{ Asaaa—bbb-

ccc—ddd.company.com —> aaa.bbb.ccc.ddd

2. BEAEF NG Fcertificate signing request (CSR), EMEEH Fopenss1 2R EFAN /A B &%
N CSRsRf, #ATEERGEICIoudStackff A /M AR AN &80, F5HEE S RPKCSHS 155X
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a. FEEFHI2048ALTTFAN &5

openssl genrsa -des3 -out yourprivate.key 2048

b. EABTHIFRECSR

openssl req —new -Key yourprivate.key -out yourcertificate.csr

c. BIERMEEMZBIIEMEL, BESSLETE, RETMACSR, EEWEIEG LN

d. FEERIFAN E8RE R PReSES N RSN

openssl pkcs8 -topk8 —-in yourprivate.key -out yourprivate.pkcs8.encrypted.key

. FMEEHIPKCSHSINERL N 8 RPKCSFeIE L, A CloudStackgat

openssl pkcs8 —in yourprivate.pkcs8.encrypted.key —out yourprivate.pkcs8.key

3. In the Update SSL Certificate screen of the CloudStack UIl, paste the following:
+ The certificate you've Jjust generated.

- The private key you've Jjust generated.

RO A RS, FlA0, company.com

4. HFEOMEE R, U, company.com

This stops all currently running console proxy VMs, then restarts them with the new
certificate and key. Users might notice a brief interruption in console availability.

The Management Server generates URLs of the form "aaa-bbb-ccc-ddd.company.com" after this
change is made. The new console requests will be served with the new DNS domain name,

certificate, and key.

16.4. FREEH Hay

JEEE B8 —7F@System Virtual Machine o B @& #CloudStack RS FE (L& 1 F I ARTES © I
BERERE BN FE, AU E RS A S GAE, REBGEIME (B Eport
forwarding) , {H & & M55 A SSHAZHL

FIE 8% FH ARV R A B BB BN © BRI PR A o] IR B VA Sy, (B BT A R U

EAERIRSS, SEERRERER TR RED TR R Hat & T FE, A LR a8 HR R
P H BT A AR B RS TR A2

16.4.1. Configuring the Virtual Router

You can set the following:
+ IP range

+ Supported network services
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+ Default domain name for the network serviced by the virtual router
- Gateway IP address

- How often CloudStack fetches network usage statistics from CloudStack virtual routers.
If you want to collect traffic metering data from the virtual router, set the global
configuration parameter router.stats.interval. If you are not using the virtual router

to gather network usage statistics, set it to O.

16.4.2. ffHSystem Service Offerings T4l im#e s HAs

H CloudStackE 3/ FEHERS HHARHE, S AFHRGRE - 2/RH 8.2, "AHRE" - MEE—EGHE
A P B e s R B AHR]ff) system service offering o #R] LAREHH1IE LEH HETAYsystem
service offeringZRIEFEHEE HASAUMHATE

1. iﬁ%ﬁ,ujﬁnTEﬁsystem service offering 05%51 fi 8.2.1, “ﬁgi[%ﬁﬁ@%é%ﬁﬂﬁib" , fESystem VM
TypeL:ﬁﬁDomaln Router

2. f#HFnetwork offeringj#i%t system service offering

3. ZEHnetwork offering®|FEEEEEK HEERH I system service offeringfJ4dE& o t15R 5T
HAR% FET%MEAdding an Additional Guest Network 66 H B o FETESH O FEER R B s

/\\\

service offering, FEMEN 15.6.2, P EMHAIAE" SR

16.4.3. B HaR R ERY

CER: R &W%‘%%%JAE%ﬁFkéﬁﬁfﬁi%Hﬂ%ﬁﬁ'ﬂﬁJﬁ%Fﬁ@ptablesfﬁ 1] o {58 11 FEHE S HH 25 3
CloudStack fFHZ/HEKLE), AEHEIVME

R BEERA—AKESSA] AR, ANE(fHdestroyRouter API, [K/A restartNetwork API#EH
cleanup=falseZ8, HHIEEHET - ﬁﬂﬁﬁ,u\%i%ﬁ?]tﬁﬁ&ﬁi_iﬁﬁﬁﬂ%ﬁ # i FrestartNetwork

API, & cleanup=trueZ2g

16.5. Secondary Storage VM

In addition to the hosts, CloudStack’ s Secondary Storage VM mounts and writes to

secondary storage.

Submissions to secondary storage go through the Secondary Storage VM. The Secondary
Storage VM can retrieve templates and ISO images from URLs using a variety of protocols.

The secondary storage VM provides a background task that takes care of a variety of
secondary storage activities: downloading a new template to a Zone, copying templates

between Zones, and snapshot backups.

The administrator can log in to the secondary storage VM if needed.
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17.1. EHEfE fearHYHA
CloudStack B H Ak &% IE AL & 15 2 HiRGAAHRE S, DUERIRAS A& 52— iR B - B AR
A G ORREFAMySQUERLERD 2 HEER R R, HIEER AR a2’

EFEENESRANGZ A EHARROELDEERE, T FEEERERE L
HEMA RS EEARR, BUNBEFIE RS, MR E  EHMEAE A~ APL ~ BIRRA R
. HAg{E 1R TR

17.2. Management Server Load Balancing

CloudStack ] LU i G &V e 5 & B EL AR AR L e 1P, EHIE G EE ARCPHEMA, WEHT
T2 EMAEBRESELERE, U NERSHEEA RSP ER, e EFE

BIEAFREFEEN, BB LUEH

Source Port Destination Port Protocol Persistence
Required?
80 or 443 8080 (or 20400 with | HITP (or AJP) Yes
AJP)
8250 8250 TCP Yes
8096 8096 HTTP No

In addition to above settings, the administrator is responsible for setting the 'host'
global config value from the management server IP to load balancer virtual IP address. If
the 'host' value is not set to the VIP for Port 8250 and one of your management servers
crashes, the Ul is still available but the system VMs will not be able to contact the

management server.

17.3. HA-Enabled Virtual Machines

{22 0] LATE S8 M B A B S R HA » TEHER, PN RS f S R s s M e & P R i B & H Bk
RE B RS FHHA o B RS P IAR 2 A AR, 72 R — A0 F I8 B9 C 1 oudStack & R i e i H Bh & ik
B Ry, IABEVEES EIRIE o CloudStack® BT BT Bh i b 28 A E R SFROSEREG , If HFE(RIR B [FIRF
P B A E VA instance RS RIRFHRAE, 20 B ] AR 2% & (0 FAFE 5] — 38 S8 P A Eo M AL B R et 2%

HATHREFEFISCST Bi NFSERRFHEE, N RAMEEFRE

17.4. FHEATHA

{55 I3 T LASE R RS R B0 M R PR o TERR, P RSB G oy B R A 20 SR T I e 2 o 1 B
RE BRI FIHA o 5% FIHAR HE AR SR AACRGE | 7 F)— 7T FE ISR P IC 1 oudS tack 7 AV et 1 Bh 26397 2
BB, HAEEBSE AR o CloudStack St ELHTS BB IRIR a0 A BIR-FIORNS, 3 AR AR
I MR VMA i nstance BE40 FIRERRATE, /BB 88 6 MR B TE [F)— R 48 0 B (s A B A 2

HAZHREFEFIiSCST BY NFSEEREFHEE, NHRAMEBFRE
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17.4.1. Dedicated HA Hosts

One or more hosts can be designated for use only by HA-enabled VMs that are restarting
due to a host failure. Setting up a pool of such dedicated HA hosts as the recovery
destination for all HA-enabled VMs is useful to:

+ Make it easier to determine which VMs have been restarted as part of the CloudStack
high-availability function. If a VM is running on a dedicated HA host, then it must be
an HA-enabled VM whose original host failed. (With one exception: It is possible for an

administrator to manually migrate any VM to a dedicated HA host.).
- Keep HA-enabled VMs from restarting on hosts which may be reserved for other purposes.

The dedicated HA option is set through a special host tag when the host is created.

To allow the administrator to dedicate hosts to only HA-enabled VMs, set the global
configuration variable ha.tag to the desired tag (for example, "ha_host"), and restart the
Management Server. Enter the value in the Host Tags field when adding the host(s) that you
want to dedicate to HA-enabled VMs.

If you set ha.tag, be sure to actually use that tag on at least one host in your
cloud. If the tag specified in ha.tag is not set for any host in the cloud, the HA-
enabled VMs will fail to restart after a crash.

17.5. Primary Storage Outage and Data Loss

When a primary storage outage occurs the hypervisor immediately stops all VMs stored on
that storage device. Guests that are marked for HA will be restarted as soon as practical
when the primary storage comes back on line. With NFS, the hypervisor may allow the
virtual machines to continue running depending on the nature of the issue. For example,
an NFS hang will cause the guest VMs to be suspended until storage connectivity is
restored.Primary storage is not designed to be backed up. Individual volumes in primary
storage can be backed up using snapshots.

17.6. Secondary Storage Outage and Data Loss

For a Zone that has only one secondary storage server, a secondary storage outage will
have feature level impact to the system but will not impact running guest VMs. It may
become impossible to create a VM with the selected template for a user. A user may also
not be able to save snapshots or examine/restore saved snapshots. These features will
automatically be available when the secondary storage comes back online.

Secondary storage data loss will impact recently added user data including templates,
snapshots, and ISO images. Secondary storage should be backed up periodically. Multiple
secondary storage servers can be provisioned within each zone to increase the scalability
of the system.
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17.7. Limiting the Rate of API Requests

You can 1limit the rate at which API requests can be placed for each account. This
is useful to avoid malicious attacks on the Management Server, prevent performance

degradation, and provide fairness to all accounts.

If the number of API calls exceeds the threshold, an error message is returned for any
additional API calls. The caller will have to retry these API calls at another time.

17.7.1. Configuring the API Request Rate

To control the API request rate, use the following global configuration settings:

- api.throttling.enabled - Enable/Disable API throttling. By default, this setting is
false, so API throttling is not enabled.

- api.throttling.interval (in seconds) - Time interval during which the number of API
requests is to be counted. When the interval has passed, the API count is reset to O.

+api.throttling.max - Maximum number of APIs that can be placed within the
api.throttling.interval period.

+ api.throttling.cachesize - Cache size for storing API counters. Use a value higher than
the total number of accounts managed by the cloud. One cache entry is needed for each
account, to store the running API total for that account.

17.7.2. Limitations on API Throttling

The following limitations exist in the current implementation of this feature.

Even with these limitations, CloudStack is still able to effectively use API
throttling to avoid malicious attacks causing denial of service.

+ In a deployment with multiple Management Servers, the cache is not synchronized across
them. In this case, CloudStack might not be able to ensure that only the exact desired
number of API requests are allowed. In the worst case, the number of API calls that
might be allowed is (number of Management Servers) * (api.throttling.max).

+ The API commands resetApilLimit and getApilimit are limited to the Management Server
where the API is invoked.
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18.1. f FTags 38 B E i E R

Tag &7 E b T E R key-value pair, HRSEHERBEH o Flan, & itag—E{ELR S HED
VMARAEECAE & RO e, TEE P+, kevBis/g "city”, valueHl& "Toronto"8Y "Tokyo", #KA]LLFH
CloudStack i ftagfVEYR, HllN, %A—EIH4M, HTAEREREHW

AT D tasff BB HENEER ~ A8 ~ TR ~ 574908 ~ B4H ~ 1S0 ~ B KGREFAAI ~ port
forwarding rule \Q}EﬂlP{ﬁi& ~ security group ~ load balancer rule ~ 53 ~ VPC ~ network ACLEE
static route o FEAfTtagiBuR FZEVPN

Jn] LLAE H 5 2/ T B I APT3E < createTags ~ deleteTagsHllistTags iR {FEtag o BB Al L& &
HIREE L ([ftags, WRAHERS - B—(Hragi] LiIRZE255E ¥ T, HHAEAWLER CHEREER
tags, TIEHEE A LUERTE i LAVER

BERERIRIOL "tags"ERZ list™ AP 189G, LU EEIER A (4 3 LBl LR e 2 Pl

volumn tag region=canada Eﬁ tag city=Toronto:

command=1istVolumes
&listAll=true
&tags|[0] .key=region
&tags[0].value=canada
&tags[1].key=city
&tags[1].value=Toronto

LT " tags " i ANHGZAYAPTHE S
+ listVirtualMachines

+ 1listVolumes

- listSnapshots

+ 1listNetworks

+ listTemplates

+ listlsos

+ listFirewallRules

+ listPortForwardingRules
- listPublicIpAddresses

+ listSecurityGroups

+ listLoadBalancerRules

+ listProJjects

- 1istVPCs

+ 1istNetworkACLs

- listStaticRoutes

159



= 18. HHER

18.2. MU ERIER

CloudStack ﬁsﬂif]ﬂﬁ%%?‘/etc/cloud/management/db.propertiesﬂ“ﬁ%??j’EE*}TLEﬁﬁxiﬁﬁgﬁﬂ(ﬁmﬂﬂ:
T4 ~ IR ~ credentials) o FETEEAE P RASAMERILAE R, I BB B 48 58 AR AL

Bs.ﬂﬁ“ﬂﬁm%
IR RETR I CloudStackf# FAUMYSQLIR F %0 o tiSRA2, BT EUUEMySQLEYEE, N AINE

PRER| /etc/cloud/management/db. properties

1. BUEEEEHT, FELEECloudStackiVEH Mgy, WRAHEMBLEMHGIE, HiFEL

# service cloudstack-management stop
# service cloudstack-usage stop

2. BT, FEHMySQUAAAR AR HICloudStack I & HHE

# mysql -u root -p

TEMYSQL shell, DSUBSZERE K ih BR{E S HE.

update mysql.user set password=PASSWORD ("newpasswordl123") where User='cloud';
flush privileges;
quit;

3. N, EERINE, REEEEF|CloudStackUERIE R E (/etc/cloud/management/

db.properties)

# java -classpath /usr/share/java/cloud-jasypt-1.8.jar \ org.jasypt.intf.cli.JasyptPBEStringEncryptionCLI
encrypt.sh \ input="newpasswordl123" password="‘cat /etc/cloud/management/key‘" \ verbose=false

TR, BERAHEFMEENNRE - MREHERMAEMEELY, SFEMER

password="management_server_secret_key"

4. IRTE, [FHEHEY ciphertext® ¥ /etc/cloud/management/db.properties o {f FIEL B ARRHL /ete/
cloud/management/db.properties ifi 5 Hria LEME 7 :

db.cloud.password=ENC (encrypted_password_from_above)
db.usage.password=ENC (encrypted_password_from_above)

5. WEGENEE, A LUEEICloudStack (R fE 51 %)
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# service cloudstack-management start
# service cloudstack-usage start

18.4. Administrator Alerts

The system provides alerts and events to help with the management of the cloud. Alerts are
notices to an administrator, generally delivered by e-mail, notifying the administrator
that an error has occurred in the cloud. Alert behavior is configurable.

Events track all of the user and administrator actions in the cloud. For example, every

guest VM start creates an associated event. Events are stored in the Management Server’ s

database.
Emails will be sent to administrators under the following circumstances:

+ The Management Server cluster runs low on CPU, memory, or storage resources
+ The Management Server loses heartbeat from a Host for more than 3 minutes

+ The Host cluster runs low on CPU, memory, or storage resources

18.5. Customizing the Network Domain Name

The root administrator can optionally assign a custom DNS suffix at the level of
a network, account, domain, zone, or entire CloudStack installation, and a domain
administrator can do so within their own domain. To specify a custom domain name and put

it into effect, follow these steps.

1. Set the DNS suffix at the desired scope

+ At the network level, the DNS suffix can be assigned through the Ul when creating a
new network, as described in fi 15.6.1, “FH9” or with the updateNetwork command in

the CloudStack API.

At the account, domain, or zone level, the DNS suffix can be assigned with the
appropriate CloudStack API commands: createAccount, editAccount, createDomain,

editDomain, createZone, or editZone.

+ At the global level, use the configuration parameter guest.domain.suffix. You can
also use the CloudStack API command updateConfiguration. After modifying this global

configuration, restart the Management Server to put the new setting into effect.

2. To make the new DNS suffix take effect for an existing network, call the CloudStack API
command updateNetwork. This step is not necessary when the DNS suffix was specified

while creating a new network.

The source of the network domain that is used depends on the following rules.

« For all networks, if a network domain is specified as part of a network's own

configuration, that value is used.

« For an account-specific network, the network domain specified for the account is used.
If none is specified, the system looks for a value in the domain, zone, and global

configuration, in that order.
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- For a domain-specific network, the network domain specified for the domain is used. If
none is specified, the system looks for a value in the zone and global configuration, in
that order.

- For a zone-specific network, the network domain specified for the zone is used. If none

is specified, the system looks for a value in the global configuration.

18.6. {5 |- Bl B RS PEAR] i e
root/ I FF BN 15 1L AN B RS HEAA il AR

flan, MBEEEER, GHEZENEE o MREE ZHEEEFARGETR, FEIEEE
REIEHEAMRS, £ AR IRAERRRR @A LT L

# service cloudstack-management stop
BUL BN HL A IR AR

# service cloudstack-management start
B HE A RAS

# service cloudstack-management stop
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Global Configuration Parameters

19. 1. RUE B e AL
CloudStackiRMIR Z MM A RIS HIMR L2 Y, ECloudStacksE — IR % HE, MEBELIGE LR E

1. Pladministrator&43% ACloudStack Ul
2. AEMFmavigationtZ#l ', Eii¥EGlobal Settings °
3. JASelect ViewHiBIBH rh—IH.
* Global Settings: MAfIFIF, FifA i KIERBIE
- Hypervisor Capabilities: HAEIEERATIZE, WARAIENFHE
4. [ERHESMEmE IR
5. BEEEdiIEURRBEEIE, WAREIER EHypervisor Capabilities, &FJuRiRBAREEH 14

19.2. About Global Configuration Parameters

CloudStack provides a variety of settings you can use to set limits, configure features,
and enable or disable features in the cloud. Once your Management Server is running,
you might need to set some of these global configuration parameters, depending on what

optional features you are setting up.

To modify global configuration parameters, use the steps in "Setting Global Configuration

Parameters."
The documentation for each CloudStack feature should direct you to the names of the
applicable parameters. Many of them are discussed in the CloudStack Administration Guide.

The following table shows a few of the more useful parameters.

Field HE

management.network.cidr A CIDR that describes

the network that the
management CIDRs reside
on. This variable must

be set for deployments
that use vSphere. It is
recommended to be set for
other deployments as well.
Example: 192.168.3.0/24.

xen.setup.multipath For XenServer nodes, this
is a true/false variable
that instructs CloudStack
to enable iSCSI multipath
on the XenServer Hosts
when they are added. This
defaults to false. Set

it to true if you would
like CloudStack to enable
multipath.
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Field

HiH

If this is true for a NFS-
based deployment multipath
will still be enabled on
the XenServer host. However,
this does not impact NFS
operation and is harmless.

secstorage.allowed.internal.sites

This is used to protect

your internal network

from rogue attempts to
download arbitrary files
using the template download
feature. This is a comma-
separated list of CIDRs. If
a requested URL matches any
of these CIDRs the Secondary
Storage VM will use the
private network interface

to fetch the URL. Other URLs
will go through the public
interface. We suggest you
set this to 1 or 2 hardened
internal machines where

you keep your templates.

For example, set it to
192.168.1.66/32.

use.local.storage

Determines whether
CloudStack will use storage
that is local to the Host
for data disks, templates,
and snapshots. By default
CloudStack will not use this
storage. You should change
this to true if you want to
use local storage and you
understand the reliability
and feature drawbacks to

choosing local storage.

host

This is the IP address

of the Management Server.

If you are using multiple
Management Servers you
should enter a load balanced
IP address that is reachable
via the private network.

default.page.size

Maximum number of items per
page that can be returned by
a CloudStack API command.
The limit applies at the
cloud level and can vary
from cloud to cloud. You

can override this with a
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Field 2H
lower value on a particular
API call by using the
page and pagesize API
command parameters. For
more information, see the
Developer's Guide. Default:
500.

ha.tag The label you want to use

throughout the cloud to
designate certain hosts as
dedicated HA hosts. These
hosts will be used only
for HA-enabled VMs that
are restarting due to the
failure of another host.
For example, you could set
this to ha_host. Specify the
ha.tag value as a host tag
when you add a new host to
the cloud.
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CloudStack API

CloudStack APLZAXJEARAIAPL, HHAEE CloudStackfEHHE M, HEHFMEHRHEMAPT, &
BEC2/S3 ] HHIDMTF standards, [AJ3ERE

#F%CloudStack APIFMENYZIE[E R, BEAPIE ST BIEIE TAEID, b TAEIDR] LLA AR TAEE I
. [FIRE, M BN EIR, SiRMt—Epig

APIBREST-1ike FfHELH, WEELERLL XML 8 JSONFE T

#EH the Developer’ s Guide' and the API Reference®

20.1. Provisioning and Authentication API

CloudStack expects that a customer will have their own user provisioning infrastructure.
It provides APIs to integrate with these existing systems where the systems call out to
CloudStack to add/remove users..

CloudStack supports pluggable authenticators. By default, CloudStack assumes it is
provisioned with the user’ s password, and as a result authentication is done locally.
However, external authentication is possible as well. For example, see Using an LDAP

Server for User Authentication.

20.2. Allocators

CloudStack enables administrators to write custom allocators that will choose the Host to

place a new guest and the storage host from which to allocate guest virtual disk images.

20.3. User Data and Meta Data

CloudStack provides API access to attach user data to a deployed VM. Deployed VMs also
have access to instance metadata via the virtual router.

User data can be accessed once the IP address of the virtual router is known. Once the IP

address is known, use the following steps to access the user data:

1. Run the following command to find the virtual router.
# cat /var/lib/dhclient/dhclient-ethO.leases | grep dhcp-server—identifier | tail -1

2. Access user data by running the following command using the result of the above command
# curl http://10.1.1.1/1latest/user-data

Meta Data can be accessed similarly, using a URL of the form http://10.1.1.1/latest/meta-
data/{metadata type}. (For backwards compatibility, the previous URL http://10.1.1.1/
latest/{metadata type} is also supported.) For metadata type, use one of the following:

- service-offering. A description of the VMs service offering

' http://docs.cloudstack.org/CloudStack_Documentation/Developer's_Guide%3A_CloudStack

? http://docs.cloudstack.org/CloudStack Documentation/API Reference%3A_CloudStack
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#F 20. CloudStack API

- availability-zone. The Zone name

- local-ipv4. The guest IP of the VM

+ local-hostname. The hostname of the VM

- public-ipv4. The first public IP for the router. (E.g. the first IP of eth2)
+ public-hostname. This is the same as public-ipv4

+ instance-id. The instance name of the VM
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Tuning

This section provides tips on how to improve the performance of your cloud.

21.1. ZAEEREAA,
PR T T LA AR BB B, T LU PR B RAO R, A TR
R ) B S A

21.2. HghniE A e sl IR
IMREE AR R B EE, TR G TR AR, B,

1. Z%w#E Tomcat RATZHTENE.

/etc/cloud/management/tomcat6.conf

2. 5482 M- XmxNNNmESC Ay B v BUE AN
FIA0, R AR B A - Xmx128m, MR- Xmx1024me} 5 &
3. EFKENERR S AR

# service cloudstack-management restart

HLEH, #EH Tomcat Wiki. 'BJ"FAQ: Memory"

21.3. BT ERHE SR/

SR BMySQUERHE R A RIRLIRRE (R E A, [ & BORHE 5 ZE RO 22 Ak H 8

1. Edit the MySQL configuration file:

/etc/my.cnf

2. F£ [mysqld] FHALL N TEE datadir, FAHEAEHEUE - EFERCCREHN S 40% ofViLEE, W
FRMySQLELE B AR R [m] — AR B@70% ofRiiEle, AnRMySQLEZM L AIfAARAS, LAHEFR
I, RLERER 1024M:

innodb_buffer_pool_size=700M

3. EFUZH) MySqQL

# service mysqld restart

2B, 2R MySQL Reference Manuale]"\j "The InnoDB Buffer Pool"

' http://wiki.apache.org/tomcat/FAQ/Memory

2 http://dev.mysql.com/doc/refman/5.5/en/innodb-buffer-pool.html
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#Z 21. Tuning

21.4. Set and Monitor Total VM Limits per Host

CloudStack HHEFREEHEAHE AL VHEEKS, MRBIBNEEERAWIRAR, 1
FETREAR I FE R - SEMEER 2 AR, DU ERERM A DR, EEEEE g bE
YRR R AR B IR - SIREERNBREEE UE, ISR KE, RZRMEM CloudStackEiEixl
RERCEM HR B TR (E - PERFEL O B AR 0T B, MR TP BRI A B E L & FURZ T, LUAHF BT
ARG - g0, ARANE M, RREEEMERREN — 6 T, TES R RSN E RS
K (N-1) *(BEERRED, —EREEIIRHBE, FHEM CloudStack(f fI & /A 1L £ S
A ECE SR

21.5. #ZEXenServer domOEr[EES

L EXenServer domOZAK 4 AL £ Al AEEE R domO, fifiXenServer A] DLFREHEE £ [EHEIRES o 1382940 MB o H
Eﬁ%—kfﬁfé‘ﬁﬁ, §¥Fyﬂ€itrix Knowledgebase Articloa, JJ:IQ}‘C%Z\% XenServer 5.6Hﬁ$, 151@)%6}#&

3 http://support.citrix.com/article/CTX126531
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22.1. Events

An event is essentially a significant or meaningful change in the state of both virtual
and physical resources associated with a cloud environment. Events are used by monitoring
systems, usage and billing systems, or any other event-driven workflow systems to discern
a pattern and make the right business decision. In CloudStack an event could be a state
change of virtual or psychical resources, an action performed by an user (action events),
or policy based events (alerts).

22.1.1. Event Logs

There are two types of events logged in the CloudStack Event Log. Standard events log
the success or failure of an event and can be used to identify jobs or processes that
have failed. There are also long running Jjob events. Events for asynchronous jobs log
when a job is scheduled, when it starts, and when it completes. Other long running
synchronous jobs log when a job starts, and when it completes. Long running synchronous
and asynchronous event logs can be used to gain more information on the status of a
pending job or can be used to identify a job that is hanging or has not started. The

following sections provide more information on these events..

22.1.2. HEMAEH

F RN SRR L PR iR a5 TR A BARIET B CloudStack SEAFRYJTTE, FH-EENHE R RS 1FRE
THHH RIS AGE R o S RAE AT CloudStack TR S 5T B, #EH{F HAdvanced
Message Queuing Protocol (AMQP) % FualERk, TEXAYE(ERE AR R FIRabbitMQ AMQPZ i
REEHE, anfE—{EHEAE o AMQPZ P i & HEE A B B A A I AMQP AR S o Rlt.CloudStack HEFETE
AMQP 7] a3 2

HHRREECE IR B, W5 EMFE RSy, BEER, BR2EAEW - FE -~ #
BER ~ MRS ~ NBALP ~ PRI MR, AR (RS, SRR, (ERFEFEE—E
, BMARA SRS, EEEEFEE, DIE GG AR E R, P CloudStackF i (B
BIEEA: ~ (R SR BVBS Y D B IRIR RGOS F 1, #0E B2 S e HE

{58 FH 51
LUR By — LB A 1] 5

- Usage or Billing Engines: & =7J7E¥{# H TR LLEHST—/EE%ECloudStackE] H#]CloudStackZEE{E
, MR AEE A ERIPEM, A ER ST M rEEE e R

- AMQPIE(EFT LLZERR BT F i B TG 24E, AMQP message brokeri] LIEEft topic-basedi R HME

B RGET BT R AR AT LA I FECLoudStack /B R T4 ACIRES, $1RULE E/IAPLs, R Etopics-
basediT B KIESN, BRib24h, aTidAIRES T LLHR 2 E ~ i85 M IR S

RIRE
B CloudStackEHE | #ATUN — IR IRV EAVE I F B AN ERE, SUTREBG A REs
1. PBHFE' componentContext.xml

2. TEFsbean, 4 AeventNotificationBus, #IF:
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- name : fEE—H&HE

- server: RabbitMQ AMQP{d]fiR#sH44 MEEL IPALIE

- port: Rabbi tMQfa] R A% EATHYIEFTIR

- username: 77E{RabbithMQ filfR&F AR S (5 & % 78
- password : fFHIRabbitMQ fal AR A% AR S &S

» exchange: fERabbi tMQfd] e #eAZ 44 7

—{E & flbeant T

<bean id="eventNotificationBus" class="org.apache.cloudstack.mom.rabbitmq.RabbitMQEventBus">

<property name="name" value="eventNotificationBus"/>

<property name="server" value="127.0.0.1"/>

<property name="port" value="5672"/>

<property name="username" value="guest"/>

<property name="password" value="guest"/>
<property name="exchange" value="cloudstack-events"/>
</bean>

The eventNotificationBus bean fU3org.apache.cloudstack.mom.rabbitmq.RabbitMQEventBus
dg

ST

3. EHEE) Management Server

22.1.3. Standard Events

The events log records three types of standard events.
+ INFO. This event is generated when an operation has been successfully performed.
+ WARN. This event is generated in the following circumstances.

- When a network is disconnected while monitoring a template download.

- When a template download is abandoned.

+ When an issue on the storage server causes the volumes to fail over to the mirror
storage server.

- ERROR. This event is generated when an operation has not been successfully performed

22.1.4. Long Running Job Events

The events log records three types of standard events.
+ INFO. This event is generated when an operation has been successfully performed.
+ WARN. This event is generated in the following circumstances.

- When a network is disconnected while monitoring a template download.

- When a template download is abandoned.

+ When an issue on the storage server causes the volumes to fail over to the mirror
storage server.
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- ERROR. This event is generated when an operation has not been successfully performed

22.1.5. Event Log Queries

Database logs can be queried from the user interface. The list of events captured by the

system includes:

- Virtual machine creation, deletion, and on-going management operations
- Virtual router creation, deletion, and on-going management operations
- Template creation and deletion

- Network/load balancer rules creation and deletion

+ Storage volume creation and deletion

+ User login and logout

22.2. PRVEfRIARAS 4TSk

The CloudStack Management Server logs all web site, middle tier, and database activities
for diagnostics purposes in /var/log/cloudstack/management/. The CloudStack logs a
variety of error messages. We recommend this command to find the problematic output in the

Management Server log:.

HRR N ERSR, AMEE<2MME R, RAHEE RSS2 0L i i

grep —-i —E 'exception|unable|fail|invalid|leak|warn|error' /var/log/cloudstack/management/management—
server.log

CloudStackf@F B LIEID, AIRMFEBH, AHEBIECHES, A LIEH TIED, flan, wnREHE
DU BN R

2010-10-04 13:49:32,595 ERROR [cloud.vm.UserVmManagerImpl] (Job-Executor-11:job-1076) Unable to find
any host for [User|i-8-42-VM-untagged]

TAEIDRI s 1076, fn] LUBHEFMFAHRBIRY LI, (R LLIF S

grep "job-1076)" management-server.log

The CloudStack Agent Server logs its activities in /var/log/cloudstack/agent/.
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5

22.3. [EHF BRI ERFERNE R

il

/

JEAR
FEMARENEEL, EEBLinux NFS FRZSEHE] iSCSIA R

JR A
AABERINR R FHEMGEE, BERLNEER, RETEGRENEREEES

fETR T 5
E R LUNRE IR, FRH| R AU PROSEE, #E e E FAEMERAGER, F0-

echo “/export 192.168.1.0/24(rw,async,no_root_squash)” > /etc/exports

7

BIELL EFRS R0l & R K

ES &
% H CloudStack Installation GuideffJ"Secondary Storage"ZfiH HRE A4 ER

22.4. Recovering a Lost Virtual Router

SEAR
A virtual router is running, but the host is disconnected. A virtual router no longer
functions as expected.

JS A

The Virtual router is lost or down.

77
fRTR T %8
If you are sure that a virtual router is down forever, or no longer functions as expected,

destroy it. You must create one afresh while keeping the backup router up and running (it

is assumed this is in a redundant router setup):

+ Force stop the router. Use the stopRouter API with forced=true parameter to do so.

+ Before you continue with destroying this router, ensure that the backup router is
running. Otherwise the network connection will be lost.

+ Destroy the router by using the destroyRouter API.

Recreate the missing router by using the restartNetwork API with cleanup=false parameter.

For more information about redundant router setup, see Creating a New Network Offering.

For more information about the API syntax, see the API Reference at http://
docs.cloudstack.org/CloudStack Documentation/API Reference%3A CloudStackAPI Reference.
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AEREA e vCenter BETX IR HE(F

22.5. HEREIR AL vCenter MEA IEH E(E

AEAR
HEERB R EER, (H2FEvCenter (H R THEF

JF A
CloudStack B HE f F ¥ /1o A 2GS EARIEIHRRAOMERE LS, BESUEE vCenter HUAERERLFE AN
il

fRR T %
M vCenteriif MK A MEER

EEA- il

FEHE] 11.2, “Scheduled Maintenance and Maintenance Mode for Hosts”

22.6. Unable to deploy VMs from uploaded vSphere
template

N

When attempting to create a VM, the VM will not deploy.

JZH

If the template was created by uploading an OVA file that was created using vSphere
Client, it is possible the OVA contained an ISO image. If it does, the deployment of VMs
from the template will fail.

AP ES

Remove the ISO and re-upload the template.

22.7. Unable to power on virtual machine on VMware
SEAR

Virtual machine does not power on. You might see errors like:

- Unable to open Swap File

- Unable to access a file since it is locked

- Unable to access Virtual machine configuration

JR A

A known issue on VMware machines. ESX hosts lock certain critical virtual machine files

and file systems to prevent concurrent changes. Sometimes the files are not unlocked when
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the virtual machine is powered off. When a virtual machine attempts to power on, it can

not access these critical files, and the virtual machine is unable to power on.

P ES

See the following:

VMware Knowledge Base Article!

22.8. Load balancer rules fail after changing network

offering

EAR

After changing the network offering on a network, load balancer rules stop working.

JS A

Load balancing rules were created while using a network service offering that includes an
external load balancer device such as NetScaler, and later the network service offering

changed to one that uses the CloudStack virtual router.

fRTR T %8
Create a firewall rule on the virtual router for each of your existing load balancing

rules so that they continue to function.

" http://kb.vmware.com/selfservice/microsites/search.do?language=en_US&cmd=displayKC&externalld=10051/
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fitgk A. FRF

&

1
ag

|

CloudStack Al (LA MFERAEFD AR, 3T ZHFIA ZREGEBAVMAL, 52 S Configurationft i HE
FEH PRI ~ S Kofa e (3 i

Etc/GMT+12 Etc/GMT+11 Pacific/Samoa
Pacific/Honolulu US/Alaska America/Los_Angeles
Mexico/BajaNorte US/Arizona US/Mountain
America/Chihuahua America/Chicago America/Costa_Rica
America/Mexico City Canada/Saskatchewan America/Bogota
America/New_York America/Caracas America/Asuncion
America/Cuiaba America/Halifax America/La_Paz
America/Santiago America/St_Johns America/Araguaina
America/Argentina/ America/Cayenne America/Godthab
Buenos Aires

America/Montevideo Etc/GMT+2 Atlantic/Azores
Atlantic/Cape_Verde Africa/Casablanca Etc/UTC
Atlantic/Reykjavik Europe/London CET
Europe/Bucharest Africa/Johannesburg Asia/Beirut
Africa/Cairo Asia/Jerusalem Europe/Minsk
Europe/Moscow Africa/Nairobi Asia/Karachi
Asia/Kolkata Asia/Bangkok Asia/Shanghai
Asia/Kuala_ Lumpur Australia/Perth Asia/Taipei
Asia/Tokyo Asia/Seoul Australia/Adelaide
Australia/Darwin Australia/Brisbane Australia/Canberra
Pacific/Guam Pacific/Auckland
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Event Types

VM.CREATE

TEMPLATE . EXTRACT

SG.REVOKE. INGRESS

VM.DESTROY

TEMPLATE . UPLOAD

HOST .RECONNECT

VM.START TEMPLATE . CLEANUP MAINT.CANCEL
VM. STOP VOLUME. CREATE MAINT.CANCEL.PS
VM.REBOOT VOLUME.DELETE MAINT.PREPARE
VM. UPGRADE VOLUME . ATTACH MAINT.PREPARE.PS

VM.RESETPASSWORD

VOLUME.DETACH

VPN.REMOTE . ACCESS . CREATE

ROUTER. CREATE

VOLUME . UPLOAD

VPN.USER.ADD

ROUTER. DESTROY

SERVICEOFFERING.CREATE

VPN.USER.REMOVE

ROUTER. START

SERVICEOFFERING. UPDATE

NETWORK .RESTART

ROUTER. STOP

SERVICEOFFERING.DELETE

UPLOAD . CUSTOM. CERTIFICATE

ROUTER.REBOOT

DOMAIN.CREATE

UPLOAD.CUSTOM. CERTIFICATE

ROUTER. HA

DOMAIN.DELETE

STATICNAT.DISABLE

PROXY . CREATE

DOMAIN.UPDATE

SSVM. CREATE

PROXY . DESTROY

SNAPSHOT . CREATE

SSVM.DESTROY

PROXY .START

SNAPSHOT . DELETE

SSVM. START

PROXY .STOP

SNAPSHOTPOLICY . CREATE

SSVM. STOP

PROXY .REBOOT

SNAPSHOTPOLICY . UPDATE

SSVM.REBOOT

PROXY . HA

SNAPSHOTPOLICY .DELETE

SSVM.H

VNC. CONNECT

VNC.DISCONNECT

NET. TPASSIGN

NET. IPRELEASE

NET.RULEADD

NET.RULEDELETE

NET.RULEMODIFY

NETWORK . CREATE

NETWORK . DELETE

LB.ASSIGN.TO.RULE

LB.REMOVE.FROM.RULE

LB.CREATE

LB.DELETE

LB.UPDATE

USER.LOGIN

USER. LOGOUT

USER.CREATE

USER.DELETE

USER.UPDATE

USER.DISABLE

TEMPLATE . CREATE

TEMPLATE . DELETE

TEMPLATE . UPDATE

TEMPLATE . COPY

TEMPLATE . DOWNLOAD . START

TEMPLATE . DOWNLOAD . SUCCESS

TEMPLATE . DOWNLOAD . FAILED

ISO.CREATE ISO.DELETE 1S0.COPY
ISO.ATTACH I1SO.DETACH I1SO.EXTRACT
1SO. UPLOAD SERVICE.OFFERING.CREATE SERVICE.OFFERING.EDIT

SERVICE.OFFERING.DELETE

DISK.OFFERING.CREATE

DISK.OFFERING.EDIT

DISK.OFFERING.DELETE

NETWORK . OFFERING.CREATE

NETWORK.OFFERING.EDIT

NETWORK . OFFERING.DELETE

POD.CREATE

POD.EDIT

POD.DELETE

ZONE . CREATE

ZONE.EDIT

ZONE.DELETE

VLAN. IP.RANGE. CREATE

VLAN. IP.RANGE.DELETE

CONFIGURATION.VALUE.EDIT

SG.AUTH. INGRESS
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The following is the list of alert type numbers. The current alerts can be found by
calling listAlerts.

MEMORY = 0O

CPU =1

STORAGE =2

STORAGE_ALLOCATED = 3

PUBLIC_IP = 4

PRIVATE_IP = 5

HOST = 6

USERWM = 7

DOMAIN_ROUTER = 8

CONSOLE_PROXY = 9

ROUTING = 10// lost connection to default route (to the gateway)

STORAGE_MISC = 11 // lost connection to default route (to the gateway)

USAGE_SERVER = 12 // lost connection to default route (to the gateway)

MANAGMENT NODE = 13 // lost connection to default route (to the gateway)

DOMAIN_ROUTER_MIGRATE = 14

CONSOLE_PROXY_MIGRATE = 15

USERVM_MIGRATE = 16

VLAN = 17

SSWM = 18

USAGE_SERVER_RESULT = 19
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STORAGE_DELETE = 20;

UPDATE_RESOURCE_COUNT = 21; //Generated when we fail to update the resource count

USAGE_SANITY_RESULT = 22;

DIRECT_ATTACHED_PUBLIC_IP = 23;

LOCAL_STORAGE = 24;

RESOURCE_LIMIT_EXCEEDED = 25; //Generated when the resource limit exceeds the 1limit. Currently used for
recurring snapshots only
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