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Nicira NVPIgH/

1.1. Nicira NVP Plugin/ 4R

The Nicira NVP plugin adds Nicira NVP as one of the available SDN implementations in
CloudStack. With the plugin an exisiting Nicira NVP setup can be used by CloudStack to
implement isolated guest networks and to provide additional services like routing and NAT.

1.2. Nicira NVPIH{HERE,

The following table lists the CloudStack network services provided by the Nicira NVP
Plugin.

FH 1.1. Supported Services

Network Service CloudStack version NVP version

Virtual Networking >= 4.0 >= 2.2.1
Source NAT >= 4.1 >= 3.0.1
Static NAT >= 4.1 >= 3.0.1
Port Forwarding >= 4.1 >= 3.0.1

The Virtual Networking service was originally called 'Connectivity' in CloudStack 4.0

The following hypervisors are supported by the Nicira NVP Plugin.

§E$§ 1.2. Supported Hypervisors

Hypervisor CloudStack version
XenServer >= 4.0
KVM >= 4.1

Please refer to the Nicira NVP configuration guide on how to prepare the hypervisors
for Nicira NVP integration.







Configuring the Nicira NVP Plugin

2.1. SFEIER

TERE FNicira NVP #f{ER], #HSEEHE NVP Controller o #5
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- NVP ControllerfJIPArit
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+ The UUID of the Gateway Service used to provide router and NAT services.

The gateway service uuid is optional and is used for Layer 3 services only (SourceNat,
StaticNat and PortForwarding)

2.2. Zone Configuration

CloudStack needs to have at least one physical network with the isolation method set to
"STT". This network should be enabled for the Guest traffic type.

The Guest traffic type should be configured with the traffic label that matches the
name of the Integration Bridge on the hypervisor. See the Nicira NVP User Guide for
more details on how to set this up in XenServer or KVM.

#  Infrastructure » Zomes “ MCCDZone

| & Refresh |
Details ‘ Compute and Storage Physical Network Resources System Vs Settings
Name State Isolation method Actions
MCCD Mgmt ) Enabled WLAN x®
MCCD Guest @ Enabled STT 2®




ﬁ? 2. Configuring the Nicira NVP Plugin

2.3. KRB RIEE

The Nicira NVP provider is disabled by default. Navigate to the "Network Service

Providers" configuration of the physical network with the STT isolation type. Navigate to

the Nicira NVP provider and press the "Enable Provider" button.

CloudStack 4.0 does not have the Ul interface to configure the Nicira NVP plugin.
Configuration needs to be done using the API directly.

# \ Infrastructure “ Zonmes » MCCDZome » MCCDGuest “ MNetwork Service Providers “ Nicira Nvp |

Name Details
NetScaler
Virtual Router : I m I 2% Wigw Devices >
Nicira Nvp

BigSwitch Vns
MName Nicira Nvp
Cizco WNMC
WidoNet

State Enabled
WVPC Wirtual Router

F5

SRX

2.4. Device Management

In CloudStack a Nicira NVP setup is considered a "device" that can be added and removed
from a physical network. To complete the configuration of the Nicira NVP plugin a device
needs to be added to the physical network. Press the "Add NVP Controller" button on the
provider panel and enter the configuration details.




Network Offerings

F Add Nvp Controller

IP Address:

Usermame:

Password:

Number of Retries: [2

Transport Zone |
Uuid:

L3 Gateway Senice |
Uuid:

| Cancel |

2.5. Network Offerings

Using the Nicira NVP plugin requires a network offering with Virtual Networking enabled
and configured to use the NiciraNvp element. Typical use cases combine services from the
Virtual Router appliance and the Nicira NVP plugin.

FH& 2.1. Isolated network offering with regular services from the Virtual Router.

Service Provider

VPN VirtualRouter
DHCP VirtualRouter
DNS VirtualRouter
Firewall VirtualRouter
Load Balancer VirtualRouter
User Data VirtualRouter
Source NAT VirtualRouter
Static NAT VirtualRouter
Post Forwarding VirtualRouter
Virtual Networking NiciraNVP




% 2. Configuring the Nicira NVP Plugin

'f Add network offering

“Mame: [NiciraNVPL2SNAT

* Description: [NVP Isolated Network with SNAT

Metwork Rate |
(Mbfs):

Guest Type: |Iso|ated

Persistent :
Specify VLAN:
VPC:

Supported Semvices: Static MAT | WirtualRa :l t
Provider:
Port Forwarding:

Fort Forwarding | VirtualRo ﬂ

Provider:

Security Groups:
MetworkACL:

Wirtual
Metworking:

virtual Networking | NiciraMvp [=]

Provider:

System Offering: |System Offering For Software Rout |Z|

Redundant router
capability:

Supported Source | Per account
MAT type: | |ZI

Conserve mode:

Tags: [MCCD Guest

o | (EER

The tag in the network offering should be set to the name of the physical network with
the NVP provider.

Isolated network with network services. The virtual router is still required to provide
network services like dns and dhcp.

FHk 2.2, Isolated network offering with network services

Service Provider
DHCP VirtualRouter
DNS VirtualRouter




Network Offerings

Service Provider

User Data VirtualRouter
Source NAT NiciraNVP
Static NAT NiciraNVP
Post Forwarding NiciraNVP
Virtual Networking NiciraNVP







Using the Nicira NVP plugin with VPC

3.1. Supported VPC features

The Nicira NVP plugin supports CloudStack VPC to a certain extent. Starting with
CloudStack version 4.1 VPCs can be deployed using NVP isolated networks.

It is not possible to use a Nicira NVP Logical Router for as a VPC Router

It is not possible to connect a private gateway using a Nicira NVP Logical Switch

3.2. VPC Offering with Nicira NVP

To allow a VPC to use the Nicira NVP plugin to provision networks, a new VPC offering
needs to be created which allows the Virtual Networking service to be implemented by
NiciraNVP.

This is not currently possible with the UI. The API does provide the proper calls to
create a VPC offering with Virtual Networking enabled. However due to a limitation
in the 4.1 API it is not possible to select the provider for this network service.
To configure the VPC offering with the NiciraNVP provider edit the database table
'vpc_offering service map' and change the provider to NiciraNvp for the service
"Connectivity'

It is also possible to update the default VPC offering by adding a row to the

"vpc_offering service map' with service 'Connectivity' and provider 'NiciraNvp'

1 e [SELECT * FROM cloud.vpc offering service map;

Fiter O e g2 b i |Fle B 7y | Autosize T
id wpc_offering_id SEMVice provider created

po[1 1 Gateway YWpcVintualRouter 2012-10-25 13:46:20
3 1 StaticMat YWpcVirtualRouter 2012-10-25 13:46:20
b 1 Chep YWpcVirtualRouter 2012-10-25 13:46:20
7 1 MetworeACL  VpcVintualRouter 2012-10-25 13:46:20
5 1 Vpn WpcVitualRouter 2012-10-25 13:46:20
11 1 Ons VpcVitualRouter 2012-10-25 13:46:20
13 1 SourceMat WpcVitualRouter 2012-10-25 13:.46:20
15 1 Lb VpcVinualRouter 2012-10-25 13:46:20
17 1 FortForwarding VpcVintualRouter 2012-10-25 13.46:20
19 1 UserDiata YWpcVirtualRouter 2012-10-25 13:46:20
21 1 Connectivity MiciraMvp 20130301 21:40:M

*r:m




ﬁ? 3. Using the Nicira NVP plugin with VPC

When creating a new VPC offering please note that the Ul does not allow you to select
a VPC offering yet. The VPC needs to be created using the API with the offering UUID.

3.3. VPC Network Offerings

The VPC needs specific network offerings with the VPC flag enabled. Otherwise these
network offerings are identical to regular network offerings. To allow VPC networks with

a Nicira NVP isolated network the offerings need to support the Virtual Networking service
with the NiciraNVP provider.

In a typical configuration two network offerings need to be created. One with the

loadbalancing service enabled and one without loadbalancing.

FHE 3.1. VPC Network Offering with Loadbalancing

Service Provider

VPN VpcVirtualRouter
DHCP VpcVirtualRouter
DNS VpcVirtualRouter
Load Balancer VpcVirtualRouter
User Data VpcVirtualRouter
Source NAT VpcVirtualRouter
Static NAT VpcVirtualRouter
Post Forwarding VpcVirtualRouter
NetworkACL VpcVirtualRouter
Virtual Networking NiciraNVP
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4.1. UUIDFARE /4

AR 2 CloudStack ERHERYS | EE . FENVP ControllerfH:

BEGRMEEEH HOEREN, REFE Lswitch o JIRAEIETE" Inmplemented "JfARE, FERERIFHE]
FRE ISR AIUUID

JEAER) H A —ELBER RS MBS HNics, & B OB A #LE FRUUID, F|#Fnicira_nvp_nic_mapFe

FiBETE NVP Controllerf#E, B AR ELARVEE A MRS, HFE T DIHREZNP
ControllerFHy4H) {4

4.2. ERHERKG

PAF A% R ANicira NVPIEHET NS i & b

Fekg 4.1. nicira_nvp nic_map

id auto incrementing id

logicalswitch uuid of the logical switch this port is
connected to

logicalswitchport uuid of the logical switch port for this
nic
nic the CloudStack uuid for this nic, reference

to the nics table

kg 4.2. external nicira_nvp devices

id auto incrementing id
uuid UUID identifying this device
physical network id the physical network this device is

configured on

provider name NiciraNVP

device_name display name for this device

host_id reference to the host table with the device
configuration

Feh% 4.3. nicira_nvp router map

id auto incrementing id
logicalrouter uuid uuid of the logical router
network id id of the network this router is linked to
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4. Nicira NVPIG{SREEEEGE

nicira nvp router map is only available in CloudStack 4.1 and above

12



fiiek A. 2T ECER

&3] 0-0 Wed Oct 03 2012
Y ANVP Plugin 4.0.0-incubating R ZNEI4E

BET 1-0 Wed May 22 2013
Documentation updated for CloudStack 4.1.0

Hugo Trippaers hugo@apache.org

Hugo Trippaers hugo@apache.org

13


mailto:hugo@apache.org
mailto:hugo@apache.org

14



	CloudStack Nicira NVP Plugin 插​件​指​南​
	內容目錄
	章 1. Nicira NVP插​件​
	1.1. Nicira NVP Plugin介​紹​
	1.2. Nicira NVP插​件​特​色​

	章 2. Configuring the Nicira NVP Plugin
	2.1. 事​前​準​備​
	2.2. Zone Configuration
	2.3. 啟​用​服​務​提​供​者​
	2.4. Device Management
	2.5. Network Offerings

	章 3. Using the Nicira NVP plugin with VPC
	3.1. Supported VPC features
	3.2. VPC Offering with Nicira NVP
	3.3. VPC Network Offerings

	章 4. Nicira NVP插​件​疑​難​雜​症​
	4.1. UUID相​關​文​件​
	4.2. 資​料​庫​表​格​

	附錄 A. 修​訂​記​錄​

