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1.1. What I[s CloudStack?

CloudStack is an open source software platform that pools computing resources to build
public, private, and hybrid Infrastructure as a Service (IaaS) clouds. CloudStack
manages the network, storage, and compute nodes that make up a cloud infrastructure. Use
CloudStack to deploy, manage, and configure cloud computing environments.

Typical users are service providers and enterprises. With CloudStack, you can:

- Set up an on-demand, elastic cloud computing service. Service providers can sell self
service virtual machine instances, storage volumes, and networking configurations over
the Internet.

- Set up an on-premise private cloud for use by employees. Rather than managing virtual
machines in the same way as physical machines, with CloudStack an enterprise can offer
self-service virtual machines to users without involving IT departments.

|
l-l-l-+|||
ARRERNN]

/‘_.!-

Virtualized Networking Storage
Servers

1.2. CloudStackBEfft 47

Z Fhtlypervisor ¥ £f

CloudStack works with a variety of hypervisors, and a single cloud deployment can contain
multiple hypervisor implementations. The current release of CloudStack supports pre—
packaged enterprise solutions like Citrix XenServer and VMware vSphere, as well as KVM or

Xen running on Ubuntu or CentOS.
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CloudStack provides an APl that gives programmatic access to all the management

features available in the UI. The API is maintained and documented. This API enables the
creation of command line tools and new user interfaces to suit particular needs. See the
Developer’ s Guide and API Reference, both available at Apache CloudStack Guides' and
Apache CloudStack API Reference® respectively.

CloudStack A[ffi#4&[MallocationZEty RVFXf et ME N EAL AR Nal locator RAY
. ZAllocatorSEHFE S (http://docs.cloudstack.org/CloudStack Documentation/

Allocator Implementation Guide) .
e A
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1.3. Deployment Architecture Overview

A CloudStack installation consists of two parts: the Management Server and the cloud
infrastructure that it manages. When you set up and manage a CloudStack cloud, you
provision resources such as hosts, storage devices, and IP addresses into the Management

Server, and the Management Server manages those resources.

The minimum production installation consists of one machine running the CloudStack
Management Server and another machine to act as the cloud infrastructure (in this case,
a very simple infrastructure consisting of one host running hypervisor software). In
its smallest deployment, a single machine can act as both the Management Server and the

hypervisor host (using the KVM hypervisor).

! http://cloudstack.apache.org/docs/en-US/index.html

® http://cloudstack.apache.org/docs/api/index.html
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Management Hypervisor

Server

Machine 1 Machine 2

Simplified view of a basic deployment

A more full-featured installation consists of a highly-available multi-node Management
Server installation and up to tens of thousands of hosts using any of several advanced
networking setups. For information about deployment options, see the "Choosing a
Deployment Architecture" section of the $PRODUCT; Installation Guide.
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1.3.2. Cloud Infrastructure Overview

The Management Server manages one or more zones (typically, datacenters) containing host
computers where guest virtual machines will run. The cloud infrastructure is organized as

follows:

- Zone: Typically, a zone is equivalent to a single datacenter. A zone consists of one or

more pods and secondary storage.

- Pod: A pod is usually one rack of hardware that includes a layer-2 switch and one or

more clusters.
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+ Cluster: A cluster consists of one or more hosts and primary storage.

- Host: A single compute node within a cluster. The hosts are where the actual cloud

services run in the form of guest virtual machines.

- Primary storage is associated with a cluster, and it stores the disk volumes for all the
VMs running on hosts in that cluster.

- Secondary storage is associated with a zone, and it stores templates, ISO images, and
disk volume snapshots.

Zone

Secondary

Pod
Storage

Cluster

Primary

Storage

Nested organization of a zone
More Information

For more information, see documentation on cloud infrastructure concepts.

1.3.3. MLt
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2.1. About Regions

To increase reliability of the cloud, you can optionally group resources into multiple
geographic regions. A region is the largest available organizational unit within a
CloudStack deployment. A region is made up of several availability zones, where each
zone is roughly equivalent to a datacenter. Each region is controlled by its own cluster
of Management Servers, running in one of the zones. The zones in a region are typically
located in close geographical proximity. Regions are a useful technique for providing
fault tolerance and disaster recovery.

By grouping zones into regions, the cloud can achieve higher availability and scalability.
User accounts can span regions, so that users can deploy VMs in multiple, widely-dispersed
regions. Even if one of the regions becomes unavailable, the services are still available
to the end-user through VMs deployed in another region. And by grouping communities of
zones under their own nearby Management Servers, the latency of communications within

the cloud is reduced compared to managing widely-dispersed zones from a single central
Management Server.

Usage records can also be consolidated and tracked at the region level, creating reports
or invoices for each geographic region.

Region
Zone
fane
Pod
Secondary
Storage -
Cluster

Zane

Primary

Storage -

A region with multiple zones

Regions are visible to the end user. When a user starts a guest VM, the user must select
a region for their guest. Users might also be required to copy their private templates to
additional regions to enable creation of guest VMs using their templates in those regions.

2.2. KT Bk

A zone is the second largest organizational unit within a CloudStack deployment. A zone

typically corresponds to a single datacenter, although it is permissible to have multiple
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zones in a datacenter. The benefit of organizing infrastructure into zones is to provide
physical isolation and redundancy. For example, each zone can have its own power supply
and network uplink, and the zones can be widely separated geographically (though this is
not required) .
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Zone
Pod Secondary
Storage
Cluster

Primary

Storage

Nested organization of a zone
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2.3. FTFPOD

A pod often represents a single rack. Hosts in the same pod are in the same subnet. A
pod is the second-largest organizational unit within a CloudStack deployment. Pods are
contained within zones. Each zone can contain one or more pods. A pod consists of one or
more clusters of hosts and one or more primary storage servers. Pods are not visible to
the end user.

Pod

Cluster

Primary

Storage

A simple pod

2.4. RTEHE

A cluster provides a way to group hosts. To be precise, a cluster is a XenServer server
pool, a set of KVM servers, , or a VMware cluster preconfigured in vCenter. The hosts in
a cluster all have identical hardware, run the same hypervisor, are on the same subnet,
and access the same shared primary storage. Virtual machine instances (VMs) can be live-
migrated from one host to another within the same cluster, without interrupting service to
the user.

EREEART M B = RAS BN, \nilB \nfBHERE TpodZ &, TMpodEE T zoneZ T o EEEHIA/N
BURT T EBINLEE - KEEEN FEATEW; 7 LRESE
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Cluster

Primary

Storage

A simple cluster
AP ARVE R E T H 2 DR

Even when local storage is used exclusively, clusters are still required organizationally,
even if there is Jjust one host per cluster.
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2.5. KTEE

T8 FEMLE R MBI EAL o 8 EVLBITRE R WL R EAAN AT E TR - 8018 VAR R
MU RIB TR EBIAL o til— 8 ThvmSLFERIRS 28, — 1B XenServer [R5 3%, i —1
ESXi RS #E AT LIME R TE M -

fEENAECIoudStackERE H /B TR/ NYHL BT - TEEN B & TRET, ERARETRELS, WX
BERER (RTEZHEM & Lzone>pod>cluster>host) ©

CloudStackE & HITE EHL:

- Provide the CPU, memory, storage, and networking resources needed to host the virtual

machines
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+ Scale Computing for NFS
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2.8.1. EARRXBHGHERE
U AL, X R — MR R E ST X R R R B AR
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+ Management. When CloudStack's internal resources communicate with each other, they
generate management traffic. This includes communication between hosts, system VMs (VMs
used by CloudStack to perform various tasks in the cloud), and any other component that
communicates directly with the CloudStack Management Server. You must configure the IP
range for the system VMs to use.

.

Hefl 155 F BRI BRI R e & F SRS A R R

I H o AN R interneth PR A AT B, BTN R KLU EC AT AET5 R A i pdt bk o 205
F PRI LA FCloudStack UIERIG—~ip, FRMIER RSN LN Hnat o & . KB ip
Hotk o

+ Storage. While labeled "storage" this is specifically about secondary storage, and
doesn't affect traffic for primary storage. This includes traffic such as VM templates
and snapshots, which is sent between the secondary storage VM and secondary storage
servers. CloudStack uses a separate Network Interface Controller (NIC) named storage
NIC for storage network traffic. Use of a storage NIC that always operates on a high
bandwidth network allows fast template and snapshot copying. You must configure the IP
range to use for the storage network.
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« Public. Public traffic is generated when VMs in the cloud access the Internet. Publicly
accessible IPs must be allocated for this purpose. End users can use the CloudStack
Ul to acquire these IPs to implement NAT between their guest network and the public
network, as described in “Acquiring a New IP Address” in the Administration Guide.

+ Storage. While labeled "storage" this is specifically about secondary storage, and
doesn't affect traffic for primary storage. This includes traffic such as VM templates
and snapshots, which is sent between the secondary storage VM and secondary storage
servers. CloudStack uses a separate Network Interface Controller (NIC) named storage
NIC for storage network traffic. Use of a storage NIC that always operates on a high
bandwidth network allows fast template and snapshot copying. You must configure the IP
range to use for the storage network.

These traffic types can each be on a separate physical network, or they can be combined
with certain restrictions. When you use the Add Zone wizard in the Ul to create a new
zone, you are guided into making only valid choices.

2.8.4. X ERZIPHLE

1 P R B B, B TT LRI AISNI I  e AMF F  SXE RIS TT DUBSRRIX Jot, AR B BT A Bk
P AT AR — A ROk S A, TR, A TR A T DU R X e R 4%
HIFER o MARHE Lo —MVLAN 1D, IPTEEAIN S o A RFEMIE, AOEHEATTHSRMET L5
(9% o

2.8.5. Advanced Zone Public IP Addresses

(PR LT, B HE A R] LA AN 4 R AR o aX Ee ka2 ] DLBSREIX 88, FHR Bt Pk
P B ATR DAE — A BRI RN, EXFRE LT, RATRERIR T AT DL E X K 4%
HIEER o PILRHE O —VLAN 1D, IPYBEREAIM K © NRFEIE, RAGUEHEHAATRLRMENRT LA
AOPIZE o

2.8.6. System Reserved [P Addresses

In each zone, you need to configure a range of reserved IP addresses for the management
network. This network carries communication between the CloudStack Management Server and
various system VMs, such as Secondary Storage VMs, Console Proxy VMs, and DHCP.

The reserved IP addresses must be unique across the cloud. You cannot, for example, have a
host in one zone which has the same private IP address as a host in another zone.

The hosts in a pod are assigned private I[P addresses. These are typically RFC1918
addresses. The Console Proxy and Secondary Storage system VMs are also allocated private
IP addresses in the CIDR of the pod that they are created in.

Make sure computing servers and Management Servers use I[P addresses outside of the

System Reserved IP range. For example, suppose the System Reserved IP range starts at
192.168.154.2 and ends at 192.168.154.7. CloudStack can use .2 to .7 for System VMs. This
leaves the rest of the pod CIDR, from .8 to .254, for the Management Server and hypervisor
hosts.

In all zones:

11
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Provide private IPs for the system in each pod and provision them in CloudStack.

For KVM and XenServer, the recommended number of private IPs per pod is one per host. If

you expect a pod to grow, add enough private IPs now to accommodate the growth.
In a zone that uses advanced networking:

For zones with advanced networking, we recommend provisioning enough private IPs for your
total number of customers, plus enough for the required CloudStack System VMs. Typically,
about 10 additional IPs are required for the System VMs. For more information about System

VMs, see Working with System Virtual Machines in the Administrator's Guide.

When advanced networking is being used, the number of private IP addresses available in
each pod varies depending on which hypervisor is running on the nodes in that pod. Citrix
XenServer and KVM use link-local addresses, which in theory provide more than 65,000
private IP addresses within the address block. As the pod grows over time, this should

be more than enough for any reasonable number of hosts as well as IP addresses for guest
virtual routers. VMWare ESXi, by contrast uses any administrator-specified subnetting
scheme, and the typical administrator provides only 255 IPs per pod. Since these are
shared by physical machines, the guest virtual router, and other entities, it is possible

to run out of private IPs when scaling up a pod whose nodes are running ESXi.

To ensure adequate headroom to scale private IP space in an ESXi pod that uses advanced

networking, use one or both of the following techniques:

- Specify a larger CIDR block for the subnet. A subnet mask with a /20 suffix will provide
more than 4,000 IP addresses.

+ Create multiple pods, each with its own subnet. For example, if you create 10 pods and
each pod has 255 IPs, this will provide 2,550 IP addresses.

12
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3.2. Using an LDAP Server for User Authentication

You can use an external LDAP server such as Microsoft Active Directory or ApacheDS to
authenticate CloudStack end-users. Just map CloudStack accounts to the corresponding LDAP
accounts using a query filter. The query filter is written using the query syntax of the
particular LDAP server, and can include special wildcard characters provided by CloudStack
for matching common values such as the user’ s email address and name. CloudStack will
search the external LDAP directory tree starting at a specified base directory and return
the distinguished name (DN) and password of the matching user. This information along with

the given password is used to authenticate the user..

To set up LDAP authentication in CloudStack, call the CloudStack API command ldapConfig
and provide the following:
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- Hostname or IP address and listening port of the LDAP server
- Base directory and query filter

+ Search user DN credentials, which give CloudStack permission to search on the LDAP
server

+ SSL keystore and password, if SSL is used

3.2.1. LDAPHC & fy &£
A THEARZETAIEG, RFBEHEFHCloudStack APTRYEEANE S, XTETF & & S A JHF .

LUN 7R T id@id ApacheDS LDAPAR S5 a5l 1dapConfign & HIFE

http://127.0.0.1:8080/client/api?command=1dapConfig&hostname=127.0.0.1&searchbase=ou
%3Dtesting%2Co%3Dproject&queryfilter=%28%26%28uid%3D%25u%29%29&binddn=cn%3DJohn+Singh%2Cou
%3Dtesting%2Co%project&bindpass=secret&port=10389&ssl=true&truststore=C%3A%2Fcompany%2Finfo
%2Ftrusted.ks&truststorepass=secret&response=json&apiKey=YourAPIKey&signature=YourSignatureHash

2 FIURLL A TSRS . 3X B — Il - 150B 14T URL YR Y -

http://127.0.0.1:8080/client/api?command=1dapConfig
&hostname=127.0.0.1
&searchbase=ou=testing,o=project
&queryfilter=(&(%uid=%u))
&binddn=cn=John+Singh,ou=testing,o=progject
&bindpass=secret

&port=10389

&ssl=true
&truststore=C:/company/info/trusted.ks
&truststorepass=secret

&response=json
&apiKey=YourAPIKey&signature=YourSignatureHash

DR T SIESEREUR S . X8E, BREET —MRFINNHA. 2 Tk T I
A&

http://10.147.29.101:8080/client/api?command=1dapConfig&hostname=10.147.28.250&searchbase=0U%3Dtesting
%2CDC%3Dcompany&queryfilter=%28%26%28mail%3D%25e%29%29 &binddn=CN%3DAdministrator%2COU%3Dtesting®%2CDC
%3Dcompany&bindpass=1111_aaaa&port=389&response=json&apiKey=YourAPIKey&signature=YourSignatureHash

FTRRYUDETT R T /R ZRIE RS 1dapConf i s Z BT R — LU .

3.2.2. Search Base

An LDAP query is relative to a given node of the LDAP directory tree, called the search
base. The search base is the distinguished name (DN) of a level of the directory tree
below which all users can be found. The users can be in the immediate base directory or
in some subdirectory. The search base may be equivalent to the organization, group, or
domain name. The syntax for writing a DN varies depending on which LDAP server you are
using. A full discussion of distinguished names is outside the scope of our documentation.
The following table shows some examples of search bases to find users in the testing
department. .

LDAP Server Example Search Base DN

ApacheDS ou=testing,o=project

14



LDAP Server Example Search Base DN

Active Directory OU=testing, DC=company

3.2.3. EiHERS

The query filter is used to find a mapped user in the external LDAP server. The

query filter should uniquely map the CloudStack user to LDAP user for a meaningful
authentication. For more information about query filter syntax, consult the documentation
for your LDAP server.

The CloudStack query filter wildcards are:

%u R4
%e HI A 1k
%n w2

NEEE T B IRERTES E K. FFES B SRR R IGH SE

If the CloudStack user name is the same as the LDAP user 1D:

(uid=%u)

If the CloudStack user name is the LDAP display name:

(displayName=%u)

] FIRR A bk e A — D

(mail=%e)

3.2.4. Search User Bind DN
The bind DN is the user on the external LDAP server permitted to search the LDAP directory

within the defined search base. When the DN is returned, the DN and passed password are
used to authenticate the CloudStack user with an LDAP bind. A full discussion of bind DNs
is outside the scope of our documentation. The following table shows some examples of bind
DNs.

LDAP Server Example Bind DN

ApacheDS cn=Administrator,dc=testing,ou=project,ou=org

Active Directory CN=Administrator, OU=testing, DC=company,
DC=com

3.2.5. SSL Keystoref{2 fl& i

HIEELDAP REEREISRSSL, RFEELE1dapConfigii S H@ T E E S ssl, truststorefll
truststorepassffH AR o FEM#HSSL Xf1dapConfig XL HI, VRFEEA1SFEILDAPARSS o8 7 (F F AL+
BB EEBRAEGE T o /R FF ZAE R B AE A I AR E
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User Services Overview

In addition to the physical and logical infrastructure of your cloud, and the CloudStack
software and servers, you also need a layer of user services so that people can actually
make use of the cloud. This means not Jjust a user UI, but a set of options and resources
that users can choose from, such as templates for creating virtual machines, disk storage,
and more. If you are running a commercial service, you will be keeping track of what
services and resources users are consuming and charging them for that usage. Even if you
do not charge anything for people to use your cloud — say, if the users are strictly
internal to your organization, or just friends who are sharing your cloud — you can still
keep track of what services they use and how much of them.

4.1. Service Offerings, Disk Offerings, Network

Offerings, and Templates

A user creating a new instance can make a variety of choices about its characteristics and
capabilities. CloudStack provides several ways to present users with choices when creating

a new instance:

+ Service Offerings, defined by the CloudStack administrator, provide a choice of CPU
speed, number of CPUs, RAM size, tags on the root disk, and other choices. See Creating

a New Compute Offering.

- Disk Offerings, defined by the CloudStack administrator, provide a choice of disk size

for primary data storage. See Creating a New Disk Offering.

- Network Offerings, defined by the CloudStack administrator, describe the feature set
that is available to end users from the virtual router or external networking devices on

a given guest network. See Network Offerings.

+ Templates, defined by the CloudStack administrator or by any CloudStack user, are the
base OS images that the user can choose from when creating a new instance. For example,
CloudStack includes CentOS as a template. See Working with Templates.

In addition to these choices that are provided for users, there is another type of service
offering which is available only to the CloudStack root administrator, and is used for
configuring virtual infrastructure resources. For more information, see Upgrading a

Virtual Router with System Service Offerings.
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http://<management-server—-ip-address>:8080/client

After logging into a fresh Management Server installation, a guided tour splash screen

appears. On later visits, you 11 be taken directly into the Dashboard.
2. WMRAREBEEE—RPM SRR, PJLOEFETEHPRZ —

SR RRE . WK A E R B CloudStack., I HARAEE T — AL B 7 5 R AT BE Ay S PR A T
%,mﬁhﬁﬁ.ﬁMH%%WLigAﬁTﬂ% ERZEAEE: — B AIHLAZEfTCloudStack
FrEINESTRBEAE . — D BRI AR SR BEAE XenServer BRKVM B AT UL : DAR— P ILERA I
S
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+ 1 have used CloudStack before. Choose this if you have already gone through a design
phase and planned a more sophisticated deployment, or you are ready to start scaling
up a trial cloud that you set up earlier with the basic setup screens. In the
Administrator Ul, you can start using the more powerful features of CloudStack, such
as advanced VLAN networking, high availability, additional network elements such as
load balancers and firewalls, and support for multiple hypervisors including Citrix

XenServer, KVM, and VMware vSphere.

REHE AN EREHIT .

3. IRBOZNIREE GO E — DIRVER . AROEFEREILE, KRR RIS — B .
IARIFERAERIA S, EEFES 5.1.4 T "ZiRoot I47 B,
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NHOERD PR ELE— PR 2 2 1

5.1.4. E¥Root 14>

During installation and ongoing cloud administration, you will need to log in to the UI as
the root administrator. The root administrator account manages the CloudStack deployment,
including physical infrastructure. The root administrator can modify configuration
settings to change basic functionality, create or delete user accounts, and take many
actions that should be performed only by an authorized person. When first installing
CloudStack, be sure to change the default password to a new, unique value.

1. fTIFURE OB Y38 H 15 (a3 NURL . IEE IPHEHE R s Ik O BEAR S5 B3 A0 TP,

http://<management-server—ip-address>:8080/client

2. fFHYFEiroot B AN IDAN O A5 UL » #1448 Hadmin/pawword o
3. millkH
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Using SSH Keys for Authentication

4. HBEEHAKS4
5. RiEEERF
6. HMEEHEAAPA
7.
Click the Change Password button. Jﬁ
8. WEAFE, RNEREHIA

5.2. Using SSH Keys for Authentication

In addition to the username and password authentication, CloudStack supports using SSH
keys to log in to the cloud infrastructure for additional security. You can use the
createSSHKeyPair API to generate the SSH keys.

Because each cloud user has their own SSH key, one cloud user cannot log in to another

cloud user's instances unless they share their SSH key files. Using a single SSH key pair,
you can manage multiple instances.

5.2.1. Creating an Instance Template that Supports SSH Keys
Create a instance template that supports SSH Keys.

1. Create a new instance by using the template provided by cloudstack.
For more information on creating a new instance, see

2. Download the cloudstack script from The SSH Key Gen Scriptlto the instance you have
created.

wget http://downloads.sourceforge.net/project/cloudstack/SSH%20Key%20Gen%20Script/cloud-set-guest-
sshkey.in?r=httpb3A%2F%2Fsourceforge.net%2Fprojects%2Fcloudstack%2Ffiles%2FSSH%2520Key%2520Gen%2520Script
%2F&ts=1331225219&use_mirror=iweb

3. Copy the file to /etc/init.d.
cp cloud-set-guest-sshkey.in /etc/init.d/

4. Give the necessary permissions on the script:
chmod +x /etc/init.d/cloud-set-guest-sshkey.in

5. Run the script while starting up the operating system:
chkconfig --add cloud-set-guest-sshkey.in

6. Stop the instance.

" http://sourceforge.net/projects/cloudstack/files/SSH%20Key%20Gen%20Script/
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5.2.2. Creating the SSH Keypair

You must make a call to the createSSHKeyPair api method. You can either use the CloudStack
Python API library or the curl commands to make the call to the cloudstack api.

For example, make a call from the cloudstack server to create a SSH keypair called

"keypair-doc" for the admin account in the root domain:

Ensure that you adjust these values to meet your needs. If you are making the API call
from a different server, your URL/PORT will be different, and you will need to use the
API keys.

1. Run the following curl command:

curl ——globoff "http://localhost:8096/?command=createSSHKeyPair&name=keypair-
doc&account=admin&domainid=5163440e-c44b-42b5-9109-ad75cae8e8a2"

The output is something similar to what is given below:

<?xml version="1.0" encoding="1S0-8859-1"7><createsshkeypairresponse
cloud-stack-version="3.0.0.20120228045507 "><keypair><name>keypair-doc</
name><fingerprint>f6:77:39:d5:5e:77:02:22:6a:d8:7f:ce:ab:cd:b3:56</fingerprint><privatekey>-—-—— BEGIN RSA
PRIVATE KEY-----
MITCXQIBAAKBgQCSydmnQ67jP61NoXdX3n0Z jQdrMAWNQZ7y5SrEudwDxplvhYci
dXYBeZVwakDVsU2MLG1/K+wefwefwefwefwefJyKJaogMKn7BperPD6n1wIDAQAB
AoGAdXaJ7uyZKeRDoy6wAOUMFOkSPbMZCR+UTIHNKS/E0/4U+61hMokmFSHtu
mfDZ1kGGDYhMsdytjDBzt1jawfawfeawefawfawfawQQDCjEsoRdgkduTy
QpbSGDIallJsc+XNDx2fgRinDsxX1/zJYXTKRhS1/LIPHBw/brW8vzxh01SOrwm7
VvemkkgpAKEAWSeEw394LYZ1EVv395arOMLRVTVLwpo54,jC4tsOxQCB11oocK
1YaocpkOyBqqOUSBawf T1DCuLXSdvBo1Xz5ICTM19vgvEp/+kMuECQBzm
nVo8b2Gvyagqt/KEQo8wzH2THghZ1qQ1QRhIeJG2aissEacF6bGB20Z71gim5L14
4KR70eEToyCLC2k+02UCQQACTrniSnWKtDVoVqeK/zbB32JhW3Wullv5p5zUEcd
KfEEuzcCUIxtJYTahJ1pv1FkQ8anpuxjSEDp8x/18bq3

</privatekey></keypair></createsshkeypairresponse>

2. Copy the key data into a file. The file looks like this:

MITCXQIBAAKBgQCSydmnQ67jP61NoXdX3noZ jQdrMAWNQZ7y5SrEudwDxplvhYci
dXYBeZVwakDVsU2MLG1/K+wefwefwefwefwefJyKJaogMKn7BperPD6n1wIDAQAB
AoGAdXaJTuyZKeRDoy6wAOUMFOkSPbMZCR+UTIHNKS/E0/4U+61hMokmFSHtu
mfDZ1kGGDYhMsdytjDBzt1jawfawfeawefawfawfawQQDCjEsoRdgkduTy
QpbSGDIallJsc+XNDx2fgRinDsxX1/zJYXTKRhS1/LIPHBw/brW8vzxh01SOrwm7
VvemkkgpAKEAWSeEw394LYZ1EVv395arOMLRVTVLwpo54,jC4tsOxQCB11oocK
1Yaocpk0yBqqOUSBawf IiDCuLXSdvBo1Xz5ICTM19vgvEp/+kMuECQBzm
nVo8b2Gvyagqt/KEQo8wzH2THghZ1qQ1QRh1eJG2aissEacF6bGB20Z71gim5L14
4KR70eEToyCLC2k+02UCQQACTrniSnWKtDVoVqeK/zbB32JhW3Wullv5p5zUEcd
KfEEuzcCUIxtJYTahJ1pv1FkQ8anpuxjSEDp8x/18bq3

3. Save the file.
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Creating an Instance

5.2.3. Creating an Instance

After you save the SSH keypair file, you must create an instance by using the template
that you created at % 5.2.1 T “ Creating an Instance Template that Supports SSH Keys”
Ensure that you use the same SSH key name that you created at §€ 5.2.2 ﬁ? “Creating the
SSH Keypair”

You cannot create the instance by using the GUI at this time and associate the
instance with the newly created SSH keypair.

A sample curl command to create a new instance is:

curl —-globoff http://localhost:<port number>/?command=deployVirtualMachine
\&zoneld=1\&serviceOfferingld=18727021-7556-4110-9322-d625b52¢0813\&template [d=e899c18a—
cel3-4bbf-98a9-625c5026e0b5\&securitygroupids=ff03f02f-9e3b-48f8-834d-91b822dad0c5\&account=admin
\&domainid=1\&keypair=keypair-doc

Substitute the template, service offering and security group IDs (if you are using the
security group feature) that are in your cloud environment.

5.2.4. Logging In Using the SSH Keypair

To test your SSH key generation is successful, check whether you can log in to the cloud

setup.

For exaple, from a Linux OS, run:

ssh -1 ~/.ssh/keypair—doc <ip address>

The -i parameter tells the ssh client to use a ssh key found at ~/.ssh/keypair-doc.

5.2.5. Resetting SSH Keys

With the API command resetSSHKeyForVirtualMachine, a user can set or reset the SSH keypair
assigned to a virtual machine. A lost or compromised SSH keypair can be changed, and the
user can access the VM by using the new keypair. Just create or register a new keypair,
then call resetSSHKeyForVirtualMachine.
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6.1. Overview of ProJjects

Projects are used to organize people and resources. CloudStack users within a single

ol

domain can group themselves into project teams so they can collaborate and share virtual
resources such as VMs, snapshots, templates, data disks, and IP addresses. CloudStack
tracks resource usage per project as well as per user, so the usage can be billed to
either a user account or a project. For example, a private cloud within a software company
might have all members of the QA department assigned to one project, so the company can
track the resources used in testing while the project members can more easily isolate
their efforts from other users of the same cloud

You can configure CloudStack to allow any user to create a new project, or you can
restrict that ability to just CloudStack administrators. Once you have created a project,
you become that project’ s administrator, and you can add others within your domain to the
project. CloudStack can be set up either so that you can add people directly to a project,
or so that you have to send an invitation which the recipient must accept. Project members
can view and manage all virtual resources created by anyone in the project (for example,
share VMs). A user can be a member of any number of projects and can switch views in

the CloudStack Ul to show only project-related information, such as project VMs, fellow

project members, project-related alerts, and so on.

The project administrator can pass on the role to another project member. The project
administrator can also add more members, remove members from the project, set new
resource limits (as long as they are below the global defaults set by the CloudStack
administrator), and delete the project. When the administrator removes a member from the
project, resources created by that user, such as VM instances, remain with the progject.
This brings us to the subject of resource ownership and which resources can be used by a

project.

Resources created within a project are owned by the project, not by any particular
CloudStack account, and they can be used only within the project. A user who belongs

to one or more projects can still create resources outside of those projects, and those
resources belong to the user’ s account; they will not be counted against the project’ s
usage or resource limits. You can create project-level networks to isolate traffic within
the project and provide network services such as port forwarding, load balancing, VPN, and
static NAT. A project can also make use of certain types of resources from outside the
project, if those resources are shared. For example, a shared network or public template
is available to any project in the domain. A project can get access to a private template
if the template’ s owner will grant permission. A project can use any service offering

or disk offering available in its domain; however, you can not create private service and

disk offerings at the project level..

6.2. FcEMH

Before CloudStack users start using projects, the CloudStack administrator must set up
various systems to support them, including membership invitations, limits on project

resources, and controls on who can create projects.
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6.2.1. Setting Up Invitations

CloudStack can be set up either so that project administrators can add people directly

to a project, or so that it is necessary to send an invitation which the recipient must
accept. The invitation can be sent by email or through the user’ s CloudStack account. If
you want administrators to use invitations to add members to projects, turn on and set up
the invitations feature in CloudStack.

1. LIEH AAPREFCloudStack SLH

2. In the left navigation, click Global Settings.

In the search box, type project and click the search button. . E

4. In the search results, you can see a few other parameters you need to set to control
how invitations behave. The table below shows global configuration parameters related

to project invitations. Click the edit button to set each parameter.

Configuration Parameters

project.invite.required Set to true to turn on the invitations
feature.
project.email.sender The email address to show in the From

field of invitation emails.

project.invite.timeout Amount of time to allow for a new member

to respond to the invitation.

project.smtp.host Name of the host that acts as an email
server to handle invitations.

project.smtp.password (Optional) Password required by
the SMTP server. You must also
set project.smtp.username and set
project.smtp.useAuth to true.

project.smtp.port SMTP server s listening port.

project.smtp.useAuth Set to true if the SMTP server requires a

username and password.

project.smtp.username (Optional) User name required by the
SMTP server for authentication. You must
also set project.smtp.password and set

project.smtp.useAuth to true..

5. Restart the Management Server:

service cloudstack-management restart

6.2.2. B H I EIRIE H]

CloudStack & 5 5 1 LLE B 4 BB RIRRS], #8176 2 i A I B T LURA IR R « X2 THk
TR UR(E R, TPRER, IPHIhE R ST G o 5k B0 5 T CUBCA A 88 A 51951 ) e R
. FUBEETAIBRH RS TCloudStack AP I 5408 BUBRIA 2 R R4 » ARASHE B TR A] DUk 2 F A AR 10 3
B R IR o
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6.2.2.1. Setting Per-Project Resource Limits

The CloudStack root administrator or the domain administrator of the domain where the

project resides can set new resource limits for an individual project. The project owner

can set resource limits only if the owner is also a domain or root administrator.

The new limits must be below the global default limits set by the CloudStack administrator

(as described in 25 6.2.2 71

“EIHEIENRE” ). If the project already owns more of

a given type of resource than the new maximum, the resources are not affected; however,

the project can not add any new resources of that type until the total drops below the new

limit.

DUE B AR B 3 CloudStack FHH

AN S, R .

£ T8RRI E

Click the name of the project you want to work with.

Click the Resources tab. This tab lists the current maximum amount that the project is

allowed to own for each type of resource.

Type new values for one or more resources.

Click Apply.

6.2.2.2. Setting the Global Project Resource Limits

1.

DUVE P AN PR E K CloudStack FH

In the left navigation, click Global Settings.

In the search box, type max.projects and click the search button.

In the search results, you will see the parameters you can use to set per-project

maximum resource amounts that apply to all projects in the cloud. No project can have

more resources, but an individual project can have lower limits. Click the edit button

to set each parameter.

|

max

.project.

public.ips

Maximum number of public IP addresses
that can be owned by any project in the
cloud. See About Public IP Addresses.

max

.project.

snapshots

Maximum number of snapshots that can be
owned by any project in the cloud. See
Working with Snapshots.

max

.project.

templates

Maximum number of templates that can be
owned by any project in the cloud. See

Working with Templates.

max

.project.

uservms

Maximum number of guest virtual machines
that can be owned by any project in the
cloud. See Working With Virtual Machines.

max

.project.

volumes

Maximum number of data volumes that can

be owned by any project in the cloud. See

Working with Volumes.
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5. EREEHERSS.

# service cloudstack-management restart

6.2.3. Setting Project Creator Permissions

You can configure CloudStack to allow any user to create a new project, or you can
restrict that ability to Jjust CloudStack administrators.

1. LIEHEAMPREFCloudStack HH
2. In the left navigation, click Global Settings.

3. In the search box, type allow.user.create.projects.

@

Click the edit button to set the parameter.

allow.user.create.projects Set to true to allow end users to create
projects. Set to false if you want only
the CloudStack root administrator and

domain administrators to create projects.

5. HEEEERS RS-

# service cloudstack-management restart

6.3. QIE—"1T#EIH

CloudStack (BtiN) REEHAMSEMHAREUETIH - (1R F2Eallow. user.create. projects
WENtrue, LA HAGIETE o

1. DUEB AR E KCloudStack FH

2. HEDSHFEREIE o

3. fEHEFENE S SIE

4. pdFrEmE

5. RWIHEAIFAINHL, KR5S aEmE -

6. HIM—FME, KA LARRAVESINE Z B E o+, thP Ak o HIRERIFREE, mfi T —%

o

7. RERAF o

6.4. FINALAR]—TH
BFHORE T LLE, 01 B AERO SRR T LB R, SiClondStackifrootBFHE R, 91 El HORFAE AU
AN E = « fECloudStack 1, AFTFMRIARAAR, [ — % HE—HaT

CIREOEPOLE, IRAT LAG TR AR o
CINREOF A PO E, IR LUES VT E RS -
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Sending Project Membership Invitations

6.4.1. Sending Project Membership Invitations

Use these steps to add a new member to a project if the invitations feature is enabled
in the cloud as described in 28 6.2.1 7 “Setting Up Invitations” . If the invitations

feature is not turned on, use the procedure in Adding Project Members From the UI.
1. EAZ|CloudStack UI.

2. HEASHEE. SEEAE .

3. 1 MuSFAELEFETH

4. Click the name of the project you want to work with.

5. Click the Invitations tab.

6. In Add by, select one of the following:

a. Account — The invitation will appear in the user s Invitations tab in the Project
View. See Using the Project View.

b. Email — The invitation will be sent to the user’ s email address. Each emailed
invitation includes a unique code called a token which the recipient will provide
back to CloudStack when accepting the invitation. Email invitations will work only

if the global parameters related to the SMTP server have been set. See & 6.2.1 7J
“Setting Up Invitations”

7. Type the user name or email address of the new member you want to add, and click
Invite. Type the CloudStack user name if you chose Account in the previous step. If you
chose Email, type the email address. You can invite only people who have an account in
this cloud within the same domain as the project. However, you can send the invitation
to any email address.

8. To view and manage the invitations you have sent, return to this tab. When an
invitation is accepted, the new member will appear in the project’ s Accounts tab.

6.4.2. Adding Project Members From the UI

The steps below tell how to add a new member to a project if the invitations feature is
not enabled in the cloud. If the invitations feature is enabled cloud,as described in

E= E=r

B 6.2.1 7 “Setting Up Invitations” , use the procedure in % 6.4.1 T “Sending Project

Membership Invitations” .

1. & AZ|CloudStack UI.

2. NS, FEWIAE .

3. £ MHFIFRMEEFIH

4. Click the name of the project you want to work with.

5. C(Click the Accounts tab. The current members of the project are listed.

6. Type the account name of the new member you want to add, and click Add Account. You can
add only people who have an account in this cloud and within the same domain as the
progject.
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6.5. FEAH OB rH B

ARAFUCE]— A CloudStack i H (Y#TE . HARMEEZX N EIE .

W

R T T 2 R
1. E AZ|CloudStack UI.
2. EEASHEE. HEWE.
3. TEEFEAE . Rk
4. MRFERBBIEFRF L, Sl EHE.
i BB H R = AR FECloudStacklk 5 A PR A LA 1R -
5. ARARICE]—DHREEGE . S RMEH, SRR IRBE R RS AT H IDAME—IR RS (BR) -

6.6. Suspending or Deleting a Project

When a project is suspended, it retains the resources it owns, but they can no longer be

used. No new resources or members can be added to a suspended project.

When a project is deleted, its resources are destroyed, and member accounts are removed

from the project. The project’ s status is shown as Disabled pending final deletion.

A project can be suspended or deleted by the project administrator, the domain
administrator of the domain the project belongs to or of its parent domain, or the

CloudStack root administrator.

1. E AZ|CloudStack UI.

2. EEADSHEE. HEWHE.

3. TE MR FRAEERET

4. Click the name of the project.
5. Click one of the buttons:

x|

To delete, use

=T~
To suspend, use | B=A

6.7. Using the Project View

If you are a member of a project., you can use CloudStack’ s project view to see project
members, resources consumed, and more. The project view shows only information related to
one project. It is a useful way to filter out other information so you can concentrate on
a project status and resources.

1. E AZ|CloudStack UI.
2. Click Project View.

3. The project dashboard appears, showing the project’ s VMs, volumes, users, events,
network settings, and more. From the dashboard, you can:
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Using the Project View

+ Click the Accounts tab to view and manage project members. If you are the project

administrator, you can add new members, remove members, or change the role of a
member from user to admin. Only one member at a time can have the admin role, so if

you set another user s role to admin, your role will change to regular user.

(If invitations are enabled) Click the Invitations tab to view and manage invitations
that have been sent to new project members but not yet accepted. Pending invitations
will remain in this list until the new member accepts, the invitation timeout is
reached, or you cancel the invitation.
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This section tells how to add regions, zones, pods, clusters, hosts, storage, and networks
to your cloud. If you are unfamiliar with these entities, please begin by looking through

H 2 B AR .

HX A

IR
mfiﬂﬁﬂ%ﬁﬁ,ﬁﬁ*ﬁ%iﬁZF 1’]’@” AT AT BB ROR AT E R T . EE B CloudStack n R B (A
R LR, MEJ % % 1.3.2 T “Cloud Infrastructure Overview”

N T RS ERIRNS . SETEEME D FEY R M. H TR w2 PRt

1. Define regions (optional). See % 7.2 7 “Adding Regions (optional)”

2. Add a zone to the region. See % 7.3 1 “flEZone”

3. Add more pods to the zone (optional). See % 7.4 77 “WIin—1TH1ZE" .

4. Add more clusters to the pod (optional). See % 7.5 1 “Ushng&Efs” .

5. Add more hosts to the cluster (optional). See % 7.6 77 “Adding a Host”

6. Add primary storage to the cluster. See % 7.7 19 “e-»a? & »a-#az"”

7. Add secondary storage to the zone. See % 7.8 1 “a-»af &%
aroa-Haw""

8. WIRNHIIKFIIZIMNE. SIE 7.9 77 “Wiafcmmit”
HRFTEHOXEAIRLE . IRFERE AT By — D EALER -

fone
Management Pod Secondary
Server Storage
Cluster

MySQL

cloud db Primary

Storage

Conceptual view of a basic deployment

33



B 7 B WEIRE = EIRER 2 K

7.2. Adding Regions (optional)

Grouping your cloud resources into geographic regions is an optional step when

provisioning the cloud. For an overview of regions, see % 2.1 77 “About Regions”

7.2.1. The First Region: The Default Region

If you do not take action to define regions, then all the zones in your cloud will be
automatically grouped into a single default region. This region is assigned the region 1D
of 1.

You can change the name or URL of the default region by using the API command
updateRegion. For example:

http://<IP_of Management Server>:8080/client/api?command=updateRegion&id=1&name=Northern&endpoint=http://
<region_l_IP_address_here>:8080/c1ient&apiKey:min6X7u6bN_sdahOBpJNeJPgEsTSBqu—
JB8CG20YI3yaxXcgpyualRmFI_EJTVwZOnUkkJbPmY3y2bciKwFQ&signature=Lxx1DM40AjcXU%2FcaikK8RAPOO1hU%3D

7.2.2. Adding a Region

Use these steps to add a second region in addition to the default region.

1. Each region has its own CloudStack instance. Therefore, the first step of creating
a new region is to install the Management Server software, on one or more nodes, in
the geographic area where you want to set up the new region. Use the steps in the
Installation guide. When you come to the step where you set up the database, use the
additional command-line flag -r <region id> to set a region ID for the new region. The
default region is automatically assigned a region ID of 1, so your first additional

region might be region 2.

cloudstack-setup-databases cloud:<dbpassword>@localhost --deploy-as=root:<password> —e <encryption type> -m

<management_server_key> -k <database_key> -r <region_id>

2. By the end of the installation procedure, the Management Server should have been
started. Be sure that the Management Server installation was successful and complete.

3. Add region 2 to region 1. Use the API command addRegion. (For information about how to
make an API call, see the Developer's Guide.)

http://<IP_of region 1 Management Server>:8080/client/api?
command=addRegion&id=2&name=Western&endpoint=http://<region 2 IP address_here>:8080/
client&apiKey=miVr6X7u6bN_sdahOBpjNe jPgEsT35eXq—
JB8CG20YI3yaxXcgpyualRmFI_EJTVwZOnUkkJbPmY3y2bciKwFQ&signature=Lxx1DM40AjcXU%2FcaikK8RAPOO1hU%3D

4. Now perform the same command in reverse, adding region 1 to region 2.

http://<IP_of region 2 Management Server>:8080/client/api?
command:addRegion&id:1&name:Northern&endpoint:http://<region_1_1P_address_here>:8080/
client&apiKey=miVr6X7u6bN_sdahOBpjNejPgEsT35eXq—
JB8CG20Y3yaxXcgpyualRmFI_EJTVwZOnUkkJbPmY3y2bciKwFQ&signature=Lxx1DM40AjcXU%2FcaikK8RAPOO1hU%3D

5. Copy the account, user, and domain tables from the region 1 database to the region 2

database.
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Adding Third and Subsequent Regions

In the following commands, it is assumed that you have set the root password on the
database, which is a CloudStack recommended best practice. Substitute your own MySQL

root password.

a. First, run this command to copy the contents of the database:

# mysqldump —u root -p<mysql_password> -h <regionl_db_host> cloud account user domain > regionl.sql

b. Then run this command to put the data onto the region 2 database:

# mysql —u root -p<mysql_ password> ~h <region2 db_host> cloud < regionl.sql

Remove project accounts. Run these commands on the region 2 database:

mysql> delete from account where type = 5;

Set the default zone as null:

mysql> update account set default zone id = null;

Restart the Management Servers in region 2.

7.2.3. Adding Third and Subsequent Regions

To add the third region, and subsequent additional regions, the steps are similar to those

for adding the second region. However, you must repeat certain steps additional times for

each additional region:

1.

Install CloudStack in each additional region. Set the region ID for each region during
the database setup step.

cloudstack-setup-databases cloud:<dbpassword>@localhost --deploy-as=root:<password> -e <encryption_type> -m
<management server_ key> -k <database key> -r <region id>

Once the Management Server is running, add your new region to all existing regions by

repeatedly calling the API command addRegion. For example, if you were adding region 3:

http://<IP_of region 1 Management Server>:8080/client/api?
command=addRegion&id=3&name=Eastern&endpoint=http://<region_3 IP_address_here>:8080/
client&apiKey=miVr6X7u6bN sdahOBpjNejPgEsT35eXq-
JB8CG20YI3yaxXcgpyualRmFI_EJTVwZOnUkkJbPmY3y2bciKwFQ&signature=Lxx1DM40AjcXU%2FcaiK8RAPOO1hU%3D

http://<IP_of region 2 Management Server>:8080/client/api?
Command:addRegion&idiS&name:Eastern&endpoint:http://<region_3_TP_address_here>:8080/
client&apiKey=miVr6X7u6bN_sdahOBpjNejPgEsT35eXq—

JB8CG20Y13yaxXcgpyualRmFI EJTVwZOnUkkJbPmY3y2bciKwFQ&signature=Lxx1DM40AjcXU%2FcaikK8RAPOO1hU%3D

Repeat the procedure in reverse to add all existing regions to the new region. For

example, for the third region, add the other two existing regions:

http://<IP_of region 3 Management Server>:8080/client/api?
command=addRegion&id=1&name=Northern&endpoint=http://<region_ 1 IP address_here>:8080/
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client&apiKey=miVr6X7u6bN sdahOBpjNejPgEsT35eXq—
JB8CG20YI3yaxXcgpyualRmFI_EJTVwZOnUkkJbPmY3y2bciKwFQ&signature=Lxx1DM40AjcXU%2FcaiK8RAPOO1hU%3D

http://<IP_of region 3 Management Server>:8080/client/api?
command:addRegion&idiZ&name:Western&endpoint:http://<region_2_TP_address_here>:8080/

client&apiKey=miVr6X7u6bN_sdahOBpjNejPgEsT35eXq—
JB8CG20YI3yaxXcgpyualRmFI EJTVwZOnUkkJbPmY3y2bciKwFQ&signature=Lxx1DM40A jcXU%2FcaiK8RAPOO1hU%3D

4. Copy the account, user, and domain tables from any existing region's database to the

new region's database.

In the following commands, it is assumed that you have set the root password on the
database, which is a CloudStack recommended best practice. Substitute your own MySQL
root password.

a. First, run this command to copy the contents of the database:

# mysqldump —u root -p<mysql_password> -h <regionl_db_host> cloud account user domain > regionl.sql

b. Then run this command to put the data onto the new region's database. For example,

for region 3:
# mysql -u root -p<mysql password> -h <region3 db host> cloud < regionl.sql
5. Remove project accounts. Run these commands on the region 2 database:
mysql> delete from account where type = 5;
6. Set the default zone as null:
mysql> update account set default_zone_id = null;

7. Restart the Management Servers in the new region.

7.2.4. Deleting a Region

To delete a region, use the API command removeRegion. Repeat the call to remove the region
from all other regions. For example, to remove the 3rd region in a three-region cloud:

http://<IP_of region 1 Management Server>:8080/client/api?
command=removeRegion&id=3&apiKey=miVr6X7u6bN_sdahOBpjNejPgEsT35eXq—
JB8CG20YI3yaxXcgpyualRmFI_EJTVwZOnUkkJbPmY3y2bciKwFQ&signature=Lxx1DM40AjcXU%2FcaikK8RAPOO1hU%3D
http://<IP_of region_2 Management Server>:8080/client/api?

command=removeRegion&id=3&apiKey=miVr6X7u6bN_sdahOBpjNejPgEsT35eXq—
JB8CG20YI3yaxXcgpyualRmFI EJTVwZOnUkkJbPmY3y2bciKwFQ&signature=Lxx1DM40AjcXU%2FcaikK8RAPOO1hU%3D

7.3. fl]#EZone

PAEZRPBRINR &R 5E A, BRVEB Ul
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b. If this is your first time visiting the UI, you will see the guided tour splash
screen. Choose “Experienced user.” The Dashboard appears.

c. TEEMSHE, Al 2RRE

d. In the search box, type swift.enable and click the search button.

|

Click the edit button and set swift.enable to true.

£ EREHERSS.

# service cloudstack-management restart

g. Refresh the CloudStack UI browser tab and log back in.
2. In the left navigation, choose Infrastructure.
3. On Zones, click View More.
4. (Optional) If you are using Swift storage, click Enable Swift. Provide the following:
+ URL. The Swift URL.
+ Account. The Swift account.
- Username. The Swift account’ s username.
- Key. The Swift key.
5. Click Add Zone. The zone creation wizard will appear.
6. Choose one of the following network types:

+ Basic. For AWS-style networking. Provides a single network where each VM instance
is assigned an IP directly from the network. Guest isolation can be provided through

layer-3 means such as security groups (IP address source filtering).

- Advanced. For more sophisticated network topologies. This network model provides the
most flexibility in defining guest networks and providing custom network offerings

such as firewall, VPN, or load balancer support.
For more information about the network types, see &5 2.8 1 “HTHHELE” .

7. The rest of the steps differ depending on whether you chose Basic or Advanced. Continue
with the steps that apply to you:

S 7.3.1 7 CERAXEACE”

CB 7.2 "RARIFEEE”

7.3.1. EAifi X E
o RERIK B S T R R, AE T8, EERRMALTAT, BRALE T

- AT, RKEET
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+ Public. A public zone is available to all users. A zone that is not public will be
assigned to a particular domain. Only users in that domain will be allowed to create

guest VMs in this zone.
Choose which traffic types will be carried by the physical network.

The traffic types are management, public, guest, and storage traffic. For more
information about the types, roll over the icons to display their tool tips, or see
Basic Zone Network Traffic Types. This screen starts out with some traffic types
already assigned. To add more, drag and drop traffic types onto the network. You can

also change the network name if desired.

(Introduced in version 3.0.1) Assign a network traffic label to each traffic type
on the physical network. These labels must match the labels you have already defined on
the hypervisor host. To assign each label, click the Edit button under the traffic type
icon. A popup dialog appears where you can type the label, then click OK.

These traffic labels will be defined only for the hypervisor selected for the first
cluster. For all other hypervisors, the labels can be configured after the zone is

created.
Click Next.

(NetScaler only) If you chose the network offering for NetScaler, you have an
additional screen to fill out. Provide the requested details to set up the NetScaler,
then click Next.

- IP address. The NSIP (NetScaler IP) address of the NetScaler device.

- Username/Password. The authentication credentials to access the device. CloudStack
uses these credentials to access the device.
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- Type. NetScaler device type that is being added. It could be NetScaler VPX, NetScaler
MPX, or NetScaler SDX. For a comparison of the types, see About Using a NetScaler
Load Balancer.

+ Public interface. Interface of NetScaler that is configured to be part of the public

network.

« Private interface. Interface of NetScaler that is configured to be part of the

private network.

* Number of retries. Number of times to attempt a command on the device before

considering the operation failed. Default is 2.
+ Capacity. Number of guest networks/accounts that will share this NetScaler device.

* Dedicated. When marked as dedicated, this device will be dedicated to a single
account. When Dedicated is checked, the value in the Capacity field has no

significance — implicitly, its value is 1.

6. (NetScaler only) Configure the IP range for public traffic. The IPs in this range
will be used for the static NAT capability which you enabled by selecting the network
offering for NetScaler with EIP and ELB. Enter the following details, then click Add.
If desired, you can repeat this step to add more IP ranges. When done, click Next.

+ Gateway. The gateway in use for these IP addresses.
+ Netmask. The netmask associated with this IP range.
+ VLAN. The VLAN that will be used for public traffic.

- Start IP/End IP. A range of IP addresses that are assumed to be accessible from the

Internet and will be allocated for access to guest VMs.

7. In a new zone, CloudStack adds the first pod for you. You can always add more pods
later. For an overview of what a pod is, see Z¢ 2.3 77 “FTPOD” .

To configure the first pod, enter the following, then click Next:

- Pod Name. A name for the pod.
- Reserved system gateway. The gateway for the hosts in that pod.

- Reserved system netmask. The network prefix that defines the pod's subnet. Use CIDR

notation.

- Start/End Reserved System IP. The IP range in the management network that CloudStack
uses to manage various system VMs, such as Secondary Storage VMs, Console Proxy VMs,

and DHCP. For more information, see System Reserved IP Addresses.
8. Configure the network for guest traffic. Provide the following, then click Next:
- Guest gateway. The gateway that the guests should use.
+ Guest netmask. The netmask in use on the subnet the guests will use.

- Guest start IP/End IP. Enter the first and last IP addresses that define a range that
CloudStack can assign to guests.
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10.

+ We strongly recommend the use of multiple NICs. If multiple NICs are used, they may
be in a different subnet.

- If one NIC is used, these IPs should be in the same CIDR as the pod CIDR.

In a new pod, CloudStack adds the first cluster for you. You can always add more

clusters later. For an overview of what a cluster is, see About Clusters.

To configure the first cluster, enter the following, then click Next:

- Hypervisor. (Version 3.0.0 only; in 3.0.1, this field is read only) Choose the type
of hypervisor software that all hosts in this cluster will run. If you choose VMware,
additional fields appear so you can give information about a vSphere cluster. For
vSphere servers, we recommend creating the cluster of hosts in vCenter and then
adding the entire cluster to CloudStack. See Add Cluster: vSphere.

+ Cluster name. Enter a name for the cluster. This can be text of your choosing and is
not used by CloudStack.

In a new cluster, CloudStack adds the first host for you. You can always add more hosts
later. For an overview of what a host is, see About Hosts.

When you add a hypervisor host to CloudStack, the host must not have any VMs
already running.

Before you can configure the host, you need to install the hypervisor software on
the host. You will need to know which version of the hypervisor software version is
supported by CloudStack and what additional configuration is required to ensure the
host will work with CloudStack. To find these installation details, see:

+ Citrix XenServer Installation and Configuration
- VMware vSphere ZZEENACE
+ KVM vSphere Installation and Configuration

To configure the first host, enter the following, then click Next:

- Host Name. The DNS name or IP address of the host.
+ Username. The username is root.

- Password. This is the password for the user named above (from your XenServer or KVM
install).

- Host Tags. (Optional) Any labels that you use to categorize hosts for ease of
maintenance. For example, you can set this to the cloud's HA tag (set in the ha.tag
global configuration parameter) if you want this host to be used only for VMs with
the "high availability" feature enabled. For more information, see HA-Enabled Virtual
Machines as well as HA for Hosts.
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11. In a new cluster, CloudStack adds the first primary storage server for you. You can
always add more servers later. For an overview of what primary storage is, see About

Primary Storage.

To configure the first primary storage server, enter the following, then click Next:

+ Name. The name of the storage device.

+ Protocol. For XenServer, choose either NFS, iSCSI, or PreSetup. For KVM, choose NFS,
SharedMountPoint,CLVM, or RBD. For vSphere choose either VMFS (iSCSI or FiberChannel)
or NFS. The remaining fields in the screen vary depending on what you choose here.

7.3.2. mMEFHEEACE
1. RIS P T BB E TS L, REWERRA TR - REAHT—# -

C PR N XEHIAR o

-W81ﬁ2iJMM%“%%%TW¢%§FfUMﬁ%% X EEDNSfle 55 4% AT LA F JE s
HOA LA T R] o I X M)A SR TP Hihb iR — B R B2 X B HE 2 RIDNS AR S5 4% -

- [NER DNS 1 and AR DNS 2. JXEEDNS ARSFasfAFIRGEIMALER - (XERGIEMILZ
CloudStack H £ AR, FUANREABEEH, 26 CEMABHEIFEREIIAL o ) iXLEDNSe 554% T LUt
AGUEAVE MR O 7R o (RIEBHATIZRRIFAE TPHIME M IUE — % B 2I7E X B A6 RE RO T
DNSHR 55 % ©

- Network Domain. (Optional) If you want to assign a special domain name to the guest
VM network, specify the DNS suffix.

- JEFE CIDR. CIDR fffiuft 7 i F 75 38 B2 R LR 4% B TP EAE X D XA AR o fild, 10.1.1.0/24 < /By
— MR SEER AR BZI B AN R CIDRZE AN R AY [X 35, o 31X & B2 5 K% B VPNIE AN [E B X 352 8] ©

- Hypervisor. (Introduced in version 3.0.1) 1%f¥hypervisor Z5XIMAIE—PERE - 25K
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7. Specify a range of VLAN IDs to carry guest traffic for each physical network (see VLAN
Allocation Example ), then click Next.

8. In a new pod, CloudStack adds the first cluster for you. You can always add more
e

clusters later. For an overview of what a cluster is, see % 2.4 77 “THE" .

To configure the first cluster, enter the following, then click Next:

- Hypervisor. (Version 3.0.0 only; in 3.0.1, this field is read only) Choose the type
of hypervisor software that all hosts in this cluster will run. If you choose VMware,
additional fields appear so you can give information about a vSphere cluster. For
vSphere servers, we recommend creating the cluster of hosts in vCenter and then
adding the entire cluster to CloudStack. See Add Cluster: vSphere .

- Cluster name. Enter a name for the cluster. This can be text of your choosing and is
not used by CloudStack.

9. In a new cluster, CloudStack adds the first host for you. You can always add more hosts
later. For an overview of what a host is, see &5 2.5 71 “RTHEFH .

When you deploy CloudStack, the hypervisor host must not have any VMs already

running.

FEIRREBCE TN AT, IR ELREMNVE BB EEN L o IRFTZRIE W L B R
BOCFE, I BRNIECE (F BT ZHIAENLZ TS 2 MCloudStack i iF TAF » iIXLEZRHANE BF
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- Citrix XenServer ZZEHT CloudStack
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- VWMware vSphere ZZZERNACE
- KW 273D B
MEE PN, WMATIIEE, REAdT—H
- Host Name. The DNS name or IP address of the host.
+ Username. Usually root.

- Password. This is the password for the user named above (from your XenServer or KVM
install).

- Host Tags. (Optional) Any labels that you use to categorize hosts for ease of
maintenance. For example, you can set to the cloud's HA tag (set in the ha.tag global
configuration parameter) if you want this host to be used only for VMs with the "high
availability" feature enabled. For more information, see HA-Enabled Virtual Machines

as well as HA for Hosts, both in the Administration Guide.

10. In a new cluster, CloudStack adds the first primary storage server for you. You

can always add more servers later. For an overview of what primary storage is, see

% 2.6 % “RTERH
To configure the first primary storage server, enter the following, then click Next:

+ Name. The name of the storage device.

+ Protocol. For XenServer, choose either NFS, iSCSI, or PreSetup. For KVM, choose
NFS, SharedMountPoint, CLVM, and RBD. For vSphere choose either VMFS (iSCSI or
FiberChannel) or NFS. The remaining fields in the screen vary depending on what you

choose here.

NFS - Server. The IP address or DNS name of
the storage device.

- Path. The exported path from the

server.

- Tags (optional). The comma-separated
list of tags for this storage device.
It should be an equivalent set or
superset of the tags on your disk
offerings.

TE—"X (zone) WHIZDMEBFTIHAR LT
TEVR S BRI AE SE 2 — B o il W RERHE
AR FEFME IR TIRTS, I ATEX XA
HIATE BB SRR R A R L AU PREET
FAT2 o

iSCSI - Server. The IP address or DNS name of
the storage device.

« Target IQN. The IQN of
the target. For example,
ign.1986-03.com.sun:02:01ec9bb549-1271318984 .
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« Lun. The LUN number. For example, 3.

- Tags (optional). The comma-separated
list of tags for this storage device.
It should be an equivalent set or
superset of the tags on your disk
offerings.

E—IX (zone) WNINZEEREFTAIFERF
BRSNS 2 —EY o fFln: anREERE
ARBEFEFRERFRZETIANTS, APATEX XA
IR A HE SRR T AN ITTE PR T1
FIT2 o

st

+ Server. The IP address or DNS name of
the storage device.

+ SR Name-Label. #ij A\ B2 EETE
CloudStackZ #MASREZFFFRIA ©

- Tags (optional). The comma-separated
1list of tags for this storage device.
It should be an equivalent set or
superset of the tags on your disk

offerings.

E—IX (zone) WHIZNEREFTHAAERNER
VRSN TE A B - Flin. anReER
AR EFEREETLRIT2, BB ATEX XA
IR HE SRR IR E At L TE PR TL
T2 o

SharedMountPoint

- IR FEEEEERE S EVL LR
an, "/mnt/primary".

- Tags (optional). The comma-separated
list of tags for this storage device.
It should be an equivalent set or
superset of the tags on your disk
offerings.

E—IX (zone) WIIZNEEREFTARIFERF
BRSNS —EY o fFln: anREERE
ARRBEFEFRERFRZETIATS, APATEX XA
IR A HE R T AN ITTE FRET1
FIT2 o

VMFS

- fR%52% . vCenter R55 %8 A 1PHI LB & £ DNS
ZFR e

IR —DEERFOMEERFE ST
FIZHR o #80E / BaRHLg
BERAEES - a0, "/cloud.dc.VM/

clusterldatastore”.

- Tags (optional). The comma-separated

list of tags for this storage device.
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It should be an equivalent set or
superset of the tags on your disk
offerings.

=X (zone) WNIZNERFTIIARIESRSF
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7.

2.7 “REWEEMET o

FEARRE XA FE 2R, VR IR A& A B fhE i S ENFSHE I B2 S AR Y
CloudStack RN © ZH A NI F 1%

+ NFS Server. The IP address of the server or fully qualified domain name of the
server.

+ Path. The exported path from the server.

EEE -
4. III—1HLAE

When you created a new zone, CloudStack adds the first pod for you. You can add more pods

at any time using the procedure in this section.

1.

6.

Log in to the CloudStack UI. See % 5.1 7 “E[fLiz|HAFHE” .

In the left navigation, choose Infrastructure. In Zones, click View More, then click
the zone to which you want to add a pod.

Click the Compute and Storage tab. In the Pods node of the diagram, click View All.
Click Add Pod.

Enter the following details in the dialog.

- Name. The name of the pod.

+ Gateway. The gateway for the hosts in that pod.

+ Netmask. The network prefix that defines the pod's subnet. Use CIDR notation.

- Start/End Reserved System IP. The IP range in the management network that CloudStack
uses to manage various system VMs, such as Secondary Storage VMs, Console Proxy VMs,
and DHCP. For more information, see System Reserved IP Addresses.

A BRE e

7.5. ISINEERE
(RBEERCIoudStack TEEMIIEN  FHAAETHRBES, FIUERFFAMAENE Z 20, 1]
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45




B 7 B WEIRE = EIRER 2 K

7.5.1. Add Cluster: KVM or XenServer

These steps assume you have already installed the hypervisor on the hosts and logged in to
the CloudStack UI.

1. In the left navigation, choose Infrastructure. In Zones, click View More, then click
the zone in which you want to add the cluster.

2. HHITHERE -

3. In the Clusters node of the diagram, click View All.

4. Click Add Cluster.

5. Choose the hypervisor type for this cluster.

6. Choose the pod in which you want to create the cluster.

7. Enter a name for the cluster. This can be text of your choosing and is not used by
CloudStack.

8. mii WHE °

7.5.2. Add Cluster: vSphere

Host management for vSphere is done through a combination of vCenter and the CloudStack
admin UI. CloudStack requires that all hosts be in a CloudStack cluster, but the cluster
may consist of a single host. As an administrator you must decide if you would like to use
clusters of one host or of multiple hosts. Clusters of multiple hosts allow for features

like live migration. Clusters also require shared storage such as NFS or iSCSI.

For vSphere servers, we recommend creating the cluster of hosts in vCenter and then adding

the entire cluster to CloudStack. Follow these requirements:

+ Do not put more than 8 hosts in a vSphere cluster

+ Make sure the hypervisor hosts do not have any VMs already running before you add them
to CloudStack.

To add a vSphere cluster to CloudStack:

1. Create the cluster of hosts in vCenter. Follow the vCenter instructions to do this. You
will create a cluster that looks something like this in vCenter.
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W WIN-OMUDCHSFUBT - vsphere Chent

Fie Edt View Ipventory Administraion Plugins Help
ﬁ ﬁ Ifb Home b g8 Inventory b (] Hosts and Clusters
& & ¢

El [ WIN-OMUOCMSFUB? 192.168.160.25 VMware ESXi, 4.1.0, 260247 | Evaluation (38 days remai
= [y doud.dcvM :
= Eh doud. duster.? 2.1 [ L iy Summary - Virtual Machines | Performance - Configuration
ﬂ 152.168.160.25

e EL
= o test What is a Host?

A host is a computer that uses virtualization software, such
as ESX or ESXI, 1o run virtual machines. Hosts provide the
CPU and memory resources that virlual machines use and
give virtual machines access to storage and network
connectivity.

Basic Tasks

&' Deploy from VA Marketplace

E_‘l' Create a new virtual machine

Log in to the UI.

In the left navigation, choose Infrastructure. In Zones, click View More, then click
the zone in which you want to add the cluster.

Click the Compute tab, and click View All on Pods. Choose the pod to which you want to
add the cluster.

Click View Clusters.
Click Add Cluster.
In Hypervisor, choose VMware.

Provide the following information in the dialog. The fields below make reference to

values from vCenter.

+ Cluster Name. Enter the name of the cluster you created in vCenter. For example,
"cloud.cluster.2.2.1"

- vCenter Host. Enter the hostname or IP address of the vCenter server.

- vCenter Username. Enter the username that CloudStack should use to connect to

vCenter. This user must have all administrative privileges.
- vCenter Password. Enter the password for the user named above

- vCenter Datacenter. Enter the vCenter datacenter that the cluster is in. For example,
"cloud.dc.VM".
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7.

1.

2.

F Add Cluster

Zone: | ZONE-NEXUS-ADV [=]
Hypenasor: | Vitware 3
Pod: | POD-1 (=]

Cluster Name:  doc-cluster

venter Host:  |hoSt-cs-weenler

vCenter Username:  admin

viCenter Password sessssssssssnees

vCenter dot-datacenter
Datacenter

Maxut dSwilch P 10.10.105.10
Address

Hesus dvSwitch  dv-admin
Usamame

Mewus diSwitch  sesssess
Password

Cancel OK

There might be a slight delay while the cluster is provisioned. It will automatically
display in the Ul

6. Adding a Host

Before adding a host to the CloudStack configuration, you must first install your
chosen hypervisor on the host. CloudStack can manage hosts running VMs under a variety
of hypervisors.

The CloudStack Installation Guide provides instructions on how to install each
supported hypervisor and configure it for use with CloudStack. See the appropriate
section in the Installation Guide for information about which version of your

chosen hypervisor is supported, as well as crucial additional steps to configure the
hypervisor hosts for use with CloudStack.

Be sure you have performed the additional CloudStack-specific configuration steps
described in the hypervisor installation section for your particular hypervisor.

Now add the hypervisor host to CloudStack. The technique to use varies depending on the
hypervisor.

<& 7.6.1 77 “Adding a Host (XenServer or KVM)”

S 7.6.2 7 "HEIN—&EHL (vSphere)”
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7.6.1. Adding a Host (XenServer or KVM)

XenServer and KVM hosts can be added to a cluster at any time.

Make sure the hypervisor host does not have any VMs already running before you add it
to CloudStack.

Configuration requirements:

+ Each cluster must contain only hosts with the identical hypervisor.
- For XenServer, do not put more than 8 hosts in a cluster.

+ For KVM, do not put more than 16 hosts in a cluster.

For hardware requirements, see the installation section for your hypervisor in the
CloudStack Installation Guide.

7.6.1.1.1. XenServer Host Additional Requirements

If network bonding is in use, the administrator must cable the new host identically to

other hosts in the cluster.

For all additional hosts to be added to the cluster, run the following command. This will
cause the host to join the master in a XenServer pool.

# xe pool-join master-address=[master IP| master-username=root master-password=[your password]|

HE TN — %<, FRESITIREEN G SE—1T L. —EXEEERTRIEE I IIAN
B HRATA -

With all hosts added to the XenServer pool, run the cloud-setup-bond script. This script
will complete the configuration and setup of the bonds on the new hosts in the cluster.
1. Copy the script from the Management Server in /usr/1ib64/cloud/common/scripts/vm/

hypervisor/xenserver/cloud-setup-bonding.sh to the master host and ensure it is
executable.

2. BITHIA

# ./cloud-setup-bonding.sh
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7.6.1.1.2. KVM Host Additional Requirements
+ If shared mountpoint storage is in use, the administrator should ensure that the new
host has all the same mountpoints (with storage mounted) as the other hosts in the

cluster.

- Make sure the new host has the same network configuration (guest, private, and public
network) as other hosts in the cluster.

+ If you are using OpenVswitch bridges edit the file agent.properties on the KVM host
and set the parameter network.bridge.type to openvswitch before adding the host to
CloudStack

7.6.1.2. Adding a XenServer or KVM Host

« If you have not already done so, install the hypervisor software on the host. You
will need to know which version of the hypervisor software version is supported by
CloudStack and what additional configuration is required to ensure the host will work
with CloudStack. To find these installation details, see the appropriate section for

your hypervisor in the CloudStack Installation Guide.

- DU B 51 B {3 B Ftt ACloudStack = 5 ©

+ In the left navigation, choose Infrastructure. In Zones, click View More, then click the

zone in which you want to add the host.
+ Click the Compute tab. In the Clusters node, click View All.
+ Click the cluster where you want to add the host.
+ Click View Hosts.
+ Click Add Host.
+ Provide the following information.
+ Host Name. The DNS name or IP address of the host.
+ Username. Usually root.
- Password. This is the password for the user from your XenServer or KVM install).

- Host Tags (Optional). Any labels that you use to categorize hosts for ease of
maintenance. For example, you can set to the cloud's HA tag (set in the ha.tag global
configuration parameter) if you want this host to be used only for VMs with the "high
availability" feature enabled. For more information, see HA-Enabled Virtual Machines

as well as HA for Hosts.

There may be a slight delay while the host is provisioned. It should automatically
display in the UI.

+ Repeat for additional hosts.

7.6.2. #HI1—%& FH] (vSphere)

X T vSphere fRg5es, AT IAEvCenter FOIEFHAVEREHILE NEREIIAZ] CloudStack H1 o
Dl Add Cluster: vSphere ©
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7.7. &-»a# & »a-Ha#

7.7.1. System Requirements for Primary Storage

Hardware requirements:

+ Any standards—-compliant iSCSI or NFS server that is supported by the underlying
hypervisor.

- The storage server should be a machine with a large number of disks. The disks should
ideally be managed by a hardware RAID controller.

+ Minimum required capacity depends on your needs.

When setting up primary storage, follow these restrictions:
+ Primary storage cannot be added until a host has been added to the cluster.

+ If you do not provision shared primary storage, you must set the global configuration
parameter system.vm.local.storage.required to true, or else you will not be able to
start VMs.

7.7.2. Adding Primary Stroage

LRI — B IO, B VRS R — AR BN o IR AT LA EAEREAE (R (I, ]
WA — DRI R ECE I E 2 W B — D FERI R R AR -

(VER

Be sure there is nothing stored on the server. Adding the server to CloudStack will
destroy any existing data.

5

I

1. Log in to the CloudStack Ul (see % 5.1 1 “E[hE2|HFAFHE” ).

2. FEANRISNRE, RN - EXET, SHEEER, RE SRR EFE IR X

3. MR -

4. ERMEHFET S, AHEERE -

5. REINEFRE o

6. FEXTEEFRMETEAEE
+ Pod. The pod for the storage device.
+ Cluster. The cluster for the storage device.
- Name. The name of the storage device.

- Protocol. For XenServer, choose either NFS, iSCSI, or PreSetup. For KVM, choose NFS
or SharedMountPoint. For vSphere choose either VMFS (iSCSI or FiberChannel) or NFS.
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- Server (for NFS, iSCSI., or PreSetup). The IP address or DNS name of the storage

device.
- Server (for VMFS). The IP address or DNS name of the vCenter server.
- Path (for NFS). In NFS this is the exported path from the server.

- Path (for VMFS). In vSphere this is a combination of the datacenter name and the
datastore name. The format is "/" datacenter name "/" datastore name. For example, "/
cloud.dc.VM/clusterldatastore".

- Path (for SharedMountPoint). With KVM this is the path on each host that is where

this primary storage is mounted. For example, "/mnt/primary".

- SR Name-Label (for PreSetup). Enter the name-label of the SR that has been set up
outside CloudStack.

- Target IQN (for iSCSI). In iSCSI this is the IQN of the target. For example,
ign.1986-03.com.sun:02:01ec9bb549-1271378984 .

- Lun # (for iSCSI). In iSCSI this is the LUN number. For example, 3.

- Tags (optional). The comma-separated list of tags for this storage device. It should

be an equivalent set or superset of the tags on your disk offerings..

=X (zone) WHIZNERFIA N EEEINERLIE T E—BW - FlI0: WREHARBEE
FREARETIATS, BATEX N KNRIPTE B EERHR A EEE R LI ARETIMTS -

7. g BEE

7.8.1. System Requirements for Secondary Storage

+ NFS storage appliance or Linux NFS server

- (Optional) OpenStack Object Storage (Swift) (see http://swift.openstack.org)

+ 100GB minimum capacity

+ A secondary storage device must be located in the same zone as the guest VMs it serves.

- Each Secondary Storage server must be available to all hosts in the zone.

7.8.2. WI1 T IRATNE

When you create a new zone, the first secondary storage is added as part of that
procedure. You can add secondary storage servers at any time to add more servers to an

existing zone.
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Be sure there is nothing stored on the server. Adding the server to CloudStack will

destroy any existing data.

1. If you are going to use Swift for cloud-wide secondary storage, you must add the Swift
storage to CloudStack before you add the local zone secondary storage servers. See
7.3 “flEZone”

2. To prepare for local zone secondary storage, you should have created and mounted
an NFS share during Management Server installation. See Preparing NFS Shares in the

Installation Guide.

3. Make sure you prepared the system VM template during Management Server installation.
See Prepare the System VM Template in the Installation Guide.

4. Now that the secondary storage server for per-zone storage is prepared, add it to
CloudStack. Secondary storage is added as part of the procedure for adding a new zone.
See & 7.3 71 “flEZone”

7.9. FIURAATIN
%ﬁW@M%ﬁZF PUTHIIEM o RIBIRAIPILE R EE, KL D 3050 Bhak B KT [A] o HA0aa L BThHh
T2 )5, EMERSTECloudStack UIHEIR ©

1. RBWUETRG, AN, SFEER, S ° Cent0S 5.5 (64bit) no Gui (KVM)
template’ ,TTﬁm%wTEﬁF WHRAE o

2. HEN TSR R, ERRAIEM -
3. REEINSER], AN
a. BEFIRASINE X -
b. FEEFEERR A, SRR EARNLF AR, WREHCERNARG, A CentOSERR B F

c. EFTER, WEEMIAE VR IREFATT RIS -

d. EMEHETRY, URFEE, BnE—ME8EwE - FEoNEBBASESRAERILL - Fan:
T‘XenServerEﬁLlnuXT<E§Fhf:ﬁrz:%%iﬂ/deV/xvdb WS {5 APV-enabled HYIRIERGINRZ, M
WEER -

e. FEBRAMLS, MEFEUNLEFERERMS - AT, X E R — P Em -
£, ERAN LA AR o

g. Click Launch VM. Your VM will be created and started. It might take some time
to download the template and complete the VM startup. You can watch the VMa€™s
progress in the Instances screen.

4. -
EHRBEIL, SEEERE T
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For more information about using VMs, including instructions for how to allow incoming
network traffic to the VM, start, stop, and delete VMs, and move a VM from one host to

another, see Working With Virtual Machines in the Administratora€™s Guide.
TER, IREIIZERL T CloudStackfy&sE

AR R ESEINIRAIRR S, IRAT DN EE 2R ENL, EAFEeE, X, ALARMSEREE
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In this chapter we discuss compute, disk, and system service offerings. Network offerings

are discussed in the section on setting up networking for users.

8.1. THEMBAERSEME TR

A service offering is a set of virtual hardware features such as CPU core count and speed,
memory, and disk size. The CloudStack administrator can set up various offerings, and
then end users choose from the available offerings when they create a new VM. A service

offering includes the following elements:
- CPU, PRI I 45 B R (e

© B AT PR Y

- BEURAE A AT B Y

- HREEZAEFH—IK

For example, one service offering might allow users to create a virtual machine instance
that is equivalent to a 1 GHz Intel® Core™ 2 CPU, with 1 GB memory at $0.20/hour, with
network traffic metered at $0.10/GB. Based on the user s selected offering, CloudStack
emits usage records that can be integrated with billing systems. CloudStack separates
service offerings into compute offerings and disk offerings. The computing service
offering specifies:

- RFECPU

- REMBRI (EHINEIL R EER L)

- MR FL PR

MG R SR R AR AR

CREEER/N (ATE) o SRAREMHIRNARE B TR M T SR e e F P B e SRRV

- BRI E

8.1.1. QTR TRRAT
IR BRI %

1. DUEEE AR SkCloudStack A 5L -
2. FEEMSHHEAL MSRETE -
3. fE MRAFE AR HERERME R
4. R ERER AT o
5. FEXHEHE LT A
- Name: Any desired name for the service offering.

+ Description: A short description of the offering that can be displayed to users
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6.

- Storage type: The type of disk that should be allocated. Local allocates from storage
attached directly to the host where the system VM is running. Shared allocates from

storage accessible via NFS.

« # of CPU cores: The number of cores which should be allocated to a system VM with
this offering

+ CPU (in MHz): The CPU speed of the cores that the system VM is allocated. For
example, “2000” would provide for a 2 GHz clock.

« Memory (in MB): The amount of memory in megabytes that the system VM should be
allocated. For example, “2048” would provide for a 2 GB RAM allocation.

- Network Rate: Allowed data transfer rate in MB per second.

« Offer HA: If yes, the administrator can choose to have the system VM be monitored and
as highly available as possible.

- Storage Tags: The tags that should be associated with the primary storage used by the
system VM.

- Host Tags: (Optional) Any tags that you use to organize your hosts
+ CPU cap: Whether to 1limit the level of CPU usage even if spare capacity is available.

+ Public: Indicate whether the service offering should be available all domains or only
some domains. Choose Yes to make it available to all domains. Choose No to limit the

scope to a subdomain: CloudStack will then prompt for the subdomain's name.

SR o

8.1.2. BIE—FAIEE T E
KT Bl — MR %

1.

i FH A HRL B AU PR A\ CloudStack UL
TS, RERSTE.

TR, REHATER.
MR R TS .

FEXFVERER . M A e

PR RS E AR T RATR.

. —MERARTR, KeBRAERE A

- BRESREEAR/N. Ak, AR DLE OREMGE RN . AR Ak, RE A ATE L —
M LR INHTRUE

AR/ R S O SRR R /INBOR I A2 . HE LRI R /INAGB I B

- (AR FREPRE . X RN X MU R EAF A REL. IR LLE S D IREEIEIEIER. L
a0 "ssd.blue". PRZEFTHIRIETFME L. CloudStack JEIIPRZERVEECAFHEMBLE 7. WR
—MMREHIAERETRE, ANX IR WA AR E O R EFME L. R
EFEAFAE. WOX MR TT S AP T B R
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CNE . BRI T S FA BRI DSE A R] DL e e AR R BT ST AT L
PR AN AR H A 538 ;- CloudStack g SR T8R4 F .

6. sV,

8.1.3. EHEMIPRARSS et
MR&5 3R — ELBE O, ARRERCTE  SCHUE P T SR AR SR -

— M RSIRBE AT DAEMIER o ARATEMEAR, BLEIH K AMER o RRSREDARSEER T, ES
REERIRET, BERTAEMILE A e - EEAMERE, RSRERFAR AL QIR
AR o

8.2. RYUISFSHTHE

BAVEZ ARG HIRSS TR T — B MICPUE T, CPURIELE, PRZEFIRAMAV/N, BHEEARA RS —HE

o [BARGUHRMRIRSS . TARM TREIUMALSEGI AP RIF, RGOk T 5 B U B 3 s

, EAUCEE, AEMARGREINL - REMRSS T RIRHAIRS & 7T IHICloudStackroot B HEA]
CloudStackffft TERNHIRARSS TS © |, CloudStackroot & HE 57 AT LLBIEAII MY B & X AGIRSS %

HCloudStack R FE ML AR T — MBS HE, EFAERGT R PMMLETT FZRBHBIANE, 1K
A] LU B S AN R 28 5 SR AR BT 07 AR T T R AR BRI RS FR #R HOVERE o 7220028 i B pl A 5 F B I
BHRKE

8.2.1. Creating a New System Service Offering
HT B R T 5

1. ff & AR E ACloudStack UI.
2. TEANEmE, SERS TR
3. In Select Offering, choose System Offering.
4. Click Add System Service Offering.
5. FERTEMER. M AT
- BIR. AR E R TT R AR
Sl — R, FE B RARARF

- System VM Type. Select the type of system virtual machine that this offering is

intended to support.

- Storage type. The type of disk that should be allocated. Local allocates from storage
attached directly to the host where the system VM is running. Shared allocates from

storage accessible via NFS.

- # of CPU cores. The number of cores which should be allocated to a system VM with

this offering

« CPU (in MHz). The CPU speed of the cores that the system VM is allocated. For
example, "2000" would provide for a 2 GHz clock.

« Memory (in MB). The amount of memory in megabytes that the system VM should be
allocated. For example, "2048" would provide for a 2 GB RAM allocation.
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- Network Rate. Allowed data transfer rate in MB per second.

- Offer HA. If yes, the administrator can choose to have the system VM be monitored and
as highly available as possible.

- Storage Tags. The tags that should be associated with the primary storage used by the
system VM.

- Host Tags. (Optional) Any tags that you use to organize your hosts

+ CPU cap. Whether to 1limit the level of CPU usage even if spare capacity is available.

SN BRI RS SN TR BT AT DL R . e U BT B SR T
EFEAN LUBR A H AN FHAT ;- CloudStack BB S 3R IR 4 T

6. NN o

8.3. Network Throttling

Network throttling is the process of controlling the network access and bandwidth usage
based on certain rules. CloudStack controls this behaviour of the guest networks in the
cloud by using the network rate parameter. This parameter is defined as the default data
transfer rate in Mbps (Megabits Per Second) allowed in a guest network. It defines the
upper limits for network utilization. If the current utilization is below the allowed
upper limits, access is granted, else revoked.

You can throttle the network bandwidth either to control the usage above a certain limit
for some accounts, or to control network congestion in a large cloud environment. The
network rate for your cloud can be configured on the following:

. GhForFetl viF
- gHFar et eif
+ Global parameter

If network rate is set to NULL in service offering, the value provided in the
vm.network.throttling.rate global parameter is applied. If the value is set to NULL for
network offering, the value provided in the network.throttling.rate global parameter is
considered.

For the default public, storage, and management networks, network rate is set to 0. This
implies that the public, storage, and management networks will have unlimited bandwidth
by default. For default guest networks, network rate is set to NULL. In this case, network

rate is defaulted to the global parameter value.

The following table gives you an overview of how network rate is applied on different
types of networks in CloudStack.

Network Rate Is Taken from

Guest network of Virtual Router Guest Network Offering
Public network of Virtual Router Guest Network Offering
Storage network of Secondary Storage VM System Network Offering
Management network of Secondary Storage VM System Network Offering
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Network Rate Is Taken from

Storage network of Console Proxy VM System Network Offering
Management network of Console Proxy VM System Network Offering

Storage network of Virtual Router System Network Offering
Management network of Virtual Router System Network Offering

Public network of Secondary Storage VM System Network Offering

Public network of Console Proxy VM System Network Offering

Default network of a guest VM Compute Offering

Additional networks of a guest VM Corresponding Network Offerings

A guest VM must have a default network, and can also have many additional networks.
Depending on various parameters, such as the host and virtual switch used, you can
observe a difference in the network rate in your cloud. For example, on a VMware host the
actual network rate varies based on where they are configured (compute offering, network
offering, or both); the network type (shared or isolated); and traffic direction (ingress

or egress) .

The network rate set for a network offering used by a particular network in CloudStack is
used for the traffic shaping policy of a port group, for example: port group A, for that
network: a particular subnet or VLAN on the actual network. The virtual routers for that
network connects to the port group A, and by default instances in that network connects
to this port group. However, if an instance is deployed with a compute offering with

the network rate set, and if this rate is used for the traffic shaping policy of another
port group for the network, for example port group B, then instances using this compute
offering are connected to the port group B, instead of connecting to port group A.

The traffic shaping policy on standard port groups in VMware only applies to the egress
traffic, and the net effect depends on the type of network used in CloudStack. In shared
networks, ingress traffic is unlimited for CloudStack, and egress traffic is limited

to the rate that applies to the port group used by the instance if any. If the compute
offering has a network rate configured, this rate applies to the egress traffic, otherwise
the network rate set for the network offering applies. For isolated networks, the network
rate set for the network offering, if any, effectively applies to the ingress traffic.
This is mainly because the network rate set for the network offering applies to the egress
traffic from the virtual router to the instance. The egress traffic is limited by the rate

that applies to the port group used by the instance if any, similar to shared networks.
For example:

Network rate of network offering = 10 Mbps

Network rate of compute offering = 200 Mbps

In shared networks, ingress traffic will not be limited for CloudStack, while egress
traffic will be limited to 200 Mbps. In an isolated network, ingress traffic will be
limited to 10 Mbps and egress to 200 Mbps.

8.4. Changing the Default System Offering for System VMs

You can manually change the system offering for a particular System VM. Additionally, as a
CloudStack administrator, you can also change the default system offering used for System
VMs.
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1. Create a new system offering.

For more information, see Creating a New System Service Offering.

2. EiEURE:
mysqldump -u root -p cloud | bzip2 > cloud backup.sql.bz2

3. Open an MySQL prompt:

mysql -u cloud -p cloud

4. Run the following queries on the cloud database.

a. In the disk offering table, identify the original default offering and the new
offering you want to use by default.

Take a note of the ID of the new offering.

select id,name,unique name,type from disk offering;

b. For the original default offering, set the value of unique name to NULL.

# update disk offering set unique name = NULL where id = 10;

Ensure that you use the correct value for the ID.

c. For the new offering that you want to use by default, set the value of unique name
as follows:

For the default Console Proxy VM (CPVM) offering,set unique name to 'Cloud.com-
ConsoleProxy'. For the default Secondary Storage VM (SSVM) offering, set

unique_name to 'Cloud.com-SecondaryStorage'. For example:
update disk offering set unique name = 'Cloud.com-ConsoleProxy' where id = 16;

5. Restart CloudStack Management Server. Restarting is required because the default

offerings are loaded into the memory at startup.
service cloudstack-management restart

6. Destroy the existing CPVM or SSVM offerings and wait for them to be recreated. The new
CPVM or SSVM are configured with the new offering.
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Setting Up Networking for Users

9.1. Overview of Setting Up Networking for Users

People using cloud infrastructure have a variety of needs and preferences when it comes to
the networking services provided by the cloud. As a CloudStack administrator, you can do

the following things to set up networking for your users:

- Set up physical networks in zones

- Set up several different providers for the same service on a single physical network

(for example, both Cisco and Juniper firewalls)

- Bundle different types of network services into network offerings, so users can choose

the desired network services for any given virtual machine

- Add new network offerings as time goes on so end users can upgrade to a better class of

service on their network

* Provide more ways for a network to be accessed by a user, such as through a project of

which the user is a member

9.2. KTREMML

A virtual network is a logical construct that enables multi-tenancy on a single physical

network. In CloudStack a virtual network can be shared or isolated.

9.2.1. BEEMIMLE
—/NFRRS ORI T LU EELAO T - PR RORILE B TR -

* WIVLANSE BR BN S o BoAN B i £
B TR RS R AR i
- ARG AT TR R, (HE R T B ML

9.2.2. HERL

A shared network can be accessed by virtual machines that belong to many different
accounts. Network Isolation on shared networks is accomplished using techniques such as
security groups (supported only in basic zones).

E LA B R KL

- E— AR 48 T R 4%

- FAE LS BHRAIVLANAI B 4%, e R B HE R R B 2 A
- HEM Gl T e T INEE

AP AR — R N2 R 48 2 i F
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9.2.3. EHIMLS IR ITES 43 A

When you define a new virtual network, all your settings for that network are stored

in CloudStack. The actual network resources are activated only when the first virtual
machine starts in the network. When all virtual machines have left the virtual network,
the network resources are garbage collected so they can be allocated again. This helps to
conserve network resources.

9.3. WLARSGSHEME T2

.

SEE BHFHIMSIRF IR E THFFIFRE W CloudStack il 7 S B E 2 FAPL

listNetworkServiceProviders °

MRSsEeptE (MRS ITTiE) 28l B F el B TR R SEBRRILE R A » Eean, Bl KO R P AT DAZ2 e
T R RS KIEARSS o FEASL 4 b 2 MR LA BER PO LR AR SS « tban, m DL R e
Juniper PRI% &1L [F] — MR 2% IR LR KO AR SS -

FE— DL AR DL AL (i A R A AR S5 3R (AT DALFEA £ 1 Juniper SRXIXH)
IR AR pEE B BAE & iR BRI RS, R G vl LU BN ARt 7=, EA B EC

I (R M B LR SR s (ZHE SR BT R ML)  © BlICIoudStack RFEARSS T
SRERS e 3 5 IR SR it o

SCRFRIM S AR S5 1R (&
CloudStack L4ATIE T —LEN ERIARS IR BE SCFFHIER © IREETE B M4 HR BT AIRHR IRBEMIXF1 3%
e

Citrix Juniper SRX F5 BiglP Host based
NetScaler (KVM/Xen)
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9.4. chFcrPer eif

For the most up-to-date list of supported network services, see the CloudStack UI or
call listNetworkServices.

A network offering is a named set of network services, such as:
- DHCP
- DNS
- &% NAT
- Effeft NAT
- g« aRfeh-anH
- eHepkal B e
. 672 gH«agH
+ VPN

- Optional) Name one of several available providers to use for a given service, such as
Juniper for the firewall

- (Optional) Network tag to specify which physical network to use

When creating a new VM, the user chooses one of the available network offerings, and that
determines which network services the VM can use.

The CloudStack administrator can create any number of custom network offerings, in
addition to the default network offerings provided by CloudStack. By creating multiple
custom network offerings, you can set up your cloud to offer different classes of service
on a single multi-tenant physical network. For example, while the underlying physical
wiring may be the same for two tenants, tenant A may only need simple firewall protection
for their website, while tenant B may be running a web server farm and require a scalable
firewall solution, load balancing solution, and alternate networks for accessing the

database backend.

A0SR AR B Y £ B A LN RIS (8 P RO P 48 3R (1 75 ROEFI B T ANER A i firas it & (P
NetScaler) ,FfJ5 X BZR 9 F KB FULBE EH 83 A D 48 4R (07 2 IR D AR RE SR B 8% EoA B DT
0 1 B ERAE AL B — B SR DL E A 1RS458

When creating a new virtual network, the CloudStack administrator chooses which network

offering to enable for that network. Each virtual network is associated with one network
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offering. A virtual network can be upgraded or downgraded by changing its associated

network offering. If you do this, be sure to reprogram the physical network to match.

CloudStack also has internal network offerings for use by CloudStack system VMs. These
network offerings are not visible to users but can be modified by administrators.

9.4.1. Creating a New Network Offering

To create a network offering:
1. Log in with admin privileges to the CloudStack UI.
2. In the left navigation bar, click Service Offerings.
3. In Select Offering, choose Network Offering.
4. Click Add Network Offering.
5. FEREMEA, A0 R
+ Name. Any desired name for the network offering.
* Description. A short description of the offering that can be displayed to users.
+ Network Rate. Allowed data transfer rate in MB per second.
+ Guest Type. Choose whether the guest network is isolated or shared.
For a description of this term, see & 9.2 71 “FHTJEHIML” .

- Persistent. Indicate whether the guest network is persistent or not. The network that
you can provision without having to deploy a VM on it is termed persistent network.

For more information, see %% 15.20 77 “Persistent Networks”

- Specify VLAN. (Isolated guest networks only) Indicate whether a VLAN should be
specified when this offering is used.

- VPC. This option indicate whether the guest network is Virtual Private Cloud-enabled.
A Virtual Private Cloud (VPC) is a private, isolated part of CloudStack. A VPC can
have its own virtual network topology that resembles a traditional physical network.

EEN

For more information on VPCs, see 25 15.19.1 77 “About Virtual Private Clouds”

+ Supported Services. Select one or more of the possible network services. For some
services, you must also choose the service provider; for example, if you select Load
Balancer, you can choose the CloudStack virtual router or any other load balancers
that have been configured in the cloud. Depending on which services you choose,
additional fields may appear in the rest of the dialog box.

Based on the guest network type selected, you can see the following supported

services:

& aAfcHRettaR | &7 wittt Isolated

DHCP For more Supported Supported
information, see
H#15.16 77 “DNSHI
DHCP” .
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&% aArcHRRRRaR |

Isolated

DNS

For more
information, see

# 15.16 47 “DNSHI
DHCP”

Supported

Supported

o Helal s iak

If you select Load
Balancer, you

can choose the
CloudStack virtual
router or any other
load balancers

that have been
configured in the

cloud.

Supported

Supported

éH2 cH«agH

For more
information, see
the Administration
Guide.

Supported

Supported

®27 NAT

If you select
Source NAT, you

can choose the
CloudStack virtual
router or any

other Source NAT
providers that have
been configured in
the cloud.

Supported

Supported

ettt NAT

If you select
Static NAT, you

can choose the
CloudStack virtual
router or any

other Static NAT
providers that have
been configured in
the cloud.

Supported

Supported

G« akLeh-ats

If you select Port
Forwarding, you

can choose the
CloudStack virtual
router or any other
Port Forwarding
providers that have
been configured in
the cloud.

Supported

Not Supported

VPN

For more
information, see
B 015.17 77 “VPN
REALR R

Supported

Not Supported
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Isolated

User Data For more Not Supported Supported
information, see
% 20.3 7 “User
Data and Meta
Data”

Network ACL For more Supported Not Supported
information, see
#015.19.4
“Configuring

Access Control

List”
aeHa For more Not Supported Supported
“orH information,

see # 15.7.2 77
“Adding a Security

Group”

+ System Offering. If the service provider for any of the services selected in

Supported Services is a virtual router, the System Offering field appears. Choose

the system service offering that you want virtual routers to use in this network. For
example, if you selected Load Balancer in Supported Services and selected a virtual
router to provide load balancing, the System Offering field appears so you can choose
between the CloudStack default system service offering and any custom system service
offerings that have been defined by the CloudStack root administrator.

For more information, see % 8.2 71 “RGIRSHZE" .

- Redundant router capability. Available only when Virtual Router is selected as the

Source NAT provider. Select this option if you want to use two virtual routers in the
network for uninterrupted connection: one operating as the master virtual router and
the other as the backup. The master virtual router receives requests from and sends
responses to the user’ s VM. The backup virtual router is activated only when the
master is down. After the failover, the backup becomes the master virtual router.
CloudStack deploys the routers on different hosts to ensure reliability if one host

is down.

- Conserve mode. Indicate whether to use conserve mode. In this mode, network resources

are allocated only when the first virtual machine starts in the network. When
conservative mode is off, the public IP can only be used for a single service. For
example, a public IP used for a port forwarding rule cannot be used for defining
other services, such as StaticNAT or load balancing. When the conserve mode is on,
you can define more than one service on the same public IP.
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If StaticNAT is enabled, irrespective of the status of the conserve mode, no
port forwarding or load balancing rule can be created for the IP. However, you
can add the firewall rules by using the createFirewallRule command.

+ Tags. Network tag to specify which physical network to use.

6. AN,
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{5 i RS

10.1. KT F

CloudStackA] LILEH SAMBITHE R F A F P BT e B Ry L i A& 2 © CloudStack {4
RARPFMEER—SF P REERIE - TLUELL, Bzh, ERMMERELL

B REAUNLAT LU 2 WA © REAUNLAY 42 FRIZENT F-CloudStack 2R, T (F &4 H iR 5 & 2
H EHIEIAL - T EIUALAT IHAE AR 2R3 25 o (HRFEH PRI 2 7o LULA AR g

+ Instance name — a unique, immutable ID that is generated by CloudStack, and can not be

modified by the user. This name conforms to the requirements in IETF RFC 1123.

- Display name — the name displayed in the CloudStack web Ul. Can be set by the user.
Defaults to instance name.

+ Name — host name that the DHCP server assigns to the VM. Can be set by the user.
Defaults to instance name

P REAAL AT LLe v il A (HA) © 2 AT HARS UL 2 AR SR © AR AU EX D UL RAL
T, SREERXTEMI, —Re—-aE - EZEE, BEHEHEMIETAE = -

B EMNL S B — AT IPHAE o MRS IAEHE, CloudStack 2Bzl hEHIALAIA NN
IPHiHE 7 [B] B — M EFARNAT o

ARG T ahAIP (BLANetScaler MEIIHILE) , BEEIUNIAE S0 BCIPHILERI IS 2ARE BN
[ o F b ARE NN IPHREC B SHEC ERY TP, SRJ5RE R SNATIRBRSHT LPAI % - EEAIALADFA
AIP o EBIWLEA R IP &R R 5 B m 2] a] AR 2 Sk IPHutik i -

CloudStack ANBEATHEZE T REfUNL L2 B P B ER (ANFELinux F{ER “shutdown” #54) A2 3ET
ARG o AN SR I ISHATHBER LA N KL,  CloudStack (RS EEE © WML B HATIEEN)
BN, MAESE CloudStack FAUIEY API o

10.2. REsbAlam (=50

CloudStack B HE 5 ROZ A M RREH RV R AL S BRI S AL, H28 1k BC4a SR Rr T SR B R FUA L 2
RFALGHE - —ERE -1 ZeRE, A PEZ PEVHBIEE, XA ERIEIAL
T, N EShEFERER A AR - EIIREREDNVEERRFRSCE, BAE D EILETRISREL
AR - AR5 EMCloudStacki 2 BECE R E ANBOIARIIRS] - RS2 EREE LIRS B, RS
THEREE, EUAREENIEET — 2 afKF - flin, RAENDEYAERRT, RERFES
) — & ENURTR AR T 2L » (R AR T BN BRI EN R AR (-1 ) (&
ANEAHIRED o Bft— EIREX M ER BRI, (FHCloudStack UIZEM 3 ECHE 2 W R IUALAISERE -

10.3. VM Lifecycle

Virtual machines can be in the following states:
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Created
Destroy

/N

Start Reboot

Destroyed

Stop

@

Once a virtual machine is destroyed, it cannot be recovered. All the resources used by the

Start Fail

virtual machine will be reclaimed by the system. This includes the virtual machine’ s IP

address.

A stop will attempt to gracefully shut down the operating system, which typically involves
terminating all the running applications. If the operation system cannot be stopped, it
will be forcefully terminated. This has the same effect as pulling the power cord to a
physical machine.

A reboot is a stop followed by a start.

CloudStack preserves the state of the virtual machine hard disk until the machine is
destroyed.

A running virtual machine may fail because of hardware or network issues. A failed virtual

machine is in the down state.

The system places the virtual machine into the down state if it does not receive the

heartbeat from the hypervisor for three minutes.
The user can manually restart the virtual machine from the down state.

The system will start the virtual machine from the down state automatically if the virtual
machine is marked as HA-enabled.

10.4. QIR IHLEHS]

18 R PR B EEAUAILSE ()  BRICLISN, AP AT DU AR T B — M A RE RS ZE A
FEFOAIL o P AT LA 2 E REAULER DN ISoST i, it FE 40 A CD/DVD-ROMIS 8 TSR E R ST

You can create a VM without starting it. You can determine whether the VM needs to be
started as part of the VM deployment. A request parameter, startVM, in the deployVm
API provides this feature. For more information, see the Developer's Guide
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1B T AR B R FUATLSE 31

1. [EREHEASEERF, BRi# CloudStack o
2. HEEARMESEE, midi E -

3. A INSE

4. Select a zone.

5. Select a template, then follow the steps in the wizard. For more information about how
the templates came to be in this list, see % 12 &= [#FHIEEMN.

6. IBFIIAMRRIRE (i & RVFEiTnERARSS -
- RIEIRA, BRI & e EE

(N

FAZEMER, BRIUNAIMNEZR A Grooti ] IEE EH - ‘

-3

i8I SO B EE AL L 51

(XenServer) jafTfEXenServer HWindows B HIN T B ZHEPVIRE), PVIRENA] LA @ i AR &2 uk;
EEPVIAREFEE - TEEHEIIGE S HEPVIRE), GG EMISORE, FL&iT
¥, FlGraceful A °

1. EREHEASEEM S, BEE CloudStack o
2. HEAMESE, A& E6 -

3. RTINS

4. Select a zone.

5. IEFEISOEDN, REHEIR A SRS ERIITIRE -

6. AR, BRI EIEFR -

10.5. Accessing VMs
R AR LA TR B SRR © B3 R BeS U5 A E = s TR B AL -

To access a VM through the CloudStack Ul:

1. DUEH G M 7 B 0 B RE 2= CloudStack i~ 5L ©

2. Click Instances, then click the name of a running VM.
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3. Click the View Console button

EE; i I I NG ! CRE) .

Tamplates

Events
Irdpanal i [

e 8 E Z WL
i
i
£

Stan Aunring

M Doy v

(o

To access a VM directly over the network:

1. The VM must have some port open to incoming traffic. For example, in a basic zone,
a new VM might be assigned to a security group which allows incoming traffic. This
depends on what security group you picked when creating the VM. In other cases, you can
open a port by setting up a port forwarding policy. See 5 15.14 77 “IPEEA& NP kiE” .

2. If a port is open but you can not access the VM using ssh, it’ s possible that ssh
is not already enabled on the VM. This will depend on whether ssh is enabled in the
template you picked when creating the VM. Access the VM through the CloudStack UI and
enable ssh on the machine using the commands for the VM’ s operating system.

3. If the network has an external firewall device, you will need to create a firewall rule
to allow access. See 5 15.14 7  “IPEG& NP kg .

10.6. {F1EAE IR

Once a VM instance is created, you can stop, restart, or delete it as needed. In the
CloudStack UI, click Instances, select the VM, and use the Stop, Start, Reboot, and
Destroy links.

10.7. Changing the VM Name, OS, or Group

After a VM is created, you can modify the display name, operating system, and the group it
belongs to.

To access a VM through the CloudStack UIl:
1. DUEH G s H P B 22 CloudStack i FF FLH ©
2. FEEMEISISRS, mdis) -

3. Select the VM that you want to modify.
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Click the Stop button to stop the VM. xqa

Click Edit. l_lg

Make the desired changes to the following:
Display name: Enter a new display name if you want to change the name of the VM.
0OS Type: Select the desired operating system.

Group: Enter the group name for the VM.

10. Click Apply.

10.8. Changing the Service Offering for a VM

To upgrade or downgrade the level of compute resources available to a virtual machine, you

can change the VM's compute offering.

1.

PUEH 5 5t 7 B Bt ECloudStack F 7 5L o
TEAMPISAE R A, S50 -

Choose the VM that you want to work with.

Click the Stop button to stop the VM. xﬁa

Click the Change Service button. |rha|
The Change service dialog box is displayed.

Select the offering you want to apply to the selected VM.

A BRE

10.9. Moving VMs Between Hosts (Manual Live Migration)

The CloudStack administrator can move a running VM from one host to another without

interrupting service to users or going into maintenance mode. This is called manual live

migration, and can be done under the following conditions:

+ The root administrator is logged in. Domain admins and users can not perform manual live

migration of VMs.

+ The VM is running. Stopped VMs can not be live migrated.

+ The destination host must be in the same cluster as the original host.

+ The VM must not be using local disk storage.

+ The destination host must have enough available capacity. If not, the VM will remain in

the "migrating" state until memory becomes available.

To manually live migrate a virtual machine

1.

DUVE B 5 8y 3538 7 3 B 53 A CloudStack f P 5L ©
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2. HEAMBSHEREA, Rl -

3. Choose the VM that you want to migrate.

Click the Migrate Instance button. **‘

5. From the list of hosts, choose the one to which you want to move the VM.

6. i BE °

10.10. Deleting VMs

Users can delete their own virtual machines. A running virtual machine will be abruptly

stopped before it is deleted. Administrators can delete any virtual machines.
To delete a virtual machine:

1. DUEEEG M P & 1 Bl 2= CloudStack i /7 5L ©

2. HEMPSHEES, FdsLF) e

3. Choose the VM that you want to delete.

4. :
Click the Destroy Instance button. _EEJ

10.11. fFHiso Xt

CloudStack S #fisoFFMEEIE F v o —iso 3R & iso/cd-rom& 3 RS HuLsc i -
AL B E E R isoXtE,  FEEEEE v

iso 3BT ur 177 B A% o HTTPSZFRRX XN o ARAT BUE L DU 77 ik @ ht tp 7 A A iso.
Franhttp://my.web.server/filename.iso.

iso S MFELIRBAR —HE AT LUEHA SEFLE . isoNE—EHIHIhypersior, fIF A LIfEvSphere FMIKVME
IR T U

isof i G FEERGT, BLEFER RZIIFELIIRRR LS o isoBi G o N5 ST o —4~7]
51 FisofR BB & — 1 O0SEE o CloudStack SLVFTENE i s R AHE /B 802 7 vm. \n i B ] DIZE R P
v FER i sofR R o AN, FEwindowsHEHEpvIRES o isoBEANE— 1 E HlHThypervisor

10.11.1. ¥II—~1S0
T EE BN R E BT AU T suest VMsf# ], REEISEINISO o St B TSORIA
FE—MRIERGE, (BRI AR R BIHITS0, I AIRARE F MR 1 22 A S TR 7 o

1. BFfFICIoudStack FH LA T 5 5l & 4t 7 o
2. TEAHRISMRE, SERR o

3. TEEFMES, IS0

4. R[S0 »

5. TERRINISOREFH, #RHETFIEE:

< ZFR:1SO BRIRRITEIFR o fli, Cent0S6.2 64-bit o
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A I—1 180

- UEEH % T ISORSZ AU RH o B4, Cent0S6.2 64-bit o

* URL: URL/ZISOBE R TM, o & Bl il AR 55 2 0 A RS 5 [R1X DU EE IS HTTP © #1RA T3 2R AT LA
RN EISORBEEEEH RS -

+ X R R R AELL ISOR RV X I, BUEALL Zones ] LILL'EFEE ICloudStack Al ] -

- FEB SRR — P euestBEET | FIX NSO image o 40, —Cent0OS 1SO ZR[FEIHY, —1
Microsoft Office 1SO J&/NAJEHIHY o

- HBIE RYRH SXTEC oudStack M BLILT & T IE B HOBR1E3E LB AEI R Mauest HERE - i
B HIh 1 -

- WRARFR EABAE RGE ISOBRBGHI | Lk, HEFEE -
- IR ISOBME R ST RN A W H 8l [SORAN A5 31, 1EFFOther o

« (XE X XenServer) UNERARAEMIX/NISOF| S LAPYV R, 1%£4F Other PV (32-bit) or Other
PV (64-bit)

© (PRI AR AR — MR E RGU&PV-enabled,  MGX M ISORIREMEIMIEE —1
SCSI (virtio) 3| SHEAL o WIRIXMEERGHL B PV-enabled, EUHN R A — 1 IDES| S AL o PV-
enabled ZBAI:

Fedora 13 Fedora 12 Fedora 11

Fedora 10 Fedora 9 Other PV

Debian GNU/Linux CentOS 5.3 CentOS 5.4

CentOS 5.5 Red Hat Enterprise Linux Red Hat Enterprise Linux
5.3 5.4

Red Hat Enterprise Linux Red Hat Enterprise Linux

5.5 6

K

ARVOEF— D R GRBRIERGIZHIRRAR » tan, #%FECent0S 5.4 £ HF—1Cent0S6. 2
BHER 2 FEONGELAE - EXFEOLT, KikfFother o

+ Extractable: Choose Yes if the ISO should be available for extraction.

- Public: Choose Yes if this ISO should be available to other users.

R AARRAEX AN ISORE B0y Tk F = AIE, IEE A X TR o XA IS0%F & R EIE
WE1S0sF A o FUAE B 5 AT LU /E— P ISOREIE

6. AmFHE o

IR HIIRSS &R T EIABAN1S0 o KIS BE N TSORI AR/, N Eud 2 AT g2 FARAKIT(E] « 1S0 ARAH
B2 EoRReady 1B AR HE T 8E S 17k LRI R o S BIE =R T EE -
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7. B FISONESEMAIRET o REEHIT T —MESH ElEERE HRIX IS0, XKL
° SERERY ISOEA RUHIFECloudStackREMS (£ I E Z AI °

10.11.2. FfHNTSOF| AL
TEEMB SRS, S -

2. EFEEEHAEIL -

Click the Attach ISO button. |ﬁ
4. TEBSANISOXHEHRE, HEAFFTFERIISO o
5. g W -
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Working With Hosts

11.1. Adding Hosts

Additional hosts can be added at any time to provide more capacity for guest VMs. For

requirements and instructions, see % 7.6 77  “Adding a Host” .

11.2. FALE e g =t

ERLSEN BT AP o SR En . EAUS TR & L, 7 B4 L
ETHIERIL TSR R — & P BE I L « 58 S SR E RO AU % P
T <

11.2.1. vCenter and Maintenance Mode
To enter maintenance mode on a vCenter host, both vCenter and CloudStack must be used
in concert. CloudStack and vCenter have separate maintenance modes that work closely

together.

1. Place the host into CloudStack's "scheduled maintenance" mode. This does not invoke the
vCenter maintenance mode, but only causes VMs to be migrated off the host

When the CloudStack maintenance mode is requested, the host first moves into the
Prepare for Maintenance state. In this state it cannot be the target of new guest VM
starts. Then all VMs will be migrated off the server. Live migration will be used to
move VMs off the host. This allows the guests to be migrated to other hosts with no
disruption to the guests. After this migration is completed, the host will enter the

Ready for Maintenance mode.
2. Wait for the "Ready for Maintenance" indicator to appear in the UI.

3. Now use vCenter to perform whatever actions are necessary to maintain the host. During
this time, the host cannot be the target of new VM allocations.

4. When the maintenance tasks are complete, take the host out of maintenance mode as

follows:
a. First use vCenter to exit the vCenter maintenance mode.
This makes the host ready for CloudStack to reactivate it.
b. Then use CloudStack's administrator Ul to cancel the CloudStack maintenance mode

When the host comes back online, the VMs that were migrated off of it may be
migrated back to it manually and new VMs can be added.

11.2.2. XenServer fI4EF L7

fi FXenServer I &, 7] LLfExencenter X Fo— & IR S5 88 /0 AR LS Kz IR S5 28 I B T 3 2008
L HARK AR S5 a IE F4EIP BRI, BTG 751% & IR 55 2 ia A THIVM. Rf B shiaad 2 21 7] — A BT 19 5
k55 2%  WER I RZ IR SS e RIR MR E MR S5 2% . — DB E RS 2R B £ HH IR . S — & k55 a8
AT PRI 8 N REAE H BT B VMEE AR

I TR fRT B A AN (AT — AR S5 A R PR P
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1. FERRREE A S — A RS R e R FEHIT O N R — 1 E.
. ZE%%,%E?ﬁHj;@Q@ﬁﬁf% Enter Maintenance Mode
+ On the Server menu, click Enter Maintenance Mode.

2. Click Enter Maintenance Mode.

BRI AR S5 8 ISR & Bon BT IEAEZ S5 A _EIB T HIVIRE 2 B I AR 55 21t 2 ) B Rt = Y
HAbAR S5 % -

I THI O R B A AR — R 55 A IR H AR R

1. FEBRIERE R e — A RS % . ARG R HUT A0 T — 1R AE
- b AT HISE R Exit Maintenance Mode
- On the Server menu, click Exit Maintenance Mode.

2. Click Exit Maintenance Mode.

11.3. Disabling and Enabling Zones, Pods, and Clusters

You can enable or disable a zone, pod, or cluster without permanently removing it from the
cloud. This is useful for maintenance or when there are problems that make a portion of
the cloud infrastructure unreliable. No new allocations will be made to a disabled zone,
pod, or cluster until its state is returned to Enabled. When a zone, pod, or cluster is
first added to the cloud, it is Disabled by default.

To disable and enable a zone, pod, or cluster:
1. Log in to the CloudStack Ul as administrator
2. In the left navigation bar, click Infrastructure.
3. In Zones, click View More.
4. If you are disabling or enabling a zone, find the name of the zone in the 1list, and
Lo
click the Enable/Disable button. | B=d

5. If you are disabling or enabling a pod or cluster, click the name of the zone that

contains the pod or cluster.
6. MiTERRE -
7. In the Pods or Clusters node of the diagram, click View All.

8. Click the pod or cluster name in the list.

=
Click the Enable/Disable button. ~!é!J

11.4. BEREW]

FALAT LUZ R E BN = FRER o BEREN A EBUR T hypervisorfJRAY o
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BXenServer FIKVMTE E= 41

11.4.1. BHXenServer FIKVME FHL
FHH AR A BETE R RPN o %78 BHL LT BRI B SR B E b 1E 2L 2 S A A
AR o M cloud PRZERTE EA:

L R R E TR -
WL 112 T “ENUEEIE AT
2. For KVM, stop the cloudstack-agent service.
8. i F P S A M R T B R A o
WRIGIREL AT AR HDX & ERBRRAVE AL, EFEMA TP, ERE, FF-

11.4.2. FFRvSphere E£H,

WREBERXFHRBAEN, HEFEEE MRS, HSRE 1.2 7 “EHLE g g
A7 o SRIFMEA CloudStack MlER=EAH » CloudStack S HIBEBIX & L4 #CloudStack MIFRATE
ML o SRTHX & FALAT B AFTE T vCenter lUSEREF o

11.5. BT EM]
FEENHANGETRG, BREBRE, (REU UEF RN o R — D EVEHEE S REE ALE
X, EEHFLERIHROAH R -

11.6. 4P EH EAVREIINLE H b

FERENLE E S PEAE TN EDUTH, IFRECN A T HEUYLEFR AR AR AT o B ZIRE
FEUAVE BRAS BXIF R RORT o A dh A 2B BR SR BE IR UL E B AR AR RO BT » CRIFEEFUALE BRER B
HUFNT o RE EL o EERUAVE B AR PR O A AR AT BEXS TR EHr i T R RSB SCHF -

BRZ BTN T TRl e S EEIR AR UL E L

(XenServer) For more information, see Highly Recommended Hotfixes for XenServer in the
CloudStack Knowledge Base!.

11.7. HEFA
XenServer EAL, kvmEH| 8 E vSphere EALAIERD AT IFE B ZE H AT IR - T|ELE R ZAEREET T
AT RN AIAE R -

BT HE:

1. JERTE ST -

! http://docs.cloudstack. org/Knowledge_Base/Possible_VM_corruption_if_XenServer_Hotfix_is_not_Appl ied/
Highly Recommended Hotfixes for XenServer 5.6 _SP2
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2. [BHUERETE EALEN o BIE TN EBEM DAY CloudStack FRRFANTTAL © 72 & HHITECHT,
BT A B T BRI AR R

3. REIEREHIRITEBECER ENAIENL LTI - (R EEE ViR R X L id o AT
NENAEE “h” (8 vSphere FFE) MBS, HT:

mysql> select id from cloud.host where name like '%h%':

4. CFRR[E—AN B id. W RLX B EALAT AT R o
5. HOFTEURE S ENRER o NEDX T, FAMERENLLIdNS5, 10F1128 %S “password” .

mysql> update cloud.host set password='password' where id=5 or id=10 or id=12;

11.8. FH4HE
B R BT R H e — BRI - SO P B B ARV VRV, o SO
TARGER BT T A EH -

CloudStackE Bl 5 BEE E 45 € 18 EALRA RIZT A B R BB INLEH] - ben, BRI RETe e 618
EHIL B TwindowsHIRFEFEIUAL © BRINADTE EALIIACAS & e %R B RIR R I 0 BL X KT
WL E o AURBCE AT DX R EAL, o ECER & 1R R BRI L HEE R R R R A LR Z R i
EHLE -

# H I EAK P D ECHIBECRT - EEOECR LR EMYOEE —aEEN L (EFAEsEHNLE) -
X BEREAR AR N THAE o A EC A— RS IR 75 R BRI D BE B & D E EAL L o SX BB — LB 0L TR
AP © CloudStacki@id B H# S FYAC E SCFRFCPUBIR 0 BC,  © R 0 AL Ao VH e B 1 e B 8 Y B CPURE
NHETEN IR -

CloudStacktB S FF— Mg IR AR AL AR - X2 B U o Ecas RERRHEREH AL 1
FosRmg o

11.8.1. FBACFIARSS T BT R rIPR
CloudStack FACPURRIRERAL & H T &M A% BB AL - XTELRTE

cpu.overprovisioning.factorJ5g X o

CloudStack HICPUVEIRHRED & 5T R R IR LB - XELRT R

cpu.overprovisioning.factorI5g X o

ARSSIRGETTRIRE] (FLANIGES, 18%) P REBUTROLEL - toan, — MER DA — ME O IRSS T R
RE, RAAE-MELHH, NMEEYLEHERNTED) -

AR S5 75 S IRHI 0 TIERY, PATCPUBTIRS AALE  toan, Box— PREEMIGEZIRSRE TR, TE
FrERENE — M 2CHziI% 0, FF HIZRERMEN EME—ZTRIZEG] o 1 X AR FERE AT LLGE FI2GHZHY
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ANSCFRFNAFRERR )TC ©

11.9. vlian it &

CloudStack automatically creates and destroys interfaces bridged to VLANs on the hosts. In

general the administrator does not need to manage this process.
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CloudStack manages VLANs differently based on hypervisor type. For XenServer or KVM, the
VLANs are created on only the hosts where they will be used and then they are destroyed
when all guests that require them have been terminated or moved to another host.

For vSphere the VLANs are provisioned on all hosts in the cluster even if there is no
guest running on a particular Host that requires the VLAN. This allows the administrator
to perform live migration and other functions in vCenter without having to create the VLAN
on the destination Host. Additionally, the VLANs are not removed from the Hosts when they

are no longer needed.

You can use the same VLANs on different physical networks provided that each physical
network has its own underlying layer-2 infrastructure, such as switches. For example,

you can specify VLAN range 500 to 1000 while deploying physical networks A and B in an
Advanced zone setup. This capability allows you to set up an additional layer-2 physical
infrastructure on a different physical NIC and use the same set of VLANs if you run out of
VLANs. Another advantage is that you can use the same set of IPs for different customers,
each one with their own routers and the guest networks on different physical NICs.
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12.1. ORI

CloudStackFRINELEA T —CentOSHIERINERAR © AIF L AINE L EAMRAYT1E, EE RS E A 5
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1. BT —MREERIEARGRIEMNLEG], T — 2R ERIRE -
2. KA ©
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There are other ways to add templates to CloudStack. For example, you can take a snapshot
of the VM's volume and create a template from the snapshot, or import a VHD from another

system into CloudStack.

BT ARRYIUTT R RS A A AR RAR I BOR

12.2. FEXEAR T R sk

* XFF XenServer, FEE—MREERIBAR EZE PV AKE) / Xen TH o XFMHEEHIRIBAMTHIIE
RN ATHE

* XfF vSphere, TEB—MROIEAIEIR EZFWware T B o SR & 1R B EH T4 -

12.3. B G SEE
IR R RROBER (100 GB SUEK) |, BRI 108 FORIS USRI KHBERT o 24 KAOBE b
RIRE, BeIBAORI T A BB RSB R -

12.4. FRIABRRR

CloudStack & —Cent0S HEAR o & EAFEM _RAFHEALE AU, X MERRS B ZRAFEEUILT
B o A DU T ERE T AR MRAR, R BRI T, A B HIRRAR -
BIAERR A root Fl F &S & “password” o
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BOAER L PR iptables MU, ZPHEER T sshLIAMNRHE AR DT ©

# iptables —-list
Chain INPUT (policy ACCEPT)
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target prot opt source destination

RH-Firewall-1-INPUT all -- anywhere anywhere

Chain FORWARD (policy ACCEPT)

target prot opt source destination

RH-Firewall-1-INPUT all -- anywhere anywhere

Chain OUTPUT (policy ACCEPT)

target prot opt source destination

Chain RH-Firewall-1-INPUT (2 references)

target prot opt source destination

ACCEPT all -- anywhere anywhere

ACCEPT icmp -- anywhere anywhere icmp any

ACCEPT esp —— anywhere anywhere

ACCEPT ah -— anywhere anywhere

ACCEPT udp -- anywhere 224.0.0.251 udp dpt:mdns

ACCEPT udp -- anywhere anywhere udp dpt:ipp

ACCEPT tcp -—- anywhere anywhere tep dpt:ipp

ACCEPT all -- anywhere anywhere state RELATED,ESTABLISHED
ACCEPT tcp —-— anywhere anywhere state NEW tcp dpt:ssh
REJECT all -- anywhere anywhere reject-with icmp-host-

12.5. FAR BRI A FEARAR
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12.6. @ EAFTER R UL B2 B

HIREEHR T — 8 LREIECE AR EF R EINL, IREURELUb oy R R B RIH AL -

1. fHRHZE 10.4
2. TERPWLH TR ENEE R G ST H R B AL -
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S

4. R SIEERAGHES W R AR
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XenServer G 34:
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ER: —BUIEO T RAROZIE R — D RSB P AR GHIEIRRA © HANE A Cent0S 5. 4983
FiCent0S6. 2B B 2 FEURBNARM o iXPEAL T IRRIZ SR HAD
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+ Password Enabled. Choose Yes if your template has the CloudStack password change
script installed. See 5 12.13 F5 “Adding Password Management to Your Templates” .

5. GEERAN e

The new template will be visible in the Templates section when the template creation

process has been completed. The template is then available when creating a new VM.

12.7. \—"RER Q= — R
WRARAMEN T HCreate Template SEHIIMEIEFEINL (WES 12.6 77 “IEi AR
BB FRiukay) |, IRATLUERE CloudStack F /7 5 MAT Aot BE B 2 Q@ ARAR -

12.8. Uploading Templates

vSphere Templates and ISOs

If you are uploading a template that was created using vSphere Client, be sure the OVA
file does not contain an ISO. If it does, the deployment of VMs from the template will
fail.

Templates are uploaded based on a URL. HTTP is the supported access protocol. Templates
are frequently large files. You can optionally gzip them to decrease upload times.
To upload a template:
1. ORISR, SEER -
2. Click Register Template.
3. Provide the following:
* Name and Description. These will be shown in the UI, so choose something descriptive.

- URL. The Management Server will download the file from the specified URL, such as
http://my.web.server/filename.vhd.gz.

- Zone. Choose the zone where you want the template to be available, or All Zones to
make it available throughout CloudStack.
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+ 0OS Type: This helps CloudStack and the hypervisor perform certain operations and make
assumptions that improve the performance of the guest. Select one of the following:

- If the operating system of the stopped VM is listed, choose it.

- If the OS type of the stopped VM is not listed, choose Other.

You should not choose an older version of the OS than the version in the
image. For example, choosing CentOS 5.4 to support a CentOS 6.2 image will in
general not work. In those cases you should choose Other.

+ Hypervisor: The supported hypervisors are listed. Select the desired one.
+ Format. The format of the template upload file, such as VHD or OVA.

- Password Enabled. Choose Yes if your template has the CloudStack password change
script installed. See Adding Password Management to Your Templates

- Extractable. Choose Yes if the template is available for extraction. If this option

is selected, end users can download a full image of a template.

C N H L RFRERARN CloudStack installationfiA A AT W o B & FEAL XA + B - 3
BIEN %8 12.5 T "AAEERAAFER" .

- Featured. Choose Yes if you would like this template to be more prominent for
users to select. The template will appear in the Featured Templates list. Only an
administrator can make a template Featured.

12.9. S HIEK

AR P AE G ] DA CloudStack S AR o TSI A P 5 AR L A tions SR R
DownloadIhgE o

12.10. DI|ZEEWINdows &M

BIEVindows BN TE RN HSysprep (BHRIR) I © Sysprep (W) AIFIREIE—ERR
WINdows HRAR H- 8 5 (] Al ERIS IDIH S

FEXenServer BB TWindowsFEUALTE ZPVIRSN S Fr, FRAERE ML BV QIR - PVARENIE T/
BEANEHYRE, DR—EHIIERR ~ 1SORK ~ LRI IhREA AT LUEF KAl -
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F{f&EWINdows %éﬁ§§180j[ﬁ: .
For more information, see % 10.11.1 T “¥shi—~1s0” .
5 M _E A& fWindows 1SOBI%E— S04 o

For more information, see %% 10.4 7 “QUEEEFINLEHE” .

IR ESRAIEWIN 2008 R2EEWIN2003 R2 HHRHR o
s

RS IRTER, IIFE R LLBEEWINdows MR T ©

12.10.1. System Preparation for Windows Server 2008 R2

For Windows 2008 R2, you run Windows System Image Manager to create a custom sysprep

response XML file. Windows System Image Manager is installed as part of the Windows
Automated Installation Kit (AIK). Windows AIK can be downloaded from Microsoft Download
Center'.

Use the following steps to run sysprep for Windows 2008 R2:

The steps outlined here are derived from the excellent guide by Charity Shelbourne,
originally published at Windows Server 2008 Sysprep Mini—Setup.2

1.

Download and install the Windows AIK

Windows AIK should not be installed on the Windows 2008 R2 VM you just created.
Windows AIK should not be part of the template you create. It is only used to
create the sysprep answer file.

Copy the install.wim file in the \sources directory of the Windows 2008 R2 installation
DVD to the hard disk. This is a very large file and may take a long time to copy.
Windows AIK requires the WIM file to be writable.

Start the Windows System Image Manager, which is part of the Windows AIK.

In the Windows Image pane, right click the Select a Windows image or catalog file
option to load the install.wim file you just copied.

' http://www.microsoft.com/en-us/download/details.aspx?id=9085
2 http://blogs.technet.com/askcore/archive/2008/10/31/automating-the-oobe-process—during-windows-server—-2008—
sysprep-mini-setup.aspx
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5.

Select the Windows 2008 R2 Edition.

You may be prompted with a warning that the catalog file cannot be opened. Click Yes to
create a new catalog file.

In the Answer File pane, right click to create a new answer file.

Generate the answer file from the Windows System Image Manager using the following
steps:

a. The first page you need to automate is the Language and Country or Region Selection
page. To automate this, expand Components in your Windows Image pane, right-click
and add the Microsoft-Windows—-International-Core setting to Pass 7 oobeSystem. In
your Answer File pane, configure the InputLocale, SystemLocale, UlLanguage, and
UserLocale with the appropriate settings for your language and country or region.
Should you have a question about any of these settings, you can right-click on
the specific setting and select Help. This will open the appropriate CHM help file
with more information, including examples on the setting you are attempting to
configure.

3 Untitled* - Windows System Image Manager == g
File Edit Inset Tools Help
Eeddd B0 X 0 Ve e

----- Select a Distribution Share E-fe3 Untitled B Properties
-y Componerts AppliedCorfigurationPass 7 oobeSystem
QE 1 windowsPE Enabled True
3 2 cfflneServicing Id amd64_Microsoft-Windows-Inter
3 generalize Bl Settings
4 specialize InputLocale en-US
5 auditSystem SystemLocale en-US
3 6 auditUser UlLanguage en-US
QE 7 oobeSystem UlLanguageFallback
S UserLocale en-US
L __ Packages
-{T]) amdB4_Microsoft-Windows-EmorReporting
[-{T]) amdB4_Microsoft-Windows-Fax-Service_|
-{T]) amdB4_Microsoft-Windows-1E-ClentMetw
ﬂ amdf4_Microsoft-Windows-1E-ESC_8.0.7)
il (5] amd64_Microsoft Windows-IE-Intemet Bxg| =
ﬂ amdb&4_Microsoft-Windows-Intemational<{|
E:I-ﬂ amdb4_Microsoft-Windows-Intemational{
ﬂ amd64_Microsoft-Windows-LUA-Settings. We
ﬂ amdb4_Microsoft-Windows-Media Player{ Type: String
(-{T]) amd64_Microsoft-Windows-NetBT_6.1.7¢ < m b

ﬂ amdb4_Microsoft-Windows-NetworkBridg
[-{T]) amdB4_Microsoft-Windows-NetwarkLoad
-{]) amdB4_Microsoft-Windows-OutOf BaxBxp
ﬂ amd6&4_Microsoft-Windows-PartitionMana
E:I'ﬂ amd64_Microsoft-Windows-PnpCustomize Description Location
[E=) ﬂ amd&4_Microsoft-Windows-PnpCustomize
ﬂ amd&4_Microsoft-Windows-Prp Sysprep_
ﬂ amd&4_Microsoft-Windows-powercpl_6 1

ﬂ amd&4_Microsoft-Windows-Printing-Spoal
-1 amdR4 M ft-Windows-RasServer £ 7
L) F—— '

XML (0} | Validation {0) | Corfiguration Set (0} ]

b. You need to automate the Software License Terms Selection page, otherwise known as

the End-User License Agreement (EULA). To do this, expand the Microsoft-Windows-
Shell-Setup component. High-1ight the OOBE setting, and add the setting to the Pass
7 oobeSystem. In Settings, set HideEULAPage true.
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C.

File Edit Inset Tools Help
BB P E e
. Select a Distribution Share =-fe3 Untitled B Properties
B_Jj Components AppliedCorfigurationPass 7 oobe System
. {!5 1 windowsPE Component Microsoft-Windows-Shell-Setup
[ ic Path 0QOBE
= Settings
[ HideEULAPage  JUPS [~]
HideWirelessSetupInQOOE
Network Location
=43 7 oobeSystem Protect YourPC
ﬂ amd64_Microsoft-Windows-Intemational Caore_ne SkipMachineQOBE
B--ﬂ amd64_Microsoft-Windows-Shell-Setup_neutral SkiplserOOBE
EJ--@ AutoLogon
@ ClientApplications
@ Display
@ FirstLogonCommands
@ FolderLocations
@ LogonCommands
@ OEMInformation
{7]] OEMWelcomeCertter
D..a amd&4_Microsoft-Windows-PrnpCustomize » % 8gl'é'lgh’acome(:enterhnks
EJ'-ﬂ amdf&4_Microseft-Windows-PnpCustomize @ StartPanellinks
ﬂ amdB4_Microsoft-Windows-Pnp Sysprep_/ X
) @ Taskbarlinks
ﬂ amdB4_Microsoft-Windows-powercpl_6.1 o
ﬂ amdB4_Microsoft-Windows-Printing-Spool @ Emes
) [-{]] UserAccounts
ﬂ amdb4_Microsaft-Windows-RasServer_6 @ VisuslEfects
ﬂ amdf4_Microsaft-Windows-Remote Assist L @ ViindowsFeatures
ﬂ amd64_Microsoft-Windows-Security-Licer| =| | | | Pack HideEULAPage
ﬂ amd6&4_Microsoft-Windows-Security-Licer Ly Fackages Type: Boolean
~{T]) amdB4_Microsoft-Windows-Security-Licer < m D
ﬂ amd6&4_Microsoft-Windows-Security-5PP
ﬂ amd6&4_Microsoft-Windows-Security-5PP-
{2l amd6#_Microseft-Windows-SecurtySPP- | x| (1) | Vaiidation (0) | Corfiguration Set (1)
ﬂ amd6&4_Microsoft-Windows-ServerManag
Description Location

(-] amdB4_Microsoft-Windows-Setup_6.1.76
ﬂ amdf4_Microsoft-Windows-SharedAcces
{71 amd64_Microsoft-Windows-Shell-Setup_€
ﬂ amdB4_Microsoft-Windows-shwebsve_6.
ﬂ amdB4_Microsoft-Windows-SMBServer_£

. 51 amdfR4 Mi a-SNMP-Anert- T
] I r

Lil}

Make sure the license key is properly set.

If you use MAK key, you can just enter

»

the MAK key on the Windows 2008 R2 VM. You need not input the MAK into the Windows

System Image Manager.

If you use KMS host for activation you need not enter

the Product Key. Details of Windows Volume Activation can be found at http://
technet.microsoft.com/en—us/library/bb892849.aspx

You need to automate is the Change Administrator Password page. Expand the

Microsoft-Windows-Shell-Setup component (if it is not still expanded), expand

UserAccounts, right-click on AdministratorPassword, and add the setting to the

Pass 7 oobeSystem configuration pass of your answer file. Under Settings, specify a

password next to Value.
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@lnﬁﬂed‘ - Windows System ;nage MarEr. g.i

File Edit [nset Tools Help

BEEe®d & Pl 8@
. Select a Distribution Share E-f Untitled + |2 Properties
B |_|j Components M AppliedConfigurationPass 7 oobe System
QE 1 windowsPE Component Microsoft-Windows-Shell-Setup
4 2 offiine Servicing Path UserAccounts/ AdministratorPas:
3 generalize Plain Text true
= Settings
ype adnin password heres|
|
=45 7 oobeSystem
ﬂ amd6&4_Microsoft-Windows-Intemational Core
(=--{]) amd64_Microsoft-Windows-Shell-Setup_neut
[+{7]) AutoLogon
@ Client Applications A
@ Display =
@ FirstLogonCommands
@ FolderLocations
@ LogonCommands
@ OEMInformation
+{7]) OEMWelcomeCertter
D..dﬁ-i_l‘u'licrosoﬁ-Windows-Panustomizz - % 8gf;g\l’elcome(:enterhnks
E:I"ﬂ amdb4_Microsoft-Windows-PrpCustomizz .
) ~{7]) StartPanelLinks
ﬂ amdb4_Microsoft-Windows-Prp Sysprep_
) @ TaskbarLinks
ﬁ amdb4_Microsoft-Windows-powercpl_E.1 T
ﬂ amdb4_Microsoft-Windows-Printing-Spoal @ SMES
i =] @ UserAccounts
ﬂ amdbd_Microsoft-Windows-RasServer_6 T @ AdmiristratorPassword —
ﬂ amdb4_Microsoft-Windows-Remote Assist | @ DomainAccounts
ﬂ amd64_Microsoft-Windows-Security-Licer| = @ Localhcoounts Vdue )
ﬂ amdb4d_Microsoft-Windows-Security-Licer .7 VisualEffacts il Type: String
-{7]) amd64_Microsoft-Windows-Securty-Licer < " | N
ﬂ amdb4d_Microsoft-Windows-Security-SPP,
ﬂ amdb4_Microsoft-Windows-Security-SPP-

-{J) amd64_Microsoft-Windows-Securty-SPP- XML {0) | Valication (0) | Corfiguration Set (0)

ﬂ amdb4d_Microsoft-Windows-ServerManag
[#-{7]) amdB4_Microsoft-Windows-Setup_6.1.76 Description Location
ﬂ amdb4_Microsoft-Windows-Shared Acces
|| amd64_Microsoft-Windows-Shell-Setup_£
ﬂ amdb4_Microsoft-Windows-shwebsve_6.
ﬂ amdb4_Microsoft-Windows-SMBServer_f

1 51 amdfd Mi f-Windnws-SMMP-Anent. ™
4 1 +

You may read the AIK documentation and set many more options that suit your
deployment. The steps above are the minimum needed to make Windows unattended setup
work.

8. Save the answer file as unattend.xml. You can ignore the warning messages that appear

in the validation window.

9. Copy the unattend.xml file into the c:\windows\system32\sysprep directory of the
Windows 2008 R2 Virtual Machine

10. Once you place the unattend.xml file in c:\windows\system32\sysprep directory, you run
the sysprep tool as follows:

cd c:\Windows\System32\sysprep
sysprep.exe /oobe /generalize /shutdown

The Windows 2008 R2 VM will automatically shut down after sysprep is complete.

12.10.2. System Preparation for Windows Server 2003 R2

Earlier versions of Windows have a different sysprep tool. Follow these steps for Windows
Server 2003 R2.

1. Extract the content of \support\tools\deploy.cab on the Windows installation CD into a
directory called c:\sysprep on the Windows 2003 R2 VM.

2. Run c:\sysprep\setupmgr.exe to create the sysprep.inf file.
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Select Create New to create a new Answer File.

Enter “Sysprep setup’ for the Type of Setup.

Select the appropriate OS version and edition.

On the License Agreement screen, select “Yes fully automate the installation”
Provide your name and organization.

Leave display settings at default.

Set the appropriate time zone.

Provide your product key.

Select an appropriate license mode for your deployment

Select “Automatically generate computer name’

Type a default administrator password. If you enable the password reset feature,
the users will not actually use this password. This password will be reset by the
instance manager after the guest boots up.

Leave Network Components at “Typical Settings”
Select the “WORKGROUP” option.

Leave Telephony options at default.

Select appropriate Regional Settings.

Select appropriate language settings.

Do not install printers.

Do not specify “Run Once commands”

You need not specify an identification string.

Save the Answer File as c:\sysprep\sysprep.inf.

Run the following command to sysprep the image:

c:\sysprep\sysprep.exe -reseal -mini -activated

After this step the machine will automatically shut down

12.11. Importing Amazon Machine Images

The following procedures describe how to import an Amazon Machine Image (AMI) into

CloudStack when using the XenServer hypervisor.

Assume you have an AMI file and this file is called CentOS_6.2_x64. Assume further that
you are working on a CentOS host. If the AMI is a Fedora image, you need to be working on

a Fedora host initially.
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You need to have a XenServer host with a file-based storage repository (either a local

ext3 SR or an NFS SR) to convert to a VHD once the image file has been customized on the
Centos/Fedora host.

HE IR — <. FRESITIEIER M S E—1T . —EXOEEER TS ERE 5N
i EBHRATA -

To import an AMI:

1.

Set up loopback on image file:

# mkdir -p /mnt/loop/centos62
# mount —o loop Cent0S_6.2 x64 /mnt/loop/centos54

Install the kernel-xen package into the image. This downloads the PV kernel and ramdisk
to the image.

# yum -c /mnt/loop/centos54/etc/yum.conf --installroot=/mnt/loop/centos62/ -y install kernel-xen

Create a grub entry in /boot/grub/grub.conf.

# mkdir -p /mnt/loop/centos62/boot/grub
# touch /mnt/loop/centos62/boot/grub/grub.conf
# echo "" > /mnt/loop/centos62/boot/grub/grub.conf

Determine the name of the PV kernel that has been installed into the image.

# cd /mnt/loop/centos62

# 1s lib/modules/

2.6.16.33-xenU 2.6.16-xenU 2.6.18-164.15.1.el5xen 2.6.18-164.6.1.el5.centos.plus 2.6.18-xenU-ec2-v1.0
2.6.21.7-2.fc8xen 2.6.31-302-ec2

# 1s boot/initrd*

boot/initrd-2.6.18-164.6.1.el5.centos.plus.img boot/initrd-2.6.18-164.15.1.el5xen.img

# 1s boot/vmlinuz*

boot/vmlinuz—2.6.18-164.15.1.el5xen boot/vmlinuz-2.6.18-164.6.1.el5.centos.plus boot/vmlinuz-2.6.18-xenU-
ec2-v1.0 boot/vmlinuz-2.6.21-2952.fc8xen

Xen kernels/ramdisk always end with "xen". For the kernel version you choose, there
has to be an entry for that version under 1lib/modules, there has to be an initrd and
vmlinuz corresponding to that. Above, the only kernel that satisfies this condition is
2.6.18-164.15.1.el5xen.

Based on your findings, create an entry in the grub.conf file. Below is an example
entry.

default=0

timeout=5

hiddenmenu

title CentOS (2.6.18-164.15.1.el15xen)
root (hd0,0)
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10.

11.

12.

13.

kernel /boot/vmlinuz-2.6.18-164.15.1.el5xen ro root=/dev/xvda
initrd /boot/initrd-2.6.18-164.15.1.el5xen.img

”

Edit etc/fstab, changing “sdal” to “xvda” and changing “sdb to “xvdb”

# cat etc/fstab

/dev/xvda / ext3 defaults 11
/dev/xvdb /mnt ext3 defaults 00
none /dev/pts devpts gid=5,mode=620 0 O
none /proc proc defaults 00
none /sys sysfs defaults 00

Enable login via the console. The default console device in a XenServer system is xvcO.
Ensure that etc/inittab and etc/securetty have the following lines respectively:

# grep xvcO etc/inittab
c0:2345:respawn:/sbin/agetty xvcO 9600 vtl100-nav
# grep xvc0 etc/securetty

xvec0

Ensure the ramdisk supports PV disk and PV network. Customize this for the kernel
version you have determined above.

Tt

chroot /mnt/loop/centos54

cd /boot/

mv initrd-2.6.18-164.15.1.el5xen.img initrd-2.6.18-164.15.1.el5xen.img.bak

# mkinitrd —f /boot/initrd-2.6.18-164.15.1.el5xen.img —-with=xennet ——preload=xenblk --omit-scsi-modules
2.6.18-164.15.1.el5xen

S

Change the password.

# passwd

Changing password for user root.

New UNIX password:

Retype new UNIX password:

passwd: all authentication tokens updated successfully.

Exit out of chroot.

7 exit

Check etc/ssh/sshd_config for lines allowing ssh login using a password.

# egrep "PermitRootLogin|PasswordAuthentication" /mnt/loop/centos54/etc/ssh/sshd config
PermitRootLogin yes
PasswordAuthentication yes

If you need the template to be enabled to reset passwords from the CloudStack UI or
API, install the password change script into the image at this point. See % 12.13 7
“Adding Password Management to Your Templates”

Unmount and delete loopback mount.

# umount /mnt/loop/centos54
# losetup -d /dev/loop0
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14. Copy the image file to your XenServer host's file-based storage repository. In the
example below, the Xenserver is "xenhost". This XenServer has an NFS repository whose
uuid is a9c5b8c8-536b—al93-abdc-51at3e5f1799.

# scp Cent0S_6.2_x64 xenhost:/var/run/sr-mount/a9c5b8c8-536b-al93-abdc-51af3e5f£799/
15. Log in to the Xenserver and create a VDI the same size as the image.

[root@xenhost ~|# cd /var/run/sr—-mount/a9c5b8c8-536b-al93-abdc-51af3e5ff799

[root@xenhost a9c5b8c8-536b-al93-abdc-51af3e5££799]# 1s -1h Cent0S 6.2 x64

-rw—r—-r—— 1 root root 10G Mar 16 16:49 CentOS_6.2_x64

[root@xenhost a9c5b8c8-536b-al93-abdc—-51af3e5ff799|# xe vdi-create virtual-size=10GiB sr-
uuid=a9c5b8c8-536b-al93-abdc-51af3e5ff799 type=user name-label="Centos 6.2 x86 64"
cad7317c-258b-4ef7-b207-cdf0283a7923

16. Import the image file into the VDI. This may take 10—20 minutes.

[root@xenhost a9c5b8c8-536b-al93-abdc-51af3e5ff799]# xe vdi-import filename=CentOS 6.2 x64
uuid=cad7317c-258b-4ef7-b207-cdf0283a7923

17. Locate a the VHD file. This is the file with the VDI’ s UUID as its name. Compress it

and upload it to your web server.

[root@xenhost a9c5b8c8-536b-al93-abdc—-51af3e5ff799|# bzip2 —c cad7317c-258b-4ef7-b207-cdf0283a7923.vhd >
Cent0S_6.2_x64.vhd.bz2

[root@xenhost a9c5b8c8-536b-al93-abdc-51af3e5ff799]# scp Cent0S 6.2 x64.vhd.bz2 webserver:/var/www/html/
templates/

12.12. FHfiHyper—v R AR

B Hy per -VEEFUMLE ) XenServer A CloudStack ity , BURF TR — 3L A XenServer FHERE
FANES VHDHASR o f# FH/EAR] CloudStack S FfHXenServerfiZN, B XenCenter5.6 FP1BYSP2 (B2
[AJEFAE5.6) o MAh, BRI LIABIRINF—NFS 180 SR e

K F1inuxEEIIAL, FEVRGE A XenServer R EEFIMLIEAT TAEZ BT, FZNMEIMLM—Leikd TAE - SURERE
ML, I B RAREIT B AEhyper-v R I EEIUAL © F5ZEEihyper—vEBAMF, FIRRELE/etc/fstabs
ibEEP S

1. Mlinuw_ic/JEahas/ distAFAF, BFEE HBH “linu_ic” BEHAIHyper-VAYSRBA M IF
HIBRAR) -

2. £/ boot /(F&n+E%N* o backup0) N4 R E FRHinitrd °
3. M/boot/grub/menu.1st. PRERIELER] "hdX=noprobe"

4. Check /etc/fstab for any partitions mounted by device name. Change those entries (if
any) to mount by LABEL or UUID. You can get that information with the blkid command.

T — B Ry per-VRY RN B 21T, FE R A VHDE|XenServer o X BLAL & B -%ED0
ﬁizﬁl:
1. j@itxencenter§ AVHD, T H BN TE WEBGESA

18
2. JE#E VHD. i T
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3. Nvmind, JEEEEME NERINES VHD SR.iEkH  “BITEERGUEE" |, H HIEFENFS 1S0 SR
4. HEEF—# SR o SEREMALAIE

Option two:

1. 3iB1T XenConvert ,i%f% VHD,i%#¥ XenServer, i F—

2. ¥ vED, g T—

3. HiAXenServerXHEE, HEiF—#

4. Name the VM, then click Next, then Convert. A VM should be created.
—BARZER A hyper—v VHDEIRZHIALAI AR, & LU 25K

1. EEEEUAL, E1Edyper-VEERARSS, HEHFEE

2. %¥XenServerfJLH, RIFHEFFE) -

3. Prepare the VM as desired. For example, run sysprep on Windows VMs. See & 12.10 I

“BIFEEWINdows AR .

PAEAE— 11506 B — D VMAEHVWAR EC © JyWindows EFUALIXGRARAFHY, (HLinuxfJEEAINL ] BETCIZAE]
REEVERE © FHAILinux EIUAL, DIPVEES, ST AR AZATHRASRH & ZROMNI PR -

1. RHIERINL, MNFSTEGEEE TR — P webfRS588; Lhal, FEwebfRSS#s DHEBNFSHHEZRGHENE
B & 7 HAiXenSer ver & i [a] # i st tpaiscp % Fweb R 5 25

2. fECloudStackf# f DL T H B EELK

- URL, 32 LVHDHur1

-os KB (FFARHos o X FeentosfipvBEzt, 1 HAMbPV (32-f1) B H APV (64-H1) X4
1515 R GEfE Xenserver

- Hypervisor. XenServer
- k&=L, VD
XA EMCR A, ARAT DUE B R A g s

12.13. Adding Password Management to Your Templates

CloudStack provides an optional password reset feature that allows users to set a
temporary admin or root password as well as reset the existing admin or root password from
the CloudStack UI.

To enable the Reset Password feature, you will need to download an additional script to
patch your template. When you later upload the template into CloudStack, you can specify
whether reset admin/root password feature should be enabled for this template.

The password management feature works always resets the account password on instance boot.
The script does an HTTP call to the virtual router to retrieve the account password that
should be set. As long as the virtual router is accessible the guest will have access

to the account password that should be used. When the user requests a password reset

the management server generates and sends a new password to the virtual router for the

account. Thus an instance reboot is necessary to effect any password changes.
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If the script is unable to contact the virtual router during instance boot it will not set

the password but boot will continue normally.

12.13.1. LinuxR&RBEE
ikl — T I IALinux RGN 58

1. FNEMHIA M cloud-set-guest-password
« Linux: http://cloudstack.org/dl/cloud-set-guest—password

+ Windows: http://sourceforge.net/projects/cloudstack/files/Password%20Management
%20Scripts/CloudInstanceManager .msi/download

2. PEEDNIARYAER|Copy this file to /etc/init.d
TEHELE inux ZAThRPE LSS /ete/re.d/init. d
3. BTN an & A AT HT
chmod +x /etc/init.d/cloud-set-guest-password (X EEE IEEKR)

4. MRIEAFHILinux ZATAR, 15 50E = AP IRAREE

fEFedora ~ CentOS/RHEL ~ Fl Debian, BT °

chkconfig --add cloud-set-guest-password

12.13.2. Windows 0S %3

M Download page® F#iZIEFEFCloudInstanceManager .msi, FETEFOIERIWindows BN HIEITE
RREF o

12.14. MHEREAR

TR AT LBIER © FE—MBUEOL T, S — PDERESHE DX, RO ERBOE T R RIAR bR, £ E A
DX S R AR A S R o CentOSHIBRARE — Mo o ANRFTIR BLAContOSHIBRAR BIMIER, EMAT
A XD bR -

BRI, IEATH = £ R AL L FLRFARSEAT « 8T, RN RS PR R 2 Al 6]
% o

3 http://cloudstack.org/download.html
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13.1. Storage Overview

CloudStack defines two types of storage: primary and secondary. Primary storage can be
accessed by either iSCSI or NFS. Additionally, direct attached storage may be used for
primary storage. Secondary storage is always accessed using NFS.

There is no ephemeral storage in CloudStack. All volumes on all nodes are persistent.

13.2. F17hE

This section gives concepts and technical details about CloudStack primary storage. For
information about how to install and configure primary storage through the CloudStack UI,
see the Installation Guide.

¥ 2.6 7 “RTEHEME

13.2.1. W T FIMER AL B
- ETEREROBIE S O UIAERE « RATLL, JEERD, BERRPIENIM & TS -

- Ensure that nothing is stored on the server. Adding the server to CloudStack will
destroy any existing data

13.2.2. Runtime Behavior of Primary Storage

Root volumes are created automatically when a virtual machine is created. Root volumes are
deleted when the VM is destroyed. Data volumes can be created and dynamically attached to
VMs. Data volumes are not deleted when VMs are destroyed.

Administrators should monitor the capacity of primary storage devices and add additional
primary storage as needed. See the Advanced Installation Guide.

Administrators add primary storage to the system by creating a CloudStack storage pool.
Each storage pool is associated with a cluster.

13.2.3. BHLEEN EFHE R
TEER T RREINLT & 7T SR -

VMware Citrix
vSphere XenServer
T # A% =X B L AR R VMDK VHD QCow2
Y iScsI VMFS LRRZHE | TR, E
(LVM) FHE
FFF Fiber Channel VMFS B, ENIE | ATLL, @it
HIEMEZS A o | EHEEN
NFS F ¥ = = =
AR £ ) =
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VMware Citrix

vSphere XenServer

FET AR IR NFS #0 iSCSI | NFS NFS

XenServerf£iSCSIMDLAIEIEFEE (E A BAFHILVWMALT, TASIFIE = FFFE - (B, FhEiRSH
ARG TSR AR, (thin-provisioning) ° FTLL, HEEHRSECloudStackfE H BIHE R A FF
fE AT PR AT LLSEEN TR == (R 1 o

KW “HEHEEAT 76 - - 1MAENERE, AEREARE MRS HIN— 1 U RGRE -

XA RN BT SRR N R EA VAL AT — B, ;. /mnt/primaryl o BAREHEEGRBUEE — P ERF
SERGE, HANoCEs2 o FEMAEUL T, CloudStack NI FINFSHIREfE R EI A7 % © CloudStack
EOREHAREFECETH

CloudStackFHINFSIEAEII TR 25 (B 1L  TEXFHBEIL T, B—12R5E
storage.overprovisioning.factor BRI H|TNE = AR o X5 RN EEES I RA TR

Local storage is an option for primary storage for vSphere, XenServer, and KVM. When the
local disk option is enabled, a local disk storage pool is automatically created on each
host. To use local storage for the System Virtual Machines (such as the Virtual Router),

set system.vm.use.local.storage to true in global configuration.

CloudStack Y FHE— 1 ERER G 2/ 120D - B0, IR AP AR e &2 NFSIRS5 28, BU i)
AT LU —19SCST LUN, SRIEE 85— M BRI AR I = 1 4SCST LUN -

13.2.4. a-#af = #cl

TEREATLAAT B4R« FAFERROS S, BRIRSS, SOt EMSHE RBGER - R Y
LR AT LA N 56 TR BRI BIAME B » BIANE 2 SSD" BB A slow” © FRERSHCloudStack L ° 15
SRR TAE B R SS AE AL AR S5 AR EL VSR (8 A © FE 1704 B O B AIAGRTI A Z BT, CloudStack
T BB IRSS RS EHE TR L o AR RS ROPRS TR XSRS 17
FIBESK o Bl E RS AT R B fast "FE AHIRUAS

PREE, PEC, BEEERFELIRAE B H 2 AR R R RIRE 2R o B AEMERLRTE — ML A B SR
LA AR R o B X EIRESROR A&, I AR AT DU — Y

13.2.5. EAFMERVLHE R

AR AT LIS B R B o SR AE IR, BN, B E B T IRAIRAM o W AERE S HOLES 1
R E L E ARk B A Bk T, REE LA EBIR GRS - HFTARERIE LRI %,
XM FRE A B AR T HF BLAT DARAL » SFE s F— IR, R AT DUBE A Bt
X MELE o CloudStackFhR[EIELREH HIE R s B EX M & it AP R (RN TRIR E A%

13.3. 2 FE
RITEH T R FCloudStack " ZRAFMERIBE SANH RGN o STl id CloudStack A P FLTH QA £ AN
BOREENER, Rk -

2.7 “REWEEME

13.4. Working With Volumes
BN PRI o B LUENRS X SkF A& o CloudStack 2N A P RN N4

Volumes are created for a specific hypervisor type. A volume that has been attached to

guest using one hypervisor type (e.g, XenServer) may not be attached to a guest that is
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using another hypervisor type, for example:vSphere, KVM. This is because the different

hypervisors use different disk image formats.

CloudStack defines a volume as a unit of storage available to a guest VM. Volumes are
either root disks or data disks. The root disk has "/" in the file system and is usually
the boot device. Data disks provide for additional storage, for example: "/opt" or

"D:". Every guest VM has a root disk, and VMs can also optionally have a data disk.

End users can mount multiple data disks to guest VMs. Users choose data disks from the
disk offerings created by administrators. The user can create a template from a volume
as well; this is the standard procedure for private template creation. Volumes are
hypervisor-specific: a volume from one hypervisor type may not be used on a guest of
another hypervisor type.

CloudStack supports attaching up to 13 data disks to a VM on XenServer hypervisor
versions 6.0 and above. For the VMs on other hypervisor types, the data disk limit is
6.

13.4.1. Q|&HE

RAT LAE R A VR AR RE ) (1500 T BEI [ SR E RN I 2 DR % © CloudStack [ BR 5 032558 A
FER AT LU LSS I RN o SREIER T — s, it Ll— SRR R AEE T CloudStack{H 2 7E
R PR IR S 2 BT AR 2 e S RO SERRAOIBRZR [A] o SXFh 1L 2 fECToudStack ¥l L 28 (AR ks
LIE=EG) P

13.4.1.1. Using Local Storage for Data Volumes

You can create data volumes on local storage (supported with XenServer, KVM, and VMware) .
The data volume is placed on the same host as the VM instance that is attached to the
data volume. These local data volumes can be attached to virtual machines, detached, re-
attached, and deleted just as with the other types of data volume.

Local storage is ideal for scenarios where persistence of data volumes and HA is not
required. Some of the benefits include reduced disk I/0 latency and cost reduction from
using inexpensive local disks.

In order for local volumes to be used, the feature must be enabled for the zone.

You can create a data disk offering for local storage. When a user creates a new VM, they
can select this disk offering in order to cause the data disk volume to be placed in local
storage.

You can not migrate a VM that has a volume in local storage to a different host, nor
migrate the volume itself away to a different host. If you want to put a host into

maintenance mode, you must first stop any VMs with local data volumes on that host.

13.4.1.2. To Create a New Volume
1. DU G 5@ A P 5108 % A CloudStack fj F FHH ©

2. FEEM SRS S i - o
3. TEIEFIEIERE -
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4. JERIERGE NS, BEUTEREEAEIE
C AT BRI MR T LUE TR U TR E M o

© AT BB o URARILIX S IEREAEIE DT AR XA BIZEOE B LI BRIV o (LR
IREE FE B BERIEA A A AE B B D BT, AR AR BEAE 2 1 B S N R B
P B0

CREETTR o IRFAEERL -
PR EESRTET "Colit” RE - BRI EFMEEICloudStack T{HZ A ANFEREH

5. GEEHIITEARITIRHEAX NS -

13.4.2. Uploading an Existing Volume to a Virtual Machine

Existing data can be made accessible to a virtual machine. This is called uploading a
volume to the VM. For example, this is useful to upload data from a local file system
and attach it to a VM. Root administrators, domain administrators, and end users can all
upload existing volumes to VMs.

The upload is performed using HTTP. The uploaded volume is placed in the zone's secondary

storage

You cannot upload a volume if the preconfigured volume 1limit has already been

reached. The default 1imit for the cloud is set in the global configuration parameter
max.account.volumes, but administrators can also set per—-domain limits that are different
from the global default. See Setting Usage Limits

To upload a volume:

1. (Optional) Create an MD5 hash (checksum) of the disk image file that you are going to
upload. After uploading the data disk, CloudStack will use this value to verify that no
data corruption has occurred.

2. Log in to the CloudStack Ul as an administrator or user
3. FELMISAEE S i fEhE o

4. Click Upload Volume.

5. Provide the following:

- Name and Description. Any desired name and a brief description that can be shown in
the UI.

- Availability Zone. Choose the zone where you want to store the volume. VMs running on

hosts in this zone can attach the volume.

- Format. Choose one of the following to indicate the disk image format of the volume.

126 giftg " Haoh Disk Image Format
XenServer VHD
VMware OVA
KVM QCow2
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« URL. The secure HTTP or HTTPS URL that CloudStack can use to access your disk. The
type of file at the URL must match the value chosen in Format. For example, if Format
is VHD, the URL might look like the following:

http://yourFileServerIP/userdata/myDataDisk.vhd
- MD5 checksum. (Optional) Use the hash that you created in step 1.

6. Wait until the status of the volume shows that the upload is complete. Click Instances
- Volumes, find the name you specified in step 777, and make sure the status is
Uploaded.

13.4.3. [fiin#&
BRI B I — A ESRAR LR LA NI SL A7 0% o MIRE— Rl H S, SO EENET R —4
AL, BSETE NS — N TR e — DB BAR A 7T LU I — % o

1. DG FM 5% N CloudStack HFFH °
2. TELAMSHRE S EFE -
3. TEEFEMEERS -

4.
4., Click the volume name in the Volumes 1list, then click the Attach Disk button xf%EJ

5. FEFHRYSEEIFE, EFERITRITIERIM G B - /R AREE B AR INERISEH) - i, &
WA AR E CRIRRSER], TR SH E L REE -

6. HBHINZIE o o SRR B SE 4 AZ K B BT IRy

13.4.4. Detaching and Moving Volumes

This procedure is different from moving disk volumes from one storage pool to another.
See VM Storage Migration

A volume can be detached from a guest VM and attached to another guest. Both CloudStack

administrators and users can detach volumes from VMs and move them to other VMs.

If the two VMs are in different clusters, and the volume is large, it may take several
minutes for the volume to be moved to the new VM.

1. DUEE S sl A P B0 25k A CloudStack i /= ST ©

2. In the left navigation bar, click Storage, and choose Volumes in Select View.
Alternatively, if you know which VM the volume is attached to, you can click Instances,
click the VM name, and click View Volumes.

3. Click the name of the volume you want to detach, then click the Detach Disk button.

@-
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4. To move the volume to another VM, follow the steps in 28 13.4.3 77 “Fftpn&" .

13.4.5. FEAWLEMITR

Y H¥xenserver,kvm, vmware

X REE B T ERE S N — BRI A EIL - BEEHEBENBIE

PRAT DR — > EEAUA LA AR B 56 B B AN R B 26 IR — X8 h — i 2 A S — it -
PRAT A A i BB R P el — 2 RO B E AR A Gt ) 0 BB R RSO R ST, A B
AT B (AT A f it e DL o

13.4.5.1. Migrating a Data Disk Volume to a New Storage Pool
1. DVEH G @ A P 53108 %3 A CloudStack A F 5 H ©

2. Detach the data disk from the VM. See Detaching and Moving Volumes 5 13.4.4 77
“Detaching and Moving Volumes” (but skip the “reattach” step at the end. You will
do that after migrating to new storage).

3. Call the CloudStack API command migrateVolume and pass in the volume ID and the ID of
any storage pool in the zone.

4. Watch for the volume status to change to Migrating, then back to Ready.

5. Attach the volume to any desired VM running in the same cluster as the new storage
server. See Attaching a Volume %5 13.4.3 7 “Mfiin&E”

13.4.5.2. EREANURG B HIF D
TR GRIEPLI R AL, L P PSRBT N B, » SR8 500y o SRS AU -

LIVEH R s - B Bt 2 CloudStack F P 5T »

2. BUHMIINEZEIAL ERBIRGE - N BUAMINFRERES 13.4.4 77 "Detaching and
VMoving Volumes” ({EEBGIR/EH “EHMIM" FERIREERILERZIEHXSE) -

3. fEIREHAL

—_

4. Use the CloudStack API command, migrateVirtualMachine, with the ID of the VM to migrate
and the IDs of a destination host and destination storage pool in the same zone.

5. BEEMVIREH “TBH” KEH "CEFEL” -
6. EFTRINZEML -

13.4.6. FELE KN

CloudStack provides the ability to resize data disks; CloudStack controls volume size
by using disk offerings. This provides CloudStack administrators with the flexibility
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to choose how much space they want to make available to the end users. Volumes within
the disk offerings with the same storage tag can be resized. For example, if you only
want to offer 10, 50, and 100 GB offerings, the allowed resize should stay within those
limits. That implies if you define a 10 GB, a 50 GB and a 100 GB disk offerings, a user
can upgrade from 10 GB to 50 GB, or 50 GB to 100 GB. If you create a custom-sized disk
offering, then you have the option to resize the volume by specifying a new, larger size.

Additionally, using the resizeVolume API, a data volume can be moved from a static disk
offering to a custom disk offering with the size specified. This functionality allows
those who might be billing by certain volume sizes or disk offerings to stick to that
model, while providing the flexibility to migrate to whatever custom size necessary.

This feature is supported on KVM, XenServer, and VMware hosts. However, shrinking volumes
is not supported on VMware hosts.

Before you try to resize a volume, consider the following:
+ The VMs associated with the volume are stopped.
+ The data disks associated with the volume are removed.

+ When a volume is shrunk, the disk associated with it is simply truncated, and doing so
would put its content at risk of data loss. Therefore, resize any partitions or file
systems before you shrink a data disk so that all the data is moved off from that disk.

To resize a volume:
1. DUEH G e @ A P 3108 55 A CloudStack ] F 5L H ©
2. TEZEM STt m 2 o

3. TEEFEMELEES -
Select the volume name in the Volumes list, then click the Resize Volume button =+,

5. In the Resize Volume pop-up, choose desired characteristics for the storage.

* Resize Volume

Small Disk, 5 GB

Small Disk, 5 GB
Shrink OK- | Medium Disk, 20 GB
Large Disk, 100 GB
Custom Disk

MNew Offering:

a. If you select Custom Disk, specify a custom size.
b. Click Shrink OK to confirm that you are reducing the size of a volume.

This parameter protects against inadvertent shrinking of a disk, which might lead
to the risk of data loss. You must sign off that you know what you are doing.

6. mii W€ -
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13.4.7. Volume Deletion and Garbage Collection

The deletion of a volume does not delete the snapshots that have been created from the

volume
When a VM is destroyed, data disk volumes that are attached to the VM are not deleted.

Volumes are permanently destroyed using a garbage collection process. The global
configuration variables expunge.delay and expunge.interval determine when the physical
deletion of volumes will occur.

+ expunge.delay: determines how old the volume must be before it is destroyed, in seconds
+ expunge.interval: determines how often to run the garbage collection check

Administrators should adjust these values depending on site policies around data

retention.

13.5. f& FIPRAR

(F#H L FHypervisor o XenServer, VMware vSphere, F1 KVM)

CloudStack supports snapshots of disk volumes. Snapshots are a point—in-time capture of
virtual machine disks. Memory and CPU states are not captured.

Snapshots may be taken for volumes, including both root and data disks. The administrator
places a 1imit on the number of stored snapshots per user. Users can create new volumes
from the snapshot for recovery of particular files and they can create templates from

snapshots to boot from a restored disk.

H P REF NS0 E B shEE O TR IR SRS - F P EEd RIROEMEE, Hm HARE — N2 B U
LA o SR root flldataZf PRI o AR CloudStack X B AN SCFHET IR E froot B 5N - ilid RIRIKE
Mroot B S K fEdatag Xt i, [EHRWEMEIRIEREB LB ELILF -

ST S NP5 DB 2t B 2 s PR el sy R IR 2 -

13.5.1. Snapshot Job Throttling

When a snapshot of a virtual machine is requested, the snapshot job runs on the same host
where the VM is running or, in the case of a stopped VM, the host where it ran last. If
many snapshots are requested for VMs on a single host, this can lead to problems with too
many snapshot jobs overwhelming the resources of the host.

To address this situation, the cloud's root administrator can throttle how many

snapshot Jjobs are executed simultaneously on the hosts in the cloud by using the global
configuration setting concurrent.snapshots.threshold.perhost. By using this setting, the
administrator can better ensure that snapshot Jjobs do not time out and hypervisor hosts
do not experience performance issues due to hosts being overloaded with too many snapshot

requests.

Set concurrent.snapshots.threshold.perhost to a value that represents a best guess about
how many snapshot jobs the hypervisor hosts can execute at one time, given the current
resources of the hosts and the number of VMs running on the hosts. If a given host has
more snapshot requests, the additional requests are placed in a waiting queue. No new
snapshot jobs will start until the number of currently executing snapshot Jjobs falls below

the configured limit.
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The admin can also set Jjob.expire.minutes to place a maximum on how long a snapshot
request will wait in the queue. If this limit is reached, the snapshot request fails and

returns an error message.

13.5.2. Automatic Snapshot Creation and Retention
(Z¥; Ll FHypervisor o XenServer, VMware vSphere, HlI KVM)

Users can set up a recurring snapshot policy to automatically create multiple snapshots
of a disk at regular intervals. Snapshots can be created on an hourly, daily, weekly, or
monthly interval. One snapshot policy can be set up per disk volume. For example, a user

can set up a daily snapshot at 02:30.

With each snapshot schedule, users can also specify the number of scheduled snapshots to
be retained. Older snapshots that exceed the retention limit are automatically deleted.
This user-defined limit must be equal to or lower than the global 1limit set by the
CloudStack administrator. See 8 14.3 ﬁ? “Globally Configured Limits” . The limit applies
only to those snapshots that are taken as part of an automatic recurring snapshot policy.
Additional manual snapshots can be created and retained.

13.5.3. Incremental Snapshots and Backup

Snapshots are created on primary storage where a disk resides. After a snapshot is
created, it is immediately backed up to secondary storage and removed from primary storage
for optimal utilization of space on primary storage.

CloudStack does incremental backups for some hypervisors. When incremental backups are
supported, every N backup is a full backup.

VMware vSphere Citrix XenServer

Support incremental N Y N
backup

13.5.4. FHBIRE

PREBHRVERT — N2 H MR IR TS| &, RN FIRAIE G, S EOATIEERRES, R
BB o B R R AEIERR, m%bw B SN B NI BT © CloudStackifi{f M % F—1k2s
BREKE, E0HE—A B

FRIREREN, RGO, TIEEHRSE -

13.5.5. REIKE

BHRF T RKE R o PR NI FCIE— 1% o &0l LI G o382 B HL_E It B U RIE T
BRI o H—MA=E, BTN —"root ZATHRIEGIEE o F P BB X MR 5 Bh EEFU AL 52
R L& JRroot# ©
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14

Working with Usage

The Usage Server is an optional, separately-installed part of CloudStack that provides
aggregated usage records which you can use to create billing integration for CloudStack.
The Usage Server works by taking data from the events log and creating summary usage
records that you can access using the listUsageRecords API call.

The usage records show the amount of resources, such as VM run time or template storage

space, consumed by guest instances.

The Usage Server runs at least once per day. It can be configured to run multiple times
per day.

14.1. AREMHARS 2

FIC B 6 AR S5 4 2 i

1. BREIRELLI T HARS A - XTEIRIECIoudStack B Z IMNYEM B o I8 W R 5T
[EzRailib “”*ﬁﬁﬁﬂﬁ%%ﬁ (AJ3%) %Bﬁj\

2. LIEH RS2 R## ACloudStack HFFH °

3. mili #RRE -

4. TEEREEIA usage o HFInoff BN LR ESEL - TREXUSHAHEA L -

5. FEBRMER R E AR o

6. WABUE AL RFER -

7. EFESEERSS (BEERER T 2RREZ FHERTIXS) HEBERRSS -

# service cloudstack-management restart

# service cloudstack-usage restart

TR T 2REE RS SRR E I -

enable.usage.server {%%?}Fﬁ%ﬁ%ﬁﬁﬂﬁé%%§°
usage.aggregation.timezone O E BT X o i A& MmeEH

HIESPUTEA R XHTETR ZIR EASE - fi
A (A DL TS E & (R E R AEPST 00: 15817
A B GMTHS (] 0 7. 1/23:59:59 { - PU /N {3
FER °

usage.stats. job.exec.time = 00:15
usage.execution.timezone = PST
usage.aggregation.timezone = GMT

Valid values for the time zone are

specified in [ff3¢ A, Bf[X

2RI GMT
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usage.execution.timezone

The time zone of usage.stats.job.exec.time.

Valid values for the time zone are

specified in Pfi5F A, Bf[X

BRSSO B HAR S5 AR AT X o

usage.sanity.check.interval

SRS TS 8] (B FR © 1B I IE R E ITE

AR PR 2 BT RSE H EERADEER © than

. MEERE B LB S 2 S5 A e & A
Bk, BEMRLIEK - REREBITRA
IFIE] AR (5 RIS [R] o 2R AR T SR L & A%
ALERT TYPE USAGE_SANITY RESULT = 21 %4 o

usage.stats. job.aggregation.range

R AR S5 R TS5 (BN EIRR (i fr) -
oo, ARARFFICER Y1440, ERRSS S FE
FPFT—IK o WRARFFRLEB 600, W2 10/NEf
PUT—IK o — B0 N EA RS A IUTIES &
PRELAE b IRHGE ST S0t _E A B Pl A

There is special handling for the case
of 1440 (once per day). In this case

the Usage Server does not necessarily
process all records since Usage was last
run. CloudStack assumes that you require
processing once per day for the previous,
complete day’ s records. For example,

if the current day is October 7, then

it is assumed you would like to process
records for October 6, from midnight

to midnight. CloudStack assumes this
midnight to midnight” 1is relative to the

usage.execution.timezone.

PRIN: 1440

usage.stats. job.exec.time

The time when the Usage Server processing

will start. It is specified in 24-hour

format (HH:MM) in the time zone of the
server, which should be GMT. For example,

to start the Usage job at 10:30 GMT, enter
“10:30” .

WERFEREET
usage.stats.Job.aggregation.rangeé?iﬁ,

H HIZSEE R 21440, XMER R INE]
usage.stats. job.exec.time B By T# IR
FeRiEss - ERE IR, HR24/N E&T £ E
T RF|IK usage.stats.job.exec.timedbH(ESS
it -

BRAME: 00:15

ben . B IRAR S5 as i DORGNT, IREYM P EBAERERIGRE, TIREITRAELHAE (EST) BRER

PR AT BEFIESRETIT I 2L T

- enable.usage.server = true
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- usage.execution.timezone = America/New York

- usage.stats.job.exec.time = 07:00 o XCRFSTERERATE]2: OOPTF AHIESS < ¥R, XSH TR
AsF [ 538 A\ GB HH B A [ 77 028 —/INEF o

- usage.stats. job.aggregation.range = 1440

FEXFECE T, FRAES SERIRRERERMN AT, FIFR&0%E LE—HE LURERE R ST §l—
RE “FREVFREAILS 7

Because the special value 1440 has been used for usage.stats.job.aggregation.range,
the Usage Server will ignore the data between midnight and 2 AM. That data will be
included in the next day's run.

14.2. Setting Usage Limits

CloudStack provides several administrator control points for capping resource usage by
users. Some of these limits are global configuration parameters. Others are applied at the
ROOT domain and may be overridden on a per—account basis.

Aggregate limits may be set on a per—-domain basis. For example, you may limit a domain and
all subdomains to the creation of 100 VMs.

This section covers the following topics:

14.3. Globally Configured Limits

In a zone, the guest virtual network has a 24 bit CIDR by default. This limits the guest
virtual network to 254 running instances. It can be adjusted as needed, but this must be
done before any instances are created in the zone. For example, 10.1.1.0/22 would provide
for 71000 addresses.

The following table lists limits set in the Global Configuration:

Parameter Name Definition

max.account.public.ips Number of public IP addresses that can be

owned by an account

max.account.snapshots Number of snapshots that can exist for an
account

max.account.templates Number of templates that can exist for an
account

max.account.user.vms Number of virtual machine instances that

can exist for an account

max.account.volumes Number of disk volumes that can exist for

an account

max.template.iso.size Maximum size for a downloaded template or
ISO in GB
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Parameter Name Definition

max.volume.size.gb Maximum size for a volume in GB

network.throttling.rate Default data transfer rate in megabits
per second allowed per user (supported on
XenServer)

snapshot.max.hourly Maximum recurring hourly snapshots to be

retained for a volume. If the 1imit is
reached, early snapshots from the start

of the hour are deleted so that newer ones
can be saved. This 1imit does not apply to
manual snapshots. If set to 0, recurring

hourly snapshots can not be scheduled

snapshot.max.daily Maximum recurring daily snapshots to be
retained for a volume. If the limit is
reached, snapshots from the start of the
day are deleted so that newer ones can be
saved. This 1imit does not apply to manual
snapshots. If set to 0, recurring daily

snapshots can not be scheduled

snapshot.max.weekly Maximum recurring weekly snapshots to be
retained for a volume. If the 1imit is
reached, snapshots from the beginning of
the week are deleted so that newer ones
can be saved. This limit does not apply to
manual snapshots. If set to 0, recurring
weekly snapshots can not be scheduled

snapshot.max.monthly Maximum recurring monthly snapshots to

be retained for a volume. If the 1limit is
reached, snapshots from the beginning of
the month are deleted so that newer ones
can be saved. This 1imit does not apply to
manual snapshots. If set to 0, recurring

monthly snapshots can not be scheduled.

To modify global configuration parameters, use the global configuration screen in the
CloudStack UI. See Setting Global Configuration Parameters

14.4. Default Account Resource Limits

You can limit resource use by accounts. The default limits are set by using global
configuration parameters, and they affect all accounts within a cloud. The relevant

parameters are those beginning with max.account, for example: max.account.snapshots.

To override a default 1imit for a particular account, set a per—account resource limit.
1. FAF|CloudStack UI.

2. In the left navigation tree, click Accounts.

3. Select the account you want to modify. The current limits are displayed. A value of -1

shows that there is no limit in place.
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|

14.5. Per-Domain Limits

Click the Edit button.

CloudStack allows the configuration of limits on a domain basis. With a domain limit in
place, all users still have their account limits. They are additionally limited, as a
group, to not exceed the resource limits set on their domain. Domain limits aggregate

the usage of all accounts in the domain as well as all accounts in all subdomains of that
domain. Limits set at the root domain level apply to the sum of resource usage by the

accounts in all domains and sub—-domains below that root domain.
To set a domain limit:

1. Effi CloudStack F P 5T

2. In the left navigation tree, click Domains.

3. Select the domain you want to modify. The current domain limits are displayed. A value

of -1 shows that there is no limit in place.

|

Click the Edit button
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fECloudStack ; fFEvms ] LUld W& FRRMAHAL NGB, MR GIHE B CHRRE RS —FE -
CloudStack FEfUHE FH &% -& F 7 $2 (M 4l i BRI E B

15.1. eF¥a®leuréq
— AN PSR TE— P zone R B [E I & o RE zone FIE BN REE M AT E DA ipHbdk
RIS, AT FUET A 2 phE LS F 75 2RI 3 E e o

This figure illustrates a typical guest traffic setup:

Public Traffic (65.37.%.%) Guest Traffic 10.0.0.0/8

Link-Local Network (169.254.*% %)

Internet
Account 1 10.1.1.2
Gateway address Guest 1

65.37.%.* 10.1.1.1

65.37.141.24 e
65.37.141.27 —— N e 10.1.1.3
omain T

NAT
Load Balancing

Account 1 10.1.1.4
Guest 3

Jee i 10.1.1.5
Guest 4

mnam

Guest Traffic Setup

—

EHARSS A7 B BRI E A R B — ARG A% o ARG At Es TN LAVRFIRENNL, A
S HLEHEDT o ethOFE I/ERREMGERIR K, ipHitii}910.1.1.1; ethl 0 H T RETELE B UK HEE
s eth2iEMHRE — A tkipiht F AR A -

FE UL 3% F # 3 dhepfiR 55 7F H B sh s LS CR B RO itttk 0 FC— DA BRI A AT LA TV E i B ip
bk

R UL F 2% H ShAOED B Fnat e FEvmd% & SN0 &

15.2. — PODN %%

The figure below illustrates network setup within a single pod. The hosts are connected
to a pod-level switch. At a minimum, the hosts should have one physical uplink to each
switch. Bonded NICs are supported as well. The pod-level switch is a pair of redundant
gigabit switches with 10 G uplinks.
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Public Traffic (65.37.%.%) Manage ment Traffic (192.168.% )

Pod-Lewvel Switch (layer-2 switch)

Host 1

65.37.*.*

Host 2

NNERER

Metwork Setup within a Single Pod — Logical View
P55 A BN N B2 -

- At FOE R B EI R AL

- EHLEREIEHEIRE AR AR 4.

- EHLHERE A N E TR R R4

HA TR Z DB RREIE N EED . EBITRIISCHEA . DIORRIES R IF A
BETIE A

15.3. FEX 3N AR

The following figure illustrates the network setup within a single zone.
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Internet

—-—

Layer-3 switch wy/ firewall

1stz)
Syl

Layer-2 switch
| ’
i
— — Hosts
Management 4
Server farm with 1 = |
— —
MySaL
g Primaw
storage

Secondarv storage servers Pod 1 Pod 2

F T B B ks TAETENATAR R, o 3B 2 0 EC A M4 R A TPHiiE192.168.0.0/16 BRFLAHE Hidik2S
[B8] o B PODA LAY IPHINE192.168. *.0/24 CHRFAF HihEZS[H] -

BAKEEA B S —2 AR IPHE o B A KA KN IPHIEAES -

15.4. EARX i N 4R i S

fE—PEAMG S, REYHENEHYERNT o (RAFEIE — DR MNL DU E b E 2RI £
MR - HIREXEIN— 1 X3ECloudStackd,  fRiliFAdd Zone FRILEFEERLE -

15.5. S IX Y 4L D B

T F IR X AR T2 1R IR 5% 25 PR D 5 2 A ] 22 g LA 37 e £ S AN [ P 2 1) P 2%

=S8

15.5.1. fEmERFEH P IXERERE
DTN BPEBERELEFFEAN CloudStack FMH o i EEARRIRFERL:

1. FEAAMSHURE, M - FEXEEREF IR EEE R, RE A G IRE IR 400 X

2. RMEPIEBIRE
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3. A AN
RN LA R

& Add guest network

Flease confirm that you would like to add a guest network

*Mame: |

* Display Text |

“Zone: | Zone-0 |E|

* Metwork Offering: | DefaultlsolatedMetworkOfferingWWith EI

Guest Gateway: |

Guest Metmask: |

Cancel | Ok

4. RELIMEER
- BFR o ILBATR o X2 P AT LAY e
- EIRIUR:
- DX X B DX IR i R B R T R ) X
- IR R MRAEHACKRE T2 NG TR, EEREIRFEID -
C RFEMLERIR: AR LRI
- REFLE T PR : R FILE (R 5 P R
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15.5.2. fHERBXFEENHERE
E-MERBENERBNE , (REEREED— AT Interne B (1 TPHILTEH -

15.6. [HHZ P REMLS

T {5 FA R AR A R BRI L L FRPIN AR e 2 P 48 T LUFE A 4R 203 S AR AT TR0 . (/R AT LASE i 4 REDNS
JRBEA L% H RE SRR -

— P REALEI A AEH AR E . H—DELBIELUE . BUNEE H LR, BIE A =T LUt A
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15.6.1. &INA— A REAIHLAI L%

1. {ERE P 5 R4 H B A F|CloudStack UT.
2. MEZEAH SRS B R4
3. AERIEHLNG - RGN TER:

C GRR: ERATR o FIFTEIL

- IRIOR: g o AR o

- DX KRBT B X35 o B XIER R — IRV, RIS EERUAL AR, A (X
WA ARPIPEE o B AL E N XIS E IPTEH -
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- BERUALII R EEFUAILRLIZ (8 AR R % o
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4. HQE -

15.6.2. Changing the Network Offering on a Guest Network

A user or administrator can change the network offering that is associated with an

existing guest network.
- VENEH G & 4 P A ElCloudStack UI.

+ If you are changing from a network offering that uses the CloudStack virtual router to

one that uses external devices as network service providers, you must first stop all the
VMs on the network. See % 10.6 71 “{ZFFIESHEFIAL .

* FEZEN SRS BSR4

+ Click the name of the network you want to modify.

In the Details tab, click Edit. LJE{J

+ In Network Offering, choose the new network offering, then click Apply.

- A prompt is displayed asking whether you want to keep the existing CIDR. This is to let
you know that if you change the network offering, the CIDR will be affected. Choose No

to proceed with the change.

- Wait for the update to complete. Don’ t try to restart VMs until the network change is

complete.

- If you stopped any VMs, restart them.
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15.7. Z4e5nH

15.7.1. About Security Groups

Security groups provide a way to isolate traffic to VMs. A security group is a group of
VMs that filter their incoming and outgoing traffic according to a set of rules, called
ingress and egress rules. These rules filter network traffic according to the IP address
that is attempting to communicate with the VM. Security groups are particularly useful

in zones that use basic networking, because there is a single guest network for all guest

VMs. In advanced zones, security groups are supported only on the KVM hypervisor.

In a zone that uses advanced networking, you can instead define multiple guest

networks to isolate traffic to VMs.

Each CloudStack account comes with a default security group that denies all inbound
traffic and allows all outbound traffic. The default security group can be modified so

that all new VMs inherit some other desired set of rules.

Any CloudStack user can set up any number of additional security groups. When a new VM

is launched, it is assigned to the default security group unless another user-defined
security group is specified. A VM can be a member of any number of security groups. Once a
VM is assigned to a security group, it remains in that group for its entire lifetime; you
can not move a running VM from one security group to another.

You can modify a security group by deleting or adding any number of ingress and egress
rules. When you do, the new rules apply to all VMs in the group, whether running or

stopped.

If no ingress rules are specified, then no traffic will be allowed in, except for
responses to any traffic that has been allowed out through an egress rule.

15.7.2. Adding a Security Group

A user or administrator can define a new security group.
1. R 5 B4 I A B A F|CloudStack UT.
2. In the left navigation, choose Network
3. In Select view, choose Security Groups.
4. Click Add Security Group.
5. Provide a name and description.
6. s BERE °
The new security group appears in the Security Groups Details tab.

7. To make the security group useful, continue to Adding Ingress and Egress Rules to a

Security Group.
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15.7.3. Security Groups in Advanced Zones (KVM Only)

CloudStack provides the ability to use security groups to provide isolation between guests
on a single shared, zone-wide network in an advanced zone where KVM is the hypervisor.
Using security groups in advanced zones rather than multiple VLANs allows a greater range
of options for setting up guest isolation in a cloud.

Limitations

The following are not supported for this feature:

- Two IP ranges with the same VLAN and different gateway or netmask in security group-—

enabled shared network.

- Two IP ranges with the same VLAN and different gateway or netmask in account-specific

shared networks.
+ Multiple VLAN ranges in security group-enabled shared network.
+ Multiple VLAN ranges in account-specific shared networks.

Security groups must be enabled in the zone in order for this feature to be used.

15.7.4. BRHZ4A

In order for security groups to function in a zone, the security groups feature must
first be enabled for the zone. The administrator can do this when creating a new zone,

by selecting a network offering that includes security groups. The procedure is described
in Basic Zone Configuration in the Advanced Installation Guide. The administrator can not
enable security groups for an existing zone, only when creating a new zone.

15.7.5. Adding Ingress and Egress Rules to a Security Group
1. ENEHEAEHEH P S AF|CloudStack UT.

2. In the left navigation, choose Network
3. In Select view, choose Security Groups, then click the security group you want

4. To add an ingress rule, click the Ingress Rules tab and fill out the following fields
to specify what network traffic is allowed into VM instances in this security group.
If no ingress rules are specified, then no traffic will be allowed in, except for

responses to any traffic that has been allowed out through an egress rule.

- Add by CIDR/Account. Indicate whether the source of the traffic will be defined by
IP address (CIDR) or an existing security group in a CloudStack account (Account).
Choose Account if you want to allow incoming traffic from all VMs in another security

sroup

+ Protocol. The networking protocol that sources will use to send traffic to the
security group. TCP and UDP are typically used for data exchange and end-user
communications. ICMP is typically used to send error messages or network monitoring
data.

- Start Port, End Port. (TCP, UDP only) A range of listening ports that are the
destination for the incoming traffic. If you are opening a single port, use the same

number in both fields.

119



St

5

15 Z EHMN LR E

- ICMP Type., ICMP Code. (ICMP only) The type of message and error code that will be

accepted.

- CIDR. (Add by CIDR only) To accept only traffic from IP addresses within a particular
address block, enter a CIDR or a comma-separated list of CIDRs. The CIDR is the base
TP address of the incoming traffic. For example, 192.168.0.0/22. To allow all CIDRs,
set to 0.0.0.0/0.

+ Account, Security Group. (Add by Account only) To accept only traffic from another
security group, enter the CloudStack account and name of a security group that
has already been defined in that account. To allow traffic between VMs within the

security group you are editing now, enter the same name you used in step 7.

The following example allows inbound HTTP access from anywhere:

Details Ingress Rules
Add by
@ cioR © Account
Frotocol Start Port End Port CIDR: Add

TCP |=| 80 80 0.0.0.0/0 | Add |

To add an egress rule, click the Egress Rules tab and fill out the following fields
to specify what type of traffic is allowed to be sent out of VM instances in this
security group. If no egress rules are specified, then all traffic will be allowed
out. Once egress rules are specified, the following types of traffic are allowed out:
traffic specified in egress rules; queries to DNS and DHCP servers; and responses to
any traffic that has been allowed in through an ingress rule

- Add by CIDR/Account. Indicate whether the destination of the traffic will be defined
by IP address (CIDR) or an existing security group in a CloudStack account (Account).
Choose Account if you want to allow outgoing traffic to all VMs in another security
group.

+ Protocol. The networking protocol that VMs will use to send outgoing traffic. TCP
and UDP are typically used for data exchange and end-user communications. ICMP is

typically used to send error messages or network monitoring data.

- Start Port, End Port. (TCP, UDP only) A range of listening ports that are the
destination for the outgoing traffic. If you are opening a single port, use the same

number in both fields.

- ICMP Type, ICMP Code. (ICMP only) The type of message and error code that will be

sent

- CIDR. (Add by CIDR only) To send traffic only to IP addresses within a particular
address block, enter a CIDR or a comma-separated list of CIDRs. The CIDR is the base
IP address of the destination. For example, 192.168.0.0/22. To allow all CIDRs, set
to 0.0.0.0/0.
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« Account, Security Group. (Add by Account only) To allow traffic to be sent to another
security group, enter the CloudStack account and name of a security group that
has already been defined in that account. To allow traffic between VMs within the
security group you are editing now, enter its name.

6. AN o

15.8. HPERP K SN T B i e
CloudStack BEH5 MR uniper SRR ARIATHEROINE N tScaler B F5 MM E M E BB
s, TR ABIRRL - XL R, LS, L ASRY AR e a2 -

15.8.1. About Using a NetScaler Load Balancer

Citrix NetScaler is supported as an external network element for load balancing in

zones that use advanced networking (also called advanced zones). Set up an external load
balancer when you want to provide load balancing through means other than CloudStack’ s
provided virtual router.

The NetScaler can be set up in direct (outside the firewall) mode. It must be added before
any load balancing rules are deployed on guest VMs in the zone.

The functional behavior of the NetScaler with CloudStack is the same as described in the
CloudStack documentation for using an F5 external load balancer. The only exception is
that the F5 supports routing domains, and NetScaler does not. NetScaler can not yet be
used as a firewall.

The Citrix NetScaler comes in three varieties. The following table summarizes how these

variants are treated in CloudStack.

NetScaler ADC Type Description of Capabilities CloudStack Supported
Features
MPX Physical appliance. Capable In advanced zones, load
of deep packet inspection. balancer functionality
Can act as application fully supported without
firewall and load balancer limitation. In basic zones,

static NAT, elastic IP
(EIP), and elastic load
balancing (ELB) are also

provided
VPX Virtual appliance. Can run Supported only on ESXi. Same
as VM on XenServer, ESXi, functional support as for
and Hyper-V hypervisors. MPX. CloudStack will treat
Same functionality as MPX VPX and MPX as the same
device type
SDX Physical appliance. Can CloudStack will dynamically
create multiple fully provision, configure, and

isolated VPX instances on a manage the lifecycle of
single appliance to support VPX instances on the SDX.
multi-tenant usage Provisioned instances

are added into CloudStack
automatically — no manual
configuration by the
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NetScaler ADC Type Description of Capabilities CloudStack Supported

Features

administrator is required.
Once a VPX instance is

added into CloudStack, it is
treated the same as a VPX on
an ESXi host.

15.8.2. FElERHELARSS 78 b snmpif {5 2H

SNMPR R4 B & AN B P IDE TS, $2 ML T IR &, Gk Es o 157 B A AT A SNMPIE Sk —
A E o WRBARFERFBEEIERLT, B&EMMIEKIEE o MRERFSF L2 ERD, MEFERE
BRI

NetScaleri® & {# FISN\MPHIREHINLIEAE o /RLITZSESNP, F H D B SNMPE F2H F Tnetscaler FIRHELAS
a2 BRI o

1. FPRIRAIRedHat 2234 T SNMP. QIR A AT LU T a4

yum install net-snmp-utils

2. YgkE /etc/snmp/snmpd.conf AYFSNMPliftnetscaler %

a. BRG] — 2 2dH CRIFTZE, R TE B & R1EK) :

HRGREELL N A%, A SRS B ipublic

# sec.name source community com2sec local localhost
public com2sec mynetwork 0.0.0.0 public

HHEO0.0.0.0 FFEipE netscaler RS2

b. BRESZEZFIEY

# group.name sec.model sec.name
group MyRWGroup vl local

group MyRWGroup v2c local

group MyROGroup v1 mynetwork
group MyROGroup v2c mynetwork

c. BIEMEETHL TR
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incl/excl subtree mask view all included .1

d. Grant access with different write permissions to the two groups to the view you
created.

# context sec.model sec.level prefix read write notif
access MyROGroup "" any noauth exact all none none
access MyRWGroup "" any noauth exact all all all

3. iptalbes FPJXFTSNMP

iptables —A INPUT -p udp ——dport 161 —-j ACCEPT

4. BEHSNMPARSS

service snmpd start

5. WatrsnmpfRSSHE RS HBhEEN

chkconfig snmpd on

15.8.3. Initial Setup of External Firewalls and Load Balancers

When the first VM is created for a new account, CloudStack programs the external firewall
and load balancer to work with the VM. The following objects are created on the firewall:

A new logical interface to connect to the account's private VLAN. The interface IP is
always the first IP of the account's private subnet (e.g. 10.1.1.1).

+ A source NAT rule that forwards all outgoing traffic from the account's private VLAN to
the public Internet, using the account's public IP address as the source address

+ A firewall filter counter that measures the number of bytes of outgoing traffic for the
account

The following obJjects are created on the load balancer:

+ A new VLAN that matches the account's provisioned Zone VLAN

+ A self IP for the VLAN. This is always the second IP of the account's private subnet
(e.g. 10.1.1.2).

15.8.4. Ongoing Configuration of External Firewalls and Load

Balancers

Additional user actions (e.g. setting a port forward) will cause further programming of
the firewall and load balancer. A user may request additional public IP addresses and
forward traffic received at these IPs to specific VMs. This is accomplished by enabling
static NAT for a public IP address, assigning the IP to a VM, and specifying a set of
protocols and port ranges to open. When a static NAT rule is created, CloudStack programs
the zone's external firewall with the following objects:

+ A static NAT rule that maps the public IP address to the private IP address of a VM.
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+ A security policy that allows traffic within the set of protocols and port ranges that
are specified.

+ A firewall filter counter that measures the number of bytes of incoming traffic to the
public IP.

The number of incoming and outgoing bytes through source NAT, static NAT, and load
balancing rules is measured and saved on each external element. This data is collected on
a regular basis and stored in the CloudStack database.

15.8.5. Configuring AutoScale

AutoScaling allows you to scale your back-end services or application VMs up or down
seamlessly and automatically according to the conditions you define. With AutoScaling
enabled, you can ensure that the number of VMs you are using seamlessly scale up when
demand increases, and automatically decreases when demand subsides. Using AutoScaling, you
can automatically shut down instances you don't need, or launch new instances, depending
on demand.

NetScaler AutoScaling is designed to seamlessly launch or terminate VMs based on user-
defined conditions. Conditions for triggering a scaleup or scaledown action can vary
from a simple use case like monitoring the CPU usage of a server to a complex use case
of monitoring a combination of server's responsiveness and its CPU usage. For example,
you can configure AutoScaling to launch an additional VM whenever CPU usage exceeds 80
percent for 15 minutes, or to remove a VM whenever CPU usage is less than 20 percent for
30 minutes.

CloudStack uses the NetScaler load balancer to monitor all aspects of a system's health

and work in unison with CloudStack to initiate scale-up or scale-down actions.

AutoScale is supported on NetScaler Release 10 Build 73.e and beyond.

TEIRFLAF

Before you configure an AutoScale rule, consider the following:

- Ensure that the necessary template is prepared before configuring AutoScale. When a VM
is deployed by using a template and when it comes up, the application should be up and
running.

If the application is not running, the NetScaler device considers the VM as
ineffective and continues provisioning the VMs unconditionally until the resource
limit is exhausted.
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- Deploy the templates you prepared. Ensure that the applications come up on the first
boot and is ready to take the traffic. Observe the time requires to deploy the template.
Consider this time when you specify the quiet time while configuring AutoScale.

+ The AutoScale feature supports the SNMP counters that can be used to define conditions
for taking scale up or scale down actions. To monitor the SNMP-based counter, ensure
that the SNMP agent is installed in the template used for creating the AutoScale VMs,
and the SNMP operations work with the configured SNMP community and port by using
standard SNMP managers. For example, see &5 15.8.2 71 “HlERHELARZS 28 Y snmpid(E4H”
to configure SNMP on a RHEL machine.

- Ensure that the endpointe.url parameter present in the Global Settings is set to the
Management Server API URL. For example, http://10.102.102.22:8080/client/api. In a
multi-node Management Server deployment, use the virtual IP address configured in
the load balancer for the management server s cluster. Additionally, ensure that the
NetScaler device has access to this IP address to provide AutoScale support.

If you update the endpointe.url, disable the AutoScale functionality of the load
balancer rules in the system, then enable them back to reflect the changes. For more
information see Updating an AutoScale Configuration

« If the API Key and Secret Key are regenerated for an AutoScale user, ensure that the
AutoScale functionality of the load balancers that the user participates in are disabled

and then enabled to reflect the configuration changes in the NetScaler.

+ In an advanced Zone, ensure that at least one VM should be present before configuring a
load balancer rule with AutoScale. Having one VM in the network ensures that the network

is in implemented state for configuring AutoScale.

=~ FeRE

Specify the following:
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AutoScale Configuration Wizard

Template: | RHELG2

Compute offering: | Small Instance

* Min Instances: [1

Scale Up Palicy

Fs

* Duration(in sec): /60

Counter
Linux User CPU - percentage |Z|

Response Time - microseconds

Scale Down Policy

* Duration(in sec): 60

Counter

O A
* Max Instances: 4
= Hide
Operator Threshold Add
greater-han B [ po
greater-than 1000 x
=/ Hide
Operator Threshold Add
i 1 i

Cancel Apply

- Template: A template consists of a base OS image and application. A template is used to

provision the new instance of an application on a scaleup action. When a VM is deployed
from a template, the VM can start taking the traffic from the load balancer without any
admin intervention. For example, if the VM is deployed

the Web server running, the database connected, and so

.

Compute offering: A predefined set of virtual hardware

number of CPUs, and RAM size, that the user can select

for a Web service, it should have
on.

attributes, including CPU speed,
when creating a new virtual

machine instance. Choose one of the compute offerings to be used while provisioning a VM

instance as part of scaleup action.

Min Instance: The minimum number of active VM instances that is assigned to a load

balancing rule. The active VM instances are the application instances that are up and

serving the traffic, and are being load balanced. This parameter ensures that a load

balancing rule has at least the configured number of active VM instances are available

to serve the traffic.
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If an application, such as SAP, running on a VM instance is down for some reason,
the VM is then not counted as part of Min Instance parameter, and the AutoScale
feature initiates a scaleup action if the number of active VM instances is below
the configured value. Similarly, when an application instance comes up from its
earlier down state, this application instance is counted as part of the active
instance count and the AutoScale process initiates a scaledown action when the
active instance count breaches the Max instance value.

+ Max Instance: Maximum number of active VM instances that should be assigned to a load
balancing rule. This parameter defines the upper 1limit of active VM instances that can
be assigned to a load balancing rule.

Specifying a large value for the maximum instance parameter might result in provisioning
large number of VM instances, which in turn leads to a single load balancing rule

exhausting the VM instances 1limit specified at the account or domain level.

If an application, such as SAP, running on a VM instance is down for some reason,
the VM is not counted as part of Max Instance parameter. So there may be scenarios
where the number of VMs provisioned for a scaleup action might be more than the
configured Max Instance value. Once the application instances in the VMs are up from
an earlier down state, the AutoScale feature starts aligning to the configured Max
Instance value.

Specify the following scale-up and scale-down policies:

+ Duration: The duration, in seconds, for which the conditions you specify must be true
to trigger a scaleup action. The conditions defined should hold true for the entire
duration you specify for an AutoScale action to be invoked.

+ Counter: The performance counters expose the state of the monitored instances. By
default, CloudStack offers four performance counters: Three SNMP counters and one
NetScaler counter. The SNMP counters are Linux User CPU, Linux System CPU, and Linux CPU
Idle. The NetScaler counter is ResponseTime. The root administrator can add additional
counters into CloudStack by using the CloudStack API.

+ Operator: The following five relational operators are supported in AutoScale feature:
Greater than, Less than, Less than or equal to, Greater than or equal to, and Equal to.

+ Threshold: Threshold value to be used for the counter. Once the counter defined above
breaches the threshold value, the AutoScale feature initiates a scaleup or scaledown
action.
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+ Add: Click Add to add the condition.

Additionally, if you want to configure the advanced settings, click Show advanced

settings, and specify the following:

+ Polling interval: Frequency in which the conditions, combination of counter, operator
and threshold, are to be evaluated before taking a scale up or down action. The default
polling interval is 30 seconds.

* Quiet Time: This is the cool down period after an AutoScale action is initiated. The
time includes the time taken to complete provisioning a VM instance from its template
and the time taken by an application to be ready to serve traffic. This quiet time
allows the fleet to come up to a stable state before any action can take place. The
default is 300 seconds.

- Destroy VM Grace Period: The duration in seconds, after a scaledown action is initiated,
to wait before the VM is destroyed as part of scaledown action. This is to ensure
graceful close of any pending sessions or transactions being served by the VM marked for

destroy. The default is 120 seconds.

+ Security Groups: Security groups provide a way to isolate traffic to the VM instances.
A security group is a group of VMs that filter their incoming and outgoing traffic
according to a set of rules, called ingress and egress rules. These rules filter network
traffic according to the IP address that is attempting to communicate with the VM.

+ Disk Offerings: A predefined set of disk size for primary data storage.

+ SNMP Community: The SNMP community string to be used by the NetScaler device to query
the configured counter value from the provisioned VM instances. Default is public.

+ SNMP Port: The port number on which the SNMP agent that run on the provisioned VMs is
listening. Default port is 161.

+ User: This is the user that the NetScaler device use to invoke scaleup and scaledown API
calls to the cloud. If no option is specified, the user who configures AutoScaling is
applied. Specify another user name to override.

+ Apply: Click Apply to create the AutoScale configuration.

Disabling and Enabling an AutoScale Configuration
If you want to perform any maintenance operation on the AutoScale VM instances, disable
the AutoScale configuration. When the AutoScale configuration is disabled, no scaleup or

scaledown action is performed. You can use this downtime for the maintenance activities.

4

—

To disable the AutoScale configuration, click the Disable AutoScale button.
The button toggles between enable and disable, depending on whether AutoScale is currently
enabled or not. After the maintenance operations are done, you can enable the AutoScale

configuration back. To enable, open the AutoScale configuration page again, then click the

Enable AutoScale ~=I=, button.
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Updating an AutoScale Configuration

You can update the various parameters and add or delete the conditions in a scaleup or
scaledown rule. Before you update an AutoScale configuration, ensure that you disable the
AutoScale load balancer rule by clicking the Disable AutoScale button.

After you modify the required AutoScale parameters, click Apply. To apply the new
AutoScale policies, open the AutoScale configuration page again, then click the Enable
AutoScale button.

Runtime Considerations

+ An administrator should not assign a VM to a load balancing rule which is configured for
AutoScale.

- Before a VM provisioning is completed if NetScaler is shutdown or restarted, the
provisioned VM cannot be a part of the load balancing rule though the intent was to
assign it to a load balancing rule. To workaround, rename the AutoScale provisioned VMs
based on the rule name or ID so at any point of time the VMs can be reconciled to its
load balancing rule.

+ Making API calls outside the context of AutoScale, such as destroyVM, on an autoscaled
VM leaves the load balancing configuration in an inconsistent state. Though VM is
destroyed from the load balancer rule, NetScaler continues to show the VM as a service

assigned to a rule.

15.9. AN
AT i P B B B RE B R B T PR — D EE D R IUALZ (R B A A B - A AU R
TREFIE, RERHAN S EsS — P EUIIES -

A0SR AR RIS B0 £ B A AL [R] B (8 P B P 3R 0 SR (3 R 1) T SR RY T B9 a8t &5 (B
NetScaler) . Bfif5 Sy i Fl RE FLRK EO 2R A0 PR 48 341 77 28 IR TR RE S B I 8% BB T
HO 1 R AE AL B3 — B SRR DL E AT T4k A5

15.9.1. Adding a Load Balancer Rule
1. {EREHE A SHA A P& AE|CloudStack UI.

2. RSN S Bk L .
3. Click the name of the network where you want to load balance the traffic.
4. SEFEEFHIPHIHE.

5. Click the IP address for which you want to create the rule, then click the
Configuration tab.

6. In the Load Balancing node of the diagram, click View All.
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In a Basic zone, you can also create a load balancing rule without acquiring or
selecting an IP address. CloudStack internally assign an IP when you create the load

balancing rule, which is listed in the IP Addresses page when the rule is created.

To do that, select the name of the network, then click Add Load Balancer tab. Continue
with 7.

7. Fill in the following:
+ Name: A name for the load balancer rule.
- Public Port: The port receiving incoming traffic to be balanced.
+ Private Port: The port that the VMs will use to receive the traffic.

+ Algorithm: Choose the load balancing algorithm you want CloudStack to use. CloudStack
supports a variety of well-known algorithms. If you are not familiar with these
choices, you will find plenty of information about them on the Internet.

- Stickiness: (Optional) Click Configure and choose the algorithm for the stickiness
policy. See Sticky Session Policies for Load Balancer Rules.

+ AutoScale: Click Configure and complete the AutoScale configuration as explained in
%% 15.8.5 ﬁ? “Configuring AutoScale”

8. Click Add VMs, then select two or more VMs that will divide the load of incoming
traffic, and click Apply.

The new load balancer rule appears in the list. You can repeat these steps to add more
load balancer rules for this IP address.

15.9.2. Sticky Session Policies for Load Balancer Rules

Sticky sessions are used in Web-based applications to ensure continued availability of
information across the multiple requests in a user's session. For example, if a shopper
is filling a cart, you need to remember what has been purchased so far. The concept of
"stickiness" is also referred to as persistence or maintaining state.

Any load balancer rule defined in CloudStack can have a stickiness policy. The policy
consists of a name, stickiness method, and parameters. The parameters are name-value
pairs or flags, which are defined by the load balancer vendor. The stickiness method
could be load balancer-generated cookie, application-generated cookie, or source-based.
In the source-based method, the source IP address is used to identify the user and locate
the user’ s stored data. In the other methods, cookies are used. The cookie generated

by the load balancer or application is included in request and response URLs to create
persistence. The cookie name can be specified by the administrator or automatically
generated. A variety of options are provided to control the exact behavior of cookies,

such as how they are generated and whether they are cached.

For the most up to date list of available stickiness methods, see the CloudStack Ul or
call listNetworks and check the SupportedStickinessMethods capability.

15.10. EZIPJuH
P22 T U B TP 2 ph P AN S R SRR B © 5 A0 AP DAFE AT 22 2 R S R 11 25 7 38 2 I
FFIEVPNZEER 77 BC B AT TR 2%
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15.11. FRIG—Fry IPH
1. {ENEHEAEHEAH P EAZCloudStack UI.

2. TEZEAH SRS B R4 .

3. RmREESZ TIERIMNMSZIR.

4. BEEERIPHE.

5. RE IR HIP, I HAERARIRHEHE R S E .

PRIESR S A R L%Wﬂmmﬁ@% . EMERZIZ )G, FHIPHIbLR 2 IR E
AR, VREUTE AT LA A A TPHEHEFE 170 1 52 & S E ASNATHLI .

15.12. Releasing an IP Address

When the last rule for an IP address is removed, you can release that IP address. The
IP address still belongs to the VPC; however, it can be picked up for any guest network

again.
1. {ERNEH B a3 A EICloudStack UL.
2. TEZEIAR ST B 4 .

3. AEREESZ TERMB AR,

4. HEEFIPHILL.

5. Click the IP address you want to release.

6. :x'
Click the Release IP button. _ "~

15.13. E#A NAT

A static NAT rule maps a public IP address to the private IP address of a VM in order to
allow Internet traffic into the VM. The public IP address always remains the same, which
is why it is called “static” NAT. This section tells how to enable or disable static NAT

for a particular IP address.

15.13.1. Enabling or Disabling Static NAT

If port forwarding rules are already in effect for an IP address, you cannot enable static
NAT to that IP.

If a guest VM is part of more than one network, static NAT rules will function only if
they are defined on the default network.

1. {ERNEH B B 3 A EICloudStack UL,
2. TEZEIAR ST B 4

3. AEREESZ TIERMB AR,

4. AGEEIPHLE.

5. Click the IP address you want to work with.
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=]
Click the Static NAT %= | button.

The button toggles between Enable and Disable, depending on whether static NAT is
currently enabled for the IP address.

7. If you are enabling static NAT, a dialog appears where you can choose the destination
VM and click Apply.

15.14. 1PER K[l K%

By default, all incoming traffic to the public IP address is rejected. All outgoing
traffic from the guests is also blocked by default.

Enn

To allow outgoing traffic, follow the procedure in % 15.14.1 77 “Creating Egress
Firewall Rules in an Advanced Zone” .

To allow incoming traffic, users may set up firewall rules and/or port forwarding rules.
For example, you can use a firewall rule to open a range of ports on the public IP
address, such as 33 through 44. Then use port forwarding rules to direct traffic from
individual ports within that range to specific ports on user VMs. For example, one port
forwarding rule could route incoming traffic on the public IP's port 33 to port 100 on
one user VM's private IP. For more information, see % 15.14.2 1 “BjkiEHLN]”  and

B 015.14.3 7 “c«afgel-ati” .

15.14.1. Creating Egress Firewall Rules in an Advanced Zone

The egress firewall rules are supported only on virtual routers.

The egress traffic originates from a private network to a public network, such as the
Internet. By default, the egress traffic is blocked, so no outgoing traffic is allowed
from a guest network to the Internet. However, you can control the egress traffic in an
Advanced zone by creating egress firewall rules. When an egress firewall rule is applied,
the traffic specific to the rule is allowed and the remaining traffic is blocked. When all

the firewall rules are removed the default policy, Block, is applied.
Consider the following scenarios to apply egress firewall rules:

- Allow the egress traffic from specified source CIDR. The Source CIDR is part of guest
network CIDR.

- Allow the egress traffic with destination protocol TCP,UDP,ICMP, or ALL.

- Allow the egress traffic with destination protocol and port range. The port range is
specified for TCP, UDP or for ICMP type and code.

To configure an egress firewall rule:

1. ENEHE AR P& AZ|CloudStack UL.
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2. MEZEAH SRS B R4

3. In Select view, choose Guest networks, then click the Guest network you want.

4. To add an egress rule, click the Egress rules tab and fill out the following fields to

specify what type of traffic is allowed to be sent out of VM instances in this guest

network:
Details Egress rules

CIDR Protocol Start Port End Port Add
- -
TCP
uoP
ICMP

10.1.1.0/24 All 22 22 x

- CIDR: (Add by CIDR only) To send traffic only to the IP addresses within a particular
address block, enter a CIDR or a comma-separated list of CIDRs. The CIDR is the base
IP address of the destination. For example, 192.168.0.0/22. To allow all CIDRs, set
to 0.0.0.0/0.

- Protocol: The networking protocol that VMs uses to send outgoing traffic. The TCP and
UDP protocols are typically used for data exchange and end-user communications. The

ICMP protocol is typically used to send error messages or network monitoring data.

- Start Port, End Port: (TCP, UDP only) A range of listening ports that are the
destination for the outgoing traffic. If you are opening a single port, use the same
number in both fields.

- ICMP Type, ICMP Code: (ICMP only) The type of message and error code that are sent.

5. RaaEsn.

15.14.2. B kIgHEi)

BB T, B XISIEEFTERA L IPHRE - BEFEAFINIRE, VReEEHET BB XS]
FTTFD KRR o R AT LUEEEIE R RIRE — BB ANCIDR (ERAISIRBE e, XA BRI, fiRe]
DUVERAR N — N IPRIZE) A AR IP o 3XAE 4R A 75 B AR E IPIERAT & 1RE A

RAEE A ARAUTTF S TP T o 300 PRMEEARAST, SN AR I % 2 LD
HEEEESE 15.7.2 77 “Adding a Security Group” o

In an advanced zone, you can also create egress firewall rules by using the virtual
router. For more information, see & 15.14.1 7 “Creating Egress Firewall Rules in an
Advanced Zone”

B KRB E B B AR S5 2R Bweb UIRYRS KIER B AIE, XM HINEREIAAE R, FEEEEA S (7
ﬂ/ﬂﬁééfﬁ “& firewall.rule.ui.enabled’}y "true' 7rﬁbﬁuﬂ<°

SRR AE O R A K SR

1. DU P EE H 51 B (3 255 tt AWebUT o
2. TELEHISM, HEEEML

3. JERIREBHIIN LS E R
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4. B BEIPHLE
SR EAE A TP HE

6. MEHRERE BEALTE
- RIFCIDR o (A[3%E) HAUFERNFEEHHEREIIPIR ERTE, A — CIDREE — MEZ SR HY
CIDRHIZE o fflf0: 192.168.0.0/22853#192.168.0.0/24,192.168.1.0/24,192.168.2.0/24 o B=3
My feF FF A HICTDR o
- V. ARBT T I B w1 BT E F B R4 P o
- BN I ANEE R O . (RAEEAERS KR AR O o WRAIR RITH RO, FEN DS HEHIEA
HHFE RN 5 o
- ICMP RAEUFNZRS . o TR E ICMPIMUES 42 2 o IRItFEIESAYICMPHMY, ICMPLAYRA
ARG o WRARNFLTER A 2VESFICPIRYS o GXEEFE—1 http://wenku.baidu.com/view/
e235e8ecacaadlf346933fed.html)
7. mEEsSn.

15.14.3. c« affel-ant

A port forward service is a set of port forwarding rules that define a policy. A port
forward service is then applied to one or more guest VMs. The guest VM then has its
inbound network access managed according to the policy defined by the port forwarding
service. You can optionally specify one or more CIDRs to filter the source IPs. This

is useful when you want to allow only incoming requests from certain IP addresses to be

forwarded.

A guest VM can be in any number of port forward services. Port forward services can
be defined but have no members. If a guest VM is part of more than one network, port

forwarding rules will function only if they are defined on the default network

You cannot use port forwarding to open ports for an elastic IP address. When elastic IP
is used, outside access is instead controlled through the use of security groups. See

Security Groups.

To set up port forwarding:
1. EfiFICloudStack FH LVEH A B & Kbl 7 o

2. If you have not already done so, add a public IP address range to a zone in CloudStack.

See Adding a Zone and Pod in the Installation Guide.
3. Add one or more VM instances to CloudStack.
4. In the left navigation bar, click Network.
5. C(Click the name of the guest network where the VMs are running.

6. Choose an existing IP address or acquire a new IP address. See % 15.11 71 “HKE—"71H
FIPHEAE” . Click the name of the IP address in the list.

7. Click the Configuration tab.
8. In the Port Forwarding node of the diagram, click View All.

9. Fill in the following:
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- Public Port. The port to which public traffic will be addressed on the IP address you
acquired in the previous step.

- Private Port. The port on which the instance is listening for forwarded public
traffic.

- Protocol. The communication protocol in use between the two ports

10. gL -

15.15. 1P &M

PR LIS BN — A PRI S A BB RHL « CloudStackSEB T TCPARBIN SBT-0688, H—
T -

- B

BRI

- JR1P

XRP T A%, (HERARESH L IPHLE

15.16. DNSAFIDHCP
R £ 550 % P LS BEDNSRIDHCP AR AR S5« 2 HFDNS sk ARBEE 75 1 X i B DNSJIR 45 58 o

15.17. VPN EHlEFHMW

CloudStack account$fiH & Al LS. VPN DUFE VA RIMBA TR FINL o anSRREMLE M— ML ZFEVPN
ViR RSSO LS SL ML, FEFEH (FE System WW_EFD) B A THRHLARSS © \nCloudStack #HET —4
HT L2TP-over-IPsec-based PMUATEIEVPNIARIARSS 45 suestfEIUMLE o AW EEHCH
FEFUBRE, VPNs & TEXEERLE it = o Windows, Mac 0S XFNiOSHYJEA (A7) VPNE g Al LA
FFin] REMLE o accountil A & Al LU v HEHEAMTFIVPNA 7 © CloudStack AMEH B CIK 3R
FE, TRMT BI—HILEE o VPNA P AR ETE R — Taccountil A H @ AOVPNI 4 R = o
AU, A —account g & A B AU ERVPNE] IR T K& S8VPN A P if[a] o

®::

HRA R FTE B EE VPN o iR, A THEEVPNIIroute NEME— ] TiZsuest network,
HWAEIH EEREI R LR ©

- Road Warrior / Remote Access /AR&E &/ vin]. F P A ] L 2N K HEi & A Z i E
Z FHI—A FBE ML o FERI BRI % PR A IPHbE RS AR ER), REETSCEC B FIVPN ARG 28 F

- Site to Site. In this scenario, two private subnets are connected over the public
Internet with a secure VPN tunnel. The cloud user’ s subnet (for example, an office
network) is connected through a gateway to the network in the cloud. The address of the
user s gateway must be preconfigured on the VPN server in the cloud. Note that although
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L2TP-over—-1Psec can be used to set up Site-to-Site VPNs, this is not the primary intent
of this feature. For more information, see % 15.17.4 77 “Fd&E vk S 2|05 S VPNIERE”

15

.17.1. Configuring VPN

To set up VPN for the cloud:

1.

2.

3.

{0 B R B P P B AFCloudStack UT .
In the left navigation, click Global Settings.
Set the following global configuration parameters.

- remote.access.vpn.client.ip.range — The range of IP addresses to be allocated to
remote access VPN clients. The first IP in the range is used by the VPN server.

- remote.access.vpn.psk.length — Length of the IPSec key.

- remote.access.vpn.user.limit — Maximum number of VPN users per account.

To enable VPN for a particular network:

1.

15
The

Log in as a user or administrator to the CloudStack UI.
In the left navigation, click Network.

Click the name of the network you want to work with.

H B R IPHLE.

Click one of the displayed IP address names.

Click the Enable VPN button. El J

The IPsec key is displayed in a popup window.

.17.2. Using VPN with Windows

procedure to use VPN varies by Windows version. Generally, the user must edit the

VPN properties and make sure that the default route is not the VPN. The following steps

are for Windows L2TP clients on Windows Vista. The commands should be similar for other

Windows versions.

Log in to the CloudStack Ul and click on the source NAT IP for the account. The VPN tab
should display the IPsec preshared key. Make a note of this and the source NAT IP. The
Ul also lists one or more users and their passwords. Choose one of these users, or, if

none exists, add a user and password.

On the Windows box, go to Control Panel, then select Network and Sharing center. Click

Setup a connection or network.
In the next dialog, select No, create a new connection.
In the next dialog, select Use my Internet Connection (VPN).

In the next dialog, enter the source NAT IP from step 1 and give the connection a name.
Check Don't connect now.
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10.

11.

12.

In the next dialog, enter the user name and password selected in step 1.
Click Create.

Go back to the Control Panel and click Network Connections to see the new connection.

The connection is not active yet.

Right-click the new connection and select Properties. In the Properties dialog, select
the Networking tab.

In Type of VPN, choose L2TP IPsec VPN, then click IPsec settings. Select Use preshared
key. Enter the preshared key from Step 1.

The connection is ready for activation. Go back to Control Panel —-> Network Connections

and double-click the created connection.

Enter the user name and password from Step 1.

15.17.3. fEMac 0S X ¥ FHVPN

First, be sure you've configured the VPN settings in your CloudStack install. This section

is only concerned with connecting via Mac OS X to your VPN.

Note, these instructions were written on Mac OS X 10.7.5. They may differ slightly in

older or newer releases of Mac OS X.

1.

On your Mac, open System Preferences and click Network.
Make sure Send all traffic over VPN connection is not checked.

If your preferences are locked, you'll need to click the lock in the bottom left-hand

corner to make any changes and provide your administrator credentials.

You will need to create a new network entry. Click the plus icon on the bottom left-
hand side and you'll see a dialog that says "Select the interface and enter a name for
the new service." Select VPN from the Interface drop-down menu, and "L2TP over IPSec"

for the VPN Type. Enter whatever you like within the "Service Name" field.

You'll now have a new network interface with the name of whatever you put in the

"Service Name" field. For the purposes of this example, we'll assume you've named it
"CloudStack." Click on that interface and provide the IP address of the interface for
your VPN under the Server Address field, and the user name for your VPN under Account

Name.

Click Authentication Settings, and add the user's password under User Authentication
and enter the pre-shared IPSec key in the Shared Secret field under Machine
Authentication. Click OK.

You may also want to click the "Show VPN status in menu bar" but that's entirely

optional.

Now click "Connect" and you will be connected to the CloudStack VPN.

15.17.4. P&, 5 3k s B VPNIE £
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Appropriate events are generated on the CloudStack Ul when status of a Site-to-Site
VPN connection changes from connected to disconnected, or vice versa. Currently no
events are generated when establishing a VPN connection fails or pending.

15.17.4.1. Creating and Updating a VPN Customer Gateway

A VPN customer gateway can be connected to only one VPN gateway at a time.

To add a VPN Customer Gateway:

—

{8 B R S B P A B CloudStack UL,

FEAE TR SRS BLSE F 2%

\V]

3. In the Select view, select VPN Customer Gateway.

4. Click Add site-to-site VPN.
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& add VPN Customer Gateway

* Name: [ ]

* Gateway: | |

*CIDR list. | |

*|IPsec Preshared- | |
Key:

IKE Encryption: |3des

IKE Hash: |md§

ESP Encryption: |3des

ESP Hash: |md5

=]
=]
KEDH: | =]
=]
=]
=]

Perfect Forward |
Secrecy.

IKE lifetime (second). (86400 |

ESP Lifetime  [3600 |
(second):

Dead Peer Detection:

| Cancel | Ok

-

HE D TR -
- Name: A unique name for the VPN customer gateway you create.
+ Gateway: The IP address for the remote gateway.

« CIDR 1ist: The guest CIDR list of the remote subnets. Enter a CIDR or a comma-
separated 1list of CIDRs. Ensure that a guest CIDR 1list is not overlapped with the
VPC’ s CIDR, or another guest CIDR. The CIDR must be RFC1918-compliant.

+ IPsec Preshared Key: Preshared keying is a method where the endpoints of the VPN
share a secret key. This key value is used to authenticate the customer gateway and
the VPC VPN gateway to each other.
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The IKE peers (VPN end points) authenticate each other by computing and sending
a keyed hash of data that includes the Preshared key. If the receiving peer is
able to create the same hash independently by using its Preshared key, it knows
that both peers must share the same secret, thus authenticating the customer
gateway.

+ IKE Encryption: The Internet Key Exchange (IKE) policy for phase-1. The supported

encryption algorithms are AES128, AES192, AES256, and 3DES. Authentication is
accomplished through the Preshared Keys.

The phase-1 is the first phase in the IKE process. In this initial negotiation
phase, the two VPN endpoints agree on the methods to be used to provide security
for the underlying IP traffic. The phase-1 authenticates the two VPN gateways to
each other, by confirming that the remote gateway has a matching Preshared Key.

+ IKE Hash: The IKE hash for phase-1. The supported hash algorithms are SHA1l and MD5.

« IKE DH: A public-key cryptography protocol which allows two parties to establish a

shared secret over an insecure communications channel. The 1536-bit Diffie-Hellman
group is used within IKE to establish session keys. The supported options are None,
Group-5 (1536-bit) and Group-2 (1024-bit).

- ESP Encryption: Encapsulating Security Payload (ESP) algorithm within phase-2. The

supported encryption algorithms are AES128, AES192, AES256, and 3DES.

The phase-2 is the second phase in the IKE process. The purpose of IKE phase-2
is to negotiate IPSec security associations (SA) to set up the IPSec tunnel. In
phase-2, new keying material is extracted from the Diffie-Hellman key exchange
in phase-1, to provide session keys to use in protecting the VPN data flow.

- ESP Hash: Encapsulating Security Payload (ESP) hash for phase-2. Supported hash

algorithms are SHA1 and MD5.

- Perfect Forward Secrecy: Perfect Forward Secrecy (or PFS) is the property that

ensures that a session key derived from a set of long—term public and private keys
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5.

will not be compromised. This property enforces a new Diffie-Hellman key exchange. It
provides the keying material that has greater key material 1life and thereby greater
resistance to cryptographic attacks. The available options are None, Group-5 (1536-
bit) and Group-2 (1024-bit). The security of the key exchanges increase as the DH
groups grow larger, as does the time of the exchanges.

When PFS is turned on, for every negotiation of a new phase-2 SA the two
gateways must generate a new set of phase-1 keys. This adds an extra layer of
protection that PFS adds, which ensures if the phase-2 SA’ s have expired, the
keys used for new phase-2 SA’ s have not been generated from the current phase-1
keying material.

- IKE Lifetime (seconds): The phase-1 lifetime of the security association in seconds.
Default is 86400 seconds (1 day). Whenever the time expires, a new phase-1 exchange

is performed.

- ESP Lifetime (seconds): The phase-2 lifetime of the security association in seconds.
Default is 3600 seconds (1 hour). Whenever the value is exceeded, a re-key is

initiated to provide a new IPsec encryption and authentication session keys.

- Dead Peer Detection: A method to detect an unavailable Internet Key Exchange (IKE)
peer. Select this option if you want the virtual router to query the liveliness of
its IKE peer at regular intervals. It’ s recommended to have the same configuration
of DPD on both side of VPN connection.

A B e

Updating and Removing a VPN Customer Gateway

You can update a customer gateway either with no VPN connection, or related VPN connection

is in error state.

VE N 5 ol i 4 B A\ Bl CloudStack UI.
TN RIS B 4%
In the Select view, select VPN Customer Gateway.

Select the VPN customer gateway you want to work with.

|

To remove the VPN customer gateway, click the Delete VPN Customer Gateway button |

s BGE ©

To modify the required parameters, click the Edit VPN Customer Gateway button

15.17.4.2. Creating a VPN gateway for the VPC

1.

VEREHE R 8R4 A P & A E|CloudStack UL.
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All the VPCs that you have created for the account is listed in the page.
Click the Configure button of the VPC to which you want to deploy the VMs.
The VPC page is displayed where all the tiers you created are listed in a diagram.
Click the Settings icon.

The following options are displayed.

- IP ag°aq¥

- %

< S VPN

+ Network ACLs

R AT FLVPN

If you are creating the VPN gateway for the first time, selecting Site-to-Site VPN
prompts you to create a VPN gateway.

In the confirmation dialog, click Yes to confirm.

Within a few moments, the VPN gateway is created. You will be prompted to view the
details of the VPN gateway you have created. Click Yes to confirm.

The following details are displayed in the VPN Gateway page:
- 1P a#°ars
< &4, Faf-

.- aFF

17.4.3. HFEEvpnIERE

PENEH R B P B A CloudStack UL

TEZE DR SRS BLERE R 45

vpniE I

A1l the VPCs that you create for the account are listed in the page.

Click the Configure button of the VPC to which you want to deploy the VMs.

The VPC page is displayed where all the tiers you created are listed in a diagram.
Click the Settings icon.

The following options are displayed.

- IPH#bdik
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SEES
* XS VPN
+ Network ASLs
6. JEFE RN FVPN
The Site-to-Site VPN page is displayed.

7. From the Select View drop—down, ensure that VPN Connection is selected.

8. JEFEOIEvpnIE R

The Create VPN Connection dialog is displayed:

& Create VPN Connection

JuniperJ2320-5C - |

JunierJEEED—SC

ance Ok

*WPM Customer
Gateway:

9. Select the desired customer gateway, then click OK to confirm.

Within a few moments, the VPN Connection is displayed.
VPNEEE(E B
- 1P a#°ar#

- chra

3

- cHYaRF
- IPSecH: & 4H
- IKE%F5H

- ESPEH

15.17.4.4. Restarting and Removing a VPN Connection
1. ZFEF|CloudStack FH DA 51 5l 35 A A o

2. TEEDHISHT, EEMNL
3. vpniEfEY|FE
A1l the VPCs that you have created for the account is listed in the page.

4. Click the Configure button of the VPC to which you want to deploy the VMs.
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The VPC page is displayed where all the tiers you created are listed in a diagram.
5. C(Click the Settings icon.
The following options are displayed.
- IP af°a##
EE
- RRT VPN
+ Network ASLs
6. Select Site-to-Site VPN.
The Site-to-Site VPN page is displayed.
7. From the Select View drop-down, ensure that VPN Connection is selected.
All the VPN connections you created are displayed.
8. Select the VPN connection you want to work with.
The Details tab is displayed.
9. . . . . %
To remove a VPN connection, click the Delete VPN connection button |

To restart a VPN connection, click the Reset VPN connection button present in the

Details tab. :}

15.18. About Inter-VLAN Routing

Inter-VLAN Routing is the capability to route network traffic between VLANs. This feature
enables vou to build Virtual Private Clouds (VPC), an isolated segment of your cloud,
that can hold multi-tier applications. These tiers are deployed on different VLANs

that can communicate with each other. You provision VLANs to the tiers your create, and
VMs can be deployed on different tiers. The VLANs are connected to a virtual router,
which facilitates communication between the VMs. In effect, you can segment VMs by

means of VLANs into different networks that can host multi-tier applications, such as
Web, Application, or Database. Such segmentation by means of VLANs logically separate
application VMs for higher security and lower broadcasts, while remaining physically

connected to the same device.
This feature is supported on XenServer and VMware hypervisors.
The major advantages are:

- The administrator can deploy a set of VLANs and allow users to deploy VMs on these
VLANs. A guest VLAN is randomly alloted to an account from a pre-specified set of guest
VLANs. All the VMs of a certain tier of an account reside on the guest VLAN allotted to

that account.
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A VLAN allocated for an account cannot be shared between multiple accounts.

+ The administrator can allow users create their own VPC and deploy the application. In
this scenario, the VMs that belong to the account are deployed on the VLANs allotted to
that account.

+ Both administrators and users can create multiple VPCs. The guest network NIC is plugged
to the VPC virtual router when the first VM is deployed in a tier.

+ The administrator can create the following gateways to send to or receive traffic from
the VMs:

BN

- VPN Gateway: For more information, see 5 15.17.4.2 7 “Creating a VPN gateway for
the VPC”

- Public Gateway: The public gateway for a VPC is added to the virtual router when the
virtual router is created for VPC. The public gateway is not exposed to the end users.
You are not allowed to list it, nor allowed to create any static routes.

- Private Gateway: For more information, see % 15.19.5 77 “Adding a Private Gateway to
a VPC”

- Both administrators and users can create various possible destinations-gateway

combinations. However, only one gateway of each type can be used in a deployment.

For example:

- VLANs and Public Gateway: For example, an application is deployed in the cloud, and
the Web application VMs communicate with the Internet.

- VLANs, VPN Gateway, and Public Gateway: For example, an application is deployed in the
cloud; the Web application VMs communicate with the Internet; and the database VMs
communicate with the on-premise devices.

- The administrator can define Access Control List (ACL) on the virtual router to filter
the traffic among the VLANs or between the Internet and a VLAN. You can define ACL based
on CIDR, port range, protocol, type code (if ICMP protocol is selected) and Ingress/
Egress type.

The following figure shows the possible deployment scenarios of a Inter-VLAN setup:
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To set up a multi-tier Inter-VLAN deployment, see 5 15.19 7 “Configuring a Virtual
Private Cloud”

15.19. Configuring a Virtual Private Cloud

15.19.1. About Virtual Private Clouds

CloudStack Virtual Private Cloud is a private, isolated part of CloudStack. A VPC can have
its own virtual network topology that resembles a traditional physical network. You can
launch VMs in the virtual network that can have private addresses in the range of your
choice, for example: 10.0.0.0/16. You can define network tiers within your VPC network
range, which in turn enables you to group similar kinds of instances based on IP address

range.

For example, if a VPC has the private range 10.0.0.0/16, its guest networks can have the
network ranges 10.0.1.0/24, 10.0.2.0/24, 10.0.3.0/24, and so on.

Major Components of a VPC:

A VPC is comprised of the following network components:

- VPC: A VPC acts as a container for multiple isolated networks that can communicate with

each other via its virtual router.

- Network Tiers: Each tier acts as an isolated network with its own VLANs and CIDR 1list,
where you can place groups of resources, such as VMs. The tiers are segmented by means
of VLANs. The NIC of each tier acts as its gateway.

- Virtual Router: A virtual router is automatically created and started when you create a
VPC. The virtual router connect the tiers and direct traffic among the public gateway,
the VPN gateways, and the NAT instances. For each tier, a corresponding NIC and IP exist
in the virtual router. The virtual router provides DNS and DHCP services through its IP.
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- Public Gateway: The traffic to and from the Internet routed to the VPC through the
public gateway. In a VPC, the public gateway is not exposed to the end user; therefore,

static routes are not support for the public gateway.

+ Private Gateway: All the traffic to and from a private network routed to the VPC through

the private gateway. For more information, see & 15.19.5 7 “Adding a Private Gateway

to a VPC”
+ VPN Gateway: The VPC side of a VPN connection.

+ Site-to-Site VPN Connection: A hardware-based VPN connection between your VPC and

your datacenter, home network, or co-location facility. For more information, see
¥ 15.17.4 77 “ECE UG S E S R VPNIE R

+ Customer Gateway: The customer side of a VPN Connection. For more information, see
# 15.17.4.1 77 “Creating and Updating a VPN Customer Gateway”

+ NAT Instance: An instance that provides Port Address Translation for instances to access
the Internet via the public gateway. For more information, see & 15.19.9 ﬁ? “Enabling
or Disabling Static NAT on a VPC”

Network Architecture in a VPC

In a VPC, the following four basic options of network architectures are present:

- VPC with a public gateway only
- VPC with public and private gateways
+ VPC with public and private gateways and site-to-site VPN access

+ VPC with a private gateway only and site-to-site VPN access

Connectivity Options for a VPC

You can connect your VPC to:

+ The Internet through the public gateway.
+ The corporate datacenter by using a site-to-site VPN connection through the VPN gateway.

+ Both the Internet and your corporate datacenter by using both the public gateway and a
VPN gateway.

VPC Network Considerations

Consider the following before you create a VPC:

- A VPC, by default, is created in the enabled state.

+ A VPC can be created in Advance zone only, and can't belong to more than one zone at a
time.

+ The default number of VPCs an account can create is 20. However, you can change it by
using the max.account.vpcs global parameter, which controls the maximum number of VPCs

an account is allowed to create.

+ The default number of tiers an account can create within a VPC is 3. You can configure

this number by using the vpc.max.networks parameter.
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- Each tier should have an unique CIDR in the VPC. Ensure that the tier's CIDR should be
within the VPC CIDR range.

+ A tier belongs to only one VPC.
+ All network tiers inside the VPC should belong to the same account.

+ When a VPC is created, by default, a SourceNAT IP is allocated to it. The Source NAT IP
is released only when the VPC is removed.

A public IP can be used for only one purpose at a time. If the IP is a sourceNAT, it
cannot be used for StaticNAT or port forwarding.

- The instances only have a private IP address that you provision. To communicate with the

Internet, enable NAT to an instance that you launch in your VPC.

+ Only new networks can be added to a VPC. The maximum number of networks per VPC is
limited by the value you specify in the vpc.max.networks parameter. The default value is
three.

- The load balancing service can be supported by only one tier inside the VPC.
« If an IP address is assigned to a tier:

+ That IP can't be used by more than one tier at a time in the VPC. For example, if you
have tiers A and B, and a public IP1, you can create a port forwarding rule by using
the IP either for A or B, but not for both.

+ That IP can't be used for StaticNAT, load balancing, or port forwarding rules for
another guest network inside the VPC.

- Remote access VPN is not supported in VPC networks.

15.19.2. Adding a Virtual Private Cloud

When creating the VPC, you simply provide the zone and a set of IP addresses for the VPC
network address space. You specify this set of addresses in the form of a Classless Inter-
Domain Routing (CIDR) block.

1. ERNEHEAESHELH P& AF|CloudStack UI.
2. TEAINPISATRE Bk L.
3. vpniEHEYFR

4. Click Add VPC. The Add VPC page is displayed as follows:
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* Add VPC

*Name: |

* Description:

“Zone: | zonel |Z|

© Super CIDR for

Guest Metworks:
OMS domain for
Guest Metwaorks:
s | (D
HE LI TN o

- Name: A short name for the VPC that you are creating.
+ Description: A brief description of the VPC.
+ Zone: Choose the zone where you want the VPC to be available.

- Super CIDR for Guest Networks: Defines the CIDR range for all the tiers (guest
networks) within a VPC. When you create a tier, ensure that its CIDR is within the
Super CIDR value you enter. The CIDR must be RFC1918 compliant.

+ DNS domain for Guest Networks: If you want to assign a special domain name, specify
the DNS suffix. This parameter is applied to all the tiers within the VPC. That
implies, all the tiers you create in the VPC belong to the same DNS domain. If the
parameter is not specified, a DNS domain name is generated automatically.

15.19.3. Adding Tiers

Tiers are distinct locations within a VPC that act as isolated networks, which do not have
access to other tiers by default. Tiers are set up on different VLANs that can communicate
with each other by using a virtual router. Tiers provide inexpensive, low latency network
connectivity to other tiers within the VPC.

1. EfEE|CloudStack FiH LVEHE A B & 40 7 o
2. FEEAMISNL, HEREMSS
8. vpniEfESIFER

A1l the VPC that you have created for the account is listed in the page.
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4.

6.

The end users can see their own VPCs, while root and domain admin can see any VPC
they are authorized to see.

Click the Configure button of the VPC for which you want to set up tiers.

The Add new tier dialog is displayed, as follows:

F Add new tier

*MName: |[NewTier |

* Network Offering: | DefaultlsolatedMetworkOfferingFory |E|

* Gateway. [(10.0.0.1 |

* Netmask: |255.255.255.0 ]_

=

If you have already created tiers, the VPC diagram is displayed. Click Create Tier to

add a new tier.
Specify the following:

All the fields are mandatory.

+ Name: A unique name for the tier you create.

- Network Offering: The following default network offerings
are listed: DefaultlsolatedNetworkOfferingForVpcNetworksNoLB,
DefaultlsolatedNetworkOfferingForVpcNetworks

In a VPC, only one tier can be created by using LB-enabled network offering.

- Gateway: The gateway for the tier you create. Ensure that the gateway is within the
Super CIDR range that you specified while creating the VPC, and is not overlapped
with the CIDR of any existing tier within the VPC.

- Netmask: The netmask for the tier you create.

For example, if the VPC CIDR is 10.0.0.0/16 and the network tier CIDR is 10.0.1.0/24,
the gateway of the tier is 10.0.1.1, and the netmask of the tier is 255.255.255.0.

s HIRE °
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7. Continue with configuring access control list for the tier.

15.19.4. Configuring Access Control List

Define Network Access Control List (ACL) on the VPC virtual router to control incoming
(ingress) and outgoing (egress) traffic between the VPC tiers, and the tiers and Internet.
By default, all incoming and outgoing traffic to the guest networks is blocked. To open
the ports, you must create a new network ACL. The network ACLs can be created for the
tiers only if the NetworkACL service is supported.

1. {EREH B ERAH 3 A EICloudStack UL.
2. MEZEAR SRS B 4 .
3. vpniEiRFIEER
A1l the VPCs that you have created for the account is listed in the page.
4. Click the Settings icon.

The following options are displayed.

« IPHBHE

MBS

© XS VPN

+ Network ACLs
5. Select Network ACLs.

The Network ACLs page is displayed.
6. Click Add Network ACLs.

To add an ACL rule, fill in the following fields to specify what kind of network

traffic is allowed in this tier.

« CIDR: The CIDR acts as the Source CIDR for the Ingress rules, and Destination CIDR
for the Egress rules. To accept traffic only from or to the IP addresses within a
particular address block, enter a CIDR or a comma-separated 1list of CIDRs. The CIDR
is the base IP address of the incoming traffic. For example, 192.168.0.0/22. To allow
all CIDRs, set to 0.0.0.0/0.

+ Protocol: The networking protocol that sources use to send traffic to the tier.
The TCP and UDP protocols are typically used for data exchange and end-user
communications. The ICMP protocol is typically used to send error messages or network

monitoring data.

- Start Port, End Port (TCP, UDP only): A range of listening ports that are the
destination for the incoming traffic. If you are opening a single port, use the same

number in both fields.
- Select Tier: Select the tier for which you want to add this ACL rule.

- ICMP Type., ICMP Code (ICMP only): The type of message and error code that will be

sent.
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« Traffic Type: Select the traffic type you want to apply.

- Egress: To add an egress rule, select Egress from the Traffic type drop-down box
and click Add. This specifies what type of traffic is allowed to be sent out of VM
instances in this tier. If no egress rules are specified, all traffic from the tier
is allowed out at the VPC virtual router. Once egress rules are specified, only the
traffic specified in egress rules and the responses to any traffic that has been
allowed in through an ingress rule are allowed out. No egress rule is required for
the VMs in a tier to communicate with each other.

+ Ingress: To add an ingress rule, select Ingress from the Traffic type drop—-down box
and click Add. This specifies what network traffic is allowed into the VM instances
in this tier. If no ingress rules are specified, then no traffic will be allowed
in, except for responses to any traffic that has been allowed out through an egress
rule.

By default, all incoming and outgoing traffic to the guest networks is blocked.
To open the ports, create a new network ACL.

7. Click Add. The ACL rule is added.

To view the list of ACL rules you have added, click the desired tier from the Network
ACLs page, then select the Network ACL tab.

Netwaork Details Network ACL IP Addresses ‘

CIDR Protocol Start Port End Port ICMP Type ICMP Code Traffic type Add rule Actions

| | [rer =] | || | ingress [-]  (HEEID

0.0.0.0/0 TCP 1 63535 Ingress P X
0.0.0.0/0 TCP 1 65535 Egress P X
0.0.0.0/0 ICMP -1 -1 Egress Y X
0.0.0.0/0 ICMP -1 -1 Ingress N X

You can edit the tags assigned to the ACL rules and delete the ACL rules you have

created. Click the appropriate button in the Actions column.

15.19.5. Adding a Private Gateway to a VPC

A private gateway can be added by the root admin only. The VPC private network has 1:1
relationship with the NIC of the physical network. No gateways with duplicated VLAN and IP
are allowed in the same data center.
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1. EfEF|CloudStack 5 i DUE B A BB L8 F P o
2. HEEDHISN, ERERL
3. vpniERESIEER
All the VPCs that you have created for the account is listed in the page.

4. Click the Configure button of the VPC to which you want to configure load balancing
rules.

The VPC page is displayed where all the tiers you created are listed in a diagram.
5. Click the Settings icon.

The following options are displayed.

- IP a#°an#

- Private Gateways

- R VPN

- Network ACLs
6. Select Private Gateways.

The Gateways page is displayed.

7. Click Add new gateway:

& Add new gateway

Flease specify the information to add a new gateway to
this VPC.

Physical Network | Physical Network 1 I~

*WLAN: | |

*|P Address: | |

* Gateway. | |

* Metmask: | |

el -

8. Specify the following:

+ Physical Network: The physical network you have created in the zone.

« IP Address: The IP address associated with the VPC gateway.
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- Gateway: The gateway through which the traffic is routed to and from the VPC.
- Netmask: The netmask associated with the VPC gateway.
« VLAN: The VLAN associated with the VPC gateway.

The new gateway appears in the list. You can repeat these steps to add more gateway for
this VPC.

15.19.6. Deploying VMs to the Tier
1. {EREHE AL AP AE|CloudStack UI.

2. FEZNH) SR B 4
3. vpniEiRFIE
A1l the VPCs that you have created for the account is listed in the page.
4. Click the Configure button of the VPC to which you want to deploy the VMs.
The VPC page is displayed where all the tiers you created are listed.
5. Click the Add VM button of the tier for which you want to add a VM.
The Add Instance page is displayed.

Follow the on-screen instruction to add an instance. For information on adding an
instance, see Adding Instances section in the Installation Guide.

15.19.7. Acquiring a New IP Address for a VPC

When you acquire an IP address, all IP addresses are allocated to VPC, not to the guest
networks within the VPC. The IPs are associated to the guest network only when the first
port-forwarding, load balancing, or Static NAT rule is created for the IP or the network.

IP can't be associated to more than one network at a time.
1. VEREH A EEAH P B AZICloudStack UL.
2. ARSI kR 4.
3. vpniEfESIEER
All the VPCs that you have created for the account is listed in the page.
4. Click the Configure button of the VPC to which you want to deploy the VMs.
The VPC page is displayed where all the tiers you created are listed in a diagram.
5. Click the Settings icon.

The following options are displayed.
- TPHbIE
MG FS

X VPN
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- Network ACLs
6. Select IP Addresses.
The IP Addresses page is displayed.
7. REIRE—ETIP, I HAERIARIREE R E i E .

You are prompted for confirmation because, typically, IP addresses are a limited
resource. Within a few moments, the new IP address should appear with the state
Allocated. You can now use the IP address in port forwarding, load balancing, and
static NAT rules.

15.19.8. Releasing an IP Address Alloted to a VPC

The IP address is a limited resource. If you no longer need a particular IP, you can
disassociate it from its VPC and return it to the pool of available addresses. An IP
address can be released from its tier, only when all the networking ( port forwarding,
load balancing, or StaticNAT ) rules are removed for this IP address. The released IP
address will still belongs to the same VPC.

1. {ENEH A B R A A 7 5 A ECloudStack UL
2. MEZEAR SRS B R R4
3. vpniEiRFER
A1l the VPCs that you have created for the account is listed in the page.
4. Click the Configure button of the VPC whose IP you want to release.
The VPC page is displayed where all the tiers you created are listed in a diagram.
5. Click the Settings icon.

The following options are displayed.

- IPHlihE
BEPS
* SN ELVPN
- Network ACLs
6. Select IP Addresses.
The IP Addresses page is displayed.

7. Click the IP you want to release.

In the Details tab, click the Release IP button
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15.19.9. Enabling or Disabling Static NAT on a VPC

A static NAT rule maps a public IP address to the private IP address of a VM in a VPC to
allow Internet traffic to it. This section tells how to enable or disable static NAT for a
particular IP address in a VPC.

If port forwarding rules are already in effect for an IP address, you cannot enable static
NAT to that IP.

If a guest VM is part of more than one network, static NAT rules will function only if
they are defined on the default network.

1. EEH A R 3 A EICloudStack UL
2. FEANRISHURE BLEFER 4.
3. vpniEiRFIER
A1l the VPCs that you have created for the account is listed in the page.
4. Click the Configure button of the VPC to which you want to deploy the VMs.
The VPC page is displayed where all the tiers you created are listed in a diagram.
5. Click the Settings icon.
The following options are displayed.
- IPHitE
MEPS
© RN VPN
+ Network ACLs
6. Select IP Addresses.
The IP Addresses page is displayed.

7. Click the IP you want to work with.

8 s
In the Details tab,click the Static NAT button. llLl The button toggles between Enable
and Disable, depending on whether static NAT is currently enabled for the IP address.

9. If you are enabling static NAT, a dialog appears as follows:

Select VM for static NAT

S R

Display name Internal name: Zone name State: Select

T1-VM1 F2-4-WM zonel I:,“ Running (@]

Cancel Apply

10. Select the tier and the destination VM, then click Apply.
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15.19.10. Adding Load Balancing Rules on a VPC

A CloudStack user or administrator may create load balancing rules that balance traffic
received at a public IP to one or more VMs that belong to a network tier that provides
load balancing service in a VPC. A user creates a rule, specifies an algorithm, and
assigns the rule to a set of VMs within a VPC.

1. {ENE A A 38 A FICloudStack UL
2. ISR B 4 .
3. vpniEfRFIEER
A1l the VPCs that you have created for the account is listed in the page.

4. Click the Configure button of the VPC to which you want to configure load balancing
rules.

The VPC page is displayed where all the tiers you created are listed in a diagram.
5. C(Click the Settings icon.

The following options are displayed.

- IPHbHE
S
« ERF VPN
+ Network ACLs
6. Select IP Addresses.
The IP Addresses page is displayed.

7. Click the IP address for which you want to create the rule, then click the
Configuration tab.

8. In the Load Balancing node of the diagram, click View All.

9. Select the tier to which you want to apply the rule.

In a VPC, the load balancing service is supported only on a single tier.

10. Specify the following:
+ Name: A name for the load balancer rule.
- Public Port: The port that receives the incoming traffic to be balanced.

- Private Port: The port that the VMs will use to receive the traffic.
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+ Algorithm. Choose the load balancing algorithm you want CloudStack to use. CloudStack

supports the following well-known algorithms:
- 1A

- gHfac el HatEcetet 7

- 20fc®HRd #

- Stickiness. (Optional) Click Configure and choose the algorithm for the stickiness
policy. See Sticky Session Policies for Load Balancer Rules.

+ Add VMs: Click Add VMs, then select two or more VMs that will divide the load of
incoming traffic, and click Apply.

The new load balancing rule appears in the list. You can repeat these steps to add more

load balancing rules for this IP address.

15.19.11. Adding a Port Forwarding Rule on a VPC

1.

10.

VBN EH A B A A P B A\ FCloudStack UL.

TEZE DR SRS BLE R Y 45

vpniE I3

A1l the VPCs that you have created for the account is listed in the page.

Click the Configure button of the VPC to which you want to deploy the VMs.

The VPC page is displayed where all the tiers you created are listed in a diagram.
Click the Settings icon.

The following options are displayed.

- TPHlHE
MEPS

© X VPN

+ Network ACLs

Choose an existing IP address or acquire a new IP address. Click the name of the IP
address in the 1list.

The IP Addresses page is displayed.

Click the IP address for which you want to create the rule, then click the
Configuration tab.

In the Port Forwarding node of the diagram, click View All.
Select the tier to which you want to apply the rule.

Specify the following:
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- Public Port: The port to which public traffic will be addressed on the IP address you
acquired in the previous step.

- Private Port: The port on which the instance is listening for forwarded public
traffic.

- Protocol: The communication protocol in use between the two ports.
- TCP
- UDP

+ Add VM: Click Add VM. Select the name of the instance to which this rule applies, and
click Apply.

You can test the rule by opening an ssh session to the instance.

15.19.12. Removing Tiers

You can remove a tier from a VPC. A removed tier cannot be revoked. When a tier is

removed, only the resources of the tier are expunged. All the network rules (port
forwarding, load balancing and staticNAT) and the IP addresses associated to the tier are
removed. The IP address still be belonging to the same VPC.

—

\V)

w

4.

T B A Bl R 2K P B A El CloudStack UL

TEAEIN R SRS B R 2%

voniE RS

A1l the VPC that you have created for the account is listed in the page.
Click the Configure button of the VPC for which you want to set up tiers.
The Configure VPC page is displayed. Locate the tier you want to work with.

Click the Remove VPC button:

1)

10.10.1.0/24

Add VM ®

Wait for some time for the tier to be removed.
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15.19.13. Editing, Restarting, and Removing a Virtual Private
Cloud

Ensure that all the tiers are removed before you remove a VPC.

1. {ENEHE R &AM AFICloudStack UL,
2. FELNH) SRS B 4
3. vpniEiRFIEER
All the VPCs that you have created for the account is listed in the page.

4. Select the VPC you want to work with.

5. ®

To remove, click the Remove VPC button _ "~

You can edit the name and description of a VPC. To do that, select the VPC, then click

2|

To restart a VPC, select the VPC, then click the Restart button. _EEJ i

the Edit button.

15.20. Persistent Networks

The network that you can provision without having to deploy any VMs on it is called a
persistent network. A persistent network can be part of a VPC or a non-VPC environment.

When you create other types of network, a network is only a database entry until the first
VM is created on that network. When the first VM is created, a VLAN ID is assigned and the
network is provisioned. Also, when the last VM is destroyed, the VLAN ID is released and
the network is no longer available. With the addition of persistent network, you will have
the ability to create a network in CloudStack in which physical devices can be deployed
without having to run any VMs. Additionally, you can deploy physical devices on that
network.

One of the advantages of having a persistent network is that you can create a VPC with

a tier consisting of only physical devices. For example, you might create a VPC for a
three-tier application, deploy VMs for Web and Application tier, and use physical machines
for the Database tier. Another use case is that if you are providing services by using
physical hardware, you can define the network as persistent and therefore even if all its
VMs are destroyed the services will not be discontinued.

15.20.1. Persistent Network Considerations

+ Persistent network is designed for isolated networks.

+ A1l default network offerings are non-persistent.
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+ A network offering cannot be editable because changing it affects the behavior of the

existing networks that were created using this network offering.

- When you create a guest network, the network offering that you select defines the
network persistence. This in turn depends on whether persistent network is enabled in

the selected network offering.

+ An existing network can be made persistent by changing its network offering to an
offering that has the Persistent option enabled. While setting this property, even if
the network has no running VMs, the network is provisioned.

+ An existing network can be made non-persistent by changing its network offering to an
offering that has the Persistent option disabled. If the network has no running VMs,
during the next network garbage collection run the network is shut down.

+ When the last VM on a network is destroyed, the network garbage collector checks if the
network offering associated with the network is persistent, and shuts down the network

only if it is non-persistent.

15.20.2. Creating a Persistent Guest Network

To create a persistent network, perform the following:
1. Create a network offering with the Persistent option enabled.
See & 9.4.1 75 “Creating a New Network Offering”
2. Select Network from the left navigation pane.
3. Select the guest network that you want to offer this network service to.

4. Click the Edit button.

5. From the Network Offering drop—down, select the persistent network offering you have
Jjust created.

6. mii W€ -
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Working with System Virtual Machines

CloudStack uses several types of system virtual machines to perform tasks in the cloud. In
general CloudStack manages these system VMs and creates, starts, and stops them as needed

based on scale and immediate needs. However, the administrator should be aware of them and
their roles to assist in debugging issues.

®::

You can configure the system.vm.random.password parameter to create a random

system VM password to ensure higher security. If you reset the value for
system.vm.random.password to true and restart the Management Server, a random password
is generated and stored encrypted in the database. You can view the decrypted password
under the system.vm.password global parameter on the CloudStack Ul or by calling the
listConfigurations API.

16.1. RGTVMEAR

FRYiWsK B AR o 12 RGIVMEREA LU RS

* Debian 6.0( “Squeeze” ), MDebian% ZAPTFfEEE LS. 6. 32 LA LRI L RN T -

- BWERMEE R, DI 2 BGE R -

+ ET Xen/VMWare 32{y$§3RMERER

- FERIVEERET Xen PV JKB), KW virtio JXE)FlIVMware tools FEpvops A% 1G5 EMERE
- Xen tools HEVERENIE

- MDebian WyF 2035 B HTHRUHAProxy ~ iptables ~ IPsecHlApache i LA A% 4 5 8 &

* I\ Sun/Oracle ZREGHARAHIIRE A LU & &% &M 58 E

16.2. FFVMwareRI LR ARG RE UL

A CloudStack BFURIEHA BMAI RGENNLA TRBE R T RIS FESS, N EER, E~EBhM
. EAZ1S0 o FEfE I VMware R BHESF , 2R BNEIMNORTEIILE THITMvare FURFIRESS, AfiER
BN BIREALERIRR o = VMwar e fFIRIESS B B INES, CloudStack FEIARSS AR & 5 shAI MY R ST R
o BHARSS A & WA K X RS EM G S, FRITshSnEEMT REZ N RSE
ML -

16.3. e RE (6 &Rl

Forl 5 PRI o R SR — BTt PR AR P B — sl D« it LB
SRS 95 7 P UV 885 vnc o TS o 4 USRI P h Rl I T FH P 22 L1 ef— o4
s -

Clicking a console icon brings up a new window. The AJAX code downloaded into that window
refers to the public IP address of a console proxy VM. There is exactly one public IP
address allocated per console proxy VM. The AJAX application connects to this IP. The
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console proxy then proxies the connection to the VNC port for the requested VM on the Host

hosting the guest.

FEHIALER & 5 BE £ A vnekit O fivnc & -

AEBEFRERZXFAREEIIPK, FEATEBZAEARE R IFvnc ©

P & REFUAL 2 8 I B 1) 8 BEAR 55 e [E1 3 4 BV BRI 215 EL o BROAIR & [RIBG & L ibeh - mT Dlsd B AR
ZERMIBE B S %1 consoleproxy.loadscan.interval. B o

INARREE AL B © 20 Foi B & RER 218, =66 B2 B %S — IR HEH &
RERARE » RIZA SRS BIfFE C o BCR il 6 CHE, A% & (CE B B S (e 2Rk
S anth o Rz ML FCE] B AR & QR UL » AR RN 2R E RO BCE E — A
JRN BRRAL BT 2 TR AR & O L

BHAREREH e NHE, HEXEECEFENHF TR G SI1E 1 -

16.3.1. Using a SSL Certificate for the Console Proxy

The console viewing functionality uses a dynamic DNS service under the domain name
realhostip.com to assist in providing SSL security to console sessions. The console proxy
is assigned a public IP address. In order to avoid browser warnings for mismatched SSL
certificates, the URL for the new console window is set to the form of https://aaa-bbb-
ccc—ddd.realhostip.com. You will see this URL during console session creation. CloudStack
includes the realhostip.com SSL certificate in the console proxy VM. Of course, CloudStack
cannot know about the DNS A records for our customers' public IPs prior to shipping

the software. CloudStack therefore runs a dynamic DNS server that is authoritative for
the realhostip.com domain. It maps the aaa—-bbb-ccc-ddd part of the DNS name to the IP
address aaa.bbb.ccc.ddd on lookups. This allows the browser to correctly connect to

the console proxy's public IP, where it then expects and receives a SSL certificate for
realhostip.com, and SSL is set up without browser warnings.

16.3.2. Changing the Console Proxy SSL Certificate and Domain

If the administrator prefers, it is possible for the URL of the customer's console session
to show a domain other than realhostip.com. The administrator can customize the displayed
domain by selecting a different domain and uploading a new SSL certificate and private
key. The domain must run a DNS service that is capable of resolving queries for addresses
of the form aaa-bbb-ccc-ddd.your.domain to an IPv4 IP address in the form aaa.bbb.ccc.ddd,
for example, 202.8.44.1. To change the console proxy domain, SSL certificate, and private
key:

1. Set up dynamic name resolution or populate all possible DNS names in your public IP
range into your existing DNS server with the format aaa-bbb-ccc-ddd.company.com —>
aaa.bbb.ccc.ddd.

2. Generate the private key and certificate signing request (CSR). When you are using
openssl to generate private/public key pairs and CSRs, for the private key that you are
going to paste into the CloudStack UI, be sure to convert it into PKCS#8 format.

a. Generate a new 2048-bit private key
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openssl genrsa —-des3 -out yourprivate.key 2048
b. Generate a new certificate CSR
openssl req —new —key yourprivate.key -out yourcertificate.csr

c. Head to the website of your favorite trusted Certificate Authority, purchase an SSL
certificate, and submit the CSR. You should receive a valid certificate in return

d. Convert your private key format into PKCS#8 encrypted format.
openssl pkcs8 —topk8 —in yourprivate.key -out yourprivate.pkcs8.encrypted.key

e. Convert your PKCS#8 encrypted private key into the PKCS#8 format that is compliant
with CloudStack

openssl pkcs8 -in yourprivate.pkcs8.encrypted.key -out yourprivate.pkcs8.key

3. In the Update SSL Certificate screen of the CloudStack UI, paste the following:
- The certificate you've just generated.
+ The private key you've Jjust generated.

+ The desired new domain name; for example, company.com

4. The desired new domain name; for example, company.com

This stops all currently running console proxy VMs, then restarts them with the new

certificate and key. Users might notice a brief interruption in console availability.

The Management Server generates URLs of the form "aaa-bbb-ccc-ddd.company.com" after this
change is made. The new console requests will be served with the new DNS domain name,

certificate, and key.

/ /] /

16.4. eHHerHe - cH+ar"

R B Ae 2 — D RGN - BEFE CloudStack MRESTHEFMAEM; L - AW EHVIRE
BRI A o F P AT ping FISZAE (HLANS B 145 %) (H 2 A REdid sshiji[a]

There is no mechanism for the administrator to log in to the virtual router. Virtual
routers can be restarted by administrators, but this will interrupt public network access
and other services for end users. A basic test in debugging networking issues is to
attempt to ping the virtual router from a guest VM. Some of the characteristics of the
virtual router are determined by its associated system service offering..

16.4.1. LB HEZ
RATLLEE — T A

- IPHiIHETE
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- SRR S5
+ FH R VLIRS FH 99 26 i 55 £ L BRI S8 44
- (S TP

- AT 22 ARSI FH 2R AR — YR 5 AR © AN RARITEFHUE S R &1 25805, % E
2R Erouter.stats. interval o QIFRARAE F RS FURE X SCEE P 45 (5 R, R EIZE O

16.4.2. fEHRGUT RS 7 R R ERILH s

4 CloudStack QIR —MEMBEEE, CREEBAG RO HMS TR TORE - S0 % 8.2 9
RO IR o FUETERE PR R s A AT RS BIRS 1T WT LUEI T
FERE A R SR ST SR S5 7 SRS TS B AR et o

1. fé}(fﬁ%ﬂﬁ@%éﬁﬂ‘ﬁﬂﬁ%ﬁ%, 72‘%/% 8.2.1 41114 “Croating a New System Service
Offering” o FE RGN KA, LEEBEHES -

e

2. Associate the system service offering with a network offering. See % 9.4.1 T
“Creating a New Network Offering” .

3. RrMLEARSS T N B A B R ST RS 7 AR A R R4 B o anRXE — DRI R4,
THIRIE66 TTHAS AL N 2 7 A8 0 2 PR - B E A R A R AR SS T &, 151k

BTN HEEIES 15.6.2 77 “Changing the Network Offering on a Guest Network” e

16.4.3. AUl FH A B BB (S0 1R
S N RN R G BRI A BB, RIS iptables U - ERHUX
NEIRE, MCloudStack UTFS Lk B i 205 ) -

. %ﬂ:: EW?%*R%*/I\%EE%%ﬂFHHﬂ' 7FE{;*;)EHdestroyRouter‘ APT, ﬁjr‘estartNetwor‘k API
i cleanup=false ZEUNEEREE EHTOIEE o WEARIRAEHEH EHOEM S PR —EHE, A

restartNetwork API %cleanup:true%ﬁ °

16.5. " YRAFMERETUAL

R T EHLCloudStacki) “RAFE RN AR EME " RAFEF G ANE o
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System Reliability and High
Availability

17.1. HA for Management Server

The CloudStack Management Server should be deployed in a multi-node configuration such
that it is not susceptible to individual server failures. The Management Server itself (as
distinct from the MySQL database) is stateless and may be placed behind a load balancer.

Normal operation of Hosts is not impacted by an outage of all Management Serves. All guest
VMs will continue to work.

When the Management Server is down, no new VMs can be created, and the end user and admin
UI, API, dynamic load distribution, and HA will cease to work.

17.2. Management Server Load Balancing

CloudStack can use a load balancer to provide a virtual IP for multiple Management
Servers. The administrator is responsible for creating the load balancer rules for the
Management Servers. The application requires persistence or stickiness across multiple
sessions. The following chart lists the ports that should be load balanced and whether or
not persistence is required.

Even if persistence is not required, enabling it is permitted.

Source Port Destination Port AHFER® Persistence
Required?
80 or 443 8080 (or 20400 with HTTP (or AJP) s
AJP)
8250 8250 TCP 2
8096 8096 HTTP N

In addition to above settings, the administrator is responsible for setting the 'host'
global config value from the management server IP to load balancer virtual IP address. If
the 'host' value is not set to the VIP for Port 8250 and one of your management servers
crashes, the Ul is still available but the system VMs will not be able to contact the
management server.

17.3. JFE T &= e R R

A 0T DLZE RSO R T I v P R o BRINIE O T BT AR B R LML S B B R UL B B0 7T R T
i A] F%FPE o = CloudStack MBI /5 T & Al F4F MR R 2 SUNLAR T3S K & EAHRI Y ] SRS h B BhE
BB SIZEEIIAL o & ] A PE A 2 B BRIEAT © CloudStack RAIHLEGRSTRYTHNE BB, LAFE
FEARZ RBZEITH M HFERISE G - FHEIRSG A 2 Z M EATHN S — & EVL LI RZELAL -

25 A F R A 8 F 1 SCSIAINES = AFAERIA AT LLE T o ANSCFRFE A (EoN BRI A A -

17.4. HA for Hosts

FA T DL RSO R T I v P R o BRINIE O T B ARG R PN S B B R UL B 37T R T
e AT FFPE o HCloudStack M FITT 2 T & I FRF IR RE SUMLAR B K 2 AR R W SR S B shE

167




5 17 E System Reliability and High Availability

BRSNS » = ] AR IEA 2 B BIREET © CloudStack RAWRRTHIT NEREMIL, Liis
EARFEFHEITH A HRIRIES) o EHEARS f 2 ZREATRN S — & EN LI R ZEAL -

ey A R AR B P  SCSTRINFS Y EAF AR B A AT LR NS i A AE B B D R R AT A

17.4.1. Dedicated HA Hosts

One or more hosts can be designated for use only by HA-enabled VMs that are restarting
due to a host failure. Setting up a pool of such dedicated HA hosts as the recovery
destination for all HA-enabled VMs is useful to:

+ Make it easier to determine which VMs have been restarted as part of the CloudStack
high-availability function. If a VM is running on a dedicated HA host, then it must be
an HA-enabled VM whose original host failed. (With one exception: It is possible for an
administrator to manually migrate any VM to a dedicated HA host.).

+ Keep HA-enabled VMs from restarting on hosts which may be reserved for other purposes.

The dedicated HA option is set through a special host tag when the host is created.

To allow the administrator to dedicate hosts to only HA-enabled VMs, set the global
configuration variable ha.tag to the desired tag (for example, "ha_host"), and restart the
Management Server. Enter the value in the Host Tags field when adding the host(s) that you
want to dedicate to HA-enabled VMs.

.

If you set ha.tag, be sure to actually use that tag on at least one host in your
cloud. If the tag specified in ha.tag is not set for any host in the cloud, the HA-
enabled VMs will fail to restart after a crash.

17.5. EAFREHFEAEEE £ R

B FAEE R R, TR E AR R SRS (2R & DRI IR AL o B LIS R
Y EAFREE T DR, HARIESEPRIE OUR PR E R BN o (EAINFSES, FENLE ERR T A RE S vr UL
PELBAT, SXBURT RIRAOPERT - a0, NFSEERESBEUR A EMNEE, EEREFMERE - TF6E
BRI T &y - EEFEFRENE, ALERRBED -
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WITEAEE TR P AL - AT SALIE PR BACR O BN - P e AR TR (R, 10
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17.7. Limiting the Rate of API Requests

You can 1limit the rate at which API requests can be placed for each account. This
is useful to avoid malicious attacks on the Management Server, prevent performance

degradation, and provide fairness to all accounts.

168



Configuring the API Request Rate

If the number of API calls exceeds the threshold, an error message is returned for any
additional API calls. The caller will have to retry these API calls at another time.

17.7.1. Configuring the API Request Rate

To control the API request rate, use the following global configuration settings:

- api.throttling.enabled - Enable/Disable API throttling. By default, this setting is
false, so API throttling is not enabled.

- api.throttling.interval (in seconds) - Time interval during which the number of API
requests is to be counted. When the interval has passed, the API count is reset to O.

+api.throttling.max - Maximum number of APIs that can be placed within the

api.throttling.interval period.

+ api.throttling.cachesize - Cache size for storing API counters. Use a value higher than
the total number of accounts managed by the cloud. One cache entry is needed for each
account, to store the running API total for that account.

17.7.2. Limitations on API Throttling

The following limitations exist in the current implementation of this feature.

Even with these limitations, CloudStack is still able to effectively use API
throttling to avoid malicious attacks causing denial of service.

+ In a deployment with multiple Management Servers, the cache is not synchronized across
them. In this case, CloudStack might not be able to ensure that only the exact desired
number of API requests are allowed. In the worst case, the number of API calls that
might be allowed is (number of Management Servers) * (api.throttling.max).

+ The API commands resetApilLimit and getApilimit are limited to the Management Server
where the API is invoked.
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18.1. Using Tags to Organize Resources in the Cloud

A tag is a key-value pair that stores metadata about a resource in the cloud. Tags are
useful for categorizing resources. For example, you can tag a user VM with a value that
indicates the user's city of residence. In this case, the key would be "city" and the
value might be "Toronto" or "Tokyo." You can then request CloudStack to find all resources

that have a given tag; for example, VMs for users in a given city.

You can tag a user virtual machine, volume, snapshot, guest network, template, 1SO,
firewall rule, port forwarding rule, public IP address, security group, load balancer
rule, project, VPC, network ACL, or static route. You can not tag a remote access VPN.

You can work with tags through the Ul or through the API commands createTags, deleteTags,
and listTags. You can define multiple tags for each resource. There is no 1limit on the
number of tags you can define. Each tag can be up to 255 characters long. Users can define
tags on the resources they own, and administrators can define tags on any resources in the
cloud.

An optional input parameter, "tags.," exists on many of the 1list® API commands. The
following example shows how to use this new parameter to find all the volumes having tag
region=canada OR tag city=Toronto:

command=1istVolumes
&listAll=true
&tags|[0] .key=region
&tags[0].value=canada
&tags[1].key=city
&tags|[1].value=Toronto

The following API commands have the "tags" input parameter:
+ listVirtualMachines

+ 1listVolumes

+ 1listSnapshots

+ listNetworks

+ listTemplates

+ listlsos

+ listFirewallRules

+ listPortForwardingRules
+ listPublicIpAddresses

+ 1listSecurityGroups

+ listLoadBalancerRules

- listProgjects
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+ 1istVPCs

+ listNetworkACLs

+ listStaticRoutes

18.2. A ERER &

The CloudStack Management Server stores database configuration information (e.g.,
hostname, port, credentials) in the file /etc/cloud/management/db.properties. To effect a
change, edit this file on each Management Server, then restart the Management Server.

18.3. Changing the Database Password

You may need to change the password for the MySQL account used by CloudStack. If so,
you'1ll need to change the password in MySQL, and then add the encrypted password to /etc/

cloud/management/db.properties.

1.

2.

3.

Before changing the password, you'll need to stop CloudStack's management server and

the usage engine if you've deployed that component.

# service cloudstack-management stop
# service cloudstack-usage stop

Next, you'll update the password for the CloudStack user on the MySQL server.

# mysql -u root -p

At the MySQL shell, you'll change the password and flush privileges:

update mysql.user set password=PASSWORD ("newpasswordl123") where User='cloud';

flush privileges;

quit;

The next step is to encrypt the password and copy the encrypted password to
CloudStack's database configuration (/etc/cloud/management/db.properties).

# java -classpath /usr/share/java/cloud-jasypt-1.8.jar \ org.jasypt.intf.cli.JasyptPBEStringEncryptionCLI
encrypt.sh \ input="newpasswordl123" password="‘cat /etc/cloud/management/key‘" \ verbose=false

File encryption type

Note that this is for the file encryption type. If you're using the web encryption
type then you'll use password="management server_ secret key"
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4. Now, you'll update /etc/cloud/management/db.properties with the new ciphertext. Open /
etc/cloud/management/db.properties in a text editor, and update these parameters:

db.cloud.password=ENC (encrypted_password_from_above)
db.usage.password=ENC (encrypted_password_from_above)

5. After copying the new password over, you can now start CloudStack (and the usage
engine, if necessary).

# service cloudstack-management start

# service cloudstack-usage start
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For example, after changing a global configuration parameter, a restart is required. If
you have multiple Management Server nodes, restart all of them to put the new parameter
value into effect consistently throughout the cloud..

EIEHARS S, ERERSRRA PTEERSHTHITL T mS:
# service cloudstack-management stop

JE B R 55 A -
# service cloudstack-management start

IR E RS &

# service cloudstack-management stop

174



19

Global Configuration Parameters
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19.2. About Global Configuration Parameters

CloudStack provides a variety of settings you can use to set limits, configure features,
and enable or disable features in the cloud. Once your Management Server is running,
you might need to set some of these global configuration parameters, depending on what

optional features you are setting up.

To modify global configuration parameters, use the steps in "Setting Global Configuration

Parameters."

The documentation for each CloudStack feature should direct you to the names of the
applicable parameters. Many of them are discussed in the CloudStack Administration Guide.
The following table shows a few of the more useful parameters.

management.network.cidr A CIDR that describes
the network that the
management CIDRs reside

on. This variable must

be set for deployments
that use vSphere. It is
recommended to be set for
other deployments as well.
Example: 192.168.3.0/24.

xen.setup.multipath For XenServer nodes, this
is a true/false variable
that instructs CloudStack
to enable iSCSI multipath
on the XenServer Hosts
when they are added. This
defaults to false. Set

it to true if you would
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like CloudStack to enable
multipath.

If this is true for a NFS-
based deployment multipath
will still be enabled on
the XenServer host. However,
this does not impact NFS
operation and is harmless.

secstorage.allowed.internal.sites

This is used to protect

your internal network

from rogue attempts to
download arbitrary files
using the template download
feature. This is a comma-
separated list of CIDRs. If
a requested URL matches any
of these CIDRs the Secondary
Storage VM will use the
private network interface

to fetch the URL. Other URLs
will go through the public
interface. We suggest you
set this to 1 or 2 hardened
internal machines where

you keep your templates.

For example, set it to
192.168.1.66/32.

use.local.storage

Determines whether
CloudStack will use storage
that is local to the Host
for data disks, templates,
and snapshots. By default
CloudStack will not use this
storage. You should change
this to true if you want to
use local storage and you
understand the reliability
and feature drawbacks to

choosing local storage.

host

This is the IP address

of the Management Server.

If you are using multiple
Management Servers you
should enter a load balanced
IP address that is reachable
via the private network.

default.page.size

Maximum number of items per
page that can be returned by
a CloudStack API command.
The limit applies at the
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cloud level and can vary

from cloud to cloud. You
can override this with a
lower value on a particular
API call by using the

page and pagesize API
command parameters. For
more information, see the
Developer's Guide. Default:
500.

ha.tag The label you want to use
throughout the cloud to
designate certain hosts as
dedicated HA hosts. These
hosts will be used only
for HA-enabled VMs that
are restarting due to the
failure of another host.
For example, you could set
this to ha host. Specify the
ha.tag value as a host tag
when you add a new host to
the cloud.
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CloudStack API

CloudStack API&Z R3S} CloudStack H—MIE/ZIRKAPT,

Many CloudStack API calls are asynchronous. These will return a Job ID immediately when
called. This Job ID can be used to query the status of the job later. Also, status calls
on impacted resources will provide some indication of their state.

The API has a REST-1like query basis and returns results in XML or JSON.

See the Developer’ s Guide! and the API Reference®.

20.1. HARSSFNEGUEAPT
CloudStackEiEE R A B O I B RS EMZEN . TRES B ERIXE ARG ERAAPT, EidiEH
CloudStackFiX EEAPT SN/ MHFE A 7

CloudStack SCFRFEFFRBAVEIEAN. BOAHBIL T, CloudStack BUEELIRAA FHIE . /ENAHL
AORIE DT 3. (AN ROSEIE o2 rTRERY . 4N, 227 (3 AILDAPAR 55 et AT Al P AU -

20.2. 4rfifss
CloudStack RAFHRBISE & RIS, BT EEE T P A5 B2 P LB
BAITEREAL -

20.3. User Data and Meta Data

CloudStack provides API access to attach user data to a deployed VM. Deployed VMs also

have access to instance metadata via the virtual router.

User data can be accessed once the IP address of the virtual router is known. Once the IP

address is known, use the following steps to access the user data:

1. Run the following command to find the virtual router.
# cat /var/lib/dhclient/dhclient-ethO.leases | grep dhcp-server—identifier | tail -1

2. Access user data by running the following command using the result of the above command
# curl http://10.1.1.1/1latest/user—-data

Meta Data can be accessed similarly, using a URL of the form http://10.1.1.1/latest/meta-
data/{metadata type}. (For backwards compatibility, the previous URL http://10.1.1.1/
latest/{metadata type} is also supported.) For metadata type, use one of the following:

- service-offering. A description of the VMs service offering
- availability-zone. The Zone name

- local-ipv4. The guest IP of the VM

' http://docs.cloudstack.org/CloudStack_Documentation/Developer's_Guide%3A_CloudStack

? http://docs.cloudstack.org/CloudStack Documentation/API Reference%3A_CloudStack
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+ local-hostname. The hostname of the VM
- public-ipv4. The first public IP for the router. (E.g. the first IP of eth?2)
- public-hostname. This is the same as public-ipv4

+ instance-id. The instance name of the VM
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21.2. Increase Management Server Maximum Memory

If the Management Server is subject to high demand, the default maximum JVM memory

allocation can be insufficient. To increase the memory:

1. Edit the Tomcat configuration file:
/etc/cloud/management/tomcat6.conf

2. Change the command-line parameter -XmxNNNm to a higher value of N.
For example, if the current value is —Xmx128m, change it to -Xmx1024m or higher.

3. To put the new setting into effect, restart the Management Server.

# service cloudstack-management restart

For more information about memory issues, see "FAQ: Memory" at Tomcat Wiki.!

21.3. Set Database Buffer Pool Size

It is important to provide enough memory space for the MySQL database to cache data and
indexes:

1. Edit the MySQL configuration file:
/etc/my.cnf

2. Insert the following line in the [mysqld] section, below the datadir line. Use a value
that is appropriate for your situation. We recommend setting the buffer pool at 40% of
RAM if MySQL is on the same server as the management server or 70% of RAM if MySQL has
a dedicated server. The following example assumes a dedicated server with 1024M of RAM.

innodb_buffer_pool_size=700M

3. HEBEMySQLARSS .

# service mysqld restart

" http://wiki.apache.org/tomcat/FAQ/ Memory
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For more information about the buffer pool, see "The InnoDB Buffer Pool" at MySQL
Reference Manual?.

21.4. Set and Monitor Total VM Limits per Host

CloudStackE H# 5 ROZ M I E SRR H AV AL S BIRD S8, 2Rk o Boss SRR SRR AL 2
BEFA L - —EHE-NLERE, AT PR N ENHISE, XS b EL AL
M, HEINESEFEER A RN - ERMIREREAWVEEEFISOY, RIS THEREE
HLERJRESUML, SRJ5 3 i CloudStack iy & MR E 5 E 3 E HEARIRE] » 5 MBS TR EE kT
FEFUALHTE S © PRAF S IEINIEBERR T 22K, AVFE/RENA B8 - flan, aRAEND SR
HIENL, IREAVFERETI— 6 EVLBEEMG RN N, SEERIEMILEG, (70 LLiraEi
FiRZ (N-1) * (BDEHERE) o B BXBEX N EFHELNL, (EHCloudStack VI D
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21.5. BEi'E XenServerHdomOH N AF

B & XenServer domOFRE, 7 ECHE ZHIHAELdom0 o 53X A DUffiXenServer GEAbHR BRI o T
12940 MB RAMZAXenServer dom0 o X A MENX— AR, ES . EARMNRECE - CEF
HJZEXenServer 5.6, {BAEFEAIEE&EH TXenServer 6 o

2 http://dev.mysql.com/doc/refman/5.5/en/innodb-buffer-pool . html
3 http://support.citrix.com/article/CTX126531
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22.1. 4

An event is essentially a significant or meaningful change in the state of both virtual
and physical resources associated with a cloud environment. Events are used by monitoring
systems, usage and billing systems, or any other event-driven workflow systems to discern
a pattern and make the right business decision. In CloudStack an event could be a state
change of virtual or psychical resources, an action performed by an user (action events),

or policy based events (alerts).

22.1.1. Event Logs

There are two types of events logged in the CloudStack Event Log. Standard events log
the success or failure of an event and can be used to identify jobs or processes that
have failed. There are also long running Jjob events. Events for asynchronous jobs log
when a job is scheduled, when it starts, and when it completes. Other long running
synchronous jobs log when a job starts, and when it completes. Long running synchronous
and asynchronous event logs can be used to gain more information on the status of a
pending job or can be used to identify a job that is hanging or has not started. The

following sections provide more information on these events..

22.1.2. Event Notification

Event notification framework provides a means for the Management Server components to
publish and subscribe to CloudStack events. Event notification is achieved by implementing
the concept of event bus abstraction in the Management Server. An event bus is introduced
in the Management Server that allows the CloudStackcomponents and extension plug-ins to
subscribe to the events by using the Advanced Message Queuing Protocol (AMQP) client.

In CloudStack, a default implementation of event bus is provided as a plug-in that uses
the RabbitMQ AMQP client. The AMQP client pushes the published events to a compatible
AMQP server. Therefore all the CloudStack events are published to an exchange in the AMQP

server.

A new event for state change, resource state change, is introduced as part of Event
notification framework. Every resource, such as user VM, volume, NIC, network, public IP,
snapshot, and template, is associated with a state machine and generates events as part of
the state change. That implies that a change in the state of a resource results in a state
change event, and the event is published in the corresponding state machine on the event
bus. All the CloudStack events (alerts, action events, usage events) and the additional
category of resource state change events, are published on to the events bus.

Use Cases

The following are some of the use cases:

- Usage or Billing Engines: A third-party cloud usage solution can implement a plug-in
that can connects to CloudStack to subscribe to CloudStack events and generate usage

data. The usage data is consumed by their usage software.

+ AMQP plug-in can place all the events on the a message queue, then a AMQP message broker

can provide topic-based notification to the subscribers.
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- Publish and Subscribe notification service can be implemented as a pluggable service
in CloudStack that can provide rich set of APIs for event notification, such as topics-—
based subscription and notification. Additionally, the pluggable service can deal with
multi-tenancy, authentication, and authorization issues.

=~V ERE

As a CloudStack administrator, perform the following one-time configuration to enable

event notification framework. At run time no changes can control the behaviour.
1. Open 'componentContext.xml.
2. Define a bean named eventNotificationBus as follows:
s name : Specify a name for the bean.
- server : The name or the IP address of the RabbitMQ AMQP server.
« port : The port on which RabbitMQ server is running.
- username : The username associated with the account to access the RabbitMQ server.

- password : The password associated with the username of the account to access the
RabbitMQ server.

- exchange : The exchange name on the RabbitMQ server where CloudStack events are
published.

A sample bean is given below:

<bean id="eventNotificationBus" class="org.apache.cloudstack.mom.rabbitmq.RabbitMQEventBus">

<property name="name" value="eventNotificationBus"/>

<property name="server" value="127.0.0.1"/>

<property name="port" value="5672"/>

<property name="username" value="guest"/>

<property name="password" value="guest"/>
<property name="exchange" value="cloudstack-events"/>
</bean>

The eventNotificationBus bean represents the

org.apache.cloudstack.mom.rabbitmqg.RabbitMQEventBus class.

3. EREEHRSH.

22.1.3. Standard Events

The events log records three types of standard events.

+ INFO. This event is generated when an operation has been successfully performed.
+ WARN. This event is generated in the following circumstances.

- When a network is disconnected while monitoring a template download.

+ When a template download is abandoned.

+ When an issue on the storage server causes the volumes to fail over to the mirror
storage server.
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- ERROR. This event is generated when an operation has not been successfully performed
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22.2. Working with Server Logs

The CloudStack Management Server logs all web site, middle tier, and database activities
for diagnostics purposes in /var/log/cloudstack/management/. The CloudStack logs a
variety of error messages. We recommend this command to find the problematic output in the

Management Server log:.

e

HE IR — <. TRESITIIER e SE—1T £ —EOHERH RS ERE N 5IAAR
i EHRATAT -

grep -i -E 'exception|unable|faill|invalid|leak|warn|error' /var/log/cloudstack/management/management—
server.log

The CloudStack processes requests with a Job ID. If you find an error in the logs and
you are interested in debugging the issue you can grep for this job ID in the management
server log. For example, suppose that you find the following ERROR message:
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2010-10-04 13:49:32,595 ERROR [cloud.vm.UserVmManagerImpl] (Job-Executor-11:job-1076) Unable to find
any host for [User|i-8-42-VM-untagged]

Note that the job ID is 1076. You can track back the events relating to job 1076 with the
following grep:

grep "job-1076)" management-server.log

The CloudStack Agent Server logs its activities in /var/log/cloudstack/agent/.

22.3. Data Loss on Exported Primary Storage

JEIR
Loss of existing data on primary storage which has been exposed as a Linux NFS server
export on an iSCSI volume.

JR A

It is possible that a client from outside the intended pool has mounted the storage. When

this occurs, the LVM is wiped and all data in the volume is lost

A
When setting up LUN exports, restrict the range of IP addresses that are allowed access by

specifying a subnet mask. For example:
echo “/export 192.168.1.0/24(rw,async,no_root_squash)” > /etc/exports

Adjust the above command to suit your deployment needs.

More Information

See the export procedure in the "Secondary Storage" section of the CloudStack Installation
Guide

22.4. Recovering a Lost Virtual Router

UNEIN
A virtual router is running, but the host is disconnected. A virtual router no longer
functions as expected.

JRA

The Virtual router is lost or down.

S
If you are sure that a virtual router is down forever, or no longer functions as expected,

destroy it. You must create one afresh while keeping the backup router up and running (it

is assumed this is in a redundant router setup):
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+ Force stop the router. Use the stopRouter API with forced=true parameter to do so.

- Before you continue with destroying this router, ensure that the backup router is

running. Otherwise the network connection will be lost.
- Destroy the router by using the destroyRouter API.

Recreate the missing router by using the restartNetwork API with cleanup=false parameter.
For more information about redundant router setup, see Creating a New Network Offering.

For more information about the API syntax, see the API Reference at http://
docs.cloudstack.org/CloudStack Documentation/API Reference%3A CloudStackAPI Reference.

22.5. Maintenance mode not working on vCenter

TEIR

Host was placed in maintenance mode, but still appears live in vCenter.

JFR A

The CloudStack administrator Ul was used to place the host in scheduled maintenance mode.

This mode is separate from vCenter's maintenance mode.

(AP ES

Use vCenter to place the host in maintenance mode.

More Information

See % 11.2 % “EHL BB BA"
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22.7. Unable to power on virtual machine on VMware

IR

Virtual machine does not power on. You might see errors like:
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- Unable to open Swap File
- Unable to access a file since it is locked

- Unable to access Virtual machine configuration

JS A

A known issue on VMware machines. ESX hosts lock certain critical virtual machine files
and file systems to prevent concurrent changes. Sometimes the files are not unlocked when
the virtual machine is powered off. When a virtual machine attempts to power on, it can

not access these critical files, and the virtual machine is unable to power on.

FRIRTT 5

See the following:

VMware Knowledge Base Article!

22.8. Load balancer rules fail after changing network

offering

IR

After changing the network offering on a network, load balancer rules stop working.

JS A

Load balancing rules were created while using a network service offering that includes an
external load balancer device such as NetScaler, and later the network service offering

changed to one that uses the CloudStack virtual router.

AP S
Create a firewall rule on the virtual router for each of your existing load balancing

rules so that they continue to function.

" http://kb.vmware.com/selfservice/microsites/search.do?language=en_US&cmd=displayKC&externalld=10051/
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The following time zone identifiers are accepted by CloudStack. There are several places

that have a time zone as a required or optional parameter. These include scheduling

recurring snapshots, creating a user, and specifying the usage time zone in the

Configuration table.

Etc/GMT+12 Etc/GMT+11Etc/GMT+11 Pacific/Samoa
Pacific/Honolulu US/Alaska America/Los_Angeles
Mexico/BajaNorte US/Arizona US/Mountain
America/Chihuahua America/Chicago America/Costa_Rica
America/Mexico City Canada/Saskatchewan America/Bogota
America/New York America/Caracas America/Asuncion
America/Cuiaba America/Halifax America/La_Paz
America/Santiago America/St_Johns America/Araguaina
America/Argentina/ America/Cayenne America/Godthab
Buenos Aires

America/Montevideo Etc/GMT+2 Atlantic/Azores
Atlantic/Cape Verde Africa/Casablanca Etc/UTC
Atlantic/Reykjavik Europe/London CET
Europe/Bucharest Africa/Johannesburg Asia/Beirut
Africa/Cairo Asia/Jerusalem Europe/Minsk
Europe/Moscow Africa/Nairobi Asia/Karachi
Asia/Kolkata Asia/Bangkok Asia/Shanghai
DIRVAS 2% TR AL/ P M/ &dk

ML/ AR5 AL/ E R TR/ B St
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Event Types

VM.CREATE

TEMPLATE . EXTRACT

SG.REVOKE. INGRESS

VM.DESTROY

TEMPLATE . UPLOAD

HOST .RECONNECT

VM.START TEMPLATE . CLEANUP MAINT.CANCEL
VM. STOP VOLUME. CREATE MAINT.CANCEL.PS
VM.REBOOT VOLUME.DELETE MAINT.PREPARE
VM. UPGRADE VOLUME . ATTACH MAINT.PREPARE.PS

VM.RESETPASSWORD

VOLUME.DETACH

VPN.REMOTE . ACCESS . CREATE

ROUTER. CREATE

VOLUME . UPLOAD

VPN.USER.ADD

ROUTER. DESTROY

SERVICEOFFERING.CREATE

VPN.USER.REMOVE

ROUTER. START

SERVICEOFFERING. UPDATE

NETWORK .RESTART

ROUTER. STOP

SERVICEOFFERING.DELETE

UPLOAD . CUSTOM. CERTIFICATE

ROUTER.REBOOT

DOMAIN.CREATE

UPLOAD.CUSTOM. CERTIFICATE

ROUTER. HA

DOMAIN.DELETE

STATICNAT.DISABLE

PROXY . CREATE

DOMAIN.UPDATE

SSVM. CREATE

PROXY . DESTROY

SNAPSHOT . CREATE

SSVM.DESTROY

PROXY .START

SNAPSHOT . DELETE

SSVM. START

PROXY .STOP

SNAPSHOTPOLICY . CREATE

SSVM. STOP

PROXY .REBOOT

SNAPSHOTPOLICY . UPDATE

SSVM.REBOOT

PROXY . HA

SNAPSHOTPOLICY .DELETE

SSVM.H

VNC. CONNECT

VNC.DISCONNECT

NET. TPASSIGN

NET. IPRELEASE

NET.RULEADD

NET.RULEDELETE

NET.RULEMODIFY

NETWORK . CREATE

NETWORK . DELETE

LB.ASSIGN.TO.RULE

LB.REMOVE.FROM.RULE

LB.CREATE

LB.DELETE

LB.UPDATE

USER.LOGIN

USER. LOGOUT

USER.CREATE

USER.DELETE

USER.UPDATE

USER.DISABLE

TEMPLATE . CREATE

TEMPLATE . DELETE

TEMPLATE . UPDATE

TEMPLATE . COPY

TEMPLATE . DOWNLOAD . START

TEMPLATE . DOWNLOAD . SUCCESS

TEMPLATE . DOWNLOAD . FAILED

ISO.CREATE ISO.DELETE 1S0.COPY
ISO.ATTACH I1SO.DETACH I1SO.EXTRACT
1SO. UPLOAD SERVICE.OFFERING.CREATE SERVICE.OFFERING.EDIT

SERVICE.OFFERING.DELETE

DISK.OFFERING.CREATE

DISK.OFFERING.EDIT

DISK.OFFERING.DELETE

NETWORK . OFFERING.CREATE

NETWORK.OFFERING.EDIT

NETWORK . OFFERING.DELETE

POD.CREATE

POD.EDIT

POD.DELETE

ZONE . CREATE

ZONE.EDIT

ZONE.DELETE

VLAN. IP.RANGE. CREATE

VLAN. IP.RANGE.DELETE

CONFIGURATION.VALUE.EDIT

SG.AUTH. INGRESS
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it C. Alerts

The following is the list of alert type numbers. The current alerts can be found by
calling listAlerts.

MEMORY = 0O

CPU =1

STORAGE =2

STORAGE_ALLOCATED = 3

PUBLIC_IP = 4

PRIVATE_IP = 5

HOST = 6

USERWM = 7

DOMAIN_ROUTER = 8

I
©

CONSOLE_PROXY

ROUTING = 10// lost connection to default route (to the gateway)

STORAGE_MISC = 11 // lost connection to default route (to the gateway)

USAGE_SERVER = 12 // lost connection to default route (to the gateway)

MANAGMENT NODE = 13 // lost connection to default route (to the gateway)

DOMAIN_ROUTER_MIGRATE

14

CONSOLE_PROXY_MIGRATE = 15

USERVM_MIGRATE = 16

VLAN = 17

SSWM = 18

USAGE_SERVER_RESULT = 19
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fifs% C. Alerts

STORAGE_DELETE = 20;

UPDATE_RESOURCE_COUNT = 21; //Generated when we fail to update the resource count

USAGE_SANITY_RESULT = 22;

DIRECT_ATTACHED_PUBLIC_IP = 23;

LOCAL_STORAGE = 24;

RESOURCE_LIMIT_EXCEEDED = 25; //Generated when the resource limit exceeds the 1limit. Currently used for
recurring snapshots only
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