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Licensed to the Apache Software Foundation (ASF) under one or more contributor license agreements. See the NOTICE
file distributed with this work for additional information regarding copyright ownership. The ASF licenses this file to you

under the Apache License, Version 2.0 (the "License"); you may not use this file exceptin compliance with the License.
You may obtain a copy of the License at

http:/mww.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software distributed under the License is distributed on an "AS
IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied. See the License for the
specific language governing permissions and limitations under the License.

Apache CloudStack is an effort undergoing incubation at The Apache Software Foundation (ASF).

Incubation is required of all newly accepted projects until a further review indicates that the infrastructure,
communications, and decision making process have stabilized in a manner consistent with other successful ASF
projects. While incubation status is not necessarily a reflection of the completeness or stability of the code, it does
indicate that the project has yet to be fullyendorsed by the ASF.

CloudStack® is a registered trademark of the Apache Software Foundation.

Apache CloudStack, the CloudStack word design, the Apache CloudStack word design, and the cloud monkeylogo are
trademarks of the Apache Software Foundation.
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This guide is designed to provide a strict environment to guarantee a higher degree of success in initial deployments of
Apache CloudStack. All of the elements of the environment will be provided to you. Apache CloudStack is capable of
much more complex configurations, but they are beyond the scope of this document.
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1. XHEAE

AFMERLNIERZEFLRIGMNEIBEURE SMEL K ER,
1Z PDF WRALAREIRH, AFMEATE Liberation FHREHFELHFER, MREETEHNREFRET Liberation FHEH

, BEXEATATF HTML i, IREERE, NSERTSHROELFE, EEE  TIEENW Linux5 UREEHRARINEE
Liberation Z&EM,

1.1. HERRA E
B P P R AR A TE 22 % T FRARGEIE. X e R B FRERIE AN T,

BTG
AERHRFMA, HPAEshell ph. XHBURKE, TARARRHZERUREASE. Hl:

BERIHEYURITER RP X my_next_bestselling novel BIAZ, 1&57E shell BRFFH A cat
my_next_bestselling novel @45 3{% Enter B TIZH S,

DERBSE—AXHE, — shell @FUR—MRRE, eNBUEEHGRILN, B85 ETXAMRS,
EERTELEREFFERASENE NI RSREX . £ :

# Enter HATZ@ R,

2 Ctrl+ALt+F2 tNIRBIE— D EILN, Ctrl+Alt+F1REEH X-Windows RiE,
B-BRRENEERNFERRE. BRREHTHMRBAS (BNMASHERNE) . T

INRIEHRIRL. FREM. HE Wi, TELHUREREFRIMRENEE, BB EBHAHM, NEE
ik, Bl :

EXHARNERDFEATIHRAN filesystem, ATFXHH file URATFERN dir, BNEREE
HBSHEXBINR,

HaE &k

BEREERATBINXFREGE AEPAENARFEM. WHEEXA, RCHRE. SEREMKREEIRERE, X8T
BB F R EBIER, fla

EERBFPEE fff:!m - THEDI - TEiF] B EREER, £ R4l 5P
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m IHEHEAFER] RZEEFRG KA URBIEBMZIMALIRA QULERET LA FIRA) .

BT gedit XA —MERER, BEIXEDER NARF] - W41 - TFHRERI . T
—SHEPRRARIBSZPERRE MBFR] - [EH), £ R FRAAFRENHRE T4 &2
o BRAANFRAE PRHR] PREHER, NEXMRENFARERA EEHNXE] 2B, RER
& B . WEDROEFSIGHE gedit KRR FE RE - T#H .

D EXAQERARFAH, REEERRLEMRIE. MARFRERRAMURZEN GUI REFHIXA, AL
BIAAEEIRHAS L TFXX 3],

BIEHFG SE O G

TEEEEHE LGRS, MINMNERTEIERIEFLTENF, HERTREFERRAANASERBLREFELE
BIXCA, fign :

E(EH ssh EFELRTENEE, 151E shell BRNFEHA ssh username@domain. name, INRITIZHZHFZE
example.com BEEIZENZBZHMAF LK john, & ssh john@example.com,

mount -o remount file-system i NREFEHMZNWXHRLA. HII0 : EEFEZH /home TR,
N4 mount -0 remount /home,

EEEENRENREERA, BER rpm -q package ©%5. ERIRELUTER : package-version-
release,

BEEBULEXFHIEEMEF —username, domain.name. file-system. package. version #l release. FTIEHRIA XA
REBIT—INHS, TRZRAETHNIE, ENFHR—NELIF.

FAEETFFETREITERE, PERTEREREMTIEEENAE, Fi0:

Publican 2 —4 DocBook %71 %4.

1.2. #BAXBIBLYE
REFE AR BIRES BEXABES F.

19 % E3L 8% 18 E 5 Mono-spaced Roman F 2R :

books Desktop documentation drafts mss photos stuff svn
books_tests Desktopl downloads images notes scripts svgs

IR %%thi& 5 Mono-spaced Roman, BN TEZRHEAIER. :
package org.jboss.book.jca.ex1;
import javax.naming.InitialContext;
public class ExClient

public static void main(String args[])
throws Exception

{
InitialContext iniCtx = new InitialContext();
Object ref = iniCtx.lookup("EchoBean");
EchoHome home = (EchoHome) ref;
Echo echo = home.create();
System.out.println("Created Echo");
System.out.println("Echo.echo('Hello') = " + echo.echo("Hello"));
}

13. BFRES
BIE, BAVER SRRk AR AANES.

FERWFLASHIRT. EEHESFENBRG L. PRETTSENHEER, BETESBTI - PEAENIR
.

EEREFHARERLEAZHBINER  RERIRTRATHINRE, IEENARFIEERNRS. BB ERE
PR RBE R SEREIEE KRBT RESILEINIE,

EERTNKBIN, BRELSEERIRSBEEER.



2. Submitting Feedback and Getting Help

If you find a typographical error in this manual, or if you have thought of a way to make this manual better, we would love to
hear from you! Please submit a bug: https://issues.apache.org/jira/lbrowse/CLOUDSTACK against the component Doc.

If you have a suggestion for improving the documentation, try to be as specific as possible when describing it. If you have
found an error, please include the section number and some of the surrounding text so we can find it easily.

Better yet, feel free to submit a patch if you would like to enhance the documentation. Our documentation is, along with
the rest of the Apache CloudStack source code, keptin the project's git repository.

The most efficient way to get help with Apache CloudStack is to ask on the mailing lists.

The Apache CloudStack project has mailing lists for users and developers. These are the official channels of
communication for the project and are the best way to get answers about using and contributing to CloudStack. It's a
good idea to subscribe to the users @cloudstack.apache.org mailing listif you've deployed or are deploying CloudStack
into production, and even for test deployments.

The CloudStack developer's mailing list (dev@cloudstack.apache.org) is for discussions about CloudStack development,
and is the bestlist for discussing possible bugs in CloudStack. Anyone contributing to CloudStack should be on this
mailing list.

To posts to the lists, you'll need to be subscribed. See the CloudStack Web site for instructions.
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5B 1 & Bk
1.1. BiFEREWER
1.2, BRI
1.3. FoREMH
EREEMIZERARSS (Infrastructure-as-a-Senvice, laaS) = FAR—HEZXMIF, CRETETFEHNER, UETEERR

REENEERENFHRERZTARNtEARRIER. ZIREFMHNEGERE—RINEMMNIFAUEB BRI BT &
G # M CloudstackiftE,

1.1. BHirESBEWIE

This runbook will focus on building a CloudStack cloud using KVM with CentOS 6.3 with NFS storage on a flat layer-2
network utilizing layer-3 network isolation (aka Security Groups), and doing it all on a single piece of hardware.

KWM (Kernel-based Virtual Machine) @ — 3 LInuxPIZBIEIMEIR AR, KWMEZFRABELIE, FHMCPUERFZXR
BHEIMEY B,

LEERIEMAHARMENER, ©AUN—BENIEIT )R,

1.2. B4R T 2 b
ESEPRZRECloudstackZ fll, BEAREERMIZERS, FHEHEBIN —ENFSIRESSRATRESEEMER. BETEN
SRERETERSS, THRAELHER, REagnet; R RINMAERACloudstack Web R HEEBEN=TEE,

1.3. o RFEH

SRR EFRIETEUTRR :

1. EL—EAXFEHEMCHEN
2. The CentOS 6.3 x86_64 minimal install CD

3. A/24 network with the gateway being at xx.oxxx.1, no DHCP should be on this network and none of the
computers running CloudStack will have a dynamic address. Again this is done for the sake of simplicity.

B2EMIZHES

2.1 BIERGE

2.1.1. REBEMLE

2.1.2. FH4&

2.1.3. SELinux

2.14.NTP

2.1.5. Configuring the CloudStack Package Repository

2.2.NFS

EFIMRECloudstackZ Bll, FEAZIFE, UTHEAD S RiEREESIFT,



21. 8 %%
Using the CentOS 6.3 x86_64 minimal install ISO, you'll need to install CentOS on your hardware. The defaults will
generally be acceptable for this installation.

YRETRE, FEU0tHNBITISSHIEERLTERMNEN, FETELUootKFPEREFFE, BETRRENRERS XA
ERRE R,

2.1.1. B iE ML

—RERTRETSERLENINLEM, CREREFEHITERE, BTREPTEEFEEEMDHCPIRS SR, BFEFT
REMSKEO, AHTREGERENEN, XEBREEN LR Betho— M RLKEAD,

BlrootB 3 EHEHS, BEXH /etc/sysconfig/network-scripts/ifcfg-etho, BRINER, ERBMW TR :

DEVICE="etho"
HWADDR="52:54:00:B9:A6:C0"
NM_CONTROLLED="yes"
ONBOOT="no"

ERREULRBETEERTIMG, WFCloudstacktbtREREE ; MEEREEXX M, BEIPHIE, REBBEES,
WTBIRRE

BAEEAMBEES FHHIMACHLE, ZihitE MF—, BRESEEXHHPHWADDREERHENAR,

DEVICE=etho
HWADDR=52:54:00:B9:A6:CO
NM_CONTROLLED=no
ONBOOT=yes
BOOTPROTO=none
IPADDR=172.16.10.2
NETMASK=255.255.255.0
GATEWAY=172.16.10.1
DNS1=8.8.8.8
DNS2=8.8.4.4

_

AR B EEIR B — N CEMLE M CloudstackfE A ; ZMLE AT LLREMRFC 19183 FMMLE, BiXER/EEERMNIP
it R —BS FMhERANTE, FMNFMPER172.16.10.2, MFEEFEH192.168.55.0/24, &fE
F§192.168.55.2

REBXHESTER, FEGTHSRHNME,

# chkconfig network on

# service network start

21.2. ¥H%&

CloudstackZREEMIZBEEN G, NRRBETEIES T BIALI, E#Hl4&Mlocalhostlocaldomain, HAM THSRLUHET
Lans

# hostname --fqdn
;N VE=STAEIR

localhost
ATYEXANEE, FREENS, BIwE/etc/hosts 34, FEEWHLLNTASE :

127.0.0.1 localhost localhost.localdomain localhost4 localhost4.localdomain4
172.16.10.2 srvril.cloud.priv

BERREXMHE, ERMERS :

# service network restart

BidShostname --fqdnEFEEENA, LANIRE—MFQDNIEHLER,

2.1.3. SELinux

Cloudstack 4 RIIRA TR ESELINUXIZE Japermissive T BEER TIF, FRERTLATRE, BT ZEBERFAL, FHEEN
EREMAER.

JFSELinuxBZ & Japermissive BT T4 :

# setenforce 0



ABREFAERNERRNEE XM /etc/selinux/config, i&&fpermissive, W TFHIFFR :

# This file controls the state of SELinux on the system.
# SELINUX= can take one of these three values:

# enforcing - SELinux security policy is enforced.
# permissive - SELinux prints warnings instead of enforcing.
# disabled - No SELinux policy is loaded.

SELINUX=permissive

# SELINUXTYPE= can take one of these two values:
# targeted - Targeted processes are protected,
# mls - Multi Level Security protection.
SELINUXTYPE=targeted

2.1.4.NTP
AT RS TFEEHENNEE, FERLRENTP, ENTPRIARERE, ALFELERENTP, AEHTERE, BIUTHHEHE

TRE :

# yum -y install ntp
ERSIRRNEIAR B4R R AN ER, REBANTPHIZREAFIE, MTATR :

# chkconfig ntpd on

# service ntpd start

2.1.5. Configuring the CloudStack Package Repository
We need to configure the machine to use a CloudStack package repository.

The below repository is not an official Apache CloudStack project repository

The Apache CloudStack official releases are source code. As such there are no 'official' binaries available. The full
installation guide describes how to take the source release and generate RPMs and and yum repository. This
guide attempts to keep things as simple as possible, and thus we are using one of the community-provided yum
repositories.

To add the CloudStack repository, create /etc/yum.repos.d/cloudstack.repo and insert the following information.

[cloudstack]

name=cloudstack
baseurl=http://cloudstack.apt-get.eu/rhel/4.0/
enabled=1

gpgcheck=0

2.2. NFS
FXSERERFGEERNFSHA EEENREFME, RREFHINFSHEBEHAR, 2 EIREREnfs-utils :

# yum install nfs-utils

ETREMEENFSIREBNTRMNES S, Bid4iE/etc/exports X4 B, BHREERNBUO TR :

/secondary *(rw,async,no_root_squash)
/primary *(rw,async,no_root_squash)

ARREXHHEETAIRAPIFENER, TEFERXLERFABRESENNIR, NWEHNAFMTHAT

# mkdir /primary
# mkdir /secondary

CentOS 6.x iR ABKIAEANFSVA, NFSVUERFTAE FPIRHIRIRELE, XEBigE Acloud.priviafl, EHEEX
#/etc/idmapd . confREIHIR B BHIERIE, FIRBEIUTRE :

Domain = cloud.priv

REEEELCY/etc/sysconfig/nfs3i-rh L FEEBINAER :

LOCKD_TCPPORT=32803
LOCKD_UDPPORT=32769
MOUNTD_PORT=892
RQUOTAD_PORT=875
STATD_PORT=662
STATD_OUTGOING_PORT=2020

BETRERRERNE, SIFNFSERE, fmiE{F/etc/sysconfig/iptables :

-A INPUT -s 172.16.10.0/24 -m state --state NEW -p udp --dport 111 -j ACCEPT
-A INPUT -s 172.16.10.0/24 -m state --state NEW -p tcp --dport 111 -j ACCEPT
-A INPUT -s 172.16.10.0/24 -m state --state NEW -p tcp --dport 2049 -j ACCEPT
-A INPUT -s 172.16.10.0/24 -m state --state NEW -p tcp --dport 32803 -j ACCEPT
-A INPUT -s 172.16.10.0/24 -m state --state NEW -p udp --dport 32769 -j ACCEPT
-A INPUT -s 172.16.10.0/24 -m state --state NEW -p tcp --dport 892 -j ACCEPT
-A INPUT -s 172.16.10.0/24 -m state --state NEW -p udp --dport 892 -j ACCEPT
-A TNPUT -5 172.16.10.0/24 -m state --state NFW -n ten --dnort 875 -1 ACCFPT
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-A INPUT -s 172.16.10.0/24 -m state --state NEW p udp --dport 875 -] ACCEPT
-A INPUT -s 172.16.10.0/24 -m state --state NEW -p tcp --dport 662 -j ACCEPT
-A INPUT -s 172.16.10.0/24 -m state --state NEW -p udp --dport 662 -j ACCEPT

BT RS EHSaiptablesiRS :

# service iptables restart

REREERENFSIRS AFNBR

service rpcbhind start
service nfs start
chkconfig rpcbind on
chkconfig nfs on

H R H R

B 3E RKEHRS A

3.1 BIEERENEE

32 &%

3.3. RAERIREE
MAEZEERECloudStackZ R 328X MA 4.

S1LBIEERENERE

BHAREMYSQL, HWEHITEE, LUMRCloudStackiziTER.,
BT T4, REMySQL :
# yum -y install mysql-server
MySQLZREZME, HENHERENH/etc/my.cnf, E[mysqld FRMMOTHE :

innodb_rollback_on_timeout=1
innodb_lock_wait_timeout=600
max_connections=350
log-bin=mysql-bin
binlog-format = 'ROW'

EREMYySQLERE, BIMEHEERFIERBH :

# service mysqld start
# chkconfig mysqld on

3.2. &%

We are now going to install the management server. We do that by executing the following command:

# yum -y install cloud-client

FERERGRERRE, FRCHEEE, BZLUTaSEMTMA
# cloud-setup-databases cloud:password@localhost --deploy-as=root
Yzt R RE, ERIZTUEREMER : "CloudStack has successfullyinitialized the database."

HiEFCERE, RE—PERREEERSS, EIWTaERT

# cloud-setup-management

33. RLEEREE

CloudStacki@id —RIRFEMNIRMINEE, WIARIELNNIEGE, MRHSEMKRS, UREEREFMENHNELR
R ZFBRRIRMRAEMNER, BTFTELE5ISERAEMUNEE,

FETHRAEMIER, HBXLEERDETHFERMRERFED ; EERSHLE—MHATUERNRIFRAE
}L,lmﬁfﬂi :

# /usr/1ib64/cloud/common/scripts/storage/secondary/cloud-install-sys-tmplt -m /secondary
-u http://download.cloud.com/templates/acton/acton-systemvm-02062012.qcow2.bz2 -h kvm -F

R EEREB/ILEMEETTE ; EEECloudStackZ B, FEMhypenisor



B 4Z KVMEZE L

4.1, FoREN
4.2 . RE
4.2.1. KVMEZE

A FEFAKVMIE Johypervisor, TS LI M&MN{AE EhypervisorEHl, HEPAIBOEELFEERESTET ANTK ; &
TR AR Eagent, KoL AERENS BRI BIKVMT REICloudStackifEh,

4.1. R EFH
AR EFERAEERZSFAMNEATET R, XERERSERSBOKTEEETERSFIMNTR ; BT ERRER
, BARFIHEXSE -

A w N R

£
. 28 2.1.5 73 “Configuring the CloudStack Package Repository’

EAFEAEERSFLATIXES R, SR, UIREFERMANNENU LS BDLATERT,

al

4.2. i

Installation of the KVM agent is trivial with just a single command, but afterwards we'll need to configure a few things.

# yum -y install cloud-agent

4.2.1. KVMi &
We have two different parts of KVMto configure, libvirt, and QEMU.

4.2.1.1. QEMU Configuration
KVMABCEARN B, NE—INERE ; RiEBQEMU VNCEIEX 4 /etc/libvirt/qemu.conf, FWRUTREBEEFEE
BHERE,

vnc_listen=0.0.0.0

4.2.1.2. Libvirt Configuration
CloudsStack uses libvirt for managing virtual machines. Therefore itis vital that libvirtis configured correctly. Libvirtis a
dependency of cloud-agent and should already be installed.

1. In order to have live migration working libvirt has to listen for unsecured TCP connections. We also need to turn off
libvirts attempt to use Multicast DNS advertising. Both of these settings are in /etc/1libvirt/1libvirtd.conf

Set the following paramaters:

listen_tls = 0
listen_tcp = 1
tcp_port = "16059"
auth_tcp = "none"

mdns_adv = 0
2. Turning on "listen_tcp" in libvirtd.confis not enough, we have to change the parameters as well:
On RHEL or CentOS modify /etc/sysconfig/libvirtd:
Uncomment the following line:
#LIBVIRTD_ARGS="--listen"
On Ubuntu: modify /etc/init/1ibvirt-bin.conf
Change the following line (at the end of the file):
exec /usr/sbin/libvirtd -d

to (justadd -l)
exec /usr/sbin/libvirtd -d -1

3. Restart libvirt
In RHEL or CentOS:

$ service libvirtd restart



In upun:

$ service libvirt-bin restart

4.2.1.3. KVM configuration complete
U ERBRKWHREMRE, TENNBNAEACIoudStackAF RERES TS,

ESE TIGRE

5.1. Al AP RE
5.2. BEEX
5.3. BERMER
5.4. &

5.4.1. =M%
5.4.2. REEE

LA, ZFMAERAIAR G EARSARTNERE, IERECHNRETRENFTE-ITREN_EME, RAESK
BRAEENRENRENRE,

51. 50 AFRE
iAlBlCloudStack A A R, XHEEITXE2R1AIE): hitp://172. 16. 10.2:8080/client RINKIA F & B7admin®, BRIAEBE"
password’s BE—RERETUFFVERE, ZREREMNEECIoudStack LR, HEF BEMITEARE",

IR EARERRE, BRPMadminBFRENER, EEHEBEREL

5.2. fig & X 15

XigZCloudStack F A PR AMALAE L, FTEFKIHRNALIE—XE ; tRFEPERNEXKIERMNE, XEFE
IERELUTSMESR -

. BT - RAUER N ETE, XELL"Zonel" Rl

. DNS1-1igB# 8.8.8.8

. DNS2 -i&& %8.8.4.4

. ERDNSL - E#1%iE 4 8.8.8.8

. EBDNS2 - Ri*igkiEH 8.8.4.4

CloudStackX £ MIEBFISMERDNS, MERDNSF TR X NERMERRI TN A, HIMINFSIRSRHIEN S ; SHEDNSHTF
J P RERIWUR G4 PP AR AT, BRI LR DL E LB A B RAMIDNSIR S 25, (EATNRAIAPIERFISL MIP ik #R
FERSAZDNSIRSARHERE, AFAHERIIAED, ABFRETEAINSG, FHEXEFEIRERSHEDNS—HK
Db ZE, MmFehitBRE—ADNSRS .

g A WON P

53.BERMS
FXBMELZARMT — X, T—HPERETRESMEXER, URFNRESFEER :

. B - XEIEE Pod1" )

. F% -4 172.16.10.1

. PILEHERD - $i A 255.255.255.0

. IPSEE - %1 A172.16.10.10-172.16.10.20 J3 3l

. APRM% - 172.16.10.1

. AP - i A 255.255.255.0

. IPSERE - X EFEM 172.16.10.30-172.16.10.200

N o g~ W DN R

54. 58

AMEEMRERZE, NERHUTERURESE
1. &#F - XEEA Clusterl Rl
2. Hypernvisor - £EKVM
R ASRRTEARERNE—EEN, FRENTER :

1. ENEH - AT R EERBRIDONSRSE, XEMFERIPHIE172.16.10.2
2. P& - A root

2 BREL _ & A IRIF R EhrantEH B B0 BRFL
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5.4.1. X 71§

With your cluster now setup - you should be prompted for primary storage information. Choose NFS as the storage type
and then enter the following values in the fields:

1. &% - A Primaryl’
2. & - XBHAIPHIT172.16.10.2
3. &% - i A/primary

54.2. REEE
MBERMMK IR —NFHKE, EREAREEMHELAES

1. NFSRRS3 %3 - i AIPHhit 172.16.10.2
2. BB#E - i\ /secondary

WE, [REBHAREENTTARFIREE, KBTEXMHUMERE, RETREATRERN/LoH
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