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Licensed to the Apache Software Foundation (ASF) under one or more contributor license
agreements. See the NOTICE file distributed with this work for additional information regarding
copyright ownership. The ASF licenses this file to you under the Apache License, Version 2.0 (the
"License"); you may not use this file except in compliance with the License. You may obtain a
copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software distributed under the License
is distributed on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND,
either express or implied. See the License for the specific language governing permissions and
limitations under the License.

Apache CloudStack is an effort undergoing incubation at The Apache Software Foundation (ASF).

Incubation is required of all newly accepted projects until a further review indicates that the
infrastructure, communications, and decision making process have stabilized in a manner
consistent with other successful ASF projects. While incubation status is not necessarily a
reflection of the completeness or stability of the code, it does indicate that the project has yet to
be fully endorsed by the ASF.
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Machine 1 Machine 2

Simplified view of a basic deployment

A more full-featured installation consists of a highly-available multi-node Management

Server installation and up to tens of thousands of hosts using any of several advanced
networking setups. For information about deployment options, see the "Choosing a Deployment
Architecture" section of the SPRODUCT; Installation Guide.
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2.1. About Regions

To increase reliability of the cloud, you can optionally group resources into multiple geographic
regions. A region is the largest available organizational unit within a CloudStack deployment.

A region is made up of several availability zones, where each zone is roughly equivalent to a
datacenter. Each region is controlled by its own cluster of Management Servers, running in one
of the zones. The zones in a region are typically located in close geographical proximity. Regions
are a useful technique for providing fault tolerance and disaster recovery.

By grouping zones into regions, the cloud can achieve higher availability and scalability. User
accounts can span regions, so that users can deploy VMs in multiple, widely-dispersed regions.
Even if one of the regions becomes unavailable, the services are still available to the end-user
through VMs deployed in another region. And by grouping communities of zones under their
own nearby Management Servers, the latency of communications within the cloud is reduced
compared to managing widely-dispersed zones from a single central Management Server.

Usage records can also be consolidated and tracked at the region level, creating reports or
invoices for each geographic region.

Region
Zone
Zone
Pod
Secondary
Storage -
Cluster =
Zone
Primary
Storage -

A region with multiple zones

Regions are visible to the end user. When a user starts a guest VM, the user must select a region
for their guest. Users might also be required to copy their private templates to additional regions
to enable creation of guest VMs using their templates in those regions.

2.2. ) —2IC2OWT

A zone is the second largest organizational unit within a CloudStack deployment. A zone typically
corresponds to a single datacenter, although it is permissible to have multiple zones in a
datacenter. The benefit of organizing infrastructure into zones is to provide physical isolation and
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redundancy. For example, each zone can have its own power supply and network uplink, and the
zones can be widely separated geographically (though this is not required).
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Zone
Pod Secondary
Storage
Cluster

Primary

Storage

Nested organization of a zone
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o] W [ -
2.3. IRYNIZDWT
A pod often represents a single rack. Hosts in the same pod are in the same subnet. A pod is the
second-largest organizational unit within a CloudStack deployment. Pods are contained within
zones. Each zone can contain one or more pods. A pod consists of one or more clusters of hosts
and one or more primary storage servers. Pods are not visible to the end user.

Pod

Cluster

Primary

Storage

A simple pod
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A simple cluster
CloudStackid1 DD I ZIRICERD ISR =EHBIEERDTVET,

A=A A=Y %R ALTWBIZER IS AT —BIRAM I DULHARWMEETEI SRS —%Hil1L T2
BEIHYET,

VMware 232548, TTH VMware 75 X413 vCenter Server ICEBINF T, BEEIZ
vCenter % CloudStack ICE TN ELHYET, 1 DDV —VICIZELED vCenter Server B 1E7ET S
WML HYET, ZNEND vCenter Server DEETFICIL, D VMware 75 A9 D IFEIET B ETREMED
HVET,

2.5. RAMIDWT

RAMIBE—OIAVE21—49—TI RAMI T AMREY O VARTTZI0E2—T1 7)Y — AR EL
F9 BRAMIUITAMREY D VEBEB IO DNA/IN—NAYF =Y ITND T AV AMN—=ILLE T, 7=
EZIE KVM BER%A Linux 3—/3—, Citrix XenServer D Ei{E T2 H —/N\— 8L ESXi H—/R—H'k
ZANTY,

RAME CloudStack IRIERDR/NDHEBEL TY , RAMIVSRI—ICETN. IFRI—IZRYRICER
hRyRIE YV —VICE&FNET,

CloudStack IRIBERDHEAMIILRDOEELHYET,

« REYIVERANT BEDITBER CPU AT AN =Y BLUVRYINT =T —R %R LET,
s BEIEIED TCP/IP Ry hT—2ICHEREKL T Ay —RyMIERLET,

- WIEBHMICRRIERT IS —ICEIICEEBIN TUWET,

e 1 DDIVZRAI—AHNDRAMEITRTEABTHZHELHYETH, CPU EEN RAM 4 XA E BEAD
BRDAEMELSHYET,

S ZNMDEEA AR EIEE/HICWDTERANEBINTEET,
CloudStack I BEIIICRARDCPU AEYD)Y —RERHELET,

RAMIA—F— IR LA R THY, I—HF—IFEDRAMIFG LT ZARNVMDEIY HTENTWS MY
FEA,

CloudStack WDRAMEHEEES EBICIE RDIEEDNBETT,
o RAMINANR=INAHF=YTIIIT AV AN=ILT D,

« RAMIIP PRLRZEIYH TS,

10



TSAT)ANL—TICDWT

+ ;RAMAD CloudStack BIEH—/N\—|TEHRLTWAIE%MERTS

2.6. TS5A)ANL—IIZDWT
7747')1|~l/—/c;t’771'9—tlaaﬁﬁﬁb‘bn%@771*9-%]@#&(|~J:'C°§MF‘9*6?’/\“’CO)1}§Z*§7~‘/*/
DTARIR) 1—LERMLET  EHDTSATV AN —V IS AY—IBINTRIENTE, DdEE
DODTSATY AN —IDBMETT . BEIF/NNTA—TVABALDHO. RANDELICEEELET,

CloudStack IZFIAT BN\ /IR—NAHF—THR—RINTVWBETOEERKITH>72iSCSI, NFSIZH i
FTELIZEAFINTVWET , ZNIXRICLOT T NNA REEGAHET,
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! http://swift.openstack.org
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+ Management. When CloudStack's internal resources communicate with each other, they
generate management traffic. This includes communication between hosts, system VMs (VMs
used by CloudStack to perform various tasks in the cloud), and any other component that
communicates directly with the CloudStack Management Server. You must configure the IP
range for the system VMs to use.
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+ Storage. While labeled "storage" this is specifically about secondary storage, and doesn't affect
traffic for primary storage. This includes traffic such as VM templates and snapshots, which
is sent between the secondary storage VM and secondary storage servers. CloudStack uses a
separate Network Interface Controller (NIC) named storage NIC for storage network traffic. Use
of a storage NIC that always operates on a high bandwidth network allows fast template and
snapshot copying. You must configure the IP range to use for the storage network.
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« Storage. While labeled "storage" this is specifically about secondary storage, and doesn't affect
traffic for primary storage. This includes traffic such as VM templates and snapshots, which
is sent between the secondary storage VM and secondary storage servers. CloudStack uses a
separate Network Interface Controller (NIC) named storage NIC for storage network traffic. Use
of a storage NIC that always operates on a high bandwidth network allows fast template and
snapshot copying. You must configure the IP range to use for the storage network.
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Building from Source

The official CloudStack release is always in source code form. You will likely be able to find
"convenience binaries," the source is the canonical release. In this section, we'll cover acquiring
the source release and building that so that you can deploy it using Maven or create Debian
packages or RPMs.

Note that building and deploying directly from source is typically not the most efficient way to
deploy an laaS. However, we will cover that method as well as building RPMs or Debian packages
for deploying CloudStack.

The instructions here are likely version-specific. That is, the method for building from source for
the 4.0.x series is different from the 4.1 .x series.

If you are working with a unreleased version of CloudStack, see the INSTALL.md file in the top-
level directory of the release.

3.1. Getting the release

You can download the latest CloudStack release from the Apache CloudStack project download
1

page .

Prior releases are available via archive.apache.org as well. See the downloads page for more
information on archived releases.

You'll notice several links under the 'Latest release' section. A link to a file ending in tar. bz2, as
well as a PGP/GPG signature, MD5, and SHA512 file.

* The tar.bz2 file contains the Bzip2-compressed tarball with the source code.

* The . asc file is a detached cryptographic signature that can be used to help verify the
authenticity of the release.

* The .md5 file is an MD5 hash of the release to aid in verify the validity of the release download.

* The .shafile is a SHA512 hash of the release to aid in verify the validity of the release
download.

3.2. Verifying the downloaded release

There are a number of mechanisms to check the authenticity and validity of a downloaded
release.

3.2.1. Getting the KEYS

To enable you to verify the GPG signature, you will need to download the KEYS? file.
You next need to import those keys, which you can do by running:

#f gpg ——import KEYS

! http://cloudstack.apache.org/downloads.html
2 http://www.apache.org/dist/incubator/cloudstack/KEYS
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3.2.2. GPG

The CloudStack project provides a detached GPG signature of the release. To check the
signature, run the following command:

$ gpg —-verify apache-cloudstack-4.0.0-incubating-src. tar.bz2. asc

If the signature is valid you will see a line of output that contains 'Good signature'.

3.2.3. MD5

In addition to the cryptographic signature, CloudStack has an MD5 checksum that you can use
to verify the download matches the release. You can verify this hash by executing the following
command:

$ gpg ——print-md MD5 apache-cloudstack-4.0.0-incubating-src. tar.bz2 | diff - apache-cloudstack-4.0.0-
incubating-src. tar.bz2. md5

If this successfully completes you should see no output. If there is any output from them, then
there is a difference between the hash you generated locally and the hash that has been pulled
from the server.

3.2.4. SHA512

In addition to the MD5 hash, the CloudStack project provides a SHA512 cryptographic hash to
aid in assurance of the validity of the downloaded release. You can verify this hash by executing
the following command:

$ gpg ——print-md SHA512 apache-cloudstack-4.0.0-incubating-src. tar.bz2 | diff - apache-cloudstack-4.0.0-
incubating-src. tar.bz2. sha

If this command successfully completes you should see no output. If there is any output from
them, then there is a difference between the hash you generated locally and the hash that has
been pulled from the server.

3.3. Prerequisites for building Apache CloudStack

There are a number of prerequisites needed to build CloudStack. This document assumes
compilation on a Linux system that uses RPMs or DEBs for package management.

You will need, at a minimum, the following to compile CloudStack:
1. Maven (version 3)

2. Java (OpenlDK 1.6 or Java 7/0penlDK 1.7)

3. Apache Web Services Common Utilities (ws-commons-util)
4. MySQL

5. MySQLdb (provides Python database API)

6. Tomcat 6 (not 6.0.35)

7. genisoimage

8. rpmbuild or dpkg-dev
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3.4. Extracting source

Extracting the CloudStack release is relatively simple and can be done with a single command as
follows:

$ tar -jxvf apache-cloudstack-4.1.0.src. tar.bz2

You can now move into the directory:

$ cd ./apache-cloudstack-4.1.0-src

3.5. Building DEB packages

In addition to the bootstrap dependencies, you'll also need to install several other dependencies.
Note that we recommend using Maven 3, which is not currently available in 12.04.1 LTS. So,
you'll also need to add a PPA repository that includes Maven 3. After running the command add-
apt-repository, you will be prompted to continue and a GPG key will be added.

$ sudo apt-get update

$ sudo apt-get install python-software-properties

$ sudo add-apt-repository ppa:natecarlson/maven3

$ sudo apt-get update

$ sudo apt-get install ant debhelper openjdk-6-jdk tomcat6 Llibws-commons-util-java genisoimage python-
mysqldb Llibcommons-codec-java Llibcommons-httpclient-java Liblog4j1.2-java maven3

Now that we have resolved the dependencies we can move on to building CloudStack and
packaging them into DEBs.

mvn clean install -P developer, systemvm
$ dpkg-bui ldpackge -uc -us

This command will build seven Debian packages. You should have the following:

» cloudstack-agent_4.1.0_all.deb

» cloudstack-awsapi_4.1.0_all.deb

+ cloudstack-cli_4.1.0_all.deb
 cloudstack-common_4.1.0_all.deb

+ cloudstack-docs_4.1.0_all.deb

+ cloudstack-management_4.1.0_all.deb

» cloudstack-usage_4.1.0_all.deb

3.5.1. Setting up an APT repo

After you've created the packages, you'll want to copy them to a system where you can serve the
packages over HTTP. You'll create a directory for the packages and then use dpkg-scanpackages
to create Packages. gz, which holds information about the archive structure. Finally, you'll add the
repository to your system(s) so you can install the packages using APT.
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The first step is to make sure that you have the dpkg-dev package installed. This should have
been installed when you pulled in the debhelper application previously, but if you're generating
Packages. gz on a different system, be sure that it's installed there as well.

$ sudo apt-get install dpkg-dev

The next step is to copy the DEBs to the directory where they can be served over HTTP. We'll use
/var/www/c loudstack/repo in the examples, but change the directory to whatever works for you.

sudo mkdir —-p /var/www/cloudstack/repo/binary

sudo cp *.deb /var/www/cloudstack/repo/binary

sudo cd /var/www/cloudstack/repo/binary

sudo dpkg-scanpackages . /dev/null | tee Packages | gzip -9 > Packages.gz

' Note: Override Files

You can safely ignore the warning about a missing override file.

Now you should have all of the DEB packages and Packages. gz in the binary directory and
available over HTTP. (You may want to use wget or curl to test this before moving on to the next
step.)

3.5.2. Configuring your machines to use the APT repository

Now that we have created the repository, you need to configure your machine to make use of the
APT repository. You can do this by adding a repository file under /etc/apt/sources. list.d. Use
your preferred editor to create /etc/apt/sources. List.d/cloudstack. List with this line:

deb http://server.url/cloudstack/repo binary ./

Now that you have the repository info in place, you'll want to run another update so that APT
knows where to find the CloudStack packages.

$ sudo apt-get update

You can now move on to the instructions under Install on Ubuntu.

3.6. Building RPMs from Source

As mentioned previously in #Prerequisites for building Apache CloudStack#, you will need to install
several prerequisites before you can build packages for CloudStack. Here we'll assume you're
working with a 64-bit build of CentOS or Red Hat Enterprise Linux.

#f yum groupinstall "Development Tools”

# yum install java-1.6.0-openjdk-devel.x86 64 genisoimage mysql mysql-server ws—commons-util MySQL-python
tomcat6 createrepo
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Next, you'll need to install build-time dependencies for CloudStack with Maven. We're using
Maven 3, so you'll want to grab a Maven 3 tarball® and uncompress it in your home directory (or
whatever location you prefer):

$ tar zxvf apache-maven-3.0.4-bin. tar.gz

$ export PATH=/usr/local/apache-maven-3.0.4//bin:$PATH

Maven also needs to know where Java is, and expects the JAVA_HOME environment variable to
be set:

$ export JAVA HOME=/usr/lib/jvm/jre-1.6.0-openjdk. x86 64/

Verify that Maven is installed correctly:

$ mvn —-version

You probably want to ensure that your environment variables will survive a logout/reboot. Be
sure to update ~/. bashrc with the PATH and JAVA_HOME variables.

Building RPMs for SPRODUCT; is fairly simple. Assuming you already have the source

downloaded and have uncompressed the tarball into a local directory, you're going to be able to
generate packages in just a few minutes.

- Packaging has Changed

If you've created packages for SPRODUCT; previously, you should be aware that the process
has changed considerably since the project has moved to using Apache Maven. Please be
sure to follow the steps in this section closely.

3.6.1. Generating RPMS

Now that we have the prerequisites and source, you will cd to the packaging/centos63/ directory.

Generating RPMs is done using the package. sh script:

$. /package. sh

That will run for a bit and then place the finished packages in dist/rpmbui Ld/RPMS/x86_64/.
You should see six RPMs in that directory:

» cloudstack-agent-4.1.0.el6.x86 64. rpm

» cloudstack-awsapi-4.1.0.el6.x86 64. rpm

% http://maven.apache.org/download.cgi
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cloudstack-cli-4.1.0.el6.x86 64. rpm

cloudstack-common-4, 1, 0. el6. x86 64. rpm

cloudstack-management-4.1.0.el6. x86_64. rpm

« cloudstack-usage-4.1.0.¢el6.x86 64. rpm

. Filename Variations

The file names may vary slightly. For instance, if you were to build the RPMs on a Fedora
18 system, you'd see "fc18" instead of "el6" in the filename. (Fedora 18 isn't a supported
platform at this time, just providing an example.)

3.6.1.1. Creating a yum repo

While RPMs is a useful packaging format - it's most easily consumed from Yum repositories over a
network. The next step is to create a Yum Repo with the finished packages:

$ mkdir -p ~/tmp/repo
$ cp dist/rpmbuild/RPMS/x86 64/%rpm ~/tmp/repo/

$ createrepo ~/tmp/repo

The files and directories within ~/tmp/repo can now be uploaded to a web server and serve as a
yum repository.

3.6.1.2. Configuring your systems to use your new yum repository
Now that your yum repository is populated with RPMs and metadata we need to configure
the machines that need to install SPRODUCT:;. Create a file named /etc/yum. repos. d/

c loudstack. repo with this information:

[apache-cloudstack]

name=Apache CloudStack

baseur l=http://webserver.tld/path/to/repo
enabled=1

gpgcheck=0

Completing this step will allow you to easily install SPRODUCT; on a number of machines across
the network.

3.7. Building Non-0OSS

If you need support for the VMware, NetApp, F5, NetScaler, SRX, or any other non-Open Source
Software (nonoss) plugins, you'll need to download a few components on your own and follow a
slightly different procedure to build from source.
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‘@ vnoross

Some of the plugins supported by CloudStack cannot be distributed with CloudStack for
licensing reasons. In some cases, some of the required libraries/JARs are under a proprietary
license. In other cases, the required libraries may be under a license that's not compatible
with Apache's licensing guidelines for third-party products®.

1. To build the Non-OSS plugins, you'll need to have the requisite JARs installed under the deps
directory.

Because these modules require dependencies that can't be distributed with CloudStack
you'll need to download them yourself. Links to the most recent dependencies are listed on
the How to build on master branch® page on the wiki.

2. You may also need to download vhd-util®, which was removed due to licensing issues. You'll
copy vhd-util to the scripts/vm/hypervisor/xenserver/ directory.

3. Once you have all the dependencies copied over, you'll be able to build CloudStack with the
nonoss option:

$ mvn clean
$ mvn install -Dnonoss

4. Once you've built CloudStack with the nonoss profile, you can package it using the #Building
RPMs from Source# or #Building DEB packages# instructions.

4 http://www.apache.org/legal/resolved.html#category-x
5 https://cwiki.apache.org/CLOUDSTACK/how-to-build-on-master-branch.html
6 http://download.cloud.com.s3.amazonaws.com/tools/vhd-util
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4.4. Configure package repository

CloudStack is only distributed from source from the official mirrors. However, members of
the CloudStack community may build convenience binaries so that users can install Apache
CloudStack without needing to build from source.

If you didn't follow the steps to build your own packages from source in the sections for #Building
RPMs from Source# or #Building DEB packages# you may find pre-built DEB and RPM packages
for your convenience linked from the downloads' page.

.

These repositories contain both the Management Server and KVM Hypervisor packages.

4.4.1. DEB package repository

You can add a DEB package repository to your apt sources with the following commands. Please
note that only packages for Ubuntu 12.04 LTS (precise) are being built at this time.

Use your preferred editor and open (or create) /etc/apt/sources. Llist.d/cloudstack. List. Add
the community provided repository to the file:

deb http://cloudstack.apt-get.eu/ubuntu precise 4.0
We now have to add the public key to the trusted keys.

$ wget -0 - http://cloudstack. apt-get. eu/release.asc|apt-key add -
Now update your local apt cache.

$ apt-get update

! http://cloudstack.apache.org/downloads.html
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Your DEB package repository should now be configured and ready for use.

4.4.2. RPM package repository

There is a RPM package repository for CloudStack so you can easily install on RHEL based
platforms.

If you're using an RPM-based system, you'll want to add the Yum repository so that you can install
CloudStack with Yum.

Yum repository information is found under /etc/yum. repos. d. You'll see several . repo files in this
directory, each one denoting a specific repository.

To add the CloudStack repository, create /etc/yum. repos. d/cloudstack. repo and insert the
following information.

[cloudstack]

name=c loudstack
baseurl=http://cloudstack.apt-get.eu/rhel/4.6/
enabled=1

gpgcheck=0

Now you should be able to install CloudStack using Yum.
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2. TEBEIRANEZHALET,

hostname --fqdn

This should return a fully qualified hostname such as "management1.lab.example.org". If it
does not, edit /etc/hosts so that it does.

3. BEY—N—D0 VI —RYMIIERTIEHIEAMEELET,
ping www, cloudstack. org

4. BEERAERETE7=0IC NTP #8WICLET,

(N

9Z9RDY—R"—DyOv Y %ZREAT 27 HICNTP BB ETT,

a. NTPOAYZXh—Ib

yum install ntp

apt-get install openntpd
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®::

HELETAMDEOEBRY —N—5EH/ —RICAVAN—ILIEERANDEINITERETIDEDR
FYTHEZT LTHDITAITLEIN,

CloudStack B #—/\—(& RPM »* DEB Nv—YZFALTIV A= TEET oD\ —
FEBY—N—ZPDT DIV ERELTEZEATVIT,

4.5.3.1. CentOS/RHEL TOA> A=)l
FT MBS —JA(VAN—ILLET,

yum install cloud-client

4.5.3.2. Ubuntu TOAAM—=J)L

apt-get install cloud-client

4.5.3.3. vhd-util #24o>O0—KRLZET,
SROFENEIENA 18— 8AHF—KZRELT XenServer 54 AR—IL LB A DAHBREEAYET,

EEY —/N—Ety NPy T DR, vhd-uti® B vhd-util 4 >O—RL TSN,

EHH—/3—|Z RHEL £L<I& CentOS ZFHLTW35&E vhd-util % /usr/lib64/cloud/common/
scripts/vm/hypervisor/xenserver [COE—LTL/EXILY,

BB Y —/N—(T Ubuntu 28 AL TW3I5EE vhd-util % /usr/lib/cloud/common/scripts/vm/
hypervisor/xenserver ICOAE—LTLZEW,

4.5.4. Install the database server

The CloudStack management server uses a MySQL database server to store its data. When you
are installing the management server on a single node, you can install the MySQL server locally.
For an installation that has multiple management server nodes, we assume the MySQL database
also runs on a separate node.

CloudStack has been tested with MySQL 5.1 and 5.5. These versions are included in RHEL/
CentOS and Ubuntu.

4541, EBY—/N—/—RETODT—IR=(VZA~=)l
IDFECTHEBY—/N—EA—D/—RIZEDEIIC MySQL 21V A=V B0 EHRALTVET, Zhid
B—DEEY-—N\—/—FORRAZEELTWET . LU BB/ —F~OEBY ——DRAZEREL TS

2 http://download.cloud.com.s3.amazonaws.com/tools/vhd-util
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mE. —R&RICIE MySQL RBICRI/—RZERBLE T, 8 #Mid #install the Database on a Separate Node#
ESRLTTIWL,
1. Install MySQL from the package repository of your distribution:

2.

3.

yum install mysql-server

apt-get install mysql-server

Open the MySQL configuration file. The configuration file is /etc/my. cnf or /etc/mysql/
my. cnf, depending on your OS.

Insert the following lines in the [mysqld] section.

You can put these lines below the datadir line. The max_connections parameter should be
set to 350 multiplied by the number of Management Servers you are deploying. This example
assumes one Management Server.

(N

On Ubuntu, you can also create a file /etc/mysql/conf. d/cloudstack. cnf and add these
directives there. Don't forget to add [mysqgld] on the first line of the file.

innodb rollback on timeout=1
innodb_lock wait timeout=600
max_connections=350
log-bin=mysql-bin
binlog-format = ~ROW

FLWERIEHRE RILIE 570 MySQL %28, £ LIBRELET,

RHEL/CentOS Diz& MySQL IF1 Y AM—)L R BEICEEISNE A, FEITREIE TR I,
service mysqld start

Unbuntu M54 MySQL #BRELEY,

service mysqgld restart

(CentOS & RHEL W&, Ubuntu TIZMEHYFEHA,)

&

RHEL & CentOS DA, T 74T MySQL ICIL—RSRT—RABREINFEA. EF1YT4
LOFHDEOIN—IRRAT—REZRETEIEEMm<HRLET,

ot

i H=
[==]

Il
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mysql secure installation

CloudStack can be blocked by security mechanisms, such as SELinux. Disable SELinux to

ensure + that the Agent has all the required permissions.

Configure SELinux (RHEL and CentOS):

a. Check whether SELinux is installed on your machine. If not, you can skip this section.
In RHEL or CentOS, SELinux is installed and enabled by default. You can verify this with:
$ rpm —qa | grep selinux
b. Setthe SELINUX variable in /etc/selinux/config to "permissive". This ensures that the
permissive setting will be maintained after a system reboot.
RHEL% LLI&CentOSDIZE:
vi /etc/selinux/config
Change the following line
SELINUX=enforcing
to this:
SELINUX=permissive
c. Set SELinux to permissive starting immediately, without requiring a system reboot.
$ setenforce permissive
T—IR—R%&EEY Ty TLET UATDIATVRIE "cloud" 2—H—%TF—FR—RUEHRLET,

dbpassword Tl "cloud" 2—H—IIHLTD/RRT—REZRELF T HRITINFEAN/SRT—
NELERIRAEETT,

RETZEIE. T—IR—REREATZ2I—H—RHRE/NRNRAT—REEELTTIV U TOIATYRTIE
root —H—HF—IR—EREFL. "cloud" 2—H—%{ERLTWET,

(#73v) encryption_type ILIET—9R—AD/XRT—ROESEARELT file 5 web #357E
TEEY ., 5K #About Password and Key Encryption# S8R LTLE I,

(7> 3>) management_server_key ICId CloudStack 7O/XF 4771V L TR /RS XA—4H—%
ES{bTEEDT IAIVNREEBETEEY, T 74V N TIE "password" ICRYFETH, LURLAME
ICEBEI5IEEBHERLET, 5EMIL#About Password and Key Encryption#&5 8 LT ZEW,

(7> 3v) database_key IZI& CloudStack T—9R—X_ETHEB/NSA—Y—5BESILTIED
FIFIWNRELZBECTEEY, T 74 MTIE "password" ICRYFE TN, SULLRMEICERTHIEA
MCHERLE T, BEMld#About Password and Key Encryption# %8B L T/,
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» (Optional) For management_server_ip, you may explicitly specify cluster management
server node IP. If not specified, the local IP address will be used.

cloudstack-setup-databases cloud:<dbpassword @localhost ¥
--deploy-as=root:<password ¥

-e <encryption type> ¥

-m <management_server_key~ ¥

-k <database key ¥

-i <management server ip

ZDAY) TR 5ET 3 5&TSuccessfully initialized the database. ] DL IR AvEZ—IDNRRIINE
ER

8. BEH—N—(E—0DTI YT KYM NAN—=AF—EFEIHTWDIHEIL /etc/sudoers 5ZEH
LUTDITEBMLTIEIL,

F7#4J)UN: cloud lrequiretty

9. INTT—IR=ADBEYITPTYTINFELIZ BEBY —N—DARL—FTAV TP RTLDERKIETET T
9, ZDATVRICLY iptables & sudoers Bty b7y FIh, BB Y —/—DREILET,

#f cloudstack-setup-management

"CloudStack BIEH—/IN—DEy Py TR T LEL" EWo e Xy —V AR TEET,

4.5.4.2. Install the Database on a Separate Node

This section describes how to install MySQL on a standalone machine, separate from the
Management Server. This technique is intended for a deployment that includes several
Management Server nodes. If you have a single-node Management Server deployment, you will
typically use the same node for MySQL. See ###HHHHHHHHHHHHHHHHHHHHHHHIHHE.

®::

The management server doesn't require a specific distribution for the MySQL node. You can
use a distribution or Operating System of your choice. Using the same distribution as the
management server is recommended, but not required. See ####H#HHH, HHHHHHHHHHHEHHHEE
#t.

1. T4RNE2—23vQRyr—I)RIN) DS MySQL 1V AR—ILLET,

yum install mysql-server

apt-get install mysql-server

2. Edit the MySQL configuration (/etc/my.cnf or /etc/mysql/my.cnf, depending on your OS) and
insert the following lines in the [mysqld] section. You can put these lines below the datadir
line. The max_connections parameter should be set to 350 multiplied by the number of
Management Servers you are deploying. This example assumes two Management Servers.
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®::

On Ubuntu, you can also create /etc/mysql/conf.d/cloudstack.cnf file and add these
directives there. Don't forget to add [mysqgld] on the first line of the file.

innodb rollback on timeout=1
innodb lock wait timeout=600
max_connections=700
log-bin=mysql-bin
binlog-format = *ROW
bind-address = 0.0.0.0

FLWERIBRE RMIE 575 MySQL #i2E. © L ITBEEHLET,
RHEL/CentOS Mi5& MySQL 31V AM—ILZBEITEBINFIE A FEITEHIETTIL,

service mysqld start
Unbuntu DI3F4& MySQL #BiEEILE T,

service mysgld restart

(CentOS & RHEL D&, Ubuntu TIIHEHYUFHA,)

&

RHEL & CentOS DIBA. T 74ILRT MySQL IIL—RSZATD—RABREINWFRA. EF1U T4
LEOFBHDEDI—MIAD—REZRETEHIELBIIERELTT,

ot

iz H=
=

Run the following command to secure your installation. You can answer "Y" to all questions
except "Disallow root login remotely?". Remote root login is required to set up the databases.

mysql secure installation

If a firewall is present on the system, open TCP port 3306 so external MySQL connections
can be established.

On Ubuntu, UFW is the default firewall. Open the port with this command:

ufw allow mysqgl

On RHEL/CentOS:

a. Editthe /etc/sysconfig/iptables file and add the following line at the beginning of the
INPUT chain.
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-A INPUT -p tcp --dport 3306 -j ACCEPT

b. Now reload the iptables rules.

service iptables restart

Return to the root shell on your first Management Server.

Set up the database. The following command creates the cloud user on the database.

In dbpassword, specify the password to be assigned to the cloud user. You can choose to
provide no password.

In deploy-as, specify the username and password of the user deploying the database. In
the following command, it is assumed the root user is deploying the database and creating
the cloud user.

(#73v) encryption_type IIET—9R—AD/IRRAT—ROBES{EARELT file 5 web 5 E
TEEY, 5 M #About Password and Key Encryption# 2SR LT ZIW,

(Optional) For management_server_key, substitute the default key that is used to encrypt
confidential parameters in the CloudStack properties file. Default: password. It is highly
recommended that you replace this with a more secure value. See About Password and
Key Encryption.

(#7>av) database_key IZIE CloudStack T—49R—X L THB /NS A—H—%EES LT IED
FIFIWINBEEBTEET, T 74/LMTIE "password" ICARYFTH . SYLRLMEICEETEHIEA
MCHERELE T, BEMIE#About Password and Key Encryption#t BB LT XL,

(Optional) For management_server_ip, you may explicitly specify cluster management
server node IP. If not specified, the local IP address will be used.

cloudstack-setup-databases cloud:<dbpassword @ ip address mysql server> ¥
--deploy-as=root:<password ¥

-e <encryption type > ¥

-m <management_server key~ ¥

-k <database key ¥

-i <management server ip

ZDAY)TIH5ET 3 5&TSuccessfully initialized the database. ] D& Ay EE—IDNRRIINE
ER

4.5.

CloudStack stores several sensitive passwords and secret keys that are used to provide security.
These values are always automatically encrypted:

5. About Password and Key Encryption

+ Database secret key
* Database password
* SSH keys

* Compute node root password
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* VPN password
» User API secret key
* VNC password

CloudStack uses the Java Simplified Encryption (JASYPT) library. The data values are encrypted
and decrypted using a database secret key, which is stored in one of CloudStack’s internal
properties files along with the database password. The other encrypted values listed above, such
as SSH keys, are in the CloudStack internal database.

Of course, the database secret key itself can not be stored in the open - it must be encrypted.
How then does CloudStack read it? A second secret key must be provided from an external
source during Management Server startup. This key can be provided in one of two ways: loaded
from a file or provided by the CloudStack administrator. The CloudStack database has a new
configuration setting that lets it know which of these methods will be used. If the encryption type
is set to "file," the key must be in a file in a known location. If the encryption type is set to "web,"
the administrator runs the utility com.cloud.utils.crypt.EncryptionSecretKeySender, which relays
the key to the Management Server over a known port.

The encryption type, database secret key, and Management Server secret key are set during
CloudStack installation. They are all parameters to the CloudStack database setup script
(cloudstack-setup-databases). The default values are file, password, and password. It is, of
course, highly recommended that you change these to more secure keys.

4.5.6. NFSHEE D # (g

CloudStack ICIE. 7SAT YR =S AV I AN —V 5 RFTBODBMHIRETT([VS5IR
AV IZANSIFvDBE | %S 8R), WAICIE NFS HEEZAWSZENTE, CNLDAMN—VIFEAEDE
NFS £EICTEZT, 22 Tld ANL—U% CloudStack I3BNT 380IC NFS B85 Ev NPy 3 4%
ICDWTCERBALE Y,

R

NFS 23D TSARY RN =V EAVF VRN =V DFTavTIEHYER A 72EZIE Ceph
RBD *° GlusterFS.iSCSI MELMATELX T EDRAMN =YV R T LEFIATENMNEED/NA /8=
AP =% BRI TZATIV AN =D AT ) AN =TV DELLICERLTWSMIKEFLE
ED

TIARVAN =T EEAVTYRMN —Y DERIZLTDEY:
o W

s Ll

FARETOA Y AN =L TIE—REHICNFS Y — " —%RIICAE LY. SR #Using a Separate NFS
Servert

F . BBY—N—,EAL/—RICEYNTYTTBEETEEY, CNIEELY —BRIRNSATILAV A N—)L
ERYFTHRBRIRIEO RS IRMAICIEFRIRETT . B8 #Using the Management Server as the NFS
Server#
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4.5.6.1. Using a Separate NFS Server

This section tells how to set up NFS shares for secondary and (optionally) primary storage on an
NFS server running on a separate node from the Management Server.

The exact commands for the following steps may vary depending on your operating system
version.

|

(KVM only) Ensure that no volume is already mounted at your NFS mount point.

T

1. On the storage server, create an NFS share for secondary storage and, if you are using NFS
for primary storage as well, create a second NFS share. For example:

# mkdir -p /export/primary
#f mkdir -p /export/secondary

2. To configure the new directories as NFS exports, edit /etc/exports. Export the NFS share(s)
with rw,async,no_root_squash. For example:

# vi /etc/exports
Insert the following line.
/export *(rw, async,no root squash)
3. Export the /export directory.
# exportfs -a

4. On the management server, create a mount point for secondary storage. For example:

#f mkdir -p /mnt/secondary

5. Mount the secondary storage on your Management Server. Replace the example NFS server
name and NFS share paths below with your own.

# mount -t nfs nfsservername:/nfs/share/secondary /mnt/secondary

4.5.6.2. Using the Management Server as the NFS Server

This section tells how to set up NFS shares for primary and secondary storage on the same node
with the Management Server. This is more typical of a trial installation, but is technically possible
in a larger deployment. It is assumed that you will have less than 16TB of storage on the host.

The exact commands for the following steps may vary depending on your operating system
version.
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1. On RHEL/CentOS systems, you'll need to install the nfs-utils package:

$ sudo yum install nfs-utils

2. On the Management Server host, create two directories that you will use for primary and
secondary storage. For example:

#f mkdir -p /export/primary
#f mkdir -p /export/secondary

3. To configure the new directories as NFS exports, edit /etc/exports. Export the NFS share(s)
with rw,async,no_root_squash. For example:

# vi /etc/exports
Insert the following line.
/export *(rw,async,no_root squash)
4. Exportthe /export directory.

# exportfs -a

5. Edit the /etc/sysconfig/nfs file.
#t vi /etc/sysconfig/nfs

Uncomment the following lines:

LOCKD_TCPPORT=32803
LOCKD_UDPPORT=32769
MOUNTD_PORT=892
RQUOTAD_PORT=875
STATD_PORT=662
STATD_OUTGOING_PORT=2020

6. Edit the /etc/sysconfig/iptables file.
# vi /etc/sysconfig/iptables

Add the following lines at the beginning of the INPUT chain where <NETWORK> is the
network that you'll be using:

-A INPUT -s <NETWORK> -m state --state NEW -p udp --dport 111 -j ACCEPT
-A INPUT -s <NETWORK> -m state --state NEW -p tcp --dport 111 —-j ACCEPT
-A INPUT -s <NETWORK> -m state —--state NEW -p tcp —-dport 2049 -j ACCEPT
-A INPUT -s <NETWORK> -m state --state NEW -p tcp --dport 32803 -j ACCEPT
-A INPUT -s <NETWORK> -m state --state NEW -p udp --dport 32769 -j ACCEPT
-A INPUT -s <NETWORK> -m state --state NEW -p tcp -—dport 892 -j ACCEPT
-A INPUT -s <NETWORK> -m state --state NEW -p udp --dport 892 -j ACCEPT
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-A INPUT -s <NETWORK> -m state --state NEW -p tcp ——-dport 875 -j ACCEPT
-A INPUT -s <NETWORK> -m state --state NEW -p udp --dport 875 -j ACCEPT
-A INPUT -s <NETWORK> -m state --state NEW -p tcp --dport 662 -j ACCEPT
-A INPUT -s <NETWORK> -m state —--state NEW -p udp --dport 662 -j ACCEPT

7. Run the following commands:

f service iptables restart
It service iptables save

8. If NFS v4 communication is used between client and server, add your domain to /etc/
idmapd.conf on both the hypervisor host and Management Server.

# vi /etc/idmapd. conf

Remove the character # from the beginning of the Domain line in idmapd.conf and
replace the value in the file with your own domain. In the example below, the domain is
company.com.

Domain = company. com

9. Reboot the Management Server host.
Two NFS shares called /export/primary and /export/secondary are now set up.

10. It is recommended that you test to be sure the previous steps have been successful.
a. Login to the hypervisor host.

b. Be sure NFS and rpcbind are running. The commands might be different depending on
your OS. For example:

#t service rpcbind start
#f service nfs start

# chkconfig nfs on

#t chkconfig rpchind on
#f reboot

c. Log back in to the hypervisor host and try to mount the /export directories. For example
(substitute your own management server name):

#f mkdir /primarymount

# mount -t nfs <management-server-name)>:/export/primary /primarymount

#f umount /primarymount

# mkdir /secondarymount

#f mount -t nfs <management-server-name>:/export/secondary /secondarymount
#f umount /secondarymount

4.5.7. BINOEEY—/N\—DE[FERLE)
2 BEUBOEEY—/N—[IDWT BB —N—DYINIZTEA VAN =L LTTF—IR—RUTERFL.
BEY—N—DARL—F AV TV RTF LEEYRNTY T LET,

37



FAT AV AN—IL

HitHHHHEHHHEE & #Building RPMs from Source#t ¥ L< & #Building DEB packages# D&
EMHBIGUTERLET,

INAIR—IRAHF—RRAKELT XenServer 4V AR—IL L TWBIBEIROFIENDEERYFT,
vhd-uti® 7 vhd-utl 249> O0—KLET,

FHEH—/\—|C RHEL % CentOS %#FI B L TW3I15 & & vhd-utl % /usr/lib64/cloud/common/
scripts/vm/hypervisor/xenserver [COE—LTLEEILY,

EEH—/N—(Z Ubuntu ZFI B L TW3I5E 1L vhd-util % /usr/lib/cloud/common/scripts/vm/
hypervisor/xenserver/vhd-util [COE—LT/EILY,

MWEBRY—EZANEEIF THYRLEFICHRT AL IREINTWSIEEZHEEELET,

#f service rpchind start
#t service nfs start
# chkconfig nfs on
#f chkconfig rpchind on

F—=IR—2ISAT Y NeRERLE T, ZDT—ATIE --deploy-as 7 ¥avhiftEIhTWAWT &I
EERELTEIVW (DO KD BRI T B55# X #install the Database on a Separate Node# %
SEBLTEIW,

# cloudstack-setup-databases cloud:dbpassword@dbhost -e encryption_type -m management_server_key
-k database_key -i management_server_ip

FRU—=FT AV T RT LKL EEBY —N\—%REILET,
#f cloudstack-setup-management
ZD/—REDBEEBY—N—DBHLET,

INLDFIRZEZNENDEMTHERY —/—ETRIFTLEY,

Be sure to configure a load balancer for the Management Servers. See #Management Server
Load Balancing#.

4.5.8. VAT LRIET VTV T L— D
CloudStack Y27 ARIEYIVIMFERATEZTY I L—RathAVF IR N —VICEBRBTD2RENHYET,

®:

AV RZOE—LTERITIZEEF B—DITELTRYMIT LI EZMEBL TSV, —EBDRFa X
YhE2A—=7 =T IAE—LETFAMIAEZRBITA EEND AL HYEY,

3 http://download.cloud.com.s3.amazonaws.com/tools/vhd-util
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AVAN=IDRT LESRDFIEIEAFET,

BB Y —/N\—TRD cloud-install-sys-tmplt AYVRER 7L T VAT LREY Y VTV TL—MEEL
BLTERALEY, COV—VTIVRA—H—DPEITTEIEAFRINDENA/IR—(HF—DFEHR
IS d5av Y REETLETD,

TAVI) I =T DIIV MRAY MDY /mnt/secondary TRWSEE I, BREDOY IV MRAVMEIC
BIMZFE T,

%L CloudStack T—49R—XDEEELY M1 7% "web" ICEREL/IZGE RD/INTA—4—%810
TEIHEHLIHYET." -s <management-server-secret-key>. FE#lll& #About Password and Key
Encryption# &S8R L T/ZI L

ZOMIBAEETTBITIEO—HILIPAIV AT ALICH 5 GB DEXEEIANET,. 2TT5-VICERE
T30 Y ET,

« XenServer:

# /usr/share/cloudstack-common/scripts/storage/secondary/cloud-install-sys-tmplt -m /mnt/secondary -u
http://download. c loud. com/templates/acton/acton-systemvm-02062012. vhd. bz2 -h xenserver -s <optional-
management-server-secret-key> -F

* vSphere:

# /usr/share/cloudstack-common/scripts/storage/secondary/cloud-install-sys-tmplt -m /mnt/secondary -
u http://download. c loud. com/temp lates/burbank/burbank-systemvm-08012012. ova -h vmware -s <optional-
management-server-secret-key> -F

* KVM:

# /usr/share/cloudstack-common/scripts/storage/secondary/cloud-install-sys-tmplt -m /mnt/secondary
-u http://download. c loud. com/templates/acton/acton-systemvm-02062012. qcow2. bz2 -h kvm -s <optional-
management-server-secret-key> -F

Ubuntu DI &EIFEHDYICATO/NRRZFI AL TSI,

# /usr/lib/cloud/common/scripts/storage/secondary/cloud-install-sys-tmplt

HLAE NFS —N—ZFBALTWSISZ R I TOFIRZEREL LIV HLEBY —/N—LT
NFS #—N—%FHT 2B S LU TOFIREFTETY,

ZOUYTRDETHREAVIVAN =TIV MNUERLETALI N BHIRLE T,

# umount /mnt/secondary
#f rmdir /mnt/secondary

INSDFIEEEEAVT VAN —IH—N— I/ LTITVWET,

4.59. A1V AN—=ILDTET LI RDFIRICEAFT,

INT.CloudStack BIEH—/N\N—ES RTF AT —YDRBFIHERTEZT—IR—ANIVAM—ILEINEL

7=
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Single Management Server: Multiple Management Servers:
Installation Complete! Installation Complete!

Management
Server

MySQL DB

MySQL
cloud_db

SOLES

s VSIORAVISANS I F v BIMLALTH . A—F—A V5 —Tx( AZETLTEOHNBR%BIEL. BIE
EBBETOD CloudStack DIEEAEDRfHA DN IENTEF T, (21— —A VY —TTAAADOTF
V1ESRBRLTLIEIN,

o HEFHNTES, CloudStack TIVITSARNS I FvAEEBTE L AEMRTB/DICIVSTRIV TSR
RSO Fv&EEBIML. DAYV ITSAMN S IF TN ODDREYTI VEETLET, [VF5IRAVTTRANS
IFvDTAETa =0T | BB RBLTEIL,
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5.1.UlI~pOJ 14>

CloudStack IEWebR—2DUIEEEBEE TV RI—H—DEAIRELTVWET  OJMVIERLca—
F—DIERICIHECTELYIARUINRTINZE T, UIIZIEZ. IES. IE9. Firefox 3.5LLF%. Firefox 4. Safari 4 €L
TSafari SICH L TWES URLIZ(HARDBRBOEEY—N—DIP7RLRAICEZIHRZTLIEIWV)

http://<management-server—ip-address>:8080/client

KEEEDEBY —N—(ITIERTEEHIRYT—DRTSY 2RI =D RRINFET UBEOT7T I+
ABICIE Ay aR—RICT V2R BOICTRDIEREANT 2071 VBEHIRRIINET,

a1—H—%
HRROTHIV I DI——ID, T 74\ bDA—H—FlTadminTT,

INZT—R
21— —IDICBEM SN/ SRT—R, T 74 haA—H —D/S27—Rdpassword TY,

RXA>
HELEHRT=D root RAA VD A—F =15, T4—ILRIEEHDOFFICLET,
HELEHRIDTTRAM Y DA—H =71 51E  root RXM U ERW 2, ZORAL U ADTIVLIRAE A A LET,

Bl ZIErootR ALY D TFICComp1/hr&EWo T B IEE A HBERELF T, CompT RXMDA—H—ER
A4 74—V RIZComp1E AL, Compl/salesK XLV D1—H—(ZComp1/salesE AJILET,

SYBFHRUIANDOOTAYDAARZAVICEALTUINIL—MNEBEZEELTOOT MV | 2SR LTI,

51.1. TR —4%—A(25—Tx4 R

CloudStack A—H#'—A V49— x4 RIA—F—DIZIRA VIS ARSIV FvICBWTEHERREYI V.,
TVTL—bEISO. T—9RYa—LERFTYTVavy N TFANRYNT—IIP PRLAREDIZIR)Y—R
OFBEEFEIFLET. ELA——B1DLLE®D CloudStack 7OV I RDAVN— LLIZBEE THD
BE. A—Y—AVI—TIAR IOV I NEITOE 2 —5RHLE T,

5.1.2. Root BIE#E Ul DIEE

CloudStack Ul I& CloudStack BIEED7OEYa= V0. V5 IRAVISANSIFvoR A,
A—H—THIVNTOVIIMN BREEDEEAFMILET  MEIDEEY —/—DA Y AM—)LE, ¥
SORAVIZARNSIFYDTAET 3= T DD RDAARYT—5FBETEET . Q71 V%. 12— —
BODY Y AR—RBIRIINARLAR) VP RAREEEREANDFTES —2aVN—PERICKRTIN
F9,.Root BIEZITVRI—HF—ICRHINTVS Ul DLIIICLTOIRI%E Ul HSFIETEIENTE
E3

51.3. l— EEHEELTOAYTM1YV

BY—N—AHAV A=) L TEEI%. CloudStack D1—H—A V¥ —T T/ R AREIIEBIENTEX
T IDA—HY—AVY—TIARETOE Y 3= T Ea— V5O RAMV IS AN ) FvOEEBEFITLE
ER

1. BEHDVIT TS0 —%RE URL ZAALET HKDOYICEEBY —N\—D IP PRLRZANTRIL
£TEEY,
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http://<management-server—ip-address>:8080/client

HILLAV A= INTERBY —N—lOT AV TREHIRYT—DR TSy aBEIRTIINET,
BICTVEALIBEIZEREY v aR—NEANMRTIINET,

2. MERTSYvYAEENIRTINROEENBIRTEIT,

« Continue with basic setup : CloudStack Z& L7=<. T <HEWNEHOLND LI HMRTE DR ES
TWEWWEIRIELEBIRLFTROLIBHEEEER DIV I VRREBEOEY NPy T2EF WL
F9, 18D~ ET CloudStack VI7hUx7& NFS ICE > TIREINDB AN —IU D ENMET S, 1
BDY Y ET XenServer ¥ KVM NA/NR—NRAHF - TFIREBTUDEIET D, ZLTRT) vy
FYRND—0EEETS,

YT —HARTRAINDERIIETUERRRICRVET, LA LIYEFHRZRYZWEEIZRD T
FATIWAVAN=IVHAR ] 2B RITBIEETELY,

* | have used CloudStack before BEICEERBRA%ZRET. GTELZIEDHD. ELIEEEREZYRNTY
TTEINTYTULIENSATIVISIRELYRT— IV Ty IR -WEEIICE55RUFT . BEEA
VH=TIAZADBIFLYFEL VLAN Ry hT—0 S TRHMY. BRHMEBC T 717 04— IL7RED
BIMD 3Ry hT—-EZR, Citrix XenServer, KYM, VMware vSphere & ERA /A /83— /3 H'—
DY R—REWSTHBEER AT HIENTEET,

IW—NEEBEDS Y 1R— M RRINET,

3. HILWIL—NEEBEDNNAT—RERETEIRETT  ELER YNy THBIRLIZZEFILLV/IR
D—ROANBEEIRIINET . HURRFAI——EBIR UG E T #stss OFE%
SRLTLEIN,

o

I—RNEEBEELTOVM VLG E MBIV IS ANV FvEET CloudStack DEREZEELE
T I —NEBE L — B AT R T B-ODRELEY. I——T7HI Y NOER EYIRR. D
ML DIERZF DITENIZIRDEDIENTEE T, ZDDT 74D/ RT—RIFFH L —ER/NR
T—RIZEB LTI,

i

5z H=
[==]

i

5.1.4. )L—hXRT7—KRDZEHE

CloudStack DAY AM—)LHE I —FEBEELTOV AV LTWET . COT7 ATV MNFER LT YES Y
T7ZANSVFvEEHT CloudStack RIBAZEIELET IV —MNEBE T EBRERELZE L TERKEE
TELEY, A—HY—THIOV M EREIIBIRLAY AEREF OAYMDA N RITTINEDH DD
BEIDIENTEZET, MIED CloudStack 1V AM—ILDEIZT T4V MD/IRAT—RT#H S password %
FLOWEADEICEERELTLEIN,

1. 8BFHDVITTZ0H—%FE URLZEAALET RDYICEEY—N—0D IP PRLRAZANTEIE
£TEEY,

http://<management-server-ip-address>:8080/client

2. BEDI—b21—H—0D ID &/X2T7—KT CloudStack A—H'—A >4 —TxA AT FV LES . T
7#4IVMME admin LU password TY,
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3. [Accounts]=2Y)vyLEY,

4. EBEDOTHAIVNEED)VILET,

5. [View Users]&=2YvoILZEd,

6. EREDOI—H—REVVILET,

vl
8. FLWARART—RZEAALT[OK| =TI LET,

[Change Password| 7/ %&2)yILEY,

5.2. Using SSH Keys for Authentication

In addition to the username and password authentication, CloudStack supports using SSH keys
to log in to the cloud infrastructure for additional security. You can use the createSSHKeyPair API
to generate the SSH keys.

Because each cloud user has their own SSH key, one cloud user cannot log in to another cloud

user's instances unless they share their SSH key files. Using a single SSH key pair, you can
manage multiple instances.

5.2.1. Creating an Instance Template that Supports SSH Keys

Create a instance template that supports SSH Keys.

1. Create a new instance by using the template provided by cloudstack.
For more information on creating a new instance, see

2. Download the cloudstack script from The SSH Key Gen Script1to the instance you have
created.

wget http://downloads. sourceforge.net/project/cloudstack/SSH%20Key%20Gen%20Script/cloud-set-guest-
sshkey. in?r=http%3A%2F%2Fsourceforge. net%2Fprojects%2Fc loudstack%2F fi les%2FSSH%2520Key%2520Gen%2520Scr ipt
%2F&ts=1331225219&use mirror=iweb

3. Copy the file to /etc/init.d.
cp cloud-set-guest-sshkey. in /etc/init.d/

4. Give the necessary permissions on the script:
chmod +x /etc/init.d/cloud-set-guest-sshkey. in

5. Run the script while starting up the operating system:
chkconfig --add cloud-set-guest-sshkey. in

6. Stop the instance.

! http://sourceforge.net/projects/cloudstack/files/SSH%20Key%20Gen%20Script/
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5.2.2. Creating the SSH Keypair

You must make a call to the createSSHKeyPair api method. You can either use the CloudStack
Python API library or the curl commands to make the call to the cloudstack api.

For example, make a call from the cloudstack server to create a SSH keypair called "keypair-doc"
for the admin account in the root domain:

Ensure that you adjust these values to meet your needs. If you are making the API call from a
different server, your URL/PORT will be different, and you will need to use the API keys.

1. Run the following curl command:

curl --globoff "http://localhost:8096/?command=createSSHKeyPair&name=keypair-
doc&account=admin&domainid=5163440e-c44b-42b5-9109-ad75cae8e8a2”

The output is something similar to what is given below:

<?xml version="1.0" encoding="1S0-8859-1"7?><createsshkeypairresponse
cloud-stack-version="3, 0. 0. 20120228045507” ><keypai r><name>keypair-doc</
name><fingerprint>f6:77:39:d5:5e:77:02:22:6a:d8:7f:ce:ab:cd:b3:56</fingerprint><privatekey>————- BEGIN RSA
PRIVATE KEY---—-
MIICXQIBAAKBgQCSydmnQ67jP6 LNoXdX3noZjQdrMAWNQZ7y5SrEudwDxp LvhYci
dXYBeZVwakDVsU2MLG L/K+wefwefwefwefwefJyKJaogMKn7BperPD6n1wIDAQAB
AoGAdXaJ7uyZKeRDoy6wAOUmFOkSPbMZCR+UTIHNKS/EQ/4U+6 LhMokmFSHtu
mfDZ1kGGDYhMsdyt jDBzt | jawfawfeawefawfawfawQQDCjEsoRdgkduTy
QpbSGDIal1Jsc+XNDx2fgRinDsxXI/zJYXTKRhS L/LIPHBw/brW8vzxh0LSOrwm?7
VvemkkgpAKEAWSeEw394LYZ i EVv395arIMLRVTVLwpo54jC4ts0xQCB L LoockK
LYaocpk@yBqqOUSBawfIiDCuLXSdvBo1Xz5ICTM19vgvEp/+kMUECQBzm
nVo8b2Gvyagqt/KEQo8wzH2THghZ1qQ1QRhIeJG2aissEacF6bGB20Z7Igim5L14
4KR70eEToyCLC2k+02UCQQCrniSnWKtDVoVaeK/zbB32JhW3Wu L Lv5p5zUEcd
KfEEuzcCUIxtJYTahJ1pv LFkQ8anpux jSEDp8x/18bq3

<{/privatekey></keypair></createsshkeypairresponse>

2. Copy the key data into a file. The file looks like this:

MIICXQIBAAKBgQCSydmnQ67jP6 LNoXdX3noZjQdrMAWNQZ7y5SrEudwDxp LvhYci
dXYBeZVwakDVsU2MLG L/K+wefwefwefwefwefJyKJaogMKn7BperPD6n1wIDAQAB
AoGAdXaJ7uyZKeRDoy6wAOUmFOkSPbMZCR+UTIHNKS/EQ/4U+6 LhMokmFSHtu
mfDZ1kGGDYhMsdyt jDBzt | jawfawfeawefawfawfawQQDCjEsoRdgkduTy
QpbSGDIal1Jsc+XNDx2fgRinDsxXI/zJYXTKRhS L/LIPHBw/brW8vzxh0LSOrwm7
VvemkkgpAKEAWSeEw394LYZ i EVv395ar9MLRVTVLwpo54jC4ts0xQCB L LoocK
LYaocpk@yBgqOUSBawf I iDCuLXSdvBo1Xz5ICTM19vgvEp/+kMUECQBzm
nVo8b2Gvyagqt/KEQo8wzH2THghZ19Q1QRhIeJG2aissEacF6bGB20Z71gim5L14
4KR70eEToyCLC2k+02UCQQACrni SnWKtDVoVageK/zbB32JhW3Wu L Lv5p5zUEcd
KfEEuzcCUIxtJYTahJ1pv LFkQ8anpux jSEDp8x/18bq3

3. Save the file.
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5.2.3. Creating an Instance

After you save the SSH keypair file, you must create an instance by using the template that you
created at # Creating an Instance Template that Supports SSH Keys#. Ensure that you use the same
SSH key name that you created at #Creating the SSH Keypairt.

®::

You cannot create the instance by using the GUI at this time and associate the instance with
the newly created SSH keypair.

A sample curl command to create a new instance is:

curl ——globoff http://localhost:<port number>/?command=deployVirtualMachine
¥&zoneld=1¥&service0fferingld=18727021-7556-4110-9322-d625b52e0813¥&temp lateId=e899c18a-
ce13-4bbf-98a9-625c5026e0b5¥8&secur itygroupids=ff03f02f-9e3b-48f8-834d-91b822da40c5¥&account=admin
¥&domainid=1¥&keypair=keypair-doc

Substitute the template, service offering and security group IDs (if you are using the security
group feature) that are in your cloud environment.

5.2.4. Logging In Using the SSH Keypair

To test your SSH key generation is successful, check whether you can log in to the cloud setup.

For exaple, from a Linux OS, run:
ssh -i 7/.ssh/keypair-doc <ip address>

The -i parameter tells the ssh client to use a ssh key found at “/.ssh/keypair-doc.

5.2.5. Resetting SSH Keys

With the APl command resetSSHKeyForVirtualMachine, a user can set or reset the SSH keypair
assigned to a virtual machine. A lost or compromised SSH keypair can be changed, and the
user can access the VM by using the new keypair. Just create or register a new keypair, then call
resetSSHKeyForVirtualMachine.
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Steps to Provisioning Your Cloud Infrastructure

This section tells how to add regions, zones, pods, clusters, hosts, storage, and networks to your
cloud. If you are unfamiliar with these entities, please begin by looking through 2###H#H#HHH#HH#H
HHEF A,

6.1. 7O 3=/ OBE

BEY—NR—DAY A= PHRER F LNV EL—T (T )Y —REBEDDIEMTHIENTE
F9,CloudStack 75 R4V ARSI F v BRE D IR SN B DRI U TIT
HSIBLTLIEIW,

DIIRAVIZANSVFv R RBET 2 MBRRHIRT—IVT YT BITIE U TOFIRICHE S TIEIL,

—_

Define regions (optional). See #Adding Regions (optional)#.

2. Add a zone to the region. See #####H#HtH.

3. Add more pods to the zone (optional). See #it####H}.

4. Add more clusters to the pod (optional). See ######H#H.

5. Add more hosts to the cluster (optional). See ##t####itH#.

6. Add primary storage to the cluster. See ####H#H#HHHHHHHHHE.

7. Add secondary storage to the zone. See ###H#HHHHIHHIFHHH.

8. FMISUNDIER. T AMIBAL TIE #i AL TEIL,

INLDFIENTET LD U TFO—RIGEBRESEICRBRATHIENTEEY,
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Zone
Management Pod Secondary
Server Storage
Cluster

MySQL

cloud db Primary

Storage

Conceptual view of a basic deployment

6.2. Adding Regions (optional)

Grouping your cloud resources into geographic regions is an optional step when provisioning the
cloud. For an overview of regions, see #About Regions#.

6.2.1. The First Region: The Default Region

If you do not take action to define regions, then all the zones in your cloud will be automatically
grouped into a single default region. This region is assigned the region ID of 1.

You can change the name or URL of the default region by using the APl command updateRegion.
For example:

http://<IP of Management Server>:8080/client/api?command=updateRegion&id=18&name=Northern&endpoint=http://
<region 1 IP address here>:8080/client&apiKey=miVr6X7u6bN sdahOBpjNejPgEsT35eXq-
jB8CG20YI3yaxXcgpyualRmFI EJTVwZOnUkkJbPmY3y2bc iKwFQ&signature=Lxx1DM40A jcXU%2FcaiK8RAPOO1hU%3D

6.2.2. Adding a Region

Use these steps to add a second region in addition to the default region.

1. Each region has its own CloudStack instance. Therefore, the first step of creating a new
region is to install the Management Server software, on one or more nodes, in the geographic
area where you want to set up the new region. Use the steps in the Installation guide. When
you come to the step where you set up the database, use the additional command-line flag
-r <region_id> to set a region ID for the new region. The default region is automatically
assigned a region ID of 1, so your first additional region might be region 2.

48



Adding Third and Subsequent Regions

cloudstack-setup-databases cloud:<dbpassword>@localhost --deploy-as=root:<{password> -e <encryption_type> -m
<management server key> -k <database key> -r <region id>

By the end of the installation procedure, the Management Server should have been started.
Be sure that the Management Server installation was successful and complete.

Add region 2 to region 1. Use the APl command addRegion. (For information about how to
make an API call, see the Developer's Guide.)

http://<IP of region 1 Management Server>:8080/client/api?
command=addRegion&id=2&name=Western&endpoint=http://<{region 2 IP address here>:8080/
client&apiKey=miVr6X7u6bN sdahOBpjNejPgEsT35eXq-

jB8CG20YI3yaxXcgpyuaIlRmFI EJTVwZOnUkkJbPmY3y2bciKwFQ&signature=Lxx1DM40A jcXU%2FcaiK8RAPOO1hU%3D

Now perform the same command in reverse, adding region 1 to region 2.

http://<IP of region 2 Management Server>:8080/client/api?
command=addRegion&id=1&name=Northern&endpoint=http://<{region 1 IP address here>:8080/
client&apiKey=miVr6X7u6bN sdahOBpjNejPgEsT35eXq-

jB8CG20YI3yaxXcgpyuaIlRmFI EJTVwZOnUkkJbPmY3y2bciKwFQ&signature=Lxx1DM40AjcXU%2FcaiK8RAPOO1hU%3D

Copy the account, user, and domain tables from the region 1 database to the region 2
database.

In the following commands, it is assumed that you have set the root password on the
database, which is a CloudStack recommended best practice. Substitute your own MySQL
root password.

a. First, run this command to copy the contents of the database:
# mysqldump -u root -p<mysql password> -h <regionl db host> cloud account user domain > regionl.sql
b. Then run this command to put the data onto the region 2 database:
#f mysql -u root -p<mysql password> -h <region2 db host> cloud < regionl.sql
Remove project accounts. Run these commands on the region 2 database:
mysql> delete from account where type = 5;
Set the default zone as null:
mysql> update account set default zone id = null;

Restart the Management Servers in region 2.

6.2.3. Adding Third and Subsequent Regions

To add the third region, and subsequent additional regions, the steps are similar to those for
adding the second region. However, you must repeat certain steps additional times for each
additional region:
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1. Install CloudStack in each additional region. Set the region ID for each region during the
database setup step.

cloudstack-setup-databases cloud:<dbpassword>@localhost --deploy-as=root:<{password> -e <encryption_type> -m
<management server key> -k <database key> -r <region id>

2. Once the Management Server is running, add your new region to all existing regions by
repeatedly calling the APl command addRegion. For example, if you were adding region 3:

http://<IP of region 1 Management Server>:8080/client/api?
command=addRegion&id=3&name=Eastern&endpoint=http://<region 3 IP address here>:8080/
client&apiKey=miVr6X7u6bN sdahO0BpjNejPgEsT35eXq-
jB8CG20YI3yaxXcgpyualRmFI EJTVwZOnUkkJbPmY3y2bc iKwFQ&signature=Lxx1DM40A jcXU%2FcaiK8RAPOO1hU%3D

http://<IP of region 2 Management Server>:8080/client/api?
command=addRegion&id=3&name=Eastern&endpoint=http://<{region 3 IP address here>:8080/
client&apiKey=miVr6X7ubbN sdahO0BpjNe jPgEsT35eXq-
jB8CG20YI3yaxXcgpyualRmFI EJTVwZOnUkkJbPmY3y2bc iKwFQ&signature=Lxx1DM40A jcXU%2F caiK8RAPOO1hU%3D

3. Repeat the procedure in reverse to add all existing regions to the new region. For example,
for the third region, add the other two existing regions:

http://<IP of region 3 Management Server>:8080/client/api?
command=addRegion&id=1&name=Northern&endpoint=http://<region 1 IP address here>:8080/
client&apiKey=miVr6X7u6bN sdahO0BpjNejPgEsT35eXq-
jB8CG20YI3yaxXcgpyualRmFI EJTVwZOnUkkJbPmY3y2bc iKwFQ&signature=Lxx1DM40A jcXU%2FcaiK8RAPOO1hU%3D
http://<IP of region 3 Management Server>:8080/client/api?
command=addRegion&id=2&name=Western&endpoint=http://<{region 2 IP address here>:8080/

client&apiKey=miVr6X7ubbN sdahO0BpjNe jPgEsT35eXq-
jB8CG20YI3yaxXcgpyualRmFI EJTVwZOnUkkJbPmY3y2bc iKwFQ&signature=Lxx1DM40A jcXU%2F caiK8RAPOO1hU%3D

4. Copy the account, user, and domain tables from any existing region's database to the new
region's database.

In the following commands, it is assumed that you have set the root password on the
database, which is a CloudStack recommended best practice. Substitute your own MySQL
root password.

a. First, run this command to copy the contents of the database:

# mysqldump -u root -p<mysql password> -h <regionl db host> cloud account user domain > regionl.sqgl

b. Then run this command to put the data onto the new region's database. For example, for
region 3:

# mysql -u root -p<mysql password> -h <region3 db host> cloud < regionl.sql
5. Remove project accounts. Run these commands on the region 2 database:
mysql> delete from account where type = 5;

6. Set the default zone as null:
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mysql> update account set default zone id = null;

7. Restart the Management Servers in the new region.

6.2.4. Deleting a Region

To delete a region, use the APl command removeRegion. Repeat the call to remove the region
from all other regions. For example, to remove the 3rd region in a three-region cloud:

http://<IP of region 1 Management Server>:8080/client/api?
command=removeRegion&id=3&apiKey=miVr6X7u6bN sdah0BpjNejPgEsT35eXq-
jB8CG20YI3yaxXcgpyualRmFI EJTVwZOnUkkJbPmY3y2bciKwFQ&signature=Lxx1DM40AjcXU%2FcaiK8RAPOO1hU%3D

http://<IP of region 2 Management Server>:8080/client/api?
command=removeRegion&id=3&apiKey=miVr6X7u6bN sdah0BpjNejPgEsT35eXq-
jB8CG20YI3yaxXcgpyualRmFI EJTVwZOnUkkJbPmY3y2bc iKwFQ&signature=Lxx1DM40AjcXU%2FcaiK8RAPOO1hU%3D

6.3. YV —>MEN
RDFENEIF, CloudStack T—H—A Y —D A ROV F ViEHTHBIEARIIRE L TWE T (HUIH#HH
#HaESR),

1. (FF2av)IZ9RLEOEHVTIZAMN—2ELT Swift 2EAT25EF. VY —V&BINT H1IC
Swift ZEMIT2LENHYFT,

a. CloudStacka—%'—Av¥—Jx(RICEEEELTAYFVLET,

b. MOTCA—H—AV9—TIAR%EFEAT G HINYT—DRT Sy aR—IHHEEF
9, ¥n[Experienced user| & EIRLE T ¥ v aR— RO FEEET,

c. EfIDFEHS -3 /N—T[Global Settings]&#2") v LT,
d. MFRRyI U swift.enablel] E ANDLTHRFERY &I vILET,

[Edit] 713> %21 vo LT swift.enable % true IZZRELET, J@
f. BEEY—N—Z2BEFHLET,

#f service cloudstack-management restart

g. CloudStack A—H'—AVH =TT/ ANRRINTWNS Web TS50 —4T42BHLCEEDS A
vLET,

2. EROFES —> 3> /X—T[Infrastructure]=2)vy o LET,

3. [Zones]T[View Morel=2)vyoLEd,

4. (FTvav)Swift ANL—U%FERATZIHEIR. [Edit Swift|27 )y I LET ROBEREEELET.
« URL : Swift URL T,
+ Account : Swift 7ATUV R TY,

+ Username : Swift 7o bDA—H—Z T,
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HEEIIESDICMHEBEREMBEREERL TBDEL’HYET DIV AM—ILIZDWTEFFLLIE R

DEITaVESRBLTIEIL,

+ Citrix XenServer®D4{ > A h—JLEHERK

+ VMware vSphereDq > Zh—JLERERK

o« KVMDAVRAN—)LERERL

RPDRAN KT BITIE O RDIBEEZ AN LTINext] 27w LET,

* Host Name:’/RRARDDNSEZZ/=IEZIPPRLATT,

+ Username:B&EIl&rootTd,

+ Password: EDI1—H—Z T 5/ X2T7—RKTH (XenServer£IEKVMEITIEELZE D),

« HostTags: (A7 >av)RANED L URTEBEICTIOIFERTEZINILTT  HlELTIS
YRDOHAY T %R ETEE T (hatag 7 O—/N)L RE/NSA—H—ICRELFEFT) . HLIDKRARE
TIREVYY VA S AN I #EEEBEME LA ATHALEZWES. BEEHIROITHAKRANET
DIRETS Y TOHADB ML I ZSRLTEIW,

11. #H LW 5249 =TI, CloudStack ICEYRAD T ZA TR —IH— "= BEMIGENINE
TR TISILY —N—%BIMTEXT, TIATY RN —TVDOBEICOVWTE [FF1TY R —VIC
DWTESRLTIEI W,

SBUIDTSAT) AN —IH—N—AEHT5ICIE ROBEEAZADLTINext] 22w LET,
+ Name: AML—UF /A ADERITY .

+ Protocol : XenServer M35 &1, [NFS], [iSCSI]. £/ X [PreSetup]&:&IRLE T . KVM DIFEIE.
[NFS]. [SharedMountPoint], [CLVM]&/=IZ[RBD]%ER L £ ¢, vSphere Di5E L, [VMFS](iSCSI
FET7AN—=F v RIV)ElE NFSZBIRLE T BERDEDIENDT4—ILRIE, CZTRIRLED
DICFYVERYET,

6.3.2. YhERY — Y DI
1. V—rOEM7145—RT[Advanced]|&&IRLT[Next] &7 ) v I §5EROFEMDAAERDONZE
9. A& [Next]Zo v LET,

« Name: Y—YOD&ZRTY,
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2.

« DNS18&LUDNS2 : V—VHADT AMREY S Y THEATSDNSY —/A—TH, IhHDDNSH—
N—=IJIZ B TEMI BTy IRy NTI—IRBBATT IV EALES V=V D/RT Yy IIPPRL D
5, ZZTHEETSBDNSY —N—(CRIETE2RENHYET,

 Internal DNS1 &1 Internal DNS2 : 2150 DNS H—/N\—3. YV —V RO R TFLARIEYS Y
(R —4—, avy—iTaxs . BLVEHVIY RN —IVRIET I V12 E, CloudStack IZ&Y
FARAINZRETIV)ICLIOTERINE T, INS®D DNS H—N—F VAT LAREIY VD EE
RS T4V IRIYRNT—=DA V=T A RENLTTIERAINE T . RYRDTSAR—KIP PRLAD
5, THETHAE DNS 4—N—|LRETEZRELIHYET,

+ Network Domain : (A 7Y aV)7F AMRET S VRV NI —VIERIRR XAV ZEEY Y TRIHEE
l&.DNSH 7400 R &IELET,

« Guest CIDR: 2DV —V DA AMRERYNTI—ITHERINS IP PRLR%EE#H T3 CIDR T,
NiF7=EA1E.10.1.1.0/24 T,V —VTEICRELS CIDR AR ETBIEEHEIHLET . INICL
Y BERB—VDRYNT—VRBTHEIC VPN 2y NPy T TEBLIICARYET,

* Hypervisor : (Version 3.0.1&Y) V=V DRADIZRI—DNAIN—INAHF—%ZIRLEFT, VY —
Y DBMEIC BRDBNAN—NAYF—%FERTDI 7RI —%BINTEET,

+ Public: $RTODA—H—D/TYy oV =V BFETEXT /AT ITIERW —VIF BEDRA
AVICEY L TONET, TDRAMVYHRDI—H =D, ZDOYV =T AMREY O VEER TR
EHEEFRIINET,

MEBRYRT—VICEVBREINB NS T4y I DRBAZERLET,

NS Tqv DI BB NTVy I TAMBLVAMN =V RS T4 I T BEICDOWTELIL T
AAVIIRIDRARA VI =B OB TY—IVF v T HRINT DO HHHHHIHHHIHHHHHH BB IR L
TEIVW, COBEEI’RRINBEFERT. 1 DDORYNT—IDBEICERINTWET  EHOYWERY
T—OhH2GEIE. XYNTI—V%BINTIHENHYET N T1v I DEEERSY I LTCIHTIT47
BRERYRDT—2ICRAYTT2E RV NT—IDTIT4TIRYEST NS Tav I T AV ERYNT— OFEJ’C
BEITE T3, 72 41E Network 1 ICRTRINTWET I7AILND NS 749 DIEEIERDER EE
BLAEWSEEIK NS 7197 DBEABH TEE T, T BEISLTRYNTI—VEEETETEHIEELT
XFY,

(Version 3.0.1 W) BYEBRYNT—I LDERNS T4y I DREHEICRYNT—IRST4v ISR EEY
YTET ZDOIRINENAIR=NAF—RAMIERBADINRIVE—BTEHELHYET, KN

IWEEIY LB TRICE. BMEBRYNT—IADIS T4 DBRDOT7AAVDOTD[Edit] 20 vILET,
INIWVEANTBITATATRYY ABAKDTADLET[OK] 27y ILET,

INEDIST1vIIRIE TN DIZAI—ITEIRLIeNANR— A —D 7= DIZDAERELET, 1T
DDFTRTDNAINR—=INAF =T DWTUE YV —VEER LTS SIRIV AR TEET,

[Next]Z=2)woILEY,

INTNY A=Y NNT T4y 9D IP PRLADEHZER LIS ROFMIBEREZ AL, [ADD] 22
o LE T, hEICHCTIDFIEEZRYIRL, SSIT/NT) oA 9—2y D IP PRLADEHE %8B
MTEFEIT . ZTL 7=5[Next] &2y LET,

+ Gateway : INODIPPRLRIFERTZ5 —MITA4TY,
« Netmask : ZOIP7RL ADEHICEE M FE2RYMNTRITT,

« VLAN : XTYv IS T19 VI fERATBVLANTT,
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HhARY — > DR

o Start IPBELVENd IP: AVY—RYMDSTIERATESZEARING IP PRLRADEET. S A+
XYRNT—=IADT I EAD=HICEIY Y TET,

6. HFLW/—2Tld. CloudStackickWERAIDRY RS BEIMICEMINFE T, B TISITRYREBINTE
F9, Ry ROBEICDWTIL, sttt S B LTI,

RDRYREEBHTZICIE O RDODIBEBEEZAALTINext] =) vy LET,
+ Pod Name : RYRDZRITT,
+ Reserved system gateway : CZORYRHDEZANDT —FITATY,

+ Reserved system netmask : RYRDHY TRV NEEHRTE2RYNT—ITLT4vI AT, CIDREKE
EHEALET,

+ Start Reserved System IP &0 End Reserved System IP: ZAVH YA —V{RETI YV,
VY=L 7aFIRETI Y BELV DHCP BREDIFIFRVRATLAREYV VEEET D0
IC. CloudStack TERATZEERYNT—IAD IP 7KL ZDEETY 5 L K,
IP #it## = SRUTREEIWN,

7. EMEBRYNI—IDTANT T4y %{E1ET S VLAN ID O&FE%IEE L T(TVLAN EY LB TDH]).
[Next] #2Vvo L%,

8. #FLWRYRTIE, CloudStack IC&YRID IS RAY—DBEEIMNISEBIMINET B TISIISRY—%
BIITELT, 75 AY—DEEEICDWTIL, sttt #E5B LTIV,

DTSRG — %K T HITIERDIEB%ZA DL TINext] 22y I LET,

* Hypervisor : (Version 3.0.0 M#,3.0.1 TRFAMYER)ZDIZRAI—HADTRTDRANTE
TINBNANR=NAF =Y TR T DIEFEERLF T, VMware ZBIRTHEEMD T4 —ILRD
KRR IN.vSphere 75 AY—ICE T 218HEEE TEEH T vSphere Y —/X\—D1HF&d vCenter T
RANDISRAY—%ERR LT=1.. V5 R 9 —21k% CloudStack |IBMTBZEA2HEOLET, (05
249 —MiBMN:vSphere] BEBLTEI,

+ Cluster name : 7529 —D &R AALETALTED. CloudStack CIERINTWERWTF AN
BELET,

9. #FHLWISRY—TIL, CloudStack ICEYURHDRAND BEBICEBMINE T, R TISIIRARNEE
MTCEF T ENHRRANDEEICDWTIL, sttt SR LTSN,

(N

CloudStack #RBET3EZIC, NAN—NAHY—|[IRTHDRETI U HoTIEWITEHE A,

RANERER T BRI, N /8= AT =Y IRNI LT HRANMIAVAN—ILTERELRHYF

9, CloudStack B Y R—KFBNA/NN—NAHF =Y IRz T D/N—V 37, BLUVHRAM4CloudStackE:
EFHIEZHDICBERBINEREESRLTBKDBEIHYET, ZDA1V AM—ILITDWTEFLIE R
DEIaVESRBLTIEIL,

* CloudStack® 7= dCitrix XenServer®A > XA h—JL

« VMware vSphereDA VA h—JLEBRTE
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10.

KVM®DA Y ZAR—ILESRTE

RADRAN BT ZICIE RODIEAZAAILT[Next] 20y I LETS,

Host Name : IRANDDNSEZ F7/IZIPT7KLATY,

Username : @E & root TY,

Password : EDI—H%—ZIIW T35/ —RTF (XenServerZ 7z IZKVMBITIEEL/=ED),

Host Tags:(4 7> av) R AN 4EL TR

RDHAY VA& ETEE T (hatag £V O—/NILERE/NTA—F—ITRELE D) BLIDHRRAM ETIR

B vl At #eEE=as1ELO A THE
IV TOHADEME 1 ESRBLTLEIL,

ICTBOIFERTEINILTT flELTISY

L7eWigs . EEBEHMRDITHARZ N ETDIR

FLWOS 24—, CloudStack ICEYRIADTSATY AR —IUH—NR—pHERISEMINE
T B TISITH—N—BBIMTEFET, T5AVY AN —V OB DUNTISL . I B
SHRLTLEIN,

BNDTZATY AN —IH —N—% BT 2ICIE ROIEEEA NI LTINext] 22 v I LET,

Name : ANL—UFIRA RADEEITY,

+ Protocol : XenServer M35 & 13, [NFS]. [iSCSI]. £7=lE[PreSetup] &:EIRLF9 . KVM DIFE (.

[NFS]. [SharedMountPoint]. [CLVM]Z 7= (X[RBD]

FF 774N —=FvxIV)E7id INFS]AEIRLET . BEDEDIEDNDT71—ILRIE, I TEIRLEZS

DICLYERYET,

EREINLF Y, vSphere DIFE L, [VMFS](iSCSI

NFS

+ Server: ANL—UFNAAD IP PRLRFE
& DNS £ T9,

+ Path: H—/IN—HS5ITHRR—FENT/R
<Y,

« Tags(A7Fvav): CORMN—YFT/NA A
DT HEAVITEY>TEL £, 717
FI7V T DT ERE. FEEDRA—/N—
YN THIBENHYET,

TIARY AN =D DY T Y MI VS —VRDY
SAY—BETCR—CHEIBEIHYET . /& X
WX ISAI—ATTSATYAN = DYTH
T1 LV T2 DHEIE. BILY—VRDIEFHD
TRTCDYISRAY—TETSATYRA ML= DH
THTI BLUO T2 ICTBIRELIHYET,

iSCSI

+ Server: ANL—=UFNRAAD IP PRLREL
(¥ DNS &9,

« TargetIQN: ¥—4 vk
D IQN TY, 7z& 2,
ign.1986-03.com.sun:02:01ec9bb549-1
ELEY,

+ LUN: LUN BE5TY.E2IX M31&LE
ER

713789841
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HhARY — > DR

« Tags(x7Fvav): ZORMN—VFT/INAI A
DITHEIAVITEY>THEEL £, 717
o7V T DY T ERE. FIFETDRA—/3—
YN TCHIDLENHYET,

TIARYAN =V DY TEYME =V DY
SAI—BTR—THEIRENHYET L&A
EOIFZRI—ATTZATYRN =T DY TH
Tl 8LV T2 DHBEIX ALY —VRHDEHD
FTRTCDIZRI—TETFAT YR ML=V DF
JETI LV T2 ICT2RENHYET,

TR A A

« Server: ANL—UFNAAD IP PRLRFER
& DNS £ 9,

+ SR Name-Label : CloudStack ®#ERIC
YNy T LA —VYRIN) DERTS
R EAALET,

s Tags(A7vav): CORMN—IFT/INAI A
DT AV TRY>THEL £T. 717
o7V T DT ERE. FEFDRA—/N—
YN THIVLELHYET,

TIARVAN =V DY T Y ME V=V RDY
SRAI—BTR—THIVENHYET . EX
EIZRI—ATTZARYRAN =2 DITH
Tl 8LV T2 DHBEIX ALY —VHDEHD
TRTCDIZRI—TETZAT )R ML=V DF
JTI BLUP T2 ILTBIRENHYET,

HETIVMNRAV A

+ Path: EERANDZIDTSATYRN—
DYV MNEINBNRRATT,  FoEIE [/mnt/
primary]&LEY,

« Tags(#Fvav): DR —IUFNAZH
DHTHEIAVITRY>TEEL FI.T1RY
A7V T DT EREF. FEFDR—/N—
YN THEIVEIHYET,

TSARIV AN =V DY T YNNI V=V RDY
SAY—BTRA—THIBENHYET  7cE X
WX IZRAI—=ATT AR AN =V DY TH
T1 LV T2 DBAK. BLY—VRDIELD
TRTDISAI—TETSATYR L=V DH
T BLU T2 ILTDRERHYET,

VMFS

+ Server: vCenter 4 —/N\—®D IP 7KL RAFE =
I DNS &9,

« Path: F—9EVH—RKET—IRNTE
DHAEDETT . HRE. [/ 77—t
H—R )T —HANTHZITY A T/
cloud.dc.VM/cluster1datastore ] & LET,

« Tags(#7Fvav): ZORAMN—IFT /NI A
DHTEIAVITREYI>TI/EL £, 7117

59



8563 Steps to Provisioning Your Cloud Infrastructure

27V T DY T ERE. FIFFDRA—/3—
YN TCHBIVELHYET,

TIAR)AMN—S DI T Y MI V-V RDY
SRY—ETR—THIRENHYET  /cEA
EIZRI—ATTZARIVAN =2 DEITH
Tl 8LV T2 DHBEIR ALY —VHDEHD
TRTDIZRI—TETZAT YR NL—TDF
TETI BLUE T2 ILTRIZRENDHYZET,

11. $1ILWYJ'—> Tl CloudStack ICEYUBRHID AV S YR N —JH —N—HBEINICEININE T, &
D) AN — OB EIC DWW TS, s 5B L TRV,

COEMEICANATBREIIC.NFS HEEZ YR 7Y LTHRHF® CloudStack Y RAFLREYI VTV

L—haAVAM=ILL.BAVI VAN —CEEFETIRELNrHYET, [EAVF VRN —V DB %
SHRLTLEIW,

* NFS Server. The IP address of the server or fully qualified domain name of the server.
« Path: H—N—DSIIRR—FIN/IRTT,

12. [Launch] #2)vYLZEY,

6.4. Ny RDIEH
FLW —VAER T 5E, CloudStack ICEYURHDRYRABEIMISEBMINET . 2OEIavDOFIE
ICHE> T, RYREWDTEBINTEET,

1. CloudStack A—H'—A V9 —T A RICAT AV LE T #UIHHHH#HH BB LTIV,

2. EflOFES—2av/"—T[Infrastructure]=2") v LE 9, [Zones| C[View More]| &2 v I L. Ry K
BEBINTEY —V5aRIRLET,

3. [Compute and Storage]¥ 7% 2w LEY Y177 S LD[Pods]/—RD[View All| &)y I LET,
4. [Add Pod)%=2Yv LEY,
5. 44707 HRyI RATRDFHMIBEREADLET,

+ Name: RYRDEZRITY,

« Gateway: ZORYRARDKRRANDT —RIT(TY,

+ Netmask: RYRDY TRV NEEZETEIRYNTI—ITL T4y A TE,CIDR REZAFERLET,

+ Start Reserved System IPES&U'End Reserved System IP: EhV S YR —VRIEBTI V.
VY=L 7OFVRETI Y BLUDHCPAEDIEFIEFRIRATLAMRIET IV EEETH/2H
|Z. CloudStack CERATZEERXRYNT—IARADIPZRLADEHETT, iELUE. [P RTFTAILEYF
HIEADIPPRLR | ZSRLTEI W,

6. [OK|Z2YvILZET,

6.5. V72 A5 DEN

CloudStack ICEEBWRDEANERHILINELRHYE T, RAMIIZTAY—RNILH BT . RANEIS
YRIEINTRICIEDARKESE 1 DDISARY—5BIMTINELHYET,
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IS5 2Y—DEBIN:KVM F7=I% XenServer

6.5.1. 75 R9—MDEM:KVM F7=l% XenServer
RODOFNEIE NAIR—=INAF—=HRAMIA YV AM—=ILEHT CloudStack —H'—A1 9 —T A/ RICAT1
VEHRTHBIEERIRELTWVWET,

1. ERIOFES—ar/R—T[Infrastructure]x2) v LE ¥, [Zones] T[View Morel&=2)v o L. V5 A
H—7%BINT DY —V = RIRLET,

2. [Compute] ¥7 %5y LET,

3. Y475 LD[Clusters]/—RD[View All|&7)v o LET,

4. [Add Cluster]&2)voL%Ed,

5. ZDIZRG—DNANR—1I(HF—DFBREERLET.

6. V7RI %EMTBRYNERIRLET,

7. V3R9—DAHEIEADLETEED, CloudStack TERAINTVWAWTFRMNIEELET,
8. [OK|ZV)vUL&FT,

6.5.2. 75 X9 —MiBIN:vSphere

vSphere MRANEIRL, vCenter & CloudStack DEBEI—H—AVH—T( AEHHEDHET
TWE T, CloudStack TlE. §RTDERAR® CloudStack 7SR —ILHBIENBBETIN . V5 R9—%
B—QORANCHRTEIEETEET, EEBEIZVTIRI—IC 1 BOKRANFEAT N EHDOHRZ N E
A2 ERETIVELNHYET, BEEANDISRYI—TIX. SATI1TL—2a v DL e A E A
TEET,IVTAY—ITIE NFS 71X iSCSI DL HBHBRAN —VEHETT,

vSphere H—/X\—DiF & &, vCenter TRAMD IS AY—%ERK L&, 75 A9 —2{K% CloudStack I
BINT5IE288OLETIROEBHICH TS,

+ vSphere 7SR5 —ICERETHHRAME 8 BFTICLTILEIL,

o NANR=INAHPF—RAMIETHDRBY L A RN E %R L TH S, CloudStack IEIL TS
W,

vSphere 75 X% —% CloudStack IZBINY 3T

1. vCenter THRAND YIS RY—AVERLE T, vCenter DIERICHEST. INAEEITLET IS5 RAY—%E
K9 BE, vCenter ICITRDEIICRRINET,
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(= WIN-DMUOCMSFUBT - wSphere Chent

Ele Edt View Inventory Administration Plugins Help

g E |ﬂ]‘ Home b 58] Inventory b [l Hosts and Clusters

& & ¥
Bl [ WIN-OMUOCMSFUB? 192.168.160.25 VMware ESXi, 4.1.0, 260247 | Evaluation (38 days remai
= E:l cloud.dc. VM
= [l doud.cluster.2.2.1 i . Symmary - Virtual Machines ' Performance . Configuration
E [152.168.160.25
] 1 .
B B tet What is a Host?

A host is a computer that uses virtualization software, such
as ESX or ESXI, 1o run virtual machines. Hosts provide the
CPU and memory resources that vitual machines use and
give virtual machines access to storage and network
Connectivity

Basic Tasks

& Deploy from VA Marketplace

Gt Create a new virtual machine

A—HY—AH—TJzA(RIOT1 2 LET,

ERIDFES — 3> /83—T[Infrastructure] =2 v LE 9, [Zones| T[View Morel=21)v I L. 75 R
Y—5EBINTEY -5 RRLET,

[Compute]¥ 7 %21 v2 L. [Pods]D[View All|&=2) v LET , V5 AI—%BINT BHRyRERIRLE
ER

[View Clusters]=2 v LE7,
[Add Cluster|=21)v o LET,
[Hypervisor]/Rv o 2D —E&T, [VMware]&:&RLF T,

FAT7OTRY Y R DEREAD LI T RDT1—ILRICES T vCenter FIDEZSRTESLDIC
BYFE Y,

« Cluster Name: vCenter TYERK L=V S RY—DERIEANLEF T, =& A IE,
[cloud.cluster.2.2.11& L%,

+ vCenter Host: vCenter —/N—DHRANEZE/IE IP PRLRAEAALET,

+ vCenter Username: CloudStack »* vCenter ADEMRFIFERTZI—HF—ZEAAOLET . 2D
A—H—|ITRTOEEFIENVETT,

+ vCenter Password: LD 1—H—ZIIHTB/RAT—REAALET,

+ vCenter Datacenter: 75 X9 —H11F1E 95 vCenter T—9 09— AALET, 7z& 2,
lcloud.dc.VM]&ELET,
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RANDEM

Ml ¥ Add Cluster

Lone: | SOME-NEWUS-ALV :]
Hyperisor: | Vibware B
Fod:  POD-1 (=]

Cluster Name: doC-Cluster

vienter Host: |host-Cs-weenler

vCenter Username:  admin

vioonter Pasoword  sssssssssssssas -
vCenter dot-datacenter
Datacenter

Masus dSwilch P 10.10.105.10
Address

Hesxus dvSwitch  dv-admin
Usermame

Mewus dvSwilch  ssessass

Password
o
™

JSAY—=HDTAEYIZVTINZE. SV OEBENRETEIGEIHYEST , A —HF—(VH—Tx1
RIS AY—DBEICRRINET,

6.6. RANDIEN

1.

CloudStack #mM& LTHRAMEEMTBRNOBIRLANAN—NA P =% RAMIAVAN=ILTEHE
DHYFET,CloudStack RANERRLRNAIN—NAHF =T TEMETBREIIVEEEBILEERTEIE
NTEET,

CloudStack 1Y AM—JLAA R TIEENZTND Y R—IINB/\1/3—/X(H'—% CloudStack n5&
DEDITFIAITEINM VA=V AEPEREAFZERELTVE T EDN—2 3V DN /IR—= /(=B
YHR—PEINTWBIN AV RAN=ILHARD @t o av 5588952 &1d CloudStack T/NA/8—
NP —RANEERTZODEERRATYSITRYET,

=

FNBNDNAIS—NAF— T LTINS 8= F— DAV R =)L ] T~ 5N B CloudStack
REDEHFIEEZRR LTI,

T

CloudStack ICX LR AN EBILEY . BEY 2HAMIERIEFI A 2N\A /=AY — I TELYFE
ED

o HHH#HH (XenServer ##H# KVM)#

o H##H#HHHE (vSphere)#
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6.6.1. RAKDENM(XenServer £7=I1& KVM)
XenServer BLV KVM DR RAME, WD TEIZRY—ITEINTEEY,

6.6.1.1. XenServer 8L KVM IRA D EH
(Dee

HINAIR—INAHF—RZAMIEITHRDRIEY DWW EEREEELTH D, CloudStack IZ3EAILTL
7230,

BREH

s BISAY—|UIA—DNANR—=I\AHF—%FEHTERANDIHEEHIBENHYET,
+ XenServer DIGFEIE. VS RY—ICERETZHRAME 8 BXTICLTIEIL,
s KVM DIFEI. VT RI—ICEBREBTBHRAME 16 BXTICLTLIEIWL,

N—RIT7EHIZDWVTIE, CloudStack 1V AR—ILHARD/NAIN—IAF—FBDAV AN—=ILEI a3V
HHRRLTEIN,

6.6.1.1.1. XenServer IRANDEBINE#

FYNT—ORY T4V T % ERT R EEEIIRANDERE. V5 AI—ADIFHNDHRANZLRICHE
CICTBRENHYET,

PSAY—ICBMT BT ARTORAMINLTROOT Y REERITLET , N T RAM XenServer 7—)L
DYRI—ICIMDYET,

#f xe pool-join master-address=[master IP] master-username=root master-password=[your password]

.

#AY U RZEAE—LTEITIZEIE BE—DITELTEYMIT I E MR LTIV, — B D RFa X
YREA—T7 =TI AE—LETHFRAMIAERBITNEINDTREELHYET,

XenServer 7—JLICTRTDRAMBEIL7 S, cloud-setup-bond V) S EERTLET . DRI T
MI&LY, 95 RA9—RDOFLWEANDRY ROERE YN TV T2 TLET,
1.

/usr/lib64/cloud/common/scripts/vm/hypervisor/xenserver/cloud-setup-bonding.sh X71)
2.

TheBEBY—N—D5 YRY—RAMIOAE—L. RV TN EITAIRETHD I EAMRLET,
RDAVI) T aERTLET,

# ./cloud-setup-bonding. sh
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RAMDEN (vSphere)

6.6.1.1.2. KVYM RRANDEBINEH
o HETIUMNRAVIAN —VAEFERTIRAIE. FEERFFLORRNDTRTOTIV IRV (Y
VREINFEARN—SEEDHT). I5RI—RDIEIDRAREZLRICALICTIRELHYET,

© HLWRRMDRYMT—IBB(T AN TIAN—MNELGNRTVv IRy RNT—=D) D V525 —RDIEH
DR ARERUTHBIE2MRBLTIIEIL,

+ OpenVswitch D7)y I %FIALTWS%HE T CloudStack ICRARNEBINT 2FEAIC KVM KA D
agent.properties Z#mEE L network.bridge.type /X5 X—4%—% openvswitch IZF&TE L T/Z I,

6.6.1.2. XenServer £7=lx KVM KRR MDEBNN

o IRAMINANR=IAYF =Y IR T HEEAVAM—=I)LLTWARWGEIFI VY AM—=ILLZET, CloudStack
Y R—RNTBINANR—=NAF—Y TR Iz T D/N—T 37 BLUVHRAME CloudStack EEEIIE D76
IS EBRBINEREESE L TEMBELIHYET, ZDAVAR—ILOFEMICDWTIE, CloudStack 12
R—=ILHARDENAIR=NRAF—FBOE R/ avESB LTI,

e CloudStacka—H%—( Y49 —Jx(RICEEE L LA AV LET,

« EIOFES — 3> /8—T[Infrastructure]&2) v  LE 9, [Zones| T[View Morel=21)v I L. RA R
BN/ —VERRLET,

+ [Compute]¥ 7 %41y LE T, [Clusters]/—RD[View All|&7) v o LET,
o IRANEEBINTZISRY—ERIRLET,

+ [View Hosts]|&2)v I L%,

» [Add Host]=2)vo LEY,

s RDIEHREIRELET,

« Host Name: 7R AM®D DNS & ZF7=ld IP 7KL RATY,

« Username: @& I root T9,

+ Password: XenServer £7zld KVM ITIEEL . EOI—H—RITHTB/IAT—KRTY,

* Host Tags(#7>av): RAM DB L TRFAEBHEICTEDIERTEIINILTY & ZIERRAM
FTUIRB~Y DS BB LIEE. 75VRO HA 47 (7O—/NJLERTE T ha.tag IZERE
LIcNSA—Y V&R TETHIENTEET FHFMABERIE MREY > TOETREOEMIEI N TR
ANDETEMEIESRLTIEIN,

RANDTOEY 3=V TS5 SV DEENRETDIHEEDNHYEYT ., I—F—(1VF—TTARITKR
FYBEEIRICRTINET,

« BIMDORAMIOWT, ZOFIEZ#EYVIRLET,

6.6.2. RAKDIEN (vSphere)

vSpheretr —/N\—|Ix L TIdvCenterCYZ A9 —%EHK L. V5 A9 —2{F%CloudStack ICR LEINT 5T
EAWRLET,FLIZISRY—DEN(VSphere) BB LTI W,
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6.7. 75A<)ANL— DIEN

6.7.1. 7SATYRN -V DV AT LEH
IN—ROTT7EH:

o BITRBNANR=NAHYP—THR-—FNINTWBELERDEZD iSCSI F7=lF NFS H—/3—,

o AN =B —N—F SHDT1 RV %ERBAIZAVEL—IY—THIREIHYET . T1RVIE N—RDT
7 RAID O hO—5—CEET 30N EEMTT,

s RVRBERBER=—XICLYERYET,
TIAR) AN =%y N T YT BEZITIRDEIBRICHES>TEIL,
o TIARVAMN =V KRNI Z R —IGEMURKTREBIMTEE Ao

s HETSATVAMN —VHHEFELAVEEIE. T O—/NLER/ASX—5—D
system.vm.local.storage.required % true ICERETDRENHYE T HRELBVERBYI VEZEET
EEHA.

6.7.2. 7SATYANL— DB

HLWY— VA ERTBEE.FIBO—BELTRADTSAT AN L=UBEBMINET, TS5A4<T YRS
L—IH—R—3 FiLWISRIY—%BMTBEIVCEEED ISR —IIY—/N—%BINT5EXRE WDT
HEMTEEY,

/.

H—N—|TAERMIN TN EEFESR LTIV, CloudStack ICH—/N—%ENT5&. BfF
DT —HNEITRTHEEINET,

I

1. CloudStack A—H'—A % —JxA RICOT M2 LET (HUIH#H#H#H 5 IR),

2. EfOFES—2 3> /8—T [Infrastructure] 2" w2 L& 9, [Zones] T [View More] #2)vo L. 7
SAR) AN =V BINT Y — V5 BIRLET,

3. [Compute] 97 %0 )vILZET,

4. H4T74JS LD [Primary Storage] /—R®D [View All] #0)v I LET,

5. [Add Primary Storage] #2)voL%9,

6. Y47OTRYIRTRDEREANLET SV ERFHRITGBRIRTZTONINICEI>TERYET,
¢ Pod: ANL—YFRAZADRYRTT,
* Cluster: RNL—=YFIRAZADYZRAI—TY,
« Name : ANL—UFNAZDEZRITT,

+ Protocol: XenServer MiHE& &, [NFS]. [iSCSI]. £7=iX[PreSetup] & E#IRLF T, KVM DIFE I,
[NFS]Z 7zi&[SharedMountPoint]&:&R L E 9, vSphere MF&IE. [VMFS](iISCSI F7zl& 774
N—F v )L E7lE [NFS)EERLET,
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» Server(NFS.iSCSI, £7IZ PreSetup DFH): ANL—IUFINAAD IP PRLRF 1L DNS £TY,
+ Server(VMFS Di5%): vCenter %—/X—® IP 7RL 2F7zlZ DNS &£ T,
+ Path(NFS @358&): NFS DIFE. i —N—H 5T AR—bENE/ARTY,

+ Path(VMFS D37&): vSphere DIfE. T—9 29— ET—9ANTEZDMAEHLETT R
T/ 59t 9—Z /57— AT EZ1TT, 7=&ZIE, T/cloud.dc.VM/cluster1datastore] & L&
ERS

+ Path(SharedMountPoint MIF#&): KVM DIFE . ERANDIDTZAT) AN —IBT IV REN
BINATY, Fc& A T/ mnt/primary] ELET,

+ SR Name-Label(PreSetup @3%&): CloudStack DAERICEY Ry LIEARL—U )RR DE
BIZNILEABDLET,

+ Target IQN(iISCSI D5E): iSCSI DIFE. F—7 YD IQN TH, 722 IE,
lign.1986-03.com.sun:02:01ec9bb549-1271378984 1 £ LF Y,

+ Lun FS(iSCSI M35K): iSCSI DA LUN BESTY L&A [31ELET,

s Tags(A72av): CORAMN—VFTNAZABADY T AR TCRYI>TRELEST  T1RIA77) 0T
DY TNERF. FLIFZDR—I—Y NTHBERENHYET,

TIARVAMN =2 DT vYME =V RADIZRI—ETR—CHEIVLEDNHYET  FEXIE IF
RI—=ATTZARIVAMN =V DITH T BLUV T2 DHFERF ALY —VRADEIDITRTDIZR
H—TETZATN AN =D T T LV T2 ICTIRELHYET,

7. [OKI&ZYyoLET,
6.8. EAVSF)ZANL—IDEN

6.8.1. EAVF VAN —V DI RTLEH
e NFS ZNL—S7 547 2% 214 Linux NFS H—/8—

+ (#7>3>)0OpenStack Object Storage(Swift) (http://swift.openstack.org #ZHR L TLZIW)
- /NAELLTI100GB

s EAVIVAN =TT RARZ EDAN—V%FERTETAMREYS VERLY —VICRET DL E
HHYEY,

« BEAVIYRMN =TI —NR—E V=V HADITRTORANTCHEATEZLELIHYET,

6.8.2. EHhVF )AL —TIDIEM

LW VR T2EE FIRO—EELTRIDEAVI YR FL—IU D EBMINET . WD TEEAY
FYVAMN —IH—N—% BIML T BFOYV— VI —N—% BN EIENTEET,
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oﬁﬂ:
|

H—N—|[TAERMIN TN EEFESR LTIV, CloudStack ICH—/N—%EINT5&. BF
DT —HNEITRTHEEINZET,

3

1. I929RLEDEAVIYRAN —TELT Swift 2FRT 255V —iidLTca—hlLagtEhAr 45
ANL—H—/N—%BINT B80S, CloudStack I Swift RNL—S & BINT 2B HYFT, [V —
DEMIESRBLTLE I,

2. V=uII{LTA—AIBEAVIT AN =V DEFEDH, BIEY—/N—D(V AR—)LAIC NFS #
BEERLIVY ML TERELHYET, #NFSHH#H SRR TEIL,

3. BIEY—N—DAVAMN LRIV AT ALAREBY VTV T — MG L= & 2R L E T, See ###
HitH . RSB LUTEI W,

4, INTY—VEREDAN—SELTEAVIYRAN —IH—N—DEFH TED T, CloudStack I
BMLES, LW —VDOBMFIBBO—EELT, EAVT VRN —U D BIMINE T, #HHH &
ST,

6.9. ML ET AR

FRTOBRAEDBE. CloudStack HHHHE S E T, Fv hT—H DEEICE>TIE. 30 BLEADS
TEMABYET LA EBICR T $ 55, BBEDS v 1K— kA CloudStack 1—H—{5—7x
AR RINET.

1. DRTLDERBTETIREBTHAZEARRELEZ T E/IDFES —> 32 /8\—T[Templates]&=21)voL
%9, CentOS 5.5(64bit) no Gui(KVM)%EIRLEJ, JKAEA [Download Complete| THB I &%
RBLET, CORREICRDETORDFIRICITETRWTLEI W,

2. [Instances]¥ 7T, [Filter By]’/Rv7 2D —E&E T[My Instances]%®iRLE T,

3. [Add Instance]&2Y)v o LT, 74 —RDIERICEWVET,

a. BMLEENYDY—VERIRLET,

b. REXIVTHEEATETYTL—MBIRLET, CNDFIRA VA= DIHE L. BZLFHAIA
#D CentOS TV TL—hDAHAEFRTEET,

c. Y—ERAT7I)VIEERLITERATEN—RIIT7 T OB RUY—ERFT7) VT RIATE
BB LTLEIW,

d. BEIHLT.T—ITARIAIT7IITICED 1 DF—9T4RIEEBMLET, ThIET AMNDMER
TEBZ2BHODOR)2—LTIN. IOV MIINFEH A & XL XenServer £ED Linux Tl IR
BV OBER I ANT/dev/xvdb D ERFEINE TPV BABEWNRARL—FTA1V TV RT A
A—RIDGEISHEEHIET ETY,

e. TIAWIRYND—U T FRARNDT AT RYNI—VEBIRLET EAIV ANV T, ZDF
Toavid 1 DLahYEEA,

f. A7 av T RETUVICERIAMIT TN —TA2EY Y TET REBYI VAR 8 FAHDT
FANEFERLEY,
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g. Click Launch VM. Your VM will be created and started. It might take some time to
download the template and complete the VM startup. You can watch the VMa€™s
progress in the Instances screen.

RAEY> v &FHEATBICIE[View Console] =2y LET, |

For more information about using VMs, including instructions for how to allow incoming
network traffic to the VM, start, stop, and delete VMs, and move a VM from one host to
another, see Working With Virtual Machines in the Administratora€™s Guide.

ZN . CloudStack DAY RAM—JILAE T LEL,

RAZILERT 2IHEIE. ISITRAMN TZATYRMN = V=V RYR BLPIFRI—%ZEBIMTEET,
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Global Configuration Parameters

7.1. 70— /N)VEB/NDA—89 —DEETE

CloudStack ICIE. 75V RDIF I FAAIE A HIE T 27 DICERETEBNIA—I—HFEho>TVWE

9 ,CloudStack ZHIOTAV AN —ILTDEE  ZLTZEDE CERMIC. CNODBRELALTEITINENE
KB HYET,

1. A—Y—A(V9—Tx(REBFLLTOT(VLETS,
2. EflOFEH -3 /N—T[Global Settings]&#2") v L%ET,
3. [Select view] Ry I ZAD—EBETRODELLN % EIRLET,
+ Global Settings: /NS A—4—»" B RQFRAEREDOEEHIC—BERTIINET,

+ Hypervisor Capabilities: /\A/3—/NAHF—DNR—T3V B ZNEFNICHR—MNINE5 AMNIO £
FREFI—ERTINZET,

4. MBERYIRAEFEALTALDHIEEDANRRIINDGIIIC—BEREZRYRAAZET,

5. BEZEIAIII[EDit)7AaAVEIVYILET  NAN—N(HF—DHEAR T 2GS I REEE %=
B T=DICESTNANR—=NA Y =25 I v I TERELRHYET,

7.2. About Global Configuration Parameters

CloudStack provides a variety of settings you can use to set limits, configure features, and enable
or disable features in the cloud. Once your Management Server is running, you might need to
set some of these global configuration parameters, depending on what optional features you are
setting up.

To modify global configuration parameters, use the steps in "Setting Global Configuration
Parameters."

The documentation for each CloudStack feature should direct you to the names of the applicable
parameters. Many of them are discussed in the CloudStack Administration Guide. The following
table shows a few of the more useful parameters.

Field &

management.network.cidr A CIDR that describes the
network that the management
CIDRs reside on. This variable
must be set for deployments
that use vSphere. It is
recommended to be set for
other deployments as well.
Example: 192.168.3.0/24.

xen.setup.multipath For XenServer nodes, this

is a true/false variable that
instructs CloudStack to
enable iSCSI multipath on
the XenServer Hosts when
they are added. This defaults
to false. Set it to true if you
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Field &
would like CloudStack to
enable multipath.

If this is true for a NFS-based
deployment multipath will still
be enabled on the XenServer
host. However, this does not
impact NFS operation and is
harmless.

secstorage.allowed.internal.sites This is used to protect

your internal network from
rogue attempts to download
arbitrary files using the
template download feature.
This is a comma-separated
list of CIDRs. If a requested
URL matches any of these
CIDRs the Secondary Storage
VM will use the private
network interface to fetch
the URL. Other URLs will go
through the public interface.
We suggest you set this to

1 or 2 hardened internal
machines where you keep
your templates. For example,
setitto 192.168.1.66/32.

use.local.storage Determines whether
CloudStack will use storage
that is local to the Host

for data disks, templates,
and snapshots. By default
CloudStack will not use this
storage. You should change
this to true if you want to
use local storage and you
understand the reliability
and feature drawbacks to
choosing local storage.

host This is the IP address of

the Management Server.

If you are using multiple
Management Servers you
should enter a load balanced
IP address that is reachable
via the private network.

default.page.size Maximum number of items
per page that can be
returned by a CloudStack
API command. The limit
applies at the cloud level
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Field 8

and can vary from cloud

to cloud. You can override
this with a lower value on a
particular API call by using
the page and pagesize API
command parameters. For
more information, see the
Developer's Guide. Default:
500.

ha.tag The label you want to use
throughout the cloud to
designate certain hosts as
dedicated HA hosts. These
hosts will be used only for
HA-enabled VMs that are
restarting due to the failure
of another host. For example,
you could set this to ha_host.
Specify the ha.tag value as a
host tag when you add a new
host to the cloud.
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8.1. KVM DAV AN—JLEFERK

8.1.1. KVM IRRANDY AT LEH
KVM i, SEIFR Linux R—ADARL—FA VTV RFAICEFNTOWET U TOFT4AN)Ea—3y
IZHBTIEHYFHEANHEERYFT,

+ CentOS / RHEL: 6.3
* Ubuntu: 12.04(.1)

KVM N\ IR—INAF—|CHIFBDEEREHIT libvirt & Qemu D/X—2av iU FE T, ED Linux T4 XM
JE2—2avaFBETINMNIBELSTYNUA TOEHEF L TWIHIERTIVELHYET,

« libvirt: 0.9.4LLB%
+ Qemu/KVM: 1.0LA&

CloudStack TDT 74 MDD T vl Linux RATA4T DT Yy I RE(T)yIEYa—)b) ILRVE
¥, CloudStack I&4+7>a>& LT OpenVswitch Z#E{F I HAERBLTBYUTOLILEHH
HYFET,

* libvirt: 0.9.11L ED/NN—=T 3>

« openvswitch: 1.7. 1 ED/N—T 3>
MATUATDON=—RIITEHDNBEERYET,

c 1DDIFRAI—HNDRANTIEN—=TaVEHE—T 5,

12DV 29—HADRAMNIEBENELCTHEIVLENHYET, DFY, CPUDTER LMD R LT, RIUH
72U THBRENHYET,

HVM (Intel-VT or AMD-V B"B#TH53) BELNHYET,

64-bit x86 CPU(Z<DATZHBTHIETNTA—TVADA LN RIAFNET),

A4GBD XE'),

=P 1DLLEDNIC,

CloudStack BEBR SN/ NA/N—/SAHF— R ZAMIBEICEIEL TWBVMAFEIEL TUL AL,

8.1.2. KVM 1V A= IL D Es

Linux Kernel Virtual Machine(KVM) N\A/R—/R"AHF—%FRALTT AMREY I VU 2R1TT 2561,
DZIRRDERAMI KVM AV A=)V LET I T KVM DAV ZRM—JLRFaxvhEER LA
L\, CloudStack DR EICDWTCERALE Y,
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o

Ve %RRITDRIC RAMIM L TRIIDT7Y T — M EAIN TWSIE AR LTI,

o

CloudStack OFIE FICARWERRAN ETCH—EREZEEI BRI EIFHEINFHA,

T
Of

I
of

KVM NAIR=RAF =% AV A=V DFIRIRDES YT,

1. ARL—FTAVT VAT LD#E(H

N

libvirt DAY AR—JLESRTE

w

¥ TF4R) O —DERE (AppArmor & SELinux)

s

I—JT VDAV AN—IVEERTE

8.1.3. ARL—F VT AT LD %A

RZRDOSIE CloudStack T—Y xR KM AV RV ZDINMET DL EBINDINELNHYET,
1. ARL—FAVTVRAF LI —ha—HF—&LTas 4+ LET,

2. RREBMHRANGEHRLET,

$ hostname --fqdn

ZhULY, Tkvm1.lab.example.orgl DL BT EMB ARG INIRINE T, ZDTRWGEIFE. ZD
125E51C Jetc/hosts EiRELE T,

w

BEY—N—DoAV7—RyMIIEHTIDIEEMALET,

$ ping www. cloudstack. org

P

%A FEIT 5701 NTP 8% LE T,

(N

IS5IRDY—N—DI Oy I %FERITS7= HIC NTP AN ETT, BFZIFEBAINGWEFHILA
WREENRET AL HYFET,

a. NTP DAV ZXh—=)L




I—SIVRDAVAN—ILERTE

$ yum install ntp

$ apt-get install openntpd

5. IRLDFIEELTDNAN—INAHF—KANTRITLET,

8.1.4. I—Yx VMDAV AN—ILEERTE

CloudStack "RANETKYM AV RIV ZEEBEBETBRIEIT VIV NEFIATIUREAHYET T -V
MIBEY—N—EBELRANLEDETDIV RV AEEIELET,

FE . I—YVhEAVRAMILLET,

RHEL% LLIZCentOSDIHE:
$ yum install cloudstack-agent
Ubuntudig&:

$ apt-get install cloudstack-agent

INTRANEISAI—ITBMT2EEI TEE LA EMICBEALTIBDIETHBINEITDTIES #it#
#H#r R UTKIEIW, RANEBINT2E0ICERERFaAA VNSRBI EAMELET,

8.1.5. libvirt DM EAV A R—IL

CloudStack uses libvirt for managing virtual machines. Therefore it is vital that libvirt is
configured correctly. Libvirt is a dependency of cloudstack-agent and should already be
installed.

1. libvit EWTCSATIATL—avaE2RTAICEEFAT7 TRV TCP ORIV avAERTIME
DHYET, T/ libvirt BTILFF¥ XD DNS 7RNYAL X %R ITLAEWEOEWILTIHELRHY F
I, INODERFESEIE Jete/Libvirt/Libvirtd. conf ICTIREL T I,

Set the following parameters:

listen tls = 0
listen_tcp =1
tcp_port = ”16509”
auth _tcp = "none”

mdns_adv = 0

2. libvirtd.conf Tl& "listen_tcp" 7ZIF TRV DD D/IRSA—I—E LT DLIIIRETE2HENHYE
£

RHEL % CentOS #FIFBLTWAIEEIE /etc/sysconfig/libvirtd ZfR&E L TEIL,
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RDITOAAV M AL TLIEEW,
HLIBVIRTD ARGS="--Listen”
Ubuntu ZFALTW25EIE /ete/init/Libvirt-bin. conf ZiFERLTLIW,
UTFOITEERLTEIWNIZ7MILDITRE):
exec /usr/sbin/Libvirtd —d
| AT avEDIIBIGE
exec /usr/sbin/Libvirtd -d -1

3. libvirt #BEHLET,

RHEL% L IZCentOSDIZE:
$ service libvirtd restart
Ubuntudig&:

$ service libvirt-bin restart

8.1.6. Configure the Security Policies

CloudStack does various things which can be blocked by security mechanisms like AppArmor
and SELinux. These have to be disabled to ensure the Agent has all the required permissions.

1. Configure SELinux (RHEL and CentQS)

a. Check to see whether SELinux is installed on your machine. If not, you can skip this
section.

In RHEL or CentOS, SELinux is installed and enabled by default. You can verify this with:
$ rpm -qa | grep selinux

b. Setthe SELINUX variable in /etc/selinux/config to "permissive". This ensures that the
permissive setting will be maintained after a system reboot.

RHEL#% LLI&CentOSDIZE:
vi /etc/selinux/config

Change the following line
SELINUX=enforcing

to this
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SELINUX=permissive
c. SELinux%permissivellT2EEIEISERAIN. D RATLOBREREIVHEHVEEA,
$ setenforce permissive

2. Configure Apparmor (Ubuntu)

a. Check to see whether AppArmor is installed on your machine. If not, you can skip this
section.

In Ubuntu AppArmor is installed and enabled by default. You can verify this with:
$ dpkg —-Llist "apparmor’
b. Disable the AppArmor profiles for libvirt

$ Ln -s /etc/apparmor.d/usr.shin. Libvirtd /etc/apparmor.d/disable/
$ Ln -s /etc/apparmor.d/usr. Lib. Libvirt.virt-aa—-helper /etc/apparmor.d/disable/
$ apparmor parser -R /etc/apparmor.d/usr.sbin. Libvirtd

$ apparmor parser -R /etc/apparmor.d/usr. Lib. Libvirt.virt-aa-helper

8.1.7. Configure the network bridges

=
[m=]

This is a very important section, please make sure you read this thoroughly.

®::

This section details how to configure bridges using the native implementation in Linux.
Please refer to the next section if you intend to use OpenVswitch

In order to forward traffic to your instances you will need at least two bridges: public and private.

By default these bridges are called cloudbrO and cloudbrl, but you do have to make sure they are
available on each hypervisor.

The most important factor is that you keep the configuration consistent on all your hypervisors.
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8.1.7.1. Network example

There are many ways to configure your network. In the Basic networking mode you should have
two (V)LAN's, one for your private network and one for the public network.

We assume that the hypervisor has one NIC (ethO) with three tagged VLAN's:
1. VLAN 100 for management of the hypervisor

2. VLAN 200 for public network of the instances (cloudbrQ)

3. VLAN 300 for private network of the instances (cloudbr1)

On VLAN 100 we give the Hypervisor the IP-Address 192.168.42.11/24 with the gateway
192.168.42.1

®::

The Hypervisor and Management server don't have to be in the same subnet!

8.1.7.2. Configuring the network bridges

It depends on the distribution you are using how to configure these, below you'll find examples
for RHEL/CentOS and Ubuntu.

.

The goal is to have two bridges called 'cloudbrQ' and 'cloudbr1' after this section. This
should be used as a guideline only. The exact configuration will depend on your network
layout.

8.1.7.2.1. Configure in RHEL or CentOS

The required packages were installed when libvirt was installed, we can proceed to configuring
the network.

First we configure ethO

vi /etc/sysconfig/network-scripts/ifcfg-eth0

Make sure it looks similar to:

DEVICE=eth0
HWADDR=00:04: xX : XX : XX : XX
ONBOOT=yes

HOTPLUG=no
BOOTPROTO=none
TYPE=Ethernet

We now have to configure the three VLAN interfaces:

vi /etc/sysconfig/network-scripts/ifcfg-ethd. 100
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DEVICE=eth0. 100
HWADDR=00:04: XX : XX : XX : XX
ONBOOT=yes

HOTPLUG=no
BOOTPROTO=none
TYPE=Ethernet

VLAN=yes
IPADDR=192, 168. 42. 11
GATEWAY=192, 168.42. 1
NETMASK=255. 255, 255, 0

vi /etc/sysconfig/network-scripts/ifcfg-eth0. 200

DEVICE=eth0. 200
HWADDR=00:04: XX : XX : XX : XX
ONBOOT=yes

HOTPLUG=no
BOOTPROTO=none
TYPE=Ethernet

VLAN=yes

BRIDGE=c loudbr@

vi /etc/sysconfig/network-scripts/ifcfg-eth0. 300

DEVICE=eth0. 300
HWADDR=00:04: XX : XX : XX : XX
ONBOOT=yes

HOTPLUG=no
BOOTPROTO=none
TYPE=Ethernet

VLAN=yes

BRIDGE=c loudbr1

Now we have the VLAN interfaces configured we can add the bridges on top of them.
vi /etc/sysconfig/network-scripts/ifcfg-cloudbr@
Now we just configure it is a plain bridge without an IP-Address

DEVICE=c loudbr0
TYPE=Bridge
ONBOOT=yes
BOOTPROTO=none
IPV6INIT=no

IPV6 AUTOCONF=no
DELAY=5

STP=yes

We do the same for cloudbr1

vi /etc/sysconfig/network-scripts/ifcfg-cloudbri

DEVICE=c loudbr1
TYPE=Bridge
ONBOOT=yes
BOOTPROTO=none
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IPV6INIT=no

IPV6 AUTOCONF=no
DELAY=5

STP=yes

With this configuration you should be able to restart the network, although a reboot is
recommended to see if everything works properly.

Make sure you have an alternative way like IPMI or ILO to reach the machine in case you
made a configuration error and the network stops functioning!

8.1.7.2.2. Configure in Ubuntu

All the required packages were installed when you installed libvirt, so we only have to configure
the network.

vi /etc/network/interfaces
Modify the interfaces file to look like this:

auto lo
iface lo inet loopback

# The primary network interface
auto eth0.100
iface eth0.100 inet static
address 192, 168.42. 11
netmask 255,255, 255, 240
gateway 192.168.42,1
dns-nameservers 8.8.8.8 8.8.4.4
dns-domain lab. example.org

#f Public network

auto cloudbr@

iface cloudbr® inet manual
bridge ports eth@.200
bridge fd 5
bridge stp off
bridge maxwait 1

#f Private network

auto cloudbri

iface cloudbr1 inet manual
bridge ports eth0. 300
bridge fd 5
bridge stp off
bridge maxwait 1

With this configuration you should be able to restart the network, although a reboot is
recommended to see if everything works properly.
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[

H
[ ]

(LE

Make sure you have an alternative way like IPMI or ILO to reach the machine in case you
made a configuration error and the network stops functioning!

1.8. Configure the network using OpenVswitch

on
5 H=
=]

This is a very important section, please make sure you read this thoroughly.

In order to forward traffic to your instances you will need at least two bridges: public and private.

By default these bridges are called cloudbrO and cloudbrl, but you do have to make sure they are
available on each hypervisor.

The most important factor is that you keep the configuration consistent on all your hypervisors.

8.1.8.1. Preparing

To make sure that the native bridge module will not interfere with openvswitch the bridge
module should be added to the blacklist. See the modprobe documentation for your distribution
on where to find the blacklist. Make sure the module is not loaded either by rebooting or
executing rmmod bridge before executing next steps.

The network configurations below depend on the ifup-ovs and ifdown-ovs scripts which are part
of the openvswitch installation. They should be installed in /etc/sysconfig/network-scripts/

8.1.8.2. Network example

There are many ways to configure your network. In the Basic networking mode you should have
two (V)LAN's, one for your private network and one for the public network.

We assume that the hypervisor has one NIC (ethQ) with three tagged VLAN's:
1. VLAN 100 for management of the hypervisor

2. VLAN 200 for public network of the instances (cloudbr0)

3. VLAN 300 for private network of the instances (cloudbr1)

On VLAN 100 we give the Hypervisor the IP-Address 192.168.42.11/24 with the gateway
192.168.42.1
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The Hypervisor and Management server don't have to be in the same subnet!

8.1.8.3. Configuring the network bridges

It depends on the distribution you are using how to configure these, below you'll find examples
for RHEL/CentOS.

The goal is to have three bridges called 'mgmt0’, 'cloudbrQ' and 'cloudbr1' after this section.
This should be used as a guideline only. The exact configuration will depend on your
network layout.

8.1.8.3.1. Configure OpenVswitch

The network interfaces using OpenVswitch are created using the ovs-vsctl command. This
command will configure the interfaces and persist them to the OpenVswitch database.

First we create a main bridge connected to the ethO interface. Next we create three fake bridges,
each connected to a specific vlan tag.

#f ovs-vsctl add-br cloudbr

#f ovs-vsctl add-port cloudbr eth0

#f ovs-vsctl set port cloudbr trunks=100,200, 300
# ovs-vsctl add-br mgmt® cloudbr 100

#f ovs-vsctl add-br cloudbr@ cloudbr 200

#f ovs-vsctl add-br cloudbr1 cloudbr 300

8.1.8.3.2. Configure in RHEL or CentOS

The required packages were installed when openvswitch and libvirt were installed, we can
proceed to configuring the network.

First we configure ethO

vi /etc/sysconfig/network-scripts/ifcfg-eth@

Make sure it looks similar to:

DEVICE=eth0
HWADDR=00:04: xx : XX : XX : XX
ONBOOT=yes

HOTPLUG=no
BOOTPROTO=none
TYPE=Ethernet

We have to configure the base bridge with the trunk.

84



Configuring the firewall

vi /etc/sysconfig/network-scripts/ifcfg-cloudbr

DEVICE=c loudbr
ONBOOT=yes
HOTPLUG=no
BOOTPROTO=none
DEVICETYPE=ovs
TYPE=0VSBr idge

We now have to configure the three VLAN bridges:

vi /etc/sysconfig/network-scripts/ifcfg-mgmt0

DEVICE=mgmt0
ONBOOT=yes

HOTPLUG=no
BOOTPROTO=static
DEVICETYPE=ovs
TYPE=0VSBridge
IPADDR=192. 168. 42. 11
GATEWAY=192, 168.42. 1
NETMASK=255. 255, 255, 0

vi /etc/sysconfig/network-scripts/ifcfg-cloudbr@

DEVICE=c loudbr@
ONBOOT=yes
HOTPLUG=no
BOOTPROTO=none
DEVICETYPE=ovs
TYPE=0VSBridge

vi /etc/sysconfig/network-scripts/ifcfg-cloudbri

DEVICE=c loudbr1
ONBOOT=yes
HOTPLUG=no
BOOTPROTO=none
TYPE=0VSBridge
DEVICETYPE=ovs

With this configuration you should be able to restart the network, although a reboot is
recommended to see if everything works properly.

Make sure you have an alternative way like IPMI or ILO to reach the machine in case you
made a configuration error and the network stops functioning!

8.1.9. Configuring the firewall

The hypervisor needs to be able to communicate with other hypervisors and the management
server needs to be able to reach the hypervisor.
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In order to do so we have to open the following TCP ports (if you are using a firewall):
1. 22 (SSH)

2. 1798

3. 16509 (libvirt)

4. 5900 - 6100 (VNC consoles)

5. 49152 - 49216 (libvirt live migration)

It depends on the firewall you are using how to open these ports. Below you'll find examples how
to open these ports in RHEL/CentOS and Ubuntu.

8.1.9.1. Open ports in RHEL/CentOS

RHEL and CentOS use iptables for firewalling the system, you can open extra ports by executing
the following iptable commands:

$ iptables -I INPUT -p tcp -m tcp ——dport 22 —j ACCEPT

$ iptables -I INPUT -p tcp -m tcp —-dport 1798 -j ACCEPT

$ iptables -I INPUT -p tcp -m tcp ——dport 16509 -j ACCEPT

$ iptables -I INPUT -p tcp -m tcp ——dport 5900:6100 -j ACCEPT

$ iptables -I INPUT -p tcp -m tcp —-dport 49152:49216 -j ACCEPT
These iptable settings are not persistent accross reboots, we have to save them first.

$ iptables-save > /etc/sysconfig/iptables

8.1.9.2. Open ports in Ubuntu

The default firewall under Ubuntu is UFW (Uncomplicated FireWall), which is a Python wrapper
around iptables.

To open the required ports, execute the following commands:

$ ufw allow proto tcp from any to any port 22

$ ufw allow proto tcp from any to any port 1798

$ ufw allow proto tcp from any to any port 16509

$ ufw allow proto tcp from any to any port 5900:6100

$ ufw allow proto tcp from any to any port 49152:49216
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CloudStack ~MR R NEHN

®::

By default UFW is not enabled on Ubuntu. Executing these commands with the firewall
disabled does not enable the firewall.

8.1.10. CloudStack ~M KR A NEN
INTRANEISRY—ICEBINT2ERATEE LA GEMICBEAL TSR DB THRAINET D TIES #i##
#i BB LTIV RANEEBINTARIICEERERF XAV NS B IBIEEHELET,

8.2. CloudStack® 7= D Citrix XenServer®A1> AM—JL

Citrix XenServer NA/N—NAHF—%&FRALTT AMREYI U ERETT2I5EE XenServer 6.0 £ LI
XenServer 6.0.2 575 IRRDEAMIA VA=)V LET #EIM Y AM—ILDIHZEIE. ROFIBICHE-T
<F2EW, XenServer E1AY AR—JVEH T BIDN— a3Vl Ty T 7 L—RT BIgEIE #XenServer #i
it B RUTIEI W,

8.2.1. XenServer’RAMDY AT LEH
o RAME RISRIEBEDOVWIONIEREINTWBRENHYET, hitp:/hcl.xensource.com D
FCitrix Hardware Compatibility Guided #& 8B L TL/ZXLY,

« XenServer 5.6 SP2
« XenServer 6.0
« XenServer 6.0.2
o BICAYARN=IL LR AN EBFAT 55 A L. Citrix XenServer #BA VYV AN—ILTEIRELRHYZET,
o N—RIOTT7RIEII VU (Intel-VTE/2IZAMD-VHI BN THEBZE) 2 HR—N TI2REAHYET,
o NANR=NAF—DELETHIRMT DT RTD Hotfix £EA LIcZEEBRLET N1/X—1(HF—D
BETOY R—MFr R ERBLT/ R FOYY—IKREERL, Ry F RN —AINLTESRLITR
GERALEFT N/S—NAHF—DZAE/ Ry FITDWT CloudStack NEEIRIGBRITAZEEHYEEA.

RAMINANR—=INAYF—DRF/NNFBERA TS CERFEBICEETY . &/ FAERINTLGN
AT LIE BESNANR=IRAF—DHRETH LY R— a2 FONF A,

o JSRI—RNILHDBRAMILRTRARRYITRITNIEWNTERE A.CPU DFEE L. e TS/ AR L TR
FhIEWNTEE A,

« N=RYIT7RIBEY Y (Intel-VTEIFAMD-VA'BIOSTEM THBIE) EHR—N T2UENHYET,
« 64-bit x86 CPU(Z<DIATEBETHIET/{T74—Y Y RDA LN RAFNEY)

- REREIEDYR—IBE,

- 4GBDAEY

- 36 GBOO—HILT(RY

« &P 1DLLEDNIC
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« BHIPTRLR
» CloudStack ""BEIN /R NA/N—/NAHF—RZAMIBEIZEEL TWBVMMAEEL TLVRW,

= H

RHFD Hotfix 2 BALABWVWE, T—YDIRIBPRET VORENELCDAREENHYEY,

8.2.2. XenServer®A > A h—)LF|IB

1. Citrix £ ® Web 1 kM https://www.citrix.com/English/ss/downloads/)h5 #H727=D
CloudStack M/S—a>|l& 27 XenServer 4> O—KL, [Citrix XenServer 1V Ah—JLHA
RICHE>TIV R M—ILLET,

2. AVAR=ILE ROFEIBICHEVEREEZITVET,

WA F7Fvay

#XenServer #HHHOHHHHHHE #CloudStack XenServer Support
Pakcage(CSP)####HHHHE

T iISCSIPA—AILTARY NFSEFIALBWES

SRELY K7y LET, EEMlld#XenServer #i#
HUH S IR LTIV,

HHRATHT #XenServer # iISCSI #HHHHHHHHHH (HHHHE) #
BRI #XenServer #HHHHHHHHHH

8.2.3. XenServer RXLVODXEYEEE

XenServer @ dom0 ANDAEYE|Y HTEIEPT /DI, dom0 DERELEKLET . INITL

U, XenServer TLYZLDIREY IV EFIEITESLIITRYE T, XenServer D domO I 2940MB

@D RAM %E|Y Y TEZIEEBEOHLET, ZDHERICDOWTEELLIE, http:/support.citrix.com/article/
CTX126531 #5RLTKIEIWV, DT —T47ITERINTWLWBDIE XenServer 5.6 TEFH. BALIED
XenServer 6.0 ICEHTIEFYET,

8.2.4. A—H—HE/NZAT—NR
DS RI—RHNDFTRTD XenServer |2, CloudStack ICERIN=EDEELI—F—ZELT/IRT—RHY
WETT,

8.2.5. F¥%I R &A
RZNINTPEERT BB BYET. Ry FRDT R TOR MNIBR A ABPIhZRENHYLT,

1. NTPOAVZA+—=)L

# yum install ntp

2. #EATSENTP H—N\—%SRIDLIICNTPBRT7M L EmELET,

#f vi /etc/ntp.conf



http://support.citrix.com/article/CTX126531
http://support.citrix.com/article/CTX126531

S RRE

FET2Z NTP H—/N—%BBTILIICNTP BRI77MILERELE . HELT Citrix BMRHT 2R
D NTP H—/N—%FHTEEY,

server 0.xenserver,pool.ntp.org
server 1.xenserver.pool.ntp.org
server 2.xenserver,pool.ntp.org
server 3.xenserver,pool.ntp.org

3. NTPOSAT7VANOBEE

It service ntpd restart

4. HEERICNTP ABURBINDIEEREELET,

# chkconfig ntpd on

8.2.6. AV AKE

HEIERRD Citrix XenServer (3. 51tV A2 LT 30 HEFERTEFY,.30 HOA BB BX 5L, £E
DAV AR AN ERINET I TIIEVRAEAV ANV R COFIEEER TN ERIRTEE
T, CDF|IE%=EETZHE . XenServer ZT7 071 TILL TSIV RAEEMIITBEXT. M2V R %A
VANV ERBELHYET,

8.2.6.1. 24/ Y RO ERHA

ZZTIAEVREBAVAMN—ILTBEAIE. XenCenter ZFALT. SA1EVRET7 V5747 LTEET 3%
EXHYE T,

1. XenCenter T, [Y—I]|>[SGA VAT R—v]|DIEIEIRLET,
2. XenServer &R L. [BED XenServer DTV T417 1L 5BIRLET,
3. SAEVREERLET,

XenCenter £7cld xe AXVRSA VY= )L EFRALT. 12V AE( VA=V TEET,

8.2.7. CloudStack XenServer Support Pakcage(CSP)D A > A~—)b
(FT>av)

XenServer TEFa)TATIN—F ISRAT1v VBRI BLVPISRT1v7 IP ZBMICTBIC
I&. CloudStack XenServer Support Package(CSP)A4 > O0—RLTA Y AM—ILLE T, XenServer A
Y AR=ILL75, & XenServer RANTRDBINFIEEEITLET,

1. RDYVVIDEELM S XenServer RRAMI CSP Y7k 7454 O—KLET,
XenServer 6.0.2 DIFH:
http://download.cloud.com/releases/3.0.1/XS-6.0.2/xenserver-cloud-supp.tgz
XenServer 5.6 SP2 D&
http://download.cloud.com/releases/2.2.0/xenserver-cloud-supp.tgz

XenServer 6.0 DIZE:
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http://download.cloud.com/releases/3.0/xenserver-cloud-supp.tgz

71V DER:
# tar xf xenserver-cloud-supp. tgz
IR RY) T hDEST:
# xe-install-supplemental-pack xenserver-cloud-supp. iso

XenServer RANDEERRYRNT—IREEFERT DY —2D—ETHZHE L Open vSwitch(OVS)
EEMICL T,

# xe-switch-network-backend bridge

BREZREIAVE-—IDRRIND, BEEZZITANTT,

ZN T, XenServer I AM% CloudStack IOBINT 2#EfFHATEE L,

8.2.8. XenServer BDTSA<T)AMNL— DY N7y
CloudStack (&, NFS.iSCSI. BLUO—HIL AN =V BRATA4TICHR—MLET , INSD AN —TDFE
BoOWTh hEFEHRALTWSIES. XenServer DRAML—YRISKN)AERT2HEIIHYEE A

TRL 77AN—F 2RI BEDIFEIDFEMEN L TEHRIN AN -V %FERT25E81F. ANL—Y YR
RN EBDTEYNTYTTERENHYET, INETIITIE ROFIBICHEWVET , XenServer T—ILIZKR
AN HBHBEIF YRI—/—RTFIREETLET VT RI—{LINTLWRWE—D XenServer % {#
TB25EEIE.FD XenServer TFIE #ETLET,

1.

T7AN—F v RIWT—TIVEISZAI—HDTRTDHRANE T7AN—F v R IV AN — IR M E
LEd,

SCSI NREBRAFXv 2V LETROIAYVREIE XenCenter ZFHALT.HBA BRF v AETLE
ER

#f scsi-rescan

2 DFIEEZERANLETRYIRLET,
#HLWSCSITA R AR LET,

# Ls /dev/disk/by-id/scsi-360a98000503365344e6f6177615a516b -1

HAERDEDITRYETH, BEARRNRT7MILRAIXERYFE T (scsi-<scsilD>):

Lrwxrwxrwx 1 root root 9 Mar 16 13:47
/dev/disk/by-id/scsi-360a98000503365344e616177615a516b -> ../../sdc

4 DFIE%=ERASETERYIRLET,

A =G —=NR=TROATVRZERITLHLWAMN—VYRI N DEED ID ZBGLET,
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XenServer M iSCSI IV F/IRAD Y NFv T (T av)

#f uuidgen
HAERDEDITRYFET A BARR ID FERYET,
€6849e96-86¢3-4f2c-8fcc-350cc711be3d

7. T7AN—=FFRIDAMN—=VYRIRN)EERLET, BEIZNILICIZ. ERLEEBD ID 2FHLE
ER

#f xe sr-create type=lvmohba shared=true
device-config:SCSIid=360a98000503365344e676177615a516b
name-labe l="e6849¢96-86¢3-4f2c-8fcc-350cc711be3d”

ZDARYRIERDBIDESICARN—VVRINIDEED ID ZRLIT(RED ID ZRBRYET),
7a143820-¢893-6¢6a-236e-472dabeeb6b

8. ARL—UNRIYRIZDOWTCARBEDFHEOHZERAEMENRT BICIE ROIAT VY REFERLE Y, UUID (T,
BNV YRTRINAAMN—VYRIMN) ID 2FRLET, BEIDFHRAICIE FHICEDETHHMY
PITVWTFEFRNEER ELET,

#t xe sr-param-set uuid=7a143820-e893-6c6a-236e-472dabee66bf name-description="Fiber Channel storage
repository”

ZDANL—U %% T CloudStack ICBINT 2 & XN BREEIEZ TH I T T ( HHHHHIHHHHHHE
SR [TIATVAN—=VOBIMYA7O7 Ry ZAQ[FAMNIN]RYIAD—ET, [EFitzy 7y
ERIRLE 9. [ANL—Y LRI N ZFITZRIV]RY I AT BHCERELZRIZNILEAALET (CD
fBITIX, €6849e96-86¢c3-4f2c-8fcc-350cc711be3d),

9. (AT av)I77AN\—=FvxJL SAN TYILF/RR /0 #EMTBI5E L. SAN OEETHIRETER
FaAVMNESRLTEIY,

8.2.9. XenServer @ iSCSI RIILFIRAD YRy (FTav)

Citrix XenServer TARL—JYRIMN)EEYRTYTTBEE VILF/RR /0 ZEMCTEET, VILF/N
A1/0 RT3 ARAMEBIOAVR—R U MNFERALTH—/N\—& SAN OEHOEEEESHDIIEN
TEXY, VILFNREFMICT BICIE, Citrix —/N—THR—FIN 3 SAN V21— 3V %R L, Citrix
REFIAVMIBEINTOBFIRICHEVET . EXBERICOVTIE RDY VISR TSN,

* http://support.citrix.com/article/CTX118791
* http://support.citrix.com/article/CTX125403

TILFIRREER LT Citrix VRIS M) DEY N7y TITDWT, SAN OEETICBIEAKRDBIEETEE
ER

ZDAN—U %% T CloudStack ICBINT 2E XN BREEIEZ TH I T T ( HHHHHIHHHHHHH1E S
B), [TZATV AN =V DBMYAT7aY Ry ZAD[FARNIN]RYI AD—ET, [Faitty 7y S5
RLUET[AML—U LRI MNIERITNIVIRY I ZUITIE A=V YR N OERICER L=ERIERILCE
DEANALET,
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BN RE LIIHEIE SAN OELETOHR—MMBFICAWADE IV MBI BRTERWGE
. THR—h ~AOEVEDLE I ZSRL TS,

8.2.10. XenServer OB Ry NI —IERE

XenServer ZA YV AR—JL LB TOBMDORY NT— VRN DERIBEDNHYET . O T. RAND
NIC DFfEFEE & NIC PMEIET BT T4V VI DWT ETEIBEA THHIBELHYFE Y NIC (&, FHEICED
HTCERRITIVEIHYE T,

NIC RV F 1V T EBERTBHAIR. ITRI—RDTXTORR LD NIC £RLICAUERRICT ZLED
HYETBIZIE, eth0 BIFRI—RDBBRR LD TFAR— MRV RICHZHA eth0 [E95X5—P
DFRTORRNTT FAR—MRY RIS BREDHYLT,

BERYNT— A Y—TTAABICEIYYE TS IP PRL R B THIDLEIHYZET 2D IP PRLRIE
RANBERTHRELELY, 5/ DHCP B TRE LY TEET,

CloudStack Tld. XenServer RANTCIFIZA NIC FLFRVREFHTESIIIC. BREDRYNT—Y
NS 719D ERINE T, XenServer DRYRNT—VEZSRIVEFEALT. ZO7OEREHIEHL, SEY—
IN—IIBERARMETEZE T, CloudStack TEEITDNIVEYIBA VY —D A RAF /IR RIS T TERLE
T BBELQERDIZEIE. BRIZNIVIEREHYEE A

8.2.10.1. XenServer DEF NIC ZFRALA/NT) Y IRy NT—D DIERR (AT
>av)

CloudStack Tl&, /37w o Ry hT—212 2 DE® NIC(F72I& NIC DRV KRT7, [XenServer @ NIC 7R
VTFAVG (AT a1 ESR) EFERTEET RV TAV T EFERALRWGE. ATy IRy NI—2ITI3E
EDNIC T, ZLTISRYI—HNDRANDERD NIC TEHZETEF T, X NT vy NT—01C
/—KR A Tld ethO T, /—K B Tid eth1 TEHRTIET, 7L, XenServer /8Ty o xwhT—085
RIVFFTRTORAMETER—TRIFNIE BYUFEHARDBITIE, RyhT7—25R V% cloud-public] &
LET. BB —N—%AVZAM=)LLTEH LR BIRLERY I T—0EZ S5~ (Tcloud-public]) &2
Y—N—THERTIULEIHYE T, 5E LI, e BB LTI,

RYRLZ 2 DD NIC Z#ERLTAT)v IRy NT—0%EK T BB E &, #XenServer # NIC #i##H###(#H#
) #ESRUTIEIW,

B—DHEMA NIC Z#FERALTTVvIRvI—0T I 2% RM Y B35 51 ZOFIRICHE>T CloudStack
ISBINY S EMHAAANERELTHL RAMNBMLET,

1. xe network-list #24TL. /NT Yy I RYRNT—OBRBLET, CNIXEE. /8T vITH3 NIC [Tk
I TWET RYNT—IBR DD 2755, FD UUID &2 THEEET, i< UUID-Public>&LE
ER

2. ROOATVRAEETFTLET,

#f xe network-param-set name-label=cloud-public uuid=<UUID-Public)

8.2.10.2. XenServer DEHDT AMRYNT—I DR (AT aY)

CloudStack (%, XenServer NA/N—/N\AHF—%FRATEEREOTANRYNT—VDFEREYR—ILET,
Zxyh7— J1TIE XenServer DERIZNIVEEY HTET, /& 24, [cloud-guest] & Tcloud-guest2 ]
DINIVEFREFD 2 DDXRYRNT—IDHBELFET BEY—/N\—%A VA=)V L TR L/1RIC, Ry b T—
V%EBMLUT, CloudStack B3y hT— J%&BHTDLIIINSDINNEFERATIHENHYET,

COFIBICH > TEFRHRAMNEEZELTH DS, CloudStack ICRAREBIMLET,
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1. xe network-list #Z={TL. WIFNHODHTAMRYNT—I5RFBLET, RYRNT—I BB DOh-LIEEIE.
Z ® UUID A2 THEEFT, I E<UUID-Guest>& LET,

2. ROATVREERITLET . ZRISNILE UUID IEEBROETCESHTRZET,

#f xe network-param-set name-label=<cloud-guestN> uuid=<UUID-Guest>

3. BIMT3ETANRYNT—2ICR L CTERIEARZZFIZNILE UUID ZERALT. COFIEEEYRLE
ER

8.2.10.3. XenServer ADER DA —T Ry NT—D(FTa)

BRDAN =Ry ND =I5 FERICEYN Y T TEE T CDREEFTTRANTITOTHSRDKRY T 1
VIFIEE BITTEIVEIHYETEHATES 1 DFIE 2 DO NIC 2FARALTEITTEET, AIICERAA
L7zEBYNICH 2 DHBBEIRYTAV T 5T AEFTAEDRAN —S Ry NT—I DY Ny T B
BEODEEICBLWTITVWET,

ANL—URYNT—IIEDDRYNT—JEE BB EZRISNIVAEEELET,

TZARYRMN—TIFIRAZD IP 7RLRIC ping TBIETEDAVI—TTARATDH BRIDAN—
FYNT—OIZEBICEMELE T, 2E 2K ethO ABEERYNT—2ID NIC THBIHE L. ping -l ethO < 7
FARYVANL—=IUFINAZAD IP PRLR > IFKRBLET . IR TORBRRET. EAVY VRN —I TS
ZUTEBRYRNT—I®D NIC F/2ld RURDS ping TEETEZRENHYET , EHVFT YA —IF N
AR AN =V R NT—VICBEINTWSBIGEIE. KA EDZAN =Ry hT—2 D NIC F/zIFHR VR
ZEHLT ping TRIETIZ2RELHYFT,

BRIDRAN — Y NT—0% 2 DEYNFYTTBIEETEF T, =&AL ISCSI RILF/IRRAERETBIE
B AYRLTWRWN 2 DD NIC I F/NRRBERICLET .2 DDORYNTI—IDEELILE, —ED AR
SRILHDBETT,

RYRLAWSEEIZ. BEHEIITARTORANIRY—ERAL—T) EILERDAN —Y Ry ND—0 %ty ~
Ty TL ARIZNRIVEEYLETERENHYET,

RIS172.16.0.0/24 EORM—IRYNT—=VIT I ERTDEIIC eths YTy T 2015 RLE
ED

it xe pif-list host-name-label="hostname’ device=eth5

uuid(RO): ab0d3dd4-5744-8fae-9693-a022c7a3471d

device ( RO): eth5

fixe pif-reconfigure-ip DNS=172,16.3.3 gateway=172.16.0.1 IP=172,16.0.55 mode=static netmask=255, 255, 255. 0
uuid=ab0d3dd4-5744-8fae-9693-a022c7a3471d

8.2.10.4. XenServer @ NIC RVT 47 (AT av)

XenServer Tld, SLB(Source Level Balancing)NIC RV T4V I DY R— I FE T, /T Yo, T54
R=NBLOTZANDIS T4 0 FlEINSEMAE DRI NST1v 0% RETZ7HIC 2 DD NIC %
RYRTEFG BRI DA — PRy RNT—VERUCLIICTEET RIS HR—NINDEBEBIE N DINEE
ES

o TSAR—=NINIC % 2 D /XT) v ITNIC & 2 D, AML—VITNIC % 2 D
o TZAR=KNINIC %2 D /XTYYZIINIC & 1 D, AN —V BB RYNT—2D NIC ZfFERA

o TZAR=KNINIC %2 D /XTYYVITNIC % 2 D, AN —VIFEERYNT—ID NIC ZfFER
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© TIAR—NMNRT)vI BLPAMN—VICINICZ 1D
NIC RV FTAVTIEFNTA T3V TY,

XenServer TlX, 75 R9—HDFTARTD/—RICALRY NI —VEIRERUR Y RAREINZZEEETE
LET, VRY—ICRBDIE, BREBICRAICISAYI—IBILIZARANTY  ZNLUBRICIS RY—IBINT
BIRAMITARTCAL—THRARNTT , YRYI—ITRVRDFEETBEWVNI &K B TS RI—ITRARNDSEN
INAEERBEITFT . R/ REEYNPY T TEFIBIETRY—ERAL—TTERYET , ZThTNICDOWVT
RICEREALE G, CNUITIXIRD IS BREELREKREVWHIHYET,

« RYRIEHANCIZRAI—ITEMLICRANTRET 2RBEANHY T Y ORI RIBT S xe ITVREHEAL
TISRY—ITENL 2 BBUBRORAMCRALRY N ERETEILENHYET,

o YSAY—HDRAL—THRAME, Y RY—EREICEAUCIKEIETINELHYET, =& 2K, ethO BT R
H—EDTSAR—NRYRIZHZIBE BIMTEIAL—THRANDEE XY RNT—JIC ethO DN EET 2%
ERAHYET,

8.2.10.4.1. EERXYNI—VDKRY T4 T
BIEHIL., CloudStack ISR R MEBMT ZRTIC, BERYAT—ID NIC 2RV KT ZRENBYET,

8.2.10.4.2. 7S5 RAY—DBRADHEARNTDTSAR—KNRY KDOVERK

RDOFIRICHE>T, XenServer THRYREVERLE T, COFIRIE. V5 RA9—DHRDKEANDHTRITT S
HELRBHY £§,Z0HFITIE. 2 DD NIC(ethO LU eth1)%R KL 7= cloud-private Ry h7—0%
ERLEY,

1. RYRTZHIE NIC 28K LET,

#f xe pif-list host-name-label="hostname’ device=eth0
#f xe pif-list host-name-label="hostname’ device=ethl

ZhHDaTVRICLY, ethO BLU eth1 D NIC EZD UUID BFRERINET, T/X1R ID 1ZER
ICSEETHT/NARADEDTESHZFT, LOOAY Y RTIRINA UUID % slavel1-UUID LT
slave2-UUID &L ZF 9,

2. RYRAOOFHLWRYNT—VEERLET EAE FLWRYNT—VDERI% [cloud-private] ELE
ED

ZDFNIVSEETY  CloudStack IFEEENMER L BRIZEAL TRV NI —V2RBLET . BHE
FYMNNT=JICDVWTISIRRADIRNTORANCRLEGRIZNVEFER TR ENHYIT,

# xe network-create name-label=cloud-private
# xe bond-create network-uuid=[uuid of cloud-private created above]
pif-uuids=[slavel-uuid], [slave2-uuid]

INT. BEERYIT—2ELT CloudStack TR CTEDRYRRFPZHRTEEL,

8.2.10.4.3. RTYYIRYNT—VU DRV T4V T
RYTAV TR ABRDINT VIR NI = TRETEXT NTYYIRYNT—ITRY TV T %fERAL.
BEERXYNT—IDODET DA BEEINT)vIRYNI—VADRY R ERT2RENHYFT,

8.2.10.4.4. )5 R9—DRADKANTD/NT) v IRV RDIERK
ZDFIRIE. VFAI—DRNDIEANDHTRITTEIVENHYET, ZOHFITIE. 2 DD¥IEE NIC(eth2
&£ eth3) ARV R L7 cloud-public Xy h7—2%ERLET,
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1. RYRT2ZHIE NIC #8RLET,

fixe pif-list host-name-label="hostname’ device=eth2
#f xe pif-list host-name-label="hostname’ device=eth3

INSDOTVRICEY. eth2 LU eth3 D NIC &ZFD UUID BARRINF T, T/81 R ID 1FEREIC
HETEITFNAADEDTEBXHAZF T, LAYV RTREINT UUID % slave1-UUID &L slave2-
UUID &ELZEY,

2. RYRADOHLWRYNTI—VEEMRLET . cEXIE FHLWRYRT—IDAFI% [cloud-public] & LE
ED

IDZNIVFEETY, CloudStack I(FEEEMEHRL AR EZFERLTRY NI —VERBLET /T
VYO RI¥NMT—DICDWTISVRADIANTDRANTRLERSNIVEZERTELENHYET,

#f xe network-create name-label=cloud-public
# xe bond-create network-uuid=[uuid of cloud-public created above]
pif-uuids=[slavel-uuid], [slave2-uuid]

INT.N\T)yoRybhT—-ELT CloudStack TR TEDRVRRTEHBETEEL .

8.2.10.4.5. Y5 ARI—~DHRANDIEM

WMEBICIGL TR RAY—ICRY REBE LB AIE. AL—TRANEEBMNT2HRENHYET , VS5RI—ITE
MEZTARTORRAMNTROAT Y RERITLET, N T RAMNE—D XenServer 7—ILD T RY—IC
mbyEY,

#f xe pool-join master-address=[master IP] master-username=root
master-password=[your password]

8.2.10.4.6. VS RI—L2FTDORYREYNTYTDET
T—=ILICTRTDRANEBI LS, cloud-setup-bond RV ERITLET, DRV TMILY. 5
RI—HDFTRTDRANDRY ROBREEYNTYTEET LET,

1. /usr/lib64/cloud/common/scripts/vm/hypervisor/xenserver/cloud-setup-bonding.sh 241
ThEBBY —/N—D5 TRY—FKRAMIOE—L AV T RITERETH B E AL T,

2. RORY) TP ERITLET,
#t ./cloud-setup-bonding. sh

INT RYRDEYNTYTIN IS RY—2ETEDICERINE L,

8.2.11. XenServer /N\—2a> D7y S L —K

ZZTId, CloudStack RA K E®D XenServer V7RI 75Ty 7T L—RTBRICDODWTEHRBALET, £
DTy TTL—RIE XenServer ODRF 21XV N CHBINTWETN. 7y 7SI L—ROFIEICEBIMLTETY
DELHBFIEHINDOHOHYET,
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®::

N—RITTHEFHLWA—T37 D XenServer EOFMAREINTWSIEEER LTI,

XenServer 7y L —RT3ICIE
1. T=IR=R%ETYSIL—RLEFT . BEY—/N\—/—RTROFIEEETLET,

a. T—HIR=RENYITYTLET,

# mysqldump —--user=root --databases cloud > cloud.backup. sql
#f mysqldump --user=root --databases cloud usage > cloud usage.backup.sql

b. ZZT.T7YTIL—REARDKRANETEMELTWBIRIBEYY VY DOSYA TALEETINENAHBZH
HELhEtA.

« £L.XenServer 5.6 GA n5 XenServer 5.6 SP2 | £/ I3 R DOSH (1 F%Cent0S 5.5
(32-bit). Oracle Enterprise Linux 5.5 (32-bit) £ L<I& Red Hat Enterprise Linux 5.5 (32-
bit) . HASZDMDLinux (32-bit) ICT7Y T L—RI2G5E—ETNOER—DOSYITHEE
Dt DLinux (64-bit) ICEBRTIBRELHYET,

+ £ L. XenServer 5.6 SP2 5 XenServer 6.0.2 . /I3 RIEY > DOSH A T%CentOS 5.6
(32-bit). CentOS 5.7 (32-bit). Oracle Enterprise Linux 5.6 (32-bit). Oracle Enterprise
Linux 5.7 (32-bit). Red Hat Enterprise Linux 5.6 (32-bit) £ L<I& Red Hat Enterprise
Linux 5.7 (32-bit) . hSZF DD Linux (32-bit) IC7Y T L—RKT 256 —EThSE5RE—D
OSHATH5ZDMDLinux (64-bit) ICEBRTZHELHYET,

« HL. EEEDEY XenServer % 5.6 5 6.0.2 ICF7v T L—RLIBE

c. BEY—N—FRAKRY—N—ZBEHLIES.NIZIFRI—BIC—ELIERLIT,

# service cloud-management start
#t service cloudstack-usage start

2. CloudStack 25 XenServer 75289 —D#EfiaH LET,
a. root &L T CloudStack Ul B507 1L T,
b. XenServer 75 X9—IC# &L, [Actions]. [Unmanage]DIEICV) v I LET,
c. USAI—DIREEN[Unmanaged]IC2FETERLET,
3. 9ZRY—LEDORAMIOT A1V L. VLAN 25— 57V RERTLET,
# . /opt/xensource/bin/cloud-clean-vlan. sh

4. RAMAQTAVLIEEXR TYTIL—RDIDDRIV TN eRTLET,

#t /opt/xensource/bin/cloud-prepare-upgrade. sh
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NoTIWNoa—F407 : ELICDERYRITEHA I EWSIS—ICEBLGE . REBTIICOY
14>L CD % umount L7z, A2 FMafHITLTLE I,

PDSRG—EDLRTDRAMD XenServer VI Iz T 5T YT L—RU . RHIIDYRAY—ERDBRANE
TvTTL—RLTLEIL,

a. BOKRAMDETDREIIVESATIATL—309 5T Administrator's Guide®D
lnstructions for live migration | A& 8B L T/ZXL,

NSTNoa—T4207  RET IV DBEFE LUTOLIBIS—AvE—I2R2NE LI EA,

[root@xenserver-qa-2-49-4 ~]# xe vm-migrate live=true host=xenserver—qa-2-49-5 vm=i-2-8-VM

You attempted an operation on a VM which requires PV drivers to be installed but the drivers were not
detected.

vim: b6cf79c8-02ee-050b-922f-49583d9f1a14 (i-2-8-VM)

COBBEERRT D10 REETLET,
#f /opt/xensource/bin/make migratable.sh b6cf79c8-02ee-050b-922f-49583d9f1a14

b. "AN=BIEEILETY,
c. XenServer DRF 1AV REHEIZ XenServer L WN—Iav 7y T L—RLET,

d. 7Yv7FIL—ROETHRIRINDGZAAISRINZ 77/ VB AT R Y —N\—05IE—LET,

EEY—N—DLUTDOI771I % XenServer RAMIOE—LZET,
/usr/lib64/cloud/common/scripts/ /opt/xensource/sm/NFSSR.py
vm/hypervisor/xenserver/xenserver60/

NFSSR.py

/usr/lib64/cloud/common/scripts/vm/ /opt/xensource/bin/setupxenserver.sh

hypervisor/xenserver/setupxenserver.sh

/usr/lib64/cloud/common/scripts/vm/ /opt/xensource/bin/make_migratable.sh
hypervisor/xenserver/make_migratable.sh

/usr/lib64/cloud/common/scripts/vm/ /opt/xensource/bin/cloud-clean-vlan.sh
hypervisor/xenserver/cloud-clean-vlan.sh

e. UTRV)ThDET:
#t /opt/xensource/bin/setupxenserver. sh

NSTNoa—T40 7 UWTFDIS— Ayt —Y %R LBE  REICENEEWLTHIENTE
E

mv: cannot stat “/etc/cron.daily/logrotate’ : No such file or directory
f. ZARL—=2)RONIWEBTOvIT /N1 R)% XenServer RAMIERELET,

#f for pbd in “xe pbd-list currently-attached=false| grep “uuid | awk ’{print $NF}’ ~; do xe pbd-plug
uuid=$pbd ; done
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SEE: XenServer T—IULICRANEBIILABRIZ 2 TOREB IS VEBIRAMIBITIE, ZOHRR
N%& XenServer 7—IL D SEYHATRENHYFT,

INODFIEEISAY—HNDETDRANERUL/N—Tav D XenServer IC7v T L—RK$37-0F
BLET,

XenServer 7S5 249—HWD 1 EDORANTROATY REEFT L RAN T &I =27y T LET,

#f for host in $(xe host-Llist | grep “uuid | awk ’{print $NF}’) ; do xe host-param-clear uuid=$host param-
name=tags; done;

®:

AYV/RZEIE—LTETIBESE BE—DITELTHYMIF IR LTEIW, —FOK
FAAVIEL—T =TI, AE—LETHFAMIABZRBITIETIN D TEELHYET,

XenServer 75 24 —% CloudStack ICB#EHELET,

a. root &L T CloudStack Ul B5R7 1V LET,

b. XenServer 759 —I &L, [Actions]. [Manage]|DIE 27Uy o LET,
c. REBEERL IRNTORRAMEKRIINDEOEHELET,

FRTDORAMDRRIEINIS IFRAI—RAD 1 BEORANTRODIATY RERTLET,

#f /opt/xensource/bin/cloud-clean-vlan. sh

8.3. VMware vSphereD A >V A h—JLERERK

VMware vSphere NA/X—N\AHF—%FHLTT AMREY YV ERTT2HEIE. VF7TRROERMS
vSphere 1> Ah—JLLET,

8.3.1. vSphere RAMD Y AT LEH

8.3.1.1. VI Iz T7EH

Version 4.1 F7zI% 5.0 @ vSphere & U vCenter

vSphere Standard #8815 LE T, 7=72L.vSphere 51> XD CPU #IfRAZETEIHNENHDIEIC
ERLTLEIW, hitp://www.vmware.com/files/jp/pdf/vsphere_pricing.pdf &8 L. VMware DiR553H
LEEEHKLTEI L,

vCenter Server Standard =5 #EHLET,
INAIR—=INAHF—DEETTHRMT 2T RTD Hotfix FH LIcZEARRELET  NA/—(H—D

HETDOYR—INFrRIVZEZBLUT/ Ay FON)—RRREHEEEL, Sy F NN —RINAES5TEBREITEL
BWRALET /N\/S—N\AHF—D %B/vFIZDWT CloudStack ABEEIMIBRITRIEEH YEH A
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vSphere RRANDY R T LEMH

RAMINANR=—INAY —DRHF/N\FEEATEIEIIFEEICEETT R/ \WFNERAINTLAL
SRATF A BESNANRN=NAF—DRETHISHR— EZIFONFEEA.

o 2 TCONER Hotfix Z@ALEY,

RAHTD Hotfix ZBALAWE, T - DB ORBEY VORANELEAREMELHYETT,

8.3.1.2. N\—KROxT7E(:

RZAME vSphere EOB#MZREINTWIRELHYET, hitp://www.vmware.com/resources/
compatibility/search.php M@ TVMware Hardware Compatibility Guidel =S8 L TLEXL,

FTARTDRAMIBAEY ML VT N—RITF7RIET SV (Intel-VTE/ZIFAMD-VHI BN THB I &) =Y
R—NT2RENHYFT,

12DI5RA9—ADRAMNIBEN R CTHERLEDHYFTT, DFY. CPUDTEFRREHA B LT, ALK
72U THBERENHYET,

64-bit x86 CPU(Z<DIAT7ZABTDILETNIA—IVADE LN RIAFNET),
TERBIEOYR— D BE,

4GBDXE'),

36 GBOO—AITARY

=P 1DLLEDNIC,

FRIIPT KL R

8.3.1.3. vCenter Server D& {4:

7Oty 2 DD CPU, 2.0GHz BLE® Intel F7(d AMD x86 Oty ., 7—49R—2%&E LYV T
RITI2HEF JYBEREOTOEY Y NRETY,

XE!): 3GB D RAM, T—9XR—R%ZR@UTY U TEITT2HEIE. LYUE<D RAM " ETTY,
TARAY AN =Y 2CGB, T —9NR—R%ZRLYY U TRITTIHEEIF. LYZBKDAN—IDRBETT,

Microsoft SQL Server 2005 Express DT 1 AV EH, NV RILINTWET—IR—UTIE AV A R—
W7 —Hh4T5RBHATZHDHRK 2GB DT A RVBE N UETT,

FYRT—U 27 I 1Gbit £72I& 10Gbit,

& L<IZ. http://pubs.vmware.com/vsp40/wwhelp/wwhimpl/js/html/iwwhelp. htm#href=install/

c_vc_hw.html T¥nlvCenter Server and the vSphere Client Hardware Requirements | A5 8B L T 72
Ly,

8.3.1.4. ZDIFH DEH:

VMware vCenter Standard Edition 4.1 F7zl& 5.0 #4~Ak—JLL.vSphere FRAMDEEIFEHTS
BEIHYE 7,

EAER—bN 443 %FATE LI vCenter R L. CloudStack BIEEH—/\—&@BETEZLIIITS
WERHYET,
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o DENCAY AR =)L LR ANEBHERT 3154813, VMware ESXi BV AM—ILTBREINHYET,

+ CloudStack IZl& VMware vSphere 4.1 £7:1 5.0 B’ HE T, VMware vSphere 4.0 [$HR—hEh
Ft A

« All hosts must be 64-bit and must support HVM (Intel-VT or AMD-V enabled). All hosts within
a cluster must be homogeneous. That means the CPUs must be of the same type, count, and
feature flags.

+ CloudStack EEXxy 7 —2&BIMEORERY N T—2ELTER L TIZWFTEE A, CloudStack E1E
FyhT—7 (L. vCenter BIERYNI—JERLUTHY ., TOEME A UL T, #vCenter I
#HH# BB LTIE XN,

+ CloudStack IZI& ESXi AAETYESX Y R—IhINFEA,

+ CloudStack TERET23RTDYY—2(Z, CloudStack ERICTBIMEMNHYZT,CloudStack T
1L ESXi DAV RY Y RFE X AN —V % FHDEEIVY —IILEHBFTEFEHE A CloudStack TERT
BAMNL—UR)a— L%, CloudStack ICEZEERRADEID ESXi —/N"—yhEHBFLAWTLE
Iy,

© VSRI—RDITRTDNR ESXi NA/8—/14H—% vCenter THEDT—9tVH—ICRELZT,

+ CloudStack TEIE 3277 RI—ICRETI UV EESHRWTLIEEW, CloudStack EHD IS R49—T,
B — /N— vCenter. BLUZFDIFHIDIRIETI U HEITLRWTLE XV, CloudStack TERT3
BEDISRY—%ER L. CDISRAI—RICRIET I VDWW EARERLTLE IV,

o MWERTRTD VLAN (. TRTD ESXi N /8= NAHF—KRAMINS U IEETINELHYET . N
IZiE, B, AhL—Y vMotion, 8LV AN VLAN D7D VLAN A& ENFET .7 A M VLANFEGR

FYRNT—UBRETHEALET, [RYNT—ID Y NT7vT 1525 8R)IL. CloudStack TEIEY Z&E KL
VLAN DO TY,

8.3.2. VMware AIlFF v/ ZMNEBEELET,
AVARN=ILELYABIEDBDICLLTOEREIRELET,

o #vCenter ##H#H##H DIEHRAINELET,

o #VMware #H#HHHHHHHH OEREINELET,

8.3.2.1.vCenter Fxv7)RX
vCenter ICEAT LU T OIBTRHINEICARYET,

vCenter £ & FR

vCenter 1—H'— A—H—IJIEEEERIDE
ERYFET,

vCenter 1—H'—/X27—NK rERI—H—IIHTB/RT—
[N

vCenter 7—49t4—% T—HtEVHI—D AR

vCenter 75249 —4% VSR —D AR

8.3.2.2. VMware Xy NT—0DF v I A
VLAN ICEALTUTOBBRIBEICRYET,
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VLAN 5%k f& =

ESXi ICH1F% VLAN FHETDIETD ESXi /N (/8=
1Y% —®0 VLAN

ESXi @ VLAN IP £ ESXi VLAN £® IP 7KL XD
B RBI—5—BDTRLAD
ZOHEETHAINEY,

ESXi @ VLAN IP ®4F—hkoxA
ESXi @ VLAN v h< 2%

BB —/N\—D VLAN AVAR=ILINTWS
CloudStack B H—/N\—D
VLAN [&E#R

/XT71)w VLAN Ty NI —4- 0 VLAN

INT)wH VLAN OF —koxA
8Ty VLAN DRy k< RY
IXT)wIVLAN IP7RL D& Range of Public IP Addresses
available for CloudStack

use. These addresses will

be used for virtual router on

CloudStack to route private
traffic to external networks.

BEHMFEIVLIANDELH A contiguous range of non-
routable VLANs. One VLAN
will be assigned for each
customer.

8.3.3. vSphereD 1> AN—JLF|E

1. Ifyou haven't already, you'll need to download and purchase vSphere from the VMware
Website (https.//www.vmware.com/tryvmware/index.php?p=vmware-vsphere&Ip=1) and install it
by following the VMware vSphere Installation Guide.

2. Following installation, perform the following configuration, which are described in the next
few sections:

ESXi IRAMDSetup RoT12NIC
Configure host physical networking, virtual | XJLF/NRNZAZAN—Y

switch, vCenter Management Network, and
extended port range

iISCSID7=HDAN —L AR

Configure clusters in vCenter and add hosts
to them, or add hosts without clusters to
vCenter

8.3.4. ESXikA N2y 7y
All ESXi hosts should enable CPU hardware virtualization support in BIOS. Please note hardware
virtualization support is not enabled by default on most servers.
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8.3.5. M RAMDRYNT—7

You should have a plan for cabling the vSphere hosts. Proper network configuration is required
before adding a vSphere host to CloudStack. To configure an ESXi host, you can use vClient

to add it as standalone host to vCenter first. Once you see the host appearing in the vCenter
inventory tree, click the host node in the inventory tree, and navigate to the Configuration tab.

[ i " . . U e e
) WIN-OMUOCMSFUBT - vSphere Client s e » T - e " il -4 = B
File Edit View Inventory Administration Plug-ins Help
=
EJ |& tome b g5 mventory b [l Hosts and Clusters (8] Search Inventory Q
o +
3 ¢ @
B @ N'DMUC‘CMSFUB? esxhost-15.lab.vmops.com VMware ESXj, 4.0.0, 208167 | Evaluation (28 days remaining)
=] cloud.dc.KY
= Getting Started | Summary | Virtual Machines | Performance [ Lal T el Tasks & Events | Alarms [ Permissions | Maps | Starage Views | Hardware Status
= [l cloud.cluster.1.1.1
[ |esxhost-15.Iab.vmops.com o
- F View: [Virtual Switch wNetwork Distributed Switch
G s 1KY
& w2k Processors Networkin Refresh Add Metworking... Properties...
‘g
Tl cloud.dc.sanity Memory
cloud.de.st =
=F Storage i
" cloud.de TEST . Virtual Switch: vSwitch Remove... Properties...
cloud.de. VM v Metworking
- virtual M Grouy Physical Adapters
[y test Sw'agekAd:m‘S 0 doud.public.untagged gl_ nict 1000 Full  §A
”Zr““' :ap““ B2 virtual machine(s)
Advanced Settings S 1KY @
Software L @
Licensed Features P! cio’lid‘pubhc.ﬁ .
Time Configuration VLAN ID: 33
DS and Routing o~
Power Management A doud.private =2 3
Virtual Machine Startup/Shutdown [ |2 virtual machine(s)
Virtual Machine Swapfile Location 5-1-KY 5
Security Profile v-2KY i}
System Resource Allocation Vit e Port Group.
Advanced Settings L3 VM Network e.
B |1 virtual machine(s)
routing-8
[ Management Network e.
vmk0 : 192.168.150.15
Recent Tasks Name, Target or Status contains: = Clear X
Name Target Status Details -
$Y4 Removeport group [l esxhost-15.1ab.vmops.om @ Completed |
@ Remove port group [@ esxhost-15lab.vmops.com @ Completed il
- = A—— -— - - :
as arms valuation Mode: 50 days remaining | Administrator
Tasks Al Eval Mode: 50 d: ini Admini

In the host configuration tab, click the "Hardware/Networking" link to bring up the networking
configuration page as above.

8.3.5.1. RIERAvF DEXE
A default virtual switch vSwitchO is created. CloudStack requires all ESXi hosts in the cloud to

use the same set of virtual switch names. If you change the default virtual switch name, you will
need to configure one or more CloudStack configuration variables as well.

8.3.5.1.1. 74y DB

CloudStack allows you to use vCenter to configure three separate networks per ESXi host. These
networks are identified by the name of the vSwitch they are connected to. The allowed networks
for configuration are public (for traffic to/from the public internet), guest (for guest-guest traffic),
and private (for management and usually storage traffic). You can use the default virtual switch
for all three, or create one or two other vSwitches for those traffic types.

If you want to separate traffic in this way you should first create and configure vSwitches in
vCenter according to the vCenter instructions. Take note of the vSwitch names you have used for
each traffic type. You will configure CloudStack to use these vSwitches.
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8.3.5.1.2. R—hDI&ENN

By default a virtual switch on ESXi hosts is created with 56 ports. We recommend setting it to
4088, the maximum number of ports allowed. To do that, click the "Properties..." link for virtual
switch (note this is not the Properties link for Networking).

(&) vSwitchD Properties

Ports | Metwork Adapters I

Configuration | summary | o

ﬁ vSwitch 56 Ports | Mumber of Ports: 56

g cloud.publicunta.. Virtual Machine ...

g cloud.public33 Virtual Machine ... — Default Policies

g cloud.private Virtual Machine ... Security

@ VMNetwark Virtual Machine .. Promiscuous Mode: Reject

g Management Met... vMotion and IP ... )
MAC Address Changes: Accept
Forged Transmits: Accept

Traffic Shaping
Average Bandwidth: -
Peak Bandwidth: -
Burst Size: =

Failover and Load Balancing

Load Balanding: Port ID
Network Failure Detection: Link status anly
Notify Switches: Yes

Failback: Yes

Active Adapters: wmnicl
Standby Adapters: MNone

Unused Adapters: None

Add... Edit... Remaove

Close I Help |

In vSwitch properties dialog, select the vSwitch and click Edit. You should see the following
dialog:
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Q] viwitch( Properties

.......................

Generall Security ] Traffic Shaping ] NIC Teaming ]

Virtual Switch Properties

Mumber of Ports: ] -

& Changes will not take effect until the system is restarted.

8]4

Cancel

Help

e

In this dialog, you can change the number of switch ports. After you've done that, ESXi hosts are

required to reboot in order for the setting to take effect.

8.3.5.2. vCenter Y RX—IAVRNRYRND—VDERTE

In the vSwitch properties dialog box, you may see a vCenter management network. This same
network will also be used as the CloudStack management network. CloudStack requires the
vCenter management network to be configured properly. Select the management network item in

the dialog, then click Edit.
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@ Management Metwork Properties @

.......................

Port Properties i
Metwork Label: |Management Metwork
VLAN ID (Optional): | 2 ﬂ
vMotion: ¥ Enabled
Fault Tolerance logging: [ Enabled
N Management traffic: [+ Enabled

QK Cancel Help

b

FROBAREINLIEARAL TSN

* VLAN ID set to the desired ID
« vMotion & #&
* Management traffic enabled.

If the ESXi hosts have multiple VMKernel ports, and ESXi is not using the default value
"Management Network" as the management network name, you must follow these guidelines to
configure the management network port group so that CloudStack can find it:
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« Use one label for the management network port across all ESXi hosts.

* In the CloudStack Ul, go to Configuration - Global Settings and set
vmware.management.portgroup to the management network label from the ESXi hosts.

8.3.5.3. Extend Port Range for CloudStack Console Proxy

(Applies only to VMware vSphere version 4.x)

You need to extend the range of firewall ports that the console proxy works with on the hosts.
This is to enable the console proxy to work with VMware-based VMs. The default additional port
range is 59000-60000. To extend the port range, log in to the VMware ESX service console on
each host and run the following commands:

esxcfg-firewall -o 59000-60000, tcp, in, vncextras
esxcfg-firewall -o 59000-60000, tcp, out, vncextras

8.3.5.4. vSphereMNICRY T 1V T DR E

NIC bonding on vSphere hosts may be done according to the vSphere installation guide.

8.3.6. Storage Preparation for vSphere (iSCSI only)

Use of iSCSI requires preparatory work in vCenter. You must add an iSCSI target and create an
iSCSI datastore.

NFSEEIIZE . COFIRIZRFYT LTI,

8.3.6.1. Enable iSCSI initiator for ESXi hosts

1. InvCenter, go to hosts and Clusters/Configuration, and click Storage Adapters link. You will

e ||
() IDCF-WIN - vSphere Clier [ s
File Edit View Inventory Administration Plug-ins Help
a8 ‘Q Home D g Inventory b [l Hosts and Clusters H@jv|5&6\[h Inventory |Q|
4 = e 4
& & 3
a @CF'W‘" 192.168.190.13 VMware ESXi, 4.1.0, 260247 | Evaluation (56 days remaining)
B [y 10CFwMware
[ Ay e el | Geiting Started " Summory " Virtual Machines | Performance  JESIEWEIERY Tasks & Events | Alarms | Permissions [ Maps | Storage Views | Hardware Status
[@ [192.168.190.13 St Adi Refresh R All
Hardw: orage Adapters efres! escan Al ..
[ 192.168.190.14 are
) ) Device | Type | wwn |
Processars
Memary 82801GB/GR/GH (ICH7 Family) Serial ATA Storage Controller IDE
Storace @ vmhbat Block 5CST
I Networkin & vmhba3z2 Block SCSI
etw
| ., A: - iSCSI Software Adapter
b Storage Adapters | @ i5Cs1Software Adapter iSCsT
| Network Adapters
Advanced Settings
| Foner Management Details
Software Propertiss. ..
Model:
Licznsed Features {SCST Name:
Time Configuration ISCST Alias:
DNS and Routing Connected Targets: Devices: Paths:
|
Authentication Services
View: [Devices Paths
| Power Management Pt
Virtual Machine Startup/Shutdown Name | Identifier | Runtime Name LUN Type Transport
virtual Machine Swapfie Locaton
i Security Profile
System Resource Allocation
« [ *
| Advanced Settings
I
Recent Tasks Name, Target or Status contains: ~ Clear X
Name Target Status | Details
< i »
7 Tasks @ Alams | | Mode: 59 days remaining |

2. Select iSCSI software adapter and click Properties.
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) . ” M
]f,.] 1SCEI Initiator (vmhba33) Properties @M

General | Dynamic Discovery I Static Discovery I

—iSCSI Properties
Mame: ign. 1998-01.com. vmware:idcf-vmwi-30e242e7
Alias:

Target discovery methods:  Send Targets, Static Target

— Software Initiator Properties
Status: Enabled

CHAP... Advanced... Configure...

Close Help

3. Click the Configure... button.
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-
@ General Properties

i5C5I Properties
iISCSI Mame:

iSCSI Alias:

. 1998-0 1. com.vmware:idcf-wmwl-30e 242

Status

¥ Enabled

(04 I Cancel

Help

4. Check Enabled to enable the initiator.

5 RETBZLEHICIOKIZSY

VY LTLIEEW,

8.3.6.2. iSCSI target®3& 10
Under the properties dialog, add the iSCSI target info:

-
@ Add 5Static Target Server

ISCSI Server:

Port:
i5C5I Target Name:

Parent:

192,168.192.10

3260

CHAP... |

'gn. 200 1-04.com.example:storage. disk2.sys 1.x

Authentication may need to be configured before a session can
be established with the spedfied target.

Ok Cancel |

Repeat these steps for all ESXi hosts in the cluster.
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8.3.6.3.iSCSIT—9 A7 %=E5

You should now create a VMFS datastore. Follow these steps to do so:

1. Select Home/Inventory/Datastores.
2. Right click on the datacenter node.
3. Choose Add Datastore... command.
4. Follow the wizard to create a iSCSI datastore.

This procedure should be done on one host in the cluster. It is not necessary to do this on all
hosts.

F ™
(5) IDCF-WIN - vSphere Client [ESREER
File Edit View Inventory Administration Plug-ins Help
ﬁ a |E§ Home @ gf Inventory [ Q Datastores ||E',jv Search Inventory |Q|
B [ IDCF-WIN
= IDCF-VMware
— Getting Started | Summary | Virtual Machines QgbhEieR Performance ' Configuration ' Tasks &
H datastorel
a datastorel (1) MName or State contains: - I Clear
I H datastore2
a8 Name | State | Status I % CPU |
B 192.168.190.13 Connected & MNormal o
4 11 | 2
Recent Tasks Mame, Target or Status contains: ~ I Clear X
Name Target | status
4| [ +
1 % Tasks @ Marms | |Evaluation Mode: 58 days remaining  |Administrator

8.3.6.4. Multipathing for vSphere (Optional)

Storage multipathing on vSphere nodes may be done according to the vSphere installation guide.

8.3.7. Add Hosts or Configure Clusters (vSphere)

Use vCenter to create a vCenter cluster and add your desired hosts to the cluster. You will later
add the entire cluster to CloudStack. (see ##t####it#:vSpheret).

8.3.8. Applying Hotfixes to a VMware vSphere Host

1. Disconnect the VMware vSphere cluster from CloudStack. It should remain disconnected
long enough to apply the hotfix on the host.

a. root &L T CloudStack Ul 5051V LET,

See #UIH#HIHH#HE.
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b. Navigate to the VMware cluster, click Actions, and select Unmanage.
c. [Unmanaged] "RTINZDFTRELEEFRLET,
2. Perform the following on each of the ESXi hosts in the cluster:
a. Move each of the ESXi hosts in the cluster to maintenance mode.
b. Ensure that all the VMs are migrated to other hosts in that cluster.

c. Ifthere is only one host in that cluster, shutdown all the VMs and move the host into
maintenance mode.

d. Apply the patch on the ESXi host.
e. RRINLOLBREEILET,
f. RAMDAVFTFUVRE—REZF+EILLET,
3. 952%%CloudStack ICE#EHRLET,
a. root &L T CloudStack Ul 5071V LEY,
b. Navigate to the VMware cluster, click Actions, and select Manage.

c. Watch the status to see that all the hosts come up. It might take several minutes for the
hosts to come up.

Alternatively, verify the host state is properly synchronized and updated in the
CloudStack database.
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Additional Installation Options

The next few sections describe CloudStack features above and beyond the basic deployment
options.

9.1. FRWAE Y —/\—DA Y AN—=)L(F T 3V)
EEY—N—HELEHRLES. ATV av THEARDAE Y —/ =%V AN—)LTEET, FERAKRE
B—IR—TYRFLRDARY ST —HEBBL T EARRICETWTF ATV MRS TEIENTE
ij-o

BHOBEY —N\—DEEITZIHEE. EFRRLINEY —N—EZOVWTINMIA VANV TEET F

RRTREY —N\—ICE > THERARR T —S DLBAFEINEZ T, AAEIRREINS AT EAR
MARY —N—%DRKEE 2 BOEBY —N—ICAV AL TIUENHYFT,

90.1.1. FRRTAEY—NN—DI VA= ILEH
o FRIRIGAEY—/N—BAVRMN—)LTBEIICIT. BEY—/NN—BDEELTWBARELIHYET,
s FHERTAEY—N—EFBEBY—N—,RLCY—/IN—ITMVRAN—=ILTEBHELHYET,

9.1.2. FAWKKAMEY—/N—D1VAM—ILF|E
1. ./install.sh #£{TLZEY,

#f ./install.sh

AV ZAN=F—DEFEIEDICON TV DD DAY E—IDNRRIN, TORISEIRBEDO—EN KT
INF 7,

2. ERARTRAEY —/N—ZAV =T 5. S ZFIRLET,

> S

3. AVAM=ILHTET LELOROOY Y RERITLUTERRBE Y —N\—%EELET,

#f service cloudstack-usage start

FERRKRAE Y —/N\—DFMRBEICOVWTEFLE, FTEEAMFIZSRL TSIV,

9.2. SSL (Optional)

CloudStack provides HTTP access in its default installation. There are a number of technologies
and sites which choose to implement SSL. As a result, we have left CloudStack to expose HTTP
under the assumption that a site will implement its typical practice.

CloudStack uses Tomcat as its servlet container. For sites that would like CloudStack to
terminate the SSL session, Tomcat’s SSL access may be enabled. Tomcat SSL configuration is
described at http://tomcat.apache.org/tomcat-6.0-doc/ssl-howto.html.
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9.3. Database Replication (Optional)

CloudStack supports database replication from one MySQL node to another. This is achieved
using standard MySQL replication. You may want to do this as insurance against MySQL server
or storage loss. MySQL replication is implemented using a master/slave model. The master is

the

node that the Management Servers are configured to use. The slave is a standby node that

receives all write operations from the master and applies them to a local, redundant copy of the
database. The following steps are a guide to implementing MySQL replication.

Creating a replica is not a backup solution. You should develop a backup procedure for the
MySQL data that is distinct from replication.

5.

6.

7.

Ensure that this is a fresh install with no data in the master.

Edit my.cnf on the master and add the following in the [mysqld] section below datadir.

log bin=mysql-bin
server_id=1

The server_id must be unique with respect to other servers. The recommended way to
achieve this is to give the master an ID of 1 and each slave a sequential number greater than
1, so that the servers are numbered 1, 2, 3, etc.

Restart the MySQL service:

it service mysqld restart

Create a replication account on the master and give it privileges. We will use the "cloud-
repl" user with the password "password". This assumes that master and slave run on the
172.16.1.0/24 network.

#f mysql -u root

mysql> create user ’cloud-repl’@ 172.16.1.% identified by ’password’ ;
mysql> grant replication slave on *.% TO ’cloud-repl’@ 172.16.1.% ;
mysql> flush privileges;

mysql> flush tables with read lock;

Leave the current MySQL session running.
In a new shell start a second MySQL session.

Retrieve the current position of the database.

#f mysql -u root
mysql> show master status;

| File | Position | Binlog Do DB | Binlog Ignore DB |
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10.

11.

12.

13.

14.

15

16.

mysql-bin, 000001 412

Note the file and the position that are returned by your instance.
Exit from this session.

Complete the master setup. Returning to your first session on the master, release the locks
and exit MySQL.

mysql> unlock tables;

Install and configure the slave. On the slave server, run the following commands.

# yum install mysql-server
#f chkconfig mysqld on

Edit my.cnf and add the following lines in the [mysqld] section below datadir.

server_id=2
innodb rollback on timeout=1
innodb lock wait timeout=600

Restart MySQL.

#f service mysqld restart

Instruct the slave to connect to and replicate from the master. Replace the IP address,
password, log file, and position with the values you have used in the previous steps.

mysql> change master to
-> master host="172.16.1.217,
-> master user="cloud-repl’
-> master_password="password’,
-> master log file="mysql-bin. 000001’
-> master log pos=412;

. Then start replication on the slave.

mysql> start slave;

Optionally, open port 3306 on the slave as was done on the master earlier.

This is not required for replication to work. But if you choose not to do this, you will need to
do it when failover to the replica occurs.
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9.3.1. Failover

This will provide for a replicated database that can be used to implement manual failover for the
Management Servers. CloudStack failover from one MySQL instance to another is performed by

the
1.

2.

administrator. In the event of a database failure you should:

Stop the Management Servers (via service cloudstack-management stop).
Change the replica's configuration to be a master and restart it.

Ensure that the replica's port 3306 is open to the Management Servers.

Make a change so that the Management Server uses the new database. The simplest process
here is to put the IP address of the new database server into each Management Server's /etc/
cloud/management/db.properties.

Restart the Management Servers:

#f service cloudstack-management start
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BRAICERTZ7—F77Fvid. REOREEBNICE>TEAYFIT, II TR TAMCE A RRICETR
IINREDRFY. ERBREANDOERRICELALZRR2ICARBARBE LY Ny T RE BRAT—FT0F v
DEERLET,

10.1. NRIEL R

Public IP 62.43.51.125 Internet

Firewall

NAT and port forwarding
192.168.10.0/24

_ Layer-2 switch

192.168.10.10

192.168.10.3

Management Server 192.168.10.11

192168104 [l ol ———

192.168.10.12

NFS server
192.168.10.13
192.168.10.5 — —
— — — —
vCenter Server (for VMware only) Computing Node

Small-Scale Deployment

ZDMIL, CloudStack D/NEELREBRAORYN D) —0 7 —%F I F v & RLTWET,

o AVH—RYMADERLT7AT 04— ENLTITONET, 7717 I4—ILIE NAT E—RTHERINZE
o T7ATIA—=ILIE HTTP BXRE LV API FOE LA VY —RY MO SEEY —/N\—|CEELET. B
BY— N—(FBERYNT—Y LICERELET,

o LAV—2 ZMYF DB, T RTOYBY—N—EZAN—V%ERLET,

¢« 1 BD NFS H—N—H, TSATYRN—IBLVCEAVI VRN —VOEAEE L THARELET,

« BEY-—N\—QFEERXYNT—IICERINET,
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10.2. KIRELTIREYNTYS

‘ [ Internet

Layer-3 switches with firewall

modules

Layer-2
switches

Management Node

vCenter Server

Storage
servers

Secondary storage Pod 1 Pod 2
servers

Large-Scale Redundant Deployment
ZDEIZ, CloudStack D KIFELBEADRY NI —I 7 —F TV FvERLTVET,

o LAV—3 RAYFLAVY—HBTF =94 —0AT7ICHYET . VRRP DLHIIIL—9—R7OMNIILEE
HIEZMNEIrHYET  EEIE.NAITVRATAAYFICTIFAT IA—IVEV 12— I EEFNET L1V —3
ZAYFICTPAT 04— IVBEEN A INTWARAWGEIX. BID 774 T 04—V T TSAT >V R %FEHET5
ZEBTEEY, 7717 04—UIE NAT E—R TR INZE T, 7717 V4= L TIEORDBEEENIRE I
9,

« HTTP EXBLV API BFUHLZA VI —F Y MO OEIBY —/N\— |l LE T, BB Y —/\— (3 EE
FYNI—=Y LICHEELET,

s UIUNICERBDY -V EENDIHEIR. TFAT A=V THAMED VPN 235 LT BV —V
DY —N—DHEEICEEBETIZLIICTIHNENHYFT,

¢ LAV =270 CARMYFLAY—%RYRZEIRELET . ERDR(YvFERYvI LT R— B>
TZEDNTELET . VWTNDBEE. LIV —2 ZMvFORNERVEERTINELNHYET,
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s BEEH—N—US29—(7AV NIV REFTOHEE. BB Y —/1\—/—RK MySQL T—49R—2E5D)
. ATOBEEORT7ABLTEERY N —2ICERINET,

s BAVHYAMN —IH—N—@FEBRXY T —IICERINTT,

o BRYRICIZ AN —SH—NR—EaVPa—F4 VT —NR—DEFNFET, KA —SH—R—B LV
AVEA—F AV T —N—|TIF BB LAY —2 POV ERRAYFICERTBTRA NIC NRETT,

10.3. BMED AL — Ry ND—2

BIDEIY a3V THBALALIBRKRBELTREYNTY T TR AN =V RS T4 0ICE>TEERY N T —
I BEFIREICARZAEELIHYVEYT, COLOIREBHATIIAED AN —V Ry N)—I&FRATEE
FLiSCSI DEHYRARMN—oFOMINIE, RYNT—VBIEICE > TREIRFELEZITET, ANL—VRYE
D—0EDBTDIEICLY . TRARNRY NT—=I RS T19IDFHED AN =V DRI —T VAR EES X
BWEDIITBHZENTEET,

10.4. 88/ —RDEEHY—/\—

CloudStack BEH—/\—(F. B—D MySQL 7—4R—lEHIT 2 1 U LEDO7OVRI Y R —/N—
ICBRALET, A7 2av T R7ICLIEN—RIZ7ARDEEEICE>T Web HODEXRESBTHIE
DNTEFT VE—MAMIMYSQL ZL )T =ML TN Ty TERB Y — N\ —Dty M REL. EELOE
BBEEEBINTEET,

User web/API
. —
interface Hardware Load
Balancer
Admin web/API
—»

interface Primary

MvySQL DB
Connections from Hardware Load
Hosts —p Balancer

Backup
MvsQL DB

Multi-Node Management Server Deployment
BEEIIRDIEERETDVENHYET,
c BEOHEEZFERTIHEID

- RRET2EEY—/1\—0D¥
« MySQLZL 7)) 7—h L TREEREZBMICTENEID

10.5. B bDER

CloudStack I&.V—&FRTEIETERD YA MIBIBARILETEE T RORIL, B Y1 MO ER
FlERLTWETD,
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Replication Secondary
Management
Primary
Management
Availability

Zone 1

Server Data Center 2

Data Center 1

Data Center 5

Availability
Zone 2

Availability
Zone 4

Data Center 3 Zone 3

Data Center 4

Availability N
Zone 5 Availability

Example of a Multi-Site Deployment

TV I TFAT)ERBY—N—&V =2 1 BEFNFET MySQL T—IR—RF. T—F >
=2 DEHAVIVEBRY—N—ICTIVIALTLT )T —hEINET,
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Pod level

network switch

Computing

sernvers

Storage network
switch

Storage

sernvers

Pod 1

Separate Storage Network

ZOBIE. BMEADAN —S Ry NT—o Dy NPy T ERLTOWET . & —/N—IZIE 4 DD NIC »'HY, 2
DIFRYRL RILDRYNT—I Ry FITEREIN. 2 DIFAMN —VRYRNT—I Ry FICEHEINTWE
ER

AN =V RYNT—=D %R T BICIERD 2 DDOFEDHYET,
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+ NFS DIBEIE.RVREINK NIC ETLRABAMYFEREATEEZ T NFS BETIE. TREAMyFERVR
TN NIC ITEY 1 DDRYRT—I%&#ELET(1 DD CIDR 7AvI7ET T4 —RIT/4 T RLR),

« ISCSIDIFEIX. 2DDMIILIc AL =V Ry NT—V%AFIHTEZT(2DODOCIDRT OV EZNENICE
BOT 74N —bIxA), YILF/INRISCSI V54TV ME BRBAMN —VRYNT—ODET7z—IL
F—N—L BRI ETITENTEET,

2 NICs on computing 2 NICs on computing
server bond to the same P server have different IP
address: 192.168.10.3 addresses
+ " ...*o
* 192.168.10.3 192.168.11.4

—— 2 A N

192.168.11.15

L)

., *
aast® 2 NICs on iSCSI server
2 NICs on NFS server

have different IP
bond to the same IP
addresses
address: 192.168.10.14
NIC Bonding Multipath 1/0

NIC Bonding and Multipath I/0

ZORIFNIC R T AT ETILF/IRZ I/OMPIO)DEWERLTWETNIC R TAV T DERICEE
n3xyhT—00E 1 DEIFTTMPIO IZIE 2 DDOERZRYNT—INEEZNET,
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11.7. Amazon Web Services Compatible Interface

CloudStack can translate Amazon Web Services (AWS) API calls to native CloudStack API calls
so that users can continue using existing AWS-compatible tools. This translation service runs as
a separate web application in the same tomcat server as the management server of CloudStack,
listening on a different port. The Amazon Web Services (AWS) compatible interface provides the
EC2 SOAP and Query APIs as well as the S3 REST API.

.

This service was previously enabled by separate software called CloudBridge. It is now fully
integrated with the CloudStack management server.

o

The compatible interface for the EC2 Query APl and the S3 API are Work In Progress. The S3
compatible API offers a way to store data on the management server file system, it is not an
implementation of the S3 backend.

ot

R H=
=

Il

Limitations

» Supported only in zones that use basic networking.

* Available in fresh installations of CloudStack. Not available through upgrade of previous
versions.

» Features such as Elastic IP (EIP) and Elastic Load Balancing (ELB) are only available in an
infrastructure with a Citrix NetScaler device. Users accessing a Zone with a NetScaler device
will need to use a NetScaler-enabled network offering (DefaultSharedNetscalerEIP and
ELBNetworkOffering).

11.2. Supported API Version

* The EC2 interface complies with Amazon's WDSL version dated November 15, 2010, available
at http://ec2.amazonaws.com/doc/2010-11-15/.

* The interface is compatible with the EC2 command-line tools EC2 tools v. 1.3.6230, which can
be downloaded at http://s3.amazonaws.com/ec2-downloads/ec2-api-tools-1.3-62308.zip.
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®::

Work is underway to support a more recent version of the EC2 API

11.3.EC2 & S3 DE#AVH—T—ADAEML

AWS API BE#:DY 7 91 7% CloudStack EARICA VY AN—ILLET  FETREAICET YN YT
EELY—EREZFMIELITIRENHYET,

1. JA—NIUERETEY—ERD/IASA—4H—% true ICERELZE T, 7#Global Configuration Parameters
HSRLTIEIN,

2. CloudStack Y—ERXF 77> J % Amazon DY —ERAT7) 0 TE—HTBERMCERELET, [E
BEHAR| THRASNTWSLDIC CloudStack A—H—A VI —TTA AN SR ETEIENTEET,

Amazon T 7#4)LhD m1.small PFIBTEFEMD EC2 1V RYVRAIALFITHLTDOY—ER
AI7)VITDEFNBIEEERLTIEI,

3. 1 OFIRICTTA—NIEBR/NASA—Y—2ZRBLLE FEBEZRREL TWRWERITERY —
N—ZBEHL TSI,

#f service cloudstack-management restart

RDEIIVTIIILDFIEERBETD/-ODFHEMIIOVWTHRRTWET,

11.3.1. Y —EXDEMIL

EC2 ¥ S3 O HE#H —ERZB ML T BICITERE LB ThHSenable.ec2.apienable.s3.api’% true ICFRE
TEIRELNHYET ARFIC2OEEMETIVERIHYFEA. BMETZITIE CloudStack GUI O #####
#H LKL APl ZFIBLTEETEETY,

UTFOERIEINSDY—ER%Z GUI B oBMELTWSERFTY,

CloudStack APl #FI 3 2R EMEBERFRIIRADB/VNAR—MNFIHTEIETY, /O—/NILERE TR—
B S%8096IZE&TE L7 RD LD ICupdateConfiguration *Vw REMOH LE S, ¥ RDURLIZEBED
FIABIZRLTWET,

http://localhost:8096/client/api?command=updateConfiguration&name=enable. ec2. api&value=true
http://localhost:8096/client/api?command=updateConfiguration&name=enable. ec2. api&value=true

HY—ERZBW LR Y —N—2FEFLIT,
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11.3.2. EC2 B —ERAT7) T DIERK

Amazon EC2 #itH###H## @ APl &(m1.small, m1.large AEICH BT 2AVE1— N —ERAT7Y Y
THEERTILELHYET,I55IE CloudStack GUI HSERTET BT EMNTEE T, #tttHHHtHH? DD #it
A ERIRL LWV Ea— N4 07 )V T A ER S 2D BEEDA 77V T EBRBLET, ZDE
EC2 DAVRIVRIAT APl HE—B T2 e %R LET U TOEKRIEOAVEa— AT77YV THEEL

TWBHK%FTY,

Name
tiny Offering
Small Instance

Medium Instance

@ Events
‘&. Accounts

| @/ . Domains

@ Infrastructure

OF  Service Offerings

! http://aws.amazon.com/ec2/instance-types/

# “ Service Offerings *

Small Instance

Details

Mame *

Description *

Storage Type

# of CPU Cores

CPU

Memory

Metwork Rate

m1l.small

cBBc25567-12a7-4b32-841

Small Instance

shared

500 MHz

512.00 MB
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11.3.3. AWS APl R—hDZEHE

®::

(FF2av) AWS API IF) VT AR R—h&ES 7080 Ty RV LET ELBIDR—ITYy RV LW
BB TORICERTIHIENTEITT,

a. /etc/cloud/management/server.xml & /etc/cloud/management/server-nonssl.xml, /
etc/cloud/management/server-ssl.xml Z#w&ELE T,

b. &774JL T <Service name="Catalina7080"> ¥4t FIZ#%% <Connector
executor="tomcatThreadPool-internal" port= ...< ##R3Z&ELZ 7,

c. R—hESEMALLWR—IESICERLI7MIVEFREFLET,
d. BEY—N—%ZFEHLIT,

CloudStack #ZBA Y AR—IL LB EIIBEY—EREZAMELMLEISCTR—NESEEELE
ER

11.4. AWS API User Setup

In general, users need not be aware that they are using a translation service provided by
CloudStack. They only need to send AWS API calls to CloudStack's endpoint, and it will translate
the calls to the native CloudStack API. Users of the Amazon EC2 compatible interface will be
able to keep their existing EC2 tools and scripts and use them with their CloudStack deployment,
by specifying the endpoint of the management server and using the proper user credentials. In
order to do this, each user must perform the following configuration steps:

» Generate user credentials.
» Register with the service.

« For convenience, set up environment variables for the EC2 SOAP command-line tools.

11.4.1. AWS API User Registration

Each user must perform a one-time registration. The user follows these steps:

1. Obtain the following by looking in the CloudStack Ul, using the API, or asking the cloud
administrator:

« The CloudStack server's publicly available DNS name or IP address
» The user account's Access key and Secret key

2. Generate a private key and a self-signed X.509 certificate. The user substitutes their own
desired storage location for /path/to/ - below.

$ openssl req -x509 -nodes -days 365 -newkey rsa:2048 -keyout /path/to/private key.pem -out /path/to/
cert. pem

3. Register the user X.509 certificate and Access/Secret keys with the AWS compatible service.
If you have the source code of CloudStack go to the awsapi-setup/setup directory and use
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the Python script cloudstack-aws-api-register. If you do not have the source then download
the script using the following command.

wget -0 cloudstack-aws-api-register "https://git-wip-us.apache.org/repos/asf?
p=cloudstack.git,;a=blob_plain, f=awsapi-setup/setup/cloudstack-aws-api-register;hb=4.1 22

Then execute it, using the access and secret keys that were obtained in step 1. An example is
shown below.

$ cloudstack-aws-api-register ——apikey=User’s CloudStack API key --secretkey=User’s CloudStack
Secret key --cert=/path/to/cert.pem --url=http://CloudStack.server:7080/awsapi

A user with an existing AWS certificate could choose to use the same certificate with
CloudStack, but note that the certificate would be uploaded to the CloudStack management
server database.

11.4.2. AWS APl Command-Line Tools Setup

To use the EC2 command-line tools, the user must perform these steps:

1. Be sure you have the right version of EC2 Tools. The supported version is available at http:/
s3.amazonaws.com/ec2-downloads/ec2-api-tools-1.3-62308.zip.

2. Setup the EC2 environment variables. This can be done every time you use the service or
you can set them up in the proper shell profile. Replace the endpoint (i.e EC2_URL) with
the proper address of your CloudStack management server and port. In a bash shell do the
following.

$ export EC2 CERT=/path/to/cert.pem

$ export EC2 PRIVATE KEY=/path/to/private key.pem
$ export EC2 URL=http://localhost:7080/awsapi

$ export EC2 HOME=/path/to/EC2 tools directory

11.5. Using Timeouts to Ensure AWS APl Command
Completion

The Amazon EC2 command-line tools have a default connection timeout. When used with
CloudStack, a longer timeout might be needed for some commands. If you find that commands
are not completing due to timeouts, you can specify a custom timeouts. You can add the
following optional command-line parameters to any CloudStack-supported EC2 command:

Specifies a connection timeout (in seconds).

--connection-timeout TIMEOUT
Example:

2 https://git-wip-us.apache.org/repos/asf?p=cloudstack.git;a=blob_plain;f=awsapi-setup/setup/cloudstack-aws-api-
register;hb=4.1
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-—connection-timeout 30

Specifies a request timeout (in seconds).

--request-timeout TIMEOUT
Example:

--request-timeout 45

Example:

ec2-run-instances 2 -z us-testl -n 1-3 —-connection-timeout 120 --request-timeout 120

®::

The timeouts optional arguments are not specific to CloudStack.

11.6. 7 R—hIND AWS API FEOYH L

JR®D Amazon EC2 O< > Ki&k AWS APl BE#i( V4 —7x—ANNEMITR>TSIHE CloudStack ICTH
R—=PENTWET, WWLDH DOV RIE CloudStack & Amazon EC2 D/N—2 3V lE>TEFDEED
HY. INSDEWERIREBRINTVWET  HR—FINBEOTURICHE1TS SOAP HUH LIFEhENROD
Y=L THRAINZETY,

F11.1 TSRT4v7 IPICET 2 APl vvEV S

EC2 a<w VR SOAP IEUMH L CloudStack @ APl UM L
ec2-allocate-address AllocateAddress associatelpAddress
ec2-associate-address AssociateAddress enableStaticNat
ec2-describe-addresses DescribeAddresses listPubliclpAddresses
ec2-diassociate-address DisassociateAddress disableStaticNat
ec2-release-address ReleaseAddress disassociatelpAddress

FR11.2T7RAZE) T4 =I5 APl vyEV S

EC2 O< VR SOAP MEUH L CloudStack @ API FEUFH L
ec2-describe-availability- DescribeAvailabilityZones listZones
zones

K113 A4 A=TICEHT 3 API wvEV S

EC2 av VR SOAP UM L CloudStack @ API BEUFH L
ec2-create-image Createlmage createTemplate
ec2-deregister Deregisterlmage DeleteTemplate
ec2-describe-images Describelmages listTemplates

ec2-register Registerlmage registerTemplate

F11.4 A X—VRBMICEYTS APl wvEV S

EC2 Ov< R SOAP MEUH L CloudStack @ API FEU'H L
ec2-describe-image-attribute | DescribelmageAttribute listTemplatePermissions
ec2-modify-image-attribute ModifylmageAttribute updateTemplatePermissions
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EC2 O% VR

ec2-reset-image-attribute

SOAP MU L
ResetlmageAttribute

CloudStack @ APl FEUMH L

updateTemplatePermissions

KI5 AVRYVRICETS APl wvEV S

EC2 O% VR

SOAP UM L

CloudStack @ APl FEUMHE L

ec2-describe-instances

Describelnstances

listVirtualMachines

ec2-run-instances

Runlnstances

deployVirtualMachine

ec2-reboot-instances

RebootIinstances

rebootVirtualMachine

ec2-start-instances

StartInstances

startVirtualMachine

ec2-stop-instances

Stoplnstances

stopVirtualMachine

ec2-terminate-instances

Terminatelnstances

destroyVirtualMachine

KI1.6 1V AYVABMEICETBYvEVD

EC2 av VR

SOAP IFUHIL

CloudStack @ APl FEUMH L

ec2-describe-instance-
attribute

DescribelnstanceAttribute

listVirtualMachines

K117 F—RF7ICEATBYYEVYS

EC2 O% VR

SOAP UM L

CloudStack @ APl FEUMH L

ec2-add-keypair

CreateKeyPair

createSSHKeyPair

ec2-delete-keypair

DeleteKeyPair

deleteSSHKeyPair

ec2-describe-keypairs

DescribeKeyPairs

listSSHKeyPairs

ec2-import-keypair

ImportKeyPair

registerSSHKeyPair

#F11.8 /X27—NRICEHT % APl vvEV S

EC2 avw R

SOAP IEUMH L

CloudStack @ AP| FEUMHE L

ec2-get-password

GetPasswordData

getVMPassword

K119 X)) 5747 I —FICETB APl vvEV S

EC2 avw R

ec2-authorize

SOAP UM L

AuthorizeSecurityGrouplngress

CloudStack @ AP| FEUMH L

authorizeSecurityGrouplngress

ec2-add-group

CreateSecurityGroup

createSecurityGroup

ec2-delete-group

DeleteSecurityGroup

deleteSecurityGroup

ec2-describe-group

DescribeSecurityGroups

listSecurityGroups

ec2-revoke

RevokeSecurityGrouplngress

revokeSecurityGrouplngress

R11.10 RFv7oayMIBEE APl vvEY S

EC2 Ov R

ec2-create-snapshot

SOAP IEUHIL

CreateSnapshot

CloudStack @ APl IEUMH L

createSnapshot

ec2-delete-snapshot

DeleteSnapshot

deleteSnapshot

ec2-describe-snapshots

DescribeSnapshots

listSnapshots

#&11.11 RYa2—LAICET2 APl wvEV S

EC2 avw R

ec2-attach-volume

SOAP IFEUMH L

AttachVolume

CloudStack ® AP| FEUMH L

attachVolume
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EC2 <R SOAP IEUMH L CloudStack @ APl FEUMH L
ec2-create-volume CreateVolume createVolume
ec2-delete-volume DeleteVolume deleteVolume
ec2-describe-volume DescribeVolume listVolumes
ec2-detach-volume DetachVolume detachVolume

11.7. Examples

There are many tools available to interface with a AWS compatible API. In this section we provide
a few examples that users of CloudStack can build upon.

11.7.1. Boto Examples

Boto is one of them. It is a Python package available at https://github.com/boto/boto. In this
section we provide two examples of Python scripts that use Boto and have been tested with the
CloudStack AWS API Interface.

First is an EC2 example. Replace the Access and Secret Keys with your own and update the
endpoint.

f5111.1 An EC2 Boto example

#t!1/usr/bin/env python

import sys
import os
import boto
import boto.ec2

region = boto.ec2. regioninfo.RegionInfo(name="R0O0T”, endpoint="Llocalhost”)
apikey="GwNnpUPr06KgIdZu@1z ZhhZnKjtSdRwuYd4DvpzvFpyxGMvrzno2q05MBOViBoFYtdgKd
secretkey=" t4eXLEYWw7chBhD laKf38adCMSHx wlds6JfSx3z9fSpSOmOAbPIMoj00GIzy2LSC8iw’

def main():
"’ Establish connection to EC2 cloud
conn =hoto.connect ec2(aws access key id=apikey,

aws_secret access key=secretkey,
is secure=False
region=region,
port=7080
path="/awsapi”,
api_version="2010-11-15")

RN

RN 1N

Get list of images that I own
images = conn.get all images()

print images

myimage = images[0]

"’’Pick an instance type’’
vm_type="ml.small’

reservation = myimage. run(instance type=vm type, security groups=[’default’])
if name == main_’:
main()

Second is an S3 example. Replace the Access and Secret keys with your own, as well as the
endpoint of the service. Be sure to also update the file paths to something that exists on your
machine.
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f111.2 An S3 Boto Example

#!/usr/bin/env python

import sys

import os

from boto.s3.key import Key

from boto. s3.connection import S3Connection

from boto. s3.connection import OrdinaryCallingFormat

apikey="ChOw-pwdcCFy6fpeyv6kUaRONnhzmG3tE7HLN2z30B s-ogF5HjZtN4rnzKng2UjtnHeg yLASgOw’
secretkey="IMY8R7CJQ i SGFk4cHwfXXN3DUFXz07cCiU80eM3MCmfLs7kusgy0fmdg9qzXRXhoAPCH-IRxXc3w’

cf=0rdinaryCallingFormat()

def main():
"’ Establish connection to S3 service’
conn =S3Connection(aws access key id=apikey, aws secret access key=secretkey, ¥
is secure=False, ¥
host=" localhost’, ¥
port=7080, ¥
calling format=cf, ¥
path="/awsapi/rest/AmazonS3”)

1

try:
bucket=conn. create bucket(’ cloudstack’)
k = Key(bucket)
k.key = ’test’
try:
k.set _contents from filename(’ /Users/runseb/Desktop/s3cs.py’)
except:
print “could not write file’
pass
except:
bucket = conn.get bucket(’ cloudstack’)
k = Key(bucket)
k.key = ’test’
try:
k.get contents to filename(’ /Users/runseb/Desktop/foobar’)
except:
print 'Could not get file
pass

try:
bucketl1=conn, create bucket(’ teststring’)
k=Key (bucket1)
k. key(’ foobar’)
k.set contents from string(’ This is my silly test’)
except:
bucket1=conn. get bucket(’ teststring’)
k = Key(bucket1)
k. key=" foobar’
k.get contents as string()
if name == main ’:
main()

11.7.2. JClouds Examples
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XYNT—ODty N7y T

CloudStack DAY AN —ILAFINIEZITIE RYMNT—VEEL Y NPT TRIEARTATRTYT,ZIT
I RYND— 05BNy NPy T TB-ODELWFIEEREL. TOFIBICKI FERICDWTERBALE
ER

12.1. EREIRFRRY N T—2

CloudStack TIFEAREIRRD 2 FBEDRYNT—IVRELRMBMLET

HK
AWS 29I DRYNT—I S AT ARG LET . EF 1Y T1 I —TGEET IP PRLAD 74ILF—)D &
IR AT—=3 LRIVDEETT AN DB TERE—DRYMNTI—I%RFLET,

Yi5R

JYBEARMOJICHIGELET  ZORYNDI—IEFILERIRT RS, JUREICTRAMNDRYND)— V5 ESH
TEEITHPERRYNT—VEARIYZKDEREFIENHEERYET,

B —VIFERRYINI—0E LIRILEERY N D=0 EB 50 5B F T, CloudStack TIER. SR EI N7
V=G L—ERXY NI =V ETINEEIRTDELUBEERTHIEIETEERA Y —VIE—% EXXRvb
D=5 LUSIEBRR YN T =D EELMIREINBIEITRYET,

RDRIF2DDRYNT—IET I DORBELL B ZRLET,

v hI—OkeE BEXRvbT—5 Advanced Network

Number of networks Single network Multiple networks

Firewall type Physical Physical and Virtual

Load balancer Physical Physical and Virtual

Isolation type Layer 3 Layer 2 and Layer 3

VPN support No Yes

Port forwarding Physical Physical and Virtual

1:1 NAT Physical Physical and Virtual

EfETT NAT No Physical and Virtual

Userdata Yes Yes

Network usage monitoring sFlow / netFlow at physical Hypervisor and Virtual Router
router

DNS&DHCP Yes Yes

The two types of networking may be in use in the same cloud. However, a given zone must use
either Basic Networking or Advanced Networking.

Different types of network traffic can be segmented on the same physical network. Guest traffic
can also be segmented by account. To isolate traffic, you can use separate VLANSs. If you are
using separate VLANs on a single physical network, make sure the VLAN tags are in separate
numerical ranges.

12.2. VLAN Y HTDAl
RIVYINST490 L5 RS T4921TIE VLAN ABETT.VLAN EIY S THROBIERICRLET.
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VLAN ID NS4y DFELE #H#RI—T
500LLF BN T4y TT . BEFEICF | CloudStack V7RI 71D
%"J‘Snr\l\ijo VLAN\ /\/f/\°_ /\\’fﬂr—\ BJ:Z}“
AT LMMRETINT VAT
REX
500-599 NTV)y IS T4y I %I51%93 | CloudStack 7hDUVMTE,
VLAN TY,
600-799 FANS T4 I EEETS CloudStack 7ADYNTE ., 75
VLAN TY, Y REBD VLAN 22D 7—IL
MoBIRLET,
800-899 TANS 74O EEETS CloudStack 79K T
VLAN T79, J.CloudStack BIEE N 2R
B ABELZDT ATV MIEY LT
% VLAN T1,
900-999 TANNS T4y I EEETD CloudStack 7Aho v kT, 70O
VLAN TY, VIR RXAV FZTRTOD
FHAOYMIL>TEHEAEIEET
xFY,
100084 £ FRBICFHINTUWET,

12.3. Example Hardware Configuration

This section contains an example configuration of specific switch models for zone-level layer-3
switching. It assumes VLAN management protocols, such as VTP or GVRP, have been disabled.
The example scripts must be changed appropriately if you choose to use VTP or GVRP.

12.3.1. Dell 62xx

RDFEINETIE, Dell 62xx &Y —VLRILDLAY—3 R4y FRICER T2 HEERLET,. CDFIE
&, VLAN 201 2L TRYR 1 DYTHRLDTSAR—KIP PRLREIL—F4V T L RYR 1 DLAv—
2 ZAYF A=Y Ry bR—bN 1/g1 ICERINTVWAIEAFIIRELTVWET,

Dell 62xx V) —ZXZAyFId. ;x AT 1024 @ VLAN ZHR—KLZET,

1. §RTOD VLAN 5F—IR—XE—RTHERLET,

vlan database
vlan 200-999
exit

2. A—HRyMR—N1/g1 ZEBHLET,

interface ethernet 1/g1
switchport mode general
switchport general pvid 201

switchport general allowed vlan add 201 untagged
switchport general allowed vlan add 300-999 tagged

exit

INSOATYRNICEY A= Ry RR—k 1/g1 BURDIIITERINZET,

« VLAN 201 (&, R—h 1/g1 ®DH T LxAT47 VLAN TT,
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« IARTOD VLAN(3007999)iE RYRLARILDITRTDLAY—2 A(yFITEINET,

12.3.2. Cisco 3750

RDOFNETIE, Cisco 3750 &Y =V LRI DLAY—3 A1y FRICERT2HEE2RLET. COFIE
& VLAN 201 AL TRYR 1 DFTRLDTSAR—KIP PRLREIL—T4V T L RYR 1 OLAY—
2 ZAyFHFXFAEY MM —H Ryb 1/0/1 ICERINTWSIEERIRELTWET,

1. VTP DE—RERNSVRARTLVMITEIEICELY, 1000 #8825 VLAN ID AT ENTEET,
ZZTIdE K999 D VLAN LAMEARALAREWAESH VTP DE—RERSVARTLYMITEHIEN N
ICHEEWIDIFTRHBYEE A,

vtp mode transparent
vlan 200-999
exit

2. ¥FAEYM—YRYM1/0/1 ZHHLET,

interface GigabitEthernet1/0/1
switchport trunk encapsulation dotlq
switchport mode trunk

switchport trunk native vlan 201
exit

INSOATYNICEY  FHEY MM —HRYE 1/0/1 DRDEDICHEBRINET,
« VLAN 201 . FAEY MM —H vk 1/0/1 DI T 72LEAT47 VLAN TG,

+ Cisco TIET 7AIRTITRTD VLAN HSEINF T, ZDFER. XTD VLAN(3007999)1F, Ry KL~
IWDFTRTDLAY—2 RAYFITSEINET,

12.4. LAY =21y F

LAY =22y F & RYRREIDT IV EZAZA(YF LAY —TT,
o« ZOZRAYFIE. TARTOVIANE R AV E1—FA VT RAMINS VO LE T,

« ZDRAYFIE AVEL—TA VI RAME RN —VRAM EEFNDEEBRYNT—I DI Ty 0% )Y
BAXFT LAV B3R v FIL BERYNT—VDT - IT(E L THRELE T,

A

ZITIRRYRLRILDULAT—=2RMYF DD DEKHR AV FETILDERHI %= RLET, VIPP
GVRPAREDVLANZIEONIILAERNIC > TWBIEHFIHIRTY,, VIPE /= IXGVRPAF BT 215 &1,
2OV T BN EBRTI2HENHYET,

12.4.1. Dell 62xx
ROFIETIE, Dell 62xx ERYRLARILDLAT—2 24y FRICHER T 2552 RLET,

1. IRTDVLAN 2F—IR—RE—RTERLET,

vlan database
vlan 300-999
exit
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2. VLAN 201 #RHLTRYR 1 DITRLTSAR—NIP PRLREIL—FT4V T LET . RYK 1 EZD
LAY —2 Ay FICEHINTWET,

interface range ethernet all

switchport mode general

switchport general allowed vlan add 300-999 tagged
exit

INSDIARYRICEY FTRTDA—H Ry MR—IIRDEIICHBET B LD ICHERINET,
. j_/\“—co)/-.ﬁ_ I\‘iﬁ U*5‘C1‘§ﬁ§'§hi¢o
« $ARTD VLAN(3007999)iE, LAV —2 ZAvFDFRTDR— M BLTEINET,

12.4.2. Cisco 3750
SRDFNETIE, Cisco 3750 HRYRLARILDLAY—2 R4y FHICERTZHEERLET,

1. VTP DE—REFNSZVRARTLYMITEIEICELY, 1000 %i#BA 5 VLAN ID AT HIENTEET,
ZZTIdEx K999 {E®D VLAN LMMERLARWEOH VTP DE—RENSVARTL Y MITHIEAHEXT
ICHBEEWNIDIITIIHYEE A,

vtp mode transparent
vlan 300-999
exit

2. $RTDR—I% dot1q ITHM L. 201 ZRM1F747 VLAN ELTEELET,

interface range GigabitEthernet 1/0/1-24
switchport trunk encapsulation dotlq
switchport mode trunk

switchport trunk native vlan 201

exit

Cisco TIET 7AI N TIRTD VLAN H5EINFE T, Cisco DAY FTIE. 2 DDR—MHITEHREINT
WBEZII, R1T47 VLAN ID H"ERBEVWDITIS—%E8HLET . ZTDHH.VLAN 201 L1V —2 (v
FETCRAT47 VLAN ELTEEELE T,

12.5. Hardware Firewall

All deployments should have a firewall protecting the management server; see Generic Firewall
Provisions. Optionally, some deployments may also have a Juniper SRX firewall that will be the
default gateway for the guest networks; see #External Guest Firewall Integration for Juniper SRX

(Optional)#.

12.5.1. Generic Firewall Provisions
The hardware firewall is required to serve two purposes:

« Protect the Management Servers. NAT and port forwarding should be configured to direct
traffic from the public Internet to the Management Servers.

» Route management network traffic between multiple zones. Site-to-site VPN should be
configured between multiple zones.
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External Guest Firewall Integration for Juniper SRX (Optional)

To achieve the above purposes you must set up fixed configurations for the firewall. Firewall rules
and policies need not change as users are provisioned into the cloud. Any brand of hardware
firewall that supports NAT and site-to-site VPN can be used.

12.5.2. External Guest Firewall Integration for Juniper SRX (Optional)

®::

Available only for guests using advanced networking.

CloudStack provides for direct management of the Juniper SRX series of firewalls. This enables
CloudStack to establish static NAT mappings from public IPs to guest VMs, and to use the Juniper
device in place of the virtual router for firewall services. You can have one or more Juniper SRX
per zone. This feature is optional. If Juniper integration is not provisioned, CloudStack will use
the virtual router for these services.

The Juniper SRX can optionally be used in conjunction with an external load balancer. External
Network elements can be deployed in a side-by-side or inline configuration.

Pub i Inte met

Il

Firmwall Lead Baknoer
—-“:‘

-~

Zone-kvel Switch

CloudStack requires the Juniper to be configured as follows:
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Supported SRX software version is 10.3 or higher.

1. Install your SRX appliance according to the vendor's instructions.

2. Connect one interface to the management network and one interface to the public network.
Alternatively, you can connect the same interface to both networks and a use a VLAN for the
public network.

3. Make sure "vlan-tagging" is enabled on the private interface.

4. Record the public and private interface names. If you used a VLAN for the public interface,
add a ".[VLAN TAG]" after the interface name. For example, if you are using ge-0/0/3 for your
public interface and VLAN tag 301, your public interface name would be "ge-0/0/3.301".
Your private interface name should always be untagged because the CloudStack software
automatically creates tagged logical interfaces.

5. Create a public security zone and a private security zone. By default, these will already exist
and will be called "untrust" and "trust". Add the public interface to the public zone and the
private interface to the private zone. Note down the security zone names.

6. Make sure there is a security policy from the private zone to the public zone that allows all
traffic.

7. Note the username and password of the account you want the CloudStack software to log in
to when it is programming rules.

8. Make sure the "ssh" and "xnm-clear-text" system services are enabled.
9. If traffic metering is desired:

a. a. Create an incoming firewall filter and an outgoing firewall filter. These filters should
be the same names as your public security zone name and private security zone name
respectively. The filters should be set to be "interface-specific". For example, here is the
configuration where the public zone is "untrust" and the private zone is "trust":

root@c loud-srxff show firewall

filter trust {
interface-specific;

}

filter untrust {
interface-specific;

}

b. Add the firewall filters to your public interface. For example, a sample configuration
output (for public interface ge-0/0/3.0, public security zone untrust, and private security
zone trust) is:

9e-0/0/3 {
unit 0 {
family inet {
filter {
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10.

11.

12.
13.
14.
15.

16.

17.

18.

19.

input untrust;
output trust;

}
address 172.25.0.252/16;

Make sure all VLANs are brought to the private interface of the SRX.

After the CloudStack Management Server is installed, log in to the CloudStack Ul as
administrator.

ERIDFEHS —2 32 /8N—T [Infrastructure] 22) vy LE Y,
[Zones] T [View More]&=21)vo LZET,

ERIDFTES —2 3 /\—T[Infrastructure] &2y LE T,
[Network] #7%41)v o LE T,

514775 LD [Network Service Providers] /—R T [Configure] &2V v /7 LEd (ZD/—RERT
FTBRICETICRIO—IVTEUHEDDHDAREMEIHYET),

Click SRX.

Click the Add New SRX button (+) and provide the following:

+ IP address: T /XA ZADIP7RLRATY,

+ Username: The user name of the account on the SRX that CloudStack should use.
* Password: The password of the account.

* Public Interface. The name of the public interface on the SRX. For example, ge-0/0/2. A
"x" at the end of the interface indicates the VLAN that is in use.

* Private Interface: The name of the private interface on the SRX. For example, ge-0/0/1.

» Usage Interface: (Optional) Typically, the public interface is used to meter traffic. If you
want to use a different interface, specify its name here

* Number of Retries: The number of times to attempt a command on the SRX before failing.
The default value is 2.

» Timeout (seconds): The time to wait for a command on the SRX before considering it
failed. Default is 300 seconds.

* Public Network: The name of the public network on the SRX. For example, trust.
» Private Network: The name of the private network on the SRX. For example, untrust.
» Capacity: The number of networks the device can handle

» Dedicated: When marked as dedicated, this device will be dedicated to a single account.
When Dedicated is checked, the value in the Capacity field has no significance implicitly,
its value is 1

[OKIZ2)woILET,

137



128 xvhT—oDEYNTYTS

20. Click Global Settings. Set the parameter external.network.stats.interval to indicate how often
you want CloudStack to fetch network usage statistics from the Juniper SRX. If you are not
using the SRX to gather network usage statistics, set to O.

12.5.3. AEDT ANERABEBEDOHRE (FTaY)

CloudStackTld, # 73> TCitrix NetScaler£7-I&F5 BigIPO AR OBEBAFHALT. S AMIAT S
BY—ERERETDIENTEET . DA T avE2EFMILARVE A, CloudStackid, RIBIL—4—D
VINII7ERSEEREEFERALET,

CloudStack D7=DICHA D AR OBEBEZRBEL TAMICTDITIE RDFEIBICEVNET,
1. ETOERICKS>T.TTSATVR AV NPT LET,

2. WNITNVYIRSTavIEBBINS T4 I %RETERYNTI—V (RALRYNT—ITHBEREEDN HYET)
ISP TSAT7 AR LET,

3. IPPRLR, A—H—Z NRRATD—R NRTNVyIAVI—DIAREG. LV TSAR— NI Y—TI(RE%E
SBEFELFT AVY—TARGIE T1.11F = .21 055 BRFERICHRYFT,

4. VLANDBIBRYNT—IAVF—TDIA RN SV IEHISNTWAIEAHEERELET,

5. CloudStackE¥H—/\—%A1>VAR—)L L7 T, CloudStack I —H'—A V9 =T/ RICEEEELT
OJ#4vLEY,

6. ERIDFES —2 3> /N—T [Infrastructure] #7) v o LET,
7. [Zones] T [View Morel&21)vo %9,

8. EMDFES—3v/N—T[Infrastructure] =2 )y L&Y,
9. [Network] #7%0)voL&ET,

10. 1755 LD [Network Service Providers] /—RT[Configure]l &2y LEd (ZD/—REKRR
THIETICRIO-LTERELNHDAREELIHYET),

11. [NetScaler] #7IZ [F51 &0y LET,

12. AddRE Y (+) &0 )y L TCROEBICADLET:
NetScaler®iz&
+ IP address: T/XAM ZDIP7RL AT,

+ Usernamed L UPassword: T/N\A RICT IR T 27O DRI E MK IEIR TT, CloudStackld, 2D
BRIBMAEFALTCT NI RIITIERALET,

« Type: BINT 3BT /N1 ADFELETT, [F5 Big Ip Load Balancer], [NetScaler VPX]. [NetScaler
MPX]. F7-l& [NetScaler SDX]DWFN N TT, NetScalerdFE$a% L9 %IZId, FCloudStack
BEAMRIEZSRBLTEIL,

+ Public interface: /X7 Yw Xy hT—ID—EE L THERINDET N1 ADA VY —T A ATY,
+ Private interface: 7S5AR— YR T—ID—ERELTHERINDT NI ADAVY—TTAATT,

+ Number of retries : {EDN KL IcEARTRICT /NA RIS LTCAY Y RAFAITTBEHMTT . T
T4ILNME2TY,

« Capacity: 2T NAREHET DT ARy MT—I DT,
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» Dedicated: ERDT/NNARISBE—DTHUV NERICKRVYET, [Dedicated] FTv IRy I A %7
IC9%&, [Capacity] Ry ADEIXEIEIN BRI THEEHBINET,

13. [OK]Z2) v o LES,

INT AMOBFOBREDRELERIEITT TIREYI VELUNAT/EFD RN EENTER
3_0

12.6. Management Server Load Balancing

CloudStack can use a load balancer to provide a virtual IP for multiple Management Servers. The
administrator is responsible for creating the load balancer rules for the Management Servers. The
application requires persistence or stickiness across multiple sessions. The following chart lists
the ports that should be load balanced and whether or not persistence is required.

Even if persistence is not required, enabling it is permitted.

Source Port Destination Port Protocol Persistence Required?
80 or 443 8080 (or 20400 with | HTTP (or AJP) Yes
AJP)
8250 8250 TCP Yes
8096 8096 HTTP No

In addition to above settings, the administrator is responsible for setting the 'host' global config
value from the management server IP to load balancer virtual IP address. If the 'host' value is not
set to the VIP for Port 8250 and one of your management servers crashes, the Ul is still available
but the system VMs will not be able to contact the management server.

12.7. NREYOEH

12.7.1. Security Requirements

The public Internet must not be able to access port 8096 or port 8250 on the Management
Server.

12.7.2. Runtime Internal Communications Requirements

+ The Management Servers communicate with each other to coordinate tasks. This
communication uses TCP on ports 8250 and 9090.

* The console proxy VMs connect to all hosts in the zone over the management traffic network.
Therefore the management traffic network of any given pod in the zone must have connectivity
to the management traffic network of all other pods in the zone.

* The secondary storage VMs and console proxy VMs connect to the Management Server on
port 8250. If you are using multiple Management Servers, the load balanced IP address of the
Management Servers on port 8250 must be reachable.

12.7.3. ANL—2 Ry ND—o ROV O EH
THYF) AN —INFSOIIRR—NME EAVI VAN —IRBIIVICL>TIYIOVNINE T  EhHY
YA = RS Tav 71 BIBEDAMN —S Ry NT—I DN EETBHETE. BENS T4y IRV NT—0%
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NLUTUREINF T, TIATV RN —INST4v 013 (ERFTRERIZE ) AN —YRVET—0%NLT
GEEINFT. EAVY VRN —INFSY—N—% AN —I Ry NT—) LICEBRE T 256 BEN T4y
IRINT=IDDBARN =TI RYRT—IADIV— D FET DI EEHRLTIEI N,

12.7.4. AE 7747 04— )L RO DEH
NEI7AT 94— I AR TBIEAL. /NTVYIIPPRLADVLANAERZAMINS VG TINELHYE
TN EAVIYRN —VREBYS EAVY— IV TAXFVRET YV AEYR—NTBDICNETT,

12.7.5. {3V —V MROV O E4
3R R Y NT—SRE T, TSR~ RYRT—5EST Yy Ry MI— 21 TNZNBIOY T Ry M A
TBUENBYET,

12.7.6. XenServerh RO DEH
BFIEH—/N—|L, ;R—b22(ssh) . =80 (HTTP) ., 8L 1443 (HTTPS) TXenServeriRAMEBELE T,

12.7.7.VMware ROV O EH

o BHY—N—btHVFTYRN—IRIETIVIE . vCenterB LUV —V DT RTOESXIRAMIT V€
ATEBDRERDBYET  I7AT7 IA—INEN LI BRT VA% §57HIC. R—MA3%FKRLT
BXFEY,

o BEH—/N—F,. R—F443 (HTTPS) TVMware vCenterty—/N\—&E@ELE T,

o BIEY—N—(F  BENS T4 I RYNT—I EDR—K3922(ssh) TURATFLARETV VERBELET,

12.7.8. KVYMIM RO O EH
SEIEY—/N— |k, R— P22 (ssh) TKYMKRZAREBELET,

12.8. Guest Network Usage Integration for Traffic Sentinel

To collect usage data for a guest network, CloudStack needs to pull the data from an external
network statistics collector installed on the network. Metering statistics for guest networks are
available through CloudStack’s integration with inMon Traffic Sentinel.

Traffic Sentinel is a network traffic usage data collection package. CloudStack can feed statistics
from Traffic Sentinel into its own usage records, providing a basis for billing users of cloud
infrastructure. Traffic Sentinel uses the traffic monitoring protocol sFlow#. Routers and switches
generate sFlow records and provide them for collection by Traffic Sentinel, then CloudStack
queries the Traffic Sentinel database to obtain this information

To construct the query, CloudStack determines what guest IPs were in use during the current
query interval. This includes both newly assigned IPs and IPs that were assigned in a previous
time period and continued to be in use. CloudStack queries Traffic Sentinel for network statistics
that apply to these IPs during the time period they remained allocated in CloudStack. The
returned data is correlated with the customer account that owned each IP and the timestamps
when IPs were assigned and released in order to create billable metering records in CloudStack.
When the Usage Server runs, it collects this data.

To set up the integration between CloudStack and Traffic Sentinel:
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1. Onyour network infrastructure, install Traffic Sentinel and configure it to gather traffic
data. For installation and configuration steps, see inMon documentation at Traffic Sentinel
Documentation'.

2. Inthe Traffic Sentinel Ul, configure Traffic Sentinel to accept script querying from guest
users. CloudStack will be the guest user performing the remote queries to gather network
usage for one or more IP addresses.

Click File > Users > Access Control > Reports Query, then select Guest from the drop-down
list.

3. On CloudStack, add the Traffic Sentinel host by calling the CloudStack APl command
addTrafficMonitor. Pass in the URL of the Traffic Sentinel as protocol + host + port (optional);
for example, http://10.147.28.100:8080. For the addTrafficMonitor command syntax, see
the AP| Reference at APl Documentation®.

For information about how to call the CloudStack API, see the Developer’s Guide at
CloudStack API Developer's Guide®.

4. CloudStack1—H—(1V9—7x(REEBHEELTCOV AV LET,
5. Select Configuration from the Global Settings page, and set the following:

direct.network.stats.interval: How often you want CloudStack to query Traffic Sentinel.

12.9. Setting Zone VLAN and Running VM Maximums

In the external networking case, every VM in a zone must have a unique guest IP address. There
are two variables that you need to consider in determining how to configure CloudStack to
support this: how many Zone VLANs do you expect to have and how many VMs do you expect to
have running in the Zone at any one time.

Use the following table to determine how to configure CloudStack for your deployment.

guest.vlan.bits Maximum Running VMs per Maximum Zone VLANSs
Zone

12 4096 4094

11 8192 2048

10 16384 1024

10 32768 512

Based on your deployment's needs, choose the appropriate value of guest.vlan.bits. Set it
as described in Edit the Global Configuration Settings (Optional) section and restart the
Management Server.

! http://inmon.com.
2 http://cloudstack.apache.org/docs/api/index.html
s http://cloudstack.apache.org/docs/en-US/index.html
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13.1. AN NS 7497

A network can carry guest traffic only between VMs within one zone. Virtual machines in different
zones cannot communicate with each other using their IP addresses; they must communicate
with each other by routing through a public IP address.

This figure illustrates a typical guest traffic setup:

Public Traffic (65.37.%.%) Guest Traffic 10.0.0.0/8
Link-Local Network (169.254.* %)

Internet

Account 1 10.1.1.2
Gateway address Guest 1

65.37.%.* 10.1.1.1

65.37.141.24 Routin
65.37.141.27 . .g hocount 1
Domain Guest 2

NAT
Load Balancing

Account 1 10.1.1.4
Guest 3

Account 1 10.1.1.5
Guest 4

mnam

Guest Traffic Setup

The Management Server automatically creates a virtual router for each network. A virtual router is
a special virtual machine that runs on the hosts. Each virtual router has three network interfaces.
Its ethO interface serves as the gateway for the guest traffic and has the IP address of 10.1.1.1. Its
eth1 interface is used by the system to configure the virtual router. Its eth2 interface is assigned a
public IP address for public traffic.

The virtual router provides DHCP and will automatically assign an IP address for each guest VM
within the IP range assigned for the network. The user can manually reconfigure guest VMs to
assume different IP addresses.

Source NAT is automatically configured in the virtual router to forward outbound traffic for all
guest VMs

13.2. Networking in a Pod

The figure below illustrates network setup within a single pod. The hosts are connected to a pod-
level switch. At a minimum, the hosts should have one physical uplink to each switch. Bonded
NICs are supported as well. The pod-level switch is a pair of redundant gigabit switches with 10
G uplinks.
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Public Traffic (65.37.%.%) Manage ment Traffic (192.168.% )

Pod-Lewvel Switch (layer-2 switch)

Host 1

65.37.%.*
Host 2

NNERER

Metwork Setup within a 5ingle Pod — Logical View
Servers are connected as follows:
+ Storage devices are connected to only the network that carries management traffic.
» Hosts are connected to networks for both management traffic and public traffic.
* Hosts are also connected to one or more networks carrying guest traffic.

We recommend the use of multiple physical Ethernet cards to implement each network interface
as well as redundant switch fabric in order to maximize throughput and improve reliability.

13.3. Networking in a Zone

The following figure illustrates the network setup within a single zone.
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Internet

Layer-3 switch wy/ firewall
modules

Layer-2 switch
Haosts
Management
Server farm with
My30aL
Primary
storage
SETVErs

Secondarv storage servers Pod 1 Pod 2

A firewall for management traffic operates in the NAT mode. The network typically is assigned
IP addresses in the 192.168.0.0/16 Class B private address space. Each pod is assigned IP
addresses in the 192.168.*.0/24 Class C private address space.

Each zone has its own set of public IP addresses. Public IP addresses from different zones do not
overlap.

13.4. EARY =2 DYIBRYNID—DIERK
EARXYNT—IDIGEITYEBRYNT—IDEBRIETEETT EBRTINELNHDZDIE. S AMREYY
UBERTBINS T4V IBEZETBLOHDTIDDHT ANRYRNT—I721FTT, CloudStackicfHlHTY —V %58
g 3&%E.Add Zone DEEMIST ARV NI—0 %Yy NPy T LET,

13.5. Advanced Zone Physical Network Configuration

Within a zone that uses advanced networking, you need to tell the Management Server how the
physical network is set up to carry different kinds of traffic in isolation.

13.5.1. 53RV — Y DT AN S T4y I DIERK
RDEIEIZ, CloudStack I—H—A V9 —T A RICAT AV BEA THBIEEBHRELTWE T BHAS 2N
XY ND—OEBRT BICIE O ROFIBICHRVET,
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1. ERIDFES—>32/8—T [Infrastructure] %2 v L%, [Zones] T [View More] 2w L.
FYRNT—D%EBINT DY —VAEIRLET,

2. [Network] #7%0YvoL%EY,
3. [Add guest network]&227Jv I LET,
FANRYNT—VDEMIAV RIDNRIINET,

& Add guest network

Please confirm that you would like to add a guest network

" Mame:

" Display Text:

“Zone: | Zone-0) |E|

" Network Offering: | DefaultlsolatedMetworkOfferingWith EI

Guest Gateway:

Guest Metmask:

Cancel Ok

4. ROBHREWELET,
* Name: RYRT—VDERITYT, INIFELI—H—ICRRINFT,
« Display Text : RYRT—VDFRATYT, Thid1—H—ICRRINZET,
« Zone: T AMRYRNT—U%EH LW/ —VETT,

+ Network offering : 5 LEBENERDORYNT—IF 77UV T AFZELTWRIGEE. FALELVLRY
NI—OFT7) T EBIRLET,

+ Guest Gateway : ¥ ANDMERT 25 —bIT(TY,
+ Guest Netmask : A DFEARATZHTRYMNETHERINZRYNYRITT,
5. TOKJ%=J)yHILET,

13.5.2. 38R —> D/INT YIRS T4v I DRERR
HERRYND— VR EAFERTEY -V TR AVI—RYMNSTavID IP PRLADEEEDARCEE 1D
BRTBILEIHYET,
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13.6. Using Multiple Guest Networks

In zones that use advanced networking, additional networks for guest traffic may be added at any
time after the initial installation. You can also customize the domain name associated with the
network by specifying a DNS suffix for each network.

A VM's networks are defined at VM creation time. A VM cannot add or remove networks after it
has been created, although the user can go into the guest and remove the IP address from the
NIC on a particular network.

Each VM has just one default network. The virtual router's DHCP reply will set the guest's default
gateway as that for the default network. Multiple non-default networks may be added to a guest
in addition to the single, required default network. The administrator can control which networks
are available as the default network.

Additional networks can either be available to all accounts or be assigned to a specific account.
Networks that are available to all accounts are zone-wide. Any user with access to the zone can
create a VM with access to that network. These zone-wide networks provide little or no isolation
between guests.Networks that are assigned to a specific account provide strong isolation.

13.6.1. F ARy NT—20 DB
1. BEEHLHLIITVRA—H—&ELT CloudStack Ul IcAZ 1> LEY,

2. ERloFES—23v s s [Network] Z2EIRLET,
3. [Add guest network] Z27)y L L TFDEHREAHDLET,
* Name: Xy hT7—JDERITY ZOEZFNEI—Y—DLRBIENTEIT,
+ Display Text: RYRT—0DFMIEHRTY . ZDBHRIELI—HY—DNSLRBIENTEET,
+ Zone: RYMI—VEBERAYTEY -V DERITY . FEYV - VBT AMRYMT—2ICHLEIIPLY V%
?97:7‘1]— RELRNRASVICBLES . BB RV —VICHLUIPLY VAR ET DB ENHY E

* Network offering : L LEBEICL>THEEDRYNTI—VFT7 )V IDBREINTWSIFHE.IIT
FMALEWRYRNTD—0%T1DFEIRLET,

+ Guest Gateway : T ANMMOF AT ET—bo( &R ELET,
+ Guest Netmask : ZZMNMAFIATZHTRYRMDRYMN RV EFRELET,

4. [Create] 27y LZET,

13.6.2. " ANRYNT—O LDRYNT—DOFT7) VT DER
A—HF—F BB E G BEEOT RN Ry NT— BB DN TONBRY NT— o4 TP U A ETE
=7,

. @wEEELFTY R1—H—& LT CloudStack Ul ICOZ 1> LET,

+ If you are changing from a network offering that uses the CloudStack virtual router to one
that uses external devices as network service providers, you must first stop all the VMs on the
network. See "Stopping and Starting Virtual Machines" in the Administrator's Guide.

o ZfAIDFEH—avh b [Network] HBIRLE T,
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Click the name of the network you want to modify.

In the Details tab, click Edit. IEI
+ [Network Offering] Ry 7 ZD—ETHLWRYNT—0F 77V J%8IRL T, [Applyl =0 ) v LET,

« A prompt is displayed asking whether you want to keep the existing CIDR. This is to let you
know that if you change the network offering, the CIDR will be affected. Choose No to proceed
with the change.

+ Wait for the update to complete. Don’t try to restart VMs until the network change is complete.

 If you stopped any VMs, restart them.

13.7. €Fa)740I—7

13.7.1. £Fa) 747 I —TICDOWT

Security groups provide a way to isolate traffic to VMs. A security group is a group of VMs
that filter their incoming and outgoing traffic according to a set of rules, called ingress and
egress rules. These rules filter network traffic according to the IP address that is attempting
to communicate with the VM. Security groups are particularly useful in zones that use basic
networking, because there is a single guest network for all guest VMs. In advanced zones,
security groups are supported only on the KVM hypervisor.

ERRYNT—V%FRTY —V TR RDYICERDT ANRY NI =B ER T ET REYIUA
DS T1v 0% R LE T,

& CloudStack7 AV Y MIF. TRTOREN T4V IEEB L. ITRTOEBNS 7100 %2HTT2T 74
WRDEF1FTATN—THAEINTOVET, IRNTOHLWMREYI A EELWRRIEY MRS
I TIANIDEF L) TATIN—TEEETEET,

CloudStack®aA—H—(3 EBDOHDEF1) T4 I —TEEBMTEET HLWMREBY I VICIF, 21—
P—EHEDEFX 1) T4 I—THRIFEEINTWARWRY, T 74D EF 1) T4 7 I —THREEFIC
YL TONFETAREI I VIE EEOHEDEXF L) TFATIN—T DAV IN—|IRBIENTEFTT RETY
VEEFA)TATIN—TICEIY Y TREAREI I VIIENTHBBRYT>EZDTIL—TICBLET, EiTH
DR VERDEF )TN —TIIRETEIEIETEE A,

X TAUIN—T IR EROBOZERUNELCEERRUZHIRELIEMTEIETERTEITE
BERDOHFLWRAG, RITHFILIFERICHIDET TIL—TRDITRTORBY I VIGERAINET,

RERUZBELRWVWERIF EERAUVICI O TEENHFATINTWE IS T1vIANDBREERNT M
T4V DRERFFATINIEA,

13.7.2. €% 2747 —TDEM
21— -t LFBBEEH LV EF2U TN —TEEETBIENTEET,

1. BEEL LI VR1—H—&LT CloudStack Ul lcOJ 4> LET,
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2. EloFrES—> 3> /8—T[Network] 221 wo LFET,
3. [Select view]Rvo ZD—E T[Security Groups| & ERLET,
4. [Add Security Groupl=2'JvJL%9,
5. &REIEHAEADLETS,
6. [OK]Z=7UvILEY,
FLWEF2) T4 I —TFH[Security Groups Details] ¥ 7 ICRRINE T,

7. EXaAVTAON—TEENPTTBIT TEF 1Y TA TN —TADOZERAUEEEHRRN DB IHE
&i?o

13.7.3. Security Groups in Advanced Zones (KVM Only)

CloudStack provides the ability to use security groups to provide isolation between guests on

a single shared, zone-wide network in an advanced zone where KVM is the hypervisor. Using
security groups in advanced zones rather than multiple VLANs allows a greater range of options
for setting up guest isolation in a cloud.

Limitations
The following are not supported for this feature:

+ Two IP ranges with the same VLAN and different gateway or netmask in security group-enabled
shared network.

* Two IP ranges with the same VLAN and different gateway or netmask in account-specific
shared networks.

* Multiple VLAN ranges in security group-enabled shared network.
* Multiple VLAN ranges in account-specific shared networks.

Security groups must be enabled in the zone in order for this feature to be used.

13.7.4. Enabling Security Groups

In order for security groups to function in a zone, the security groups feature must first be
enabled for the zone. The administrator can do this when creating a new zone, by selecting
a network offering that includes security groups. The procedure is described in Basic Zone
Configuration in the Advanced Installation Guide. The administrator can not enable security
groups for an existing zone, only when creating a new zone.

13.7.5. Adding Ingress and Egress Rules to a Security Group
1. EEELLIITYRI—4—& LT CloudStack Ul IcAZ AV LET,

2. ERIDFES—>3>/N—T[Network] &2 )y LET,
3. In Select view, choose Security Groups, then click the security group you want .

4. To add an ingress rule, click the Ingress Rules tab and fill out the following fields to specify
what network traffic is allowed into VM instances in this security group. If no ingress rules are
specified, then no traffic will be allowed in, except for responses to any traffic that has been
allowed out through an egress rule.
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« Add by CIDR/Account. Indicate whether the source of the traffic will be defined by IP
address (CIDR) or an existing security group in a CloudStack account (Account). Choose
Account if you want to allow incoming traffic from all VMs in another security group

* Protocol. The networking protocol that sources will use to send traffic to the security
group. TCP and UDP are typically used for data exchange and end-user communications.
ICMP is typically used to send error messages or network monitoring data.

+ Start Port, End Port. (TCP, UDP only) A range of listening ports that are the destination for
the incoming traffic. If you are opening a single port, use the same number in both fields.

« ICMP Type, ICMP Code. (ICMP only) The type of message and error code that will be
accepted.

« CIDR. (Add by CIDR only) To accept only traffic from IP addresses within a particular
address block, enter a CIDR or a comma-separated list of CIDRs. The CIDR is the base IP
address of the incoming traffic. For example, 192.168.0.0/22. To allow all CIDRs, set to
0.0.0.0/0.

« Account, Security Group. (Add by Account only) To accept only traffic from another
security group, enter the CloudStack account and name of a security group that has
already been defined in that account. To allow traffic between VMs within the security
group you are editing now, enter the same name you used in step 7.

The following example allows inbound HTTP access from anywhere:

Details Ingress Rules
Add by
@ CIDR Account
Protocol Start Port End Port CIDR Add

TCP || 80 80 0.0.0.0/0 | Add |

5. To add an egress rule, click the Egress Rules tab and fill out the following fields to specify
what type of traffic is allowed to be sent out of VM instances in this security group. If no
egress rules are specified, then all traffic will be allowed out. Once egress rules are specified,
the following types of traffic are allowed out: traffic specified in egress rules; queries to DNS
and DHCP servers; and responses to any traffic that has been allowed in through an ingress
rule

» Add by CIDR/Account. Indicate whether the destination of the traffic will be defined by IP
address (CIDR) or an existing security group in a CloudStack account (Account). Choose
Account if you want to allow outgoing traffic to all VMs in another security group.

» Protocol. The networking protocol that VMs will use to send outgoing traffic. TCP and UDP
are typically used for data exchange and end-user communications. ICMP is typically used
to send error messages or network monitoring data.

« Start Port, End Port. (TCP, UDP only) A range of listening ports that are the destination for
the outgoing traffic. If you are opening a single port, use the same number in both fields.
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* ICMP Type, ICMP Code. (ICMP only) The type of message and error code that will be sent

+ CIDR. (Add by CIDR only) To send traffic only to IP addresses within a particular address
block, enter a CIDR or a comma-separated list of CIDRs. The CIDR is the base IP address of
the destination. For example, 192.168.0.0/22. To allow all CIDRs, set to 0.0.0.0/0.

» Account, Security Group. (Add by Account only) To allow traffic to be sent to another
security group, enter the CloudStack account and name of a security group that has
already been defined in that account. To allow traffic between VMs within the security
group you are editing now, enter its name.

6. [Add]Z=2'vILET,

13.8. External Firewalls and Load Balancers

CloudStack is capable of replacing its Virtual Router with an external Juniper SRX device and an
optional external NetScaler or F5 load balancer for gateway and load balancing services. In this
case, the VMs use the SRX as their gateway.

13.8.1. About Using a NetScaler Load Balancer

Citrix NetScaler is supported as an external network element for load balancing in zones that use
advanced networking (also called advanced zones). Set up an external load balancer when you
want to provide load balancing through means other than CloudStack’s provided virtual router.

The NetScaler can be set up in direct (outside the firewall) mode. It must be added before any
load balancing rules are deployed on guest VMs in the zone.

The functional behavior of the NetScaler with CloudStack is the same as described in the
CloudStack documentation for using an F5 external load balancer. The only exception is that
the F5 supports routing domains, and NetScaler does not. NetScaler can not yet be used as a

firewall.

The Citrix NetScaler comes in three varieties. The following table summarizes how these variants

are treated in CloudStack.

NetScaler ADC Type

Description of Capabilities

CloudStack Supported
Features

MPX Physical appliance. Capable In advanced zones, load
of deep packet inspection. balancer functionality fully
Can act as application firewall | supported without limitation.
and load balancer In basic zones, static NAT,
elastic IP (EIP), and elastic
load balancing (ELB) are also
provided
VPX Virtual appliance. Can run as | Supported only on ESXi.
VM on XenServer, ESXi, and Same functional support as
Hyper-V hypervisors. Same for MPX. CloudStack will treat
functionality as MPX VPX and MPX as the same
device type
SDX Physical appliance. Can CloudStack will dynamically
create multiple fully isolated provision, configure, and
VPX instances on a single manage the lifecycle of
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NetScaler ADC Type Description of Capabilities CloudStack Supported
Features
appliance to support multi- VPX instances on the SDX.
tenant usage Provisioned instances are

added into CloudStack
automatically - no manual
configuration by the
administrator is required.
Once a VPX instance is added
into CloudStack, it is treated
the same as a VPX on an ESXi
host.

13.8.2. Configuring SNMP Community String on a RHEL Server

The SNMP Community string is similar to a user id or password that provides access to a network
device, such as router. This string is sent along with all SNMP requests. If the community string is
correct, the device responds with the requested information. If the community string is incorrect,
the device discards the request and does not respond.

The NetScaler device uses SNMP to communicate with the VMs. You must install SNMP and
configure SNMP Community string for a secure communication between the NetScaler device
and the RHEL machine.

1. Ensure that you installed SNMP on RedHat. If not, run the following command:

yum install net-snmp-utils

2. Edit the /etc/snmp/snmpd.conf file to allow the SNMP polling from the NetScaler device.

a. Map the community name into a security name (local and mynetwork, depending on
where the request is coming from):

®:

Use a strong password instead of public when you edit the following table.

i sec.name  source community
com2sec local localhost public
com2sec  mynetwork 0.0.0.0 public

e

Setting to 0.0.0.0 allows all IPs to poll the NetScaler server.

b. Map the security names into group names:
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i group.name  sec.model sec.name
group  MyRWGroup vl local
group  MyRWGroup v2c local
group  MyROGroup vl mynetwork
group  MyROGroup v2c mynetwork

c. Create a view to allow the groups to have the permission to:

incl/excl subtree mask view all included .1

d. Grant access with different write permissions to the two groups to the view you created.

#f context sec. model sec. level prefix read write notif
access MyROGroup ”” any noauth exact all none none
access MyRWGroup ”” any noauth exact all all all

3. Unblock SNMP in iptables.

iptables -A INPUT -p udp --dport 161 —-j ACCEPT

4. Start the SNMP service:

service snmpd start

5. Ensure that the SNMP service is started automatically during the system startup:

chkconfig snmpd on

13.8.3. AR I7AT A—ILEA—RNSUH—DHMEBPEY Ty T
When the first VM is created for a new account, CloudStack programs the external firewall and
load balancer to work with the VM. The following objects are created on the firewall:

* A new logical interface to connect to the account's private VLAN. The interface IP is always the
first IP of the account's private subnet (e.g. 10.1.1.1).

» Asource NAT rule that forwards all outgoing traffic from the account's private VLAN to the
public Internet, using the account's public IP address as the source address

+ Afirewall filter counter that measures the number of bytes of outgoing traffic for the account
The following objects are created on the load balancer:
* A new VLAN that matches the account's provisioned Zone VLAN

« Aself IP for the VLAN. This is always the second IP of the account's private subnet (e.g.
10.1.1.2).

13.8.4. Ongoing Configuration of External Firewalls and Load

Balancers

Additional user actions (e.g. setting a port forward) will cause further programming of the firewall
and load balancer. A user may request additional public IP addresses and forward traffic received
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at these IPs to specific VMs. This is accomplished by enabling static NAT for a public IP address,
assigning the IP to a VM, and specifying a set of protocols and port ranges to open. When a static
NAT rule is created, CloudStack programs the zone's external firewall with the following objects:

A static NAT rule that maps the public IP address to the private IP address of a VM.

» A security policy that allows traffic within the set of protocols and port ranges that are
specified.

+ A firewall filter counter that measures the number of bytes of incoming traffic to the public IP.

The number of incoming and outgoing bytes through source NAT, static NAT, and load balancing
rules is measured and saved on each external element. This data is collected on a regular basis
and stored in the CloudStack database.

13.8.5. Configuring AutoScale

AutoScaling allows you to scale your back-end services or application VMs up or down
seamlessly and automatically according to the conditions you define. With AutoScaling enabled,
you can ensure that the number of VMs you are using seamlessly scale up when demand
increases, and automatically decreases when demand subsides. Using AutoScaling, you can
automatically shut down instances you don't need, or launch new instances, depending on
demand.

NetScaler AutoScaling is designed to seamlessly launch or terminate VMs based on user-
defined conditions. Conditions for triggering a scaleup or scaledown action can vary from a
simple use case like monitoring the CPU usage of a server to a complex use case of monitoring
a combination of server's responsiveness and its CPU usage. For example, you can configure
AutoScaling to launch an additional VM whenever CPU usage exceeds 80 percent for 15
minutes, or to remove a VM whenever CPU usage is less than 20 percent for 30 minutes.

CloudStack uses the NetScaler load balancer to monitor all aspects of a system's health and work
in unison with CloudStack to initiate scale-up or scale-down actions.

®::

AutoScale is supported on NetScaler Release 10 Build 73.e and beyond.

EaElR
Before you configure an AutoScale rule, consider the following:
« Ensure that the necessary template is prepared before configuring AutoScale. When a VM

is deployed by using a template and when it comes up, the application should be up and
running.
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®:

If the application is not running, the NetScaler device considers the VM as ineffective and
continues provisioning the VMs unconditionally until the resource limit is exhausted.

* Deploy the templates you prepared. Ensure that the applications come up on the first boot
and is ready to take the traffic. Observe the time requires to deploy the template. Consider this
time when you specify the quiet time while configuring AutoScale.

* The AutoScale feature supports the SNMP counters that can be used to define conditions
for taking scale up or scale down actions. To monitor the SNMP-based counter, ensure that
the SNMP agent is installed in the template used for creating the AutoScale VMs, and the
SNMP operations work with the configured SNMP community and port by using standard
SNMP managers. For example, see #Configuring SNMP Community String on a RHEL Serveri to
configure SNMP on a RHEL machine.

* Ensure that the endpointe.url parameter present in the Global Settings is set to the
Management Server APl URL. For example, http://10.102.102.22:8080/client/api. In a multi-
node Management Server deployment, use the virtual IP address configured in the load
balancer for the management server’s cluster. Additionally, ensure that the NetScaler device
has access to this IP address to provide AutoScale support.

If you update the endpointe.url, disable the AutoScale functionality of the load balancer
rules in the system, then enable them back to reflect the changes. For more information see
Updating an AutoScale Configuration

+ Ifthe APl Key and Secret Key are regenerated for an AutoScale user, ensure that the AutoScale
functionality of the load balancers that the user participates in are disabled and then enabled
to reflect the configuration changes in the NetScaler.

* In an advanced Zone, ensure that at least one VM should be present before configuring a load
balancer rule with AutoScale. Having one VM in the network ensures that the network is in
implemented state for configuring AutoScale.

Configuration
UTDEREZRELFT,
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AutoScale Configuration Wizard

Template: | RHELG2

Compute offering: | Small Instance

* Min Instances: |1

Scale Up Palicy

* Duration(in sec): 60

Counter

Linux User CPU - percentage

Response Time - microseconds

Scale Down Policy

[=]

Operator

greater-than

greater-than

* Duration(in sec): 60

Counter

« Template: A template consists of a base OS image and application. A template is used to
provision the new instance of an application on a scaleup action. When a VM is deployed

Operator

\ m;
* Max Instances: |4
Threshold Add
1000 2
Threshold Add
1 1

Cancel Apply

Fs

m

from a template, the VM can start taking the traffic from the load balancer without any admin

intervention. For example, if the VM is deployed for a Web service, it should have the Web

server running, the database connected, and so on.

» Compute offering: A predefined set of virtual hardware attributes, including CPU speed,
number of CPUs, and RAM size, that the user can select when creating a new virtual machine
instance. Choose one of the compute offerings to be used while provisioning a VM instance as

part of scaleup action.

« Min Instance: The minimum number of active VM instances that is assigned to a load balancing
rule. The active VM instances are the application instances that are up and serving the traffic,
and are being load balanced. This parameter ensures that a load balancing rule has at least the
configured number of active VM instances are available to serve the traffic.
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If an application, such as SAP, running on a VM instance is down for some reason, the
VM is then not counted as part of Min Instance parameter, and the AutoScale feature
initiates a scaleup action if the number of active VM instances is below the configured
value. Similarly, when an application instance comes up from its earlier down state, this
application instance is counted as part of the active instance count and the AutoScale
process initiates a scaledown action when the active instance count breaches the Max
instance value.

* Max Instance: Maximum number of active VM instances that should be assigned to a load
balancing rule. This parameter defines the upper limit of active VM instances that can be
assigned to a load balancing rule.

Specifying a large value for the maximum instance parameter might result in provisioning large
number of VM instances, which in turn leads to a single load balancing rule exhausting the VM
instances limit specified at the account or domain level.

If an application, such as SAP, running on a VM instance is down for some reason, the VM
is not counted as part of Max Instance parameter. So there may be scenarios where the
number of VMs provisioned for a scaleup action might be more than the configured Max
Instance value. Once the application instances in the VMs are up from an earlier down
state, the AutoScale feature starts aligning to the configured Max Instance value.

Specify the following scale-up and scale-down policies:

» Duration: The duration, in seconds, for which the conditions you specify must be true to trigger
a scaleup action. The conditions defined should hold true for the entire duration you specify
for an AutoScale action to be invoked.

» Counter: The performance counters expose the state of the monitored instances. By default,
CloudStack offers four performance counters: Three SNMP counters and one NetScaler
counter. The SNMP counters are Linux User CPU, Linux System CPU, and Linux CPU Idle. The
NetScaler counter is ResponseTime. The root administrator can add additional counters into
CloudStack by using the CloudStack API.

» Operator: The following five relational operators are supported in AutoScale feature: Greater
than, Less than, Less than or equal to, Greater than or equal to, and Equal to.

* Threshold: Threshold value to be used for the counter. Once the counter defined above
breaches the threshold value, the AutoScale feature initiates a scaleup or scaledown action.

« Add: Click Add to add the condition.
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Additionally, if you want to configure the advanced settings, click Show advanced settings, and
specify the following:

 Polling interval: Frequency in which the conditions, combination of counter, operator and
threshold, are to be evaluated before taking a scale up or down action. The default polling
interval is 30 seconds.

* Quiet Time: This is the cool down period after an AutoScale action is initiated. The time
includes the time taken to complete provisioning a VM instance from its template and the time
taken by an application to be ready to serve traffic. This quiet time allows the fleet to come up
to a stable state before any action can take place. The default is 300 seconds.

« Destroy VM Grace Period: The duration in seconds, after a scaledown action is initiated, to
wait before the VM is destroyed as part of scaledown action. This is to ensure graceful close of
any pending sessions or transactions being served by the VM marked for destroy. The default is
120 seconds.

« Security Groups: Security groups provide a way to isolate traffic to the VM instances. A security
group is a group of VMs that filter their incoming and outgoing traffic according to a set of
rules, called ingress and egress rules. These rules filter network traffic according to the IP
address that is attempting to communicate with the VM.

» Disk Offerings: A predefined set of disk size for primary data storage.

* SNMP Community: The SNMP community string to be used by the NetScaler device to query
the configured counter value from the provisioned VM instances. Default is public.

* SNMP Port: The port number on which the SNMP agent that run on the provisioned VMs is
listening. Default portis 161.

» User: This is the user that the NetScaler device use to invoke scaleup and scaledown API calls
to the cloud. If no option is specified, the user who configures AutoScaling is applied. Specify
another user name to override.

» Apply: Click Apply to create the AutoScale configuration.

Disabling and Enabling an AutoScale Configuration

If you want to perform any maintenance operation on the AutoScale VM instances, disable the
AutoScale configuration. When the AutoScale configuration is disabled, no scaleup or scaledown
action is performed. You can use this downtime for the maintenance activities. To disable the

AutoScale configuration, click the Disable AutoScale E button.

The button toggles between enable and disable, depending on whether AutoScale is currently
enabled or not. After the maintenance operations are done, you can enable the AutoScale
configuration back. To enable, open the AutoScale configuration page again, then click the

4

Enable AutoScale == button.

Updating an AutoScale Configuration

You can update the various parameters and add or delete the conditions in a scaleup or
scaledown rule. Before you update an AutoScale configuration, ensure that you disable the
AutoScale load balancer rule by clicking the Disable AutoScale button.

After you modify the required AutoScale parameters, click Apply. To apply the new AutoScale
policies, open the AutoScale configuration page again, then click the Enable AutoScale button.
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Runtime Considerations

* An administrator should not assign a VM to a load balancing rule which is configured for
AutoScale.

+ Before a VM provisioning is completed if NetScaler is shutdown or restarted, the provisioned
VM cannot be a part of the load balancing rule though the intent was to assign it to a load
balancing rule. To workaround, rename the AutoScale provisioned VMs based on the rule
name or ID so at any point of time the VMs can be reconciled to its load balancing rule.

* Making API calls outside the context of AutoScale, such as destroyVM, on an autoscaled VM
leaves the load balancing configuration in an inconsistent state. Though VM is destroyed from
the load balancer rule, NetScaler continues to show the VM as a service assigned to a rule.

13.9. B98O IL—IL

CloudStack 2—H'—E LIXEBIEZ 1Z/XT v IPHS1 2 LLUTERDREBTIVADZENST4vID
DEDE-HOEFDEIL—ILEERTINELNFEA. I —F— B EDTIL T XLICEDEIL—ILEE
KUREYS YOy ML TEIY Y TET,

.

HL. BEOBUL—ILEVER T BEE NetScaler DEIBRHAET NI RESALRYNTI—IH—E RS
IV T EFBLTWGE., £BICRYNTI—I Y —E XA T71) 5 % CloudStack DIR#EJL—
Y—5FAITZLOEELAMASIGE. BiGL THEEEZFIBT27DICIEETOAR I HBUL—ILIHL
T7AT A==V EEBMLATNIERYEEA,

13.9.1. O—RN\XSUH—)L—ILDEM
1. BEELLIEITYRI—4—& LT CloudStack Ul icOZ 1 LET,

2. ERIDOFES—avhb [Network] HZRLET,

3. FST71v0DBEAEELIZWLAEVWRYNDI =D DRI EIY v I LET,

4. [View IP Addresses] &#2v o LZET,

5. JL=ILEEKRLIWIP PRLR%ES) YL, [Configuration] # 7%y LET,

6. BEREOO—RNZUH—%0)vIL. [ViewAlll 20) v LET,
HEARV—UTRIPTRLAERRETICEF DBV —ILEFRTBIEETEXY, CloudStack IE&
T BUL— L DYEREFICAIEREYIC IP ZEY BTV —ILERBHCEIY BTSN IP PRLAD MR
~INEY,
XY —UDEHI%ZEIR L. [Add Load Balancer] # 7%y  LE T, 5 #lld 7 SRR LTI,

7. ROEBZAALEY,
« Name: BRI —ILOEZRITY,
+ Public Port: BRZEDEODANNTT1vI%ZETER—MESTY,
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» Private Port: (RE~YYV VYD NST4v %2 (ETER—INESTT,

+ Algorithm : CloudStack TRIFAL7ZWARIAET7 LT X L%ZZEIRLE Y, CloudStack Tldtk~
BRT7IVT) X LEGR—ILTWET, INSOT7IILTYXAICEALTEHERERNY ZWGEIFIVI—
FYM ETEYZLLDOBERERNSTEET,

+ Stickiness : (#7>3Y) [Configure] #7)v oL, AT 1Y IR AR —5BIRLE T, EMIT
[Sticky Session Policies for Load Balancer Rules] A& 8B LT /230y,

+ AutoScale: [Configure] #%2")v% L #Configuring AutoScale# | > TH—M AT —IL DR E% 5T
TLEY,

8. [Add VMs] &0 v LB ANNSZ T4 DEREDET22DLULDREYI V%EFEIRL. [Apply] &
Y9I LEY,

FLOWEROEIL—ILA) ZARRTIINIP PRLRICHT2BHESEBIL—ILAB|EHESBMTEIEN
TEEY,

13.9.2. Sticky Session Policies for Load Balancer Rules

Sticky sessions are used in Web-based applications to ensure continued availability of
information across the multiple requests in a user's session. For example, if a shopper is filling a
cart, you need to remember what has been purchased so far. The concept of "stickiness" is also
referred to as persistence or maintaining state.

Any load balancer rule defined in CloudStack can have a stickiness policy. The policy consists
of a name, stickiness method, and parameters. The parameters are name-value pairs or flags,
which are defined by the load balancer vendor. The stickiness method could be load balancer-
generated cookie, application-generated cookie, or source-based. In the source-based method,
the source IP address is used to identify the user and locate the user’s stored data. In the other
methods, cookies are used. The cookie generated by the load balancer or application is included
in request and response URLs to create persistence. The cookie name can be specified by the
administrator or automatically generated. A variety of options are provided to control the exact
behavior of cookies, such as how they are generated and whether they are cached.

For the most up to date list of available stickiness methods, see the CloudStack Ul or call
listNetworks and check the SupportedStickinessMethods capability.

13.10. Guest IP Ranges

The IP ranges for guest network traffic are set on a per-account basis by the user. This allows
the users to configure their network in a fashion that will enable VPN linking between their guest
network and their clients.

13.11. 3 LW IP 7RLADEF

1. BEEE LEIVRI—4—&LT CloudStack Ul lcAY 1Y LE T,
2. EfloFES—avh s [Network] BBIRLET,

3. BELEVWRYNI—VDERIEI)YILET,

4. [View IP Addresses] =7y LZEY,

5. [Acquire New IP] 20w o L. HEEBF A7 0OJ T [Yes]) #7)vILZET,
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—HZE9IC IP PRLRIZBRRD)Y—RATHB1-DEREROONETT, LIESLTEERT—IAN
[Allocated ] ERYFTLW IP PRLUADRRIINE T, INTH LW IP PRLREZR—NIAT—FT 1
WYRYT4vY9 NAT IL—ILICRIFATEET,

13.12. IP 7RL ADRK

When the last rule for an IP address is removed, you can release that IP address. The IP address
still belongs to the VPC; however, it can be picked up for any guest network again.

1. BEEFAIF2—H—&LT CloudStack A—H#'—(>V¥—TJx(RICOT AV LET,
2. ElOFES—Tavh s [Network] ZBIRLET,

3. BELEWRYRND—VDEFEI)YILET,

4. [View IP Addresses] #2)v 7 LZET,

5. BAMLA=WIP PRLRESZYYILET,

6. 2
Click the Release IP button. - ==

13.13. 89 NAT

A static NAT rule maps a public IP address to the private IP address of a VM in order to allow
Internet traffic into the VM. The public IP address always remains the same, which is why it is
called “static” NAT. This section tells how to enable or disable static NAT for a particular IP
address.

13.13.1. 2957 1v%2 NAT &ML, EMIL
HEL.ITTICR—RI2T7—F 4T DIL—ILD IP PRLRICRBEIN TWBIEE. IP I LTRY Ty NAT
ERMIETEIENTEEE A,

R DNDODDRYNT—VICFRBLTWBIGE . R T 1Y NAT DIL—ILIE T 74Ky ND—2
TLOEBELEHEA.

1. BEEEBHLIITVN2—4#—&LT CloudStack Ul ICOZ 1V LET,
2. EfOFES—>3vh b [Network] ZBIRLET,

3. BELEWRYNT—VDEFEV)YILET,

4. [View IP Addresses] #2) v LET,

5. BBELEWIPPRLREIYYILET,

™
Click the Static NAT % | button.

The button toggles between Enable and Disable, depending on whether static NAT is
currently enabled for the IP address.

7. Ifyou are enabling static NAT, a dialog appears where you can choose the destination VM
and click Apply.
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13.14. IP Forwarding and Firewalling

By default, all incoming traffic to the public IP address is rejected. All outgoing traffic from the
guests is also blocked by default.

To allow outgoing traffic, follow the procedure in #Creating Egress Firewall Rules in an Advanced
Zonett.

To allow incoming traffic, users may set up firewall rules and/or port forwarding rules. For
example, you can use a firewall rule to open a range of ports on the public IP address, such as 33
through 44. Then use port forwarding rules to direct traffic from individual ports within that range
to specific ports on user VMs. For example, one port forwarding rule could route incoming traffic
on the public IP's port 33 to port 100 on one user VM's private IP. For more information, see ####
B and #HHHEHE.

13.14.7. Creating Egress Firewall Rules in an Advanced Zone

.

The egress firewall rules are supported only on virtual routers.

The egress traffic originates from a private network to a public network, such as the Internet. By
default, the egress traffic is blocked, so no outgoing traffic is allowed from a guest network to

the Internet. However, you can control the egress traffic in an Advanced zone by creating egress
firewall rules. When an egress firewall rule is applied, the traffic specific to the rule is allowed and
the remaining traffic is blocked. When all the firewall rules are removed the default policy, Block,
is applied.

Consider the following scenarios to apply egress firewall rules:

+ Allow the egress traffic from specified source CIDR. The Source CIDR is part of guest network
CIDR.

+ Allow the egress traffic with destination protocol TCP,UDP,ICMP, or ALL.

« Allow the egress traffic with destination protocol and port range. The port range is specified for
TCP, UDP or for ICMP type and code.

To configure an egress firewall rule:

1. BEEFAIFI—Y—&LT CloudStack A—H—(v4H—Jx(RICATFV LET,
2. EROFESF—T 35 [Network] ZRIRLET,

3. In Select view, choose Guest networks, then click the Guest network you want.

4. To add an egress rule, click the Egress rules tab and fill out the following fields to specify
what type of traffic is allowed to be sent out of VM instances in this guest network:
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Details Egress rules

CIDR Protocol Start Port End Port Add
TCF [=] “
uoP
ICMP

10.1.1.0/24 All 22 22 ®

+ CIDR: (Add by CIDR only) To send traffic only to the IP addresses within a particular
address block, enter a CIDR or a comma-separated list of CIDRs. The CIDR is the base
IP address of the destination. For example, 192.168.0.0/22. To allow all CIDRs, set to
0.0.0.0/0.

* Protocol: The networking protocol that VMs uses to send outgoing traffic. The TCP and
UDP protocols are typically used for data exchange and end-user communications. The
ICMP protocol is typically used to send error messages or network monitoring data.

 Start Port, End Port: (TCP, UDP only) A range of listening ports that are the destination for
the outgoing traffic. If you are opening a single port, use the same number in both fields.

* ICMP Type, ICMP Code: (ICMP only) The type of message and error code that are sent.
5. [Add]&=0)vyoLET,

13.14.2. 7747 2x—ILIL—Ib

FIFILRNTIENT YT IP IR TEETDAADRNT T4y T7AT A= THIRINE T AEHSD
STV I EHFRITBICIIBEEDT7AT A= IL—ILICEY T7AT 94— ILDR— NN T BT EHNTEE
T AT avELTERT IPA274L59) 009578 CIDR 2185 EHTIET , CNIEEFED
IP7RLADNSDAANVITANDHAHFATTBIGEICER T,

ISRTAYIIRIP PRLAICKH L TR — MRS 27DIC 7747 04— ILIL—ILEFBE TR &I TEEE
Ao ISRATAYY IP HFRLTWBERIIALHISDTIERFRDUICEF YT IL—FICEYEIELE
T o SIS pa s A5 BLTEIL,

IR — >V TIIMRBIL — 49— AWTH DR I77147 04— IV — L EERR CTEE T, 5¥#l I #Creating
Egress Firewall Rules in an Advanced Zone# &R LTI,

T7AT 74— DIL—IJVIZEIEH—/N— Ul @ [Firewall] Y T DSERTBZENTEEFT, DI T T
CloudStack B’ Y AM—=ILEINFBERTIXT 74ILNTRRIINFEH AL [Firewall] ¥ 75 RRT3ICIE
CloudStack BEEN T O—/NILERE/NT X—4—Tlfirewall.rule.ui.enabled ] % "true" ICERETZNE
PrHUET,

TFAT A=V IL—IV DR S %

1. EEEELUITVRI—H—ELT CloudStack Ul ICAZ 1> LET,
2. EfloreEs—ravhs [Network] ZBIRLET,

3. BELEWRYRNT—VDEFIZEI)YILET,

4. [View IP Addresses] #2)v2 7 LZEY,

5 ZELEWIP PRLREIYYILET,

6. [Configuration] #7% 7Y LRDEZANLET,
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« Source CIDR: (A7 av) BEDTRLRATOVIIZEEFNS IP PRLZADH%FFT Y 5ICIE CIDR
HAYITEEISNT CIDR DYRMEAALET, HlELT 192.168.0.0/22 IREDNHEIFLNET,
F ZEHEICTBHELTOD CIDR ZEFAILE T,

+ Protocol : R IN/zR—,CRIBEINZ@EESONIIILTT,

+ Start Port & End Port: 7747 04— THRBLIZWR—MES T  B—DR—MERBLIEWS
S mMADT14—ILRICA—DHBESEANLTLIEEIL,

+ ICMP Type & ICMP Code : 7ARNIILIC ICMP 23R ELKIFGEDAFIBINZESICMP Z7Ok3
JVICBWTIER ICMP AYd —ITIBHAFNZY4TEIA—REA DL TLEIW AEANTEIRE
DEFHMICRELTIX TICMP REa Xy b A#BBLTLEIL,

7. [Add]Z22Y)vILET,

13.14.3. ;R—MN#RE

R—MNEREY—ERE R —42EHETIR—MNEERUNDOEYNTT  R— XY —ERIE 1 BFLiE
BEOTAMRET U VIGERAINE T, CNICEY S AMREY O VI R—MNEEY—EATERT SR
VIO TBEINSZERYNI— VTV RENMISINE T, 4T3V T . CIDR 2I8ELTEET
IP7RLRETAINI—FBHIEET XXT N TFED IP PRLADLDZEERDEEDH%FFAI TS
BEIRIBET,

EEOHDR—MEEY—E 2% FAMREYIVIGERATEE T, R—MNEY—ERIEHZTEXETH
AVN—EEHEDIDEDOTIEHYEE A,

IS5RT4v7 IP ICRH LU TIR— MR T 27-DICR—MNEEAFIATEZIENTEFEA.ITRAT1YY IP
HES>TWBIBEIIRDLUICEF )TN —T2F>THAEISOT7 /A% O—)LLE T, 55l
(LX) T4 IN—T1BRBLTLEIN,

R—MREZRETSHICIE
1. BEEL LI VN4 —&LT CloudStack Ul IcAV 4> LET,

2. HL.5T LAWESEIE CloudStack T/XT vy IP PRLZDEEEY —VISBIMLE T 5 MllIE1 2
M= HARDTY =2 ERYRDBMI ZSRR LTI,

3. 1 BFELIFERDOT ANMRIEYL V% CloudStack ICBIILTLEI W,
4. E@DOFES -3V /N—T[Network] 22y LET,
5. REVYIVERITLTWBT ANRYNI—VDERIEIYvILET,

6. BIED IP PRLRAEZIRTZHDF LW IP P RLREEB L X T (#HHH# IP #HH#H 5 R), —BRO
IP7RLRZEIYyILET,

7. [Configuration]97 %21y L&,

8. Y417 ZLD[Port Forwarding]/—R®D[View AlllZ21)y I LET,

9. ROEBZAALEY,
* Public Port : /RTV)w I RS T4y NEEIND RIOFIRTIFLE IP PRLADR—KITT,
« Private Port : SR INT=/NNTV YIRS T4V I BAVRAI VAN v AV T BR—NTT,

+ Protocol: 2 DDR—rDETHFEAINDEEIOMILTT,
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10. [Add]Z2) v LET,

13.15. IP Load Balancing

The user may choose to associate the same public IP for multiple guests. CloudStack implements
a TCP-level load balancer with the following policies.

- ZyvRkOEY
¢ Least connection
* Source IP

This is similar to port forwarding but the destination may be multiple IP addresses.

13.16. DNS&EDHCP

The Virtual Router provides DNS and DHCP services to the guests. It proxies DNS requests to the
DNS server configured on the Availability Zone.

13.17. VPN

CloudStack 7HV Y hDRREHE L ARIEY I VICT V2R 5780 DVPN(Virtual Private Network: {48
TSAR—=RNRYNT—=D)EERTEE T VE—NT7IERA VPN Y —ERER BT ERYNT—0FT7 >
TOBTARNRYNT—I DAV RI Y REER T DE AT LRIEBI I VICEDVWTARBIL—4—ITEo
TH—EZMRHEINFET . ¥nCloudStack (Z. L2TP over IPsec R—RDYE—rF7I X VPN H—t
2EFAMRBERYNT—IIRELET . BERY RN T—IIRIBIL—¥nI—BH B =D, VPN Ry T—5
BTHAEINZEHEA.Windows, Mac OS X, LT i0OS DRAFT14T VPN VSAT7 VR EHLT. S A
FYRT—VIERTEE T 7HUVMNIEZ L VPN 2— =5 ER L TEERBTHIENTEET . DD
IC. CloudStack D7 AU Y M F—IR—ZATIEALBIOT—TILHMERINET VPN 2—Hf'—F—HR—
RAd. BEDTHIVIFBEEIEKTZTRTO VPN THEEINFET, TXTO VPN 2—HF—IZZFDT7H
DVRNREEMNMERTETRTD VPN IZTFIVEATEEY,

®::

NST74v DT RTH VPN AREBT DD AW EITSERELTLEIW, DFY, VPN ICL->THEE
INBIL—NMITRARRYRT—IBFRBICTBZHELNHY, TR TDIS T4y VI ERTEDDIFTlIEHY
FtA.

s ENANA—Y—/YE— TPV ER: - =X BEFLEEBERANSIZTVRRD T4 R—K Ry b
T—J ILREIERIDIEELEATVWET  BRE ERIEZ77147 8D IP PRLRIEEITHY, VPN
Y—N—TEFIBRTIIEIETEERA,

 Site to Site. In this scenario, two private subnets are connected over the public Internet with
a secure VPN tunnel. The cloud user’s subnet (for example, an office network) is connected
through a gateway to the network in the cloud. The address of the user’s gateway must be
preconfigured on the VPN server in the cloud. Note that although L2TP-over-IPsec can be used
to set up Site-to-Site VPNs, this is not the primary intent of this feature. For more information,
see #Setting Up a Site-to-Site VPN Connection#
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13.17.1. VPN DK
59 R®D VPN 2ty N7y 3IC1E

1. BEEHLIEITVRA—H—&LT CloudStack Ul lIcAZ 1 LEY,
2. EROFES—2 32 /3—T [Global Settings] #2vJ7LEY,
3. ROTO— NIV /ATA—Y—5ZELET,

» remote.access.vpn.client.ip.range — The range of IP addresses to be allocated to remote
access VPN clients. The first IP in the range is used by the VPN server.

- remote.access.vpn.psk.length - IPSec ¥—DKRXTY,

* remote.access.vpn.user.limit - 7HOV R HZYD VPN 2—HF—DH AT,
REDRYRT—ID VPN ZBMITTBICIE
1. 2—Y—FAIFBFEEELT CloudStack I—H'—(V¥—TJx(RICOTV AV LET,
2. EfloFEs—> 3> /8—T[Network]Z2)woI LE T,
3. BETEIRYNTI—VDERIEDYVILET,
4. [View IP Addresses] #2)voLZET,

5. "RAINBIPFPRLAD 1 2%0)vILET,

[Enable VPN]7ZA/av&9)vy I LET, @ )

Ry T 7y T4 RIIC IPsec F—HREFIINET,

13.17.2. Windows T® VPN O{ER A&

VPN Z{#EH35FEIL. Windows D/N—avilL>TERYFT, —fi%Ic. 2—H—I3 VPN 7O/ 571 %
REL. T 74 ILEDIL—ID VPN TlIHRWT AR T DN ELIHYE T JRDOFIEIE Windows Vista L
D Windows L2TP 7547V haRICLTWE T, IZHD/N—U 32D Windows THIAY Y RIZEFFEDIE
ENSER

1. CloudStack A—H'—AY9—T7xARCOT AV LT T AV DZEETT NAT IP PRL %Dy LE
TL.[VPN] 71T IPsec FRIHAF—DNRFIINEY ., IhEXfEm NAT IP PRLRZR#HLET. 21—
Y=V F—TIA R A=Y —E/NRRAT—RERTINET, - —2BRT 20, 1—H—DHFEL
BWMGEIRRA—Y—E/NRT—RZEBMLET,

2. Windows AvEa1—4—Tav O—JL/SRILD[RYRNI—0EHB /Y- 5BEET, [EiEziT
RYNT—=ODEYRNTY 1T I LET,

3. RICELKAA7AT RV I AT, [WWR] &Iy I L THRILWEREER LE T,
4. RICEKIATATRY I AT A F—Fy  MEfR(VPN)ZERLE T 20 v I LET,

5. Inthe next dialog, enter the source NAT IP from step 1 and give the connection a name.
Check Don't connect now.

6. Inthe next dialog, enter the user name and password selected in step 1.

7. [Create] #01)vILEY,
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8. aAVMA—IL/XRIVIZEY. [RyhT7—V#ERK =7 )y LT LWERER TS LET EHRITELETIT74
T2 TWER A,

9. HLWEKREARZ)YIL. [TONRTAERIRLET . [FOANTY(T7OTRYIAT[RYNTI—919T %
2y LEY,

10. In Type of VPN, choose L2TP IPsec VPN, then click IPsec settings. Select Use preshared key.
Enter the preshared key from Step 1.

11. N T EBHRETIT47ICT2EB/ATEFZ L2, AV MO—ILRRIVLICRY., [Ry N T— 8] 2R W T
ER LTz a sy TIL D) v LET,

12. Enter the user name and password from Step 1.

13.17.3. Using VPN with Mac OS X

First, be sure you've configured the VPN settings in your CloudStack install. This section is only
concerned with connecting via Mac OS X to your VPN.

Note, these instructions were written on Mac OS X 10.7.5. They may differ slightly in older or
newer releases of Mac OS X.

1. Onyour Mac, open System Preferences and click Network.
2. Make sure Send all traffic over VPN connection is not checked.

3. Ifyour preferences are locked, you'll need to click the lock in the bottom left-hand corner to
make any changes and provide your administrator credentials.

4. You will need to create a new network entry. Click the plus icon on the bottom left-hand side
and you'll see a dialog that says "Select the interface and enter a name for the new service."
Select VPN from the Interface drop-down menu, and "L2TP over IPSec" for the VPN Type.
Enter whatever you like within the "Service Name" field.

5. You'll now have a new network interface with the name of whatever you put in the "Service
Name" field. For the purposes of this example, we'll assume you've named it "CloudStack."
Click on that interface and provide the IP address of the interface for your VPN under the
Server Address field, and the user name for your VPN under Account Name.

6. Click Authentication Settings, and add the user's password under User Authentication and
enter the pre-shared IPSec key in the Shared Secret field under Machine Authentication.
Click OK.

7. You may also want to click the "Show VPN status in menu bar" but that's entirely optional.

8. Now click "Connect" and you will be connected to the CloudStack VPN.

13.17.4. Setting Up a Site-to-Site VPN Connection

A Site-to-Site VPN connection helps you establish a secure connection from an enterprise
datacenter to the cloud infrastructure. This allows users to access the guest VMs by establishing
a VPN connection to the virtual router of the account from a device in the datacenter of the

enterprise. Having this facility eliminates the need to establish VPN connections to individual
VMs.

The supported endpoints on the remote datacenters are:

¢ Cisco ISR with I0S 12.4 or later
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* Juniper J-Series routers with JunOS 9.5 or later

.

In addition to the specific Cisco and Juniper devices listed above, the expectation is that any
Cisco or Juniper device running on the supported operating systems are able to establish
VPN connections.

To set up a Site-to-Site VPN connection, perform the following:

1. Create a Virtual Private Cloud (VPC).
See #VPC #ittt.
2. Create a VPN Customer Gateway.
3. Create a VPN gateway for the VPC that you created.

4. Create VPN connection from the VPC VPN gateway to the customer VPN gateway.

.

Appropriate events are generated on the CloudStack Ul when status of a Site-to-Site VPN
connection changes from connected to disconnected, or vice versa. Currently no events are
generated when establishing a VPN connection fails or pending.

13.17.4.1. Creating and Updating a VPN Customer Gateway

®::

A VPN customer gateway can be connected to only one VPN gateway at a time.

To add a VPN Customer Gateway:

1. BEEE LEIVRI—4—&LT CloudStack Ul lcAY 4V LE T,
2. EAIOFES—2avhs [Network] ZBIRLET,

3. Inthe Select view, select VPN Customer Gateway.

4. Click Add site-to-site VPN.
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& add VPN Customer Gateway

" Mame:

" Gateway:

* CIDR list:

“IPsec Preshared-
Key:

|[KE Encryption:

|KE Hash:

IKE DH:

ESP Encryption:

ESP Hash:

Perfect Forward
Secrecy.

IKE lifetime (second):

ESP Lifetime
(second):

Dead Peer Detection:

Jdes

Jdes

md&

T 1 I 1 1 e T R K

86400

3600

(]

Cancel

ROEHREEELET,

* Name: A unique name for the VPN customer gateway you create.

+ Gateway: The IP address for the remote gateway.

+ CIDR list: The guest CIDR list of the remote subnets. Enter a CIDR or a comma-separated
list of CIDRs. Ensure that a guest CIDR list is not overlapped with the VPC’s CIDR, or
another guest CIDR. The CIDR must be RFC1918-compliant.

* IPsec Preshared Key: Preshared keying is a method where the endpoints of the VPN share
a secret key. This key value is used to authenticate the customer gateway and the VPC VPN
gateway to each other.
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®::

The IKE peers (VPN end points) authenticate each other by computing and sending
a keyed hash of data that includes the Preshared key. If the receiving peer is able to
create the same hash independently by using its Preshared key, it knows that both
peers must share the same secret, thus authenticating the customer gateway.

 IKE Encryption: The Internet Key Exchange (IKE) policy for phase-1. The supported
encryption algorithms are AES128, AES192, AES256, and 3DES. Authentication is
accomplished through the Preshared Keys.

e

The phase-1 is the first phase in the IKE process. In this initial negotiation phase,

the two VPN endpoints agree on the methods to be used to provide security for the
underlying IP traffic. The phase-1 authenticates the two VPN gateways to each other,
by confirming that the remote gateway has a matching Preshared Key.

» IKE Hash: The IKE hash for phase-1. The supported hash algorithms are SHA1 and MD5.

» IKE DH: A public-key cryptography protocol which allows two parties to establish a shared
secret over an insecure communications channel. The 1536-bit Diffie-Hellman group is
used within IKE to establish session keys. The supported options are None, Group-5 (1536-
bit) and Group-2 (1024-bit).

» ESP Encryption: Encapsulating Security Payload (ESP) algorithm within phase-2. The
supported encryption algorithms are AES128, AES192, AES256, and 3DES.

®:

The phase-2 is the second phase in the IKE process. The purpose of IKE phase-2 is
to negotiate IPSec security associations (SA) to set up the IPSec tunnel. In phase-2,
new keying material is extracted from the Diffie-Hellman key exchange in phase-1, to
provide session keys to use in protecting the VPN data flow.

« ESP Hash: Encapsulating Security Payload (ESP) hash for phase-2. Supported hash
algorithms are SHA1 and MD5.

 Perfect Forward Secrecy: Perfect Forward Secrecy (or PFS) is the property that ensures
that a session key derived from a set of long-term public and private keys will not be
compromised. This property enforces a new Diffie-Hellman key exchange. It provides
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5.

the keying material that has greater key material life and thereby greater resistance to
cryptographic attacks. The available options are None, Group-5 (1536-bit) and Group-2
(1024-bit). The security of the key exchanges increase as the DH groups grow larger, as
does the time of the exchanges.

@

When PFS is turned on, for every negotiation of a new phase-2 SA the two gateways
must generate a new set of phase-1 keys. This adds an extra layer of protection that
PFS adds, which ensures if the phase-2 SA’s have expired, the keys used for new
phase-2 SA’s have not been generated from the current phase-1 keying material.

» IKE Lifetime (seconds): The phase-1 lifetime of the security association in seconds.
Default is 86400 seconds (1 day). Whenever the time expires, a new phase-1 exchange is
performed.

+ ESP Lifetime (seconds): The phase-2 lifetime of the security association in seconds. Default
is 3600 seconds (1 hour). Whenever the value is exceeded, a re-key is initiated to provide a
new IPsec encryption and authentication session keys.

+ Dead Peer Detection: A method to detect an unavailable Internet Key Exchange (IKE) peer.
Select this option if you want the virtual router to query the liveliness of its IKE peer at
regular intervals. It's recommended to have the same configuration of DPD on both side of
VPN connection.

roK1%2v L&Y,

Updating and Removing a VPN Customer Gateway

You can update a customer gateway either with no VPN connection, or related VPN connection
is in error state.

1.

2.

BEEE LEITVYRI—Y—ELT CloudStack Ul IcAZ 1V LET,
ERIOFES—>arh s [Network] 2 82IRLET,
In the Select view, select VPN Customer Gateway.

Select the VPN customer gateway you want to work with.

To modify the required parameters, click the Edit VPN Customer Gateway button ]El

To remove the VPN customer gateway, click the Delete VPN Customer Gateway button x |

TOK1ZV)vILET,

13.17.4.2.VPC T®D VPN 7 —ho A DYERK

1.

2.

FEEL LFTVYR2Z—H—&LT CloudStack Ul IcAZ 1> LET,
EROFES—2 3> h S [Network] ZBIRLET,
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BIRE1—H5 VPC ZBIRLET,

THIYMIHLTERINZ2TD VPC BR—JIT) ARKRTINET,
RE<YVERER L\ VPC @ [Configure] RV &I v LET,
VPC R—=ITRYAT TS L LEIC) ANINBERINZL2TOBIRRIINET,
BRETAAVED)ILET,

UFRDAToavhRRINET,

« IP7RLR

« F—hkozA

« B/ NE VPN

« FvhT—7 ACL

BB VPN £ &IRLET,

EEIC VPN =" I A ZER L TWBIGRIFRTZINT VPN S — I zA Do A ME VPN &R L F
ED

RFA4T7AT T [Yes] &aERLET,

LIESKIEDE VPN S — MDA DMERRINE T, 2D AERLIZVPN &= O/ DFEMIRTINZE
I RIC [Yes] &#0)vILET,

VPN ' — ko A — U TR T ORMBER AR RINET,
- IP7RLZ

- PHIVN

- KXY

13.17.4.3. VPC EfH=D/ERK

1.

2.

3.

EEELLIFTYR2—H—&LT CloudStack Ul (LAY A1V LET,
ZBIOFES—2arh s [Network] ZZIRLET,

FEIRE21—H5 VPC MBIRLET,

THAHIVMIHULEMRLIZETD VPC BR—VICRRINZET,
RIE~>VEEBRLIW VPC O [Configure] RYV &Iy LET,

VPC R—=ITRYAT I ZLLEIC) ANINBERINZL2TOBIRRIINET,
REFAAVEY)VILET,

UFOATavhRRINET,

« IP77RLR

s —kxA
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« YAKE VPN

« XYyh7—7% ACL

HA & VPN 2BIRLET,

HARE VPN ODR—IHRRINET,
ELIME21—DROYFF oS VPN EiEARIRLES,
[Create VPN Connection] #7v- 7 L%d,

VPN #Efi DY 1 7aI ARRINET,

E Create VPN Connection

JuniperJ2320-SC -

JunierJEEED—SC

WMBRANRIY—T— o1 %8R, [OK] =50y ILET,
LIES<T3E VPN #ERA/RTIINET,

“WPMN Customer
Gateway:

VPN #GICBL TU T ORRARTINET,
« IP7RLR

« F—hozxAq

< REE

IPSec DERILAE

IKE %81

ESP 28l

13.17.4.4. VPN #inD BiLE S HIFR

1.

2.

3.

FEREE LETVR1—H—& LT CloudStack Ul ICATAV LET,
EROFES—2 35 [Network] ZBIRLET,

BEIRE2—H5 VPC AEIRLET,

TAIYMIHLTERIN2TD VPC BR—IIZ)ARKRRINET,
RIEBY>VERERLZW VPC @ [Configure] RV ES) v LET,

VPC R—=ITRYAT I LLEIC) ANINBERINZ2TOBIRRIINET,
BREFTAAVEIYYILET,
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UTRDOAT avhRRINET,

IP7RLZR

ol Nk 2 §

Y1 hE VPN
« xvh7—7 ACL
6. HAME VPN ZERLET,
YA E VPN OR—IHDRRIINZET,
7. ELYMEa—DROYTH IS VPN s EIRLET,
ERL7=2T®D VPN s RTINET,
8. WHEAD VPN EfaRIRLET,
[FfHl] 4 T DRI INET,

VPN 5% &9 %I2Id [Delete VPN Connection] R9 V&2 voLET, x|

VPN s Biad5ICid [55#] 4712853 [Reset VPN Connection] RYV &5 w o LET, il

13.18. About Inter-VLAN Routing

Inter-VLAN Routing is the capability to route network traffic between VLANSs. This feature enables
you to build Virtual Private Clouds (VPC), an isolated segment of your cloud, that can hold multi-
tier applications. These tiers are deployed on different VLANs that can communicate with each
other. You provision VLANSs to the tiers your create, and VMs can be deployed on different tiers.
The VLANSs are connected to a virtual router, which facilitates communication between the VMs.
In effect, you can segment VMs by means of VLANs into different networks that can host multi-
tier applications, such as Web, Application, or Database. Such segmentation by means of VLANs
logically separate application VMs for higher security and lower broadcasts, while remaining
physically connected to the same device.

This feature is supported on XenServer and VMware hypervisors.
The major advantages are:
« The administrator can deploy a set of VLANs and allow users to deploy VMs on these VLANs. A

guest VLAN is randomly alloted to an account from a pre-specified set of guest VLANSs. All the
VMs of a certain tier of an account reside on the guest VLAN allotted to that account.

®:

A VLAN allocated for an account cannot be shared between multiple accounts.
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* The administrator can allow users create their own VPC and deploy the application. In this
scenario, the VMs that belong to the account are deployed on the VLANSs allotted to that
account.

* Both administrators and users can create multiple VPCs. The guest network NIC is plugged to
the VPC virtual router when the first VM is deployed in a tier.

* The administrator can create the following gateways to send to or receive traffic from the VMs:
* VPN Gateway: For more information, see #VPC ## /PN ####HH#HH##H.

+ Public Gateway: The public gateway for a VPC is added to the virtual router when the virtual
router is created for VPC. The public gateway is not exposed to the end users. You are not
allowed to list it, nor allowed to create any static routes.

+ Private Gateway: For more information, see #VPC #iHHHHHHH .

» Both administrators and users can create various possible destinations-gateway combinations.
However, only one gateway of each type can be used in a deployment.

For example:

* VLANs and Public Gateway: For example, an application is deployed in the cloud, and the
Web application VMs communicate with the Internet.

* VLANs, VPN Gateway, and Public Gateway: For example, an application is deployed in the
cloud; the Web application VMs communicate with the Internet; and the database VMs
communicate with the on-premise devices.

* The administrator can define Access Control List (ACL) on the virtual router to filter the traffic
among the VLANs or between the Internet and a VLAN. You can define ACL based on CIDR,
port range, protocol, type code (if ICMP protocol is selected) and Ingress/Egress type.

The following figure shows the possible deployment scenarios of a Inter-VLAN setup:

Multi-tier Application

Management

CSVR
ACLs

VLAN 1001 VLAN 1002 VLAN 1003

| | )

| |

| | '
Web App DB

CiTRIX

To set up a multi-tier Inter-VLAN deployment, see #VPC ##i#.
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13.19. VPC DK

13.19.1. VPC(Virtual Private Cloud) O#E

CloudStack IR TS 4X—r 25 RiE CloudStack DHERED —EBTT, VPC 1 — B9 Ry R —
IR BORERYNT—7 ROV EFS, A—Y— LT SAR—RT7RLRAEF DORETI VEZDR
MERYNT—) L CRETAIENTEETH: 10.0.0.0/16, IP DFRLRAEEICELREY VT IL—
TIZHL VPC Oy bh7—0%EGMEL. BEEZTHIENTEET,

Bl&E LT VPC BT FAR—MNa 7KL REFE T$H2 10.0.0.0/16 Z:F>TWLEBE T ARRYRNT—21F
10.0.1.0/24, 10.0.2.0/24, 10.0.3.0/24 EW> /=7 RLREFDIENTEXT,

VPC OFEEIVR—RUK,
VPC IZLLTRORYRNT—HZAVR—R VIO SERINET,

« VPC: VPC I {RIBIL—F—ANLBIETDIENTEL BHROMIIL ARy NT—o DIy TFHELTENME
L9,

« Network Tiers: EBIZZFNFNMIILI=RY M T7—2& LT VLAN [E#HRPCIDRIEHRA#FS. VLAN ICLD
TEITAVMEINE T, BEEBD NIC 15— 2/ ELTEIELE T,

« Virtual Router: {RZBIL—4—IZ B EIICHERIN VPC EREEHICEBILE T REIL—V—IZEBE
IRTY I — N ITADDSZETEIEEDINS T4 VPN F— A NAT AV RYV AL TWE
T, &BIZ NIC ¥ RIEIL—4—D IP EFEH#ELDNS %> DHCP EW o —ERERFLET,

+ Public Gateway: />4 —%wh& VPC EDBEKNTVY 75— 015N L TREBINET,VPC Tl
WNTV9 DT =R I E TV RA—HF—ICR LA AR CH B OB —T 1 TR TYV9 05— oA
TRYR—rIhTWEEA,

+ Private Gateway: 754 R—kRxyrhT—5& VPC EDBEIFE T —T1V T INF T, FEMRBRIE
H#VPC i 5B LTIV,

+ VPN Gateway: VPC IZfd 5313 VPN ##% T,

« Site-to-Site VPN Connection: VPC &7 —49 V4 —h—LALRy NT—0, A0 —2aVRIBE A3
$BHN\—RIT7R—ZD VPN E#H T, 5FMlAIERIL #Setting Up a Site-to-Site VPN Connection# %
ZRLTTFIW,

« Customer Gateway: VPN &G DFAEEIST — Mo ATY, 3EMARBHRIE #Creating and Updating a
VPN Customer Gateway# #ZRLTTFIW,

+ NAT Instance: 1V 9—XYMDSNRTN I =R Iz 45N LTOREYI VT IERADI2ODR—MT7R
L REGEARM T BRIV ATY, FMARISERIL #VPC #it# NAT st A#S5BLTT IV,

VPC DRYRNT—=IT7 —FTIF v
VPC TIRRDIRYNTI—IT7 —F TV F v DERNBRA T av A RBINET,

o« WNTYwPHT—RIZADHD VPC
o« RTNYY TSAR—NF— I 1%FFD VPC
o« RTYYY TSAR—N—R Iz EH A MNE VPN 772 X%#HD VPC

o TSAR—KNF—=RIZ/DHEYAME VPN 7OV R%HD VPC
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VPC O#EfmAT>ay
RDEIICVPC ITERTHIENTEET,

NTN)y I =Rz A BN LTA Y —Ry MDA SR,
VPN #—hox1 %N L1 ME VPN #FHiRZF B L TR OT—9 05— ok
NIy — 9214 E VPN ' — Iz ( BRI LTIV Y—Ry N SR OT =99 —WNA D SR

VPC Xy RNT—ODEES
VPC Z{ER T BRIIRDIEAEZERLTHEET,

.

VPC IZT 74V N TER SN RICEMEINE T,
VPC I3$LEEY — Y COMERK BT BET. FRFICERY —VICATBIE 3 ZEId T H A

F 74D VPC DIERRATREEIZ T Ho Y MEIC20ETY ., LA L. FA—/NILERED
max.account.vpcs ZZEBYHIETTHIY MBIC/ERAIBE: VPC DR K EFIHT I ENTEET,

T 748D VPC EDOEDERRATRERUL T AV MEIZ3{ETY . vpc.max.networks 4ZE§ 5 & Tix
K AT HIENTEET,

£ZBlE VPC LT—EX CIDRAREITRETT . X/=.ED CIDR IZ VPC @ CIDR RICINFE>TWVBR
xTY,

Bl3E—D VPC ICOHFIBLET,
VPC HDETDRYNI—VRBIEE—T AV MR ITONERETT,

FI74ILRTIE VPC BMERIN TR, 32555 NAT B IP BE|YH TS FT 3255t NAT B IP 1 VPC
HHIBRIN-BEOARMINET,

X7V IP IEABFICTI DEGFIETEIENTELTIP A EE T NAT B THDIHETRH NAT » R—
MERERICEIY Y TRIEETEEE A,

BEINREIIVNEITSAR—NIP DHFBETEZENTEET A VIY—RYMDBEEITIHE.
BRIl VPC TR UICHLTD NAT 2Bt T2HELHYET,

FLOWRYRNT—ODHD VPC ICRH L TGEMTEX T, VPC BORYRNT—VDRKEIE
vpc.max.networks (&> THIFRIN TEY, 774V MEIF3TT,

BRI —ERIEVPC HOE—DEBICH L TOA Y R—MINET,
BICIP PRLADEIYHTOSNIBEE

« IPIZVPC ADERDOEBCREFICFIRETAZEIITEFEAMELTABEBEBAFL/T vy IPAET]
DEOTWBIBE A IP AW =R—MEZEIL—ILIZA BICN LIER T2 &3 TEZITANARBRICIEE
MTEEE A

« IP & VPC HDMDS ARy hT—2IC6 LTOEMINATR B 988, R—MEEIL—ILICHATER
Ao

JE—RT72VEZ VPN & VPCTIRHR—PINTLEEA,

13.19.2. VPC MD:iEN

VPC 2k $2HE.V/—E VPC LTD IP PRLABMEICARYET DR VS ALARNERR AV
IW—F45% CIDR DT OV ELTHERETIMNENHYET,
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1. EEHEFAIFI—Y—&LT CloudStack A—H'—AY¥—T /A RICOT AV LET,
2. ZfloFES—avh s [Network] B BIRLET,

3. ERE1—H5 VPC ZERLET,

4. [Add VPC] %%)vo§%& VPC BIMR—YTIRUTOERIRRINET,

* AddVPC

" Mame:

* Description:

“Zone: | zonel |E|

" Super CIDR for
Guest Metworks:

DME domain for
Guest Metworks:

Cancel Ok

ROEHREEELT S,

+ Name: fER L7 VPC DEFRTT,

+ Description: VPC OEHIIERTY .

« Zone: VPC ZFIAATAEICLIZWY —V ABIRLE T,

+ Super CIDR for Guest Networks: VPC ICB 322 TDB(HTAMRYNTI—I)IxT % CIDR 2F
ZLFT, BEERLEZBIEENDA AN LAER—/{— CIDR DREPICFAB T DI EAHRALET &
7=.CIDR 2* RFC1918 &&= L TWB I AR LE T,

+ DNS domain for Guest Networks: £ Bl R XAV Z&EYHTHWEAICIE DNS Y74y A%
ELEFT,ZD/S5A—=4—(F VPC LOLTHOEBICHLERAIN, Zhid VPC EICERINL2TD
BB L DNS RAAMVICFIB I 2 E5BRLE T NTA—F—%IBELRVIGEIE DNS & IXEE
BIICERINET,

13.19.3. BD&N

Bl VPC L CHIfEICK B CERRYNT—V 5 DB LT 74N TCHDBED T/ R EZIELET BIXE
o7 VLAN LICERINREBIL—I—ANTEIETHWMIBETRIENTELT Bl VPC Licfd
B LRMTIREED Ry ND—V#EkERHLET,

1. BEEELLIEITVFI—H#—&LT CloudStack Ul IOV 1V LET,
2. EfloFES—2a3vh s [Network] HBIRLET,
3. BRE2—D5 VPC ZEIRLET,
THIYMIH UL THERIN/Z2TD VPC HAR—Y LI ARMRRINET,
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®::

IVRAI—H—FENEND VPC 2R T2 ENTE ROOTEERF PR AV EEF IR %
FAIINTWELTOD VPC 2RI HIENTEET,

4, NPy TLIZWEBEEE VPC O [Configure] RYVEIvILET,
RDIDBOBIMTATOATHRRIINETS,

F Add new tier

*Mame: |NewTier

* Metwork Offering: | DefaultlsolatedMetworkOfferingFory |E|

* Gateway: (10.0.01

“Metmask [255.255.255.0

Cancel Ok

" |
BEICBAEREADIFE VPC DI ATATHNRRIINDZDTHLWEBEEBINT 578 [Create Tier] %
I)wILEY,

5. L FOEREIBELEY,
LTOEEIBEERYFET,
o Name: fERL=BICRT2H— DR T,

+ Network Offering: L FDFT 74V bDRYNT—=0FT7) T H) AR
R~INFTY,DefaultlsolatedNetworkOfferingForVpcNetworksNoLB,
DefaultlsolatedNetworkOfferingForVpcNetworks,

VPC Tl LB-enabled Xy NT7—0A 77UV T EIFNMERINET,

+ Gateway: fEFIN/BDT —~I (T, VPC ERRBFICHEE L7cR—/3— CIDR FITIXFEY. VPC
ADMDBEEB LAV EAHRLET,

+ Netmask: FEE SN /=BDRYRTRITY,

fflELT.EL VPC @D CIDR %#10.0.0.0/16&L7=35A. B® CIDR 1£10.0.1.0/24& 7Y  F'—hox
11£10.0.1.1 &RRYF T, FZDBEDRY MY RV1£255.255.255.0& 78V F T,

6. TOKIZ=ZYvILZEY,
7. BOT7IEAGE) AN ERET BB EIEEISHIRELMIITIES.
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13.19.4. Configuring Access Control List

Define Network Access Control List (ACL) on the VPC virtual router to control incoming (ingress)
and outgoing (egress) traffic between the VPC tiers, and the tiers and Internet. By default, all
incoming and outgoing traffic to the guest networks is blocked. To open the ports, you must
create a new network ACL. The network ACLs can be created for the tiers only if the NetworkACL
service is supported.

1. BEHEF/AIEF2I—Y—&LT CloudStack A—H'—AV¥—T7x/RICOTFVLET,
2. EfloFES—2a3vh s [Network] HBIRLET,
3. ERRE1—H5 VPC ZFERLET,

TAVYMIHLTERIN2TD VPC BIR—VIT) ZARKTIINET,
4. BETFAAVEY)VILET,

UTDAToavhRRINET,

« IP7RLR

« F—bozA

« ¥4/ hME VPN

« FvyhT—7 ACL
5. Select Network ACLs.

The Network ACLs page is displayed.
6. Click Add Network ACLs.

To add an ACL rule, fill in the following fields to specify what kind of network traffic is allowed
in this tier.

» CIDR: The CIDR acts as the Source CIDR for the Ingress rules, and Destination CIDR for the
Egress rules. To accept traffic only from or to the IP addresses within a particular address
block, enter a CIDR or a comma-separated list of CIDRs. The CIDR is the base IP address of
the incoming traffic. For example, 192.168.0.0/22. To allow all CIDRs, set to 0.0.0.0/0.

» Protocol: The networking protocol that sources use to send traffic to the tier. The TCP and
UDP protocols are typically used for data exchange and end-user communications. The
ICMP protocol is typically used to send error messages or network monitoring data.

« Start Port, End Port (TCP, UDP only): A range of listening ports that are the destination for
the incoming traffic. If you are opening a single port, use the same number in both fields.

 Select Tier: Select the tier for which you want to add this ACL rule.
* ICMP Type, ICMP Code (ICMP only): The type of message and error code that will be sent.
 Traffic Type: Select the traffic type you want to apply.

» Egress: To add an egress rule, select Egress from the Traffic type drop-down box and
click Add. This specifies what type of traffic is allowed to be sent out of VM instances in
this tier. If no egress rules are specified, all traffic from the tier is allowed out at the VPC
virtual router. Once egress rules are specified, only the traffic specified in egress rules
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and the responses to any traffic that has been allowed in through an ingress rule are
allowed out. No egress rule is required for the VMs in a tier to communicate with each
other.

* Ingress: To add an ingress rule, select Ingress from the Traffic type drop-down box and
click Add. This specifies what network traffic is allowed into the VM instances in this tier.
If no ingress rules are specified, then no traffic will be allowed in, except for responses to
any traffic that has been allowed out through an egress rule.

@

By default, all incoming and outgoing traffic to the guest networks is blocked. To open
the ports, create a new network ACL.

7. Click Add. The ACL rule is added.

To view the list of ACL rules you have added, click the desired tier from the Network ACLs
page, then select the Network ACL tab.

Network Details Network ACL IP Addrezses

CIDR Protocol Start Port End Port ICMFP Type ICMP Code Traffic type Add rule Actions
TcP [] ingress [~]  (EEND

0.0.0.0/0 TCP 1 65535 Ingress W X

0.0.0.0/0 TCP 1 65535 Egress Y X

0.0.0.0/0 ICMP -1 -1 Egress P X

0.0.0.0J0 ICMP -1 -1 Ingress P X

You can edit the tags assigned to the ACL rules and delete the ACL rules you have created.
Click the appropriate button in the Actions column.

13.19.5. VPC ADTSAR—NF—KIA DB

TIAR=NF = Iz I —NEBEDHEINTEIEDNTEE T, VPCDT A R— Ry "NT—7 (318
FYRT—=2D NIC E1HTDERDHY, F—F—9 09— ETH - Iz &FAWEELAW VLAN
¥ IP AFARINET,

1. BEELELUIIVRI—H—&LT CloudStack Ul IcAZ 1V LET,
2. Efloresr—avhi [Network] ZBIRLET,
3. BRE21—D5 VPC #FEIRLET,
TATYMIFLTERINZLTD VPC BR—=JIZ)AMRRINET,
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4. BREIBIL—IVEER LW VPC ORIV EI)vILET,

VPC R—UTRFAT IS L LI ANINBERIN AL TOBARTINET,
5. BREFAAVEIIVILET,

DUFDA T avhRRINET,

« IP7RLZ

« TSANR—NT—hDTA

« YA hE VPN

« XyhD—2 ACL
6. TIAR—IM—hITAEBIRLET,

=Rz DR—JICKRRTINET,

7. [Add new gateway]&2)vI L%,

F Add new gateway

Flease specify the information to add a new gateway to
this VPC.
Physical Network® | Physical Network 1 B
- WLANM:
" IP Address:
© Gateway:
" Metmask:
Cancel Ok

8. UTDEREZEELITT,
« WEBRYRNT—0 ¥V = VIR SN YRRy NT—ITT,
« IP7RLR:¥nVPC F—hozAICEIYHETON IP PRLRATY,
o F—RIzA:¥nbS 747D VPCITRL(ELLIE VPC Do) —FT 17 INBT — I TY,
o XRYMIRY:¥nVPC =Rz ICEIVHETOHNE IP IHLTDRYINYRITT,
* VLAN: ¥nVPC =k ICEIYH TSN/ VLAN TY,

FLWT—=ROAA) AN EICRRINETVPC ICH LT — NI A %BMNT 27O IS DFIEZRY
WY IEHTEEY,
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13.19.6. EADREY SV D REH

1.

2.

3.

BEEF/F1——&LT CloudStack L—H—A V9 —TJx(RICATF Y LET,
ERDOFES—2av b [Network] ZEIRLET,

BEIRE1—H5 VPC ZZIRLZET,

TAVYMIFLTERINZ2TD VPC BIR—=JIZYZARKRTINZET,
RV ERRLIW VPC @ [Configure] RV EI)vILET,

VPC DAR=IDNRFINEBFEHADETDEN) AMKRTINET,
RIBTVEEBMLIZWET [Add VM] RV %Yy I LET,

AV RI YV ADBIMR—IDNRIINET,

CDBETAVRY YV R%EBINT BITIER—JDI/RICHEWVET AV ZAY Y ZDEMICEALTEAV R
R—=ILHARDIAVZIV ZDEMIDEESBLTTFIW,

13.19.7. VPC IS LTDHFH LWL IP PRL XD EVF

IP

FRLRERBTEETANRYRT—I%RLETD IP PRLAD VPC ICEIY B TONET S ARV A

T—IAD IP PRLRIZ IP 2Ry NT—=2IIF L THIO TR—MRIE, BEDEL FRHINATIL—ILEVER L7
FRICEIY M TOENFET  F/4 P IXFERORY NI =21 LCEBFICIZEIY Y TR ENTEEE A,

1.

2.

EWEEF/IF1—H—& LT CloudStack 2—H'—A( V¥ —TJz( ROV F U LET,
ERIDFES —2 3 h 5 [Network] ZEIRLET,

BIRE21—15 [VPC] ZBIRLET,

TATYMIFLTERINZLTD VPC BR—=JIZ)AMKRRINET,

RV ERERLW VPC @ [Configure] RV &Iy I LET,

VPC R—=ITRYA1T7 IS LLEIC) ZANEINBER SN2 TOEIRRIINET,
BETAAVED)ILET,

UTFDATavhRRINZET,

« IP7RLR

s F—hoxA

« H4hE VPN

« *vh7—7 ACL

IP 7RLRZRRLEY,

IP 7RLRADR—IPRRIINET,

[Acquire New IP] 227 )v o L . BERY A7 OYJ T [Yes] #07)vILET,

—&E9IC IP PRLRIZBRY $HB Y —RATHE-OBRRAR—IUDRRINET, LIESE D ERED

[Allocated] ICZEILLEFT LW IP PRLADRIRINE T, CNTR—MNZEP AR D EL BHNATIL—IL
ICHL IP PRLRAZFIATZIENTEET,
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13.19.8. VPC ICEIY ¥ THN IP PRLADREK

IP 7RLRIZBESHIZVY—RATHY BEED IP 2N EFIBTEIENEWNEEIE VPC H5 IP 2L
FEARETFRLADT—ILIORITEIEATETTLIP PRLRICRH LETD XY N7 —I#BE(R— MRE,
BRSO BHUNATIL—IL)ZHIBRLTWBIHEICIZBLS IP PRLRAERKT2ZENTEEXT, I THK
IN7 IP PRLRIZA—®D VPC ICBLIEITET,

1. BEEFEFAIF2A—Y—&LT CloudStack I—H#'—(V¥—TJx(RICOT AV LET,
2. EloFES—23vn s [Network] HBIRLET,
3. EIREa—H5 VPC %EIRLET,
TAIYMIFHLTERINLTD VPC HR—IIZ) ARKIRIINET,
4. BEAML7\N IP 28D VPC @ [Configure] RYVEI v LETS,
VPC R—=ITRYAT I ZLEIC) ANINBERINZL2TOBNIRRIINET,
5. BREFAAVEVI)VILET,
UTFOATavhRRINET,
« IP77RLR
« F—bhozA
« B ~&E VPN
« xyhT7—% ACL
6. IP7RLRERIRLET,
P7RLADR—=IPNRRINET,
7. BRLAEWIPEI)YILET,

47T [Release IP] RYVE I Yw I LET, %)

13.19.9. VPC TD &8I NAT OB L. Eh1k

419 NAT JL—ILid VPC RDIRET I VICEIY Y TONLETSAR—KNIP ISR LA VI —RYEDSD IS
TAvI%EET2D/IT) v IP EEAEMIFONET,ZDETIE VPC LOEE IP PRLRICHLTED LD
ICERB9 NAT OB b, BT 2D ERBELTWET,

EL.TTICR—RI2T—FTATDIL—ILD IP PRLRICKRMINTWBIEE. IP IS LTEM NAT 28
WMbETBIENTEEEA,

RE DN DOHBDRYNT—IICFRE L TWBIGE. 5280 NAT DIL—IUiE T I74IL Ry NT—OTLH
HEELEHE A

1. BEEZ/IF1—H—&LT CloudStack A—H—A V9 —JxARICOT AV LET,
2. ERIOFES—2 3> h 5 [Network] Z3ZBIRLET,
3. BIRE1—HS5 VPC HBIRLET,

TATVMIFMULTERINZETD VPC BIR—IVIZY AMKRRINET,
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4., RET>VERRLEWL VPC @ [Configure] RYV&EI)vILET,
VPC R—I TS AT IS L EIC) ANINBERINIZLTOBIRTIINET,
5. BRET7AAVEI)YILET,
UTFOATavhRRINET,
« IP7RLR
o« F—hozA
« YA K~&E VPN
« RXyh7—% ACL
6. IP7RLREZIRLET,
IP7RLZADR—=IDNRRINZET,
7. BELEWIPZIYvILET,
F¥#14 7T [Static NAT] R¥V & )v I LET, -"3_] RYVIEEM BAD N IVRIVITA>TEY,
RIAINBIKRREL IP 7RL R L TIRIERERM NAT BEMEINTWENEI ML >TEILET,
9. BMINAT ZBMETZEUTOIIRYIT7OTNRRINET,

Select VM for static NAT

Display name Internal name Zone name State Select

T1-WM1 24V zonel Running

Cancel Apply

10. BERREARBREIVAZERLT [Apply] RYVAEIBLTTIL,

13.19.10. VPC NDEROEIL—ILDIEM

CloudStack DA—H'—»EEH(E/NNT)YT IP TREINLIN S T1v BRI —EINREFEINT
WBRYRNT—IBICFIBR T2 EHDRET I VICH L TERORT 7DD —ILEENRTHIENTEE
T A—H—ETILTY XLICE DW= EER L. ThE5DIL—IL% VPC ADRET I VICEIYYHTS
ZENTEFET,

1. BEEFAIFA—Y—ELT CloudStack A—H—( V¥ —Jx(RICOATFV LZET,
2. ZfloFES—3vh S [Network] ZBIRLET,
3. EIREa1—H5 VPC AEIRLET,
TAIYMIFLTERINZ2TD VPC BIR—IIZYZARKRTINZET,
4. BEIBIL—IEER LW VPC OBRARI V&I LET,
VPC R—=ITRAMTIZLEICIANSNBERIN L2 TOENRRINFT,
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5. BRET7AIVEY)vILET,

UTRDAT avhRRINET,

« IP7RLR

e Wk

« YA hE VPN

« RyhT—7 ACL
6. IP7RLRAEERLET,

IP 7RLRADR—IHBRRINET,
7. W—=ILEERLEWIP PRLR%EYY 2L, [Configuration] 7%y LET,
8. BHEDOO—RNZUH—%0YyIL, [ViewAll] 20y I LET,
9. L—ILEBERALEWEBERRLET.

®:

VPC ACIXE—DEBICH L TEROB Y —EADN Y R—I EINET,

10. U T DERLZEELET,
« Name : BRESEIL—ILDOEZRITY,
« Public Port: BRI AERICZEIND NSy 740 BR—b
« Private Port : {RIEXIVUDNST1v0%5ZETER—INESTY,

« Algorighm¥nCloudStack TRIALAZVWARIET7ILTYXLERIRLET LU TOTILT) X LD
HR—hINFET,

- ZUvROEY
« BEATORER
s EHT

+ Stickness. (7> av) Click Configure and choose the algorithm for the stickiness policy.
See Sticky Session Policies for Load Balancer Rules.¥n[Configure] #7Yvo L, AT74v I xR
HABADTILI)XLEERLET . BEOBILN—IVERATvF—ty aVyBFRIESRLTRFIW,

» Add VMs: Click Add VMs, then select two or more VMs that will divide the load of incoming
traffic, and click Apply.¥n[Add VMs] #0)v I LZEN T 710 EBRORLEZVW2DLL EDRIE
RIOVEEIRLET, TDE. [Applyl 20y ILET,

FLWEFEZBIL—ILAN ARRRIIN, ISICIP PRLRAICH L TOERZHBIL—ILEBINT2IENTE
£
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1.
2.

3.

8.
9.

BEEF/F1——&LT CloudStack L—H—A V9 —TJx(RICATF Y LET,
ERDOFES—2av b [Network] ZEIRLET,

FEIRE2—H5 VPC AZIRLET,

TAVYMIFLTERINZ2TD VPC BIR—=JIZYZARKRTINZET,
RV ERRLIW VPC @ [Configure] RV EI)vILET,

VPC R—=ITRIMTISL LI ANINZERIN L2 TOBHIRRINET,
BREFAAVEIYYILET,

UTFOATavhRRINET,

« IP7KRLZR

s J—hoxA

« YA KE VPN

« Xvyh7—7% ACL

BFD IP 7RLRAZERTZHHLW IP PRLRAZESLET VAMRERIN IP PRLREZDY) YY)
LET,

IP 7RLADR—IBRRINET,
IW—ILBEERR L=\ IP PRL A% 91w L, [Configuration] ¥ 7 %0y LEY,
AT S5 LD[Port Forwarding]/—R®D[View All|#5Y v LET,

=L EERALEWEBABIRLET,

10. U FOEREEELET,

» Public Port: The port to which public traffic will be addressed on the IP address you
acquired in the previous step. ARIDOFIE TR/ LEED IP PRLAANDNNTYY IS T4 0 %%
EI2R—I EIBELET,

* Private Port: R VDR INI/NRNT YIRSV T4 0 %)Y RV T BR—MEIBELE T,
* Protocol: ZNhEThDR—rCHRIATZBETOMN L EIBELET,

. TCP

- UDP

+ Add VM: [Add VM] 0w I LET, ZDE. I —ILEFERALIWMRET I V%52 IRL [Apply] 27
Dy LEY,

RIS UAD ssh By aVEERTEIETIL—ILETANTZZENTEET,
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13.19.12. EDHIR

VPC BSEBABIRTAIENTE EIRINBIXEMELTEIENTEEHA BEHIRLIIHE. BICKRE
L)Y —ZADHEIBRINZET, 2 TDORYRNT—2IL—IL(R—MNEEP B R OB 509 NAT 28)& IP 7R
LRISHIBRINBICEIY S TONFFICARYET, ZOREIP PRLRIL VPC ICFRBLERITET .

1. BEEFAIF2A—H—&LT CloudStack A—H'—(V¥—TJx(RICOV AV LET,
2. EflOFES—23v s s [Network] & BIRLET,
3. ERREa1—H5 VPC EIRLET,
TATYMIFLTERINZLTD VPC BR—=Y EILYZARKRRINZET,
4., BAEERELKL VPC D [Configure] RY>%&9)vILET,
VPC DR EBEEARTINRELICVWEDERIRTIINTT,

5. [Remove VPC] R&¥ %)y LET,

1)

10.10.1.0/24

[ Add VM *®

BaHIBR DI LIESRFELET,

13.19.13. VPC Difm&k & BiELED. HIFR

®::

VPC HIFRRID £ TDE DHEER ‘

1. BEEFEFAIF2A—Y—&LT CloudStack I—H#'—( V¥ —TJx(RICOT AV LET,
2. EfloFES—23vh s [Network] B BIRLET,
3. BRE2—H5 VPC ZEIRLFT,
TATYMIHLTER SN 22 TD VPC B’R—II ARRRINET,
4. XHRD VPC AEIRLET,

MIFRY BIClE [Remove VPC] KOV ES Yo LEF, o
VPCOERIEHMIEHMARET DIENTE, FNICIT VPC ABIRL [Edit]) RYVAEIYYILET,

=4
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To restart a VPC, select the VPC, then click the Restart button. & i

13.20. Persistent Networks

The network that you can provision without having to deploy any VMs on it is called a persistent
network. A persistent network can be part of a VPC or a non-VPC environment.

When you create other types of network, a network is only a database entry until the first VM is
created on that network. When the first VM is created, a VLAN ID is assigned and the network

is provisioned. Also, when the last VM is destroyed, the VLAN ID is released and the network is

no longer available. With the addition of persistent network, you will have the ability to create a
network in CloudStack in which physical devices can be deployed without having to run any VMs.
Additionally, you can deploy physical devices on that network.

One of the advantages of having a persistent network is that you can create a VPC with a

tier consisting of only physical devices. For example, you might create a VPC for a three-

tier application, deploy VMs for Web and Application tier, and use physical machines for the
Database tier. Another use case is that if you are providing services by using physical hardware,
you can define the network as persistent and therefore even if all its VMs are destroyed the
services will not be discontinued.

13.20.1. Persistent Network Considerations
+ Persistent network is designed for isolated networks.

+ All default network offerings are non-persistent.

* A network offering cannot be editable because changing it affects the behavior of the existing
networks that were created using this network offering.

* When you create a guest network, the network offering that you select defines the network
persistence. This in turn depends on whether persistent network is enabled in the selected
network offering.

* An existing network can be made persistent by changing its network offering to an offering
that has the Persistent option enabled. While setting this property, even if the network has no
running VMs, the network is provisioned.

* An existing network can be made non-persistent by changing its network offering to an offering
that has the Persistent option disabled. If the network has no running VMs, during the next
network garbage collection run the network is shut down.

* When the last VM on a network is destroyed, the network garbage collector checks if the
network offering associated with the network is persistent, and shuts down the network only if
it is non-persistent.

13.20.2. Creating a Persistent Guest Network

To create a persistent network, perform the following:
1. Create a network offering with the Persistent option enabled.
See the Administration Guide.

2. Select Network from the left navigation pane.
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3. Select the guest network that you want to offer this network service to.
4. Click the Edit button.

5. From the Network Offering drop-down, select the persistent network offering you have just
created.

6. [OK|Z2YUvILZET,
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