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Licensed to the Apache Software Foundation (ASF) under one or more contributor license
agreements. See the NOTICE file distributed with this work for additional information regarding
copyright ownership. The ASF licenses this file to you under the Apache License, Version 2.0 (the
"License"); you may not use this file except in compliance with the License. You may obtain a
copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software distributed under the License
is distributed on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND,
either express or implied. See the License for the specific language governing permissions and
limitations under the License.

Apache CloudStack is an effort undergoing incubation at The Apache Software Foundation (ASF).

Incubation is required of all newly accepted projects until a further review indicates that the
infrastructure, communications, and decision making process have stabilized in a manner
consistent with other successful ASF projects. While incubation status is not necessarily a
reflection of the completeness or stability of the code, it does indicate that the project has yet to
be fully endorsed by the ASF.
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Management Hypervisor

Server

Machine 1 Machine 2

Simplified view of a basic deployment

A more full-featured installation consists of a highly-available multi-node Management

Server installation and up to tens of thousands of hosts using any of several advanced
networking setups. For information about deployment options, see the "Choosing a Deployment
Architecture" section of the SPRODUCT; Installation Guide.
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2.1. About Regions

To increase reliability of the cloud, you can optionally group resources into multiple geographic
regions. A region is the largest available organizational unit within a CloudStack deployment.

A region is made up of several availability zones, where each zone is roughly equivalent to a
datacenter. Each region is controlled by its own cluster of Management Servers, running in one
of the zones. The zones in a region are typically located in close geographical proximity. Regions
are a useful technique for providing fault tolerance and disaster recovery.

By grouping zones into regions, the cloud can achieve higher availability and scalability. User
accounts can span regions, so that users can deploy VMs in multiple, widely-dispersed regions.
Even if one of the regions becomes unavailable, the services are still available to the end-user
through VMs deployed in another region. And by grouping communities of zones under their
own nearby Management Servers, the latency of communications within the cloud is reduced
compared to managing widely-dispersed zones from a single central Management Server.

Usage records can also be consolidated and tracked at the region level, creating reports or
invoices for each geographic region.

Region
Zone
Zone
Pod
Secondary
Storage -
Cluster =
Zone
Primary
Storage -

A region with multiple zones

Regions are visible to the end user. When a user starts a guest VM, the user must select a region
for their guest. Users might also be required to copy their private templates to additional regions
to enable creation of guest VMs using their templates in those regions.

2.2. ) —2IC2OWT

A zone is the second largest organizational unit within a CloudStack deployment. A zone typically
corresponds to a single datacenter, although it is permissible to have multiple zones in a
datacenter. The benefit of organizing infrastructure into zones is to provide physical isolation and
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redundancy. For example, each zone can have its own power supply and network uplink, and the
zones can be widely separated geographically (though this is not required).
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Zone
Pod Secondary
Storage
Cluster

Primary

Storage

Nested organization of a zone
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2.3. IRYNIZDWT
A pod often represents a single rack. Hosts in the same pod are in the same subnet. A pod is the
second-largest organizational unit within a CloudStack deployment. Pods are contained within
zones. Each zone can contain one or more pods. A pod consists of one or more clusters of hosts
and one or more primary storage servers. Pods are not visible to the end user.

Pod

Cluster

Primary

Storage

A simple pod
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A simple cluster
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+ Management. When CloudStack's internal resources communicate with each other, they
generate management traffic. This includes communication between hosts, system VMs (VMs
used by CloudStack to perform various tasks in the cloud), and any other component that
communicates directly with the CloudStack Management Server. You must configure the IP
range for the system VMs to use.
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+ Storage. While labeled "storage" this is specifically about secondary storage, and doesn't affect
traffic for primary storage. This includes traffic such as VM templates and snapshots, which
is sent between the secondary storage VM and secondary storage servers. CloudStack uses a
separate Network Interface Controller (NIC) named storage NIC for storage network traffic. Use
of a storage NIC that always operates on a high bandwidth network allows fast template and
snapshot copying. You must configure the IP range to use for the storage network.
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« Storage. While labeled "storage" this is specifically about secondary storage, and doesn't affect
traffic for primary storage. This includes traffic such as VM templates and snapshots, which
is sent between the secondary storage VM and secondary storage servers. CloudStack uses a
separate Network Interface Controller (NIC) named storage NIC for storage network traffic. Use
of a storage NIC that always operates on a high bandwidth network allows fast template and
snapshot copying. You must configure the IP range to use for the storage network.
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3.2.7. Example LDAP Configuration Commands

To understand the examples in this section, you need to know the basic concepts behind calling
the CloudStack API, which are explained in the Developer’s Guide.

The following shows an example invocation of IdapConfig with an ApacheDS LDAP server

http://127.0.0.1:8080/client/api?command=ldapConfig&hostname=127. 0. 0. 1&searchbase=ou
%3Dtesting%2Co%3Dproject&queryfi lter=%28%26%28uid%3D%25u%29%298&b i nddn=cn%3DJohn+Singh%2Cou
%3Dtesting%2Co%project&bindpass=secret&port=10389&ss=true&truststore=C%3A%2Fcompany%2Finfo
%2Ftrusted. ks&truststorepass=secret&response=json&apiKey=YourAPIKey&signature=YourSignatureHash

The command must be URL-encoded. Here is the same example without the URL encoding:

http://127.0.0.1:8080/client/api?command=ldapConfig
&hostname=127.0.0. 1

&searchbase=ou=testing, o=project
&queryfilter=(&(%uid=%u))
&binddn=cn=John+Singh, ou=testing, o=project
&bindpass=secret

&port=10389

&ssl=true
&truststore=C:/company/info/trusted. ks
&truststorepass=secret

&response=json
8&apiKey=YourAPIKey&signature=YourSignatureHash

The following shows a similar command for Active Directory. Here, the search base is the testing
group within a company, and the users are matched up based on email address.

http://10.147.29.101:8080/client/api?command=ldapConfig&hostname=10. 147. 28. 250&searchbase=0U%3Dtest ing
%2CDC%3Dcompany&queryfi Lter=%28%26%28mai 1%3D%25e%29%29 &binddn=CN%3DAdministrator%2C0U%3Dtesting%2CDC
%3Dcompany&bindpass=1111 aaaa&port=389&response=json&apiKey=YourAPIKey&signature=YourSignatureHash

The next few sections explain some of the concepts you will need to know when filling out the
IdapConfig parameters.

3.2.2. Search Base

An LDAP query is relative to a given node of the LDAP directory tree, called the search base.
The search base is the distinguished name (DN) of a level of the directory tree below which all
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Query Filter

users can be found. The users can be in the immediate base directory or in some subdirectory.
The search base may be equivalent to the organization, group, or domain name. The syntax

for writing a DN varies depending on which LDAP server you are using. A full discussion of
distinguished names is outside the scope of our documentation. The following table shows some
examples of search bases to find users in the testing department..

LDAP Server Example Search Base DN

ApacheDS ou=testing,o=project

Active Directory OU=testing, DC=company

3.2.3. Query Filter

The query filter is used to find a mapped user in the external LDAP server. The query filter should
uniquely map the CloudStack user to LDAP user for a meaningful authentication. For more
information about query filter syntax, consult the documentation for your LDAP server.

The CloudStack query filter wildcards are:

Query Filter Wildcard EER

%u User name
%e Email address
%n First and last name

The following examples assume you are using Active Directory, and refer to user attributes from
the Active Directory schema.

If the CloudStack user name is the same as the LDAP user ID:
(uid=%u)

If the CloudStack user name is the LDAP display name:
(displayName=%u)

To find a user by email address:
(mail=%e)

3.2.4. Search User Bind DN

The bind DN is the user on the external LDAP server permitted to search the LDAP directory
within the defined search base. When the DN is returned, the DN and passed password are used
to authenticate the CloudStack user with an LDAP bind. A full discussion of bind DNs is outside
the scope of our documentation. The following table shows some examples of bind DNs.

LDAP Server Example Bind DN

ApacheDS cn=Administrator,dc=testing,ou=project,ou=org
Active Directory CN=Administrator, OU=testing, DC=company,
DC=com
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User Services Overview

In addition to the physical and logical infrastructure of your cloud, and the CloudStack software
and servers, you also need a layer of user services so that people can actually make use of

the cloud. This means not just a user Ul, but a set of options and resources that users can
choose from, such as templates for creating virtual machines, disk storage, and more. If you are
running a commercial service, you will be keeping track of what services and resources users are
consuming and charging them for that usage. Even if you do not charge anything for people to
use your cloud - say, if the users are strictly internal to your organization, or just friends who are
sharing your cloud - you can still keep track of what services they use and how much of them.

4.1. Service Offerings, Disk Offerings, Network Offerings, and
Templates

A user creating a new instance can make a variety of choices about its characteristics and
capabilities. CloudStack provides several ways to present users with choices when creating a new
instance:

+ Service Offerings, defined by the CloudStack administrator, provide a choice of CPU speed,
number of CPUs, RAM size, tags on the root disk, and other choices. See Creating a New
Compute Offering.

+ Disk Offerings, defined by the CloudStack administrator, provide a choice of disk size for
primary data storage. See Creating a New Disk Offering.

* Network Offerings, defined by the CloudStack administrator, describe the feature set that is
available to end users from the virtual router or external networking devices on a given guest
network. See Network Offerings.

* Templates, defined by the CloudStack administrator or by any CloudStack user, are the
base OS images that the user can choose from when creating a new instance. For example,
CloudStack includes CentOS as a template. See Working with Templates.

In addition to these choices that are provided for users, there is another type of service offering
which is available only to the CloudStack root administrator, and is used for configuring virtual
infrastructure resources. For more information, see Upgrading a Virtual Router with System
Service Offerings.
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Using SSH Keys for Authentication

3. [Accounts]=2Y)vyLEY,

4. EBEDOTHAIVNEED)VILET,

5. [View Users]&=2YvoILZEd,

6. EREDOI—H—REVVILET,

vl
8. FLWARART—RZEAALT[OK| =TI LET,

[Change Password| 7/ %&2)yILEY,

5.2. Using SSH Keys for Authentication

In addition to the username and password authentication, CloudStack supports using SSH keys
to log in to the cloud infrastructure for additional security. You can use the createSSHKeyPair API
to generate the SSH keys.

Because each cloud user has their own SSH key, one cloud user cannot log in to another cloud

user's instances unless they share their SSH key files. Using a single SSH key pair, you can
manage multiple instances.

5.2.1. Creating an Instance Template that Supports SSH Keys

Create a instance template that supports SSH Keys.

1. Create a new instance by using the template provided by cloudstack.
For more information on creating a new instance, see

2. Download the cloudstack script from The SSH Key Gen Script1to the instance you have
created.

wget http://downloads. sourceforge.net/project/cloudstack/SSH%20Key%20Gen%20Script/cloud-set-guest-
sshkey. in?r=http%3A%2F%2Fsourceforge. net%2Fprojects%2Fc loudstack%2F fi les%2FSSH%2520Key%2520Gen%2520Scr ipt
%2F&ts=1331225219&use mirror=iweb

3. Copy the file to /etc/init.d.
cp cloud-set-guest-sshkey. in /etc/init.d/

4. Give the necessary permissions on the script:
chmod +x /etc/init.d/cloud-set-guest-sshkey. in

5. Run the script while starting up the operating system:
chkconfig --add cloud-set-guest-sshkey. in

6. Stop the instance.

! http://sourceforge.net/projects/cloudstack/files/SSH%20Key%20Gen%20Script/
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5.2.2. Creating the SSH Keypair

You must make a call to the createSSHKeyPair api method. You can either use the CloudStack
Python API library or the curl commands to make the call to the cloudstack api.

For example, make a call from the cloudstack server to create a SSH keypair called "keypair-doc"
for the admin account in the root domain:

Ensure that you adjust these values to meet your needs. If you are making the API call from a
different server, your URL/PORT will be different, and you will need to use the API keys.

1. Run the following curl command:

curl --globoff "http://localhost:8096/?command=createSSHKeyPair&name=keypair-
doc&account=admin&domainid=5163440e-c44b-42b5-9109-ad75cae8e8a2”

The output is something similar to what is given below:

<?xml version="1.0" encoding="1S0-8859-1"7?><createsshkeypairresponse
cloud-stack-version="3, 0. 0. 20120228045507” ><keypai r><name>keypair-doc</
name><fingerprint>f6:77:39:d5:5e:77:02:22:6a:d8:7f:ce:ab:cd:b3:56</fingerprint><privatekey>————- BEGIN RSA
PRIVATE KEY---—-
MIICXQIBAAKBgQCSydmnQ67jP6 LNoXdX3noZjQdrMAWNQZ7y5SrEudwDxp LvhYci
dXYBeZVwakDVsU2MLG L/K+wefwefwefwefwefJyKJaogMKn7BperPD6n1wIDAQAB
AoGAdXaJ7uyZKeRDoy6wAOUmFOkSPbMZCR+UTIHNKS/EQ/4U+6 LhMokmFSHtu
mfDZ1kGGDYhMsdyt jDBzt | jawfawfeawefawfawfawQQDCjEsoRdgkduTy
QpbSGDIal1Jsc+XNDx2fgRinDsxXI/zJYXTKRhS L/LIPHBw/brW8vzxh0LSOrwm?7
VvemkkgpAKEAWSeEw394LYZ i EVv395arIMLRVTVLwpo54jC4ts0xQCB L LoockK
LYaocpk@yBqqOUSBawfIiDCuLXSdvBo1Xz5ICTM19vgvEp/+kMUECQBzm
nVo8b2Gvyagqt/KEQo8wzH2THghZ1qQ1QRhIeJG2aissEacF6bGB20Z7Igim5L14
4KR70eEToyCLC2k+02UCQQCrniSnWKtDVoVaeK/zbB32JhW3Wu L Lv5p5zUEcd
KfEEuzcCUIxtJYTahJ1pv LFkQ8anpux jSEDp8x/18bq3

<{/privatekey></keypair></createsshkeypairresponse>

2. Copy the key data into a file. The file looks like this:

MIICXQIBAAKBgQCSydmnQ67jP6 LNoXdX3noZjQdrMAWNQZ7y5SrEudwDxp LvhYci
dXYBeZVwakDVsU2MLG L/K+wefwefwefwefwefJyKJaogMKn7BperPD6n1wIDAQAB
AoGAdXaJ7uyZKeRDoy6wAOUmFOkSPbMZCR+UTIHNKS/EQ/4U+6 LhMokmFSHtu
mfDZ1kGGDYhMsdyt jDBzt | jawfawfeawefawfawfawQQDCjEsoRdgkduTy
QpbSGDIal1Jsc+XNDx2fgRinDsxXI/zJYXTKRhS L/LIPHBw/brW8vzxh0LSOrwm7
VvemkkgpAKEAWSeEw394LYZ i EVv395ar9MLRVTVLwpo54jC4ts0xQCB L LoocK
LYaocpk@yBgqOUSBawf I iDCuLXSdvBo1Xz5ICTM19vgvEp/+kMUECQBzm
nVo8b2Gvyagqt/KEQo8wzH2THghZ19Q1QRhIeJG2aissEacF6bGB20Z71gim5L14
4KR70eEToyCLC2k+02UCQQACrni SnWKtDVoVageK/zbB32JhW3Wu L Lv5p5zUEcd
KfEEuzcCUIxtJYTahJ1pv LFkQ8anpux jSEDp8x/18bq3

3. Save the file.
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Creating an Instance

5.2.3. Creating an Instance

After you save the SSH keypair file, you must create an instance by using the template that you
created at # Creating an Instance Template that Supports SSH Keys#. Ensure that you use the same
SSH key name that you created at #Creating the SSH Keypairt.

®::

You cannot create the instance by using the GUI at this time and associate the instance with
the newly created SSH keypair.

A sample curl command to create a new instance is:

curl ——globoff http://localhost:<port number>/?command=deployVirtualMachine
¥&zoneld=1¥&service0fferingld=18727021-7556-4110-9322-d625b52e0813¥&temp lateId=e899c18a-
ce13-4bbf-98a9-625c5026e0b5¥8&secur itygroupids=ff03f02f-9e3b-48f8-834d-91b822da40c5¥&account=admin
¥&domainid=1¥&keypair=keypair-doc

Substitute the template, service offering and security group IDs (if you are using the security
group feature) that are in your cloud environment.

5.2.4. Logging In Using the SSH Keypair

To test your SSH key generation is successful, check whether you can log in to the cloud setup.

For exaple, from a Linux OS, run:
ssh -i 7/.ssh/keypair-doc <ip address>

The -i parameter tells the ssh client to use a ssh key found at “/.ssh/keypair-doc.

5.2.5. Resetting SSH Keys

With the APl command resetSSHKeyForVirtualMachine, a user can set or reset the SSH keypair
assigned to a virtual machine. A lost or compromised SSH keypair can be changed, and the
user can access the VM by using the new keypair. Just create or register a new keypair, then call
resetSSHKeyForVirtualMachine.
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N 7OV NNOATCHERTEET . AV IMIET 21— —(3. 7OV bDAIIE )Y —REER
TEXT,ZDEIRNY—RFA—F—DTHIVMIBL. 7OV I MNDFERRAY Y —REIRDOITRIC
ERYERA 7OV IMNARILORYNTI—I%ER LT, AV TV MNRND NS T4y 0 55 BEL, R—NERE,
BEOEL VPN BEHUNATAEDRY N — 0 —E R ERHETEFT, AV TRV B EDREED )Y —
ANHEINTWBIFESICIE. 7OV MDA DNSEFDYY—RERIBATEIEETEET e 2IE . HARY
RD—DF IR TYvIFUTL—ME RXAMVROEDTOAY I MNCEHFEARATEF T, TV I L— NDOFRE
EZHRHFITTNIE, TAOVIINTTSAR=ITF VT L—MITIERATEEF S, 7AOVIIMNTIE. ZDRA(VT
FRTEREDY—ERFT7Y VT EETARIF 77 TEERTEEITN,. 7OV IMNRILTIE TS
AR=NY—ERAT7) T ETARIAT77 )V TEERTEF A

6.2. 702V MNDERK

CloudStack 2—H%'—A"7OY Y A {HRE T 2H1IC. CloudStack BIEE (I 7OV TN R—KT2720
ICXFXFRVRATLEEYRNTY T TERELNHYET, NI, TAV I MY N—=|TR BT DBEIR.
FavzobD)yY—REIR. 7OV I N ER TELZ I —DEHIEIAEENET,

6.2.1. BEFERODEYNTYT

TOVIINEBEN I —ETOVIIMIEZBINTESIDICTE20 BEHEROZEEVAETELD
IC CloudStack #ty N7y TEET  BEREVEAETDHEIE. ZEEIZOBFREEZITILEN
HYFT,BERIIEBFA—INZFLIFI—Y—D CloudStack 7AD" DZEETEET, BEEHIBER
EFEALTTOVIIMIAYN—EBINT 2R EICT BI5E L. CloudStack DIBEFRIEREEFMICLTEY
NPy TLET,
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1. B¥EEELTCloudStack A—H%—AV49—7z/ R ICAT AV LET,

2. EflOFEH -3 /N—T [Global Settings] #2)v L%,

MBERYY A Tprojectl EADLTRBERY V&I )y I LET, @

4, MEBHERITIT. BEROFBEERIETE-DIRENDERIIHDD/IRSA=F =D OHEFNTW
FTORORIC. ATV MNDIBEFRICEEE T2 O— /N ILER/ASA—Y— AR LET, F/NSA—4H—
B BRETBICKEdiTAOvEY YO LET,

HRE/NTGA—H—
project.invite.required BEREEEABMICTBITIE true ICERELE T,

project.email.sender BEHEROEFA-INDEHE AT —ILRIZERRS
NBEFA—ILT7KLRAT T,

project.invite.timeout FLOAYNR—DBEFRIGRIETZETOIR T H
BT,

project.smtp.host BEHEREWNIBIIEF A=Y —N—E L THERE
ER-IVANOEA TG

project.smtp.password (AT>aV)SMTP H—/R—HERk 95/ R
7—RT9, project.smtp.username Z#EL
E1—]

T.project.smtp.useAuth % true IZFRET 20
ZEHYET,

project.smtp.port SMTP H—/N—D Yy ZAVE—KTT,

project.smtp.useAuth SMTP #— /=P a1—HF—ZENRRAT—REERK
T35EE true ICEREL 9,

project.smtp.username (F723V)SMTP $#—/R—HEREED=DICER
921—H—KTY, project.smtp.password %
—Z

FEE LT, project.smtp.useAuth % true IZEXE
TE2MELHYET,

5. BEY—N—ZFEHLETT:

service cloudstack-management restart

6.2.2. Setting Resource Limits for Projects

The CloudStack administrator can set global default limits to control the amount of resources
that can be owned by each project in the cloud. This serves to prevent uncontrolled usage of
resources such as snapshots, IP addresses, and virtual machine instances. Domain administrators
can override these resource limits for individual projects with their domains, as long as the

new limits are below the global defaults set by the CloudStack root administrator. The root
administrator can also set lower resource limits for any project in the cloud

6.2.2.1. 7OV I ED) Y/ —RFHIRDEEE

CloudStack L —NEBEZIFTOVTIMIEFETBRAMY DR XV EBEE BRI OT OV M
LW Y—RBIRERETEET, TAVIIMNTAE . KAV EBEZ L — NEBETELHDIBEIID
Y —ABIRERETELT,

#HLWHIRRIL, CloudStack BIEE AR ETE/O—NILAT 74 MNIRRBETHEIVEIHYET
(#Setting Resource Limits for Projects#=5R), fEDTEFED Y — D FH LW LRRAZBLICEBATWA 70O
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JIIMIDWTIE, BEDOYY—RIEHELAZIIFEA L) Y—RBN LIRERBICRZET. 2O
OYIIMIIEZOEED )Y —REBMTERRYET,

1.

2.

N

EEEELCCloudStack A —H—A V9 —TxARCATFV/LET,
EBDFEHS—2 3> /8—T [Projects] #71)vILZE T,

[Select view] RyI RD—ET [Projects] 4:ZIRLET,
BRETZIOVIMDEZRIEV YV ILET,

[Resources|¥ 7 &)y LET, ZDYTICIE, 7OV TV N CRRAEZHFAIIN TWBIRIED R A, |
V—ADBETEI—EBERTIINET,

VY —ZADFHLWMEZADLETS,
NER1ZI)vILETY,

6.2.2.2. 7Oz b sO—/N\ L)Y —2HIFEDEEE

1.

2.

3.

5.

EEEELTCloudStack A—H'—(4—Jxz4RICOTM1VLET,

ZBDFEHS —2 32 /N—T [Global Settings] #2)v2LET,

|FARYI XU max.project] EANLTRRRY V&I ILET,

RBFERIE. 7Z2VRAOTRTOTOVIMIOERINS, 7OVIINTEDR KRV —RBHRTE
TBLEODNSA—I—REFNTVNET . EDOTOVIINTCEINSDEREABALD)Y—RAIIFHTE
FEANERNOTOV I NDOFIRELIVESTRIEIETEE T, KT A—F—ERE T BICIZ[Edit] 7

favEsyysLES, |

max.project.public.ips ISIRRADEDTOAS TN TERRBETES, /T
Dy 1P PRLAED ERTY, (/3T IP 7
RLZICDOWTIZSRL TS,

max.project.snapshots ISORRDOEDTOVIINTEMBETES. R
FvTayMIDERTY, [RFvTFoavh
BAhBEEIZSRLTEIN,

max.project.templates ISIRADOED IOV NTCERBETES. TV
TU—MIDERTT [T TL—MIEDLBE
¥ 1=SRLTLEIN,

max.project.uservms IZIORAOEDTOVIINTCERBETES. FR
MRIEYS VEDLERT 3, RV DERE]
HHSRLUTIEIN,

max.project.volumes IZ29RADEDTOAY YN TEFRETES. T —
SRV 21—LEDERTY, IR 1—AICDWT]

ZHRLTLEIW,

BEY—N—%ZFEFLIT,

#f service cloudstack-management restart
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6.2.3. 7OV MEMRE DHERDERE
EDA—F—tFHLNTOVTY MAER TEBBARICT BT E S, ZOMEE%E CloudStack EHBEDAIHI
BYBIEHT 23T,

1. EEEELTCCloudStack A—H—A(24—TJx/RIAT AV LET,
2. EflOFEeS —2 32 /3—T [Global Settings] #2vJ7LEY,

3. ®WZF}Rvy RiTallow.user.create.projects] E AALET,

RS A—H— BB ET BICEEd ATV Ao LEd, |2

allow.user.create.projects IVRA—H—ATOVTIMERTEDLDIC
$BITIE true ICERELE . CloudStack JL—hk
BBEEN AV EBEOHD IO I NAERK
TEBLEDITTBICIS false ITERELET,

5. EEY—N—ZBEPLIT,

# service cloudstack-management restart

6.3. FTLWIO O DIERK

CloudStack BIEEERAMVEBEIITOVIIMNAERTBDIENTEET O~/ NIRRT A—F—
@ allow.user.create.projects A true ICEREINTWSIH A TVRI——E7OV I NEERTEE
ER

1. CloudStack A—H#'—AY4 =7/ RICAT AV LET,

2. ElOoFreS—> 3> /X—T[Projects] =)y o LET,

3. [Select view] RvY RAD—ET [Projects] #RIRLET,

4. [New Project] Z0)voLF9,

5. A—H¥—IIRRINZLHEIEFHE% AN LT, [Create Project] #7)v I LET,

6. TOVIIMIAVN—ZBELICEMCEIZEENFEITT, NI T avTT MITTHE RN TE
5 [Next] 22y LES,

7. [Save] #0)vILZEY,

6.4. 7O UMD A /IN—DIEN

HLWAYN—ETOVIIMIBNTERDIE. TOVIINEEE, TOVIINDERETBIRAA(VE 133
RAAVDRAVEEE, F/-13 CloudStack JL—MEEETY, CloudStack ICAV/N—EIBINT 5 A%
2DOHYFTH. —EICBMICTEBDIZ 1 DOFEDHTT,

o BEPREEDNENRIESIE FTLLWAVUN—ICBEFRAEETEET,
. BEREENMEYRIGEIE. - —A VI — T/ ATAVNN—AEEBINTEZET,
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75 RTHBEREEEN BRI TWBIR A (itttt) RO FIBICE>TTAS I MIEFH LW
AVN—BEBILET BEREENEYRIGEIE, 21— —A VI —TARATAVNN—5BIMLET,

1.

2.

CloudStackA—%'—A 4 —Jx(RICOTFVLET,
ERIDFES—>3>/"—T[Projects] =2y LEY,
[Select view] Ry  RD—E T [Projects] #ERLZE T,
BRETZIOTINDERIEY )Y ILET,
[Invitations]¥7%5) v LEY,

[Add byl TROEBLMERIRLET,

a. Account - 1—H¥—0 7OV a1—0D [Invitations] ¥ T ICBEFRARTINZFT. [0V
INE1—DFERFEIESRLTEIV,

b. Email - I —H4'—DEFA—ITRLRABTICBREFERIEEINT T, COMEEIL. SMTPH —/N—
BEEDIO—/NILNSGA—I—HREINTVWBIGEICOHMERELE T, [BEROEY N7y T %
SHEBLTLEIN,

EMNT3HLWAY/NN—DCloudStack A —H—ZFIEEFA—ITRLRZAHALT, [invite] %2
)y LET, BIDARATY T TAccount%ERIR L7135 EICIECloudStack 1 —H'— & %, Email #3ZR L1
BEIEEFA—IWTRLRAEAALET  ZDIZIRD, TAVIINDBEETERAAUNIIT HOV N aF
21— —DHEBEFTEIET,

EEBFOBFRERRLEETDICE. COY T 2RI FT BERIEEINDEE FTILLAY /A=
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6.4.2. 1—H—AVH—TTAATDX/N\—DIEN

IS5 IR THRFREED BN RIGEITROFIBICH >TTAVIIMIFLWAYN—EBIILE T, #H#H#
i ICEERIN TWBFEICLY I TV R TRAFREEED B MRS TW\DIFE T
HiH DFIRICREWVET,

1.

2.

CloudStack1—H#'—A>4 =27/ RICOJF Y LEFT,

ERIDFES— 3 /N—T [Projects] #7'vILET,

[Select view] Ry Y AD—EET [Projects] #RIRLET,
BRETEHIOVIIMDEZRIEVYYILET,

[Accounts] 750w LETIREDTATV IV MM YN—R—BERRIINFET,

BN 2HLWAYN—DFTHI % AH LT, [Add Account] &7y LET, ZDIZIRD, 70
VI MND¥NFETDIRAANIT AV MNeF D1 - —DHZEBINTEET,

6.5. XVN\N—BEFOZIE
£ L.CloudStack 7OV TV M ORBRFEZ TR, FLZThEZELAWVGEROFIBTEIAWVET,

1.

2.

CloudStacka—%'—A V49 —2Jx4 R ICAT AV LET,

ERloFEes—>av/—T[Projects] 2w LET,
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3. ELYMNEI—TREABIRLET,
4., BELICBEN)ANRTIINZS, [Accept] Vv LET,
EELEICYAMNRIINAZBFEFIALTULS CloudStack D7 ATV R EICRH L TESNTWET,

5. BEA-IWEZELLKIX [Enter Token] 7y oL A=AV ZIMNID & 2=—474 ID O—
K(k=2>) Z A DL TLEIW,

6.6. 702U D—BHEIE X/ ITBIRR
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TOVIIMNEHEIRTEE FD)Y—RIBEIN, AV BAVN=THIV D EIBRINET, 7O
T/ hDIREEIX Disabled pending final deletion] EXRFINZET,

OO MNe—BHELEFIFHIBRTESRDE. AV NERE. 7OV NDBERETBIRXAVEZIEER
XAVDR AV EWE, F/-1E CloudStack Il — NEEEZTT,

1. CloudStack1—H'—A>4—J/ AT AV LET,
2. EfIOFES—2 3> /N—T [Projects] #2v I LET,
3. [Select view] Ry2 2D —ET [Projects] %:#IRLZE T,
4. FOVINDERIEI)VILET,

5. ROELLHL =) ILETS,

HIFR 9 %ICIE [Delete project] 2271) v LTI, X

—BF{=1E33121F [Suspend project] 27y LTI, to ]

6.7. 70N 2a—DERAE

7OV AV N—|F CloudStack 7O T/ E1—AFRAL T, 7OV TV NR—DBEYY — IR
EAERRTEZFY, OV N a—ICiE 1 2O7OV I MIEETBIERODANREINE T, IFHLDIE
BAERATEZDT. 1 207AV I MDREE)Y—REFTEIENTEET,

1. CloudStackA—H'—A ¥ —JxA/RICOTF >V LET,
2. [Project View] #2)voL%7,

3. 7OV INY Y aR—RARAEEY, Z2IE. TOV IV MDORBY IV R a—LA A—HF— ARV
M RYN D= EREDNRFIINET Va2 R—RTIRDI RV ERITTEET,

« [Accounts] #7 &)y LT TAVIVMNYN—%ARRLEETS, OV NEEHEIL LWL X
VIN=ZEBIMUL AVN—ZHIFRL AN —DEE 1D OEEBEICERECEET . —EILER
BHITRNZA VN—F 1 ATHZD. EHDIDO1—H—%ETBEIRETIE RELALI—H—L
BEOI-—HY—IIEDYET,

o (BEREENERIZE) (Invitations] 7 %2y LT HLWIT OV TV MV N—ITEEFAHD
DREFEDIBHFRERRLEE TS, REOBHRIEFLWAVNR—DEET I BRI Y1 L
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This section tells how to add regions, zones, pods, clusters, hosts, storage, and networks to your
cloud. If you are unfamiliar with these entities, please begin by looking through 2###H#H#HHH#HH#H
HHEF A,

7.1. 7O Iz g 0OBE

BEY—NR—DAY A= PHRER F LNV EL—T (T )Y —REBEDDIEMTHIENTE
F9,CloudStack 75 R4V ARSI F v BRE D IR SN B DRI U TIT
HSIBLTLIEIW,

DIIRAVIZANSVFv R RBET 2 MBRRHIRT—IVT YT BITIE U TOFIRICHE S TIEIL,

—_

Define regions (optional). See #Adding Regions (optional)#.

2. Add a zone to the region. See #####H#HtH.

3. Add more pods to the zone (optional). See #it####H}.

4. Add more clusters to the pod (optional). See ######H#H.

5. Add more hosts to the cluster (optional). See ##t####itH#.

6. Add primary storage to the cluster. See ####H#H#HHHHHHHHHE.

7. Add secondary storage to the zone. See ###H#HHHHIHHIFHHH.

8. FMISUNDIER. T AMIBAL TIE #i AL TEIL,

INLDFIENTET LD U TFO—RIGEBRESEICRBRATHIENTEEY,
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Conceptual view of a basic deployment

7.2. Adding Regions (optional)

Grouping your cloud resources into geographic regions is an optional step when provisioning the
cloud. For an overview of regions, see #About Regions#.

7.2.1. The First Region: The Default Region

If you do not take action to define regions, then all the zones in your cloud will be automatically
grouped into a single default region. This region is assigned the region ID of 1.

You can change the name or URL of the default region by using the APl command updateRegion.
For example:

http://<IP of Management Server>:8080/client/api?command=updateRegion&id=18&name=Northern&endpoint=http://
<region 1 IP address here>:8080/client&apiKey=miVr6X7u6bN sdahOBpjNejPgEsT35eXq-
jB8CG20YI3yaxXcgpyualRmFI EJTVwZOnUkkJbPmY3y2bc iKwFQ&signature=Lxx1DM40A jcXU%2FcaiK8RAPOO1hU%3D

7.2.2. Adding a Region

Use these steps to add a second region in addition to the default region.

1. Each region has its own CloudStack instance. Therefore, the first step of creating a new
region is to install the Management Server software, on one or more nodes, in the geographic
area where you want to set up the new region. Use the steps in the Installation guide. When
you come to the step where you set up the database, use the additional command-line flag
-r <region_id> to set a region ID for the new region. The default region is automatically
assigned a region ID of 1, so your first additional region might be region 2.
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cloudstack-setup-databases cloud:<dbpassword>@localhost --deploy-as=root:<{password> -e <encryption_type> -m
<management server key> -k <database key> -r <region id>

By the end of the installation procedure, the Management Server should have been started.
Be sure that the Management Server installation was successful and complete.

Add region 2 to region 1. Use the APl command addRegion. (For information about how to
make an API call, see the Developer's Guide.)

http://<IP of region 1 Management Server>:8080/client/api?
command=addRegion&id=2&name=Western&endpoint=http://<{region 2 IP address here>:8080/
client&apiKey=miVr6X7u6bN sdahOBpjNejPgEsT35eXq-

jB8CG20YI3yaxXcgpyuaIlRmFI EJTVwZOnUkkJbPmY3y2bciKwFQ&signature=Lxx1DM40A jcXU%2FcaiK8RAPOO1hU%3D

Now perform the same command in reverse, adding region 1 to region 2.

http://<IP of region 2 Management Server>:8080/client/api?
command=addRegion&id=1&name=Northern&endpoint=http://<{region 1 IP address here>:8080/
client&apiKey=miVr6X7u6bN sdahOBpjNejPgEsT35eXq-

jB8CG20YI3yaxXcgpyuaIlRmFI EJTVwZOnUkkJbPmY3y2bciKwFQ&signature=Lxx1DM40AjcXU%2FcaiK8RAPOO1hU%3D

Copy the account, user, and domain tables from the region 1 database to the region 2
database.

In the following commands, it is assumed that you have set the root password on the
database, which is a CloudStack recommended best practice. Substitute your own MySQL
root password.

a. First, run this command to copy the contents of the database:
# mysqldump -u root -p<mysql password> -h <regionl db host> cloud account user domain > regionl.sql
b. Then run this command to put the data onto the region 2 database:
#f mysql -u root -p<mysql password> -h <region2 db host> cloud < regionl.sql
Remove project accounts. Run these commands on the region 2 database:
mysql> delete from account where type = 5;
Set the default zone as null:
mysql> update account set default zone id = null;

Restart the Management Servers in region 2.

7.2.3. Adding Third and Subsequent Regions

To add the third region, and subsequent additional regions, the steps are similar to those for
adding the second region. However, you must repeat certain steps additional times for each
additional region:
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1. Install CloudStack in each additional region. Set the region ID for each region during the
database setup step.

cloudstack-setup-databases cloud:<dbpassword>@localhost --deploy-as=root:<{password> -e <encryption_type> -m
<management server key> -k <database key> -r <region id>

2. Once the Management Server is running, add your new region to all existing regions by
repeatedly calling the APl command addRegion. For example, if you were adding region 3:

http://<IP of region 1 Management Server>:8080/client/api?
command=addRegion&id=3&name=Eastern&endpoint=http://<region 3 IP address here>:8080/
client&apiKey=miVr6X7u6bN sdahO0BpjNejPgEsT35eXq-
jB8CG20YI3yaxXcgpyualRmFI EJTVwZOnUkkJbPmY3y2bc iKwFQ&signature=Lxx1DM40A jcXU%2FcaiK8RAPOO1hU%3D

http://<IP of region 2 Management Server>:8080/client/api?
command=addRegion&id=3&name=Eastern&endpoint=http://<{region 3 IP address here>:8080/
client&apiKey=miVr6X7ubbN sdahO0BpjNe jPgEsT35eXq-
jB8CG20YI3yaxXcgpyualRmFI EJTVwZOnUkkJbPmY3y2bc iKwFQ&signature=Lxx1DM40A jcXU%2F caiK8RAPOO1hU%3D

3. Repeat the procedure in reverse to add all existing regions to the new region. For example,
for the third region, add the other two existing regions:

http://<IP of region 3 Management Server>:8080/client/api?
command=addRegion&id=1&name=Northern&endpoint=http://<region 1 IP address here>:8080/
client&apiKey=miVr6X7u6bN sdahO0BpjNejPgEsT35eXq-
jB8CG20YI3yaxXcgpyualRmFI EJTVwZOnUkkJbPmY3y2bc iKwFQ&signature=Lxx1DM40A jcXU%2FcaiK8RAPOO1hU%3D
http://<IP of region 3 Management Server>:8080/client/api?
command=addRegion&id=2&name=Western&endpoint=http://<{region 2 IP address here>:8080/

client&apiKey=miVr6X7ubbN sdahO0BpjNe jPgEsT35eXq-
jB8CG20YI3yaxXcgpyualRmFI EJTVwZOnUkkJbPmY3y2bc iKwFQ&signature=Lxx1DM40A jcXU%2F caiK8RAPOO1hU%3D

4. Copy the account, user, and domain tables from any existing region's database to the new
region's database.

In the following commands, it is assumed that you have set the root password on the
database, which is a CloudStack recommended best practice. Substitute your own MySQL
root password.

a. First, run this command to copy the contents of the database:

# mysqldump -u root -p<mysql password> -h <regionl db host> cloud account user domain > regionl.sqgl

b. Then run this command to put the data onto the new region's database. For example, for
region 3:

# mysql -u root -p<mysql password> -h <region3 db host> cloud < regionl.sql
5. Remove project accounts. Run these commands on the region 2 database:
mysql> delete from account where type = 5;

6. Set the default zone as null:
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mysql> update account set default zone id = null;

7. Restart the Management Servers in the new region.

7.2.4. Deleting a Region

To delete a region, use the APl command removeRegion. Repeat the call to remove the region
from all other regions. For example, to remove the 3rd region in a three-region cloud:

http://<IP of region 1 Management Server>:8080/client/api?
command=removeRegion&id=3&apiKey=miVr6X7u6bN sdah0BpjNejPgEsT35eXq-
jB8CG20YI3yaxXcgpyualRmFI EJTVwZOnUkkJbPmY3y2bciKwFQ&signature=Lxx1DM40AjcXU%2FcaiK8RAPOO1hU%3D

http://<IP of region 2 Management Server>:8080/client/api?
command=removeRegion&id=3&apiKey=miVr6X7u6bN sdah0BpjNejPgEsT35eXq-
jB8CG20YI3yaxXcgpyualRmFI EJTVwZOnUkkJbPmY3y2bc iKwFQ&signature=Lxx1DM40AjcXU%2FcaiK8RAPOO1hU%3D
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+ Username : Swift 7o bDA—H—Z T,
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Key : Swift ¥—T9Y,

[Add Zonel& 9 )y I LET .V —V DIER 71— KA RS FT,

RDEESLHIDRYRNT—IDIEFEEEIRLET,

Basic : AWS R A ILD xRy kT—
RO—DICkY, BB VAVRIVRICEE IP 7
(BETIPTRLADIZ(ILY—

Advanced : YBERRYNT— R ROJICH I
ARRYRND—05EEZEL. I7(1T7 94—V VPN, &
77V 0% RIETEET,

DORATLICHISGLET  E—DRYMNI— IR M LES . D RY

RLRDEIYETONE T EFa T4 I—T

YDEIRLAT—=3 LNILDHFETT AN DB TEET,

LETZORYNT—VETIL T ZEFEIC. S
FOEEBDOYR—MN2EDHRYLRYRNT—Y

Fy N7 — O ORBERICDWTEE U I, it B BL TSV

LABEDFIRIZ, [Basic]E7zid[Advanced| DEELZERIRL ML > TRBYIT K H T HFIR%

LTSN

S

HHAHHAA

731 HARY—> DK

V—rDEMY4HY —RT[Basic] ZZIRLT[Next] 22w o3 2E ROEHDAAEROONET,
AAE. [Next] &Iy LET,

Name: V—VDEZRITY,

=+ /=

e T

DNS18LUDNS2: V—VHDT AMREY YV THEATSDNSY—/N\—T3, TN SDDNSH—
N=ITF B TEMT BTV IRy TI—ORBBATT IV EALES V=2 D/IRT)yIIPFRLZD

5, 22T

EIBDNSY—N—ICBETIEERENHYET,

Internal DNS18 & WInternal DNS2: ZNBDDNSH—/R—(F, V=V RO AT LMRIEY SV (IRTE

I—F— aAvy—)L7ax>s BLttEHVF YRR
NBREBETINICESTERAINET, INSHDDN

DFRINT—=DAVI—TAREN LTT I ERINET  RYRDTSAR=NPFZRLZAMS,

L—Ik#E~v v E, CloudStackic kW EHX
SH—NR—F Y RTLAREIIVOEEBIN T4y
ZTHs

ETHHEBDNSH —N—ICRETEXIMENHYET,

Hypervisor: (Version 3.0.1&Y)Y =V DRIND IS AI—DINAIN—/INAHF =5 BIRLE T,V —:
DEBEMEIC, BARBINAN—NAY—%FRATEITR9—%BINTEET,

Network Offering: ZZ TDBEIRICLY S AMRBEBY S Y DORY N I—ITHATESZRYNT—0H—

EXREVET,

Network Offering 5EA

DefaultSharedNetworkOfferingWithSGServic

2T AN T4V DD BEDI-DICEF) 71T
W—TEEMITEIHEIX. INERIRLET

(TEF2)F 17N —FIEBRIBT L VISR TS
NS> 74y DHITE | S R),

DefaultSharedNetworkOffering

XV TATIN—THRRERWGEIF. IhE
ERLEY,

DefaultSharedNetscalerEIPandELBNetworkQ

ffdring *v k7 —2D—EBE L TCitrix NetScaler

TISAT YV AR BEEH T IIRAT1vIIPE
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BEXR—VDEK

Network Offering

SUVISRT1vIBRDBOMEEAFEHT 55
Bl INEBRLET . TSR T4V VIPELUT
SATAVIAROBOMELAFER TS, 252
DF 1T IW—THENRERY -V TIR10F
HINATE LUV EBRTOBEREBETEET,

+ Network Domain: (A7 >aV)F AMRIEBY Y VRN T—OICERIR R A VB EEIY Y TEIBE
I&. DNSH T4y I R&EIBELET,

+ Public:RTODA—H—HNRTNwo) =V %FATELT NTVYITIEBWY —VIE BEDRX
AVICENY Y TOENET ZDRAAMVYHRDI—H =TI, ZDYV = VI AMREY O VU BEER T3
EHEEFRIINET,

WIBRYRNI—DICEVEEINB NS T4y DEEEEIRLET,

NS T4v 0 DFEEIZ. BB XTI FAMBLCRAN =V NS T4y T BRI DWTELE. 7

AAVIIRIRARAVI—EEDETY—ILFYvTERRTEIN [EERXS—VDRYNT—INS T4 oD

BEIASBLKKEIVNZOEEIE, WOIDINS T4y DBEINEICEIY Y TSN RETEEE

T XSIBIMTBICIE NS T4y I DREEAERYNT—IICRSY TP RRAY T LTLEIW  F = b E

IISCTRYN D=V R EEBIBIEETEET,

(3.0.1 VYWY RT—I LDE NS T4y I DIEFEICRYNT—I NS T4 ISRV EEY Y TET,

DRI NANR=INAP—RAMIEBRBBFAD IR E—BITIBELNHYET, FSNILEEY YT

I NS Ty VORBEDOTAAV D FD[Edit]#7 ) vI LET . SNILEANTEIYA(TATRYIR

HNECDTAALEY, [OKZVYvILET,

INSDIS T4y ISRIE RIDIZRAI—IEIRLINAN—= A F—DeDILDHFEELEF T, IF
DDFTRTDNAIN=INAF—IZDWTE V=V EER LT DINILAEBRHR TEET,

[Next]&#2wvoL%EY,

(NetScalerd®#)NetScalerFD Xy NT—0AT7) T % FEIRT 2151 BMORTE@HAHY F
9, NetScalerdy " N7y FITHBRIEEEZ AN LS, [Next] 2w LET,

+ IP address:NetScaler7 /31 ZMDNSIP(NetScaler IP)7 KL X T9,

« Username& & UPassword: T/NA RICT V2R T 5= DRI EHIER TI, CloudStackik, D
BERBEREFRALTCT/NNIRIITTIERALET,

« Type:i&N9 2BNetScalerT /A ZDFEFHTT, [NetScaler VPX]. [NetScaler MPX]. F7zi&
[NetScaler SDX]1TY, #&5 % LLE$ 2ICId. FCloudStackBEEH A RI 2SR LTIV,

« Public interface: /X7y o RxyhD—ID—EFE L THER SN BNetScalerd( V9 —T A1 AT,

+ Private interface: 754 R—hRy RD—0D—ERE L THER INDNetScalerD A9 —T A AT
ER

» Number of retries: I {EDN KL /zEARTRICT /NA RICH L TAY VY RERTITBEHTT . T
T#ILME2TY,

+ Capacity: ZMNetScalerF /XA REHB TS ANRYNT =0 /T IOV MDD TTY,

+ Dedicated: EREDT /A RISBE—DTHUV NERICKRYET, [Dedicated] FTv IRy I R %F Y
IC9 5L, [Capacity]l Ry ADMEIFEFIN, BBEMICT THDEHRINET,
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8.

(NetScaler®#)/ XTI NS T4y DIPFRL ADEE B LF T COEERDIPFZRL R I, EIP
BLVELBI BRI NetScalerD Ry NTI—0F477) 0 T & FRIRTBIEICE > THEIMICT B, FRHINATHL
BEICERINE T ROFEMIBEREASDL, [AJD]1E Iy I LET  MHEBIGUCTIDOFIEAEREYIRL, X
SICIP7RLZADEHAZEBINTEEXT 58 7 L6 [Next] &0y LET,

+ Gateway:ZNSDIPTRLRAIERTZS5 —MIT(TY,
« Netmask:ZDIP7RL ZDEEHEICEEM TRV N RITY,
o VLAN: /XTI RS T4v 0| FEATBVLANTY,

o Start IPB&LTENd IP: AV —RYMDST I ERATELEARINBIPPRLADEET. S AMRIEY
SUNDTIEADIDICEY Y TET,

#FHLWY —r T, CloudStackiC LYW RHDRYRAEEMIOBMINE T B TISITRYREBINTE
FI . RYROBEICDWTIE, TRYRIZDWTIZSRLTIEI,

BDRYNEEKR T SHICIE RDIEBZAALTINext] 20 v LET,
+ Pod Name: RyRDZHITY,
+ Reserved system gateway: ZDRYRHDKANDST —hITATY,

+ Reserved system netmask: RYRDH TRy e EEHETERYNT—I T L7199 X TY,CIDRKEE
EALEY,

+ Start Reserved System IPESLUEnd Reserved System IP: AV F Y AN —J kI, O
V= TAFURETY V. BLUDHCPAEDIFI IRV AT ARET VAEET S
IZ. CloudStack CE T2 EERY NT—VHRDIPT RL RADEE T #ELIE [V AT AILLYFH
EHDIPTRLR SR LUTIEIN,

TAMNS71vIRDRYNTI— %R LET RDIEHREI/ELTHS, [Next] &2y I LET,
 Guest gateway: 7 ANDMER T2 —hI (1 TT,
+ Guest netmask: S ZANDFERETZH TRy ETHEAINDZIRYIMNYRITY,

+ Guest start IP&LU'Guest end IP: CloudStack B AMIEIY ¥ TSNBIPFRLRADEHE % EEHT
5. BHEREDIPFRLAEAALET,

« BBONICEERT I am<BEDOLET . RBDNICEFER T 2HEIE. BIOY TRy MIFE
9BIPTRLRAEANTEET,

« NICZ1D2EAT25EIE. IhoDIP7RLZE, Ry RDCIDREF UCIDRICFET 2 BN HY
95

#HLWRYRTIE, CloudStackiC kY RHD IS RY—D BEIMIGEININE T B TISICISRY—%
BIMTEET ISR —DBEICDWTUE [VFRI—ICDVWTIESRBLTLEIL,

DI ZRY—% KT HICIERDIEBZANDLTINext] 22y I LETY,

* Hypervisor:(Version 3.0.00,3.0.1 TIXFHAMYER)ZDIS A —AD TR TDRANTET
IND NANR=NAF =Y T I T7 DIEFREEIRLEF T, VMware&:ZIRTHEBMD 71—V KD R
TIN.vSphere VS 29— 2188 AIEE TEZ T vSphere f —/N\—DIFE 1L, vCenter TR R
MDY ZRY—HVER LTc1.. 75 A9 —2 /K% CloudStackliTBINT 22 &2 HEHLET, VT RY—
MDIBAN:vSphere | #&MRLTLEEW,
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+ Cluster name: 75 X9—DEBIE AN LET AEED, CloudStack TERAINTWARWTF AN &I
ELET,

10. FILWIS XY —TIZ. CloudStackiCLYRADHRA NN BEIIBIMINE T ETISITHRRANEEN
TEETARRAMNDBEICDOWTUE, [TRAMIDWTIESRBLTIEXN,

(N

CloudStack%z BB 2EZIC, NA/NN—NAHF—(CR2TRDRETIVBEHO>TUTWTEH A,

RANEER T DRI NA/IN—=NNA =Y IRNI LT HRAMIA VA= TERELRHY F

9, CloudStackB Y R—KFBNA/IN—IAHF =Y IR TFD/IN—V 3>, BLUVHRAM4CloudStackE

HEEIIESDICMHEBEREMBEREERL TBDEL’HYET DIV AM—ILIZDWTEFFLLIE R

DEITaVESRBLTIEIL,

+ Citrix XenServer®D4{ > A h—JLEHERK

+ VMware vSphereDq > Zh—JLERERK

o« KVMDAVRAN—)LERERL

RPDRAN KT BITIE O RDIBEEZ AN LTINext] 27w LET,

* Host Name:’/RRARDDNSEZZ/=IEZIPPRLATT,

+ Username:B&EIl&rootTd,

+ Password: EDI1—H—Z T 5/ X2T7—RKTH (XenServer£IEKVMEITIEELZE D),

« HostTags: (A7 >av)RANED L URTEBEICTIOIFERTEZINILTT  HlELTIS
YRDOHAY T %R ETEE T (hatag 7 O—/N)L RE/NSA—H—ICRELFEFT) . HLIDKRARE
TIREVYY VA S AN I #EEEBEME LA ATHALEZWES. BEEHIROITHAKRANET
DIRETS Y TOHADB ML I ZSRLTEIW,

11. #H LW 5249 =TI, CloudStack ICEYRAD T ZA TR —IH— "= BEMIGENINE
TR TISILY —N—%BIMTEXT, TIATY RN —TVDOBEICOVWTE [FF1TY R —VIC
DWTESRLTIEI W,

SBUIDTSAT) AN —IH—N—AEHT5ICIE ROBEEAZADLTINext] 22w LET,
+ Name: AML—UF /A ADERITY .

+ Protocol : XenServer M35 &1, [NFS], [iSCSI]. £/ X [PreSetup]&:&IRLE T . KVM DIFEIE.
[NFS]. [SharedMountPoint], [CLVM]&/=IZ[RBD]%ER L £ ¢, vSphere Di5E L, [VMFS](iSCSI
FET7AN—=F v RIV)ElE NFSZBIRLE T BERDEDIENDT4—ILRIE, CZTRIRLED
DICFYVERYET,

7.3.2. YhERY — Y DR RK
1. V—rOEM7145—RT[Advanced]|&&IRLT[Next] &7 ) v I §5EROFEMDAAERDONZE
9. A& [Next]Zo v LET,

« Name: Y—YOD&ZRTY,
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2.

« DNS18&LUDNS2 : V—VHADT AMREY S Y THEATSDNSY —/A—TH, IhHDDNSH—
N—=IJIZ B TEMI BTy IRy NTI—IRBBATT IV EALES V=V D/RT Yy IIPPRL D
5, ZZTHEETSBDNSY —N—(CRIETE2RENHYET,

 Internal DNS1 &1 Internal DNS2 : 2150 DNS H—/N\—3. YV —V RO R TFLARIEYS Y
(R —4—, avy—iTaxs . BLVEHVIY RN —IVRIET I V12 E, CloudStack IZ&Y
FARAINZRETIV)ICLIOTERINE T, INS®D DNS H—N—F VAT LAREIY VD EE
RS T4V IRIYRNT—=DA V=T A RENLTTIERAINE T . RYRDTSAR—KIP PRLAD
5, THETHAE DNS 4—N—|LRETEZRELIHYET,

+ Network Domain : (A 7Y aV)7F AMRET S VRV NI —VIERIRR XAV ZEEY Y TRIHEE
l&.DNSH 7400 R &IELET,

« Guest CIDR: 2DV —V DA AMRERYNTI—ITHERINS IP PRLR%EE#H T3 CIDR T,
NiF7=EA1E.10.1.1.0/24 T,V —VTEICRELS CIDR AR ETBIEEHEIHLET . INICL
Y BERB—VDRYNT—VRBTHEIC VPN 2y NPy T TEBLIICARYET,

* Hypervisor : (Version 3.0.1&Y) V=V DRADIZRI—DNAIN—INAHF—%ZIRLEFT, VY —
Y DBMEIC BRDBNAN—NAYF—%FERTDI 7RI —%BINTEET,

+ Public: $RTODA—H—D/TYy oV =V BFETEXT /AT ITIERW —VIF BEDRA
AVICEY L TONET, TDRAMVYHRDI—H =D, ZDOYV =T AMREY O VEER TR
EHEEFRIINET,

MEBRYRT—VICEVBREINB NS T4y I DRBAZERLET,

NS Tqv DI BB NTVy I TAMBLVAMN =V RS T4 I T BEICDOWTELIL T
AAVIIRIDRARA VI =B OB TY—IVF v T HRINT DO HHHHHIHHHIHHHHHH BB IR L
TEIVW, COBEEI’RRINBEFERT. 1 DDORYNT—IDBEICERINTWET  EHOYWERY
T—OhH2GEIE. XYNTI—V%BINTIHENHYET N T1v I DEEERSY I LTCIHTIT47
BRERYRDT—2ICRAYTT2E RV NT—IDTIT4TIRYEST NS Tav I T AV ERYNT— OFEJ’C
BEITE T3, 72 41E Network 1 ICRTRINTWET I7AILND NS 749 DIEEIERDER EE
BLAEWSEEIK NS 7197 DBEABH TEE T, T BEISLTRYNTI—VEEETETEHIEELT
XFY,

(Version 3.0.1 W) BYEBRYNT—I LDERNS T4y I DREHEICRYNT—IRST4v ISR EEY
YTET ZDOIRINENAIR=NAF—RAMIERBADINRIVE—BTEHELHYET, KN

IWEEIY LB TRICE. BMEBRYNT—IADIS T4 DBRDOT7AAVDOTD[Edit] 20 vILET,
INIWVEANTBITATATRYY ABAKDTADLET[OK] 27y ILET,

INEDIST1vIIRIE TN DIZAI—ITEIRLIeNANR— A —D 7= DIZDAERELET, 1T
DDFTRTDNAINR—=INAF =T DWTUE YV —VEER LTS SIRIV AR TEET,

[Next]Z=2)woILEY,

INTNY A=Y NNT T4y 9D IP PRLADEHZER LIS ROFMIBEREZ AL, [ADD] 22
o LE T, hEICHCTIDFIEEZRYIRL, SSIT/NT) oA 9—2y D IP PRLADEHE %8B
MTEFEIT . ZTL 7=5[Next] &2y LET,

+ Gateway : INODIPPRLRIFERTZ5 —MITA4TY,
« Netmask : ZOIP7RL ADEHICEE M FE2RYMNTRITT,

« VLAN : XTYv IS T19 VI fERATBVLANTT,
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HhARY — > DR

o Start IPBELVENd IP: AVY—RYMDSTIERATESZEARING IP PRLRADEET. S A+
XYRNT—=IADT I EAD=HICEIY Y TET,

6. HFLW/—2Tld. CloudStackickWERAIDRY RS BEIMICEMINFE T, B TISITRYREBINTE
F9, Ry ROBEICDWTIL, sttt S B LTI,

RDRYREEBHTZICIE O RDODIBEBEEZAALTINext] =) vy LET,
+ Pod Name : RYRDZRITT,
+ Reserved system gateway : CZORYRHDEZANDT —FITATY,

+ Reserved system netmask : RYRDHY TRV NEEHRTE2RYNT—ITLT4vI AT, CIDREKE
EHEALET,

+ Start Reserved System IP &0 End Reserved System IP: ZAVH YA —V{RETI YV,
VY=L 7aFIRETI Y BELV DHCP BREDIFIFRVRATLAREYV VEEET D0
IC. CloudStack TERATZEERYNT—IAD IP 7KL ZDEETY 5 L K,
IP #it## = SRUTREEIWN,

7. EMEBRYNI—IDTANT T4y %{E1ET S VLAN ID O&FE%IEE L T(TVLAN EY LB TDH]).
[Next] #2Vvo L%,

8. #FLWRYRTIE, CloudStack IC&YRID IS RAY—DBEEIMNISEBIMINET B TISIISRY—%
BIITELT, 75 AY—DEEEICDWTIL, sttt #E5B LTIV,

DTSRG — %K T HITIERDIEB%ZA DL TINext] 22y I LET,

* Hypervisor : (Version 3.0.0 M#,3.0.1 TRFAMYER)ZDIZRAI—HADTRTDRANTE
TINBNANR=NAF =Y TR T DIEFEERLF T, VMware ZBIRTHEEMD T4 —ILRD
KRR IN.vSphere 75 AY—ICE T 218HEEE TEEH T vSphere Y —/X\—D1HF&d vCenter T
RANDISRAY—%ERR LT=1.. V5 R 9 —21k% CloudStack |IBMTBZEA2HEOLET, (05
249 —MiBMN:vSphere] BEBLTEI,

+ Cluster name : 7529 —D &R AALETALTED. CloudStack CIERINTWERWTF AN
BELET,

9. #FHLWISRY—TIL, CloudStack ICEYURHDRAND BEBICEBMINE T, R TISIIRARNEE
MTCEF T ENHRRANDEEICDWTIL, sttt SR LTSN,

(N

CloudStack #RBET3EZIC, NAN—NAHY—|[IRTHDRETI U HoTIEWITEHE A,

RANERER T BRI, N /8= AT =Y IRNI LT HRANMIAVAN—ILTERELRHYF

9, CloudStack B Y R—KFBNA/NN—NAHF =Y IRz T D/N—V 37, BLUVHRAM4CloudStackE:
EFHIEZHDICBERBINEREESRLTBKDBEIHYET, ZDA1V AM—ILITDWTEFLIE R
DEIaVESRBLTIEIL,

* CloudStack® 7= dCitrix XenServer®A > XA h—JL

« VMware vSphereDA VA h—JLEBRTE
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10.

KVM®DA Y ZAR—ILESRTE

RADRAN BT ZICIE RODIEAZAAILT[Next] 20y I LETS,

Host Name : IRANDDNSEZ F7/IZIPT7KLATY,

Username : @E & root TY,

Password : EDI—H%—ZIIW T35/ —RTF (XenServerZ 7z IZKVMBITIEEL/=ED),

Host Tags:(4 7> av) R AN 4EL TR

RDHAY VA& ETEE T (hatag £V O—/NILERE/NTA—F—ITRELE D) BLIDHRRAM ETIR

B vl At #eEE=as1ELO A THE
IV TOHADEME 1 ESRBLTLEIL,

ICTBOIFERTEINILTT flELTISY

L7eWigs . EEBEHMRDITHARZ N ETDIR

FLWOS 24—, CloudStack ICEYRIADTSATY AR —IUH—NR—pHERISEMINE
T B TISITH—N—BBIMTEFET, T5AVY AN —V OB DUNTISL . I B
SHRLTLEIN,

BNDTZATY AN —IH —N—% BT 2ICIE ROIEEEA NI LTINext] 22 v I LET,

Name : ANL—UFIRA RADEEITY,

+ Protocol : XenServer M35 & 13, [NFS]. [iSCSI]. £7=lE[PreSetup] &:EIRLF9 . KVM DIFE (.

[NFS]. [SharedMountPoint]. [CLVM]Z 7= (X[RBD]

FF 774N —=FvxIV)E7id INFS]AEIRLET . BEDEDIEDNDT71—ILRIE, I TEIRLEZS

DICLYERYET,

EREINLF Y, vSphere DIFE L, [VMFS](iSCSI

NFS

+ Server: ANL—UFNAAD IP PRLRFE
& DNS £ T9,

+ Path: H—/IN—HS5ITHRR—FENT/R
<Y,

« Tags(A7Fvav): CORMN—YFT/NA A
DT HEAVITEY>TEL £, 717
FI7V T DT ERE. FEEDRA—/N—
YN THIBENHYET,

TIARY AN =D DY T Y MI VS —VRDY
SAY—BETCR—CHEIBEIHYET . /& X
WX ISAI—ATTSATYAN = DYTH
T1 LV T2 DHEIE. BILY—VRDIEFHD
TRTCDYISRAY—TETSATYRA ML= DH
THTI BLUO T2 ICTBIRELIHYET,

iSCSI

+ Server: ANL—=UFNRAAD IP PRLREL
(¥ DNS &9,

« TargetIQN: ¥—4 vk
D IQN TY, 7z& 2,
ign.1986-03.com.sun:02:01ec9bb549-1
ELEY,

+ LUN: LUN BE5TY.E2IX M31&LE
ER

713789841
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HhARY — > DR

« Tags(x7Fvav): ZORMN—VFT/INAI A
DITHEIAVITEY>THEEL £, 717
o7V T DY T ERE. FIFETDRA—/3—
YN TCHIDLENHYET,

TIARYAN =V DY TEYME =V DY
SAI—BTR—THEIRENHYET L&A
EOIFZRI—ATTZATYRN =T DY TH
Tl 8LV T2 DHBEIX ALY —VRHDEHD
FTRTCDIZRI—TETFAT YR ML=V DF
JETI LV T2 ICT2RENHYET,

TR A A

« Server: ANL—UFNAAD IP PRLRFER
& DNS £ 9,

+ SR Name-Label : CloudStack ®#ERIC
YNy T LA —VYRIN) DERTS
R EAALET,

s Tags(A7vav): CORMN—IFT/INAI A
DT AV TRY>THEL £T. 717
o7V T DT ERE. FEFDRA—/N—
YN THIVLELHYET,

TIARVAN =V DY T Y ME V=V RDY
SRAI—BTR—THIVENHYET . EX
EIZRI—ATTZARYRAN =2 DITH
Tl 8LV T2 DHBEIX ALY —VHDEHD
TRTCDIZRI—TETZAT )R ML=V DF
JTI BLUP T2 ILTBIRENHYET,

HETIVMNRAV A

+ Path: EERANDZIDTSATYRN—
DYV MNEINBNRRATT,  FoEIE [/mnt/
primary]&LEY,

« Tags(#Fvav): DR —IUFNAZH
DHTHEIAVITRY>TEEL FI.T1RY
A7V T DT EREF. FEFDR—/N—
YN THEIVEIHYET,

TSARIV AN =V DY T YNNI V=V RDY
SAY—BTRA—THIBENHYET  7cE X
WX IZRAI—=ATT AR AN =V DY TH
T1 LV T2 DBAK. BLY—VRDIELD
TRTDISAI—TETSATYR L=V DH
T BLU T2 ILTDRERHYET,

VMFS

+ Server: vCenter 4 —/N\—®D IP 7KL RAFE =
I DNS &9,

« Path: F—9EVH—RKET—IRNTE
DHAEDETT . HRE. [/ 77—t
H—R )T —HANTHZITY A T/
cloud.dc.VM/cluster1datastore ] & LET,

« Tags(#7Fvav): ZORAMN—IFT /NI A
DHTEIAVITREYI>TI/EL £, 7117
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27V T DY T ERE. FIFFDRA—/3—
YN TCHBIVELHYET,

TIAR)AMN—S DI T Y MI V-V RDY
SRY—ETR—THIRENHYET  /cEA
EIZRI—ATTZARIVAN =2 DEITH
Tl 8LV T2 DHBEIR ALY —VHDEHD
TRTDIZRI—TETZAT YR NL—TDF
TETI BLUE T2 ILTRIZRENDHYZET,

11. $1ILWYJ'—> Tl CloudStack ICEYUBRHID AV S YR N —JH —N—HBEINICEININE T, &
D) AN — OB EIC DWW TS, s 5B L TRV,

COEMEICANATBREIIC.NFS HEEZ YR 7Y LTHRHF® CloudStack Y RAFLREYI VTV

L—haAVAM=ILL.BAVI VAN —CEEFETIRELNrHYET, [EAVF VRN —V DB %
SHRLTLEIW,

* NFS Server. The IP address of the server or fully qualified domain name of the server.
« Path: H—N—DSIIRR—FIN/IRTT,

12. [Launch] #2)vYLZEY,

7.4. ™Ry RDEBHN
FLW —VAER T 5E, CloudStack ICEYURHDRYRABEIMISEBMINET . 2OEIavDOFIE
ICHE> T, RYREWDTEBINTEET,

1. CloudStack A—H'—A V9 —T A RICAT AV LE T #UIHHHH#HH BB LTIV,

2. EflOFES—2av/"—T[Infrastructure]=2") v LE 9, [Zones| C[View More]| &2 v I L. Ry K
BEBINTEY —V5aRIRLET,

3. [Compute and Storage]¥ 7% 2w LEY Y177 S LD[Pods]/—RD[View All| &)y I LET,
4. [Add Pod)%=2Yv LEY,
5. 44707 HRyI RATRDFHMIBEREADLET,

+ Name: RYRDEZRITY,

« Gateway: ZORYRARDKRRANDT —RIT(TY,

+ Netmask: RYRDY TRV NEEZETEIRYNTI—ITL T4y A TE,CIDR REZAFERLET,

+ Start Reserved System IPES&U'End Reserved System IP: EhV S YR —VRIEBTI V.
VY=L 7OFVRETI Y BLUDHCPAEDIEFIEFRIRATLAMRIET IV EEETH/2H
|Z. CloudStack CERATZEERXRYNT—IARADIPZRLADEHETT, iELUE. [P RTFTAILEYF
HIEADIPPRLR | ZSRLTEI W,

6. [OK|Z2YvILZET,

7.5. 72 A5 DIEN

CloudStack ICEEBWRDEANERHILINELRHYE T, RAMIIZTAY—RNILH BT . RANEIS
YRIEINTRICIEDARKESE 1 DDISARY—5BIMTINELHYET,
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IS5 2Y—DEBIN:KVM F7=I% XenServer

7.5.1. 95 R9—DEM:KVM F7=1% XenServer
RODOFNEIE NAIR—=INAF—=HRAMIA YV AM—=ILEHT CloudStack —H'—A1 9 —T A/ RICAT1
VEHRTHBIEERIRELTWVWET,

1. ERIOFES—ar/R—T[Infrastructure]x2) v LE ¥, [Zones] T[View Morel&=2)v o L. V5 A
H—7%BINT DY —V = RIRLET,

2. [Compute] ¥7 %5y LET,

3. Y475 LD[Clusters]/—RD[View All|&7)v o LET,

4. [Add Cluster]&2)voL%Ed,

5. ZDIZRG—DNANR—1I(HF—DFBREERLET.

6. V7RI %EMTBRYNERIRLET,

7. V3R9—DAHEIEADLETEED, CloudStack TERAINTVWAWTFRMNIEELET,
8. [OK|ZV)vUL&FT,

7.5.2. V5 A5 —MiEN:vSphere

vSphere MRANEIRL, vCenter & CloudStack DEBEI—H—AVH—T( AEHHEDHET
TWE T, CloudStack TlE. §RTDERAR® CloudStack 7SR —ILHBIENBBETIN . V5 R9—%
B—QORANCHRTEIEETEET, EEBEIZVTIRI—IC 1 BOKRANFEAT N EHDOHRZ N E
A2 ERETIVELNHYET, BEEANDISRYI—TIX. SATI1TL—2a v DL e A E A
TEET,IVTAY—ITIE NFS 71X iSCSI DL HBHBRAN —VEHETT,

vSphere H—/X\—DiF & &, vCenter TRAMD IS AY—%ERK L&, 75 A9 —2{K% CloudStack I
BINT5IE288OLETIROEBHICH TS,

+ vSphere 7SR5 —ICERETHHRAME 8 BFTICLTILEIL,

o NANR=INAHPF—RAMIETHDRBY L A RN E %R L TH S, CloudStack IEIL TS
W,

vSphere 75 X% —% CloudStack IZBINY 3T

1. vCenter THRAND YIS RY—AVERLE T, vCenter DIERICHEST. INAEEITLET IS5 RAY—%E
K9 BE, vCenter ICITRDEIICRRINET,
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857 Steps to Provisioning Your Cloud Infrastructure

(= WIN-DMUOCMSFUBT - wSphere Chent

Ele Edt View Inventory Administration Plugins Help

g E |ﬂ]‘ Home b 58] Inventory b [l Hosts and Clusters

& & ¥
Bl [ WIN-OMUOCMSFUB? 192.168.160.25 VMware ESXi, 4.1.0, 260247 | Evaluation (38 days remai
= E:l cloud.dc. VM
= [l doud.cluster.2.2.1 i . Symmary - Virtual Machines ' Performance . Configuration
E [152.168.160.25
] 1 .
B B tet What is a Host?

A host is a computer that uses virtualization software, such
as ESX or ESXI, 1o run virtual machines. Hosts provide the
CPU and memory resources that vitual machines use and
give virtual machines access to storage and network
Connectivity

Basic Tasks

& Deploy from VA Marketplace

Gt Create a new virtual machine

A—HY—AH—TJzA(RIOT1 2 LET,

ERIDFES — 3> /83—T[Infrastructure] =2 v LE 9, [Zones| T[View Morel=21)v I L. 75 R
Y—5EBINTEY -5 RRLET,

[Compute]¥ 7 %21 v2 L. [Pods]D[View All|&=2) v LET , V5 AI—%BINT BHRyRERIRLE
ER

[View Clusters]=2 v LE7,
[Add Cluster|=21)v o LET,
[Hypervisor]/Rv o 2D —E&T, [VMware]&:&RLF T,

FAT7OTRY Y R DEREAD LI T RDT1—ILRICES T vCenter FIDEZSRTESLDIC
BYFE Y,

« Cluster Name: vCenter TYERK L=V S RY—DERIEANLEF T, =& A IE,
[cloud.cluster.2.2.11& L%,

+ vCenter Host: vCenter —/N—DHRANEZE/IE IP PRLRAEAALET,

+ vCenter Username: CloudStack »* vCenter ADEMRFIFERTZI—HF—ZEAAOLET . 2D
A—H—|ITRTOEEFIENVETT,

+ vCenter Password: LD 1—H—ZIIHTB/RAT—REAALET,

+ vCenter Datacenter: 75 X9 —H11F1E 95 vCenter T—9 09— AALET, 7z& 2,
lcloud.dc.VM]&ELET,
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RANDEM

Ml ¥ Add Cluster

Lone: | SOME-NEWUS-ALV :]
Hyperisor: | Vibware B
Fod:  POD-1 (=]

Cluster Name: doC-Cluster

vienter Host: |host-Cs-weenler

vCenter Username:  admin

vioonter Pasoword  sssssssssssssas -
vCenter dot-datacenter
Datacenter

Masus dSwilch P 10.10.105.10
Address

Hesxus dvSwitch  dv-admin
Usermame

Mewus dvSwilch  ssessass

Password
o
™

JSAY—=HDTAEYIZVTINZE. SV OEBENRETEIGEIHYEST , A —HF—(VH—Tx1
RIS AY—DBEICRRINET,

7.6. IRANDIEN

1.

CloudStack #mM& LTHRAMEEMTBRNOBIRLANAN—NA P =% RAMIAVAN=ILTEHE
DHYFET,CloudStack RANERRLRNAIN—NAHF =T TEMETBREIIVEEEBILEERTEIE
NTEET,

CloudStack 1Y AM—JLAA R TIEENZTND Y R—IINB/\1/3—/X(H'—% CloudStack n5&
DEDITFIAITEINM VA=V AEPEREAFZERELTVE T EDN—2 3V DN /IR—= /(=B
YHR—PEINTWBIN AV RAN=ILHARD @t o av 5588952 &1d CloudStack T/NA/8—
NP —RANEERTZODEERRATYSITRYET,

=

FNBNDNAIS—NAF— T LTINS 8= F— DAV R =)L ] T~ 5N B CloudStack
REDEHFIEEZRR LTI,

T

CloudStack ICX LR AN EBILEY . BEY 2HAMIERIEFI A 2N\A /=AY — I TELYFE
ED

o HHH#HH (XenServer ##H# KVM)#

o H##H#HHHE (vSphere)#
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7.6.1. RARDEM(XenServer £7=1& KVM)
XenServer BLV KVM DR RAME, WD TEIZRY—ITEINTEEY,

7.6.1.1. XenServer 8LV KVM IRANDEH
(Dee
E =]

HINAIR—INAHF—RZAMIEITHRDRIEY DWW EEREEELTH D, CloudStack IZ3EAILTL
7230,

BREH

s BISAY—|UIA—DNANR—=I\AHF—%FEHTERANDIHEEHIBENHYET,
+ XenServer DIGFEIE. VS RY—ICERETZHRAME 8 BXTICLTIEIL,
s KVM DIFEI. VT RI—ICEBREBTBHRAME 16 BXTICLTLIEIWL,

N—RIT7EHIZDWVTIE, CloudStack 1V AR—ILHARD/NAIN—IAF—FBDAV AN—=ILEI a3V
HHRRLTEIN,

7.6.1.1.1. XenServer IRANDEBINE#

FYNT—ORY T4V T % ERT R EEEIIRANDERE. V5 AI—ADIFHNDHRANZLRICHE
CICTBRENHYET,

PSAY—ICBMT BT ARTORAMINLTROOT Y REERITLET , N T RAM XenServer 7—)L
DYRI—ICIMDYET,

#f xe pool-join master-address=[master IP] master-username=root master-password=[your password]

.

#AY U RZEAE—LTEITIZEIE BE—DITELTEYMIT I E MR LTIV, — B D RFa X
YREA—T7 =TI AE—LETHFRAMIAERBITNEINDTREELHYET,

XenServer 7—JLICTRTDRAMBEIL7 S, cloud-setup-bond V) S EERTLET . DRI T
MI&LY, 95 RA9—RDOFLWEANDRY ROERE YN TV T2 TLET,
1.

/usr/lib64/cloud/common/scripts/vm/hypervisor/xenserver/cloud-setup-bonding.sh X71)
2.

TheBEBY—N—D5 YRY—RAMIOAE—L. RV TN EITAIRETHD I EAMRLET,
RDAVI) T aERTLET,

# ./cloud-setup-bonding. sh
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RAMDEN (vSphere)

7.6.1.1.2. KVYM R RANDBINEH
o HETIUMNRAVIAN —VAEFERTIRAIE. FEERFFLORRNDTRTOTIV IRV (Y
VREINFEARN—SEEDHT). I5RI—RDIEIDRAREZLRICALICTIRELHYET,

© HLWRRMDRYMT—IBB(T AN TIAN—MNELGNRTVv IRy RNT—=D) D V525 —RDIEH
DR ARERUTHBIE2MRBLTIIEIL,

+ OpenVswitch D7)y I %FIALTWS%HE T CloudStack ICRARNEBINT 2FEAIC KVM KA D
agent.properties Z#mEE L network.bridge.type /X5 X—4%—% openvswitch IZF&TE L T/Z I,

7.6.1.2. XenServer £7=lx KVM KRR DB

o IRAMINANR=IAYF =Y IR T HEEAVAM—=I)LLTWARWGEIFI VY AM—=ILLZET, CloudStack
Y R—RNTBINANR—=NAF—Y TR Iz T D/N—T 37 BLUVHRAME CloudStack EEEIIE D76
ICHBERBIMEREEALTEMELIHYET, DIV AM—ILDEMICDWTIE, CloudStack 12
R—=ILHARDENAIR=NRAF—FBOE R/ avESB LTI,

e CloudStacka—H%—( Y49 —Jx(RICEEE L LA AV LET,

« EIOFES — 3> /8—T[Infrastructure]&2) v  LE 9, [Zones| T[View Morel=21)v I L. RA R
BN/ —VERRLET,

+ [Compute]¥ 7 %41y LE T, [Clusters]/—RD[View All|&7) v o LET,
o IRANEEBINTZISRY—ERIRLET,

+ [View Hosts]|&2)v I L%,

» [Add Host]=2)vo LEY,

s RDIEHREIRELET,

« Host Name: 7R AM®D DNS & ZF7=ld IP 7KL RATY,

« Username: @& I root T9,

+ Password: XenServer £7zld KVM ITIEEL . EOI—H—RITHTB/IAT—KRTY,

* Host Tags(#7>av): RAM DB L TRFAEBHEICTEDIERTEIINILTY & ZIERRAM
FTUIRB~Y DS BB LIEE. 75VRO HA 47 (7O—/NJLERTE T ha.tag IZERE
LIcNSA—Y V&R TETHIENTEET FHFMABERIE MREY > TOETREOEMIEI N TR
ANDETEMEIESRLTIEIN,

RANDTOEY 3=V TS5 SV DEENRETDIHEEDNHYEYT ., I—F—(1VF—TTARITKR
FYBEEIRICRTINET,

« BIMDORAMIOWT, ZOFIEZ#EYVIRLET,

7.6.2. IRARDIEN (vSphere)

vSpheretr —/N\—|Ix L TIdvCenterCYZ A9 —%EHK L. V5 A9 —2{F%CloudStack ICR LEINT 5T
EAWRLET,FLIZISRY—DEN(VSphere) BB LTI W,
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7.7. T7ZAR)ZANL—2 DIENN

7.71. T7S5ARYRAN -V DI RTLEH
IN—ROTT7EH:

o BEITRBNANR=NAYP—THR-—FINTWBZEENMDEZD iSCSI F/=IE NFS H—/3—,

o AN =B —N—F SHDT1 RV %ERBAIZAVEL—IY—THIREIHYET . T1RVIE N—RDT
7 RAID O hO—5—CEET 30N EEMTT,

s RVRBERBER=—XICLYERYET,
TIAR) AN =%y N T YT BEZITIRDEIBRICHES>TEIL,
o TIARVAMN =V KRNI Z R —IGEMURKTREBIMTEE Ao

s HETSATVAMN —VHHEFELAVEEIE. T O—/NLER/ASX—5—D
system.vm.local.storage.required % true ICERETDRENHYE T HRELBVERBYI VEZEET
EEHA.

7.7.2. 75A<)ANL— DIEM

HLWY— VA ERTBEE.FIBO—BELTRADTSAT AN L=UBEBMINET, TS5A4<T YRS
L—IH—R—3 FiLWISRIY—%BMTBEIVCEEED ISR —IIY—/N—%BINT5EXRE WDT
HEMTEEY,

oﬁL_t
|

H—N—|TAERMIN TN EEFESR LTIV, CloudStack ICH—/N—%ENT5&. BfF
DT —HNEITRTHEEINET,

I

1. CloudStack A—H'—A % —JxA RICOT M2 LET (HUIH#H#H#H 5 IR),

2. EfOFES—2 3> /8—T [Infrastructure] 2" w2 L& 9, [Zones] T [View More] #2)vo L. 7
SAR) AN =V BINT Y — V5 BIRLET,

3. [Compute] 97 %0 )vILZET,

4. H4T74JS LD [Primary Storage] /—R®D [View All] #0)v I LET,

5. [Add Primary Storage] #2)voL%9,

6. Y47OTRYIRTRDEREANLET SV ERFHRITGBRIRTZTONINICEI>TERYET,
¢ Pod: ANL—YFRAZADRYRTT,
* Cluster: RNL—=YFIRAZADYZRAI—TY,
« Name : ANL—UFNAZDEZRITT,

+ Protocol: XenServer MiHE& &, [NFS]. [iSCSI]. £7=iX[PreSetup] & E#IRLF T, KVM DIFE I,
[NFS]Z 7zi&[SharedMountPoint]&:&R L E 9, vSphere MF&IE. [VMFS](iISCSI F7zl& 774
N—F v )L E7lE [NFS)EERLET,
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TAVE) IR —Y DM

» Server(NFS.iSCSI, £7IZ PreSetup DFH): ANL—IUFINAAD IP PRLRF 1L DNS £TY,
+ Server(VMFS Di5%): vCenter %—/X—® IP 7RL 2F7zlZ DNS &£ T,
+ Path(NFS @358&): NFS DIFE. i —N—H 5T AR—bENE/ARTY,

+ Path(VMFS D37&): vSphere DIfE. T—9 29— ET—9ANTEZDMAEHLETT R
T/ 59t 9—Z /57— AT EZ1TT, 7=&ZIE, T/cloud.dc.VM/cluster1datastore] & L&
ERS

+ Path(SharedMountPoint MIF#&): KVM DIFE . ERANDIDTZAT) AN —IBT IV REN
BINATY, Fc& A T/ mnt/primary] ELET,

+ SR Name-Label(PreSetup @3%&): CloudStack DAERICEY Ry LIEARL—U )RR DE
BIZNILEABDLET,

+ Target IQN(iISCSI D5E): iSCSI DIFE. F—7 YD IQN TH, 722 IE,
lign.1986-03.com.sun:02:01ec9bb549-1271378984 1 £ LF Y,

+ Lun FS(iSCSI M35K): iSCSI DA LUN BESTY L&A [31ELET,

s Tags(A72av): CORAMN—VFTNAZABADY T AR TCRYI>TRELEST  T1RIA77) 0T
DY TNERF. FLIFZDR—I—Y NTHBERENHYET,

TIARVAMN =2 DT vYME =V RADIZRI—ETR—CHEIVLEDNHYET  FEXIE IF
RI—=ATTZARIVAMN =V DITH T BLUV T2 DHFERF ALY —VRADEIDITRTDIZR
H—TETZATN AN =D T T LV T2 ICTIRELHYET,

7. [OK|Z=2UvyH LEY,
7.8. EAVH)ZAN—TDENN

7.81. EAVI)VAN —V DU RATLEH
e NFS ZNL—S7 547 2% 214 Linux NFS H—/8—

+ (#7>3>)0OpenStack Object Storage(Swift) (http://swift.openstack.org #ZHR L TLZIW)
- /NAELLTI100GB

s EAVIVAN =TT RARZ EDAN—V%FERTETAMREYS VERLY —VICRET DL E
HHYEY,

« BEAVIYRMN =TI —NR—E V=V HADITRTORANTCHEATEZLELIHYET,

7.8.2. EHVH)ANL—YDIEM

LW VR T2EE FIRO—EELTRIDEAVI YR FL—IU D EBMINET . WD TEEAY
FYVAMN —IH—N—% BIML T BFOYV— VI —N—% BN EIENTEET,
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|

3

H—N—|[TAERMIN TN EEFESR LTIV, CloudStack ICH—/N—%EINT5&. BF
DT —HNEITRTHEEINZET,

IZVREHEDEAVTIAN —VELT Swift ZEAT2HEIE. V—vICHLTa—ALgEHhV S
AM—=TH——%EINT BHIIC, CloudStack (C Swift ARNL—UZEBIMTBREDNHYET, [V —V
DEMIZSRLUTE 30,

V=it LcaO—hRtAV YUY AN —Y DERD D, BB Y —/N—D1 > AM—JLHIT NFS £
BHEERLIIVILTEBMEBELAHYET, AIVAMN—ILAAIRDINFS HED#(E | #S5BL TS
Uy,

BB —N—DAVAN— VBRI AT LAMRETO YT T — NG L2 AR LET AV A —
WHARDIYRF LRI VTV T L—hD#fE ] EBRLTEI,

INTY—VERDAN—VELTEAVYYRN —JH —N—DEEANTE/=DT. CloudStack I
BILES, FILW —VOBMFIED—ERELT. AV I VAN —UDBIINE T, it &
ST,

7.9. F1HA{EET R

ITRTOERD DB &, CloudStack A HIHAIEINF T, RYMNT—IDEEICL>TIE. 30 LU EHL NS
AREMEAHYET MBI ERBICK T 5. BEEEDY v 2R—KH CloudStack 1—H—(>49—Tx
ARICRRINET,

1.

AT LN ERTE TR THZ LA LET, AN FES —> 3y /N—T[Templates) &) v L
F9, CentOS 5.5(64bit) no Gui(KVM)%RIRLZE T, JREEA TDownload Complete | THB I &%
RLET, CORRBICARZETORDFIEICITEZT RV TEIL,

[Instances]¥ 7T, [Filter By]Rw o AD—ET[My Instances|%:&IRLF T,
[Add Instance]%=2 )y LT, V14— RDI/RICHEWVET,
a. BILEENMDY—VERRLET,

b. RIEEXIVTHEETETYTL—MaBIRLET, CNDFIRA VA= DIFE L. BTLFHAA
HD CentOS TV L—hDHAEFHTEET,

c. Y—ERAT7)VTEEIRLETERITEN—RII7T B RUY—ERFT7) T %RIETE
BB L TSIV,

d. BEBIGLT.T—YITARIAT7IVTICED 1 DTF—ITARIEEBMLET, NIy ANDER
TEB2HBBHDR)2—LTETN, YOV MIINFR A & XK, XenServer £ED Linux Tl IR
BV DOBESR %I ANT/dev/xvdb B ERFEINE TPV BABEWNAARL—TAV TV RT A
A—XIDBEITBREHIRT ETY,

e. TIAINRYNT—IT TANDTSAT)RYRNDI—VBRBIRLET HEEAAVAN—ILTIE. ZDOF
Toavii 1 DL HYEHE A

f. A7 av T REYIVICARIEMITIIN—TE2EYETETARBY I VAHRPATIEHADT
FAM ALY,
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g. Click Launch VM. Your VM will be created and started. It might take some time to
download the template and complete the VM startup. You can watch the VMa€™s
progress in the Instances screen.

RAEY> v &FHEATBICIE[View Console] =2y LET, |

For more information about using VMs, including instructions for how to allow incoming
network traffic to the VM, start, stop, and delete VMs, and move a VM from one host to
another, see Working With Virtual Machines in the Administratora€™s Guide.

ZN . CloudStack DAY RAM—JILAE T LEL,

RAZILERT 2IHEIE. ISITRAMN TZATYRMN = V=V RYR BLPIFRI—%ZEBIMTEET,
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Y—EXAT7)D
ZOETIFAVELI—MNTFTARI VAT LY —ERAT7)VTICDWTRARTWET  RYNT—0FT71) v
JICBEALTEA—Y—AITDO Ry NT—I DR ENCTRARASNTWET,

8.1. Compute and Disk Service Offerings

A service offering is a set of virtual hardware features such as CPU core count and speed,
memory, and disk size. The CloudStack administrator can set up various offerings, and then end
users choose from the available offerings when they create a new VM. A service offering includes
the following elements:

* CPU, memory, and network resource guarantees
* How resources are metered

* How the resource usage is charged

* How often the charges are generated

For example, one service offering might allow users to create a virtual machine instance that

is equivalent to a 1 GHz Intel® Core™ 2 CPU, with 1 GB memory at $0.20/hour, with network
traffic metered at $0.10/GB. Based on the user’s selected offering, CloudStack emits usage
records that can be integrated with billing systems. CloudStack separates service offerings into
compute offerings and disk offerings. The computing service offering specifies:

¢ Guest CPU

Guest RAM

* Guest Networking type (virtual or direct)

» Tags on the root disk

The disk offering specifies:

+ Disk size (optional). An offering without a disk size will allow users to pick their own

» Tags on the data disk

8.1.1. LWV Aa—FTa4THFT77) VT DVER
FLWAYE1a—FT4 T F 77UV TR T DI

1. CloudStack 1 —H—A>4—J7 A RICEBERETOT(VLET,
2. ERoFES —> 3> /X—T[Service Offerings|&7 v LE T,
3. [Select Offering] Ry AD—E T[Compute Offering] = EIRLFE T,
4. [Add Compute Offering|&2)vo LET,
5. #4700V RYIRATROBRETVEY,

« Name: Y—ERAT77YV/TITIEETHEEITY,

+ Description: I—H—IIRRIND. A 77) T DREWERATY,
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6.

« Storage type: 7 AMIEIY Y TET A RV DFEFE T [Locall & BIRT B&, /N /A=A HF—KZ K
ICEETIYFINTVWBRN —IUDSEIYETEY, [Shared]|ZBIRT 5L NFS EHTT7VERT
IBAN—Y HOEIYHTET,

« # of CPU cores: CDA 77 )V T %5 FRTEA VRV AICEIY Y TROAT7DETY,

« CPU(in MHz): 1Y R9V RICEIYETZO7D CPU EFETY & A1E 2GHz 70y 0 %Rt 215
&13¥nl2000] &FBELET,

+ Memory(in MB): 1V A9V RUICEIYHTEHAE)DE(XA/NAMNERL)TY, 7z&Z1E. 2GB D RAM
BEIRMT ZI5AI1K 20481 EIEELE T,

« Network Rate: 1 #RICEFRISN D MB BIDT—YEEFEE T,

+ Offer HA: Z Il 25681, — —|dBEHR TR THY ATRERRY T HEEOEWMRIET D V% #IR
TZEEY,

- Storage Tags: ZOTARIDT AT Y RN —VICEAEM TR TT,

« Host Tags: (A 7Y aV)RANDEIBILFERTZYITY,

« CPU cap: FRRICRBHIH>TH.CPU FARICHIRERITZEINEIBELET,

s Public: Y—ERXA 77V VI AERTEBRAMU D, TRTDORXA VD —EZBDRAS 2V DHHETRL
F9. 4 VOBEIX.TRTORAMVTHERTESLIIARYET A T7DHE I /RN YTRAS I
FIRINET, Y TRXAVERYIZAD—ENSEIRLET,

[Add]Z2") v LET,

8.1.2. TARIAI7) VT DIERK
RATFLY—ERF TV T EERLET,

1.

2.

CloudStack 1—H'—(>4—Jx/RICERBEFEELTOTIVLET,
[Service Offerings]&21) v L%,

[Select Offering]ihy o 2D —E T[Disk Offerings] & &IRLE T,
[Add Disk Offering]|=2)v o L%7,
FATATRY Y ATROERETVET,

* Name: YRTLAT7)VJIIEETHHEITY,

« Description: 1—H'—|CKRARINZ. FT77) VT DEWEGBATT,

« Custom Disk Size: ZVICLBEIF. A —F— I3 BB DT A RIYA X AR/ ETCEFT A 7ICLIE
&lF. W—INEEBED[Disk Size] RV I RICEEERTINELHYET,

+ Disk Size: [Custom Disk Size]|Fzv IRV I A F T DG EICDIHIERRIINE T  R)a—LH (X%
GB Bl TEELETY,

+ Storage Tags(#7>av): CDFTARIDTSAY AN —VICEAERTZYT T YT IE AN —
VORBMEIAVYTRYI2/—EBETY . &AL Tssd,blue] T 97 ETS4< ) AMNL—TIZHBM
EINFET, CloudStack ICEY. TARIAT7) VT DYTERRN—V DI THREINET R a1—
LEREET DD TARIATZIVTIITDEET2HENE. TDITIETIA4TY RN —DICE
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Modifying or Deleting a Service Offering

BHRIDIVELIHYVET  ZDOLIRT AT AN =D ELELAWVGEIR. COTARIAT7IVT
MODENYHTITEKBLETS,

o Public: 77 )T BERETEBRAMVUD . TRTDRAA YD —EDRAS VDA ERLET 4V
DIGEIZ.TRTCDORAAVTHERATEDIIIRYET A T7DFEIE. TRI Y TRAMVICHIBEI N
9, CloudStack Y TRAMVEZAERRTDIDOTRRERZ Y TRAA VBRI AD—EH HER
LET,

6. [Add]Z=2'vILET,

8.1.3. Modifying or Deleting a Service Offering

Service offerings cannot be changed once created. This applies to both compute offerings and
disk offerings.

A service offering can be deleted. If it is no longer in use, it is deleted immediately and
permanently. If the service offering is still in use, it will remain in the database until all the virtual
machines referencing it have been deleted. After deletion by the administrator, a service offering
will not be available to end users that are creating new instances.

8.2. System Service Offerings

System service offerings provide a choice of CPU speed, number of CPUs, tags, and RAM size,
just as other service offerings do. But rather than being used for virtual machine instances and
exposed to users, system service offerings are used to change the default properties of virtual
routers, console proxies, and other system VMs. System service offerings are visible only to
the CloudStack root administrator. CloudStack provides default system service offerings. The
CloudStack root administrator can create additional custom system service offerings.

When CloudStack creates a virtual router for a guest network, it uses default settings which are
defined in the system service offering associated with the network offering. You can upgrade
the capabilities of the virtual router by applying a new network offering that contains a different
system service offering. All virtual routers in that network will begin using the settings from the
new service offering.

8.2.1. Creating a New System Service Offering
VAT LY —ERFTF) T EERRLET,

1. CloudStack A—H#'—AY9—Jx/RICEBEELLTOTI1VLET,
2. [Service Offerings]=2)vyoLEY,
3. In Select Offering, choose System Offering.
4. Click Add System Service Offering.
5. #4707 RYIRTROFREITVET,
« Name: YRFLAT7 )V TICHEET HHEEITT,
+ Description: I—H—IIRIRIND. A 77) T DREVWERATY,

» System VM Type. Select the type of system virtual machine that this offering is intended to
support.
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 Storage type. The type of disk that should be allocated. Local allocates from storage
attached directly to the host where the system VM is running. Shared allocates from
storage accessible via NFS.

» # of CPU cores. The number of cores which should be allocated to a system VM with this
offering

« CPU (in MHz). The CPU speed of the cores that the system VM is allocated. For example,
"2000" would provide for a 2 GHz clock.

« Memory (in MB). The amount of memory in megabytes that the system VM should be
allocated. For example, "2048" would provide for a 2 GB RAM allocation.

* Network Rate. Allowed data transfer rate in MB per second.

« Offer HA. If yes, the administrator can choose to have the system VM be monitored and as
highly available as possible.

» Storage Tags. The tags that should be associated with the primary storage used by the
system VM.

« Host Tags. (Optional) Any tags that you use to organize your hosts
« CPU cap. Whether to limit the level of CPU usage even if spare capacity is available.

« Public: #77 )7 %ERATEBRAMU DN TRTDORAA YD —EBDRAA VDI ERLET 4V
DIBEIE. TRTORAMVTHFEATESLICRYET A T7DB A TR TRAAVICHIBR I
F9,CloudStack " TRXMVEAERITITIDOTHRREBDB Y TRAMVHRY I AD—EH5H1EIR
LY,

6. [Add]Z2)vILET,

8.3. Network Throttling

Network throttling is the process of controlling the network access and bandwidth usage based
on certain rules. CloudStack controls this behaviour of the guest networks in the cloud by
using the network rate parameter. This parameter is defined as the default data transfer rate in
Mbps (Megabits Per Second) allowed in a guest network. It defines the upper limits for network
utilization. If the current utilization is below the allowed upper limits, access is granted, else
revoked.

You can throttle the network bandwidth either to control the usage above a certain limit for some
accounts, or to control network congestion in a large cloud environment. The network rate for
your cloud can be configured on the following:

* Network Offering
+ Service Offering
* Global parameter

If network rate is set to NULL in service offering, the value provided in the
vm.network.throttling.rate global parameter is applied. If the value is set to NULL for network
offering, the value provided in the network.throttling.rate global parameter is considered.

For the default public, storage, and management networks, network rate is set to 0. This implies
that the public, storage, and management networks will have unlimited bandwidth by default. For
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default guest networks, network rate is set to NULL. In this case, network rate is defaulted to the
global parameter value.

The following table gives you an overview of how network rate is applied on different types of
networks in CloudStack.

Networks Network Rate Is Taken from

Guest network of Virtual Router Guest Network Offering
Public network of Virtual Router Guest Network Offering
Storage network of Secondary Storage VM System Network Offering
Management network of Secondary Storage System Network Offering
VM

Storage network of Console Proxy VM System Network Offering
Management network of Console Proxy VM System Network Offering
Storage network of Virtual Router System Network Offering
Management network of Virtual Router System Network Offering
Public network of Secondary Storage VM System Network Offering
Public network of Console Proxy VM System Network Offering
Default network of a guest VM Compute Offering
Additional networks of a guest VM Corresponding Network Offerings

A guest VM must have a default network, and can also have many additional networks.
Depending on various parameters, such as the host and virtual switch used, you can observe a
difference in the network rate in your cloud. For example, on a VMware host the actual network
rate varies based on where they are configured (compute offering, network offering, or both); the
network type (shared or isolated); and traffic direction (ingress or egress).

The network rate set for a network offering used by a particular network in CloudStack is used for
the traffic shaping policy of a port group, for example: port group A, for that network: a particular
subnet or VLAN on the actual network. The virtual routers for that network connects to the port
group A, and by default instances in that network connects to this port group. However, if an
instance is deployed with a compute offering with the network rate set, and if this rate is used for
the traffic shaping policy of another port group for the network, for example port group B, then
instances using this compute offering are connected to the port group B, instead of connecting
to port group A.

The traffic shaping policy on standard port groups in VMware only applies to the egress traffic,
and the net effect depends on the type of network used in CloudStack. In shared networks,
ingress traffic is unlimited for CloudStack, and egress traffic is limited to the rate that applies to
the port group used by the instance if any. If the compute offering has a network rate configured,
this rate applies to the egress traffic, otherwise the network rate set for the network offering
applies. For isolated networks, the network rate set for the network offering, if any, effectively
applies to the ingress traffic. This is mainly because the network rate set for the network offering
applies to the egress traffic from the virtual router to the instance. The egress traffic is limited by
the rate that applies to the port group used by the instance if any, similar to shared networks.

For example:
Network rate of network offering = 10 Mbps

Network rate of compute offering = 200 Mbps
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In shared networks, ingress traffic will not be limited for CloudStack, while egress traffic will be
limited to 200 Mbps. In an isolated network, ingress traffic will be limited to 10 Mbps and egress
to 200 Mbps.

8.4. Changing the Default System Offering for System VMs

You can manually change the system offering for a particular System VM. Additionally, as a
CloudStack administrator, you can also change the default system offering used for System VMs.

1.

Create a new system offering.

For more information, see Creating a New System Service Offering.

T—IR=2ENVITITLET,

mysqldump -u root -p cloud | bzip2 > cloud backup.sql.bz2

Open an MySQL prompt:

mysql -u cloud -p cloud

Run the following queries on the cloud database.

a.

In the disk_offering table, identify the original default offering and the new offering you
want to use by default.

Take a note of the ID of the new offering.

select id, name, unique name, type from disk offering;

For the original default offering, set the value of unique_name to NULL.
#f update disk offering set unique name = NULL where id = 10;

Ensure that you use the correct value for the ID.

For the new offering that you want to use by default, set the value of unique_name as
follows:

For the default Console Proxy VM (CPVM) offering,set unique_name to 'Cloud.com-
ConsoleProxy'. For the default Secondary Storage VM (SSVM) offering, set unique_name
to 'Cloud.com-SecondaryStorage'. For example:

update disk offering set unique name = ’'Cloud.com-ConsoleProxy’ where id = 16;

Restart CloudStack Management Server. Restarting is required because the default offerings
are loaded into the memory at startup.

service cloudstack-management restart

Destroy the existing CPVM or SSVM offerings and wait for them to be recreated. The new
CPVM or SSVM are configured with the new offering.
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9.1. Overview of Setting Up Networking for Users

People using cloud infrastructure have a variety of needs and preferences when it comes to
the networking services provided by the cloud. As a CloudStack administrator, you can do the
following things to set up networking for your users:

» Set up physical networks in zones

» Set up several different providers for the same service on a single physical network (for
example, both Cisco and Juniper firewalls)

+ Bundle different types of network services into network offerings, so users can choose the
desired network services for any given virtual machine

+ Add new network offerings as time goes on so end users can upgrade to a better class of
service on their network

* Provide more ways for a network to be accessed by a user, such as through a project of which
the user is a member

9.2. IRBERYRT—UICDWT
RERYNT—21F, BE— DB RYNT—9 L TYIVFT TV N ET8EICT BRIBMABRERT
9, CloudStack Tl&. IR¥EERYNT—0AaHBLEY. DELIZYTEET,

9.2.1. DEERYNT—7

DBERYNT— VI E—THIVRDREBI I UDSDAT I ERATEET . DEERY NT— IR D4
rHYUE .,

o VLAN 2D Y—RUIEMICEY BTSN AR—2 LI avy B TThNET,

o XYNT—IREKITRHLTRYNTI—0AT7) 07D 1 DIEFEELET,

« RYRNT=OF TPV TETYTIL—RLIZYI I T L—RLIZYTEE T RYRNT—I2BED /R T
ER

9.2.2. HERYNT—Y
A shared network can be accessed by virtual machines that belong to many different accounts.

Network Isolation on shared networks is accomplished using techniques such as security groups
(supported only in basic zones).

o HEXYINI—HIF, BEEICLSTERINET,

s HERXRYMNI—VIE HEDRAMVICHLTIRETEET,

« TYTHD VLAN PYERYNT—IREDHBRYNTI =)V =L, EEEICL S TREINFT,
s HEXRYINT—VIF X)) T4 —TILE>THRESNE T,

o NT)YIRYRNT—=013, TV RA—HF—IIRRINBVWHBRYNT—ITT,
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9.2.3. RIEXYNT—V)Y—ZDEITHREYHT

When you define a new virtual network, all your settings for that network are stored in
CloudStack. The actual network resources are activated only when the first virtual machine starts
in the network. When all virtual machines have left the virtual network, the network resources are
garbage collected so they can be allocated again. This helps to conserve network resources.

9.3. XYNT—OH—ERTO/N(5 —

®::

CloudStack B’ R—Kh B3R YRT—OH—ERTONA Y —DRFTDO—EIZ DL TIE, CloudStack
A—H—AVH9—DA R ESIEI B, listNetworkServiceProviders ZIEUH L TL/ZE LY,

H—ERTONAY —(FYNT—VBREEMENFE D), XY NT—IH—EREABEICT H/\—ROT7 &
TR T TSAT VAT & 2 77 AT 94— —ERER M T BOIC. T7A T I1—ILT TS5A
TYURAEISORNIRETEF T BE—RYMNI—V LT EHOTONAY DR LRV NI—IH—E R %R
HTEFT, 2L BALYERYRNT—IRT Cisco BLU Juniper DF NS REFERLT, 7747 74—
W —ERERBTEET,

BLH—EZX7ONAT—DEBDAVRIV A% 1 DORYRNI—I BRI ENTEE T 2 8
D Juniper SRX F/X1 R TT,

FYNI—=Y L TRARZTIOANAY DRI —ERERHETEIIIICEYNTY T TRI5EE. 12— —H(Z
DIFHDBIRFKRERID)FRATEIRYNT— I —ERTONA Y — %I ETEBLIC, BB HE T RYNT—2
A7V T ERTEE T ER LARWEEIX. S—ERADNERINBEZITEIC, CloudStack (&> TERH
THTANAYT—HBIRINET,

HR—NINBZRYNTD—OH—ERTONAY —
CloudStack ICIEHR—RhEINBH—ERT7ONAY —DORB—BEFRBRINE T, RYNT—0FT77) 05
HBERTBEZIICO—ENSEIRTDIEICRYET,

RAEIL—H— Citrix Juniper SRX F5 BiglP Host based
NetScaler (KVM/Xen)
Remote Yes No No No No
Access VPN
DNS/DHCP/ Yes No No No No
User Data
T7A4T704—IV | Yes No Yes No No
BRI Yes Yes No Yes No
Elastic IP No Yes No No No
Elastic LB No Yes No No No
EfETT NAT Yes No Yes No No
B4 NAT Yes Yes Yes No No
R—NER% Yes No Yes No No
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9.4. XRyNT—=0FTT7IVYT

®::

HR—IINDZRYRNT—IH—ERDYINMIET 27y 7T —ME CloudStack 21— —( >4 —7x4
Zh listNetworkServices DFUH LIERAZS R LTI W,

KYRNT—=0F TPV T ORDEIRRYNT—IH—EZD Y MIERIZFFEDTT,

« DHCP

+ DNS

« X{E5T NAT

« B89 NAT

o« R—Neén%

- BRSO

o« TPATIF—I

+ VPN

s (AT aV)TPATIA—IVEFIC Juniper RE HEDY —ERICERT S ERATELRTONIT—D
WIFNH D ERE]

s (ATVAVERTEIMERYNTI—VEBET D RYNT—05Y

FHLUWMREYY Y OERMEIC, A——I3FETESZRYND—0F 77UV T OhNS 1 DBIRLET . N
TIREYY VTERATEDRYRNTI = —EADRELET,

CloudStack B &4, CloudStack ICE > TRHEINZ T IAILMNDRYRT—IFT7) T DIFNIC. AR
BLRYNT—=0FT7I T WD TEERTCELT  BBDARYLRYNT—0AT7IY VT HERT DI E
ICE T BE—DIIFTFTVNPEBRYRNT—) ECIFIERISRADY —EREZRBETELIICISIRE
TYRNTYTTEEY, &AL BICAZYEBHNAERERIKALTH>TE. TFVNA T IE Web 1 MNE
ICBHART7AT 94— I DREOHERBEL. TF VN BILIET—IR—RADN\Y I IV RICFIERT S
DI Web H— N—T7—LBBRAL. RT—ST IR I7ATI+—ILY ) 1—ay, BEFHEY)a1—3
V. BIUORERYNT—VERBTZIENTE £,

.

HL. BEDEUL—ILEER T BB NetScaler DEIBRAETNAREEALRYNTI—OHY—E RS
IV T EFIBLTW G A, £k NTI—I Y —E XA T71) 45 % CloudStack DIRFEIL—
Y—%FATELOEELZMASGE. BiEL THEZFIAT2DICE2TOa/F A BUL—ILIHTL
T7AT 03— ILIL—ILEBIMLATHIERYER A,

FLWMRERY RN —I%ER T 5E X, CloudStack BEEBHEIZFDRY MT—JICRLTERMICTERYNT—
9FT77) T ERIRLET . RYnRERYND =213, 1 DORYNI—0FT77) Vv JICBEEMITONET R
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BryRT—013. ZOEERISNIRYNT—IAT7) VT EEE T DI EIES>T YT I L—RLIZYS
IV L—RLEYTEET . BIT2HEIE. AT IMEBERYNTI—IE2BTOTZIIV T LTLESY,

CloudStack IZiZ. CloudStack DY AT ARV TERTAIRBRYNT—IAT7Y I TEHYET
NOEDRYNT—0FT77) T E A —F—ICIERRINFEADN . EEENTEHTEET,

9.4.1. FILWRYKND—UAT7 ) T DIERK
XYNT—OF D7) T EERT BICIE

1. CloudStack A—H'—A>4—Jx/ AICEBERFIETOI AV LET,
2. EfOFES—2 3> /X—T[Service Offerings|&=2) v LE T,
3. [Select Offering] Ry AD—E& T[Network Offering] %2R LZ 7,
4. [Add Network Offering]|%%1)v 7 LZEd,
5. #4T7OTRYIRTROERETVETS,
» Name. Any desired name for the network offering.
» Description. A short description of the offering that can be displayed to users.
* Network Rate. Allowed data transfer rate in MB per second.
* Guest Type. Choose whether the guest network is isolated or shared.
For a description of this term, see ####iHHH#HHHHE.

 Persistent. Indicate whether the guest network is persistent or not. The network that you
can provision without having to deploy a VM on it is termed persistent network. For more
information, see #Persistent Networks#.

« Specify VLAN. (Isolated guest networks only) Indicate whether a VLAN should be specified
when this offering is used.

« VPC. This option indicate whether the guest network is Virtual Private Cloud-enabled.
A Virtual Private Cloud (VPC) is a private, isolated part of CloudStack. A VPC can have
its own virtual network topology that resembles a traditional physical network. For more
information on VPCs, see #VPC(Virtual Private Cloud) ####.

» Supported Services. Select one or more of the possible network services. For some
services, you must also choose the service provider; for example, if you select Load
Balancer, you can choose the CloudStack virtual router or any other load balancers that
have been configured in the cloud. Depending on which services you choose, additional
fields may appear in the rest of the dialog box.

BRSNS AR RN T =0 G4 TICE>TUT DY R—bENB Y —EXDN R TEET,

YR—hThaY—E

A

DHCP For more HR—FEINTWS HR—PENTWND
information, see
#DNS#DHCP#.
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A

DNS For more HR—bEINTWS YR—rINTW3
information, see
#DNSH#DHCP#.

B2 HLERYEERERE | Y R—MIhTW3 HYR—hEINTWS

&% CloudStack @
REI—5—HD05D
RETEREIN/MD
BREOBERELERY
BIEDTEET,

2747 04—

For more
information, see
the Administration
Guide.

HYR—hEhTWS

HR—pINTWNS

EIETTNAT

HLEE TTNATZRIR
L7=3%%&. CloudStack
DIRIEIL—H—DIZ
TR ETEREINAM
DIEETNATHERE &
Ny SANYEZ )
ERIRGTBIENTEE
ER

HYR—hEINTWS

HYR—hEINTWS

EBINAT

HLIEE TTNATAEIR
L7=3%%&. CloudStack
DIREI—5—DD5
R ETEREIN/AM
DEHINATHEREA B L
Y SANYE ) Ty e
REBIENTEET,

HR—bINTWNB

HR—bINTWNB

R—ERIE

H LIRS TNATAEIR
L7=3%4. CloudStack
DIREI—H—D5
DR ETEREIN/AM
DR—NEREMEEA T
Ly ho—oikass
BIRTZENTESE
ER

YR—rIhTWS

HR—PIATOAL

VPN

For more
information, see
#VPN#.

HR—bIhTWVB

PR—FIh TV

175

For more
information, see ###
L.

HR—hIhTunin

HR—FINTWNB

Network ACL

For more
information, see
#Configuring Access
Control Listi.

HR—bINTWNB

HR—PTRTLAL
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6.

YIR—hEINBZH—E

A

X )F4IN—T For more HR—rIN TV | HR—hIhTWS
information, see ##
HHHARHHH R

- System Offering. If the service provider for any of the services selected in Supported
Services is a virtual router, the System Offering field appears. Choose the system service
offering that you want virtual routers to use in this network. For example, if you selected
Load Balancer in Supported Services and selected a virtual router to provide load
balancing, the System Offering field appears so you can choose between the CloudStack
default system service offering and any custom system service offerings that have been
defined by the CloudStack root administrator.

For more information, see #System Service Offerings#.

» Redundant router capability. Available only when Virtual Router is selected as the Source
NAT provider. Select this option if you want to use two virtual routers in the network for
uninterrupted connection: one operating as the master virtual router and the other as the
backup. The master virtual router receives requests from and sends responses to the user’s
VM. The backup virtual router is activated only when the master is down. After the failover,
the backup becomes the master virtual router. CloudStack deploys the routers on different
hosts to ensure reliability if one host is down.

« Conserve mode. Indicate whether to use conserve mode. In this mode, network resources
are allocated only when the first virtual machine starts in the network. When conservative
mode is off, the public IP can only be used for a single service. For example, a public
IP used for a port forwarding rule cannot be used for defining other services, such as
StaticNAT or load balancing. When the conserve mode is on, you can define more than one
service on the same public IP.

®:

If StaticNAT is enabled, irrespective of the status of the conserve mode, no port
forwarding or load balancing rule can be created for the IP. However, you can add the
firewall rules by using the createFirewallRule command.

« Tags. Network tag to specify which physical network to use.

[Add]Z2") v I LET,
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10.1. IR¥E~v> v DEE

CloudStackTl&. 75V RTEITTEIRTDT AMRER S Y OS1 7Y (VI =EBENTRICHIETE
F9,CloudStackiCid. TV RI—H—HASLVEBEROTS ANE BRI EHAERINTWET RIEY
DU AR AR BRE. BLUEETIIENTEET,

HZAMIFERIETIN—THHYET S RAMNEZET IL—T1ECloudStackicE > TEEBKRAIEHR T, TV R1—
HF—DEDDREY VBB SHODIERATEEY, FREYIVICIEK A2V TFANCERTS3
DL HYET, INSDZFDIE, A—F—DHIETEEDIE2DEIFTY,

* Instance name - a unique, immutable ID that is generated by CloudStack, and can not be
modified by the user. This name conforms to the requirements in IETF RFC 1123.

+ Display name - the name displayed in the CloudStack web Ul. Can be set by the user. Defaults
to instance name.

* Name - host name that the DHCP server assigns to the VM. Can be set by the user. Defaults to
instance name

7 ZMEHA (Highly Available: @A 25 2) IR TEH T HAD BRI AMIS AT LAICE>TER
INFT T AMNYIVRETHEIENREINDE IFGEICEI>TIBIDEZA M ETT RO BRI
IINFET,

FLHEB LIZVMICIE, 21 DD/NTYyIIPTRLADEIY H-UFE T VME#RREI T 5 & X, CloudStack (&
BEMIC/AAT)YIIPTRLRETSAR—NP7RL ZADE TEHINATARELE T,

IZ5AT1v7IP% (NetScalerBR OB BEE HIO) AT 2GS FTIERNTAVMIE ISR T4y /&L
TR EINFEA. I—F—IXBEREINLIPARARKICEE LIS A T4y VIPICE S 2, 52/
NATORYEY T HHLWIPEVMD FSAR—=KPICR L TITORELHYET, ZOE VMDITDIPT KL R
IXERR SN, RIBARER/NTVYIIPOT—ILIGRMINET,

CloudStack7 2y R 74—ATIE, FHE IR T LIREBY YV & 2—H—IC&>T(Fz& A, Linux®
shutdownadY YV RT) Vv yhd OV INATAMRETY VAR BITEFERA HAD BRI AN RIEY Y
VRHRE Ty MO EINTIBE, CloudStack 7Sy R 74— LILE > TZEDT AN BRBINE T, HAD
BRI AN vy NV BICIE, 2——IECloudStackA—H'—A V¥ —TJ A A F /= IZAPIAFEHET
DLELHYET,

10.2. Best Practices for Virtual Machines

The CloudStack administrator should monitor the total number of VM instances in each cluster,
and disable allocation to the cluster if the total is approaching the maximum that the hypervisor
can handle. Be sure to leave a safety margin to allow for the possibility of one or more hosts
failing, which would increase the VM load on the other hosts as the VMs are automatically
redeployed. Consult the documentation for your chosen hypervisor to find the maximum
permitted number of VMs per host, then use CloudStack global configuration settings to set this
as the default limit. Monitor the VM activity in each cluster at all times. Keep the total number
of VMs below a safe level that allows for the occasional host failure. For example, if there are N
hosts in the cluster, and you want to allow for one host in the cluster to be down at any given
time, the total number of VM instances you can permit in the cluster is at most (N-1) * (per-host-
limit). Once a cluster reaches this number of VMs, use the CloudStack Ul to disable allocation of
more VMs to the cluster.
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Created
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/A

Start Reboot

Destroyed

Stop

@

REBTINE, —ERETLEET CEFRAMBIU VNI TERINAZTRTDYY—RIF VAT A
L THBAREINEYT, SN REY VDIPPRLADNEEFNET,

Start Fail

BIEREEICTBE  ARL—TFTAVI IV RTLADER R vy NIV RTIN BEIIETHROITRTOT
TVT—2arv MR T INFT AR —F AV TV RTFLEBEIETERWVESIE. BEKR TIEFT, 2hid,
YIBTSVDERI—REEIZIRKDERUHELIHYZET,

Bit#eid FLELTH OB TRIETT,
CloudStack TlE RIEBTY Y DN—RTFA RV DIRERI T VD IREINDEITREINET,

N=ROIT7EERYNT—I DREENRET, RITHORET I VIEENRET DL HYET EE
DRELREBYIVEITIVIREICRYET,

SRATLDNANR=NAF =D E3FEN—IE— b ZELRWGERRBY I VIET I REEICRYF
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RISV RENSFH THERTELY,
HAD B THZET—IINTWBREBTI VI BEINICY VVRENSHEESINET,

10.4. VMDER;

RISV VNGBEE. TV TL— "D SERINET, ZOREY VEERTEHIELTEET, ZOREYY
VERARL—=TFAVT AT LADT VT L— bR WMREYY VTS, A——XISOT7 M ILET YV T
L.CD/DVD-ROMMBSARL—FA VTV AT LEAVAN—ILTEET,

.

You can create a VM without starting it. You can determine whether the VM needs to be
started as part of the VM deployment. A request parameter, startVM, in the deployVm API
provides this feature. For more information, see the Developer's Guide

70



RIETSADTIER
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1. BEEFFAIF2A—Y—&LTCloudStack1—H'—( V¥ —TJx(RICOT AV LET,
2. Efloresr—oav/"—TlInstances]&=2Yv I LET,

3. [Add Instance]z=2Yvo L&,

4. Select azone.

5. Select a template, then follow the steps in the wizard. For more information about how the
templates came to be in this list, see 12####HHHHH.

6. FAITBN—RIITTEBRLEY—ERFT7) /T 2FIRTIBIE AL TIEI W,
7. [Submit]z2)vo L R~ 2ER L TRKBLET,

®:

tEXa1YFA LEDEAIS, AEDIREYSVEIT root BEIREDHBETEET,

ISONDBARE Y V=T BICIE

®::

(XenServer) Windows {R38< < > % XenServer L CEIMEI B BICIETY T L—hE L TR T 2R
IV DIERKICEBINT S PV RSAN—DREBERYET, BEHS—/\—TOBINKRY21—LISO
AA=FDIIVNSGATIATL—23 v TL—RTILovy oo EWo e A FIR T 5ICIE PV
RSAN—TBEEBRYET,

1. BEEZ 21— —&LTCloudStacka—H—A V4 —Jx4 A IcAQy 4> LET,

2. EflOFES — 3> /8—T[Instances] &2y LFE T,

3. [AddInstancel &2y %Y,

4. Select a zone.

5. [ISO Boot] #Z&iRL. V1Y —KRDFEICHREVET,
6. [Submit]Z=2)voL RIE~X>VEERLTEHIBLETY,

10.5. R~ UADT7IER
&1 F—RTNTRORET VT I LR BIENTRET, E 1 BIRERS IR LORBFOLT
DRETS T I EATBIENTEET,

CloudStack UIDsDIRBY S ADT IR

1. 2—H—ELIIEEHEELT CloudStack Ul o714 LET,
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2. AVRIVR%ED)vIL BEIRDOREBYS Y DOERIEV)vILET,
3. [View Console]71av%#o)voLEY,

_
P piY 1 Detais MECs Simisics

Siengn s3smill |
Mabwrerk —_ :
L-_‘Iﬂ Tamplates
Ehatul
Ewvonis
L a8y
hocounts
e, t Aunring
[#] Diomianines e A

FYNT=VENLIRBII VU ADEET VLR

1. The VM must have some port open to incoming traffic. For example, in a basic zone, a new
VM might be assigned to a security group which allows incoming traffic. This depends on
what security group you picked when creating the VM. In other cases, you can open a port by
setting up a port forwarding policy. See #/IP Forwarding and Firewalling#.

2. R—=ReRABLTOWTHRETY U ADsshzx=BWELTWARWEE RIEBT I VIR L Tssh&R<T7 7
2EHFATEHIENTEEY, TNIKRIET SV DIERBEICsshEB b LT FL—RNeRIBE T2
SO TEARYFT ARBI IV VY DARL—FTA VTV AT AICBWTsshi LD ATV RETEHFTLTWNS
154 CloudStack UINSDF7 I RANEREE RYET,

3. Ifthe network has an external firewall device, you will need to create a firewall rule to allow
access. See #IP Forwarding and Firewalling#.

10.6. RFEE~ >V DI 1L EFEED

Once a VM instance is created, you can stop, restart, or delete it as needed. In the CloudStack
Ul, click Instances, select the VM, and use the Stop, Start, Reboot, and Destroy links.

10.7. (R}, OS. I —TDEEIE R
RE<Y Y DIERE RREOAR—FTAV TV AT LT IV—T OB ALERTBIENTEET,

CloudStack UID'SDIRIEY S ADT IR

1. A—H—(LKIEEEHEELT CloudStack UInsas 1 LET,
2. ERDFET—2avhBIMV RV R 1 %0 )vILET,

3. BELAEWMREYY VEREIRLEY,
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Click the Stop button to stop the VM. @_

> Click edit. | 2

6. ZELEWUTIEEOHER:

7. Display name: Enter a new display name if you want to change the name of the VM.
8. OS Type: Select the desired operating system.

9. Group: Enter the group name for the VM.

10. ERA1Z2)vILEY,

10.8. (RIEE~Y> VDY —ERAT7IYVITDER
RTINS LTCOAVELA—FT ATV —ZADL RV ETYTITL—R 90T L —RT5HIC{REY
VDAV IR TPV T HERTBIENTEET,

1. 21— -t LKEEEZEELT CloudStack U074 LET,
2. ERIDFET—2avhblAVRIV R 17y ILET,
3. HIBRLEWREB< I V&EIRLET,

Click the Stop button to stop the VM. @_

Click the Change Service button. |ﬂ
The Change service dialog box is displayed.
6. Select the offering you want to apply to the selected VM.

7. TOKI1Z=2)vILZEYS,

10.9. RANEDRE~YI VDO EN (FENIZATA1TL—3Y)
CloudStackBEH (T, I —H— DY —EREFIEZIEE RFE—RICTBIEELL ETHDORE
RV EHBRAMNDSHDHRAMIBENTEE T, CNEFENZATYAIL—2a Vv EO I ROFZBETET
TEXY,

c L—FNEBENOTA VL TWEIE RAMVEBES LIV I—F—IZRETV VYV DOFENZATIATL—
aAVERITTEEEA.

s RV UDERITHRTHBIE A UERDRETINESATIATL—2a v TEE A,
o BITHRFAMNBITTDERANBLIZAY—ICEETRIE,
¢« RETIUNA—HILTARIAN —VBFERALTWV RV E,

s BITERZAMIFDBUNIBEADNHZIEZITRWER I ARBYI VAT MERATESR LIRS
FTIBRITHIDREBOIXICRYETS,

RISV EFETIATIATL—3 v T3BICE
1. I—5—ELIEEBEEELT CloudStack US04V LET,
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2. ERIOFESF—2avnSlAVRIVR 1By LET,
3. BITTRRETIVUAEBIRLET,

[Migrate Instance] "9 %57y LET, -
5. RARD—BHISRETVOBITHEEZRLET,
6. [OK|=2)vILEY,

10.10. VMDHEIER

A—F—IFRBDOREY I VZHIRTE EBRDOREY IV DIGRIGHIRAICFLEINE T EEEE S
TOREBYI V%HIBRTHIENTEXY,

R~V DHIRA E:

1. 22— —ELEEBEZELT CloudStack Ul o714 LET,
2. EfIDFES—2avh b [Instances] 7Yy ILET,

3. HIRRLEWMREYS V&ZIRLET,

4. 2®
Click the Destroy Instance button. - ==

10.11.1SO ICEAbhBE%

CloudStack 1Z.1SO 8L I1SO D AMRIET Y YADTYvFaHR—MLET,ISO IE. ISO/CD-ROM
ERXDI77MIVY AT LADFEABRYVER 771V T, A—F—IFBDD ISO #7v7O—KLT. BODT R
MRETI VIOV NTEZT,

ISO (. URL ICEDWTZy7O—RINFT, HR—MINZTORIIE HTTP TY,ISO A HTTP AT
FATESDLSITAR D5, http://my.web.server/filename.iso D&LHATv7O—RED URL #IEELZE
ER

TYTL—=bMDEIITISO /R T VI FETFANR—MITEIENTEETLISO @FNA/IR=N(HF—FF
TlHYEFA. DFY. vSphere DT AMEKVM DT AN T IV R TEDDEF ST KRALAX—V %< IV
FTEETY,

ISO A1 XA=TNE P RTLITEML T TV T L—REARD T4 /N —LRIVEBELTERT3IEATE
F9,ISO M A=T L, BENTREF /2T EBB A IO FEINT T, BEVARER ISO 1 A=V IK ARL—FT 1V

TYRTFLAXA—THEHEDTT, CloudStack Tld, T—H—HV I1SO A XA—IUHDF AMRIBEY S U ARE)
TBHIENTEFT  F. =L ISO A A=V BT AMREBIY I VICTIVFIBIEELTEET, e AL,
Zhil&Y PV RS54 /8—% Windows IZAV AR =L TEE G, ISO 4 X—=T I NAN—NAHF—FHTIEH
YEHE A

10.11.1.1SO MEM

BMDARL—FAV TV RTLRIENDYINIT T AT AMREY YV THEATERLIICTBHIC1SO

EBEINTELTISO IEBE . ARL—FTAVI VAT LADARA—IEEZSNTWETA. TV T L—hD—E

ELTAVAN=ITBTRINY T IV r—2av il IZHDBEDYIRIZT D ISO #8INT3IEET
RET R

1. BEEF/IEF21—H—& LT CloudStack I—H—q( >4 —Jx( 2 ICOY 4V LET,

2. EloFES —av/N—T[Templates]&=2) vy LZET,
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[Select view] Ry AD—ET[ISOs]%:&IRLE T,

[Add ISO]Z22Y) v L&ET,

[Add ISO1¥ A7 IRy I AT ORDIEREAALET,

Name : ISO 1 A=Y DFEWEZEITY (f:CentOS 6.2 64 bit)s
Description : ISO 1 X—Y DRARTFANTY (f:CentOS 6.2 64 bit),

URL: ISO A1 X—Y%KANG S URL T, BB H—/\—I(Z. HTTP BB TCIDBARICFTIEATES
MELIDHY FT,MBICGLTISO M A=V EFEEEBY —/N\—LICBETDIENTEEY,

Zone : ISO #FHTEZL51C92Y — V5 BIR T D0\ [All Zones]%&:ZIRL T CloudStack £&T
FRTE3LIICLET,

Bootable : AR D ISO A A= WSEBENTEBNEIDEIRELE T, 7z& AL, CentOS ISO
I$EENTE £9 % Microsoft Office ISO IFEEITEEH A,

OS Type : Zhud, CloudStack 7Sy R 74— LENA/IR—NAHF—THEDNEERTLEY. BE
ICEDW THTFAND/IRTA—T VY R%EBA LUV TEDIRIIEET  ROWTNADA T3V %RIR
LET,

« FRTBISO AA=—SDARL—FTAVITIRT LD —EILHDGEIF. TNEBIRLET,

¢ ISO DARL—FT AV TP RTLDTEFEN—EITRW, £ 1ISO BNEEIFR T THBIGFE L.
[Other]&=ZIRLET,

+ (XenServer D#)PV E—RTID ISO HoiENIT 235513, [Other PV(32-bit)]F7zi&[Other PV
(64-bit)] & EIRLZE T,

s (KVM D#H)PV IR T DA RL—T AV TV AT LERIRT BI5E1E. TD ISO DOEKRT BIRHE
RV DIV—RT4R71E SCSI(virtio)ITRYWE TPV IR IS LARWARL —F AV TS R T LDIGE
W ARTE <2V DIL—h T4 ZRVIE IDE IRV FE TPV ICRIGELTWBARL—FT AV TV AT I

5.3

Fedora 13 Fedora 12 Fedora 11

Fedora 10 Fedora 9 Other PV

Debian GNU/Linux CentO0S 5.3 Cent0S 5.4

CentO0S 5.5 Red Hat Enterprise Linux Red Hat Enterprise Linux

5.4

Red Hat Enterprise Linux
5.5

Red Hat Enterprise Linux 6

e

EBEIEAA—TVDARL—FT AV TV AT LELYF WA= a VA RIRLAVWTEIW, &
ZIE ¥nCentOS 6.2 A X—TY%&HR—KF27HIC CentOS 5.4 ZBIRTHEBEIFBMELE
HFA.ZDEHWIFEIE, [Other|Z:BIRTIVEDHYET,

Extractable : ISO NI AT RE CTHBMREN HDIBEIT. CDF VIRV I REFAVILET,
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+ Public: 2D ISO #FHIDA—HF—IFHRATEZVEIHDGEIE. CDF VIRV I A%EFVIILE
ER

+ Featured : 2—H'—5" ISO #RIRFTZEZI[ETTHD ISO1&ELTID ISO 2B /= BITIE. Z
DFxvY RyYR%FILET,ISO H¥[Featured ISOs|D—EICKRRIINET,ISO 5T HIC
HRETEXZDIETEEELIITY,

6. TOKIZYY)yILET,
BEH—N—H1SO &4 o>O—KRLFET,ISO DA XICLo>TlE, LIESEEI DI DBZELHY
FILISO NN EAVI YA —JICEBICY I O—RINBE,ISO DRENERFETICARYET,
[Refresh]&2) v 2E, ¥V O—ROEBENBEHFINET,

7. EE . ISODFIAO—KRIPRTITIETRODBEELLEVWTLEIVRODIRVITEATISO #9<
FRALLYIETDE, KBLFET,CloudStack T ISO £ AF A TERL IR >TH L BETEIHEN
HYUET,

10.11.2. RIEE< > UADISODTHYF
1. EROFES =234V RV R 1599y ILET,

2. THVFIBRIRETIVDER

3 "
Click the Attach ISO button. |~ *

4. ISO7HYFDIATOATRYI AT, THvFLIEWISOZEIRLET,
5. [OK]Z2)vILEY,

76



IRANDEE

11.1. RRAMDIEN
TAMREYS Y DIBREN % EIF27-H, WO TERANEBINTEZ T, BEEEFIBICDWTIE, #H#H#H
#HESRLUTRI,

11.2. RAMNDEHERTFEHERTFE—R

RAMNERTFE—RICTAIEDNTEF T RTFE— R TIT4TI 28 RANTCH LW RAMRET Y VA
MIBTER KRYET, ZORANTCEITHROTAMREY U VIE ARFE—RTRWIIDHRRAMIY—ALL R
IR TEINET, COBITICIEISATAT L —2arv AN ERIN. S ANDETHI R IND & EHYE
Ao

11.2.1. vCenter E{RFE—NR

vCenter RANCIRTFE—RAEFHIATDICIE. vCenter & CloudStack A EWIEELTEMET I ELH
YFY, CloudStack & vCenter ICId, BRISEE T2 2DIRFE—RDHYUET,

1. RAR% CloudStack D IEHERSF ] E—RNICLET, 2hilkY, vCenter DIRFE—RHIFRBINDE
TR RAMDSDIRET SV ORITHIRETE/EIFTT,

CloudStack DIRFE—RABRINDZE, FTRAMIRTHEBIRREICAYET, COREDRZ M,
FLOWISAMREY VOB RIRVEFTAORIS. TR TORBEIY D DAY ==K TINE
TooATRATL—2aV A FRALTRRAMBREY DV ERBREILET ., CNICKY. 7 AND % 4
DI IEDDRAMIT ANERITTEE T, COBITORTHARAMIRTERRT T E—NICRYE
ER

2. A—Y—AVI—TIARITRTFERTT IDAVIT—I—NRIINDBDEFLEEY,

3. ZZTvCenter 2L T RAMNDRTFICHERIBEELRITLES, COE. RAMEIF LW A MRE
IUVDENYYHTRHRICARYEEA,

4, RFIRVETTLELORDIDICTRAMNDRFE—REBHRLET,
a. Z9 vCenter A#{FEALT.vCenter DETFE—RAERKRTLET,
ZhiZ&Y, CloudStack IC&BBT7I7T1 7L DEB/NRAMUTENET,

b. JRIZ.CloudStack OEBEHEI—H—AU ¥ —TJ A A%FAHLT, CloudStack D{RFE—R&EF+
vEILLE T,

RARD TV ZAVICRDERARDOBITINTWARIEBY I VA RZAMIRY, FLWMREY SV
ZBINT E2LCRYET,

11.2.2. XenServer E{RFE—NK

XenServer Tl XenCenter DRFE—RNEEEAF DI ET—RMICH —N\—%F TS/ VITEF T H—
N—BHRFE—RICLEBE. 2 TOBREFREY VIZEEMNICALT—IL EOBIKRANMITATL—3a
VEINET M —NN—DT—ILDIRY—THDIHE. T—ILHSFLLWIRI—DBHINE T, H—/—"
RIFE—RPIIREBYTY VY DERPEEIZTEEE A

Y—/N—HRFE-NICTBICE:
1. [Resources]RAVMoH—/N—%BIRLUTDEFXEEERELET,
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s 57Uy L TYa—MhybAZa—h5[Enter Maintenance Mode]=2Yvy L%,
« On the Server menu, click Enter Maintenance Mode.
2. Click Enter Maintenance Mode.

[Resource] RA VDY —/N—REICETOHEHRBI I VN EBICH Y —N—IIv(JL—3v LS
EDNRRINET,

HP—NR—ZRFE-RDLETICIL:

1. [Resources]RAV oY —/N—%BIRLUTDEFEEAEELET,
o By LT a—MybXZa1—H5[Exit Maintenance Mode]& 2" v LT,
* On the Server menu, click Exit Maintenance Mode.

2. Click Exit Maintenance Mode.

11.3. V=V RyR. BL®ISRIY—DENILEBMIE

V=V RyR, FFX IS RY—IF. VSORDSZRICHIRT B2 BahFIdEMICTEE T, 2hid,

BT, FIIBENBRELTISIVRAVIZARNS I FvD—EBHIEFETCERL A2 B BIERNT

TIRENEMIRDET, EPDY -V . RyR FLFISRI—ICHLWEIY YT IThbhEE A ZHIC

V=V RYR FLEIZRI—=DITIRIGEIMINEZET 74V NTRERMICR>TVWET,

V=V RYR FEITRY—EFPFIEBMITSICT

1. CloudStack A—#'—( V4 —Jx/RICEEBEELTAV AV LET,

2. ERIOFES—2 3> /8—T [Infrastructure] =2y LZET,

3. [Zones] T [View More]&2") v LET,

4. J—rxBME. BHETIHEIEV—VDEFIEY AN SIELT [Enable/Disable] RY > %01)v 2
LTS, (|

5. MRYRFLIZISRY—HERNFTIZBADCTDICIE. FORYRFZIZISRAI—AELY —VDERIEY
YwoL £9,

6. [Compute] 97 %0y LET,
7. AT TS LD [Pods] F7=1Z [Clusters] /—R®D [View Alll #0) v LET,
8. —BARNDRYRFLIZIZRI—EI)vILET,

[Enable] %713 [Disable] 7Aav &Sy LY, |

11.4. RANDHIFR

RAMIBBITIGECTISVRDGHIBRTEE Y, RANZHIBR T BFIRIE N /= —DFERICL>TE
BRYE 7,
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11.4.1. XenServer 8LV KVM K2 D ElIB&
J—RIZARTFE—RICRBETITRYI—DHHEIBRTEEF A CNICE>T /—REOITRTOIRETI VA
EDNDRANMIBERICBITINE T HRANEISORDOOEIRTBICIE RDOFIEICHKWNET,

1. /—R%ERESFE—NICLET,
Mt BB LTIV,

2. For KVM, stop the cloudstack-agent service.
3. A—Y—AVIY—DIA(RATavEFHALT. /—REHIBRLET,
INT . HRAMNDERZY. ZD IP PRLRZBEALLYBAVAM—ILLIEYTESRLIICRYEL .

11.4.2. vSphere R A D HIR

ZDFEFAD R A NEBIRR T BITIE, st TERBAINTWA LI, FTRAMNERETFE—RNICL
F9 ., RIC, CloudStack #fF AL T. RAN&HIRLF 9, CloudStack =R L CTHIBRIN/ARAMIF LT,
CloudStack (O REEITLER A 2ZL. TDIHFETERAME vCenter 75 R —HIZFERLTHLZE
NTEET,

11.5. Re-Installing Hosts
You can re-install a host after placing it in maintenance mode and then removing it. If a host

is down and cannot be placed in maintenance mode, it should still be removed before the re-
install.

11.6. NA/IN—=N\AHF—RANDHEFF

INAIR=INNAHF=YTRITTHERAN ETEMEIETWBIGHE . N/N—N\AHF—BETHRBETZ2IRTD
Hotfix 2R LI EAERLE T NANRN—NAHF—DERETDH R—MFv RILEBL T/ FDY Y —
ARREHERL, N TFH)) =X N6 TERRETRGERALET . NN AF—DZE/ Ny FITDWN
T CloudStack A"BEIMICBR T EIEHYFEE A BAMINAN—=—NAHF—DEH/\vFEBHTEIZ
CIRERICEETT, RE/\YFABRAINTOAVWS AT AR, BESNA/IR—NR(HF—DELETH S
R—bE2ZI5NFEHA,

T

RO Hotfix Z @A LAWE, T —IDRBORBET VY OREANELDAREMELHYETT,

(XenServer) For more information, see Highly Recommended Hotfixes for XenServer in the
CloudStack Knowledge Base".

11.7. Changing Host Password

The password for a XenServer Node, KVM Node, or vSphere Node may be changed in the
database. Note that all Nodes in a Cluster must have the same password.

! http://docs.cloudstack.org/Knowledge_Base/Possible_VM_corruption_if_XenServer_Hotfix_is_not_Applied/
Highly_Recommended_Hotfixes_for_XenServer_5.6_SP2

79


http://docs.cloudstack.org/Knowledge_Base/Possible_VM_corruption_if_XenServer_Hotfix_is_not_Applied/Highly_Recommended_Hotfixes_for_XenServer_5.6_SP2
http://docs.cloudstack.org/Knowledge_Base/Possible_VM_corruption_if_XenServer_Hotfix_is_not_Applied/Highly_Recommended_Hotfixes_for_XenServer_5.6_SP2
http://docs.cloudstack.org/Knowledge_Base/Possible_VM_corruption_if_XenServer_Hotfix_is_not_Applied/Highly_Recommended_Hotfixes_for_XenServer_5.6_SP2
http://docs.cloudstack.org/Knowledge_Base/Possible_VM_corruption_if_XenServer_Hotfix_is_not_Applied/Highly_Recommended_Hotfixes_for_XenServer_5.6_SP2

B/11E RANDERE

To change a Node's password:
1. Identify all hosts in the cluster.

2. Change the password on all hosts in the cluster. Now the password for the host and the
password known to CloudStack will not match. Operations on the cluster will fail until the two
passwords match.

3. Get the list of host IDs for the host in the cluster where you are changing the password. You
will need to access the database to determine these host IDs. For each hostname "h" (or
vSphere cluster) that you are changing the password for, execute:

mysql> select id from cloud.host where name Llike *%h% ;

4. This should return a single ID. Record the set of such IDs for these hosts.

5. Update the passwords for the host in the database. In this example, we change the
passwords for hosts with IDs 5, 10, and 12 to "password".

mysql> update cloud.host set password="password’ where id=5 or id=10 or id=12;

11.8. RRAMDEIY LT

VAT AIIRET IV EFEI TS OICRHBEYIRAANBEINIOGRIRLET, TV RI——XRAE
VBT R —VEIRETBIENTEFINREII VA VRV AR E DRZANTEMET B HMEHIE T
BZEETEFH A,

CloudStack BEEIIT ANV RAIVILT I LN T+ —V V ABHBIRT IO EDHRANEIEET ST
EDTEFT, EZILEEEIT Windows T ANEFMEI BB EITD/NT3—T Y REEIFRTD/-DITHRAR
BIRETHIENTEFT T IFINRDRARENY Y TIE OS 1T ICLYEDRAMIEBRE T2 EH M. B
ERTBERRLIBBE N AR D — N —2THHRICRYET,

BEBEHYATEKFHYETORAPARTT BEHY A TTRE. FEDKRAMDYY—REFTNTHEL
TR TORDRAMIT AN ERIYHTET  CNICEY ISTRDEEEANMAONE Y KFEEYHTT
& ZVYROEY AR TERAMIT AMNERELT T CNICEY T RMDN T =TV AN A LS 2HED
HYFE Y, CloudStack TIZ BEENERTDEBYICCPUA—N—TOEY =V DEREFA DT
ENTEFET A —N—TOEVa= VI %fAIHE N RV T TERICERATERLYEE L CPU S 17
WG ZAMCEYHTHIENTEE T,

F7-. CloudStack Tl FiLW7Z O —4—%BINT5/=-DD TSV afeRA V9 —T 1 ABIRBLET, &
NEDARILTOAT—9—%FRALT. EEEIBERTZEDLIILR) O—ICERIGTEET,

11.8.1. A—N=7AEV 3= JEH—ERAT77) 7 DFIR
CloudStack Tld. BEEBEDEK T 24 —/\—T 0OV 3=V ITHRIZEDWT . CPU A—"—7OEYa=
VI HEEITLET, N, [cpu.overprovisioning.factor] Y O—/NUEBRERICEI>TERINZET,

CloudStack Tld. BEED#ER T 24 —/\—T O V3=V FHRICEDIWT.CPU #—/N\—7OEYa=
VI EREITLET, NI, Tcpu.overprovisioning.factor] ¥ O—/NUEHREHICE > TEREINE T,

Y—E2AT77) T DEIR(FzEZIE 1GHz, 1 7RSI, A7HICEBZICERIN IS, /&xE1 a7
ERETZY—ERATFI VI EFRTETAMIKRANEDIEI DT IT1ETAICh D DY R FHETE
33711 2EFT 9,

BERRBICH TR —ERA 77T DFIRIZ. CPU YV — AN AT RIERICOHBEAINE T, =&
ZIE.2GHz A7 A FDRANET 1GHz DY —ERA 77V T ERATET AMNEERKLIzELET 2D
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FANME KRN ETERITINBIM—DT AT, ZDHBAIE. T AME 2GHz TR TEFRATEET  EHD
AR CPU ZEALELDET DG Sld. EAREAEFERALTCPU VY —R%ERT V21— )L LET, EHIL.
Y—ERFATFITOIAvIBEEBICEDEE T 5AMIY—ERAT7) T OFERREUCLEFIL
CPU EIY Y TAEZIIET, =& AIE. 2GHz DY —ERFT77) VI THERIN=S AME. 1GHz D —E R
F77) VT TSNS ZAND 2 2D CPU EY LB TAZIFET,

11.9. VLAN 7OEY3=>4

CloudStack (. /RAMEIC VLAN ICT7YwI 2409 —T A A BEIMICER L. IRELF T, —RIC.E
HBEIZIOT OtREEEITIZLEIIHYFEE A

CloudStack &, N\ /S\—NAHF—DFELEICE DLW T VLAN A RI%ICEIE LT, XenServer Z7=ld KVM D
HEIX.VLAN (ZFERAINZHRAN EOHITERIN.VLAN 2R EETEITRTOT AR T E/2IEBD
RAMIRREILIZEEICHEEINET,

vSphere DIHE L. VLAN ZHEBEEFT R AMFEDRANTRITINTWRLLTE.VLAN BSR4 —
ADTRTDRAMITOEY I =V I INE T, TD/H. BIEEIIBITHRDEAMI VLAN Z/ER LALT
. vCenter TSATRATL—2avREDHBEARITTEE T, ISHIC VLAN [EREI R >TH KRR
HOBIBRINEE A,

You can use the same VLANs on different physical networks provided that each physical network
has its own underlying layer-2 infrastructure, such as switches. For example, you can specify
VLAN range 500 to 1000 while deploying physical networks A and B in an Advanced zone setup.
This capability allows you to set up an additional layer-2 physical infrastructure on a different
physical NIC and use the same set of VLANs if you run out of VLANs. Another advantage is that
you can use the same set of IPs for different customers, each one with their own routers and the
guest networks on different physical NICs.
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FTUTL—REENME
FUTL—MIMRETI VIR LB A BREARELEDTHY, I —— I REVI VA RET R
CloudStack 7> 7L —MNJ)ZADSHEIRTEET,

DTV TL—MIEL AR —FT AV T VAT LERBTARIAA—TEEATEY T T1 AT S ) r—
2IAVDEIBRYINII TN TV TL—MeRBTENEVNS T I/ERAVMNO—LERELEBNTEEN
FT.RLADTVTL—MITFEDNA/N—NAHF—(ZE|Y BTSN WD CloudStack ITBIIINZHE RO
SLNTVWET,

CloudStack TIRELINTWB T I74ILMDFT VL —hEERIC, = —D S DRBIRICE>TIE
CloudStack BEE Y I—Y —(IFBRDT >V TL— M ER LET7=IC CloudStack IBINT 3 ENTEE
ER

12.1. 7T L—MNDOVER: T E

CloudStack (ZId. CentOS ARL—F 4V IV AT LRDT 74N NDT Y TL— I EMINTWET . TV
TL—Ne BT I IFIERAFENHYET, BBEE I VRN TF VS — M EBMTEET, —
R FIBILRDES YT,

1. BERARL—FAVIT VAT LD EETBRETI VAV RV AEREILE T, IFMNRETI Y DIE
BMAEZETIUNENHZEAIE. THELET,

2. RV VAEEIELET,

3. RYa—LEFVTL—MIETHLET,

There are other ways to add templates to CloudStack. For example, you can take a snapshot of
the VM's volume and create a template from the snapshot, or import a VHD from another system
into CloudStack.

TUTL— N ER T BIFIERAERICDODVTUE BIEDOL DD DEI a3V THIALET,

12.2. 77T L—bhDEWH
« XenServer Tl fET2E TV T L—KMCI PV RS5A/8—/XenServer Tools #1VAM—JLLET . TN
&Y SATRATL—2av EERRTAND Y vy NI I ETHTENTEET,

+ vSphere Tlt 5 & T T L—MI VMware Tools #1VAM—)LLET  ZhIcLY,. VY=L
Ea—A@EICEELET,

12.3. VT L—MDRIANTSOFT4R

RKELTVTL—MI100GB L E)AFERT2EHE DB E I KELRT VI L—IeHR—KF27/=HI 10 F
HEYRDRYNT—DBEF B TELIEEER L TLEIV, RYNT—IDFEENEWNE, KELRT VT L— A
FRLEEZICAILTINGED IS —HIRETDAEELHYET,

12.4. 774V NDFVTL—b

CloudStack IZlE, CentOS 7Y FL— M EFENTWET . ZDT VT L—NME. TSATYV AN —SEEHY
VI —VBEBR LT, EAVY RN VKRBT VT ovO—RLET . DTV T L—EEK
BBIECHEATEIEE HIBRLTHRYALAT Y L — 2 ERTRIEETEET,

FIFWNDTUTL—hDIL—bRZT—RIL, Tpassword | T,
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T4 NDT T L—ME, XenServer, KYM, 8L vSphere DZNZhICIREINF T . ¥ vr0—K¥3
TYTL—ME IZORTHATEZNAN—(F—DBRICSCTERYET KTV 7L — M YIS
AXTH# 2.5GB TY,

FIFIWRDT U TL—MIIIIBEED iptables DBMAIN S FE N, ssh ZRVTIFEAE DT /AN TOYHI X
nxd,

#f iptables —-Llist

Chain INPUT (policy ACCEPT)

target prot opt source destination
RH-Firewall-1-INPUT all -- anywhere anywhere

Chain FORWARD (policy ACCEPT)
target prot opt source destination

RH-Firewal l-1-INPUT all -- anywhere anywhere

Chain OUTPUT (policy ACCEPT)
target prot opt source destination

Chain RH-Firewall-1-INPUT (2 references)

target prot opt source destination

ACCEPT all -- anywhere anywhere

ACCEPT icmp --— anywhere anywhere icmp any

ACCEPT esp -- anywhere anywhere

ACCEPT ah  -- anywhere anywhere

ACCEPT udp -- anywhere 224.0.0. 251 udp dpt:mdns

ACCEPT udp -- anywhere anywhere udp dpt:ipp

ACCEPT tcp -- anywhere anywhere tcp dpt:ipp

ACCEPT all -- anywhere anywhere state RELATED, ESTABLISHED
ACCEPT tcp -- anywhere anywhere state NEW tcp dpt:ssh
REJECT all -- anywhere anywhere reject-with icmp-host-

12.5. T75AR—NFUTL— ENRNTY)vOFoTL—hK
A—H—DNF VT L— M ERT2EE, TSAR—NELIFINRTYDIIEETEZT,

TSAR—KTFUTL—MI ER L2 —— DA NMFETEZFT T 74T Py O—RShi=Fv 7
L—MNEFSAR—=MIRYZET,

A—H—DBFUTL—rERTYIIABEE LB A, —F—DRAAMVADITRTDTHIVRDTART
DI1—H—, BLOTVTL—IDBIINTVNBY — VTP I ERATEZENIDRAAYDI—F—DZFDT
VL MNEFERTEE .2 DYV —UILTIERATEBZNEINE V=D TSAR— E 3/ T
Dy IDEBLICERINTWDIMNMCERINET, TSAR—N —VIFE—DRAMVICEIY Y TS h, /T
Dy —=IEEDRAL U DSET I EATEET NN TVvIFT VT L= e TSAR—=N =V TERT %15
Bl FOV—VICEIY Y TONTER XMV DA —DHAIMFETEZT /NTVYIF VT L— e/ T vy
V=V TR T35BAIE. TRTORAMVDIRTODI—HYF—HIFABATEZET,

12.6. BEEOIRE<TS UHDSDTV T L—MDVEK
PipkEE 1 BOREIYIVAFLEEBYICEY Ny T T, FhalZhr0RE~Y YOO ATELT
FHTEZX 7,

1. #VM#iitt DFEDEELN 2 ERALTARB Y V2 FR L TREEILE Y,

2. ETHORBYIVTHREBEBREREITL. [Stop)&V)vILET,

3. RETIUNMELETEDEFLETRENMBUEBEAICG TS ROFIRICEAET,
4. [Create Template]&2 v LT RDOBEHREADLET,
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* Name & U Display Text : INHIEA—H—AVH—T A RIIRTIINDZH. OHUYPTVEE
ERLE T,

+ OS Type : &, CloudStack 75V M 74— LENAN—NNAF—THRHEDREBERITLY. 18E
WKEDW TS RMNDNRIA =TV R%EA ELEYTEDICRIEET  ROVWT IO DA T av &R
LET,

¢ BLELTWBRIEBTIVYDARL—FTAV T I RT LD —BILHZIGEIE. TNEBERLET,

¢ BLELTWBRIEBTIVDARL—FTAV TR T LDBEAN—EICAWGE I, [Other] &:Z R LZF
ED

+ PVE—RTZOFTVTL—IDSRET BI5E L [Other PV(32-bit)|F 7L [Other PV(64-bit)]%
BIRLE T, ZDBIREXIZ. XenServer TOMMEATEZT,

.

FEBEIFAA—TDAR—FT AV T RTLEYFHWAN=I 3V EFR LBV TLEIW, 2
EZIE ¥nCentOS 6.2 A A=Y %Y R—IT57IC CentOS 5.4 ZRIRT & BEISENE
LEFA.ZDELIIGEIE. [Other| 2B RTB2BELNHYFT,

+ Public: Z® CloudStack BIEDIRTOI—H—HIZDFV T L— Hgf”?ﬁlf*%)ck?k?%k
. ZDF VI RYIRAEAVILET, T FL—bD [Community Templates] D—EICRTIN
F T, HH B R SRR LTIV

» Password Enabled: &> 7L —NIC CloudStack 7S5 YR 74—LD/IRRAT—REBRIYTIHAU R
R—ILENTWBIEEIE. CDF VIR I REF N UE T, SEHT AHHHHH R B
SRLTEIN

5. [Add]Z=2Y)vILET,

FUTL—MDERTOEANTET T FHLWTF YT L—r b [Templates| ZV Y avIcRRINE T, 2D
TUTL—MnIE FLWMRES DV EER T HEXIFERTEET,

12.7. Ry T 2avkd DT TL—RDIER

[Create Template] X =2 —I8 B AF BT 27 DITRIE Y O U &2 1L LT KIRNG SV (T
RS R), CloudStack A—H—A V49— REFRAL T APy T avbn Ty T L— e BEE
ERRTEETY,
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12.8. 7> 7L—bhO7vy7O—R

o vSphere 7> 7L —hk& 1SO

vSphere Client 2B L TER LTV FL— a7y 7FO—RT 55 E1E. OVA 771)LIC ISO BAEFE
NABVWZEEBEELTLEIVISO AEFEFNTWRE, TV TL— I SRIEY I VERATIE A,

FUTL—ME URL ICEDWTT7yTA—REINF T, Y R—bNINZ7727AM3)LIE HTTP T . 7V
TL—hME RERT7MIIVTHBIGZEDNLLDBYET A TF2av & LT gzip BRATEMBL. 7y 7 O—RBFMHE
HHIRTRIENTEE T,

FUTL— ETyTO—RTBICIE

1.

2.

ERIDFES —>av/N—T[Templates] &2 v o LZET,

Click Register Template.

ROBHREIBELET,

» Name and Description. These will be shown in the Ul, so choose something descriptive.

« URL. The Management Server will download the file from the specified URL, such as http://

my.web.server/filename.vhd.gz.

Zone. Choose the zone where you want the template to be available, or All Zones to make
it available throughout CloudStack.

OS Type: This helps CloudStack and the hypervisor perform certain operations and make
assumptions that improve the performance of the guest. Select one of the following:

e ZIELTWBRETYVYDARL—FAVIT VAT LN —BILHDHBEEIE. FTNEBIRLET,

e FIELTWBREYYYDARL—FTA VTV AT LADOEEN—BEICRWSE AL, [Other] 28R LZF
ERS

®::

BEIXAAXA=DDARL—T AV TV RATLLYFWNWAR—=U3 0 EHBIRLAWTLIEIW, &
I£. ¥nCentOS 6.2 A XA—T A HR—KT 2701 CentOS 5.4 BRI HE BEIFENELE
HTA.CDLIRIFEIL. [Other|EBIRTZHELHYET,

Hypervisor: The supported hypervisors are listed. Select the desired one.
Format : VHD ¥ OVA %2& . 7V 7L—bhD7y7O—R 771V OHATT,

Password Enabled : &> 7L —hiC CloudStack®/XRT—RZER VY TR A 2V ZAR—ILINTW
BEIE. CDF VIRV I REFNLET [T T L— MDD/ AT—REEBHEEDEIN | 2SR L
TLEXW,
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TV FL—bhDITHIZR—h

« Extractable : 7V 7L —hEHHATBEICT BIBE. CDF VIRV IREFVICLET TR —H—
T TL—RDETDAA—TES IV O—RAREICARYETS,

+ Public : Z® CloudStack BRIED TR TOA—HF—DIDTVFL—MITIEATESRLIICTSIC
& CDF VIR I REAVNILET, TV T L—ID [Community Templates] D—&IIRFIN
F 9, T R S IR L TR I W,

+ Featured : A —H' =D TV FL—MaBIRTZEXTETTHDOTVIL—MELTIDT VT L—b
BRI BRI CDF v IRy I R %A VICLET, T T L—hhY[Featured Templates|D—&
ICRARINET, TV L— MBI THOICRETILDIXEERELITTY,

129. 7 7TL—hDITHRR—hK
IVRI—Y—:EEBEITTYTL—M% CloudStack NSOV RAR—KTBIENATEET , A—H—(V 45—
TIMARATTVTL—MIBEIL T BIEX=Z2—D[Download Template] 2w 7 LET,

12.10. Windows =7 L—bMDERK

Windows 77 L—MI. BHED AV E1—49—IC7OEYa=VJ 9 BRI, Sysprep &AL THEKTS
HEIHYET, Sysprep 2EATEENED Windows T FL—hEER LT SID DS %EET 5T
EMNTEET,

.

(XenServer) Windows {R*8~v > % XenServer ECENMEIEBICIET YT L— ML TR T EHMR
BV DIERRICEBINT S PV RSAN—DBREBERYET, BEEH—/\—TOBINARY1—L%ISO
AA=T DIV ZATIAT =23V TL—RTIovy NI OV EWSTHEEAFIR T 511K PV

RZAN—FEHEBRYET,

FIEDOHEIZ RDEBYTY,

1. Windows ISO #7v7O—KLZ%Y,
For more information, see #/SO ####.

2. ZOISO Z#EALTAREBY S VIV RSV REERLET,
For more information, see #VM###.

3. Windows Server D/N—23 VLT RD TWindows Server 2008 R2 D Sysprepl F7z1&
T'Windows Server 2003 R2 M Sysprepl DFIBICHEVNET,

4. HEEDOFIEHIZT LEL.INT. [Windows T T L—hDERK I TEBAT 2L, TV T L—hEE
BRICHERTEEY,

12.10.71. Windows Server 2008 R2 D Sysprep

Windows Server 2008 R2 Tld. Windows Y AT LA X—IIR—Tv—%R{TLTHRY LD sysprep
ISE XML 7714 &ER LE T, Windows ¥ AT LA A—I < 32— v—I, Windows AlK(Automated
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Installation Kit: B&)j1 > Ah—ILFYR) D—EBELTI YV AM—=ILEINF T, Windows AIK &, Microsoft
Download Center' >4 AO—RTXET,

Windows Server 2008 R2 T sysprep =E1T79 5L ROFIBICHEWNET,

ZZTHEART FIEIE. Charity Shelbourne ICKBEBN/ZHARICHETZEDTHY., TTIERD
URL TRABIXhTW F9, Windows Server 2008 Sysprep Mini-Setup.?

1.

Windows AIK #4>O0—RLTAV AN —ILLET,

(N

SE:Windows AIK IE. S {ER L7= Windows Server 2008 R2 {RAE~ I ICIidA >V A h—IL LA
TLEIW, Windows AIK 1, ERT 2TV TL—MIEDHRWTLE IV sysprep & 771ILD
ERDMFERLET,

Windows Server 2008 R2 M1 X k—JL DVD M¥sources T4L2Z K JICH D install.wim 771 )L %
N=RFTARIITAE—=LET, CNIEFFBICKEVWT 7ML THY, IE—ICRVEBA DD BI5ED HY
F9 . Windows AIK T 5ICIE . WIM 771 )L EEXAHTREICTIRELNHYET,

Windows AIK O—ET#H 3 Windows Y AT LA A—IIR—Iv—&FZEILET,

[Windows 4 X—I1RA VU T[Windows A XA—V & lEh907 771 IV EIRELTLIEIWEG I v IL
T.5aE—L7 installwim 774 )L&O0—RLZET,

Windows 2008 R2 Edition Z3ZiRL %7,

AYOTIT7AIVERAKIEDNTERWEEETEZYMTOTRYIADRRINDIELHYFT HLWA
SO T7AII BT BICIE [IEWNEI) YO LET,

B 77ANRIVT BV L THLWRE 771V EERLET,
RDOFIBICHES>T . Windows VAT LA A—ITR—Jv—DSETI7MILEERLE T,

a. BHRLITZBENHIRANDR—IIL SESLIVCEVCHEEZEIRTEZR—VUTT . INEEHE#LET
2ICIE. [Windows 1 A=A > T[Components] BB L. 52 v% LT [Microsoft-Windows-
International-Core] % %[7 oobeSystem|iTBIMLET [ISET77MIV|RAIV T [FHTREREE
EF i i E& T, [Inputlocale]. [SystemLocale]. [UILanguage]. & LU [UserLocale] %
BYNCERLET . CNODERETH DORVRAHIGEIE FEDHREELV)YILTINILT
Oy LET . TEEBHLEDELTVWEREDF 2SO EFHFMIEHRIEEEH IN /. FEE% CHM
NIVTIT7MIVHREET,

! http://www.microsoft.com/en-us/download/details.aspx?id=9085
2 http://blogs.technet.com/askcore/archive/2008/10/31/automating-the-oobe-process-during-windows-
server-2008-sysprep-mini-setup.aspx

88


http://www.microsoft.com/en-us/download/details.aspx?id=9085
http://www.microsoft.com/en-us/download/details.aspx?id=9085
http://blogs.technet.com/askcore/archive/2008/10/31/automating-the-oobe-process-during-windows-server-2008-sysprep-mini-setup.aspx
http://www.microsoft.com/en-us/download/details.aspx?id=9085
http://blogs.technet.com/askcore/archive/2008/10/31/automating-the-oobe-process-during-windows-server-2008-sysprep-mini-setup.aspx
http://blogs.technet.com/askcore/archive/2008/10/31/automating-the-oobe-process-during-windows-server-2008-sysprep-mini-setup.aspx

Windows Server 2008 R2 @ Sysprep

b.

- .
B Untitled* - Windows System Image Manager @E‘g
File Edit Insert Tools Help
EeRdH 4 BOX L HE e
- Select a Distribution Share Erfiel Untitled B Propeties
=] 0 Components AppliedCorfigurationPass 7 oobe System
i 1windowsPE Enabled True
- 2 offineServicing id amd64_Microsoft-Windows-Inter
Qﬂ 3 generalize E Settings
4 specialize InputLocale en-US
QE 5 audt System SystemLocale en-US
EE 6 audi ser UlLanguage en-US
{!5 7 oobeSystem UlLanguageFalback
o ioosot Vinous eratona Core o[RS enus
| Packages
o
-{T]) amd64_Microsoft-Windows-EmorReporting »
E]-- amdB4_Microsoft-Windows-Fax-Service_!
amdb4_Microsoft-Windows-1E-Client Metw
ﬂ amdB4_Microsoft-Windows-IE-ESC_8.0.7)
[-{2]) amd64_Microsoft-Windows- E-Intemet x| =
ﬂ amd&4_Microsoft-Windows-Intemational{
(-{T]) amd64_Microsoft-Windows-Intemational{
7] amd64_Microsoft-Windows-LUA-Settings_ Userlocale
{71 amd54_Microsoft-Windows-MediaPlayer< Ereding
E]--ﬂ amd64_Microsoft-Windows-NetBT_6.1.7¢ < " B
-{Z]) amdB4_Mi Windows-Network Bridg
[#-{T]) amd64_Microsoft-Windows-Netwark Load
amd64_Microsoft-Windows-OutOf BoxBxp XML (0) |Va|\dation o I Configuration Set {D}|
amdb&4_Microsoft-Windows-PartitionMana
E]--ﬂ amd&4_Microsoft-Windows-PrpCustomizz Description Location
E]--ﬂ amdb4_Microsoft-Windows-PnpCustomize
ﬂ amd&4_Microsoft-Windows-PrpSysprep_!
ﬂ amd64_Microsoft-Windows-powercpl _6.1
ﬂ amd6d_Microsoft-Windows-Printing-Spool
50 amdARA M fr-Windows-RasServer £ 7
P mo

FFRENEDOR—TZHELTEIREDHY

F9, INEITIICIL [Components]D[Microsoft-Windows-Shell-Setup]# BB L3, [OOBE]
ZIEARI LT CDERE%[7 oobeSystem|IZIBINLE T, [BRXE]T. [HideEULAPage]| DIED Ry

IZAD—EHS[true] = BIRLET,
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—
| —
File Edit Insert Tools Help

SN -1* 1P PR e

. Select a Distribution Share E-feed Untitled E Properties

=] C!%mponents AppliedConfigurationPass
17 1 windowsPE Component

I 2 offlineServicing Path OOBE

15 3 generlize El Settings

1 a 4 specialize true El
! E 5 auditSystem HideWireless SetupInQ0OE

1 6 auditUser NetworkLocation

1 7 oobeSystem PratectYourPC

ﬂ amd&4_Microsoft-Windows-Intemational-Core_ne SkipMachineOOBE
Bﬂ amd64_Microsoft-Windows-5hell-Setup_neutral SkipUserD0OBE
[+{7]) AutoLogon
@ Client Applications
@ Display
@ FirstLogonCommands
@ FolderLocations
@ LogonCommands
@ OEMInformation
+{7]) OEMWelcomeCertter

(-{7]) amdb4_Microsoft-Windows-PrpCustomiz: » g 8gféﬂ‘é'h'elcomeCemerLlnks
E:I"ﬂ amdb4_Microsoft-Windows-PrpCustomizz .
) ) ~{7]) StartPanelLinks

ﬂ amdb4_Microsoft-Windows-Prp Sysprep_

) ) @ TaskbarLinks
ﬂ amdb4_Microsoft-Windows-powercpl_E.1 @ T
ﬂ amdb4_Microsoft-Windows-Printing-Spoal E]"@ U enz:s it
ﬂ amdbd_Microsoft-Windows-RasServer_6 — SEFACCOUNS

indows-Shell-Setup

ﬂ amd64_Microsoft-Windows-Remote Assist | % &T::LT:;;;UES

--{T]] amd64_Microsoft-Windows-Securty-Licer| =| | © Pack HideEULAPage
{7]) amdb4_Microsoft-Windows-Securty-Licer| | |y Faciages Type: Boolean
ﬂ amd64_Microsoft-Windows-Security-Licer < o ] o

ﬂ amdb4d_Microsoft-Windows-Security-SPP,
ﬂ amdb4_Microsoft-Windows-Security-SPP-
-{J) amd64_Microsoft-Windows-Securty-SPP-
ﬂ amdb4d_Microsoft-Windows-ServerManag
[#-{7]) amdB4_Microsoft-Windows-Setup_6.1.76 Description Location
ﬂ amdb4_Microsoft-Windows-SharedAcces
EJ--ﬂ amd64_Microsoft-Windows-Shell-Setup_£
ﬂ amdb4_Microsoft-Windows-shwebsve_6.
ﬂ amdb4_Microsoft-Windows-SMBServer_f

151 amdfd Miemsnft-Windows-SNMP-Anert- ™
4 | i | L2

XML (0) | Validation (0) | Corfiguration Set {0}

4 I | »

FAEVAF—NBEUIREINTWSIEZHRLET . MAK F—% B AT 535513, Windows
2008 R2 R 87>V MAK ¥F—A2 ANT BT TEHE T, MAK % Windows AT LA A=Y
RE—=Iv—ICANTE DEBEHYEHA 12V AR KMS RRAMNEFERT35481E, 704
INF—HANTIUEEHYEE A Windows RY1—L54 Y RFRFEICDWTEELLIE, htp:/
technet.microsoft.com/ja-jp/library/bb892849.aspx &S MRL TLZ I\,

RICCEBEDNRAT—ROEBER—VEHEETIHELNHYET ., [Components]D
[Microsoft-Windows-Shell-Setup]| =B L T(X7Z B L TLWARWEZE). [UserAccounts] % &
L. [AdministratorPassword]2&2") vV LT . sREZIGE T771)LD oobeSystem K/ YR ITE
MUETL[RE] T. [Value|DREIC/SRT—RAEIBELET,
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Windows Server 2003 R2 A8 & 27 L%

T Untitied* - Windows Systemimage Manager e =1 e |

File Edit Inset Tools Help

=1 -1°1F 9 IWBe
. Select a Distribution Share Sefed Untitled +||B Properties
=, Components i AppliedCorfigurationPass 7 oobe System
; E 1 windowsPE Companent Microsoft-Windows-Shell-Setup
2 offline Servicing Path Userfccounts/AdministratorPas:
1 3 generalize Plain Text tue
H 4 specialice E Settings
B 5 auditSystem <type admin password here|

-1 6 auditUser

-1 7 oobeSystem
ﬂ amd&4_Microsoft-Windows-Intemational-Core
Bﬂ amd64_Microsoft-Windows-Shell-Setup_neut

[-{77] AutoLogon

@ ClientApplications

@ Display

@ FirstLogonCommands

@ FolderLocations

@ LogonCommands

@ OEMInformation

{7]] OEMWelcomeCertter

. " g X - ~{7]] OEMWelcomeCenterLinks
ez ﬂ amdf4_Microsoft-Windows-PnpCustomizz » ﬂ CORE

EJ--ﬂ amdG4_M?crusuﬂ-W?nduws-PnpO.lstumize @ StartPanellinks
ﬂ amdB4_Microsoft-Windows-Pnp Sysprep_/ X

) ) @ Taskbarlinks
ﬂ amdB4_Microsoft-Windows-powercpl_6.1 @ o
ﬂ amdB4_Microsoft-Windows-Printing-Spool Emes

i i E-{]] UserAccounts
ﬂ amdf4_Microsaft-Windows-RasServer_& — @ AdministratorPassword
~{T]) amdB4_Microsoft-Windows-Remote Assist

~{"]] DomainAccounts Value

ﬂ amdf4_Microsaft-Windows-Security-Licer @
X W ? Lo LocalAccounts Type: Sting
{71 amd64_Microsoft-Windows-Security-Licer| | 7| VieuslEffects -

~{T]) amdB4_Microsoft-Windows-Security-Licer O m b
ﬂ amd6&4_Microsoft-Windows-Security-5PP
ﬂ amd6&4_Microsoft-Windows-Security-5PP-
{2l amd6#_Microseft-Windows-SecurtySPP- | x| (1) | Vaiidation (0) | Corfiguration Set (1)
ﬂ amd6&4_Microsoft-Windows-ServerManag
(-] amdB4_Microsoft-Windows-Setup_6.1.76 Description Location
ﬂ amdf4_Microsoft-Windows-SharedAcces
EJ--ﬂ amd&4_Microsoft-Windows-Shell-Setup_€
ﬂ amdB4_Microsoft-Windows-shwebsve_6.
ﬂ amdB4_Microsoft-Windows-SMBServer_£

5 amdfd Miersoft-Windows-SNMP-Anert- T
4| i | L2

m

4 i | »

AIK DRF 21XV MNEBBLT EBEBICEIENIDEL DA T avaRETEIENTEET, LOF
JElx, Windows DEAEYRTYTHEITTEHODRNNEDARBTT,

8. W& 774)L% unattend.xml EWDZBITRIFELET RIEVAV RVICKRIRIINDZEE Ay -V E
HTEET,

9. unattend.xml 771 JL% Windows Server 2008 R2 IR~ > ®D c:¥windows
¥system32¥sysprep 744 —ICOE—LXET,

10. unattend.xml 774 )L % c:¥windows¥system32¥sysprep T4 L7 ICEBRB L TORDELDIC
sysprep V—ILERITLET,

cd c:¥Windows¥System32¥sysprep
sysprep. exe /oobe /generalize /shutdown

Windows Server 2008 R2 {R1E< >V id, sysprep ' T 5 BHEFICU vy IOV LET,

12.10.2. Windows Server 2003 R2 fi ¥ 27 L %fi
LARTD /8= 3> D Windows 1213, BID sysprep V—IL&#FEH LZ$ ., Windows Server 2003 R2 Tl
ROFIBICHENE §,

1. Windows D1~ Xh—JL CD M¥support¥tools¥deploy.cab DAR %, Windows Server 2003 R2
RIE< VD c:¥sysprep TALIRMIICHHLET,

2. c:¥sysprep¥setupmgr.exe ZE1TL T, sysprep.inf 771 ILEERLET,
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:—Q‘

FLWISET7AIVEER T 2150y LT HILWRE 771V EERR LET,

[y N7y DIERE]R—I T, [Sysprep By TPy N1&0)w I LET,

BURARL—F AV TV RATLDN—avETT1oavaERRLET,
[(FERFAEZNEIR—IT [EWN AV AL EZZL2ICBE#ELET]Z V) v I LET,
ZRiEHEBEADLET,

TARTLADRERFT 7HILNDFEFICLET,

BRI A LY =V EBRELET,

705 —%AALET,

BREBICA LMY RE—RERIRLET,

[AVE1—9 2B} TENT D)2V )vILET,
TIFHIVNDEBRE/NRT—REAALEFT,ART—RD) Yy MEREEBMICLIIGEIE, 1—H—
IEEBICIZZD/IRRT—REFERALEFE A, ZD/XRT—RIE T ADBEERICI VY RAY VY AT R—
Jr—IlLoT) Y INET,

[FYRT—=DAVR=FVNR—V DEREIL, RERNRRE]DEHICLET,

(=2 N—=TEI )y L TERELET,

[TL74=—IR—VDEREET 72 MDFFICLET,

BN IR EAEIRLE S,

B EERELERLES,

TNV H—%AV AN—=)L LIRWTLE I,
REOAOYT 4 VEICEITTRIATYRIFEE LRWTEIW,
ID XFHNEIRETIHEEHYEE A,

ISE 771V % c:¥sysprep¥sysprep.inf EWD ZBICRELE T,

3. ROATVRERITLT A X—=TIC sysprep #RITLET,

c:¥sysprep¥sysprep.exe —-reseal -mini -activated

ZOFIRDET. YV VIZBEMICI vy OV LET,

12.11. AMI DAV R—hk

RDFIETIE, XenServer N /X—N\AHF—%FHTZIHEIZ. AMI(Amazon Machine Image)%
CloudStackiC1 VY R—bg 2 5E%5RBALE T,

AMI 774V HHY, ZDT7AILH CentOS_6.2_x64 EWSEZRITHD JEERIIRELTVET, I5
IC.CentOS RANTHYEE T BT EARIIRE LTWE T AMI A Fedora 1 X—YThBI5E I, £9° Fedora
RANTHEETIRENHYZET,
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EAA—=TUT71) % Centos/Fedora IRANTHRYIVA X L1EIC VHD IZEBRTBFE X, 77 1)L R—
ZDARL—=TYRI M) (A—H JL ext3 F7zldE NFS DEBEL M) %R D XenServer KA BETT,

.

AV RZEAE—LTRITIZEIIE E—DITELTHEYN T I E MR L TKREIW, — B D RFa X
YREA—T7 =Tl AE—LETFAMIAERBITNEZNDTREELHYET,

AMI| AV R—NTBICIE
1. AX=UI7AITI—T NI uty Ty T LET,

# mkdir -p /mnt/loop/centos62
#f mount -0 loop Cent0S 6.2 x64 /mnt/loop/centos54

2. kernel-xen X —IBAA=IITAV AN =ILLET, ZNICELY, PV H—RILE LT RAM T4 R D1
A—=JIC¥yyO0—RIhEd,

#f yum -c /mnt/loop/centos54/etc/yum. conf ——installroot=/mnt/loop/centos62/ -y install kernel-xen

3. grub TV KY%/boot/grub/grub.conf ICfERLET .

#f mkdir -p /mnt/loop/centos62/boot/grub
# touch /mnt/loop/centos62/boot/grub/grub. conf
#f echo ”” > /mnt/loop/centos62/boot/grub/grub. conf

4, AR—=JITAVAN=ILIN= PV H—RILOZRIEFEZRLET,

# cd /mnt/loop/centos62

#f s Lib/modules/

2.6.16.33-xenU 2.6.16-xenU 2.6.18-164.15.1.elbxen 2.6.18-164.6.1.el5.centos.plus 2.6.18-xenU-ec2-v1.0
2.6.21.7-2. fc8xen 2.6.31-302-ec2

#f Ls boot/initrdx

boot/initrd-2.6.18-164.6. 1. el5. centos.plus. img boot/initrd-2.6.18-164.15. 1. elbxen. img

# Ls boot/vmlinuzx

boot/vmlinuz-2.6.18-164.15. 1. elbxen boot/vmlinuz-2.6.18-164.6.1.el5.centos.plus boot/vmlinuz-2.6.18-xenU-
ec2-v1.0 boot/vmlinuz-2.6.21-2952. fc8xen

Xen A—FRIB LUV RAM T4 RIDERIE. BICxenl T HOYFE T IBIRLEA—RI A= 3vilis
LT, lib/modules ICZDNN—=3v DTV R)BHY, ZHITHET S initrd & vmlinuz 3% 3L T
I, FDBITIX. COFBAEBITH—DH—FRILIX 2.6.18-164.15.1.el5xen TT,

5. FAREERICEDWT, grub.conf 77MILICTV M) AERLET . TV NI DOBIERISRLET,

default=0

timeout=5

hiddenmenu

title Cent0S (2.6.18-164.15.1.el5xen)
root (hd0, 0)
kernel /boot/vmlinuz-2.6.18-164.15.1.el5xen ro root=/dev/xvda
initrd /boot/initrd-2.6.18-164.15.1.elbxen. img
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6. etc/fstab ZRELE T, [sdall%&xvdalll, [sdbl%& IxvdbICZEBELET,

#f cat etc/fstab

/dev/xvda / ext3 defaults 11
/dev/xvdb /mnt ext3 defaults 00
none /dev/pts devpts gid=5,mode=620 0 0
none /proc proc defaults 00
none /sys sysfs defaults 00

7. AVY—IBHTOOT AV EBEMILET XenServer YR T LDT 74V MDIAVY—ILT /N1 Rt
xvcO TY, etc/inittab & etc/securetty 12, ENENRDIT LN HBIEHMIALET,

#f grep xvcO etc/inittab
c0:2345:respawn:/shin/agetty xvcO 9600 vt100-nav
# grep xvc@ etc/securetty

xvcd

8. RAM TARID PV TARYE PV RYMNT—D %Y R—ILTWBI L ZMABLET ., LOBITHEER L
A—RIVN—=TavVICEDE T INEHRITAXLET,

# chroot /mnt/loop/centosb4

# cd /boot/

# mv initrd-2.6.18-164.15.1.el5xen. img initrd-2.6.18-164.15. 1. el5xen. img. bak

# mkinitrd -f /boot/initrd-2.6.18-164.15.1.el5xen. img —-with=xennet --preload=xenblk --omit-scsi-modules
2.6.18-164.15.1.el5xen

9. NRRT—KREZEELZEY,

#f passwd

Changing password for user root

New UNIX password:

Retype new UNIX password:

passwd: all authentication tokens updated successfully

10. chroot ¥ T LE Y,

# exit

11. etc/ssh/sshd_config D /SAT—REZFEALT ssh OV AV %A1 517 2R LET,

it egrep "PermitRootLogin|PasswordAuthentication” /mnt/loop/centos54/etc/ssh/sshd config
PermitRootLogin yes
PasswordAuthentication yes

12. 77 L—hD/RRT—R% CloudStack 21— —A V9 —TJ x4 RF7E APl H5) YN TEBLIICT
DNELIHDIFEIE. COBRTNNAT—REBRY TN A R=IICAV ZAN=IV UE T,
Hi R SRR L TR IV,

13. =T\ ooV N fBBR L THIRRLET,

# umount /mnt/loop/centosb54
#f losetup -d /dev/loop@
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Hyper-V RIEEX VDTV T L—hADEH:

14. A X—UT74)L% XenServer RARDIT7AINR—ZAD AR —YRIMNICAE—LF T RD
B TlZ. Xenserver IZxenhost] T9, 2D XenServer IE, UUID #* a9c5b8c8-536b-a193-
abdc-51af3e5ff799 T#HS NFS URI N EF->TWET,

#f scp Cent0S 6.2 x64 xenhost:/var/run/sr-mount/a9c5b8c8-536b-a193-a6dc-51af3e5ff799/

15. Xenserver ICAJ 7Y LT AX—VERILY A XD VDI #ERLET,

[root@xenhost ~1# cd /var/run/sr-mount/a9c5b8c8-536b-a193-a6dc-51af3e5ff799

[root@xenhost a9chb8c8-536b-a193-abdc-51af3e5ff7991# Ls -Lh Cent0S 6.2 x64

-rw-r——r—— 1 root root 10G Mar 16 16:49 Cent0S 6.2 x64

[root@xenhost a9c5b8c8-536b-a193-abdc-51af3e5ff7991# xe vdi-create virtual-size=10GiB sr-
uuid=a9¢chb8c8-536b-a193-abdc-51af3e5ff799 type=user name-label="Centos 6.2 x86 64”
cad7317¢c-258b-4ef7-b207-cdf0283a7923

16. AX—=UT74)7% VDI IZAVR—MLET . ZHICIE 10720 DHODBABEMEDLHYET,

[root@xenhost a9c5b8c8-536b-a193-abdc-51af3e5ff7991# xe vdi-import filename=Cent0S 6.2 x64
uuid=cad7317c-258b-4ef7-b207-cdf0283a7923

17.VHD 774V & RBDIFFE T . 2D T77(ILDERIICIE. VDI @ UUID A8 FhFEd ., EfiELT Web H—
N—ICP7y7O0—RLET,

[root@xenhost a9c5b8c8-536b-al193-ab6dc-51af3e5ff7991# bzip2 -c¢ cad7317c-258b-4ef7-b207-cdf0283a7923. vhd >
Cent0S 6.2 x64.vhd. bz2

[root@xenhost a9c5b8c8-536b-a193-a6dc-51af3e5ff7991# scp Cent0S 6.2 x64.vhd.bz2 webserver:/var/www/html/
templates/

12.12. Hyper-V [RIBT S Y DF VT L —hADLH

Hyper-V {x#8~< < > % XenServer E#:MD CloudStack 7> 7L —MIZ# 9 3ICI& NFS VHD ARL—Y
DRI NYDBTHYFINERIYRT7OVD XenServer KA UHETY, CloudStack EfEAEHETHEE
LTWBNR—=Ua30ThHNnIE XenServer D/A—T3vidENTENFWVFEHA D, XenCenter 5.6 FP1 F7=
1L SP2(5.6 B AEHMELAHYEN)EFEA LTIV, /. NFSISO ANL—V YR NI T HIYF I
TWBERICIDBEANHYET,

Linux k287> VTl REY > V% XenServer TER T 581, Hyper-V TEETIRELHBIZED
HYZET, Hyper-V CTEIEMIRBY I VAFRAT 2B EIE REYIVEERLT TORETHEELE
Y. Hyper-VEIVR—RVNET VAV AM—=JLLT, /etc/fstab TT /A RZESRLTUWRWLWHFEREL
9,

1. linux_ic/drivers/dist 74L 2 kD5, make uninstall Z3fTLEX 9 (I T linux_ic i&. IE—3h i
Hyper-V #i&3YR—X Y R I71ILD/RRTY),

2. JT® initrd %/boot/ D/ I Ty TIMLETLES (/v o7y T DEFIE* . backup0 TT),
3. ThdX=noprobe| DI k') % /boot/grub/menu.lst HSHIRLET,

4. Check /etc/fstab for any partitions mounted by device name. Change those entries (if any) to
mount by LABEL or UUID. You can get that information with the blkid command.

RISARIE< 2 VDY Hyper-V TEIEL TWRWZ EZFEFRLTH S, VHD % XenServer [CEWIAHE T,
nEITIIE, 2 DDOHAEIHYET,

FFav i
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1. XenCenter 2{FH LT VHD %24 YR—kLZE 9, XenCenter T, [Y—IVI>[RET TZAT7 VAV —
WIS [FTARIA A=AV R—NDIEISRIRLET,

2. [VHD]ZZERL.[RANEVYvILET,

3. RETIVICZRIEMIT [ AN —I)R—IT NFSVHD ARL—U)RONYAEZIRL, AR L—FT 1V
TORT L¥nDEEKEEEBMICLT.NFS ISO ARL—I RN EBIRLET,

4. RNEDVILETEVUYYILET . INTREBY I VDMERINE T,
Option two:

1. XenConvert #R{TL T [ERT|RYI AD—E TVHD]&RIR L., [ERKE| Ry I AD—ET
[XenServer) =@ IRLE T (RN EI)v I LET,

2. [VHDJZZIRL.[RNZD)YILET,

3. XenServer RAMDEHRZEANDL.[RNZD) v LET,

4. Name the VM, then click Next, then Convert. A VM should be created.

Hyper-V VHD HDoARIEY S VR LIS RDFIRICHK > T ZDREB Y V%2 #EfHLET,
1. REBTIUERHLT Hyper-VIEEY—ERET7 VAV A=)V L. BEBILE T,

2. XenServer Tools 1Y XAh—JL L. BEEILET,

3. Prepare the VM as desired. For example, run sysprep on Windows VMs. See #Windows #####
S

+tDOATavDELELTE HYM E—RDRETI VU HIERRINE T, Windows {RIEBY Y Y DIFEIERIE
lZHYEHA B Linux [RESIVIEETICEIHELRWGE R HYFET, Linux IREVYI VA& PV E—RICE
I BICIEENMDOFIEE RTITBIHEIHY. ZOFIEIETA AN E2—2a3 v TEICERYVET,

1. RETIVESwYRT DV LT.VHD % NFS AL —U D5 Web —_—|{COE—LET . /&%
I NFS #£H% Web #—/X—IZ¥ 7 L TaAE—9 5. XenServer IRRAMDS sftp F£7zld scp %f&E
LT Web 4—/—{Z7vy7FO—RLET,

2. CloudStack TRDEAFALT.HLWT YT L—MEERLET,
»+ URL:VHD @ URL ##8ELZET,

« OS Type : BENRARL—T AV TV RTLEFERALET PV E—RD CentOS DHE . [Other
PV(32-bit)] #7=I&[Other PV(64-bit)| %= #IRLE T, ZD:BIREX L. XenServer TOAMFATEET,

+ Hypervisor : [XenServer]&:&iRLET,
« Format : [VHD]&&2IRLET,
TYTL—IDMERIN. ZDOT VT L— MDAV RIV REERTEET,

12.13. 7T L—hMD/NRAT—REIEREBEDIEB NN

CloudStack (&, /SRT7—RD Yty MiEgEE A T3V TRMHLEFT, 2—H—IF CloudStack 1—H'—1
H—DIA A TC—RHAEBE/NRAT—RELIFI—MIRAT—REZRELY. BEEOEEENRAT7—REL
[FI—RRXZAT—R&E) Yy LY TEE T,
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Linux ZRL—FT AV T AT LDAV A N—)L

IRAT—RD) Yy MEBEEBNICTBICIT. BINDORY) TRESIvO—RLTTF Y FL—MOBERTINE
BHYET, 7T L—r%E# T CloudStack IC7y7O—RTBEEIF. ZOTFY T L—hTEEE/JL—hX
AT—RD) v MEREABICTEMNEID EIBEETIET,

IRAT—REBEREICEY AV RIV ADBEFBFICT HIVRDIRRAT—RIRNEIC) Yy NShET, RS
MIEURIBIL—H—IC HTTP U LAMTHON SR ETEIHELNHDT AV MDNZAT—RHAREINE
TARBIL—F—ICT IV ERATEBRY. T AMIMERTE2URENHEZT ATV MDIRNRAT—RIZTIVEZATEZ
T A= =D NRRAT—RD) Y NEEKRTEE BB Y —N—ICEYFILWIRDT—RDIERIN. TDTH
DY RDIRIEIL—I—ICEEINE T DD NAT—ROEBEABICTBICUE AV RAY Y ADERE)
PUETY,

AV ARGV ZADRBHICRY) TIMRIBIL—I—ERBIETEIRWNEEIF NRAT—RIREINT BEES
YEBHIRHEITINTT,

12.13.1. Linux ZRL—FT AV T RT DAV A MN—)L
ROFENBIFEST Linux ZRL—F AV TV RTFLDAV AN—ILERBLET,

1. R9YTRI71ILD cloud-set-guest-password 47 O—KLET,
» Linux: http.//cloudstack.org/dl/cloud-set-guest-password

* Windows: http://sourceforge.net/projects/cloudstack/files/Password%20Management
%20Scripts/CloudinstanceManager.msi/download

2. ZDI771)\%/etc/init.d (ICAE—LET,
—ERD Linux T4 AN)E2—2av Tk, 2D I771M IV % /etc/rc.d/init.d ICIE—LET,

3. ROATVRERITLTC RIUTMNERTHBEICLET,
chmod +x /etc/init.d/cloud-set-guest-password

4. Linux T4ANJE2—Saviib U OB ARFIBEEITLE T,

Fedora, CentOS/RHEL. & U Debian:

chkconfig --add cloud-set-guest-password

12.13.2. Window ZRL—F 4V T AT LDAV ARM—)L
4 ZM—5—0 CloudlInstanceManager.msi % Download page® »54 9> O0—RUT, LR L=
Windows {RIEBY> Y TERITLET,

12.14. 7> 7L —bDBIE

FUTL—MIYIBRTEIENTEZT B8O T T L— M EHDY — I F D> TEETIESIL.
HIBRD 7= DIGERIN 2O — DA D EIBRINE T, IZH DY —VDELT Y FL—MIEIBRIhEE
Ao CloudStack TIR#T 2 CentOS 77 L—NMZE. ZhIZH TIEFEYEH A CloudStack TIRHETS
CentOS TV 7 L—hEHIBRTZE, ITRTODY -V HSHIBRINET,

s http://cloudstack.org/download.html
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B12E FUTL—hEBME

FUTL—MEHIBRLTE. FDTFYTL—MDSA VY RY Y AL INTRE YO VISB | S EBIELE T 72
L BIBRIN 2TV L —MIEDWTH LWMREY Y VAER T3 &I TEE A,
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Working With Storage

13.1. ANL—2IZDWT

CloudStack (F2F&$BD AN —S U4 TAEZLTWET: TSATVEEhVI ) TSATY RN —DE
iSCSIPNFSENLTCTF IV ERTRIENTEE T MAT BEEHRINLAN —VETSATY RN —VE
LTHATRIENTEZ T, EAVI AR —VIINFSEN L TEICT IV ERINET,

CloudStack ICIXEHINAR AN —JIFEL 2TDO/—REOETORY 2a— AlF X EEHEEEEET,

13.2. 7247V ANL—Y

ZZTlE. CloudStack DTS4V AN —Y DR ERMDFMICDOWTERBALZE T, CloudStack 12—
Y= AV I—TIAREFRALTTSATI AN —V AV AN BLUOBRITDHEICOVWTE. T1VR
R—=ILHARIESRBL TEIW,

B

13.2.1. Best Practices for Primary Storage

* The speed of primary storage will impact guest performance. If possible, choose smaller, higher
RPM drives for primary storage.

» Ensure that nothing is stored on the server. Adding the server to CloudStack will destroy any
existing data

13.2.2. Runtime Behavior of Primary Storage

Root volumes are created automatically when a virtual machine is created. Root volumes are
deleted when the VM is destroyed. Data volumes can be created and dynamically attached to
VMs. Data volumes are not deleted when VMs are destroyed.

Administrators should monitor the capacity of primary storage devices and add additional
primary storage as needed. See the Advanced Installation Guide.

Administrators add primary storage to the system by creating a CloudStack storage pool. Each
storage pool is associated with a cluster.

13.2.3. N /IN—=NAHF—DTSA<T) AN —THR—b
RORIEENAIN=INAF—BORAN—IA T3V ENRSA—H—TT,

VMware Citrix KVM
vSphere XenServer
Format for Disks, Templates & | VMDK VHD QCOW2
Snapshots
iSCSI support VMFS Clustered Yes, via
LVM Shared
Mountpoint
Fiber Channel support VMFS Yes, via Yes, via
Existing SR Shared
Mountpoint
NFS support Y Y Y
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VMware Citrix KVM
vSphere XenServer
Local storage support Y Y Y
Storage over-provisioning NFS & iSCSI | NFS NFS

XenServer |3 iSCSI ADIREIIVAA—CORERICVSRAIE LVM 2FIHLTHY, ANL—Y BN
v 7aEYaZ I R—MLTWTENNR—NA Y =TI F—N\—=TOEY 3= J 5 HR—MLTWE
H A, FDHER, CloudStack Tl Y- 7O az=y I Aa8EL TWAAN—URY 2a—L&FIBLTWS
BAICBWTAH—N—OEYaz v Y R—KNLET,

KVM & TEEYOVMRAVM A=V &S R—MLET HEBEYVVMNRIVMEBEDIZRY—DE
Y—NR—= I L TA—ANBTFAIVY AT LINATY NRUE, & ZUE/mnt/primary1 DEHIZLT. I3
AI9—HADTRTDRANCRLCICARZEIICLET . ZDHBYTY MNRAVME OCFS2 DLHRISRY—
T7AIVS AT LTHDBERRINE §,2DIFE L. CloudStack I&, NFS TITbNha LI AN —S DTy
YTV MERERITLER AL CloudStack Tl ANL—U DMERAIRENE DN E BB EN R T 20
EQHYET,

NFS ZhL—JICDWTIE, CloudStack TH—/N\—7AEY 3=V A EEINE T, ZDB AL FO—N
JVEERR/ XS X—4&—® storage.overprovisioning.factor IC&>TH—/N—FAOEYa= T DRE A FHIHES
NET . INREINANR— A F—DREFE IR FRHYF A

O—AILARL—U I, vSphere, XenServer, BLU KVM DT SARY AR —IUF T2 avE L GRIRTEE
T O—NILTARIF T3V BBEMTA>TWSE O—AILT ARV AN =V T— LB ERAMIEEM
WKERSINE T, VAT AREBYS VRIEBIV—9—2E)ICO— AV AN —V%F AT IS, 7O0—/\)LiE
BT system.vm.use.local.storage % true ICERELET,

CloudStack Tl&. 1 DDISRY—ICEHDTSATY AN - T — VAR ETEFT  E2E. T517
DAKL—UIC 2 BD NFS H—/N\—%#EFTEFET, F/213. ZFHICT 1T DD iSCSI LUN ##4EL. 1 DB D
LUN OBREISEDWEEX 122 DE® ISCSI LUN ABINT 322 TEET,

13.2.4. ANL—2 %5

AN—JICE T T % FF 21 ZEDNTEZT YT 1E. TSATIV AN = FARIFT7I) VT F i —
EXA 77V I BB FINEMETY . BB E IV = FERALTCRAMN—VICET 2 1EHRAENT S
CENTEFT  EAIL TSSDITHBZEN [slow (E&E) | THBIERETT, CloudStackTIEA 7 (3R
RINFHA.INSDYTE. H—ERF T ITBLOTARIAT77) TIFIFToN 97 EREINE
9 ,CloudStackTld. Y —ERFAT7I VT BLVTARIATZ) T DT RTDYT N TSAT) AN —TIC
FELTWRITNIE, TSIV AN —JIDIL— b EE T — 9T ARV EEY Y THIENTEFHA H—E
2A TN TBEOTARIAT7) T DI TIE. TNEDA TV T DR DA —V B G AH# AT 57280
ICEARAINE T, e BHREDY —E XA T77) VT Tl I — T A RIRY) 2a—Lh' [fast (B3F) | TH
DHENHDIGEDHYET,

BT EY YT ISRI—BLUVRYREZ=AZR) 12— ALAOE—DBEB IR IZEMIC/RDT ML HY F
T CDRREBEMICTBICIE. RYRADITRTDISRYI—DTSAYY AN —VTRILY /vy hEFERL
FT, IFIFERTNARIYIT I TBIBETEIRTTDYITEYMIBLICTRIENTEET,

13.2.5. 7SAT VAN —V DRFE—N

TIATY AN =V BRFE—RNICTBIEDNTEE T, 2EZUETDE—RIZ AN =TT /A ADEBEL
7= RAM AT B EEZIRIBEET AN —I T NS REBRFE—RICTDE FTHLLWTS ARND R MN—

VFNARTAEY I = T INBLBRYFET BV T ZDAN—IUFNARITR) 2—LEF DOTRTO

JANDMBLEINET  ZOIORT AT ARTUZUEINDE A=V T NRARIRFE—RNICADZED
ELTOv YN OVTEBRIIIIARYET, A= FNRNAADBBUCT Y SA VI T2EEIL. T NIADIFR
FE—REXVUEITBEIENTELT, CloudStack ICE>TTFNRA A F VY SAVICRI N RFE—RIC
ADTEZILRITLTVWATRTOT RANDEFDHITINET,
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13.3. AV YA —Y

ZZTlE. CloudStack DtEAVF YRR —Y OB R EFRMTOEMICDWTERALE T, CloudStack 21—
YP— AV I—TIA REFRALTEAVIYRAN —CEAVAN—IILELTERTEAEICODVWTE. T1 R
R—=ILAAR ERIRIESRBLTEIV,

SR

13.4. Working With Volumes

R a—ALFRETI NI TEIRAN =V BREL IN— N T RIPEBINDOT—9T 1 R7ELTREYY Y
IR XN FET, CloudStack IFRETI U ADEBIIRY) 2a—LEHR—MNLTWET,

Volumes are created for a specific hypervisor type. A volume that has been attached to guest
using one hypervisor type (e.g, XenServer) may not be attached to a guest that is using another
hypervisor type, for example:vSphere, KVM. This is because the different hypervisors use
different disk image formats.

CloudStack defines a volume as a unit of storage available to a guest VM. Volumes are either
root disks or data disks. The root disk has "/" in the file system and is usually the boot device.
Data disks provide for additional storage, for example: "/opt" or "D:". Every guest VM has a root
disk, and VMs can also optionally have a data disk. End users can mount multiple data disks to
guest VMs. Users choose data disks from the disk offerings created by administrators. The user
can create a template from a volume as well; this is the standard procedure for private template
creation. Volumes are hypervisor-specific: a volume from one hypervisor type may not be used
on a guest of another hypervisor type.

.

CloudStack supports attaching up to 13 data disks to a VM on XenServer hypervisor
versions 6.0 and above. For the VMs on other hypervisor types, the data disk limit is 6.

13.4.1. FiLWRY 2— LDERK

AMN—VBEDEREFT. WOTETAMREBIY VNI T —ITARIR) 21— L%EBINTEE

9 ,CloudStack BIEE L1 —H—DOEANAREIYI VAV RIVRITR Y 2a—LBBIITEETHLLVR
Da—AL&EEKRTBETYT1T74& LT CloudStack ICHIIINET A RY1—LETFYYFTEETIE. 2B
DA —=IN)Y—=RSHEBANN =TT NARIIZENY HTONER A CORBIICLY . RFDT YV F DT
bndEE R 2—LEFRATEZTAMIRBEEWVBTICR) 2a—LAD ERFINET,

13.4.1.1. Using Local Storage for Data Volumes

You can create data volumes on local storage (supported with XenServer, KVM, and VMware).
The data volume is placed on the same host as the VM instance that is attached to the data
volume. These local data volumes can be attached to virtual machines, detached, re-attached,
and deleted just as with the other types of data volume.

Local storage is ideal for scenarios where persistence of data volumes and HA is not
required. Some of the benefits include reduced disk I/O latency and cost reduction from using
inexpensive local disks.

In order for local volumes to be used, the feature must be enabled for the zone.
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You can create a data disk offering for local storage. When a user creates a new VM, they can
select this disk offering in order to cause the data disk volume to be placed in local storage.

You can not migrate a VM that has a volume in local storage to a different host, nor migrate the
volume itself away to a different host. If you want to put a host into maintenance mode, you must
first stop any VMs with local data volumes on that host.

13.4.1.2. To Create a New Volume
1. 21— —FLUIBEEZE L LT CloudStack A—t—A( V9 —TJxA/ XSO 14V LET,

2. ERDFES— 3> /N\—T[Storage]|&=V)vILET,
3. [Select view]’ Ry ZD—E T[Volumes)&:&IRLF T,

4. FLWRY 21— L%ZER T BICIE[Add Volume]Z 2 ) v I LTRDFMIE®RZA L. [OKIZV)vILZE
j_o

« Name: B TR DIISGNB LI R 2a—LIL—BEDEZBI A ITET,

« Availability Zone: ANL—Y DIFAATY . R 21— LEFERATHRBI I VIGEWGAIICT U ED
HYET,

+ Disk Offering: ANL—Y DEFMEAEIRLET,

FLWARY 2—LDR) 2—L—BILRTFIN, Y Y TEAOREIIRVET , R a—LT—4F
CloudStack ICHIINE LD, ERICIFERT2EFIITEITVERE A,

5. RYa1—LEFERATZIE TR 2—LDTIYF ITHEHET,

13.4.2. Uploading an Existing Volume to a Virtual Machine

Existing data can be made accessible to a virtual machine. This is called uploading a volume to
the VM. For example, this is useful to upload data from a local file system and attach it to a VM.
Root administrators, domain administrators, and end users can all upload existing volumes to
VMs.

The upload is performed using HTTP. The uploaded volume is placed in the zone's secondary
storage

You cannot upload a volume if the preconfigured volume limit has already been reached. The
default limit for the cloud is set in the global configuration parameter max.account.volumes,
but administrators can also set per-domain limits that are different from the global default. See
Setting Usage Limits

To upload a volume:

1. (Optional) Create an MD5 hash (checksum) of the disk image file that you are going to
upload. After uploading the data disk, CloudStack will use this value to verify that no data
corruption has occurred.

2. Login to the CloudStack Ul as an administrator or user
3. EfloFES—> 3> /"—T[Storage]& V") v LET,
4. Click Upload Volume.

5. ROBEHMEEELET,
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* Name and Description. Any desired name and a brief description that can be shown in the
UL

* Availability Zone. Choose the zone where you want to store the volume. VMs running on
hosts in this zone can attach the volume.

* Format. Choose one of the following to indicate the disk image format of the volume.

INAIN— /N — Disk Image Format

XenServer VHD
VMware OVA
KVM QCOW?2

* URL. The secure HTTP or HTTPS URL that CloudStack can use to access your disk. The
type of file at the URL must match the value chosen in Format. For example, if Format is
VHD, the URL might look like the following:

http://yourFileServerlP/userdata/myDataDisk.vhd
* MD5 checksum. (Optional) Use the hash that you created in step 1.

6. Wait until the status of the volume shows that the upload is complete. Click Instances -
Volumes, find the name you specified in step ???, and make sure the status is Uploaded.

13.4.3. RYa—LDTHYF

BMOTARAIAN =V RBTEEDICTAMRBI U NIR ) 2a—LETIYFTEET R 1—L%ET
DyFFTEDIEFLWR 2—LEHOTHERLIzEX BEEFEORY 12— L5R) 22— LB TR T, F
EAN =T =L TR 2—L%5FBITLEETY,

1. 21—t LEBEEEELT CloudStack 1—F—A 9 —IT(ZASOTAVLET.
2. EfloFrES —> 3> /N—T[Storage]&7 v LET,

3. [Select view]RyI ZAD—ET[Volumes]|&ZIRLE T,

RN)a1—L—EBDR)21—L%%Y")vI LT[Attach Disk| 743> %2y LET, %

5. RyTT7vT o4V RID[Instance] RyIAD—ET, R a1—LETIVFIBRETIVERIRLET,
RY2—LDTIVFHIEHFAINTVWBAVRYIVADHIDIRRINET &2, 22— —IIEFD1—
YP—DMER LIcA VAV ADIHDBRRINETH, BEEEITIZLYS<DRBIRBEAHYET,

6. [Instances]. 1> R&> 24, [View Volumes|DIRIZV) v 9§ 2E R a—LEZTIYFEHADEIDD
MEJ,
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13.4.4. Detaching and Moving Volumes

®::

#IDFIRIZ AN =V T—IVETTARIR) 21— LEBETEFIRE I ERYET, [MREBYI VR
L—YDRIT1 S RULTIEIW,

R)a—LlF TFAMRET S UDSTIYFLTRDHT AMITYvF TEFT,CloudStack EEEEE1I—
Y—OmAD RETI DSR2 —LETIYFLTUINDIREBI I VICKENTEHIENTEET,

2 DDRIETIUANERLRBITRAI—ICFEELRYa—ADNKZWNES . FHLWMRIET U VIR 12— L%
BENTODICHA DD BAREELHYET,

1. A—H—E LKIIBEEEELT CloudStack UIhsAT 1 LET,

2. ERIOFES— 3> /3—T[Storage]=2') v L. [Select View] vy ZD—E& T[Volumes]%5EIR

LETRYA—LDTYVYFEDREBII NI >TWBIHESIL, [Instances]. 1V AY Y R4, [View
Volumes]DJEIZV)vILET,

3. @'

Click the name of the volume you want to detach, then click the Detach Disk button. ===

4. To move the volume to another VM, follow the steps in #######H#HH##H.

13.4.5. VM Storage Migration
Supported in XenServer, KVM, and VMware.

.

This procedure is different from moving disk volumes from one VM to another. See
Detaching and Moving Volumes #Detaching and Moving Volumes#.

You can migrate a virtual machine’s root disk volume or any additional data disk volume from
one storage pool to another in the same zone.

You can use the storage migration feature to achieve some commonly desired administration
goals, such as balancing the load on storage pools and increasing the reliability of virtual
machines by moving them away from any storage pool that is experiencing issues.

13.45.1. T—9T 4RI KRY2a—LDFLWAN —I T — ILADFET
1. I—H—ELUIEEE LT CloudStack UInsOs 1> LET,

2. REIIUDST—ITARIETIVFLES, [R)a—LDFTHyFERKE#Detaching and Moving
Volumes#aBRBLTLEIWHEL. REDIB7YYFIDFIBIERIELTTFIV, ZIEFH LW RS
L= ADBITE T RICERLET),

3. CloudStack APl <> R®MD migrateVolume ZFUH LT, R)a1—A ID BLPYV—VRADEED RS
L—Y7—IL ID #ELET,
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4. R)a—ADREDSBITHINOHEFR TICRIDOEZFLET,

5. FILWAKNL—VH—NR—=EFLIFR9—HND, BELWMRET I VIR 2—AL%T7HyFLET, [R
1) 12— LAD¥ENT 9y F#tH | A5 BLTE IV,

13.45.2. R VIL—MRYa—LDFHLWAN =T TF—ILADFEIT
IW—RNTFAZRIR) a—LDOBTEICIZ. TTRETI VA ELELT. A—H =TI EITERVWEIICT 20
EAHYEFT . BITHAZRT LS REYI VEBEETEET,

1. CloudStack 1—H'—A V49 —Jz/ RICEEBEHELLTOTM1VLET,

2. RETIUDDT—ITARIETHIvFLES, [R)a1—LDTHYyFERE) ] #Detaching and Moving
Volumes#aSRLTKEIWEEL. REDIB7YYFIDFIRIERIELTTFIV, ZHIEFH LW RS
L—IADBITE T RICERLET),

3. REYIUZELELEY,

4. CloudStack APl <> R®M migrateVirtualMachine MU LT 1T 2{REY> D ID & BEL
V=V ADBITEREDEANSIVCAN—VT—ILD ID #ELET,

5 REYIVDRELIBITHNELEFZARDIDERFEET,
6. REYIVEBEHLET,

13.4.6. R)a—LDHYAXERE

CloudStack provides the ability to resize data disks; CloudStack controls volume size by using
disk offerings. This provides CloudStack administrators with the flexibility to choose how much
space they want to make available to the end users. Volumes within the disk offerings with the
same storage tag can be resized. For example, if you only want to offer 10, 50, and 100 GB
offerings, the allowed resize should stay within those limits. That implies if you define a 10 GB,
a 50 GB and a 100 GB disk offerings, a user can upgrade from 10 GB to 50 GB, or 50 GB to 100
GB. If you create a custom-sized disk offering, then you have the option to resize the volume by
specifying a new, larger size.

Additionally, using the resizeVolume API, a data volume can be moved from a static disk offering
to a custom disk offering with the size specified. This functionality allows those who might

be billing by certain volume sizes or disk offerings to stick to that model, while providing the
flexibility to migrate to whatever custom size necessary.

This feature is supported on KVM, XenServer, and VMware hosts. However, shrinking volumes is
not supported on VMware hosts.

Before you try to resize a volume, consider the following:
* The VMs associated with the volume are stopped.
» The data disks associated with the volume are removed.

* When a volume is shrunk, the disk associated with it is simply truncated, and doing so would
put its content at risk of data loss. Therefore, resize any partitions or file systems before you
shrink a data disk so that all the data is moved off from that disk.

To resize a volume:

1. A—H -t LEEEEELT CloudStack 21— —( >4 —J x4 ZAMHO07 1V LET,
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2. EfOFES —> 3> /N—T[Storage]&=7)v I LET,
3. [Select view] Ry ZD—E&ET[Volumes]|&:ZIRLZE T,
4. o

Select the volume name in the Volumes list, then click the Resize Volume button i)

5. In the Resize Volume pop-up, choose desired characteristics for the storage.

* Resize Volume

New Offering: | Small Disk, 5 GB =]
Small Disk, 5 GB
Medium Disk, 20 GB
Large Disk, 100 GB

Custom Disk

Shrink OK:

Cancel

a. Ifyou select Custom Disk, specify a custom size.
b. Click Shrink OK to confirm that you are reducing the size of a volume.

This parameter protects against inadvertent shrinking of a disk, which might lead to the
risk of data loss. You must sign off that you know what you are doing.

6. [OK|Z=2YUyILEY,

13.4.7. K a—LDHIREANR—I LT3y
R 21— LEMBRL T, TORY 1—LOSIERINER Ty TV ay MIMIRE Wt A,

RIET U DBREINDEEARBIY I VT IV FINTWSET —9 T4 RIRY 21— LIFHIBRIhFE A,

HR—=AL I3V BAFERT2E R 1—ARERICREINE T, 7/ O—/NILIBREED
expunge.delay &1 expunge.interval Z#BE LT, WOR) 21— L% YEBMICHIRT 2O EIEELET,

+ expunge.delay: R 12— AN EEINZEITOR BB EWEBEMTIEELET,
« expunge.interval: AR—Y ALY avF v A ERTTLHEEAIRELET,

EEER. T -IDRFICEAITZHAMRYS—IISL T MO DEZRET B ENHYET,

13.5. AFv 73y MIBEhBE%

(HR—=FINB/\(/3—=/31H'—: XenServer, VMware vSphere, L TUKVM)

CloudStack &, T4 RIR) 2a—LDAFYTayvhathR— N ET ATy T oavMIREBEY VY TARY
D—EHRTOFVYTFv T AEYE CPU DREIFTF v T FrIhFtA,

W—RTARIET—ITARIDEHEEOR)2a—LDRFY TV ay KT BIENTELXT, BIEE
&, A== &I IMINDE ATy Toavy NOBEFIRLES . I—F—IX BFED 771 L DETD /=

ICCRAFTYT Vav S HLWRY a—LZERTEEBTLAETARIDOREIT 501 ATy TVavk
MoTYTL—ReERTEE T ATy o av e EERICER T LR ETEE T . e LI ATy
2ayMEITSATIARN = DD tEH VF YR —JICaE—Ih BIBRIhEHEH LWRFYy T a3y M
SO THEINDETHIMINET,
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A—H—FRFY T avhNeFETERTZIEE BEIEHRFTY TV avbhRY o —%twy NPy Td528%
TxFT, A—HY—FRF YT av b oTARIR) 12— LEERTHIEETE . FDTARIRY 12— LlFIFE
DOTARIR) 2a—LDEIIURIEBI I NITIVFTCEETI—ITARIET—ITARIDE A D AT Y
ToayhBHR— N T, AL LBER ETINII— R TFARAIDSREY I VAREITHIEIETE

FEAIN—ITFARIDRAFTY T3y DS ET L ATARIIEIBEDT —9T1RA2ELTHRDON. ETTT 1

2IDT—HE TARIVEREI NI TIVFTBIETTIERATEET,

TR LR FTYToayMITSATY AN =oAL —JICOE—SN HIBRIN DD EH LWL R
Fy T avMIL o THEINDZETRMINET,

13.5.1. Snapshot Job Throttling

When a snapshot of a virtual machine is requested, the snapshot job runs on the same host
where the VM is running or, in the case of a stopped VM, the host where it ran last. If many
snapshots are requested for VMs on a single host, this can lead to problems with too many
snapshot jobs overwhelming the resources of the host.

To address this situation, the cloud's root administrator can throttle how many snapshot jobs
are executed simultaneously on the hosts in the cloud by using the global configuration setting
concurrent.snapshots.threshold.perhost. By using this setting, the administrator can better
ensure that snapshot jobs do not time out and hypervisor hosts do not experience performance
issues due to hosts being overloaded with too many snapshot requests.

Set concurrent.snapshots.threshold.perhost to a value that represents a best guess about how
many snapshot jobs the hypervisor hosts can execute at one time, given the current resources
of the hosts and the number of VMs running on the hosts. If a given host has more snapshot
requests, the additional requests are placed in a waiting queue. No new snapshot jobs will start
until the number of currently executing snapshot jobs falls below the configured limit.

The admin can also set job.expire.minutes to place a maximum on how long a snapshot request
will wait in the queue. If this limit is reached, the snapshot request fails and returns an error
message.

13.5.2. Ay 7 avhOBEIER EI1REF

(HR—FINB/\(/83=/1H—: XenServer, VMware vSphere, LT KVM)

A=Y= TARIDERD ATy o ayv e NICEEER T2LOI0 BRI Ty T Vav bRy o —
EERETEET ATy oavME B BB FIEBBEADERTERTEET ATy T YayhR)o—
& TARIR)1—LZEIC T DEYNTYTTEET L& BH 02:30 ICRFYyTVavbaElRd 5L
NEYNFYTTEET,

2Ty Toav DRI 1a— IV TEILRFTERFTY T av  NOBAEIRET I EETEETRIFHREAHA
BLIEEWR Ty T oaybMi, BEIRICHIBRINE T, CO1—H—IlL>TEREIN/HRIL CloudStack
BEENZELELUTTHIRENHYE T, #5#d #Globally Configured Limits# =BFRLTLEIL,
FIRIZRAF YT av D EHEMERERIFTR) D —ICE > TERINAZR Ty TVay hOATERAIN EBINT
FENCLDRFYTVav MR RIFTDIENTEET,

13.5.3. RSy T oavheEnNy o7y

2AFvTavNMETARIBHDTSAT ) AN —Y EICERINE T ERINI=RFy T avbMEd<
AV )RR =IO Ty TEIN, TSATYRN -V DBREEEMER TR0, 5147 XM
L—UDBHIBRINE ¢,

CloudStack Tl&. —ERDNA/IR—=NA P —EJ{RITIBD/N\vITv T TWET DN\ ITy THHR—
FNEN2GEIX IBERBRTREE/N\YITYTIHNERITINET,
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VMware vSphere Citrix XenServer

BRI T T DY 2L HY L
R—b

13.5.4. R a—LDIREE

EHIR YT oavhR) Yy —ICE>TRFY TV av N ERLIEARZEIT 3581 REBICR)1—LDR
Fv Ty hEER LI ZDR) 2—LDETIT1TRFFTHNIE, AT YT >3y NOVERLIEIE Ry
TINFET . R)a—L BTIYFINTVEHD, RITLTORWMREI I VICTIYFINTWDIGE. TOR
Ya—ALFIET I T4TEHRIN 9, CloudStack Tl R 2 —ADNRIBICIET VT4 TICHB>THS R
FyFvavhhdiakEds 1 DRFERINET,

APy ToavhNeFEBTHERTDIHEIE R)1— LT ITATESIDNEINHDIDLT BICRFv T
Ay HBMEREINE T,

13.5.5. RFv 7 avhDiETT

23y T avhDETICIE 2 DOFEIFHYET, ATy Tavhh SR 12— LBFEHRTEET . ZOR
a—AL&EREIIVINIIIVMNL BBIGELTIZINEETTEET IV — N1 RIDRFTyToavkh s
TYVTL— Ml TCEET . COT Y TL— MO SRETI VERHLTCIN— N T 1RV EBTTEET,
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FRRHE Y —/N—IL &1V A=V T B4 T3> DCloudStackAVR—R VN T, DY —/3—
ICEYFERAKROEEIL O— MR I, Ch AR L TCloudStackiZRRE S AT LERETHIENTE
FIMEAWRRAEY —N—IC&Y ARV O DT =D IN, FRKEOZHNLI—RIMER SN
9., 2DLO—RICIZ, listUsageRecords APIO— LA UHLTT VR TEET,

FRRRELI—RITIE T RAM YRV ZADNEE LREY Y Y ORITRBEYT Y TL— D AN — V58
REDVY—RAENRBEINET,

FERRTAEY —N\—d PRKEHTBICTERTINE T 1 BICEREERITINDLIICERTHIED
TEEY,

14.1. [FERWTBIE Y —/N\—DE K

FRARIUGAEY—/N\—%EH T 5T

1. FRAKSTAEY —/NN—BDBA VAN EATHBIEEHBELFT, INICIZCloudStackY 7o 7D
BRBZAVAN—IVEFTIRRWV BMOFIENBETY . TMV A=V AA N LRI O TMERRR Y —
IN—DAVARN=IL(ATaV) 1 &BRBLTLEIN,

2. CloudStacka—%—A 9 —Jz/ RICEEBHELTOSA >V LET,

3. Global Settings&a21)vo L&Y,

4. BRRRvIRICTusagel EANLEY  RET 2EFLHEHT B2EB/NTA—9—2ROITY HATE
B/ A=F—DFEBBICDOVTIE RDRESRL TS,

5. BEFDEdit71avEIYvILET,
6. EFLWMEAAALTSave7Z1aVEI)yILET,

7. E07O—NIVBRERAIT o/ XEARKICEEB Y —N\—42BEEL. FRKTAEY——tF
s2ELE 7,

# service cloudstack-management restart
#t service cloudstack-usage restart

RORICAERRTREYS — N\ —DEMEZFIE T B/ O—/NIVERREERLES.

INGA—8—% siEA

enable.usage.server FERRTAEY —N—DBT 071 ThEI M ERL
79,
usage.aggregation.timezone FEAKRLI—RDIMLY - TY ERKREL

O—RERRVITHERDYIILY —VTURE IO
BIGAICRELE T 2EAERDEBEICLY, G
WIRE Y a7 H K E KT FE AR/ 0 BF 15
PICRITIN Ty UBERFRIORF 042 0
MHSFEE 11 1 59 4 59 WETD 24 RS D
FAKRELI—RAERIN £,

usage. stats. job.exec.time = 00:15
usage. execution, timezone = PST
usage. aggregation. timezone = GMT
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INSA—H—% Bl
ALY — V| RETEDEWMRMEIL #HHA Hi#HH#
HSIRLTLIEEIN,

T 74V b GMT

usage.execution.timezone usage.stats.job.exec.time MY LY —> : 1 L
V—UICRRETIDEMRMEIL #HA #itHit &5
BLTLEEW,

FIHINEEY—N—DYI LS —Y

usage.sanity.check.interval YT FvIDETHERT. BEAMATEELE
T BERICHEKREELRITI DA BT — 9%
EOLI—REEHMICFIvIT2BEICEREL
T cEAE TNICKYRBY O UDEEINL
RIS ZDREI IV OVWTER I AR
MLO—RPRWHAFIvIINFET . T TL—M
R 21—LREICDVWTERKDF VI TN
F9. AETEELYRWVERAREINRLNEINE
FvIINFT BENRONSLIGEIF. T75—h
ALERT_TYPE_USAGE_SANITY_RESULT =21 &
EEINET,

usage.stats.job.aggregation.range FERRAE Y ——DT3T7DERITHERET, 08
MITEELET . LEAIE. ZDEZ 1440 ICRET
EFERRRAEY—/A—F 1 BIC 1 @RTY
NFEY,ZDER 600 ICKRELLZEIE. 10 BFET
EICETINET EBRE FRKRAE —/1—0D
TaTHARITINDEEE, FERRAE Y —/—
NREBICEITINTHSERINIZTRTDINRY
rSLIEBINZET,

fEA* 144001 BIC 1 @)ICREINTWSIGE
(SRR AR NI ICARY F T, COHBE I ERRR
BIEH —N—F = —DRRBIIETINTH
SEMINI-ITARTOLI—RELTLENEL

Ft A.CloudStack (. BIHDTRTOLI—NK
A1 BICT EAETIEVDEHERIIRELTL
F9.cEAEBEDOHMGHN 10 B 7 HDOHZE
IZ.T0 B 6 HOFRIOBEASFE 11 59 4
59 METOLOA—ROUEBNNETHZEEBELE
9, CloudStack (&, CD a1 0 BEASF% 11 BF
59 4> 59 #F T4 usage.execution.timezone
DB THBEEELET,

T 74V 1440

usage.stats.job.exec.time FERRHE Y —/ N\ —DEB AT B8 TY,
T 2y VIREROD 24 BFERE(HH:MM)THEE
LET A FERRRAESY 3T v ViE
HERFAET 10 BF 30 DICERB 9 5ICiEN10:301&
AALET,

usage.stats.job.aggregation.range £LE% E X
NTVWT ZDED 1440 TIRHABWEEIE. [ER
usage.stats.job.exec.time |EANL T A A
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INTGA=H—% 5ER
EHY—N—DYa7%xE RTI2HLUEMELE
T, DR 24 FERIBTHETRYIEIN, B
H®DALIE (T usage.stats.job.exec.time ICEBEUF
RINET,

F74JL5:00:15

FeEZE = NR=DIA LY =) Zy VRERT, KEAD1—Y— D REDORBEICEET2HA
ISVERRRELI—R 21— —DA— I/ LACKERERER)DOFRT 2 FHICBEBUEYTZELET.
DIHZEIZRDEDIHELET,

* enable.usage.server = true

* usage.execution.timezone = America/New_York

+ usage.stats.job.exec.time = 07:00, Zhic &Y FERAKIRAE D 37 D KEREZEROF 7T 2 BFIC
FITINE §. ORI KEBOREFCTERBNRBELIORT §5EXI0 1 BETHhZIEISER
LTLEEXL,

» usage.stats.job.aggregation.range = 1440

ZDBATIE FERRAE S a7 D KERSERERT AT 2 FFICEHRTIN. KERSPIELER
(America/New_York)¥nDH¥ (4 LY —V TEHZINTWSEIHD 0 BEHNSF% 11 B8 59 9 59 EFTOL
I—RHNEBINET,

.

HRIRETHS 1440 B usage.stats.job.aggregation.range ICEREINTWBD T, FEARTAIE
Y —/N—(EZFA] O BFALFRI 2 BOBDT—9%EELES . COT—YIEBHUEINET,

14.2. Setting Usage Limits

CloudStack provides several administrator control points for capping resource usage by users.
Some of these limits are global configuration parameters. Others are applied at the ROOT
domain and may be overridden on a per-account basis.

Aggregate limits may be set on a per-domain basis. For example, you may limit a domain and all
subdomains to the creation of 100 VMs.

This section covers the following topics:

14.3. Globally Configured Limits

In a zone, the guest virtual network has a 24 bit CIDR by default. This limits the guest virtual
network to 254 running instances. It can be adjusted as needed, but this must be done before
any instances are created in the zone. For example, 10.1.1.0/22 would provide for “1000
addresses.

The following table lists limits set in the Global Configuration:
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Parameter Name Definition

max.account.public.ips Number of public IP addresses that can be
owned by an account

max.account.snapshots Number of snapshots that can exist for an
account

max.account.templates Number of templates that can exist for an
account

max.account.user.vms Number of virtual machine instances that can

exist for an account

max.account.volumes Number of disk volumes that can exist for an
account

max.template.iso.size Maximum size for a downloaded template or
ISO in GB

max.volume.size.gb Maximum size for a volume in GB

network.throttling.rate Default data transfer rate in megabits per
second allowed per user (supported on
XenServer)

snapshot.max.hourly Maximum recurring hourly snapshots to be

retained for a volume. If the limit is reached,
early snapshots from the start of the hour are
deleted so that newer ones can be saved. This
limit does not apply to manual snapshots. If
set to O, recurring hourly snapshots can not be
scheduled

snapshot.max.daily Maximum recurring daily snapshots to be
retained for a volume. If the limit is reached,
snapshots from the start of the day are deleted
so that newer ones can be saved. This limit
does not apply to manual snapshots. If set

to O, recurring daily snapshots can not be
scheduled

snapshot.max.weekly Maximum recurring weekly snapshots to be
retained for a volume. If the limit is reached,
snapshots from the beginning of the week are
deleted so that newer ones can be saved. This
limit does not apply to manual snapshots. If
set to O, recurring weekly snapshots can not
be scheduled

snapshot.max.monthly Maximum recurring monthly snapshots to be
retained for a volume. If the limit is reached,
snapshots from the beginning of the month
are deleted so that newer ones can be saved.
This limit does not apply to manual snapshots.
If set to O, recurring monthly snapshots can
not be scheduled.

To modify global configuration parameters, use the global configuration screen in the
CloudStack Ul. See Setting Global Configuration Parameters
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14.4. TI74IVRNDT AV NIV —ZDHIR

You can limit resource use by accounts. The default limits are set by using global configuration
parameters, and they affect all accounts within a cloud. The relevant parameters are those
beginning with max.account, for example: max.account.snapshots.

RFEDTHIYMIH LT 74V b DOFIRE EEETRICIE. T AV MED )Y —RHRERELET.

1. CloudStacka—%'—A>4—Jx( ROV FVLET,

2. EIDFES =3V —Hb [Accounts] &V vILET,

3. Select the account you want to modify. The current limits are displayed. A value of -1 shows

that there is no limit in place.

Click the Edit button. | |

14.5. RAA>V T EDHIRR

CloudStackTld, RAM VT EICHIRZ R TEET KAV OFHIRERRFIC, IRXTOA—HF—ICTFT AUV b

DEIENMERINET, I —F—IXBLTVWBRXI VD)V —REIEEBI LWL TI—TBLETIS

ICHIREZITET RAMVDFIRICEDWT, RAMVRE LT, ZORAM VDT RTDY TRALMVAD TR

TOFHIVIDFERRAD A INET IL—MRXA VLRIV TERETBHIBRIE, ZDIL—MRASVLLTD

TARTCDRAAVEYTRAAMVRHDT ATV MDY —RADOFERRRDOEEHIERINET,

KXV DHIR%ERET BITIE

1. CloudStacka—H¥'—A V49 —JxARICOT AV LET,

2. EfAloFrES —> 3> /"—TDomains&®7 v L%,

3. BEIBRAMVEERLET BEDORAMVDHEIBRARIINET AEDN-1DIFEIE. FIRIEREIN
TWhaWZeERLET,

[Edij74av a2y s, | 24 |
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XYNT—=DERNTTav I DER
CloudStackZS VR Tl EFa) FADEREINI-HEANVISANSIFvAEFEHRAL, FS1RXR—MNANTY
AREFALTWEEWNI I —F—DRH#DEE. T AMREYY VB THEEIEETEE Y, ¥nCloudStack
DRI —F—IFZ . T AT T4 I DRYNT— VB EHBE AR T2 EEIVR—RVNTT,

15.1. AN NS T497

A network can carry guest traffic only between VMs within one zone. Virtual machines in different
zones cannot communicate with each other using their IP addresses; they must communicate
with each other by routing through a public IP address.

This figure illustrates a typical guest traffic setup:

Public Traffic (65.37.%.%) Guest Traffic 10.0.0.0/8
Link-Local Network (169.254.* %)

Internet

Account 1 10.1.1.2
Gateway address Guest 1

65.37.%.* 10.1.1.1

65.37.141.24 Routin
65.37.141.27 . .g hocount 1
Domain Guest 2

NAT
Load Balancing

Account 1 10.1.1.4
Guest 3

Account 1 10.1.1.5
Guest 4

mnam

Guest Traffic Setup

The Management Server automatically creates a virtual router for each network. A virtual router is
a special virtual machine that runs on the hosts. Each virtual router has three network interfaces.
Its ethO interface serves as the gateway for the guest traffic and has the IP address of 10.1.1.1. Its
eth1 interface is used by the system to configure the virtual router. Its eth2 interface is assigned a
public IP address for public traffic.

The virtual router provides DHCP and will automatically assign an IP address for each guest VM
within the IP range assigned for the network. The user can manually reconfigure guest VMs to
assume different IP addresses.

Source NAT is automatically configured in the virtual router to forward outbound traffic for all
guest VMs

15.2. Networking in a Pod

The figure below illustrates network setup within a single pod. The hosts are connected to a pod-
level switch. At a minimum, the hosts should have one physical uplink to each switch. Bonded
NICs are supported as well. The pod-level switch is a pair of redundant gigabit switches with 10
G uplinks.
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Public Traffic (65.37.%.%) Manage ment Traffic (192.168.% )

Pod-Lewvel Switch (layer-2 switch)

Host 1

65.37.%.*
Host 2

NNERER

Metwork Setup within a 5ingle Pod — Logical View
Servers are connected as follows:
+ Storage devices are connected to only the network that carries management traffic.
» Hosts are connected to networks for both management traffic and public traffic.
* Hosts are also connected to one or more networks carrying guest traffic.

We recommend the use of multiple physical Ethernet cards to implement each network interface
as well as redundant switch fabric in order to maximize throughput and improve reliability.

15.3. Networking in a Zone

The following figure illustrates the network setup within a single zone.
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Internet

Layer-3 switch wy/ firewall
modules

Layer-2 switch
Haosts
Management
Server farm with
My30aL
Primary
storage
SETVErs

Secondarv storage servers Pod 1 Pod 2

A firewall for management traffic operates in the NAT mode. The network typically is assigned
IP addresses in the 192.168.0.0/16 Class B private address space. Each pod is assigned IP
addresses in the 192.168.*.0/24 Class C private address space.

Each zone has its own set of public IP addresses. Public IP addresses from different zones do not
overlap.

15.4. BEXRYV -V OBy NI —IFER

BEARRYNT—IDBEIZ MBI YNT—IDERIETEETT BRITIVELNHDDIT. T AMRETY
VBNERT BN TV IBARETBODI DDT ANRYNT—972143TF, CloudStackic#IHTY —V %8
M 2EEIE.AdD Zone DEENST ANRYNTD—0& Y NTYyTLET,

15.5. Advanced Zone Physical Network Configuration

Within a zone that uses advanced networking, you need to tell the Management Server how the
physical network is set up to carry different kinds of traffic in isolation.

15.5.1. ¥EARYV —V DT ANNZ T4 v DIERK
RODEEIE., CloudStack A—H—AVI—TIARICOT AV EA THBIEEFTHREELTWET  HAS XN
RYNT— 5T DICIE O ROFIBICHEWNET,
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1. ERIDFES—>32/8—T [Infrastructure] %2 v L%, [Zones] T [View More] 2w L.
FYRNT—D%EBINT DY —VAEIRLET,

2. [Network] #7%0YvoL%EY,
3. [Add guest network]&227Jv I LET,
FANRYNT—VDEMIAV RIDNRIINET,

& Add guest network

Please confirm that you would like to add a guest network

" Mame:

" Display Text:

“Zone: | Zone-0) |E|

" Network Offering: | DefaultlsolatedMetworkOfferingWith EI

Guest Gateway:

Guest Metmask:

Cancel Ok

4. ROBHREWELET,
* Name: RYRT—VDERITYT, INIFELI—H—ICRRINFT,
« Display Text : RYRT—VDFRATYT, Thid1—H—ICRRINZET,
« Zone: T AMRYRNT—U%EH LW/ —VETT,

+ Network offering : 5 LEBENERDORYNT—IF 77UV T AFZELTWRIGEE. FALELVLRY
NI—OFT7) T EBIRLET,

+ Guest Gateway : ¥ ANDMERT 25 —bIT(TY,
+ Guest Netmask : A DFEARATZHTRYMNETHERINZRYNYRITT,
5. TOKJ%=J)yHILET,

15.5.2. L8R —> D/INT YIRS T49 I DRERR
HERRYND— VR EAFERTEY -V TR AVI—RYMNSTavID IP PRLADEEEDARCEE 1D
BRTBILEIHYET,
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15.6. Using Multiple Guest Networks

In zones that use advanced networking, additional networks for guest traffic may be added at any
time after the initial installation. You can also customize the domain name associated with the
network by specifying a DNS suffix for each network.

A VM's networks are defined at VM creation time. A VM cannot add or remove networks after it
has been created, although the user can go into the guest and remove the IP address from the
NIC on a particular network.

Each VM has just one default network. The virtual router's DHCP reply will set the guest's default
gateway as that for the default network. Multiple non-default networks may be added to a guest
in addition to the single, required default network. The administrator can control which networks
are available as the default network.

Additional networks can either be available to all accounts or be assigned to a specific account.
Networks that are available to all accounts are zone-wide. Any user with access to the zone can
create a VM with access to that network. These zone-wide networks provide little or no isolation
between guests.Networks that are assigned to a specific account provide strong isolation.

15.6.1. F ARy RT—I D3EN
1. BBESHLUITYRI—H—ELT CloudStack Ul IKOZ AV LET,

2. EIOFES—2avhs [Network] ZEIRLET,
3. [Add guest network] 7Yy L. LA TFDEHREAALET,
* Name : XY hT—JDERITY, COZFNEA—Y—HDLRBIEHNTEET,
+ Display Text: XYM T—VDFMBEHRTT, COBEHRIEFI—S—DORBIENTEET,

+ Zone: RYNI—U%BERATEV/—VDEHITI &Y —VIIT AMRYRNT—2ITH LEDIPLY V%
BFo7O—RFvAMRAAVICBLET . BEHIZEY VIR UIPLY VAR ETIHRENHYE
ERS

+ Network offering : L LEBEICL>TEHEDRYNTI—VFT77 )V IHRBREINTWSIFEHE.ZIT
FELEWRYNT—0%1DBIRLET,

+ Guest Gateway : “ZANMOFIETE5—R U1 %% ELET,
+ Guest Netmask : “ZANVMAFIATEHTRYRDRY MRV ERELET,

4. [Create] #0)voILEY,

15.6.2. T ANRYNT—O LDXRYNT—DAT7Y VT DEERE
A—H—FHEBEEBEIX. BEOTSANRYNTI—=VICBEMITONTWERYND—0F 77 )V T EZEETE
E3

o FEEEELUITVRI—H—ELT CloudStack Ul IcEZ 1> LE 9,

» If you are changing from a network offering that uses the CloudStack virtual router to one
that uses external devices as network service providers, you must first stop all the VMs on the
network. See ####H#HHHHHHHHE.

o ZfAIDFEH—avh b [Network] HBIRLE T,
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Click the name of the network you want to modify.

In the Details tab, click Edit. IEI
+ [Network Offering] Ry 7 ZD—ETHLWRYNT—0F 77V J%8IRL T, [Applyl =0 ) v LET,

« A prompt is displayed asking whether you want to keep the existing CIDR. This is to let you
know that if you change the network offering, the CIDR will be affected. Choose No to proceed
with the change.

+ Wait for the update to complete. Don’t try to restart VMs until the network change is complete.

 If you stopped any VMs, restart them.

15.7. €%a )74 I—7

15.7.1. £F¥a)F747IL—TICDOWT

Security groups provide a way to isolate traffic to VMs. A security group is a group of VMs
that filter their incoming and outgoing traffic according to a set of rules, called ingress and
egress rules. These rules filter network traffic according to the IP address that is attempting
to communicate with the VM. Security groups are particularly useful in zones that use basic
networking, because there is a single guest network for all guest VMs. In advanced zones,
security groups are supported only on the KVM hypervisor.

ERRYNT—V%FRTY —V TR RDYICERDT ANRY NI =B ER T ET REYIUA
DS T1v 0% R LE T,

& CloudStack7 AV Y MIF. TRTOREN T4V IEEB L. ITRTOEBNS 7100 %2HTT2T 74
WRDEF1FTATN—THAEINTOVET, IRNTOHLWMREYI A EELWRRIEY MRS
I TIANIDEF L) TATIN—TEEETEET,

CloudStack®aA—H—(3 EBDOHDEF1) T4 I —TEEBMTEET HLWMREBY I VICIF, 21—
P—EHEDEFX 1) T4 I—THRIFEEINTWARWRY, T 74D EF 1) T4 7 I —THREEFIC
YL TONFETAREI I VIE EEOHEDEXF L) TFATIN—T DAV IN—|IRBIENTEFTT RETY
VEEFA)TATIN—TICEIY Y TREAREI I VIIENTHBBRYT>EZDTIL—TICBLET, EiTH
DR VERDEF )TN —TIIRETEIEIETEE A,

X TAUIN—T IR EROBOZERUNELCEERRUZHIRELIEMTEIETERTEITE
BERDOHFLWRAG, RITHFILIFERICHIDET TIL—TRDITRTORBY I VIGERAINET,

RERUZBELRWVWERIF EERAUVICI O TEENHFATINTWE IS T1vIANDBREERNT M
T4V DRERFFATINIEA,

15.7.2. €% 2747 —TDEM
21— -t LFBBEEH LV EF2U TN —TEEETBIENTEET,

1. BEEL LI VR1—H—&LT CloudStack Ul lcOJ 4> LET,
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2. EloFrES—> 3> /8—T[Network] 221 wo LFET,
3. [Select view]Rvo ZD—E T[Security Groups| & ERLET,
4. [Add Security Groupl=2'JvJL%9,
5. &REIEHAEADLETS,
6. [OK]Z=7UvILEY,
FLWEF2) T4 I —TFH[Security Groups Details] ¥ 7 ICRRINE T,

7. EXaAVTAON—TEENPTTBIT TEF 1Y TA TN —TADOZERAUEEEHRRN DB IHE
&i?o

15.7.3. Security Groups in Advanced Zones (KVM Only)

CloudStack provides the ability to use security groups to provide isolation between guests on

a single shared, zone-wide network in an advanced zone where KVM is the hypervisor. Using
security groups in advanced zones rather than multiple VLANs allows a greater range of options
for setting up guest isolation in a cloud.

Limitations
The following are not supported for this feature:

+ Two IP ranges with the same VLAN and different gateway or netmask in security group-enabled
shared network.

* Two IP ranges with the same VLAN and different gateway or netmask in account-specific
shared networks.

* Multiple VLAN ranges in security group-enabled shared network.
* Multiple VLAN ranges in account-specific shared networks.

Security groups must be enabled in the zone in order for this feature to be used.

15.7.4. Enabling Security Groups

In order for security groups to function in a zone, the security groups feature must first be
enabled for the zone. The administrator can do this when creating a new zone, by selecting
a network offering that includes security groups. The procedure is described in Basic Zone
Configuration in the Advanced Installation Guide. The administrator can not enable security
groups for an existing zone, only when creating a new zone.

15.7.5. Adding Ingress and Egress Rules to a Security Group
1. EEELLIITYRI—4—& LT CloudStack Ul IcAZ AV LET,

2. ERIDFES—>3>/N—T[Network] &2 )y LET,
3. In Select view, choose Security Groups, then click the security group you want .

4. To add an ingress rule, click the Ingress Rules tab and fill out the following fields to specify
what network traffic is allowed into VM instances in this security group. If no ingress rules are
specified, then no traffic will be allowed in, except for responses to any traffic that has been
allowed out through an egress rule.
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« Add by CIDR/Account. Indicate whether the source of the traffic will be defined by IP
address (CIDR) or an existing security group in a CloudStack account (Account). Choose
Account if you want to allow incoming traffic from all VMs in another security group

* Protocol. The networking protocol that sources will use to send traffic to the security
group. TCP and UDP are typically used for data exchange and end-user communications.
ICMP is typically used to send error messages or network monitoring data.

+ Start Port, End Port. (TCP, UDP only) A range of listening ports that are the destination for
the incoming traffic. If you are opening a single port, use the same number in both fields.

« ICMP Type, ICMP Code. (ICMP only) The type of message and error code that will be
accepted.

« CIDR. (Add by CIDR only) To accept only traffic from IP addresses within a particular
address block, enter a CIDR or a comma-separated list of CIDRs. The CIDR is the base IP
address of the incoming traffic. For example, 192.168.0.0/22. To allow all CIDRs, set to
0.0.0.0/0.

« Account, Security Group. (Add by Account only) To accept only traffic from another
security group, enter the CloudStack account and name of a security group that has
already been defined in that account. To allow traffic between VMs within the security
group you are editing now, enter the same name you used in step 7.

The following example allows inbound HTTP access from anywhere:

Details Ingress Rules
Add by
@ CIDR Account
Protocol Start Port End Port CIDR Add

TCP || 80 80 0.0.0.0/0 | Add |

5. To add an egress rule, click the Egress Rules tab and fill out the following fields to specify
what type of traffic is allowed to be sent out of VM instances in this security group. If no
egress rules are specified, then all traffic will be allowed out. Once egress rules are specified,
the following types of traffic are allowed out: traffic specified in egress rules; queries to DNS
and DHCP servers; and responses to any traffic that has been allowed in through an ingress
rule

» Add by CIDR/Account. Indicate whether the destination of the traffic will be defined by IP
address (CIDR) or an existing security group in a CloudStack account (Account). Choose
Account if you want to allow outgoing traffic to all VMs in another security group.

» Protocol. The networking protocol that VMs will use to send outgoing traffic. TCP and UDP
are typically used for data exchange and end-user communications. ICMP is typically used
to send error messages or network monitoring data.

« Start Port, End Port. (TCP, UDP only) A range of listening ports that are the destination for
the outgoing traffic. If you are opening a single port, use the same number in both fields.
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* ICMP Type, ICMP Code. (ICMP only) The type of message and error code that will be sent

+ CIDR. (Add by CIDR only) To send traffic only to IP addresses within a particular address
block, enter a CIDR or a comma-separated list of CIDRs. The CIDR is the base IP address of
the destination. For example, 192.168.0.0/22. To allow all CIDRs, set to 0.0.0.0/0.

» Account, Security Group. (Add by Account only) To allow traffic to be sent to another
security group, enter the CloudStack account and name of a security group that has
already been defined in that account. To allow traffic between VMs within the security
group you are editing now, enter its name.

6. [Add]Z=2'vILET,

15.8. External Firewalls and Load Balancers

CloudStack is capable of replacing its Virtual Router with an external Juniper SRX device and an
optional external NetScaler or F5 load balancer for gateway and load balancing services. In this
case, the VMs use the SRX as their gateway.

15.8.1. About Using a NetScaler Load Balancer

Citrix NetScaler is supported as an external network element for load balancing in zones that use
advanced networking (also called advanced zones). Set up an external load balancer when you
want to provide load balancing through means other than CloudStack’s provided virtual router.

The NetScaler can be set up in direct (outside the firewall) mode. It must be added before any
load balancing rules are deployed on guest VMs in the zone.

The functional behavior of the NetScaler with CloudStack is the same as described in the
CloudStack documentation for using an F5 external load balancer. The only exception is that
the F5 supports routing domains, and NetScaler does not. NetScaler can not yet be used as a

firewall.

The Citrix NetScaler comes in three varieties. The following table summarizes how these variants

are treated in CloudStack.

NetScaler ADC Type

Description of Capabilities

CloudStack Supported
Features

MPX Physical appliance. Capable In advanced zones, load
of deep packet inspection. balancer functionality fully
Can act as application firewall | supported without limitation.
and load balancer In basic zones, static NAT,
elastic IP (EIP), and elastic
load balancing (ELB) are also
provided
VPX Virtual appliance. Can run as | Supported only on ESXi.
VM on XenServer, ESXi, and Same functional support as
Hyper-V hypervisors. Same for MPX. CloudStack will treat
functionality as MPX VPX and MPX as the same
device type
SDX Physical appliance. Can CloudStack will dynamically
create multiple fully isolated provision, configure, and
VPX instances on a single manage the lifecycle of
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NetScaler ADC Type Description of Capabilities CloudStack Supported
Features
appliance to support multi- VPX instances on the SDX.
tenant usage Provisioned instances are

added into CloudStack
automatically - no manual
configuration by the
administrator is required.
Once a VPX instance is added
into CloudStack, it is treated
the same as a VPX on an ESXi
host.

15.8.2. Configuring SNMP Community String on a RHEL Server

The SNMP Community string is similar to a user id or password that provides access to a network
device, such as router. This string is sent along with all SNMP requests. If the community string is
correct, the device responds with the requested information. If the community string is incorrect,
the device discards the request and does not respond.

The NetScaler device uses SNMP to communicate with the VMs. You must install SNMP and
configure SNMP Community string for a secure communication between the NetScaler device
and the RHEL machine.

1. Ensure that you installed SNMP on RedHat. If not, run the following command:

yum install net-snmp-utils

2. Edit the /etc/snmp/snmpd.conf file to allow the SNMP polling from the NetScaler device.

a. Map the community name into a security name (local and mynetwork, depending on
where the request is coming from):

®:

Use a strong password instead of public when you edit the following table.

i sec.name  source community
com2sec local localhost public
com2sec  mynetwork 0.0.0.0 public

e

Setting to 0.0.0.0 allows all IPs to poll the NetScaler server.

b. Map the security names into group names:
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i group.name  sec.model sec.name
group  MyRWGroup vl local
group  MyRWGroup v2c local
group  MyROGroup vl mynetwork
group  MyROGroup v2c mynetwork

c. Create a view to allow the groups to have the permission to:

incl/excl subtree mask view all included .1

d. Grant access with different write permissions to the two groups to the view you created.

#f context sec. model sec. level prefix read write notif
access MyROGroup ”” any noauth exact all none none
access MyRWGroup ”” any noauth exact all all all

3. Unblock SNMP in iptables.

iptables -A INPUT -p udp --dport 161 —-j ACCEPT

4. Start the SNMP service:

service snmpd start

5. Ensure that the SNMP service is started automatically during the system startup:

chkconfig snmpd on

15.8.3. AR I7AT 0A—ILEA—RNSUH—DHMEBPEY Ty T
When the first VM is created for a new account, CloudStack programs the external firewall and
load balancer to work with the VM. The following objects are created on the firewall:

* A new logical interface to connect to the account's private VLAN. The interface IP is always the
first IP of the account's private subnet (e.g. 10.1.1.1).

» Asource NAT rule that forwards all outgoing traffic from the account's private VLAN to the
public Internet, using the account's public IP address as the source address

+ Afirewall filter counter that measures the number of bytes of outgoing traffic for the account
The following objects are created on the load balancer:
* A new VLAN that matches the account's provisioned Zone VLAN

« Aself IP for the VLAN. This is always the second IP of the account's private subnet (e.g.
10.1.1.2).

15.8.4. Ongoing Configuration of External Firewalls and Load

Balancers

Additional user actions (e.g. setting a port forward) will cause further programming of the firewall
and load balancer. A user may request additional public IP addresses and forward traffic received
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at these IPs to specific VMs. This is accomplished by enabling static NAT for a public IP address,
assigning the IP to a VM, and specifying a set of protocols and port ranges to open. When a static
NAT rule is created, CloudStack programs the zone's external firewall with the following objects:

A static NAT rule that maps the public IP address to the private IP address of a VM.

» A security policy that allows traffic within the set of protocols and port ranges that are
specified.

+ A firewall filter counter that measures the number of bytes of incoming traffic to the public IP.

The number of incoming and outgoing bytes through source NAT, static NAT, and load balancing
rules is measured and saved on each external element. This data is collected on a regular basis
and stored in the CloudStack database.

15.8.5. Configuring AutoScale

AutoScaling allows you to scale your back-end services or application VMs up or down
seamlessly and automatically according to the conditions you define. With AutoScaling enabled,
you can ensure that the number of VMs you are using seamlessly scale up when demand
increases, and automatically decreases when demand subsides. Using AutoScaling, you can
automatically shut down instances you don't need, or launch new instances, depending on
demand.

NetScaler AutoScaling is designed to seamlessly launch or terminate VMs based on user-
defined conditions. Conditions for triggering a scaleup or scaledown action can vary from a
simple use case like monitoring the CPU usage of a server to a complex use case of monitoring
a combination of server's responsiveness and its CPU usage. For example, you can configure
AutoScaling to launch an additional VM whenever CPU usage exceeds 80 percent for 15
minutes, or to remove a VM whenever CPU usage is less than 20 percent for 30 minutes.

CloudStack uses the NetScaler load balancer to monitor all aspects of a system's health and work
in unison with CloudStack to initiate scale-up or scale-down actions.

®::

AutoScale is supported on NetScaler Release 10 Build 73.e and beyond.

EaElR
Before you configure an AutoScale rule, consider the following:
« Ensure that the necessary template is prepared before configuring AutoScale. When a VM

is deployed by using a template and when it comes up, the application should be up and
running.
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®:

If the application is not running, the NetScaler device considers the VM as ineffective and
continues provisioning the VMs unconditionally until the resource limit is exhausted.

* Deploy the templates you prepared. Ensure that the applications come up on the first boot
and is ready to take the traffic. Observe the time requires to deploy the template. Consider this
time when you specify the quiet time while configuring AutoScale.

* The AutoScale feature supports the SNMP counters that can be used to define conditions
for taking scale up or scale down actions. To monitor the SNMP-based counter, ensure that
the SNMP agent is installed in the template used for creating the AutoScale VMs, and the
SNMP operations work with the configured SNMP community and port by using standard
SNMP managers. For example, see #Configuring SNMP Community String on a RHEL Serveri to
configure SNMP on a RHEL machine.

* Ensure that the endpointe.url parameter present in the Global Settings is set to the
Management Server APl URL. For example, http://10.102.102.22:8080/client/api. In a multi-
node Management Server deployment, use the virtual IP address configured in the load
balancer for the management server’s cluster. Additionally, ensure that the NetScaler device
has access to this IP address to provide AutoScale support.

If you update the endpointe.url, disable the AutoScale functionality of the load balancer
rules in the system, then enable them back to reflect the changes. For more information see
Updating an AutoScale Configuration

+ Ifthe APl Key and Secret Key are regenerated for an AutoScale user, ensure that the AutoScale
functionality of the load balancers that the user participates in are disabled and then enabled
to reflect the configuration changes in the NetScaler.

* In an advanced Zone, ensure that at least one VM should be present before configuring a load
balancer rule with AutoScale. Having one VM in the network ensures that the network is in
implemented state for configuring AutoScale.

Configuration
UTDEREZRELFT,
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AutoScale Configuration Wizard

Template: | RHELG2

Compute offering: | Small Instance

* Min Instances: |1

Scale Up Palicy

* Duration(in sec): 60

Counter

Linux User CPU - percentage

Response Time - microseconds

Scale Down Policy

[=]

Operator

greater-than

greater-than

* Duration(in sec): 60

Counter

« Template: A template consists of a base OS image and application. A template is used to
provision the new instance of an application on a scaleup action. When a VM is deployed

Operator

\ m;
* Max Instances: |4
Threshold Add
1000 2
Threshold Add
1 1

Cancel Apply

Fs

m

from a template, the VM can start taking the traffic from the load balancer without any admin

intervention. For example, if the VM is deployed for a Web service, it should have the Web

server running, the database connected, and so on.

» Compute offering: A predefined set of virtual hardware attributes, including CPU speed,
number of CPUs, and RAM size, that the user can select when creating a new virtual machine
instance. Choose one of the compute offerings to be used while provisioning a VM instance as

part of scaleup action.

« Min Instance: The minimum number of active VM instances that is assigned to a load balancing
rule. The active VM instances are the application instances that are up and serving the traffic,
and are being load balanced. This parameter ensures that a load balancing rule has at least the
configured number of active VM instances are available to serve the traffic.
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If an application, such as SAP, running on a VM instance is down for some reason, the
VM is then not counted as part of Min Instance parameter, and the AutoScale feature
initiates a scaleup action if the number of active VM instances is below the configured
value. Similarly, when an application instance comes up from its earlier down state, this
application instance is counted as part of the active instance count and the AutoScale
process initiates a scaledown action when the active instance count breaches the Max
instance value.

* Max Instance: Maximum number of active VM instances that should be assigned to a load
balancing rule. This parameter defines the upper limit of active VM instances that can be
assigned to a load balancing rule.

Specifying a large value for the maximum instance parameter might result in provisioning large
number of VM instances, which in turn leads to a single load balancing rule exhausting the VM
instances limit specified at the account or domain level.

If an application, such as SAP, running on a VM instance is down for some reason, the VM
is not counted as part of Max Instance parameter. So there may be scenarios where the
number of VMs provisioned for a scaleup action might be more than the configured Max
Instance value. Once the application instances in the VMs are up from an earlier down
state, the AutoScale feature starts aligning to the configured Max Instance value.

Specify the following scale-up and scale-down policies:

» Duration: The duration, in seconds, for which the conditions you specify must be true to trigger
a scaleup action. The conditions defined should hold true for the entire duration you specify
for an AutoScale action to be invoked.

» Counter: The performance counters expose the state of the monitored instances. By default,
CloudStack offers four performance counters: Three SNMP counters and one NetScaler
counter. The SNMP counters are Linux User CPU, Linux System CPU, and Linux CPU Idle. The
NetScaler counter is ResponseTime. The root administrator can add additional counters into
CloudStack by using the CloudStack API.

» Operator: The following five relational operators are supported in AutoScale feature: Greater
than, Less than, Less than or equal to, Greater than or equal to, and Equal to.

* Threshold: Threshold value to be used for the counter. Once the counter defined above
breaches the threshold value, the AutoScale feature initiates a scaleup or scaledown action.

« Add: Click Add to add the condition.
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Additionally, if you want to configure the advanced settings, click Show advanced settings, and
specify the following:

 Polling interval: Frequency in which the conditions, combination of counter, operator and
threshold, are to be evaluated before taking a scale up or down action. The default polling
interval is 30 seconds.

* Quiet Time: This is the cool down period after an AutoScale action is initiated. The time
includes the time taken to complete provisioning a VM instance from its template and the time
taken by an application to be ready to serve traffic. This quiet time allows the fleet to come up
to a stable state before any action can take place. The default is 300 seconds.

« Destroy VM Grace Period: The duration in seconds, after a scaledown action is initiated, to
wait before the VM is destroyed as part of scaledown action. This is to ensure graceful close of
any pending sessions or transactions being served by the VM marked for destroy. The default is
120 seconds.

« Security Groups: Security groups provide a way to isolate traffic to the VM instances. A security
group is a group of VMs that filter their incoming and outgoing traffic according to a set of
rules, called ingress and egress rules. These rules filter network traffic according to the IP
address that is attempting to communicate with the VM.

» Disk Offerings: A predefined set of disk size for primary data storage.

* SNMP Community: The SNMP community string to be used by the NetScaler device to query
the configured counter value from the provisioned VM instances. Default is public.

* SNMP Port: The port number on which the SNMP agent that run on the provisioned VMs is
listening. Default portis 161.

» User: This is the user that the NetScaler device use to invoke scaleup and scaledown API calls
to the cloud. If no option is specified, the user who configures AutoScaling is applied. Specify
another user name to override.

» Apply: Click Apply to create the AutoScale configuration.

Disabling and Enabling an AutoScale Configuration

If you want to perform any maintenance operation on the AutoScale VM instances, disable the
AutoScale configuration. When the AutoScale configuration is disabled, no scaleup or scaledown
action is performed. You can use this downtime for the maintenance activities. To disable the

AutoScale configuration, click the Disable AutoScale E button.

The button toggles between enable and disable, depending on whether AutoScale is currently
enabled or not. After the maintenance operations are done, you can enable the AutoScale
configuration back. To enable, open the AutoScale configuration page again, then click the

4

Enable AutoScale == button.

Updating an AutoScale Configuration

You can update the various parameters and add or delete the conditions in a scaleup or
scaledown rule. Before you update an AutoScale configuration, ensure that you disable the
AutoScale load balancer rule by clicking the Disable AutoScale button.

After you modify the required AutoScale parameters, click Apply. To apply the new AutoScale
policies, open the AutoScale configuration page again, then click the Enable AutoScale button.
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Runtime Considerations

* An administrator should not assign a VM to a load balancing rule which is configured for
AutoScale.

+ Before a VM provisioning is completed if NetScaler is shutdown or restarted, the provisioned
VM cannot be a part of the load balancing rule though the intent was to assign it to a load
balancing rule. To workaround, rename the AutoScale provisioned VMs based on the rule
name or ID so at any point of time the VMs can be reconciled to its load balancing rule.

* Making API calls outside the context of AutoScale, such as destroyVM, on an autoscaled VM
leaves the load balancing configuration in an inconsistent state. Though VM is destroyed from
the load balancer rule, NetScaler continues to show the VM as a service assigned to a rule.

15.9. BRE2EDIL—IL

CloudStack 2—H'—E LIXEBIEZ 1Z/XT v IPHS1 2 LLUTERDREBTIVADZENST4vID
DEDE-HOEFDEIL—ILEERTINELNFEA. I —F— B EDTIL T XLICEDEIL—ILEE
KUREYS YOy ML TEIY Y TET,

.

HL. BEOBUL—ILEVER T BEE NetScaler DEIBRHAET NI RESALRYNTI—IH—E RS
IV T EFBLTWGE., £BICRYNTI—I Y —E XA T71) 5 % CloudStack DIR#EJL—
Y—5FAITZLOEELAMASIGE. BiGL THEEEZFIBT27DICIEETOAR I HBUL—ILIHL
T7AT A==V EEBMLATNIERYEEA,

15.9.1. A—R/N\SH—)L—ILDEMN
1. BEELLIEITYRI—4—& LT CloudStack Ul icOZ 1 LET,

2. EIOFES—>3vh i [Network] ZEIRLET,

3. FST71v0DBEAEELIZWLAEVWRYNDI =D DRI EIY v I LET,

4. [View IP Addresses] &#2v o LZET,

5. JL=ILEEKRLIWIP PRLR%ES) YL, [Configuration] # 7%y LET,
6. BEREOO—RNZUH—%0)vIL. [ViewAlll 20) v LET,

EARXY—VTIEIP PRLRAEZIRETICEATOBIL—ILEERTHZEETELT, CloudStack XA
OB —IL OERBHICRERRIIC IP ZZIY LT IL—ILERBFICEIY S TSNz IP PRLRAAY R MR
R~INEY,

Ty hT—=9DAFT%REIR L. [Add Load Balancer] 7%y LEY #F#llld 7 2ZRLTLEIW,
7. ROBEBZANLITT,

+ Name: BEIBUIL—ILDZBITY,

* Public Port: BROBODIEODANNT 7190 &2 ETER—IESTY,
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» Private Port: (RE~YYV VYD NST4v %2 (ETER—INESTT,

+ Algorithm : CloudStack TRIFAL7ZWARIAET7 LT X L%ZZEIRLE Y, CloudStack Tldtk~
BRT7IVT) X LEGR—ILTWET, INSOT7IILTYXAICEALTEHERERNY ZWGEIFIVI—
FYM ETEYZLLDOBERERNSTEET,

+ Stickiness : (#7>3Y) [Configure] #7)v oL, AT 1Y IR AR —5BIRLE T, EMIT
[Sticky Session Policies for Load Balancer Rules] A& 8B LT /230y,

+ AutoScale: [Configure] #%2")v% L #Configuring AutoScale# | > TH—M AT —IL DR E% 5T
TLEY,

8. [Add VMs] &0 v LB ANNSZ T4 DEREDET22DLULDREYI V%EFEIRL. [Apply] &
Y9I LEY,

FLOWEROEIL—ILA) ZARRTIINIP PRLRICHT2BHESEBIL—ILAB|EHESBMTEIEN
TEEY,

15.9.2. Sticky Session Policies for Load Balancer Rules

Sticky sessions are used in Web-based applications to ensure continued availability of
information across the multiple requests in a user's session. For example, if a shopper is filling a
cart, you need to remember what has been purchased so far. The concept of "stickiness" is also
referred to as persistence or maintaining state.

Any load balancer rule defined in CloudStack can have a stickiness policy. The policy consists
of a name, stickiness method, and parameters. The parameters are name-value pairs or flags,
which are defined by the load balancer vendor. The stickiness method could be load balancer-
generated cookie, application-generated cookie, or source-based. In the source-based method,
the source IP address is used to identify the user and locate the user’s stored data. In the other
methods, cookies are used. The cookie generated by the load balancer or application is included
in request and response URLs to create persistence. The cookie name can be specified by the
administrator or automatically generated. A variety of options are provided to control the exact
behavior of cookies, such as how they are generated and whether they are cached.

For the most up to date list of available stickiness methods, see the CloudStack Ul or call
listNetworks and check the SupportedStickinessMethods capability.

15.10. Guest IP Ranges

The IP ranges for guest network traffic are set on a per-account basis by the user. This allows
the users to configure their network in a fashion that will enable VPN linking between their guest
network and their clients.

15.11. LW IP 7RLADEF
1. BEEELIFTYRI—H—ELT CloudStack Ul LYV LET,

2. EfloFES—avh s [Network] BBIRLET,

3. BELEVWRYNI—VDERIEI)YILET,

4. [View IP Addresses] =7y LZEY,

5. [Acquire New IP] 20w o L. HEEBF A7 0OJ T [Yes]) #7)vILZET,
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—HZE9IC IP PRLRIZBRRD)Y—RATHB1-DEREROONETT, LIESLTEERT—IAN
[Allocated ] ERYFTLW IP PRLUADRRIINE T, INTH LW IP PRLREZR—NIAT—FT 1
WYRYT4vY9 NAT IL—ILICRIFATEET,

15.12. IP 7RL ADRK

When the last rule for an IP address is removed, you can release that IP address. The IP address
still belongs to the VPC; however, it can be picked up for any guest network again.

1. BEEFAIF2—H—&LT CloudStack A—H#'—(>V¥—TJx(RICOT AV LET,
2. ElOFES—Tavh s [Network] ZBIRLET,

3. BELEWRYRND—VDEFEI)YILET,

4. [View IP Addresses] #2)v 7 LZET,

5. BAMLA=WIP PRLRESZYYILET,

6. 2
Click the Release IP button. - ==

15.13. #89 NAT

A static NAT rule maps a public IP address to the private IP address of a VM in order to allow
Internet traffic into the VM. The public IP address always remains the same, which is why it is
called “static” NAT. This section tells how to enable or disable static NAT for a particular IP
address.

15.13.1. 29574y NAT ODEL. E1L
EL.TTICR— NI T—FT AT DIL—ILA IP PRLRICKMEINTWBEA. IP IS LTRYT1vo NAT
EEWMETRIENTEE A,

R DNDODDRYNT—VICFRBLTWBIGE . R T 1Y NAT DIL—ILIE T 74Ky ND—2
TLOEBELEHEA.

1. BEEEBHLIITVN2—4#—&LT CloudStack Ul ICOZ 1V LET,
2. EfOFES—>3vh b [Network] ZBIRLET,

3. BELEWRYNT—VDEFEV)YILET,

4. [View IP Addresses] #2) v LET,

5. BBELEWIPPRLREIYYILET,

™
Click the Static NAT % | button.

The button toggles between Enable and Disable, depending on whether static NAT is
currently enabled for the IP address.

7. Ifyou are enabling static NAT, a dialog appears where you can choose the destination VM
and click Apply.
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15.14. IP Forwarding and Firewalling

By default, all incoming traffic to the public IP address is rejected. All outgoing traffic from the
guests is also blocked by default.

To allow outgoing traffic, follow the procedure in #Creating Egress Firewall Rules in an Advanced
Zonett.

To allow incoming traffic, users may set up firewall rules and/or port forwarding rules. For
example, you can use a firewall rule to open a range of ports on the public IP address, such as 33
through 44. Then use port forwarding rules to direct traffic from individual ports within that range
to specific ports on user VMs. For example, one port forwarding rule could route incoming traffic
on the public IP's port 33 to port 100 on one user VM's private IP. For more information, see ####
B and #HHHEHE.

15.14.7. Creating Egress Firewall Rules in an Advanced Zone

.

The egress firewall rules are supported only on virtual routers.

The egress traffic originates from a private network to a public network, such as the Internet. By
default, the egress traffic is blocked, so no outgoing traffic is allowed from a guest network to

the Internet. However, you can control the egress traffic in an Advanced zone by creating egress
firewall rules. When an egress firewall rule is applied, the traffic specific to the rule is allowed and
the remaining traffic is blocked. When all the firewall rules are removed the default policy, Block,
is applied.

Consider the following scenarios to apply egress firewall rules:

+ Allow the egress traffic from specified source CIDR. The Source CIDR is part of guest network
CIDR.

+ Allow the egress traffic with destination protocol TCP,UDP,ICMP, or ALL.

« Allow the egress traffic with destination protocol and port range. The port range is specified for
TCP, UDP or for ICMP type and code.

To configure an egress firewall rule:

1. BEEFAIFI—Y—&LT CloudStack A—H—(v4H—Jx(RICATFV LET,
2. EROFESF—T 35 [Network] ZRIRLET,

3. In Select view, choose Guest networks, then click the Guest network you want.

4. To add an egress rule, click the Egress rules tab and fill out the following fields to specify
what type of traffic is allowed to be sent out of VM instances in this guest network:
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Details Egress rules

CIDR Protocol Start Port End Port Add
TCF [=] “
uoP
ICMP

10.1.1.0/24 All 22 22 ®

+ CIDR: (Add by CIDR only) To send traffic only to the IP addresses within a particular
address block, enter a CIDR or a comma-separated list of CIDRs. The CIDR is the base
IP address of the destination. For example, 192.168.0.0/22. To allow all CIDRs, set to
0.0.0.0/0.

* Protocol: The networking protocol that VMs uses to send outgoing traffic. The TCP and
UDP protocols are typically used for data exchange and end-user communications. The
ICMP protocol is typically used to send error messages or network monitoring data.

 Start Port, End Port: (TCP, UDP only) A range of listening ports that are the destination for
the outgoing traffic. If you are opening a single port, use the same number in both fields.

* ICMP Type, ICMP Code: (ICMP only) The type of message and error code that are sent.
5. [Add]&=0)vyoLET,

15.14.2. 7747 2x—ILIL—I)b

FIFILRNTIENT YT IP IR TEETDAADRNT T4y T7AT A= THIRINE T AEHSD
STV I EHFRITBICIIBEEDT7AT A= IL—ILICEY T7AT 94— ILDR— NN T BT EHNTEE
T AT avELTERT IPA274L59) 009578 CIDR 2185 EHTIET , CNIEEFED
IP7RLADNSDAANVITANDHAHFATTBIGEICER T,

ISRTAYIIRIP PRLAICKH L TR — MRS 27DIC 7747 04— ILIL—ILEFBE TR &I TEEE
Ao ISRATAYY IP HFRLTWBERIIALHISDTIERFRDUICEF YT IL—FICEYEIELE
T o SIS pa s A5 BLTEIL,

IR — >V TIIMRBIL — 49— AWTH DR I77147 04— IV — L EERR CTEE T, 5¥#l I #Creating
Egress Firewall Rules in an Advanced Zone# &R LTI,

T7AT 74— DIL—IJVIZEIEH—/N— Ul @ [Firewall] Y T DSERTBZENTEEFT, DI T T
CloudStack B’ Y AM—=ILEINFBERTIXT 74ILNTRRIINFEH AL [Firewall] ¥ 75 RRT3ICIE
CloudStack BEEN T O—/NILERE/NT X—4—Tlfirewall.rule.ui.enabled ] % "true" ICERETZNE
PrHUET,

TFAT A=V IL—IV DR S %

1. EEEELUITVRI—H—ELT CloudStack Ul ICAZ 1> LET,
2. EfloreEs—ravhs [Network] ZBIRLET,

3. BELEWRYRNT—VDEFIZEI)YILET,

4. [View IP Addresses] #2)v2 7 LZEY,

5 ZELEWIP PRLREIYYILET,

6. [Configuration] #7% 7Y LRDEZANLET,
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« Source CIDR: (A7 av) BEDTRLRATOVIIZEEFNS IP PRLZADH%FFT Y 5ICIE CIDR
HAYITEEISNT CIDR DYRMEAALET, HlELT 192.168.0.0/22 IREDNHEIFLNET,
F ZEHEICTBHELTOD CIDR ZEFAILE T,

+ Protocol : R IN/zR—,CRIBEINZ@EESONIIILTT,

+ Start Port & End Port: 7747 04— THRBLIZWR—MES T  B—DR—MERBLIEWS
S mMADT14—ILRICA—DHBESEANLTLIEEIL,

+ ICMP Type & ICMP Code : 7ARNIILIC ICMP 23R ELKIFGEDAFIBINZESICMP Z7Ok3
JVICBWTIER ICMP AYd —ITIBHAFNZY4TEIA—REA DL TLEIW AEANTEIRE
DEFHMICRELTIX TICMP REa Xy b A#BBLTLEIL,

7. [Add]Z22Y)vILET,

15.14.3. ;IR—MN#RE

R—MNEREY—ERE R —42EHETIR—MNEERUNDOEYNTT  R— XY —ERIE 1 BFLiE
BEOTAMRET U VIGERAINE T, CNICEY S AMREY O VI R—MNEEY—EATERT SR
VIO TBEINSZERYNI— VTV RENMISINE T, 4T3V T . CIDR 2I8ELTEET
IP7RLRETAINI—FBHIEET XXT N TFED IP PRLADLDZEERDEEDH%FFAI TS
BEIRIBET,

EEOHDR—MEEY—E 2% FAMREYIVIGERATEE T, R—MNEY—ERIEHZTEXETH
AVN—EEHEDIDEDOTIEHYEE A,

IS5RT4v7 IP ICRH LU TIR— MR T 27-DICR—MNEEAFIATEZIENTEFEA.ITRAT1YY IP
HES>TWBIBEIIRDLUICEF )TN —T2F>THAEISOT7 /A% O—)LLE T, 55l
(LX) T4 IN—T1BRBLTLEIN,

R—MREZRETSHICIE
1. BEEL LI VN4 —&LT CloudStack Ul IcAV 4> LET,

2. HL.5T LAWESEIE CloudStack T/XT vy IP PRLZDEEEY —VISBIMLE T 5 MllIE1 2
M= HARDTY =2 ERYRDBMI ZSRR LTI,

3. 1 BFELIFERDOT ANMRIEYL V% CloudStack ICBIILTLEI W,
4. E@DOFES -3V /N—T[Network] 22y LET,
5. REVYIVERITLTWBT ANRYNI—VDERIEIYvILET,

6. BIED IP PRLRAEZIRTZHDF LW IP P RLREEB L X T (#HHH# IP #HH#H 5 R), —BRO
IP7RLRZEIYyILET,

7. [Configuration]97 %21y L&,

8. Y417 ZLD[Port Forwarding]/—R®D[View AlllZ21)y I LET,

9. ROEBZAALEY,
* Public Port : /RTV)w I RS T4y NEEIND RIOFIRTIFLE IP PRLADR—KITT,
« Private Port : SR INT=/NNTV YIRS T4V I BAVRAI VAN v AV T BR—NTT,

+ Protocol: 2 DDR—rDETHFEAINDEEIOMILTT,
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10. [Add]Z2) v LET,

15.15. IP Load Balancing

The user may choose to associate the same public IP for multiple guests. CloudStack implements
a TCP-level load balancer with the following policies.

- ZyvRkOEY
¢ Least connection
* Source IP

This is similar to port forwarding but the destination may be multiple IP addresses.

15.16. DNS&EDHCP

The Virtual Router provides DNS and DHCP services to the guests. It proxies DNS requests to the
DNS server configured on the Availability Zone.

15.17. VPN

CloudStack 7HV Y hDRREHE L ARIEY I VICT V2R 5780 DVPN(Virtual Private Network: {48
TSAR—=RNRYNT—=D)EERTEE T VE—NT7IERA VPN Y —ERER BT ERYNT—0FT7 >
TOBTARNRYNT—I DAV RI Y REER T DE AT LRIEBI I VICEDVWTARBIL—4—ITEo
TH—EZMRHEINFET . ¥nCloudStack (Z. L2TP over IPsec R—RDYE—rF7I X VPN H—t
2EFAMRBERYNT—IIRELET . BERY RN T—IIRIBIL—¥nI—BH B =D, VPN Ry T—5
BTHAEINZEHEA.Windows, Mac OS X, LT i0OS DRAFT14T VPN VSAT7 VR EHLT. S A
FYRT—VIERTEE T 7HUVMNIEZ L VPN 2— =5 ER L TEERBTHIENTEET . DD
IC. CloudStack D7 AU Y M F—IR—ZATIEALBIOT—TILHMERINET VPN 2—Hf'—F—HR—
RAd. BEDTHIVIFBEEIEKTZTRTO VPN THEEINFET, TXTO VPN 2—HF—IZZFDT7H
DVRNREEMNMERTETRTD VPN IZTFIVEATEEY,

®::

NST74v DT RTH VPN AREBT DD AW EITSERELTLEIW, DFY, VPN ICL->THEE
INBIL—NMITRARRYRT—IBFRBICTBZHELNHY, TR TDIS T4y VI ERTEDDIFTlIEHY
FtA.

s ENANA—Y—/YE— TPV ER: - =X BEFLEEBERANSIZTVRRD T4 R—K Ry b
T—J ILREIERIDIEELEATVWET  BRE ERIEZ77147 8D IP PRLRIEEITHY, VPN
Y—N—TEFIBRTIIEIETEERA,

 Site to Site. In this scenario, two private subnets are connected over the public Internet with
a secure VPN tunnel. The cloud user’s subnet (for example, an office network) is connected
through a gateway to the network in the cloud. The address of the user’s gateway must be
preconfigured on the VPN server in the cloud. Note that although L2TP-over-IPsec can be used
to set up Site-to-Site VPNs, this is not the primary intent of this feature. For more information,
see #Setting Up a Site-to-Site VPN Connection#
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15.17.1. VPN D#EK
59 R®D VPN 2ty N7y 3IC1E

1. BEEHLIEITVRA—H—&LT CloudStack Ul lIcAZ 1 LEY,
2. EROFES—2 32 /3—T [Global Settings] #2vJ7LEY,
3. ROTO— NIV /ATA—Y—5ZELET,

» remote.access.vpn.client.ip.range — The range of IP addresses to be allocated to remote
access VPN clients. The first IP in the range is used by the VPN server.

- remote.access.vpn.psk.length - IPSec ¥—DKRXTY,

* remote.access.vpn.user.limit - 7HOV R HZYD VPN 2—HF—DH AT,
REDRYRT—ID VPN ZBMITTBICIE
1. 2—Y—FAIFBFEEELT CloudStack I—H'—(V¥—TJx(RICOTV AV LET,
2. EfloFEs—> 3> /8—T[Network]Z2)woI LE T,
3. BETEIRYNTI—VDERIEDYVILET,
4. [View IP Addresses] #2)voLZET,

5. "RAINBIPFPRLAD 1 2%0)vILET,

[Enable VPN]7ZA/av&9)vy I LET, @ )

Ry T 7y T4 RIIC IPsec F—HREFIINET,

15.17.2. Windows T® VPN O{E R A&

VPN Z{#EH35FEIL. Windows D/N—avilL>TERYFT, —fi%Ic. 2—H—I3 VPN 7O/ 571 %
REL. T 74 ILEDIL—ID VPN TlIHRWT AR T DN ELIHYE T JRDOFIEIE Windows Vista L
D Windows L2TP 7547V haRICLTWE T, IZHD/N—U 32D Windows THIAY Y RIZEFFEDIE
ENSER

1. CloudStack A—H'—AY9—T7xARCOT AV LT T AV DZEETT NAT IP PRL %Dy LE
TL.[VPN] 71T IPsec FRIHAF—DNRFIINEY ., IhEXfEm NAT IP PRLRZR#HLET. 21—
Y=V F—TIA R A=Y —E/NRRAT—RERTINET, - —2BRT 20, 1—H—DHFEL
BWMGEIRRA—Y—E/NRT—RZEBMLET,

2. Windows AvEa1—4—Tav O—JL/SRILD[RYRNI—0EHB /Y- 5BEET, [EiEziT
RYNT—=ODEYRNTY 1T I LET,

3. RICELKAA7AT RV I AT, [WWR] &Iy I L THRILWEREER LE T,
4. RICEKIATATRY I AT A F—Fy  MEfR(VPN)ZERLE T 20 v I LET,

5. Inthe next dialog, enter the source NAT IP from step 1 and give the connection a name.
Check Don't connect now.

6. Inthe next dialog, enter the user name and password selected in step 1.

7. [Create] #01)vILEY,
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8. aAVMA—IL/XRIVIZEY. [RyhT7—V#ERK =7 )y LT LWERER TS LET EHRITELETIT74
T2 TWER A,

9. HLWEKREARZ)YIL. [TONRTAERIRLET . [FOANTY(T7OTRYIAT[RYNTI—919T %
2y LEY,

10. In Type of VPN, choose L2TP IPsec VPN, then click IPsec settings. Select Use preshared key.
Enter the preshared key from Step 1.

11. N T EBHRETIT47ICT2EB/ATEFZ L2, AV MO—ILRRIVLICRY., [Ry N T— 8] 2R W T
ER LTz a sy TIL D) v LET,

12. Enter the user name and password from Step 1.

15.17.3. Using VPN with Mac OS X

First, be sure you've configured the VPN settings in your CloudStack install. This section is only
concerned with connecting via Mac OS X to your VPN.

Note, these instructions were written on Mac OS X 10.7.5. They may differ slightly in older or
newer releases of Mac OS X.

1. Onyour Mac, open System Preferences and click Network.
2. Make sure Send all traffic over VPN connection is not checked.

3. Ifyour preferences are locked, you'll need to click the lock in the bottom left-hand corner to
make any changes and provide your administrator credentials.

4. You will need to create a new network entry. Click the plus icon on the bottom left-hand side
and you'll see a dialog that says "Select the interface and enter a name for the new service."
Select VPN from the Interface drop-down menu, and "L2TP over IPSec" for the VPN Type.
Enter whatever you like within the "Service Name" field.

5. You'll now have a new network interface with the name of whatever you put in the "Service
Name" field. For the purposes of this example, we'll assume you've named it "CloudStack."
Click on that interface and provide the IP address of the interface for your VPN under the
Server Address field, and the user name for your VPN under Account Name.

6. Click Authentication Settings, and add the user's password under User Authentication and
enter the pre-shared IPSec key in the Shared Secret field under Machine Authentication.
Click OK.

7. You may also want to click the "Show VPN status in menu bar" but that's entirely optional.

8. Now click "Connect" and you will be connected to the CloudStack VPN.

15.17.4. Setting Up a Site-to-Site VPN Connection

A Site-to-Site VPN connection helps you establish a secure connection from an enterprise
datacenter to the cloud infrastructure. This allows users to access the guest VMs by establishing
a VPN connection to the virtual router of the account from a device in the datacenter of the

enterprise. Having this facility eliminates the need to establish VPN connections to individual
VMs.

The supported endpoints on the remote datacenters are:

¢ Cisco ISR with I0S 12.4 or later
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* Juniper J-Series routers with JunOS 9.5 or later

.

In addition to the specific Cisco and Juniper devices listed above, the expectation is that any
Cisco or Juniper device running on the supported operating systems are able to establish
VPN connections.

To set up a Site-to-Site VPN connection, perform the following:

1. Create a Virtual Private Cloud (VPC).
See #VPC #ittt.
2. Create a VPN Customer Gateway.
3. Create a VPN gateway for the VPC that you created.

4. Create VPN connection from the VPC VPN gateway to the customer VPN gateway.

.

Appropriate events are generated on the CloudStack Ul when status of a Site-to-Site VPN
connection changes from connected to disconnected, or vice versa. Currently no events are
generated when establishing a VPN connection fails or pending.

15.17.4.1. Creating and Updating a VPN Customer Gateway

®::

A VPN customer gateway can be connected to only one VPN gateway at a time.

To add a VPN Customer Gateway:

1. BEEE LEIVRI—4—&LT CloudStack Ul lcAY 4V LE T,
2. EAIOFES—2avhs [Network] ZBIRLET,

3. Inthe Select view, select VPN Customer Gateway.

4. Click Add site-to-site VPN.
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& add VPN Customer Gateway

" Mame:

" Gateway:

* CIDR list:

“IPsec Preshared-
Key:

|[KE Encryption:

|KE Hash:

IKE DH:

ESP Encryption:

ESP Hash:

Perfect Forward
Secrecy.

IKE lifetime (second):

ESP Lifetime
(second):

Dead Peer Detection:

Jdes

Jdes

md&

T 1 I 1 1 e T R K

86400

3600

(]

Cancel

ROEHREEELET,

* Name: A unique name for the VPN customer gateway you create.

+ Gateway: The IP address for the remote gateway.

+ CIDR list: The guest CIDR list of the remote subnets. Enter a CIDR or a comma-separated
list of CIDRs. Ensure that a guest CIDR list is not overlapped with the VPC’s CIDR, or
another guest CIDR. The CIDR must be RFC1918-compliant.

* IPsec Preshared Key: Preshared keying is a method where the endpoints of the VPN share
a secret key. This key value is used to authenticate the customer gateway and the VPC VPN
gateway to each other.
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®::

The IKE peers (VPN end points) authenticate each other by computing and sending
a keyed hash of data that includes the Preshared key. If the receiving peer is able to
create the same hash independently by using its Preshared key, it knows that both
peers must share the same secret, thus authenticating the customer gateway.

 IKE Encryption: The Internet Key Exchange (IKE) policy for phase-1. The supported
encryption algorithms are AES128, AES192, AES256, and 3DES. Authentication is
accomplished through the Preshared Keys.

e

The phase-1 is the first phase in the IKE process. In this initial negotiation phase,

the two VPN endpoints agree on the methods to be used to provide security for the
underlying IP traffic. The phase-1 authenticates the two VPN gateways to each other,
by confirming that the remote gateway has a matching Preshared Key.

» IKE Hash: The IKE hash for phase-1. The supported hash algorithms are SHA1 and MD5.

» IKE DH: A public-key cryptography protocol which allows two parties to establish a shared
secret over an insecure communications channel. The 1536-bit Diffie-Hellman group is
used within IKE to establish session keys. The supported options are None, Group-5 (1536-
bit) and Group-2 (1024-bit).

» ESP Encryption: Encapsulating Security Payload (ESP) algorithm within phase-2. The
supported encryption algorithms are AES128, AES192, AES256, and 3DES.

®:

The phase-2 is the second phase in the IKE process. The purpose of IKE phase-2 is
to negotiate IPSec security associations (SA) to set up the IPSec tunnel. In phase-2,
new keying material is extracted from the Diffie-Hellman key exchange in phase-1, to
provide session keys to use in protecting the VPN data flow.

« ESP Hash: Encapsulating Security Payload (ESP) hash for phase-2. Supported hash
algorithms are SHA1 and MD5.

 Perfect Forward Secrecy: Perfect Forward Secrecy (or PFS) is the property that ensures
that a session key derived from a set of long-term public and private keys will not be
compromised. This property enforces a new Diffie-Hellman key exchange. It provides
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5.

the keying material that has greater key material life and thereby greater resistance to
cryptographic attacks. The available options are None, Group-5 (1536-bit) and Group-2
(1024-bit). The security of the key exchanges increase as the DH groups grow larger, as
does the time of the exchanges.

@

When PFS is turned on, for every negotiation of a new phase-2 SA the two gateways
must generate a new set of phase-1 keys. This adds an extra layer of protection that
PFS adds, which ensures if the phase-2 SA’s have expired, the keys used for new
phase-2 SA’s have not been generated from the current phase-1 keying material.

» IKE Lifetime (seconds): The phase-1 lifetime of the security association in seconds.
Default is 86400 seconds (1 day). Whenever the time expires, a new phase-1 exchange is
performed.

+ ESP Lifetime (seconds): The phase-2 lifetime of the security association in seconds. Default
is 3600 seconds (1 hour). Whenever the value is exceeded, a re-key is initiated to provide a
new IPsec encryption and authentication session keys.

+ Dead Peer Detection: A method to detect an unavailable Internet Key Exchange (IKE) peer.
Select this option if you want the virtual router to query the liveliness of its IKE peer at
regular intervals. It's recommended to have the same configuration of DPD on both side of
VPN connection.

roK1%2v L&Y,

Updating and Removing a VPN Customer Gateway

You can update a customer gateway either with no VPN connection, or related VPN connection
is in error state.

1.

2.

BEEE LEITVYRI—Y—ELT CloudStack Ul IcAZ 1V LET,
ERIOFES—>arh s [Network] 2 82IRLET,
In the Select view, select VPN Customer Gateway.

Select the VPN customer gateway you want to work with.

To modify the required parameters, click the Edit VPN Customer Gateway button ]El

To remove the VPN customer gateway, click the Delete VPN Customer Gateway button x |

TOK1ZV)vILET,

15.17.4.2. VPC T®D VPN 7 —ho A DYERK

1.

2.

FEEL LFTVYR2Z—H—&LT CloudStack Ul IcAZ 1> LET,
EROFES—2 3> h S [Network] ZBIRLET,
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BIRE1—H5 VPC ZBIRLET,

THIYMIHLTERINZ2TD VPC BR—JIT) ARKRTINET,
RE<YVERER L\ VPC @ [Configure] RV &I v LET,
VPC R—=ITRYAT TS L LEIC) ANINBERINZL2TOBIRRIINET,
BRETAAVED)ILET,

UFRDAToavhRRINET,

« IP7RLR

« F—hkozA

« B/ NE VPN

« FvhT—7 ACL

BB VPN £ &IRLET,

EEIC VPN =" I A ZER L TWBIGRIFRTZINT VPN S — I zA Do A ME VPN &R L F
ED

RFA4T7AT T [Yes] &aERLET,

LIESKIEDE VPN S — MDA DMERRINE T, 2D AERLIZVPN &= O/ DFEMIRTINZE
I RIC [Yes] &#0)vILET,

VPN ' — ko A — U TR T ORMBER AR RINET,
- IP7RLZ

- PHIVN

- KXY

15.17.4.3. VPC EfH=D/ERK

1.

2.

3.

EEELLIFTYR2—H—&LT CloudStack Ul (LAY A1V LET,
ZBIOFES—2arh s [Network] ZZIRLET,

FEIRE21—H5 VPC MBIRLET,

THAHIVMIHULEMRLIZETD VPC BR—VICRRINZET,
RIE~>VEEBRLIW VPC O [Configure] RYV &Iy LET,

VPC R—=ITRYAT I ZLLEIC) ANINBERINZL2TOBIRRIINET,
REFAAVEY)VILET,

UFOATavhRRINET,

« IP77RLR

s —kxA
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« YAKE VPN

« XYyh7—7% ACL

HA & VPN 2BIRLET,

HARE VPN ODR—IHRRINET,
ELIME21—DROYFF oS VPN EiEARIRLES,
[Create VPN Connection] #7v- 7 L%d,

VPN #Efi DY 1 7aI ARRINET,

E Create VPN Connection

JuniperJ2320-SC -

JunierJEEED—SC

WMBRANRIY—T— o1 %8R, [OK] =50y ILET,
LIES<T3E VPN #ERA/RTIINET,

“WPMN Customer
Gateway:

VPN #GICBL TU T ORRARTINET,
« IP7RLR

« F—hozxAq

< REE

IPSec DERILAE

IKE %81

ESP 28l

15.17.4.4. VPN #inD BiLE & HIFR

1.

2.

3.

FEREE LETVR1—H—& LT CloudStack Ul ICATAV LET,
EROFES—2 35 [Network] ZBIRLET,

BEIRE2—H5 VPC AEIRLET,

TAIYMIHLTERIN2TD VPC BR—IIZ)ARKRRINET,
RIEBY>VERERLZW VPC @ [Configure] RV ES) v LET,

VPC R—=ITRYAT I LLEIC) ANINBERINZ2TOBIRRIINET,
BREFTAAVEIYYILET,
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UTRDOAT avhRRINET,

IP7RLZR

ol Nk 2 §

Y1 hE VPN
« xvh7—7 ACL
6. HAME VPN ZERLET,
YA E VPN OR—IHDRRIINZET,
7. ELYMEa—DROYTH IS VPN s EIRLET,
ERL7=2T®D VPN s RTINET,
8. WHEAD VPN EfaRIRLET,
[FfHl] 4 T DRI INET,

VPN 5% &9 %I2Id [Delete VPN Connection] R9 V&2 voLET, x|

VPN s Biad5ICid [55#] 4712853 [Reset VPN Connection] RYV &5 w o LET, il

15.18. About Inter-VLAN Routing

Inter-VLAN Routing is the capability to route network traffic between VLANSs. This feature enables
you to build Virtual Private Clouds (VPC), an isolated segment of your cloud, that can hold multi-
tier applications. These tiers are deployed on different VLANs that can communicate with each
other. You provision VLANSs to the tiers your create, and VMs can be deployed on different tiers.
The VLANSs are connected to a virtual router, which facilitates communication between the VMs.
In effect, you can segment VMs by means of VLANs into different networks that can host multi-
tier applications, such as Web, Application, or Database. Such segmentation by means of VLANs
logically separate application VMs for higher security and lower broadcasts, while remaining
physically connected to the same device.

This feature is supported on XenServer and VMware hypervisors.
The major advantages are:
« The administrator can deploy a set of VLANs and allow users to deploy VMs on these VLANs. A

guest VLAN is randomly alloted to an account from a pre-specified set of guest VLANSs. All the
VMs of a certain tier of an account reside on the guest VLAN allotted to that account.

®:

A VLAN allocated for an account cannot be shared between multiple accounts.
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* The administrator can allow users create their own VPC and deploy the application. In this
scenario, the VMs that belong to the account are deployed on the VLANSs allotted to that
account.

* Both administrators and users can create multiple VPCs. The guest network NIC is plugged to
the VPC virtual router when the first VM is deployed in a tier.

* The administrator can create the following gateways to send to or receive traffic from the VMs:
* VPN Gateway: For more information, see #VPC ## /PN ####HH#HH##H.

+ Public Gateway: The public gateway for a VPC is added to the virtual router when the virtual
router is created for VPC. The public gateway is not exposed to the end users. You are not
allowed to list it, nor allowed to create any static routes.

+ Private Gateway: For more information, see #VPC #iHHHHHHH .

» Both administrators and users can create various possible destinations-gateway combinations.
However, only one gateway of each type can be used in a deployment.

For example:

* VLANs and Public Gateway: For example, an application is deployed in the cloud, and the
Web application VMs communicate with the Internet.

* VLANs, VPN Gateway, and Public Gateway: For example, an application is deployed in the
cloud; the Web application VMs communicate with the Internet; and the database VMs
communicate with the on-premise devices.

* The administrator can define Access Control List (ACL) on the virtual router to filter the traffic
among the VLANs or between the Internet and a VLAN. You can define ACL based on CIDR,
port range, protocol, type code (if ICMP protocol is selected) and Ingress/Egress type.

The following figure shows the possible deployment scenarios of a Inter-VLAN setup:

Multi-tier Application

Management

CSVR
ACLs

VLAN 1001 VLAN 1002 VLAN 1003

| | )

| |

| | '
Web App DB

CiTRIX

To set up a multi-tier Inter-VLAN deployment, see #VPC ##i#.
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15.19. VPC DK

15.19.1. VPC(Virtual Private Cloud) O#E

CloudStack IR TS 4X—r 25 RiE CloudStack DHERED —EBTT, VPC 1 — B9 Ry R —
IR BORERYNT—7 ROV EFS, A—Y— LT SAR—RT7RLRAEF DORETI VEZDR
MERYNT—) L CRETAIENTEETH: 10.0.0.0/16, IP DFRLRAEEICELREY VT IL—
TIZHL VPC Oy bh7—0%EGMEL. BEEZTHIENTEET,

Bl&E LT VPC BT FAR—MNa 7KL REFE T$H2 10.0.0.0/16 Z:F>TWLEBE T ARRYRNT—21F
10.0.1.0/24, 10.0.2.0/24, 10.0.3.0/24 EW> /=7 RLREFDIENTEXT,

VPC OFEEIVR—RUK,
VPC IZLLTRORYRNT—HZAVR—R VIO SERINET,

« VPC: VPC I {RIBIL—F—ANLBIETDIENTEL BHROMIIL ARy NT—o DIy TFHELTENME
L9,

« Network Tiers: EBIZZFNFNMIILI=RY M T7—2& LT VLAN [E#HRPCIDRIEHRA#FS. VLAN ICLD
TEITAVMEINE T, BEEBD NIC 15— 2/ ELTEIELE T,

« Virtual Router: {RZBIL—4—IZ B EIICHERIN VPC EREEHICEBILE T REIL—V—IZEBE
IRTY I — N ITADDSZETEIEEDINS T4 VPN F— A NAT AV RYV AL TWE
T, &BIZ NIC ¥ RIEIL—4—D IP EFEH#ELDNS %> DHCP EW o —ERERFLET,

+ Public Gateway: />4 —%wh& VPC EDBEKNTVY 75— 015N L TREBINET,VPC Tl
WNTV9 DT =R I E TV RA—HF—ICR LA AR CH B OB —T 1 TR TYV9 05— oA
TRYR—rIhTWEEA,

+ Private Gateway: 754 R—kRxyrhT—5& VPC EDBEIFE T —T1V T INF T, FEMRBRIE
H#VPC i 5B LTIV,

+ VPN Gateway: VPC IZfd 5313 VPN ##% T,

« Site-to-Site VPN Connection: VPC &7 —49 V4 —h—LALRy NT—0, A0 —2aVRIBE A3
$BHN\—RIT7R—ZD VPN E#H T, 5FMlAIERIL #Setting Up a Site-to-Site VPN Connection# %
ZRLTTFIW,

« Customer Gateway: VPN &G DFAEEIST — Mo ATY, 3EMARBHRIE #Creating and Updating a
VPN Customer Gateway# #ZRLTTFIW,

+ NAT Instance: 1V 9—XYMDSNRTN I =R Iz 45N LTOREYI VT IERADI2ODR—MT7R
L REGEARM T BRIV ATY, FMARISERIL #VPC #it# NAT st A#S5BLTT IV,

VPC DRYRNT—=IT7 —FTIF v
VPC TIRRDIRYNTI—IT7 —F TV F v DERNBRA T av A RBINET,

o« WNTYwPHT—RIZADHD VPC
o« RTNYY TSAR—NF— I 1%FFD VPC
o« RTYYY TSAR—N—R Iz EH A MNE VPN 772 X%#HD VPC

o TSAR—KNF—=RIZ/DHEYAME VPN 7OV R%HD VPC
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VPC O#EfmAT>ay
RDEIICVPC ITERTHIENTEET,

NTN)y I =Rz A BN LTA Y —Ry MDA SR,
VPN #—hox1 %N L1 ME VPN #FHiRZF B L TR OT—9 05— ok
NIy — 9214 E VPN ' — Iz ( BRI LTIV Y—Ry N SR OT =99 —WNA D SR

VPC Xy RNT—ODEES
VPC Z{ER T BRIIRDIEAEZERLTHEET,

.

VPC IZT 74V N TER SN RICEMEINE T,
VPC I3$LEEY — Y COMERK BT BET. FRFICERY —VICATBIE 3 ZEId T H A

F 74D VPC DIERRATREEIZ T Ho Y MEIC20ETY ., LA L. FA—/NILERED
max.account.vpcs ZZEBYHIETTHIY MBIC/ERAIBE: VPC DR K EFIHT I ENTEET,

T 748D VPC EDOEDERRATRERUL T AV MEIZ3{ETY . vpc.max.networks 4ZE§ 5 & Tix
K AT HIENTEET,

£ZBlE VPC LT—EX CIDRAREITRETT . X/=.ED CIDR IZ VPC @ CIDR RICINFE>TWVBR
xTY,

Bl3E—D VPC ICOHFIBLET,
VPC HDETDRYNI—VRBIEE—T AV MR ITONERETT,

FI74ILRTIE VPC BMERIN TR, 32555 NAT B IP BE|YH TS FT 3255t NAT B IP 1 VPC
HHIBRIN-BEOARMINET,

X7V IP IEABFICTI DEGFIETEIENTELTIP A EE T NAT B THDIHETRH NAT » R—
MERERICEIY Y TRIEETEEE A,

BEINREIIVNEITSAR—NIP DHFBETEZENTEET A VIY—RYMDBEEITIHE.
BRIl VPC TR UICHLTD NAT 2Bt T2HELHYET,

FLOWRYRNT—ODHD VPC ICRH L TGEMTEX T, VPC BORYRNT—VDRKEIE
vpc.max.networks (&> THIFRIN TEY, 774V MEIF3TT,

BRI —ERIEVPC HOE—DEBICH L TOA Y R—MINET,
BICIP PRLADEIYHTOSNIBEE

« IPIZVPC ADERDOEBCREFICFIRETAZEIITEFEAMELTABEBEBAFL/T vy IPAET]
DEOTWBIBE A IP AW =R—MEZEIL—ILIZA BICN LIER T2 &3 TEZITANARBRICIEE
MTEEE A

« IP & VPC HDMDS ARy hT—2IC6 LTOEMINATR B 988, R—MEEIL—ILICHATER
Ao

JE—RT72VEZ VPN & VPCTIRHR—PINTLEEA,

15.19.2. VPC MD:iENN

VPC 2k $2HE.V/—E VPC LTD IP PRLABMEICARYET DR VS ALARNERR AV
IW—F45% CIDR DT OV ELTHERETIMNENHYET,
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1. EEHEFAIFI—Y—&LT CloudStack A—H'—AY¥—T /A RICOT AV LET,
2. ZfloFES—avh s [Network] B BIRLET,

3. ERE1—H5 VPC ZERLET,

4. [Add VPC] %%)vo§%& VPC BIMR—YTIRUTOERIRRINET,

* AddVPC

" Mame:

* Description:

“Zone: | zonel |E|

" Super CIDR for
Guest Metworks:

DME domain for
Guest Metworks:

Cancel Ok

ROEHREEELT S,

+ Name: fER L7 VPC DEFRTT,

+ Description: VPC OEHIIERTY .

« Zone: VPC ZFIAATAEICLIZWY —V ABIRLE T,

+ Super CIDR for Guest Networks: VPC ICB 322 TDB(HTAMRYNTI—I)IxT % CIDR 2F
ZLFT, BEERLEZBIEENDA AN LAER—/{— CIDR DREPICFAB T DI EAHRALET &
7=.CIDR 2* RFC1918 &&= L TWB I AR LE T,

+ DNS domain for Guest Networks: £ Bl R XAV Z&EYHTHWEAICIE DNS Y74y A%
ELEFT,ZD/S5A—=4—(F VPC LOLTHOEBICHLERAIN, Zhid VPC EICERINL2TD
BB L DNS RAAMVICFIB I 2 E5BRLE T NTA—F—%IBELRVIGEIE DNS & IXEE
BIICERINET,

15.19.3. BD:&N

Bl VPC L CHIfEICK B CERRYNT—V 5 DB LT 74N TCHDBED T/ R EZIELET BIXE
o7 VLAN LICERINREBIL—I—ANTEIETHWMIBETRIENTELT Bl VPC Licfd
B LRMTIREED Ry ND—V#EkERHLET,

1. BEEELLIEITVFI—H#—&LT CloudStack Ul IOV 1V LET,
2. EfloFES—2a3vh s [Network] HBIRLET,
3. BRE2—D5 VPC ZEIRLET,
THIYMIH UL THERIN/Z2TD VPC HAR—Y LI ARMRRINET,
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®::

IVRAI—H—FENEND VPC 2R T2 ENTE ROOTEERF PR AV EEF IR %
FAIINTWELTOD VPC 2RI HIENTEET,

4, NPy TLIZWEBEEE VPC O [Configure] RYVEIvILET,
RDIDBOBIMTATOATHRRIINETS,

F Add new tier

*Mame: |NewTier

* Metwork Offering: | DefaultlsolatedMetworkOfferingFory |E|

* Gateway: (10.0.01

“Metmask [255.255.255.0

Cancel Ok

" |
BEICBAEREADIFE VPC DI ATATHNRRIINDZDTHLWEBEEBINT 578 [Create Tier] %
I)wILEY,

5. L FOEREIBELEY,
LTOEEIBEERYFET,
o Name: fERL=BICRT2H— DR T,

+ Network Offering: L FDFT 74V bDRYNT—=0FT7) T H) AR
R~INFTY,DefaultlsolatedNetworkOfferingForVpcNetworksNoLB,
DefaultlsolatedNetworkOfferingForVpcNetworks,

VPC Tl LB-enabled Xy NT7—0A 77UV T EIFNMERINET,

+ Gateway: fEFIN/BDT —~I (T, VPC ERRBFICHEE L7cR—/3— CIDR FITIXFEY. VPC
ADMDBEEB LAV EAHRLET,

+ Netmask: FEE SN /=BDRYRTRITY,

fflELT.EL VPC @D CIDR %#10.0.0.0/16&L7=35A. B® CIDR 1£10.0.1.0/24& 7Y  F'—hox
11£10.0.1.1 &RRYF T, FZDBEDRY MY RV1£255.255.255.0& 78V F T,

6. TOKIZ=ZYvILZEY,
7. BOT7IEAGE) AN ERET BB EIEEISHIRELMIITIES.
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15.19.4. Configuring Access Control List

Define Network Access Control List (ACL) on the VPC virtual router to control incoming (ingress)
and outgoing (egress) traffic between the VPC tiers, and the tiers and Internet. By default, all
incoming and outgoing traffic to the guest networks is blocked. To open the ports, you must
create a new network ACL. The network ACLs can be created for the tiers only if the NetworkACL
service is supported.

1. BEHEF/AIEF2I—Y—&LT CloudStack A—H'—AV¥—T7x/RICOTFVLET,
2. EfloFES—2a3vh s [Network] HBIRLET,
3. ERRE1—H5 VPC ZFERLET,

TAVYMIHLTERIN2TD VPC BIR—VIT) ZARKTIINET,
4. BETFAAVEY)VILET,

UTDAToavhRRINET,

« IP7RLR

« F—bozA

« ¥4/ hME VPN

« FvyhT—7 ACL
5. Select Network ACLs.

The Network ACLs page is displayed.
6. Click Add Network ACLs.

To add an ACL rule, fill in the following fields to specify what kind of network traffic is allowed
in this tier.

» CIDR: The CIDR acts as the Source CIDR for the Ingress rules, and Destination CIDR for the
Egress rules. To accept traffic only from or to the IP addresses within a particular address
block, enter a CIDR or a comma-separated list of CIDRs. The CIDR is the base IP address of
the incoming traffic. For example, 192.168.0.0/22. To allow all CIDRs, set to 0.0.0.0/0.

» Protocol: The networking protocol that sources use to send traffic to the tier. The TCP and
UDP protocols are typically used for data exchange and end-user communications. The
ICMP protocol is typically used to send error messages or network monitoring data.

« Start Port, End Port (TCP, UDP only): A range of listening ports that are the destination for
the incoming traffic. If you are opening a single port, use the same number in both fields.

 Select Tier: Select the tier for which you want to add this ACL rule.
* ICMP Type, ICMP Code (ICMP only): The type of message and error code that will be sent.
 Traffic Type: Select the traffic type you want to apply.

» Egress: To add an egress rule, select Egress from the Traffic type drop-down box and
click Add. This specifies what type of traffic is allowed to be sent out of VM instances in
this tier. If no egress rules are specified, all traffic from the tier is allowed out at the VPC
virtual router. Once egress rules are specified, only the traffic specified in egress rules
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and the responses to any traffic that has been allowed in through an ingress rule are
allowed out. No egress rule is required for the VMs in a tier to communicate with each
other.

* Ingress: To add an ingress rule, select Ingress from the Traffic type drop-down box and
click Add. This specifies what network traffic is allowed into the VM instances in this tier.
If no ingress rules are specified, then no traffic will be allowed in, except for responses to
any traffic that has been allowed out through an egress rule.

@

By default, all incoming and outgoing traffic to the guest networks is blocked. To open
the ports, create a new network ACL.

7. Click Add. The ACL rule is added.

To view the list of ACL rules you have added, click the desired tier from the Network ACLs
page, then select the Network ACL tab.

Network Details Network ACL IP Addrezses

CIDR Protocol Start Port End Port ICMFP Type ICMP Code Traffic type Add rule Actions
TcP [] ingress [~]  (EEND

0.0.0.0/0 TCP 1 65535 Ingress W X

0.0.0.0/0 TCP 1 65535 Egress Y X

0.0.0.0/0 ICMP -1 -1 Egress P X

0.0.0.0J0 ICMP -1 -1 Ingress P X

You can edit the tags assigned to the ACL rules and delete the ACL rules you have created.
Click the appropriate button in the Actions column.

15.19.5. VPC ADTSAR—NF—KIA DB

TIAR=NF = Iz I —NEBEDHEINTEIEDNTEE T, VPCDT A R— Ry "NT—7 (318
FYRT—=2D NIC E1HTDERDHY, F—F—9 09— ETH - Iz &FAWEELAW VLAN
¥ IP AFARINET,

1. BEELELUIIVRI—H—&LT CloudStack Ul IcAZ 1V LET,
2. Efloresr—avhi [Network] ZBIRLET,
3. BRE21—D5 VPC #FEIRLET,
TATYMIFLTERINZLTD VPC BR—=JIZ)AMRRINET,
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4. BREIBIL—IVEER LW VPC ORIV EI)vILET,

VPC R—UTRFAT IS L LI ANINBERIN AL TOBARTINET,
5. BREFAAVEIIVILET,

DUFDA T avhRRINET,

« IP7RLZ

« TSANR—NT—hDTA

« YA hE VPN

« XyhD—2 ACL
6. TIAR—IM—hITAEBIRLET,

=Rz DR—JICKRRTINET,

7. [Add new gateway]&2)vI L%,

F Add new gateway

Flease specify the information to add a new gateway to
this VPC.
Physical Network® | Physical Network 1 B
- WLANM:
" IP Address:
© Gateway:
" Metmask:
Cancel Ok

8. UTDEREZEELITT,
« WEBRYRNT—0 ¥V = VIR SN YRRy NT—ITT,
« IP7RLR:¥nVPC F—hozAICEIYHETON IP PRLRATY,
o F—RIzA:¥nbS 747D VPCITRL(ELLIE VPC Do) —FT 17 INBT — I TY,
o XRYMIRY:¥nVPC =Rz ICEIVHETOHNE IP IHLTDRYINYRITT,
* VLAN: ¥nVPC =k ICEIYH TSN/ VLAN TY,

FLWT—=ROAA) AN EICRRINETVPC ICH LT — NI A %BMNT 27O IS DFIEZRY
WY IEHTEEY,
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15.19.6. EADREYS VD RH

1.

2.

3.

BEEF/F1——&LT CloudStack L—H—A V9 —TJx(RICATF Y LET,
ERDOFES—2av b [Network] ZEIRLET,

BEIRE1—H5 VPC ZZIRLZET,

TAVYMIFLTERINZ2TD VPC BIR—=JIZYZARKRTINZET,
RV ERRLIW VPC @ [Configure] RV EI)vILET,

VPC DAR=IDNRFINEBFEHADETDEN) AMKRTINET,
RIBTVEEBMLIZWET [Add VM] RV %Yy I LET,

AV RI YV ADBIMR—IDNRIINET,

CDBETAVRY YV R%EBINT BITIER—JDI/RICHEWVET AV ZAY Y ZDEMICEALTEAV R
R—=ILHARDIAVZIV ZDEMIDEESBLTTFIW,

15.19.7. VPC IS LTDHFH LWL IP PRL ADEVF

IP

FRLRERBTEETANRYRT—I%RLETD IP PRLAD VPC ICEIY B TONET S ARV A

T—IAD IP PRLRIZ IP 2Ry NT—=2IIF L THIO TR—MRIE, BEDEL FRHINATIL—ILEVER L7
FRICEIY M TOENFET  F/4 P IXFERORY NI =21 LCEBFICIZEIY Y TR ENTEEE A,

1.

2.

EWEEF/IF1—H—& LT CloudStack 2—H'—A( V¥ —TJz( ROV F U LET,
ERIDFES —2 3 h 5 [Network] ZEIRLET,

BIRE21—15 [VPC] ZBIRLET,

TATYMIFLTERINZLTD VPC BR—=JIZ)AMKRRINET,

RV ERERLW VPC @ [Configure] RV &Iy I LET,

VPC R—=ITRYA1T7 IS LLEIC) ZANEINBER SN2 TOEIRRIINET,
BETAAVED)ILET,

UTFDATavhRRINZET,

« IP7RLR

s F—hoxA

« H4hE VPN

« *vh7—7 ACL

IP 7RLRZRRLEY,

IP 7RLRADR—IPRRIINET,

[Acquire New IP] 227 )v o L . BERY A7 OYJ T [Yes] #07)vILET,

—&E9IC IP PRLRIZBRY $HB Y —RATHE-OBRRAR—IUDRRINET, LIESE D ERED

[Allocated] ICZEILLEFT LW IP PRLADRIRINE T, CNTR—MNZEP AR D EL BHNATIL—IL
ICHL IP PRLRAZFIATZIENTEET,
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15.19.8. VPC ICEIY ¥ THN IP PRLADREK

IP 7RLRIZBESHIZVY—RATHY BEED IP 2N EFIBTEIENEWNEEIE VPC H5 IP 2L
FEARETFRLADT—ILIORITEIEATETTLIP PRLRICRH LETD XY N7 —I#BE(R— MRE,
BRSO BHUNATIL—IL)ZHIBRLTWBIHEICIZBLS IP PRLRAERKT2ZENTEEXT, I THK
IN7 IP PRLRIZA—®D VPC ICBLIEITET,

1. BEEFEFAIF2A—Y—&LT CloudStack I—H#'—(V¥—TJx(RICOT AV LET,
2. EloFES—23vn s [Network] HBIRLET,
3. EIREa—H5 VPC %EIRLET,
TAIYMIFHLTERINLTD VPC HR—IIZ) ARKIRIINET,
4. BEAML7\N IP 28D VPC @ [Configure] RYVEI v LETS,
VPC R—=ITRYAT I ZLEIC) ANINBERINZL2TOBNIRRIINET,
5. BREFAAVEVI)VILET,
UTFOATavhRRINET,
« IP77RLR
« F—bhozA
« B ~&E VPN
« xyhT7—% ACL
6. IP7RLRERIRLET,
P7RLADR—=IPNRRINET,
7. BRLAEWIPEI)YILET,

47T [Release IP] RYVE I Yw I LET, %)

15.19.9. VPC TO#B NAT OBEMIL. ML

419 NAT JL—ILid VPC RDIRET I VICEIY Y TONLETSAR—KNIP ISR LA VI —RYEDSD IS
TAvI%EET2D/IT) v IP EEAEMIFONET,ZDETIE VPC LOEE IP PRLRICHLTED LD
ICERB9 NAT OB b, BT 2D ERBELTWET,

EL.TTICR—RI2T—FTATDIL—ILD IP PRLRICKRMINTWBIEE. IP IS LTEM NAT 28
WMbETBIENTEEEA,

RE DN DOHBDRYNT—IICFRE L TWBIGE. 5280 NAT DIL—IUiE T I74IL Ry NT—OTLH
HEELEHE A

1. BEEZ/IF1—H—&LT CloudStack A—H—A V9 —JxARICOT AV LET,
2. ERIOFES—2 3> h 5 [Network] Z3ZBIRLET,
3. BIRE1—HS5 VPC HBIRLET,

TATVMIFMULTERINZETD VPC BIR—IVIZY AMKRRINET,
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4., RET>VERRLEWL VPC @ [Configure] RYV&EI)vILET,
VPC R—I TS AT IS L EIC) ANINBERINIZLTOBIRTIINET,
5. BRET7AAVEI)YILET,
UTFOATavhRRINET,
« IP7RLR
o« F—hozA
« YA K~&E VPN
« RXyh7—% ACL
6. IP7RLREZIRLET,
IP7RLZADR—=IDNRRINZET,
7. BELEWIPZIYvILET,
F¥#14 7T [Static NAT] R¥V & )v I LET, -"3_] RYVIEEM BAD N IVRIVITA>TEY,
RIAINBIKRREL IP 7RL R L TIRIERERM NAT BEMEINTWENEI ML >TEILET,
9. BMINAT ZBMETZEUTOIIRYIT7OTNRRINET,

Select VM for static NAT

Display name Internal name Zone name State Select

T1-WM1 24V zonel Running

Cancel Apply

10. BERREARBREIVAZERLT [Apply] RYVAEIBLTTIL,

15.19.10. VPC NDERFOEIL—ILDIEM

CloudStack DA—H'—»EEH(E/NNT)YT IP TREINLIN S T1v BRI —EINREFEINT
WBRYRNT—IBICFIBR T2 EHDRET I VICH L TERORT 7DD —ILEENRTHIENTEE
T A—H—ETILTY XLICE DW= EER L. ThE5DIL—IL% VPC ADRET I VICEIYYHTS
ZENTEFET,

1. BEEFAIFA—Y—ELT CloudStack A—H—( V¥ —Jx(RICOATFV LZET,
2. ZfloFES—3vh S [Network] ZBIRLET,
3. EIREa1—H5 VPC AEIRLET,
TAIYMIFLTERINZ2TD VPC BIR—IIZYZARKRTINZET,
4. BEIBIL—IEER LW VPC OBRARI V&I LET,
VPC R—=ITRAMTIZLEICIANSNBERIN L2 TOENRRINFT,
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5. BRET7AIVEY)vILET,

UTRDAT avhRRINET,

« IP7RLR

e Wk

« YA hE VPN

« RyhT—7 ACL
6. IP7RLRAEERLET,

IP 7RLRADR—IHBRRINET,
7. W—=ILEERLEWIP PRLR%EYY 2L, [Configuration] 7%y LET,
8. BHEDOO—RNZUH—%0YyIL, [ViewAll] 20y I LET,
9. L—ILEBERALEWEBERRLET.

®:

VPC ACIXE—DEBICH L TEROB Y —EADN Y R—I EINET,

10. U T DERLZEELET,
« Name : BRESEIL—ILDOEZRITY,
« Public Port: BRI AERICZEIND NSy 740 BR—b
« Private Port : {RIEXIVUDNST1v0%5ZETER—INESTY,

« Algorighm¥nCloudStack TRIALAZVWARIET7ILTYXLERIRLET LU TOTILT) X LD
HR—hINFET,

- ZUvROEY
« BEATORER
s EHT

+ Stickness. (7> av) Click Configure and choose the algorithm for the stickiness policy.
See Sticky Session Policies for Load Balancer Rules.¥n[Configure] #7Yvo L, AT74v I xR
HABADTILI)XLEERLET . BEOBILN—IVERATvF—ty aVyBFRIESRLTRFIW,

» Add VMs: Click Add VMs, then select two or more VMs that will divide the load of incoming
traffic, and click Apply.¥n[Add VMs] #0)v I LZEN T 710 EBRORLEZVW2DLL EDRIE
RIOVEEIRLET, TDE. [Applyl 20y ILET,

FLWEFEZBIL—ILAN ARRRIIN, ISICIP PRLRAICH L TOERZHBIL—ILEBINT2IENTE
£
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15.19.11. VPC NDR—NERIE)L—ILDIENN

1.
2.

3.

8.
9.

BEEF/F1——&LT CloudStack L—H—A V9 —TJx(RICATF Y LET,
ERDOFES—2av b [Network] ZEIRLET,

FEIRE2—H5 VPC AZIRLET,

TAVYMIFLTERINZ2TD VPC BIR—=JIZYZARKRTINZET,
RV ERRLIW VPC @ [Configure] RV EI)vILET,

VPC R—=ITRIMTISL LI ANINZERIN L2 TOBHIRRINET,
BREFAAVEIYYILET,

UTFOATavhRRINET,

« IP7KRLZR

s J—hoxA

« YA KE VPN

« Xvyh7—7% ACL

BFD IP 7RLRAZERTZHHLW IP PRLRAZESLET VAMRERIN IP PRLREZDY) YY)
LET,

IP 7RLADR—IBRRINET,
IW—ILBEERR L=\ IP PRL A% 91w L, [Configuration] ¥ 7 %0y LEY,
AT S5 LD[Port Forwarding]/—R®D[View All|#5Y v LET,

=L EERALEWEBABIRLET,

10. U FOEREEELET,

» Public Port: The port to which public traffic will be addressed on the IP address you
acquired in the previous step. ARIDOFIE TR/ LEED IP PRLAANDNNTYY IS T4 0 %%
EI2R—I EIBELET,

* Private Port: R VDR INI/NRNT YIRSV T4 0 %)Y RV T BR—MEIBELE T,
* Protocol: ZNhEThDR—rCHRIATZBETOMN L EIBELET,

. TCP

- UDP

+ Add VM: [Add VM] 0w I LET, ZDE. I —ILEFERALIWMRET I V%52 IRL [Apply] 27
Dy LEY,

RIS UAD ssh By aVEERTEIETIL—ILETANTZZENTEET,
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15.19.12. BDHIR

VPC BSEBABIRTAIENTE EIRINBIXEMELTEIENTEEHA BEHIRLIIHE. BICKRE
L)Y —ZADHEIBRINZET, 2 TDORYRNT—2IL—IL(R—MNEEP B R OB 509 NAT 28)& IP 7R
LRISHIBRINBICEIY S TONFFICARYET, ZOREIP PRLRIL VPC ICFRBLERITET .

1. BEEFAIF2A—H—&LT CloudStack A—H'—(V¥—TJx(RICOV AV LET,
2. EflOFES—23v s s [Network] & BIRLET,
3. ERREa1—H5 VPC EIRLET,
TATYMIFLTERINZLTD VPC BR—=Y EILYZARKRRINZET,
4., BAEERELKL VPC D [Configure] RY>%&9)vILET,
VPC DR EBEEARTINRELICVWEDERIRTIINTT,

5. [Remove VPC] R&¥ %)y LET,

1)

10.10.1.0/24

[ Add VM *®

BaHIBR DI LIESRFELET,

15.19.13. VPC Dim&k & BiELED. HIFR

®::

VPC HIFRRID £ TDE DHEER ‘

1. BEEFEFAIF2A—Y—&LT CloudStack I—H#'—( V¥ —TJx(RICOT AV LET,
2. EfloFES—23vh s [Network] B BIRLET,
3. BRE2—H5 VPC ZEIRLFT,
TATYMIHLTER SN 22 TD VPC B’R—II ARRRINET,
4. XHRD VPC AEIRLET,

MIFRY BIClE [Remove VPC] KOV ES Yo LEF, o
VPCOERIEHMIEHMARET DIENTE, FNICIT VPC ABIRL [Edit]) RYVAEIYYILET,

=4
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To restart a VPC, select the VPC, then click the Restart button. & i

15.20. Persistent Networks

The network that you can provision without having to deploy any VMs on it is called a persistent
network. A persistent network can be part of a VPC or a non-VPC environment.

When you create other types of network, a network is only a database entry until the first VM is
created on that network. When the first VM is created, a VLAN ID is assigned and the network

is provisioned. Also, when the last VM is destroyed, the VLAN ID is released and the network is

no longer available. With the addition of persistent network, you will have the ability to create a
network in CloudStack in which physical devices can be deployed without having to run any VMs.
Additionally, you can deploy physical devices on that network.

One of the advantages of having a persistent network is that you can create a VPC with a

tier consisting of only physical devices. For example, you might create a VPC for a three-

tier application, deploy VMs for Web and Application tier, and use physical machines for the
Database tier. Another use case is that if you are providing services by using physical hardware,
you can define the network as persistent and therefore even if all its VMs are destroyed the
services will not be discontinued.

15.20.7. Persistent Network Considerations
» Persistent network is designed for isolated networks.

» All default network offerings are non-persistent.

» A network offering cannot be editable because changing it affects the behavior of the existing
networks that were created using this network offering.

* When you create a guest network, the network offering that you select defines the network
persistence. This in turn depends on whether persistent network is enabled in the selected
network offering.

* An existing network can be made persistent by changing its network offering to an offering
that has the Persistent option enabled. While setting this property, even if the network has no
running VMs, the network is provisioned.

+ An existing network can be made non-persistent by changing its network offering to an offering
that has the Persistent option disabled. If the network has no running VMs, during the next
network garbage collection run the network is shut down.

* When the last VM on a network is destroyed, the network garbage collector checks if the
network offering associated with the network is persistent, and shuts down the network only if
it is non-persistent.

15.20.2. Creating a Persistent Guest Network

To create a persistent network, perform the following:
1. Create a network offering with the Persistent option enabled.

See HHHHHHHIHHHH T,

2. Select Network from the left navigation pane.
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3. Select the guest network that you want to offer this network service to.
4. Click the Edit button.

5. From the Network Offering drop-down, select the persistent network offering you have just
created.

6. [OK|Z2YUvILZET,
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CloudStack Tl&. W DD DEED Y AT LAMRIET VU AFALTISIRTYIRIEERITLET . ChHDY
2T AMMRETIVITEE BEOEES LUBRAD =—XITETWT, CloudStack IC& VS, /ERK. ©£E).
BLVEBELEINFT L. BEBEIINS TN a—T1V T 5MBICT S0, VAT LAREIY YV DEEE
ZOEREABFELTHDELGHYET,

®::

You can configure the system.vm.random.password parameter to create a

random system VM password to ensure higher security. If you reset the value for
system.vm.random.password to true and restart the Management Server, a random
password is generated and stored encrypted in the database. You can view the decrypted
password under the system.vm.password global parameter on the CloudStack Ul or by
calling the listConfigurations API.

16.1. Y RATFTALRETI VTV T L—hk
VAT LREIIUVIEE—DT VT L— ISR INET, VAT LAREY U VICIZOROBELHYET,

» Debian £¥25 1 APT YRV MNIHOSEELIERHFOEF1) T4y F&#ER L7 Debian
6.0(TSqueeze]) 2.6.32 H—RILERTLET,

o X)) T EEBEAREMENIKTBOIC RNMRD/NNVT—INA Y AN=LEINTVET,
+ Xen/VMWare LD/R74—Y Y A%A LT3 32 EYRRTT,

o FRTDNANR=NAY— ETREFER/INTA—T VY RA%ERIT TS, Xen PV KS4/3— KVM virtio K54
N— 8 LU VMware Tools %fE A7 pvops A—RILEFEELET,

« XenTools NEFEN. /N T+—T VYV RAEEETEET,

+ Debian YIRIMN)DSAFTEEH/N— 37D HAProxy. iptables, IPsec. Apache IC&Y, ZFal) 74
RELREDOM ELZRALET,

+ Sun/Oracle DFHF/N—23>D JRE ILLY, EFa) T4 {REEEEDME LZRIELET,

16.2. VMware D= DER D AT LMRIEY SV D R—k

CloudStack D&YV —IlIZB— DY AT MRETI VI EELET. COREYI VLT TV L—
rDAHO—KETYyTE—RISO DTy TA—RGEDT VT L—NMLEBY RO HNERITINET,VMware
EEATEYV—VTIEEBMDY AT LAMRET I VAR LT A FYTVavy e FSAR— T TFL—h
DIERKRED VMware FEDH RV EMIBTELXT, BRIHNIENMNT 5L, VMware B DI R D7=HIC
CloudStack BIEH—/N—(CLYBMDY AT AMRETY VIR INET, INOD VAT ARETI VI
EEINZITRTOOARY RN ER Y —N—(ILLYERB LI VEMTITIN BIIDOY R T LRETS VDS
HRBRDREIRARITINET,

16.3. a>vY—)L7O&>—

avy—)L70%>—idWeb UBBHBETIOYY— I E1—452KRT2O0-IIN a5V AT AREBY Y D—
BTd, a—Y—DTSIHF—DoNA/IR—NA(HF—DVNCR—MEBETHT ANV —ILICEHLET. B
BEETVRI—H—OWeb UIOTEANSAVY—ILERHEEETT,

163



FBI6E VAT ALRETI VDRI

Clicking a console icon brings up a new window. The AJAX code downloaded into that window
refers to the public IP address of a console proxy VM. There is exactly one public IP address
allocated per console proxy VM. The AJAX application connects to this IP. The console proxy
then proxies the connection to the VNC port for the requested VM on the Host hosting the guest.

®::

NAIR=INAHF—[ZVNCD DI SADR—PEEIYETET, TNICLY ERDVNCEY a3V %
EBFICITOZENTEEY,

TANDRIBIPICIZED IS 7400 RELFEADT. Y AMNATYNCEZEMICT IR EIIHYEE A,

VY=L TOF VMR TIT1 Tty a3y ORESBY —N\—ICEHMICLR—MLE
T 77 DOLR—MERIRED T CNIREBY —/\—D T A—/SLERED/ S5 A—5—0
consoleproxy.loadscan.intervaliC&WZE B RIBETT,

FZNMOIOAVY—ILTOF o —ADENY HTIEL, TR AMNVMD OV Y— )L 7OF > —A D]
By arvhHrh aEERBLET . ELHZGE. EEY—N"—EZ07OF > —VMOEHICEHLLT IR
MNMEZDOAVY—ILTOF—VMIZEIY Y TET, EITRWGE FHLLWEY 3V 2B TES v/
FADHZAVY—IL7AF VMDA SKEINRIENEONMERINET,

IVY—L7OF o —EEBEILLYBRETEET, LHL. ZNILLY, 2—F—DBEEDIVY—ILtY
TavIidHInET,

16.3.1. Using a SSL Certificate for the Console Proxy

The console viewing functionality uses a dynamic DNS service under the domain name
realhostip.com to assist in providing SSL security to console sessions. The console proxy

is assigned a public IP address. In order to avoid browser warnings for mismatched SSL
certificates, the URL for the new console window is set to the form of https://aaa-bbb-ccc-
ddd.realhostip.com. You will see this URL during console session creation. CloudStack includes
the realhostip.com SSL certificate in the console proxy VM. Of course, CloudStack cannot know
about the DNS A records for our customers' public IPs prior to shipping the software. CloudStack
therefore runs a dynamic DNS server that is authoritative for the realhostip.com domain. It maps
the aaa-bbb-ccc-ddd part of the DNS name to the IP address aaa.bbb.ccc.ddd on lookups. This
allows the browser to correctly connect to the console proxy's public IP, where it then expects
and receives a SSL certificate for realhostip.com, and SSL is set up without browser warnings.

16.3.2. AvY—=)L7OF 2D SSLEFAAEZEER XMV DE R

BEEZL BEODIVY—ILtEy 3> ® URL IC realhostip.com UAD KAV ERRITZIEETEE
T BB BRDINAMVEZIRLTH LW SSLEIAEEMBRETYTO—RT5&ICLY,. RTINS
RAXL U HHNAIRAATEE Y, CDRAAL VT, aaa-bbb-ccc-ddd.your.domain XD T7 KL ADI T %
aaa.bbb.ccc.ddd R (fz& 2L, 202.8.44.1)D IPv4 IP PRLRICERERTES DNS H—ERA&E1TT3
WMELHYET,

1. BMRERIBREEYNTYTTEM. /T YT IP PRLZADEER DD HZ T RTD
DNS & %BEF®D DNS H—/N\—[TEMLFE T, D& X, [aaa-bbb-ccc-ddd.company.com ->
aaa.bbb.ccc.ddd ] DX TEMLET,

2. TEBEE CSR(Certificate Signing Request:iEBAEE R EK)2EK LF T openss| ZFEHAL THEH
BENARBORTE LV CSR #EMT D& XL, CloudStack 2—H—A 29 —T A RUITBRYTIFDFB
W% PKCS#8 FERICEH L TEIL,

164



RAEI—%—

a. LWL 2048 EVDOMBREEKLET,

openssl genrsa -des3 -out yourprivate. key 2048

b. #LWEEBAZE®D CSR 24/ LF T,

openssl req -new —key yourprivate.key -out yourcertificate.csr

c. (EFETEDHABRKEID Web A MBI E, SSLEEEAEZE AL, CSR ZiXELE Y. TDE. B
SERREZZITEYETY,

d. MEBOFA%Z PKCS#8 BESIETHNICE#RLIT,

openssl pkcs8 -topk8 -in yourprivate.key —out yourprivate.pkcs8. encrypted. key

e. BES{bIN/z PKCS#8 &% CloudStack TEATE2 PKCS#8 RICE#LET,

openssl pkcs8 —in yourprivate. pkcs8. encrypted. key —out yourprivate. pkcs8. key

3. Inthe Update SSL Certificate screen of the CloudStack Ul, paste the following:
* The certificate you've just generated.

» The private key you've just generated.

o WEIAFTLWR XAV Z(Fz& 2 I1E company.com)

4. BEIRFLWRAL V& (FcE A K, company.com)

This stops all currently running console proxy VMs, then restarts them with the new
certificate and key. Users might notice a brief interruption in console availability.

The Management Server generates URLs of the form "aaa-bbb-ccc-ddd.company.com" after
this change is made. The new console requests will be served with the new DNS domain name,
certificate, and key.

16.4. RAEIL—5—

RIBIL—F—IEY 2T L VM D—DTHY, CloudStack TRLFIBINZH—ERTOANAY—DTT, TV
RA—H—I3REIL—F—ICEET I LR TEIEIFTET . ping T DIEPVK OO DERE(R—IT74+7—
TAVITRE)DIHDTEET, LHL, I—HF—IHRBIL—H—ICRHLTD SSH 7/ RIETEEHA,

There is no mechanism for the administrator to log in to the virtual router. Virtual routers can
be restarted by administrators, but this will interrupt public network access and other services
for end users. A basic test in debugging networking issues is to attempt to ping the virtual
router from a guest VM. Some of the characteristics of the virtual router are determined by its
associated system service offering..

16.4.1. {RIEEIL—9—DERK
ROIBE%RETHIENTEET,
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c IPLYY

o BR—FINBRYINT—OH—ER

« REIN—9—TREEINDZRYNT—IH—ERTHLTOT 7LD R ALV £
« #—hIIADIP PRLR

+ CloudStack B*ENLSHWDEEE T CloudStack R —49—DSERRREZRET 2. B LIRIE/IL—
H—HSRST1vIDEHAT—4%IRELIWGE. JO—/NILERED [routerstatsmterval] HERELT
FEIVWARBIL—Y—D o1y NT—IDFERKRAEINELBWEEIF 0 2 ELTEX

16.4.2. VAT LY —ERA 77V JICLBREBIN—9—DT7v T L —K
CloudStack MR —F—%ER T ZRIET I7AIVND Y R T LY —ERAT7 VT TERINZT 74
MEEZFMBALEY . 5EMIL #System Service Offerings# SR U TKEIVW B—F A Ry NT—V LD 2
TOREBIV—FI—IZRCIRT LY —ERAT7) T EFMALES . ARY LDV AT LY —ERFTT7) YT
HERLCGERTRZEICEY, RIEBIVL—9—DHEEET YT L —RTHIENTEET,

1. ARILDYRTLY—ERFT7) 07 %EHERLEF T 3 ML #Creating a New System Service
Offering# =& R L TLEEW, [System VM Type] A5 [Domain Router] #3ZIRLET,

2. Associate the system service offering with a network offering. See ##HH#HIHHHIFHHHIHHIHHS.

3. LW RTFLY—ERAT7Y VT E=FALEWMREBIL—Y—DEFEETEIRYNT—IIIF LRy NT—5
A7)0 EERBLET . HELHLLRYRN =2 LER LZWGEIEDEIMDS ARy NT—0 D38
MIDFIEESBELTLEIVWBEOREBIL—IY—DHY—ERFT77) VT BB LIIGE L #itH##
HHHH I DFIBASRLUTEIW

16.4.3. R —F—DRANTSIF4R

 FEE NIR=NRAYP OV — IS DIRIETVDBREIEETD iptables FRAIEHIBRLES 2D
FAEEADT—2IT7 59> RIE CloudStack 19— A ADSIRIEIL —9—DEIEEBEFATROTLEX
L

s SER: XYM EICRIBARERIIL——D 1 D ULHVRWGEIEdestroyRouter APl ZFI FH L7A&WTLK
L, I restartNetwork APl % cleanup=false /SSXA—4—&EEICRIATRERICBERNTTHN
BWHSTY, Ry hT—2 EICFIBARERIL—F—D 1 DU R VREETHIRR. BERERELWGE
I restartNetwork API (C cleanup=true /X5 XA—4—% 5L TR AL TZZIWL

16.5. EhVF VAN =Y

EfNAR AR _ET CloudStack @tjj/'ﬁ')ZI\l/—/ VM iZEHV YR —T BTV NLESIAHLET,

EAVIIVRAMN =Y VM DESI—DDBEHELTT Y FL— ML 7O 2L LD URL ASD I1SO A
A=Y DRBHEFETFONET,

THAVT) AN — VM iEkka2 AV T YRR —V DOEIEICT L TD NNV I TS5 R R BRML,
V=R LTOHFLWTF YT L—hDForO0—KeYV —VEOTFY T L—hOaE— Ny o 7y THD R
FvTavhETVWET,

MEICGCTEEREIIEAVIVAN - VM ICOT AV TBIEETEET,
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17.1. HA for Management Server

The CloudStack Management Server should be deployed in a multi-node configuration such that
it is not susceptible to individual server failures. The Management Server itself (as distinct from
the MySQL database) is stateless and may be placed behind a load balancer.

Normal operation of Hosts is not impacted by an outage of all Management Serves. All guest VMs
will continue to work.

When the Management Server is down, no new VMs can be created, and the end user and admin
Ul, API, dynamic load distribution, and HA will cease to work.

17.2. Management Server Load Balancing

CloudStack can use a load balancer to provide a virtual IP for multiple Management Servers. The
administrator is responsible for creating the load balancer rules for the Management Servers. The
application requires persistence or stickiness across multiple sessions. The following chart lists
the ports that should be load balanced and whether or not persistence is required.

Even if persistence is not required, enabling it is permitted.

Source Port Destination Port Protocol Persistence Required?
80 or 443 8080 (or 20400 with | HTTP (or AJP) Yes
AJP)
8250 8250 TCP Yes
8096 8096 HTTP No

In addition to above settings, the administrator is responsible for setting the 'host' global config
value from the management server IP to load balancer virtual IP address. If the 'host' value is not
set to the VIP for Port 8250 and one of your management servers crashes, the Ul is still available
but the system VMs will not be able to contact the management server.

17.3. AN ERRETS Y

A—H—(F REYIV TCETRAEEENIIEETEET, T 74N TIHREIL—Y—DRET I VEV T
LRETIVIZTAT, BEMICEST AN BRI VICERINET . AN TR RET VA
75v>2195%&, CloudStack 75y azmH L ACHBAATREY —VATREYY VABEEILEFT . B
RBHEAREY —vEFAEN>TEITAME BRICT 52 &13TEFH AL CloudStack (& REY >V DE
EENCOWTEERARY D —AHEATEY, AUREYI VD 2 DDAV RV ASEBICETINEE A
B —N—|CLY ALV RY—AHDRDRANTCREY VDORENFAITINET,

SR FAMEMBEIL, iISCSI F/zIZ NFS D TSATYRN — THRELEF T, O—HILANL—JTOESAT R
IEHR—FEIhTWEEA.

17.4. RAMDE A AN

A—H = REY IV THEATRAEERMICEE CEXTRBIN—5—DRETIVES AT LAREBYIY
BIANT, BBNCETRARI BN LTI VICERINEY . ST AN ENRRECI VA ISy oy
%&. CloudStack #'0 SvazigiL. ACAATEEY -V RTRIEY v 2BRE LY. 25 AT

167



F178 VAT LDEEMES AT AM

e —vEZEA>TETRALE BMICT A28 TEEXH ALCloudStack 75y k74— Ald, (RIS Y
OB DODVWTEREAR)—EHFHATSY, ALREYI VD 2 DDAV RYVAFEBICEITINEE
Ao BEEHY—N—|CLY . BALISRIY—AHADRDRANTR B v OEHIAHAITINET,

SR MEHEEEIL, iISCSI Z7z1Z NFS D TSAT YR —THRELZE T, O— NIV ANL—JTOE T B
Y R—rE W TUWEEA,

17.4.1. Dedicated HA Hosts

One or more hosts can be designated for use only by HA-enabled VMs that are restarting due to
a host failure. Setting up a pool of such dedicated HA hosts as the recovery destination for all
HA-enabled VMs is useful to:

» Make it easier to determine which VMs have been restarted as part of the CloudStack high-
availability function. If a VM is running on a dedicated HA host, then it must be an HA-enabled
VM whose original host failed. (With one exception: It is possible for an administrator to
manually migrate any VM to a dedicated HA host.).

« Keep HA-enabled VMs from restarting on hosts which may be reserved for other purposes.

The dedicated HA option is set through a special host tag when the host is created. To allow the
administrator to dedicate hosts to only HA-enabled VMs, set the global configuration variable
ha.tag to the desired tag (for example, "ha_host"), and restart the Management Server. Enter the
value in the Host Tags field when adding the host(s) that you want to dedicate to HA-enabled
VMs.

®::

If you set ha.tag, be sure to actually use that tag on at least one host in your cloud. If the tag
specified in ha.tag is not set for any host in the cloud, the HA-enabled VMs will fail to restart
after a crash.

17.5. 7SATVANL—VDEILEET—HIEL
TSARY AN —=IUDMEIETBE ZDRAMN =V FNA RITBMINTVWBTRTORET I VDN /8—
AP — LY ELEINE T, TSATI AN —IB S VSAVICRDRE. S AEYT—IINTWS
FAMEERTABEICRYREBEHINET NFS DIFEIE. BFEDMEE IS U T N /A= HF—DFFA]
ICEYIRBET VA EMELIRIT BB E DR HYF T, 722X NFS BN\ T 58 AN —VEHENOETZE
T AMREY O VIE—BEIEICRYET, TSATI AN =N\ I Ty TINBEREITR>TOWE R A
TSAR) AN =V DELZDR) 2— Ll ATy ToavhaFRLTNNYI 7y T TEET,

17.6. EAVFYZANL—VDEIEET—41E85K

AT YA —FH—N—N 1 BOHFDY —VTlE. EAVYYRN—IONMEILETHEERATEIRAS
HEEADHYETA. BEPROT AMRETU VIR ELEZITFERA. I ——DBIRLETF VT L—NEFHEL
TRETI VHER TCERLKRBEREEAHYE T, I —F—DB R Ty T av NDREVPREIN R TV
SavhDRABESSLVETEERTCINABAREEAVET . EHAVI VRN —IDNAVSAIVICRDE.
NOOMEEILIBHEMIERTESLIIRYET,

ETHVFT)AN =S DT —718%IE. TV T L—h ZFYT2avh SO A X—SHED, mBNIh
A—H—F—HICHEERIFLET . CHAVY VRN —JIXERAIC/NNY I Ty T TEURENHYFT &YV —
VNEBDEAVI) AN —SH—N—%EFE L VAT LDRT—SE Y F15A LI BIENTEET,
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Limiting the Rate of APl Requests

17.7. Limiting the Rate of API Requests

You can limit the rate at which APl requests can be placed for each account. This is useful to
avoid malicious attacks on the Management Server, prevent performance degradation, and
provide fairness to all accounts.

If the number of API calls exceeds the threshold, an error message is returned for any additional
API calls. The caller will have to retry these API calls at another time.

17.7.1. Configuring the APl Request Rate

To control the APl request rate, use the following global configuration settings:

api.throttling.enabled - Enable/Disable API throttling. By default, this setting is false, so API
throttling is not enabled.

 api.throttling.interval (in seconds) - Time interval during which the number of APl requests is to
be counted. When the interval has passed, the APl count is reset to O.

* api.throttling.max - Maximum number of APIs that can be placed within the
api.throttling.interval period.

+ api.throttling.cachesize - Cache size for storing APl counters. Use a value higher than the total
number of accounts managed by the cloud. One cache entry is needed for each account, to
store the running API total for that account.

17.7.2. Limitations on API Throttling

The following limitations exist in the current implementation of this feature.

.

Even with these limitations, CloudStack is still able to effectively use API throttling to avoid
malicious attacks causing denial of service.

* In a deployment with multiple Management Servers, the cache is not synchronized across
them. In this case, CloudStack might not be able to ensure that only the exact desired number
of APl requests are allowed. In the worst case, the number of API calls that might be allowed is
(number of Management Servers) * (api.throttling.max).

* The APl commands resetApiLimit and getApilLimit are limited to the Management Server where
the APl is invoked.
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18.1. Using Tags to Organize Resources in the Cloud

A tag is a key-value pair that stores metadata about a resource in the cloud. Tags are useful

for categorizing resources. For example, you can tag a user VM with a value that indicates the
user's city of residence. In this case, the key would be "city" and the value might be "Toronto" or
"Tokyo." You can then request CloudStack to find all resources that have a given tag; for example,
VMs for users in a given city.

You can tag a user virtual machine, volume, snapshot, guest network, template, ISO, firewall rule,
port forwarding rule, public IP address, security group, load balancer rule, project, VPC, network
ACL, or static route. You can not tag a remote access VPN.

You can work with tags through the Ul or through the API commands createTags, deleteTags,
and listTags. You can define multiple tags for each resource. There is no limit on the number of
tags you can define. Each tag can be up to 255 characters long. Users can define tags on the
resources they own, and administrators can define tags on any resources in the cloud.

An optional input parameter, "tags," exists on many of the list* API commands. The following
example shows how to use this new parameter to find all the volumes having tag region=canada
OR tag city=Toronto:

command=LlistVolumes
&listAll=true
&tags[0]. key=region
&tags[0]. value=canada
&tags[1]. key=city
&tags[1]. value=Toronto

The following APl commands have the "tags" input parameter:
* listVirtualMachines

o« ARYa—LYRK

o AFvTavh) R

+ listNetworks
 listTemplates

* listlsos

* listFirewallRules

* listPortForwardingRules
* listPubliclpAddresses

« listSecurityGroups

+ listLoadBalancerRules
* listProjects

« listVPCs

171



B/I18E VZVRDER

* listNetworkACLs

« listStaticRoutes

18.2. Changing the Database Configuration

The CloudStack Management Server stores database configuration information (e.g., hostname,
port, credentials) in the file /etc/cloud/management/db. properties. To effect a change, edit this
file on each Management Server, then restart the Management Server.

18.3. Changing the Database Password

You may need to change the password for the MySQL account used by CloudStack. If so, you'll
need to change the password in MySQL, and then add the encrypted password to /etc/cloud/
management/db. properties.

1. Before changing the password, you'll need to stop CloudStack's management server and the

usage engine if you've deployed that component.

#t service cloudstack-management stop
#t service cloudstack-usage stop

2. Next, you'll update the password for the CloudStack user on the MySQL server.

#f mysql -u root -p

At the MySQL shell, you'll change the password and flush privileges:

update mysql.user set password=PASSWORD(”newpassword123”) where User="cloud’ ;
flush privileges;
quit;

3. The next step is to encrypt the password and copy the encrypted password to CloudStack's
database configuration (/etc/cloud/management/db. properties).

#f java -classpath /usr/share/java/cloud-jasypt-1.8. jar ¥ org. jasypt. intf.cli.JasyptPBEStringEncryptionCLI
encrypt.sh ¥ input="newpassword123” password=""cat /etc/cloud/management/key " ¥ verbose=false

. File encryption type

Note that this is for the file encryption type. If you're using the web encryption type then
you'll use password="management_server_secret_key"

4. Now, you'll update /etc/cloud/management/db. properties with the new ciphertext. Open /etc/
c loud/management/db. properties in a text editor, and update these parameters:
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db. cloud. password=ENC(encrypted password from above)
db. usage. password=ENC(encrypted password from above)

5. After copying the new password over, you can now start CloudStack (and the usage engine, if
necessary).

#t service cloudstack-management start
#t service cloudstack-usage start

18.4. B @&HT7>—b
SATLEBRDTS—ReARVME IVSOREBIIZRIBET . 75— MIBEE. EFA-ITEREIN. V5
DRTCIS—HDRELTVWAIEAEBEZIGBAMLET . 75— MNOENMEIZERTEET,

ARYMEIVZVRADTRTCD A —BLVBEBEDIREEBILET . LEAIL TS AMRETY Y VAR
T BRI BEETBARYIDERSINET ARV ME BIEY —/N—DFT—IR—RITBINET,

BF AR RDESIRIGRICEREIEEINTY,
« BEY—N—9SRH—T,CPU, XEY, FLIFEAIN =)V —=ZDFELTWS,
 BEY—N—DPRIADS/N— E—I% 3 FLLEZELTULRL,

o RARMIZRAI—T,CPUXEN ELIFARN = )Y—ZADBRREL TS,

18.5. RYRNT—UOURAXAVZDHAHRITARX

IW—RNEEBEIX. RYNT—D . FHAIVN RAAL V=V, FTlF CloudStack BIESEDLRILC. ATV 3
YTHRY L DNS Y74y REENY Y TRIEDNTEET, HRAYLRXAVEZEIBELTEMICTBITIE R
DFIBICHEVET,

1. EFLWEETDNS 74w I R%ZHELFT,

o RYRDT—=ILRIVTIE, A=Y —AVI—T A ATHLWRY KD =D B AR T D & T (1
#i1#a50R), /&, CloudStack APl @ updateNetwork A% R&{#FEH LT DNS %74y 2% Z|
YYTRIEHNTEET,

o THIVM KAV FEY =V DL ARILTIL, @74 CloudStack API 3w VR
(createAccount, editAccount, createDomain, editDomain, createZone, £7zl3 editZone)%{#
FALTDNS #7400 R%EIY L THIENTEET,

o 7O—=/NILLARIVTIE BR/NTA—F—D guest.domain.suffix ZFHRALET, 1—H—1
VH—TIARDNSNGA—=I—IIT I RATRIE. EBERAI—Y—1V9—J/ QY
7> L. [Configuration]. [Global Settings]DIEIZEIRLFE T, CloudStack API A< KD
updateConfiguration Z A T2IEETEE T DT/ O—NIIBREZBE LB TEEY—/1\—
ZHRESLTHLVWEEZBMICLET,

2. BBEORYNTI—UTH LW DNS Y7499 25GMITTBICIE, CloudStack APl A<V KdD
updateNetwork ZMUH LE T FTLWRYNT—D%EK T HEEIC DNS Y7400 RAIBE LGS
1. ZDOFIBIEAETT,

FRTDIRYNT—IRXAVDY—REROBANCL>TRFVET,
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e IRTDRYNT—I T RYNT—IRXAUDBRYRNT—I BEDEBHRO—EE L TEEINIBEIX. TD
ENFERAINET,

s PHOVNEBDRYRNI—ITIX . THOVNBIEBEINRYRT—IRAMVMERINE T AEHIEE
INTVWARWERIK RXM V=2 7O—NILIBOIEICEIREBEINET,

« RXMYVEBDRYNT—ITIE RAMVRIHEESINIERYNT—IRXMVPMERINE T AEIEEIN
TV RBWEEIE V=2 7O—NIVEBROIRICENRRINET,

o V=VEBEBDOXRYNI—I TV —VRIBEINI-RYNT—IRAMVDMERINF T AEIEEINT
WAWSEIE. 7/ O—"NILIBROEIMREINET,

18.6. Stopping and Restarting the Management Server

The root administrator will need to stop and restart the Management Server from time to time.

For example, after changing a global configuration parameter, a restart is required. If you have
multiple Management Server nodes, restart all of them to put the new parameter value into effect
consistently throughout the cloud..

To stop the Management Server, issue the following command at the operating system prompt
on the Management Server node:

#t service cloudstack-management stop
To start the Management Server:
#t service cloudstack-management start
To stop the Management Server:

#f service cloudstack-management stop
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19.1. 7 O—/N)VEBR /NS A= —DEEE

CloudStack ICIE. 75V RDIF I FAAIE A HIE T 27 DICERETEBNIA—I—HFEho>TVWE

9 ,CloudStack ZHIOTAV AN —ILTDEE  ZLTZEDE CERMIC. CNODBRELALTEITINENE
KB HYET,

1. A—Y—A(V9—Tx(REBFLLTOT(VLETS,
2. EflOFEH -3 /N—T[Global Settings]&#2") v L%ET,
3. [Select view] Ry I ZAD—EBETRODELLN % EIRLET,
+ Global Settings: /NS A—4—»" B RQFRAEREDOEEHIC—BERTIINET,

+ Hypervisor Capabilities: /\A/3—/NAHF—DNR—T3V B ZNEFNICHR—MNINE5 AMNIO £
FREFI—ERTINZET,

4. MBERYIRAEFEALTALDHIEEDANRRIINDGIIIC—BEREZRYRAAZET,

5. BEZEIAIII[EDit)7AaAVEIVYILET  NAN—N(HF—DHEAR T 2GS I REEE %=
B T=DICESTNANR—=NA Y =25 I v I TERELRHYET,

19.2. About Global Configuration Parameters

CloudStack provides a variety of settings you can use to set limits, configure features, and enable
or disable features in the cloud. Once your Management Server is running, you might need to
set some of these global configuration parameters, depending on what optional features you are
setting up.

To modify global configuration parameters, use the steps in "Setting Global Configuration
Parameters."

The documentation for each CloudStack feature should direct you to the names of the applicable
parameters. Many of them are discussed in the CloudStack Administration Guide. The following
table shows a few of the more useful parameters.

Field &

management.network.cidr A CIDR that describes the
network that the management
CIDRs reside on. This variable
must be set for deployments
that use vSphere. It is
recommended to be set for
other deployments as well.
Example: 192.168.3.0/24.

xen.setup.multipath For XenServer nodes, this

is a true/false variable that
instructs CloudStack to
enable iSCSI multipath on
the XenServer Hosts when
they are added. This defaults
to false. Set it to true if you
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Field &
would like CloudStack to
enable multipath.

If this is true for a NFS-based
deployment multipath will still
be enabled on the XenServer
host. However, this does not
impact NFS operation and is
harmless.

secstorage.allowed.internal.sites This is used to protect

your internal network from
rogue attempts to download
arbitrary files using the
template download feature.
This is a comma-separated
list of CIDRs. If a requested
URL matches any of these
CIDRs the Secondary Storage
VM will use the private
network interface to fetch
the URL. Other URLs will go
through the public interface.
We suggest you set this to

1 or 2 hardened internal
machines where you keep
your templates. For example,
setitto 192.168.1.66/32.

use.local.storage Determines whether
CloudStack will use storage
that is local to the Host

for data disks, templates,
and snapshots. By default
CloudStack will not use this
storage. You should change
this to true if you want to
use local storage and you
understand the reliability
and feature drawbacks to
choosing local storage.

host This is the IP address of

the Management Server.

If you are using multiple
Management Servers you
should enter a load balanced
IP address that is reachable
via the private network.

default.page.size Maximum number of items
per page that can be
returned by a CloudStack
API command. The limit
applies at the cloud level
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About Global Configuration Parameters

Field 8

and can vary from cloud

to cloud. You can override
this with a lower value on a
particular API call by using
the page and pagesize API
command parameters. For
more information, see the
Developer's Guide. Default:
500.

ha.tag The label you want to use
throughout the cloud to
designate certain hosts as
dedicated HA hosts. These
hosts will be used only for
HA-enabled VMs that are
restarting due to the failure
of another host. For example,
you could set this to ha_host.
Specify the ha.tag value as a
host tag when you add a new
host to the cloud.
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CloudStack API

CloudStack APl (Z{&L~RJL APl T\ Web 2—H'—A( V9 —T A ADREIFRAINE T, 2D API
. EC2/S3 ®#H LWL DMTF 24 DZFDIFHN D —EHIAR APl DERENR—ITERYET,

%< M CloudStack APl [ZIERIEAMECH LAFIBLTWET . INOHD APl 2T &, BIEICY 3T ID Y
BEICRINFET,2OV3T ID #FALTC B TYaTOREAI T TEIENTEF T - HEALST
72V —RREREVPHE L EEITTEIET. ZORED—EHIARINET,

Z®D APl (E REST ICEEBILIY T ERZHE A TEY, HR% XML F7IZ JSON TRLZET,

the Developer’s Guide' & the API Reference® #8BLTEE.

20.1. 7Ok a=>/ & 535 API

CloudStack Tl BZE’MHBEOI—F—AE 3=V JM VIS ANS I FvaE>TWAIEN BT
INFY, LD >TCUEDIOIRBEEFEDIRTLERET S API KM REINET . CNODV AT LD
CloudStack ZlU'H L, A—H—% BB L THIBRLE T,

CloudStack (&, 7SV AIgE AR F = R—bMLE T, 7 74V M Tld, CloudStack (&, CDEREEF A 1—
HP—DNRRAT—REHIITOEY I Z VTSN ZOER. RN O—HILTIThhbIEEmIIRELTW T,

UL AR TERELT A2 EETEET AU DWTIE, TLDAP H—/—C&B1—H—5R5E 1 =5 L TE
Iy,

20.2. 7AT7—4—
CloudStack Tld, BEEHHRY LT O —5—ERIFL FLW AMERET B HAES AMREF (2
DA A=V %EY L TERAN —VRRNERIRT BIENTEET,

20.3. 1—Y—FT—HEXST—H

CloudStack ¥, BRI REYI /I A—H—F—9%T Iy F 250D APl T/ A%RHLET,
BHEINARETIVIEARBEIN—9—ERBRBLTIVRIV ZAAGT—=HICET V2 ALET,

REIL—5—D IP PRLZAD OO NIE, A=Y —FT—FICT IV ERATEXT, 2D IP TRLAD b o750k
DFIRICE>TL—F—FT—FIITIEALET,

1. ROAVVRERTLTCREIL—9—E2RDIFET,

#t cat /var/lib/dhclient/dhclient-eth0. leases | grep dhcp-server—identifier | tail -1

2. FOaATYROERAFEBRALTROIARYREEFTL, A—H—F—9I77tEALET,

#f curl http://10.1.1.1/latest/user-data

Thttp://10.1.1.1/latest/meta-data/{metadata type} | T D URL R L T. X9 T —2ICERKD A
ETTIRRATEE (R A BRI T 5720, LLaTdD Thttp://10.1.1.1/latest/{metadata type} | %
AD URL EHR—PINFET) AFT—=FIIDVWTE ROWTI D 1 DEFERALET,

+ service-offering : (R~ H—ERAT77) VT DEREATY,

! http://docs.cloudstack.org/CloudStack_Documentation/Developer's_Guide%3A_CloudStack
2 http://docs.cloudstack.org/CloudStack_Documentation/API_Reference%3A_CloudStack
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%20 CloudStack API

+ availability-zone : V=& T9,

+ local-ipv4 : (R D4 AN IP PRLATY,

+ local-hostname : [RBE~ >V DRAMETT,

+ public-ipv4 : L= —DRFD/NT)y Y IP PRLRATY (l:eth2 DERHD IP 7KL R),
+ public-hostname : public-ipv4 &EEILTY,

« instance-id : (RETI VDAV RYV AL TY,
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TR IZVRDNTA— Y R %M EIEBEYMIDWTERBALEY,

21.1. MeEEE S
IVRI—F—BLOBEEZIX. RANB LT ANDNNTA—T V RERDAARET T, ThicLY, 2—F—4°
DY —20FEARREERL, LYY —ERFTT7) TP JUKELRT4RIEWVWDRIRT 00 E Y]
THHIMNERTIEET,

21.2. EBY—/N—DHRKRAE)DIEHK
BEEY—N—DEFI’EWEGEIE. T 74 MDRK IVM AEVEIY LB TTERT+2ICAZ A REELIHY E
T ATV ERET B ROFIRICHEVES,

1. Tomcat B I771ILERELET,

/etc/cloud/management/tomcat6. conf

2. AR VRSAVIRSA—H—D-XmxNNNm D NNN O#{EEKEZ<LET,
72E AL BRIEDED-Xmx128m DHE L. CDEE-Xmx1024m LLEICLET,

3. HLLWEREZEMICTZICIE. EBY—N\—42BEELEY,
#f service cloudstack-management restart

AEYDRIBICDWTEELLIE, FTomeat Wiki' 1D TFAQ: Memoryl %5 BLTEXW,

21.3. F—AR—2ADN\YIT7—T— )L HA X DEE
FT—=RHEAVT VI R EF 1§ B7DIC. MYySQL T—IR—RUI+DRAE)BEFXRBITEIENEE
Y.

1. Edit the MySQL configuration file:
/etc/my. cnf

2. Insert the following line in the [mysqgld] section, below the datadir line. Use a value that
is appropriate for your situation. We recommend setting the buffer pool at 40% of RAM
if MySQL is on the same server as the management server or 70% of RAM if MySQL has a
dedicated server. The following example assumes a dedicated server with 1024M of RAM.

innodb_buffer pool size=700M
3. MySQL 4—EX&EBEHLET,

It service mysqld restart

! http://wiki.apache.org/tomcat/FAQ/Memory
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FE21E Fa—=V7

Ny I7—F—ILICDWTEELLIE. FMySOL Reference Manual*] @ TThe InnoDB Buffer Pool | 588 L
TS,

21.4. Set and Monitor Total VM Limits per Host

The CloudStack administrator should monitor the total number of VM instances in each cluster,
and disable allocation to the cluster if the total is approaching the maximum that the hypervisor
can handle. Be sure to leave a safety margin to allow for the possibility of one or more hosts
failing, which would increase the VM load on the other hosts as the VMs are automatically
redeployed. Consult the documentation for your chosen hypervisor to find the maximum
permitted number of VMs per host, then use CloudStack global configuration settings to set this
as the default limit. Monitor the VM activity in each cluster at all times. Keep the total number
of VMs below a safe level that allows for the occasional host failure. For example, if there are N
hosts in the cluster, and you want to allow for one host in the cluster to be down at any given
time, the total number of VM instances you can permit in the cluster is at most (N-1) * (per-host-
limit). Once a cluster reaches this number of VMs, use the CloudStack Ul to disable allocation of
more VMs to the cluster.

21.5. XenServer ® dom0 XEY DIERK

XenServer M dom0 ANDAEYEIY L TAEIEPIT/2HIC. dom0 DEREAEHRLE T INICE

). XenServer TLYZLD RIETIVAFIEITEELIITRYET, XenServer D domO (2 2940MB D
RAM 2E|Y S TR EABEDLET, ZDFH EICDWTEELLIZ, Citrix Knowledgebase Article’ &S 8L
TLEZIW DT —T47IVTERINTL 2DIF XenServer 5.6 TEH, AL EH XenServer 6.0 IZH
YTEFYET,

2 http://dev.mysgl.com/doc/refman/5.5/en/innodb-buffer-pool.html
s http://support.citrix.com/article/CTX126531
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Troubleshooting

22.1. ARk

An event is essentially a significant or meaningful change in the state of both virtual and physical
resources associated with a cloud environment. Events are used by monitoring systems, usage
and billing systems, or any other event-driven workflow systems to discern a pattern and

make the right business decision. In CloudStack an event could be a state change of virtual or
psychical resources, an action performed by an user (action events), or policy based events
(alerts).

22.1.1. 4R sOy

2 TBHEDARV R CloudStack 1RV MNAJICEBERINE T AZEMLRARY MIDWTUIARY MO KIIE
IR RHEIN KR LAY a7z AR TO AR ETEAOIFERTRIIEHNTEEYT  RBBRTT
23T DARVIMNEDHYFE T IEREATaTDARYME, VITH R V21— InEE, Ja7dhEBIh
FEE BLVTITART LAEZICRBINTIT . ZOIEIORBEIETIZAEAYITDIRUME, V3
THRBRINEEERTT LEZICRHINTET REBBERTI2RAEBYa7TEIERBYa7T0IR O
ZHERALTCREFOIITOREBICEATZFEMBIREIMB LY. N\ T LTWS, FLEFHBINTLRN
DT ERELEYTEE T RI.INSDARYMIBELTISICERBELEY,

22.1.2. Event Notification

Event notification framework provides a means for the Management Server components to
publish and subscribe to CloudStack events. Event notification is achieved by implementing the
concept of event bus abstraction in the Management Server. An event bus is introduced in the
Management Server that allows the CloudStackcomponents and extension plug-ins to subscribe
to the events by using the Advanced Message Queuing Protocol (AMQP) client. In CloudStack,

a default implementation of event bus is provided as a plug-in that uses the RabbitMQ AMQP
client. The AMQP client pushes the published events to a compatible AMQP server. Therefore all
the CloudStack events are published to an exchange in the AMQP server.

A new event for state change, resource state change, is introduced as part of Event notification
framework. Every resource, such as user VM, volume, NIC, network, public IP, snapshot, and
template, is associated with a state machine and generates events as part of the state change.
That implies that a change in the state of a resource results in a state change event, and the
event is published in the corresponding state machine on the event bus. All the CloudStack
events (alerts, action events, usage events) and the additional category of resource state change
events, are published on to the events bus.

Use Cases
The following are some of the use cases:

» Usage or Billing Engines: A third-party cloud usage solution can implement a plug-in that can
connects to CloudStack to subscribe to CloudStack events and generate usage data. The
usage data is consumed by their usage software.

* AMQP plug-in can place all the events on the a message queue, then a AMQP message broker
can provide topic-based notification to the subscribers.

+ Publish and Subscribe notification service can be implemented as a pluggable service in
CloudStack that can provide rich set of APIs for event notification, such as topics-based
subscription and notification. Additionally, the pluggable service can deal with multi-tenancy,
authentication, and authorization issues.

183



8822 Troubleshooting

Configuration

As a CloudStack administrator, perform the following one-time configuration to enable event
notification framework. At run time no changes can control the behaviour.

1. Open’ componentContext. xml.
2. Define a bean named eventNotificationBus as follows:
* name : Specify a name for the bean.
 server : The name or the IP address of the RabbitMQ AMQP server.
« port : The port on which RabbitMQ server is running.
+ username : The username associated with the account to access the RabbitMQ server.

« password : The password associated with the username of the account to access the
RabbitMQ server.

» exchange : The exchange name on the RabbitMQ server where CloudStack events are
published.

A sample bean is given below:

<bean id="eventNotificationBus” class="org. apache. cloudstack.mom. rabbitmq. RabbitMQEventBus”>
<{property name="name” value="eventNotificationBus”/>
<property name="server” value="127.0.0.1"/>
<property name="port” value="5672"/>
<{property name="username” value="guest”/>
<property name="password” value="guest”/>
<property name="exchange” value="cloudstack-events”/>
</bean>

The eventNotificationBus bean represents the
org. apache. c loudstack. mom. rabbitmg. RabbitMQEventBus class.

3. BEEY—N—ZFEHLIT,

22.1.3. BEARVK
AR AT 3 TEEEDIZEARY M EHEINET,

« INFO : BIENERBICETINALEZI. ZOIRYIMDERINZET,
© WARN:ZDARYMERDIKATERINET
s TUTL—NOyO—ROERFBIL KRNI Ih 2L X,
s TUTL—NIovO—RHFhEIhiEE,
o A=Y —N—DRBBICEY. IT—AMN—IH—N— (TR 2 —LDNTz— )L F—/N—=LTEL,

« ERROR : BEN EBICEITINARD 2/2EZIT, ZOAIRVIBERINFT,

22.1.4. REAEIEITI5a7DARVA
ARV NATICIE 3 BEDIZEEARV M EHRINET,

« INFO : BENEBICETINAEEIL CDARVIDERINET,
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« WARN : ZDARY MERDIKTTERINET,
« TUTL—NUYO-ROERPI RYRT—ID Iz X,
s FUTL—NovO—RPFEIhEE,
o A=Y —NR—0DRBBICLY. IT—AMN =Y —N—|TR) 21— LD TT— VA —/N—LTEE,

« ERROR : B#ENEBICEITINAN o/ EZIT, TDARV I ERINFT,

22.1.5. Event Log Queries

Database logs can be queried from the user interface. The list of events captured by the system
includes:

* Virtual machine creation, deletion, and on-going management operations
» Virtual router creation, deletion, and on-going management operations

* Template creation and deletion

* Network/load balancer rules creation and deletion

+ Storage volume creation and deletion

* User login and logout

22.2. H—N—OFJ I BEEbh B

The CloudStack Management Server logs all web site, middle tier, and database activities for
diagnostics purposes in /var/log/cloudstack/management/. The CloudStack logs a variety
of error messages. We recommend this command to find the problematic output in the
Management Server log:.

.

#AT U RZEQE—LTEITTZEIE E—DITELTHEYM T ZE MR LTIV, — B D RFa X
YRELA—T7 =Tl AE—LETFRAMIAERBITNEZND TSI HYET,

grep -i -E ’exception|unable|fail|invalid|leak|warn|error’ /var/log/cloudstack/management/management-
server. log

CloudStack Tl&.~a7 ID 2#FALTCERENEBLET O/ TCIS—42FRKRELTREET /\vJ LIWE
BIFEEBY—N\—O JFDI37 ID % grep THRERELEFT . LEAULROIS—Avt—TUFERLIZEL
9,

2010-10-04 13:49:32,595 ERROR [cloud. vm. UserVmManagerImpl] (Job-Executor-11:job-1076) Unable to find
any host for [User|i-8-42-VM-untagged]

237 ID A 1076 THBIEITEFELTLE IV RD grep MFERICES>T. Va7 1076 ICEAETBA VA
BT HIENTEET,
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grep "job-1076)” management-server. log

The CloudStack Agent Server logs its activities in /var/log/cloudstack/agent/.

22.3. TORAR—KLIZT AT ) AN —2 DT —418%K

FEIR
Linux NFS ELTIRHINTWBTSATY RN —U% iSCSI IR a—LE LTIV RAR—NTBEEET—4
DE|EDPEETD,

R&A
HEBDIZAT Y IDORET—ILHATIV MNINTOSAREMEAHYET, DIFE. LM BT —5%—1F
LRYa—LEDETDT—INRDONET,

FRIR T
LUN TV RR—bDBREELIR M TRV RVEIRETDIETT I EADFHFAINTWS IP PRLAL
YUEBRHLET UATICHERLET,

echo “/export 192.168.1.0/24(rw, async,no_root squash)” > /etc/exports

LEROOAYUREHLI-OBRBICEDLETEBELEY,

FHRIER
CloudStack 1~ ZAh—JLH A KD Secondary Storage ] DIED LY AR—MFEEESRBLTEIW,

22.4. KR LIARBI —5—DIEIR

ER
RII—5 —DEEN R DR AT S N, ARIEIL— 5 — D FHE TEEL <D,

[REA
RIBIL—5—D TV IREICH DD RIEN IR I N 7,

fRR

RIBI—H—DEABUIY T LTWB E LT FHETEMEL TWARWNE WS/ EA R TESHIRL
TEIVWNRYITITIN—9—DIELTWBIEE. BEFLWIL—F—%ERLET . (ZhIZIZIL—45—D
TREMREHATWILELRHYET)

o FRHEIBICIL—FH—%E(ZIEXEBITIE TstopRouter JAPI I Tforced=truel /X5 A—4—%BIILET,

o T I8 —%HIRRT BRI NV I Ty T DI —F—DEBICEEL TV I LR LET, IERTNh
E Ry hT—ODBEDRRLTLELET,

- ldestoryRouter] APl ZFJHLIL—9—%HIRLET,
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vCenter B ENELAEVWERDIRTFE—NR

lrestartNetwork APl (Zlcleanup=false | /NS XA—4—%BIML TUL—9—%2BEELE T IL—5—DTT
RENICBEIT 215 IL Creating a New Network Offering | #8 BB LTI,

7 APl U8y AD LY EMAIERIE APl Reference '&BBRL TS,

22.5. vCenter BE{ELRWVWRDRTFE—NRN

ER
RANDMRFE—RTHBILEEDST vCenter TEIEL TV B LIILRIEND,

[REX
CloudStack BEBE1—H—AVd—Tz( A% FERL T RAMEFEGRTE—RICLELE.ZDE—NR
. vCenter DIRFE—R &ITERYFET,

R AL
vCenter MSIRANEAVTFHF Y AE—RICERELET,

EES U EES
R BB R TR,

22.6. 7v7HO—KL7z vSphere A7V 7L—MBETIE WG

AN
=

R
REBTV%FRLEIELTE RBYI VA RFATIAL,

[RE
vSphere Client THIHLTW = OVA 7747y TO—RLTY FL—RafERLTHY. OVA 1Y I1SO A
A—THBATWEZA TVTL— I SOREBYI VORAN KBS 2T EENHYFT,

R
ISO ZHIR L%, TV L—bheBT7yTA—RLTLEIN,

22.7.VMware FTCIRETIVDEREN ALLRL

ER
RETVDERNPALT RDEIBRIS—HRRIINZET,

* Unable to open Swap File

« Unable to access a file since it is locked

! http://docs.cloudstack.org/CloudStack_Documentation/API_Reference%3A_CloudStack
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« Unable to access Virtual machine configuration

[REA

VMware DY Y TCOBERNDEBETT  ESX RAMIBRRIEYS VI7MIVERBICEREDH >/ T7714
WO RTFLEOVILETHNINSDT7MIVIZREI I DN —F TENEBERICTOvIINARNWTE
PHYET . ZTDERETIVDEBREANLIETEEERRIZAIIITIERTEIENTET RET
VUDEREANBIENTEE A,

FRSR T35
ReaeBRLUTIEIN,

VMware Knowledge Base Article®

22.8. AFEDBIL—ILDRYND—0AT7 ) T TR T HERK
ER

fEIR
HBRYNT—=IDRYNT—0F 77 )V JEEBLILE T, BREDBUL—ILOEIDGRRYET,

[REA

NetScaler D&Y A D BRAOHEBASURYNT—IH—ERAT77) A FRLTWSEEICAT
PEGRBIE/ER L. % T CloudStack (R —9—%FHTE2RYNT—IH—ERFT7) 0 IANEFTFY)
VEEBELFELE,

iR &
REIN—I—IBEORFEDBIL—ILEBRETHIET. BUOMEET S LIICRYET,

2 http://kb.vmware.com/selfservice/microsites/search.do?language=en_US&cmd=displayKC&externalld=10051/
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FERA ALY —V

CloudStack TIE RDYA LY — VBRI FAFRATEET . BED—PT.MAFEATav D5 A—
H—ELTHILY — VHFRLET, I BRT—TIVICE TS, EEIR YT av kDR Y a—)b,
A—H—DER. BLCFRAIILY —VDIEENZENET,

Etc/GMT+12 Etc/GMT+11 Pacific/Samoa
Pacific/Honolulu US/Alaska America/Los_Angeles
Mexico/BajaNorte US/Arizona US/Mountain

America/Chihuahua

America/Chicago

America/Costa_Rica

America/Mexico_City

Canada/Saskatchewan

America/Bogota

America/New_York

America/Caracas

America/Asuncion

America/Cuiaba

America/Halifax

America/La_Paz

America/Santiago

America/St_Johns

America/Araguaina

America/Argentina/
Buenos_Aires

America/Cayenne

America/Godthab

America/Montevideo Etc/GMT+2 Atlantic/Azores
Atlantic/Cape_Verde Africa/Casablanca Etc/UTC
Atlantic/Reykjavik Europe/London CET
Europe/Bucharest Africa/Johannesburg Asia/Beirut
Africa/Cairo Asia/Jerusalem Europe/Minsk
Europe/Moscow Africa/Nairobi Asia/Karachi

Asia/Kolkata

Asia/Bangkok

Asia/Shanghai

Asia/Kuala_Lumpur

Australia/Perth

Asia/Taipei

Asia/Tokyo

Asia/Seoul

Australia/Adelaide

Australia/Darwin

Australia/Brisbane

Australia/Canberra

Pacific/Guam

Pacific/Auckland
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VM.CREATE TEMPLATE.EXTRACT SG.REVOKE.INGRESS
VM.DESTROY TEMPLATE.UPLOAD HOST.RECONNECT
VM.START TEMPLATE.CLEANUP MAINT.CANCEL

VM.STOP VOLUME.CREATE MAINT.CANCEL.PS
VM.REBOOT VOLUME.DELETE MAINT.PREPARE
VM.UPGRADE VOLUME.ATTACH MAINT.PREPARE.PS
VM.RESETPASSWORD VOLUME.DETACH VPN.REMOTE.ACCESS.CREATH
ROUTER.CREATE VOLUME.UPLOAD VPN.USER.ADD
ROUTER.DESTROY SERVICEOFFERING.CREATE | VPN.USER.REMOVE
ROUTER.START SERVICEOFFERING.UPDATE | NETWORK.RESTART
ROUTER.STOP SERVICEOFFERING.DELETE UPLOAD.CUSTOM.CERTIFICAT
ROUTER.REBOOT DOMAIN.CREATE UPLOAD.CUSTOM.CERTIFICAT|
ROUTER.HA DOMAIN.DELETE STATICNAT.DISABLE
PROXY.CREATE DOMAIN.UPDATE SSVM.CREATE
PROXY.DESTROY SNAPSHOT.CREATE SSVM.DESTROY
PROXY.START SNAPSHOT.DELETE SSVM.START

PROXY.STOP SNAPSHOTPOLICY.CREATE SSVM.STOP

PROXY.REBOOT SNAPSHOTPOLICY.UPDATE | SSVM.REBOOT

PROXY.HA SNAPSHOTPOLICY.DELETE SSVM.H

VNC.CONNECT VNC.DISCONNECT NET.IPASSIGN

NET.IPRELEASE NET.RULEADD NET.RULEDELETE
NET.RULEMODIFY NETWORK.CREATE NETWORK.DELETE
LB.ASSIGN.TO.RULE LB.REMOVE.FROM.RULE LB.CREATE

LB.DELETE LB.UPDATE USER.LOGIN

USER.LOGOUT USER.CREATE USER.DELETE

USER.UPDATE USER.DISABLE TEMPLATE.CREATE
TEMPLATE.DELETE TEMPLATE.UPDATE TEMPLATE.COPY
TEMPLATE.DOWNLOAD.START TEMPLATE.DOWNLOAD.SUCCESEMPLATE.DOWNLOAD.FAILED
ISO.CREATE ISO.DELETE ISO.COPY

ISO.ATTACH ISO.DETACH ISO.EXTRACT

ISO.UPLOAD SERVICE.OFFERING.CREATE | SERVICE.OFFERING.EDIT

SERVICE.OFFERING.DELETE

DISK.OFFERING.CREATE

DISK.OFFERING.EDIT

DISK.OFFERING.DELETE

NETWORK.OFFERING.CREATE

NETWORK.OFFERING.EDIT

NETWORK.OFFERING.DELETE

POD.CREATE

POD.EDIT

POD.DELETE

ZONE.CREATE

ZONE.EDIT

ZONE.DELETE

VLAN.IP.RANGE.CREATE

VLAN.IP.RANGE.DELETE

CONFIGURATION.VALUE.EDIT

SG.AUTH.INGRESS
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The following is the list of alert type numbers. The current alerts can be found by calling
listAlerts.

MEMORY = @

CPU =1

STORAGE =2

STORAGE_ALLOCATED = 3

PUBLIC IP = 4

PRIVATE_IP = 5

HOST = 6

USERWM = 7

DOMAIN_ROUTER

n
[oe]

CONSOLE_PROXY

n
©

ROUTING = 10// lost connection to default route (to the gateway)

STORAGE MISC = 11 // lost connection to default route (to the gateway)

USAGE_SERVER

12 // lost connection to default route (to the gateway)

MANAGMENT NODE = 13 // lost connection to default route (to the gateway)

DOMAIN ROUTER MIGRATE

1
—
~

CONSOLE_PROXY_MIGRATE

I
—_
o1

USERVM_MIGRATE = 16

VLAN

n
~

SSUM

n
[oc]

USAGE_SERVER RESULT = 19
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STORAGE_DELETE = 20;

UPDATE_RESOURCE_COUNT = 21; //Generated when we fail to update the resource count

USAGE_SANITY_RESULT = 22;

DIRECT_ATTACHED_PUBLIC_IP = 23;

LOCAL_STORAGE = 24;

RESOURCE_LIMIT EXCEEDED = 25; //Generated when the resource Limit exceeds the limit. Currently used for
recurring snapshots only
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