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Securing Big Data
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Authentication

Authentication Server :
(AS) |

CATABASE i

Client

Ticket Grarting Server

TG5_REQ

TG5_REF

Application Server

Credit: https.//stackoverflow.com/questions/39850594/kerberos-how-does-
application-server-decrypt-service-ticket
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Authorization

» Each project has own solution, e.g. ACLs,
custom authorization plugins, etc.
* For example, for HDFS:
bin/hadoop fs -chmod g+w /data/*
bin/hadoop fs -setfacl -m user:alice:r-x /data

“dfs.namenode.inode.attributes.provider.clas
S” property
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Auditing

« How do we know when a user was
authenticated?

« How do we know when an authentication
fallure occurred?

« How do we know when (and how many)
authorization failures occurred?
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Open Questions

» Security desirables:

Common way of applying authorization to
different projects

Centralized security policy repository
REST API access to policies

ACLs to control who can create authorization
policies

Single auditing framework that works with
every project

APACHECON North America




Introducing

Apache Ranget

 Apache Ranger is a framework to enable,
monitor and manage comprehensive data
security across the Hadoop platform.
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Apache Ranger information

« 2014-07: Enters Apache Incubator

2014-11: First Apache release (ranger-0.4-
Incubating)

2017-01: Graduates to a Top Level Project
2017-06: First TLP release (0.7.1)
2018-03: 1.0.0 release

2018-07: 1.1.0 release

Currently 26 committers + 18 PMC
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Apache Ranger information

apache / ranger

Code Pull requests 17

Pulse
Contributors
Community
Commits

Code frequency
Dependency graph
Network

Forks

Projects 0 lilt Insights

Aug 10, 2014 — Sep 18, 2018

Contributions to master, excluding merge commits

mneethira;

348 commits 95,747 ++ 66,371 —

coheigea

235 commits 27,960 ++ 48,150 -
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Apache Ranger Admin Service

 The Apache Ranger Admin Service is a
centralized security admin service
accessed via a Ul or REST APIs.

* It allows us to manage authorization
policies in a consistent manner for a wide
range of big data projects.

* Policies are stored in a separate
database.
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Projects supported by Ranger
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Projects supported by Ranger

Ra“ger U Access Manager [3 Audit £ Settings & admin

Service Manager B Export

= HDFS (= HBASE = HIVE +88
= YARN = KNOX [= STORM +88
= SOLR = KAFKA = NIFI +48

= KYLIN = SQOOP = ATLAS +088
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Authorization Policies

 Apache Ranger has two types of authorization
policies: resource and tag.

 Resource Authorization Policies are created per-
project + associate a “resource” with allow/deny
conditions.

* Allow/deny conditions associate a subject
(user/group) with some permissions specific to that

plugin.

« Some plugins have additional conditions: e.qg. IP
address range (Kafka)
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Apache Kafka example

Ral'lger UAccess Manager  [3 Audit £ Settings

Create Policy

Policy Details :

Policy Type @ Add validity Period
Policy Name * nm'mal:

. add/edit permissions
Policy Label

Publish
m Consume
Configure
Description Describe
Create
Delete
Audit Logging Kafka Admin
Idempotent Write
Describe Configs

Allow Conditions : Alter Configs

Select/Deselect All

Delegate

Select Group Select User Admin

Conditions Permissions
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User/Group Management

* To create authorization policies, we need to
have a subject, I.e. a user or group.

* The admin service provides a way of
managing users and groups.

* We can also associate permissions with users
in the context of the admin service.

 Apache Ranger supports syncing users into
the Admin service from both unix and ldap via
the usersync service.
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User/Group Management

Ral'lger UAccess Manager [3 Audit & Settings

User Detail

[# Basic Info &, Change Password

User Mame * admin

First Name * Admin
Last Mame
Email Address

Select Role * Admin

Group  Please select

Save Cancel
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User/Group Management

Ral'lger UAccess Manager [0 Audit £ Settings

Permissions

Q Search for permissions.

Modules Groups Action
Resource Bas lic dmi vne | keyadmin | rangertagsyne @
Users/Groups dmi ync | rangertagsync | keyadmi @
Reports dmi vnc | keyadmin | rangertagsync @
Audit St : -- el @
Key Manager keyadmi F4

Tag Based Policies admi ¥ gsync =
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Auditing

 Apache Ranger supports storing audit
iInformation in Apache Solr.

 Ranger can store audit information
relating to the admin service itself, e.q.
login sessions, user sync.

 Ranger can also collect audit information
from the authorization plugins.
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Auditing

Ral'lger UAccess Manager [3 Audit ¥ Settings

Access Admin Login Sessions Plugins Plugin Status User Sync

@ Search for your login sessions...

o i =
DS/1E8/ 2018 12:00: 28 PN s

Last Updated Time::
Session Id ™ Login Id Login Type P User Agent Login Time ( Irish Standard Time )

admin Success Username/Password 0:0:0:0:0:0:0:1 Mozilla/5.0 (X11; Linux xB6_64) Apple...  09/18/2018 12:00:25 PM
admin Wrong Password Username/Passwaord 0:0:0:0:0:0:0:1 - 09/18/2018 12:00:23 PM
alice Wrong Password Username/Password 0:0:0:0:0:0:0:1 - 09/18/2018 12:00:19 PM

admin Success Username/Password 0:0:0:0:0:0:0:1 Mozilla/5.0 (X11; Linux xB6_64) Apple... ' 09/18/2018 11:54:16 AM
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Auditing

Ranger UAccess Manager [ Audit £ Settings

Login Sessions Plugins Plugin Status User Sync

Q, Search for your plugins...

A A O ISR S AT DA

Last Updated Time : [LEIEEF 2:25:0° 5
Export Date ( Irish Standard Time )  Service Name Plugin Id PluginIP  Cluster Name Http Response Code Status

09/18/2018 12:24:30 PM cl1_hadoop hdfs@coheig-Precision-7520-c/1_h..  127.0.0.1 m Policies synced to plugin

09/18/2018 12:23:30 PM cl1_hadoop hdfs@coheig-Precision-7520-c/1_h..  127.0.0.1 m Policies synced to plugin
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Authorization Plugins

 The admin service allows us to manage
authorization policies, but how are they

enforced?

Ranger ships separate plugins for each of
the big data projects that are supported

The plugins use custom authorization hooks.

The plugins pull policies from the admin
service REST API.
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Ranger Admin Service Demo |

Build Ranger source tarball via Maven:

mvn clean package assembly:assembly -
DskipTests

Extract target/ranger-${version }-admin.tar.gz

Start the database:

docker run -p 5432:5432 postgres

psql -h localhost -U postgres -c 'CREATE
DATABASE ranger;'
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Ranger Admin Service Demo Il

* Configure
${ranger admin}/install.properties with
DB connection information

* Install: sudo -E ${ranger admin}/setup.sh
» Start: sudo ranger-admin start

* Navigate to: http://localhost:6080 (creds:
admin/admin)
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http://localhost:6080/

Some advanced features

* Hive Data-Masking and Row-level filtering

» Tag based authorization policies

 KMS support
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Hive Data-masking policy

Ral'lger U Access Manager 4 Audit £ Settings l’! admin

Policy Details :

Policy Type m O Add Validity Period

Policy Name * WordMaskingPolicy ’ nm'mal:

Policy Label

Hive Database * » default
Hive Table *

Hive Column *
Select Masking Option
® Redact
Description Partial mask: show last 4
Partial mask: show first 4
) Hash
Audit Logging ) Nullify
Unmasked (retain original value)
Date: show only year

Mask Conditions :
Custom

:

Add Permissions Select Masking Option

Select Group Select User Access Ty

% alice

APACHECON North America




Hive Data-masking output

: jdbc:hive2://localhost:10000> select * from words LIMIT 5;
------------- T

| words.word | words.count
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Hive Row-Level Filtering

Ral'lger U Access Manager [ Audit # Settings

@ Please ensure that users/groups listed in this y have access to the table v

Policy Details :

Policy Type (O Add validity Period

Policy Mame * AliceFilterPolicy

Policy Label

Hive Database * » default

Hive Table *

Description

Audit Logging

Row Filter Conditions :

Select Group Select User Access Types Row Level Filter

% alice Add Permissions | 4
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Tag-based authorization

* Instead of associating an allow/deny condition
with a resource, we can associate it with a
lltag".

* This means we don’t have to manage
resources in Ranger.

 Apache Atlas allows us to associate tags with
metadata.

 Ranger TagSync service syncs tags into
Ranger from Atlas.
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Tag-based authorization

Ranger UAccess Manager [0 Audit  # Settings

Components Permissions

-

[ | Component Permissions

[ hive [ select [Jupdate [ Create [JDrop [ Alter [Jindex [JLock [CJAI [JRead [ Write

= -
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Ranger Policy evaluation

/ /'/'-7-'\‘\ \
I‘/ Resource access

|
\ Request y;

Find tags for the
accessed resource

_“Request denied . _“Request denied by S _~Request allowed by
=No—Pp< - No—<_ Request allowed by a =No—Pp<
by a tag policy?/_ © “.a resource pollcyy_ © S~ tag policy? /// © “._a resource policy?
. . LIy

[ 1
Yes Yes

.

B AN

o —

DENY / \\

| PASS-THROUGH

AN

~

Apache Ranger Policy Evaluation Flow with Tags
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Hadoop Transparent
Encryption

 HDFS supports transparent encryption via
Encryption Zones.

* Each encryption zone associated with an
encryption zone key.

* Each file in the encryption zone associated
with a DEK (data encryption key).

 Hadoop KMS stores encryption zone keys,
generates/decrypts encrypted DEKs.
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Apache Ranger KMS

 Ranger ships with a KMS service which
stores encryption keys in a database.

» Authorization policies can be created to
authorize each operation associated with
KMS.

* Authorization policies map to key names.
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Apache Ranger KM

Ral'lger UAccess Manager [ Audit & Encryption o Settings ‘.g keyadmin

Policy Details :

Policy Type (@ add validity Period

Policy ID

Policy Mame * all - keyname enabled { normal

Policy Label

Key Mame *

Description Policy for all - keyname

Audit Logging ﬁ

Allow Conditions :

Delegate

Select Group Select User Permissions Admin

reate salete | Bollover

Sat Kev Material | Get

s keyadmin PRI e —

=
Cenerate EEK

rd
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Ranger KMS Service Demo

« Extract target/ranger-${version}-kms.tar.gz

* Create a database: psql -h localhost -U postgres -c
'CREATE DATABASE rangerkms;'

» Configure ${ranger_kms}/install.properties with
DB connection information

* Install: sudo -E ${ranger kms}/setup.sh
« Start: sudo ranger-kms start

* Navigate to: http://localhost:6080 (creds:
keyadmin/keyadmin)
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http://localhost:6080/

1.0.0 release (2018/03)

* First major release as a TLP.

* 468 JIRA issues completed!

* IDK 1.8 minimum requirement.

* Support for Apache Sgoop added
» Kafka TransactionID resource.

* Tag Data Masking policies.
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1.0.0 release (2018/03)

* Plugin updates:
Apache Hive 2.3.x
Apache Hbase 1.2.x
Apache Atlas 0.8.0
Apache Kafka 1.0.0
Apache Knox 1.0.0
Apache Storm 1.2.0

APACHECON North America




1.1.0 release (2018/07)

« 127 JIRA issues completed!
» Support for Apache Kylin added.

* Support for time-bound and temporary
authorization

» Support for Prioritized Policies

* Plugin updates:
Apache Atlas
Apache Hbase
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2.0.0 plans

* Plugin updates:
Hadoop 3.0.x
Hive 3.0.x
Kafka 2.0.x
Hbase 2.0.x
Atlas 2.0.x

* Potential new Elasticsearch plugin.

APACHECON North America




THANK YOU

Dr. Colm O hEigeartaigh
@coheigea
http://

coheigea.blogspot.com/
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