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URL Mapping

http://httpd.apache.org/docs/ sections.html

« The process of trandlating a URL into an actual
something that is sent out to the user.

o Canbeastaticfile (html, gif, etc)
o Or aprogram (cgi, php)
o Or ahandler (mod_perl, Java serviet)

e Or something else ... ( ?7?)
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L ocation

« Not tied to file space

o Usually mapsto ahandler or script

<Location /status
Set Handl er server - st at us
</ Locati on>

o Thisexample mapsthe URL / st at us tothe
server - st at us handler provided by
nod_st at us

<Locati on /exanpl e>

Set Handl er perl-scri pt

Per | Handl er Apache: : Exanpl e
</ Locati on>

o Thisexample mapstheurl / exanpl etoa
nod_ per | handler defined in the Perl module
Apache: : Exanpl e.
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Alias
« MapsaURL to adirectory, often outside of the DocumentRoot

directory

 Indefault config, used for / i cons and/ nmanual

Alias /icons/ /usr/local/apache/icons/

« Notethat thisexampleisvery literal. It works for the URL
/i cons/ but not forthe URL /i cons

o Ommitting the slash on the second argument can result in
strange 404 errors:

Fil e does not exist: /usr/local/apache/iconsimageZ2.gif

« Note the missing slash
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ScriptAlias

« MapsaURL to adirectory, and indicates that the directory
contains CGI programs

ScriptAlias /cgi-bin/ [usr/local/apache/cgi-bin/
« Equivalentto ...

Alias /cgi-bin/ [usr/local/apache/cgi-bin/
<Directory /usr/local/apache/cgi-bin/>
Opti ons ExecCd
Set Handl er cgi -scri pt
</Directory>
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AliasM atch and
ScriptAliasM atch

o Just like Alias and ScriptAlias, but with regular
expressions

o More about regular expressions to come
AliasMatch /cgi(-bin)?/ /usr/local/apache/cgi-bin/

« ?indicates an optional match, so the above
matches/ cgi / and/ cgi - bi n, mapping them
both the same place
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Redirect

« MapsaURL to another URL
Redirect /HyperCal.htm http://ww. cooperntgregor.com products/ hypercal/
« Optionally specify additional argument to modify the status code sent
http://apachel3/mod/mod_alias.htmli#redirect
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RedirectMatch

« Redirect, but with regexes

Redi rect Match [sS]upport(.*) http://ww. cooperntgregor.coni support/
Redi rectmat ch [dD] r[ Bb] acc?h?us.* http://ww. dr bacchus. cont
Redirect Match (.*) https://otherserver. con$l

« Thisseemslike agood time to talk about regular expressions
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Regular Expressions

« Match patterns of characters

o Ableto expressarbitrarily complex patterns

« Perl tendsto be the king of regular expressions, but
Apache implements a manageabl e subset of this

e IN 2.0, uses PCRE
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Regular Expressions

Index MORE #! FOR YOUR $
Back to Reqular Expressions
Cooper :
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Regular Expressions, examples

e [Zz]ebramatches"Zebra" or "zebra"
o Giraff?e matches "Giraffe" or "Girafe"
o Spell?ng matches " Spelling” or " Speling"

« Spel+ing matches "Speling”, " Spelling”,
"Spellling"”, etc

« Spel*ing matches " Speing", " Speling”, " Spelling”,
"Spelling", etc

 ab[cde]fg matches "abcfg”, "abdfg" or "abefg"

« ab[”c]d matches anything that starts with ab,
followed by anything that is NOT c, followed by d.

e €lC...
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Regular expressions

e $0... why did we care?

o *Match and mod rewrite use these things
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Redirect examples

Redi rect /kenya http://kenya.rcbowen. com

Redi rect Match [ Ss]arah http://sarah. rcbowen. com

e Redirectssar ah and Sar ah

Redi rect Mat ch dr bacc?h?us http://ww. dr bacchus. com

« Redirects common mispellings of dr bacchus

Redi rect Match (.*) https://other.server.conl

o Redirects any URL to that same URL, but on the ht t ps
server.
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RedirectTemp and
Redir ectPer manent

o RedirectTemp isrealy the same as Redirect

« RedirectPermanent sends a 301 header, indicating
permanent redirection
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DocumentRoot

. If al elsefails, it must be arequest for an actua
document, so we look in the DocumentRoot for the
path requested.

o Fileisretrieved off of the file system, and returned
to the user

« However, if thefileisnot there ...
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Error documents

« Maps an error condition to a more useful error
message

Error Docunent 404 /cgi-bin/404. cqi
Error Docunent 404 http://ww. errors. cont

Er r or Document 500 /errors/500. ht m

# Apache 1.3
Error Docunent 403 "You need to log in first

# Apache 2.0
Error Docunent 403 "You need to log in first"

« In Apache 1.3, when you specify a string argument
to Er r or Docunent , you start with quotes, but do
not close the quotes on the end of the string.

o In Apache 2.0, you need to close the quotes.
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Example of a 404 CGI handler.

« The example provided below will send you email
every time someone goes to a bad link on your
web site

« Thiscan generate alot of email
e You have been warned

 Inyour configuration file, put:

Err or Docunent 404 /cgi-bi n/ 404. cgi
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CGl 404 handler

e« Then/cgi -bin/404. cgi will look like:

Index MORE #! FOR YOUR %
Back to Example of a404 CGI handler.
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Error documentsin Apache 2.0

« Apache 2.0 has a new way of handling ErrorDocument that will mean
much more customizable error messages, rather than the same old boring
"Document Not Found" errors.

« Inyou Apache 2.0 default configuration file, you will see the following:

<| f Modul e nod_negoti ati on. c>
<| f Modul e nod_i ncl ude. c>
Alias /error/ "@dberver Root@@error/"

<Directory " @dberver Root @@ error">

Al'l owOverri de None

Opti ons | ncl udesNoExec

AddQut put Fil ter | ncludes htm

AddHandl er type-map var

Order al |l ow, deny

Al low fromall

LanguagePriority en es de fr

For ceLanguagePriority Prefer Fall back
</Directory>

Er r or Docunent 400 /error/HTTP_BAD REQUEST. ht nl . var
Error Docunent 401 /error/HTTP_UNAUTHORI ZED. ht m . var
etc ...

Err or Docunent 506 /error/HTTP_VARI ANT ALSO VARI ES. htnl . var

</ | f Modul e>
</ | f Modul e>
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And theerror documents...

« Inthedirectory @dber ver Root @ er r or /
you will find all of those .html.var files, which
contain SSI directives for building custom
ErrorDocument pages.

« And, thanksto the efforts of several people, they
are avaidable in several languages. These error
documents can be customized to your heart's
content.

o The 404 page, for example, looks like the
following, in English:
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404

Index MORE #! FOR YOUR &

Back to And the error documents ...
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And in French ...

Index MORE #! FOR YOUR &
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Forward to And so on CDDPEI‘
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And so on

« The user will get the error message in their own
language, based on their browser preferences

» Thisiscaled Content Negotiation

o A very cool feature that surprisingly few people
are aware of
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Customizing error messages

o Asyou havethefull array of SSI variables at your
disposal, thislets you customize this page as much
asyou like

« Lookinthei ncl ude directory for aheader and
footer file you can tweak too
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Other modulesthat handler
URL mapping

o Thereareavariety of other modules that can effect
URL mapping

o« Most of these are not standard modules, but there
are afew of them

o mod_speling
o mod rewrite (Go to Mads Toftum'stalk!!)
|ndex
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mod_speling

e Yes, itisgpelled that way on purpose
 Corrects common typos

CheckSpel i ng On

| ndex
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mod_rewrite
« Alter URLson the fly asthey comein

o Regular Expressions!
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mod_rewrite examples (1)
Problem: Ugly URLSs.

http://ww. server. coni cgi - bi n/ program cgi ?A=ar gl&B=ar g2

Want to have prettier ones.

http://ww. server. conl program argl/arg2

Solution: mod_rewrite

Rewr it eEngi neOn
RewiteRule N programl ([ ]+H)/([™]+) \
http://ww. server. cont cgi - bi n/ program cgi ?A=$1&B=%$2

[+ means "one or more character that is not a slash”

() trapstheresultsin avariable

Index

Back to mod rewrite )
Forward to mod rewrite examples (2) Coo PEI‘I’VIL‘(_E reég20rn
ApacheCon : URL Mapping - Side #28 of 35




URL Mapping - ApacheCon
mod_rewrite examples (2)

« Problem: Want arbitrary user to have awebsite at
" username.example.com"

« Don't want to have to set up vhosts for everyone

o Solution:; "wild-card" cnamein DNS:

* 86400 IN CNAME www. exanpl e.com

e Then, arewriterule:

Rewr i t eEngi ne on
RewriteCond % HTTP_HOST} ~(.+)\.exanple\.con®
RewriteRule ~(.+)$ /home/ %/ public_htm $1

o % containsthe match from the RewriteCond
o $1 contains the match from the RewriteRule

« Note that you can also do thiswith mod vhost alias
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mod_userdir and public_html

o URLsthat begin with ~ (tilde) map to that user's
directory

http://ww. uky. edu/ ~r bowen/

o UserDir specifies where that home directory is supposed
to be

# Serve files out of /hone/usernane/public_htm
UserDir public_htmn

# Serve files out of sonewhere el se
UserDir /ww/ users/*/ htdocs
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User Dir caveats

« No clear idea of home directory on Windows
o Be careful with permissions.

o Disablefor certain users
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User Dir file permissions

 Directory must be atrx in order for filesto be
accessible

chnmod 755 / hone/ f oo
chnmod 755 / hone/ f oo/ public_htm

e SOme users may object

o Put confidential filesin other subdirectories with
tighter file permissions on them

nkdi r /hone/fool/ sekrit
chnod 700 / hone/ fool/ sekrit

e Or,just put all of your per-user web directories
somewhere else

UserDir /ww users/*/ htdocs
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Disable for some users

e Some users should not haveaUser Di r

« Root, for example, may have a home directory of /
which would, possibly, be a security problem

User Dir enabl ed
User Dir di sabl ed root hackerdude rbowen

o Note: Thissyntax might give an error in the
version of Apache that you are running. May
Instead leed to omit that first line.

» Canasojust enable for some users

UserDir disabl ed
UserDir enabled larry bob archi bal d
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Summary

o URL Mapping isthe process of converting a URL
Into a resource to be returned to the user

» Phase can beinfluenced by a variety of directives

o URLsdon't alwaysrefer to files on your filesystem

Index

Back to Disable for some users )
Forward to Questions? CooperMclregor.
ApacheCon : URL Mapping - Side #34 of 35




URL Mapping - ApacheCon
Questions?

o #Hapacheon
Irc.openprojects.net
(I'm DrBacchus)

S
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= =

comp.inf osystems.www.servers?ﬁiﬁix (or win32)
o Users@ht t pd.apache.org
http://httpd.apache.org/docs/

http://httpd.apache.org/docs-2.0/
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