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elected security solutions for
he Apache webserver, based
on the SSL/TLS protocol
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The Evolutlon

|_ssl is the canonical Open
ce SSL/TLS solution for
Apache,

od_ssl is originally derived
from Apache-55L and based on
the functionality of OpenSSL.

® mod_ssl is written and
maintained in Germany,
distributed from Switzerland:
hﬁpmmmm-:d'sal::rgf
¥/l rﬂodaalr:r

Rawven 551

Apache: aomau:u:, 6
'm mod ssl: 11.000LeC, 3
| m OpenSSL: 180,000 LoC, 12

[ ] m_ﬁﬁl Lﬂ‘ mlﬁf : & ] '::trnlmr'uzuh:i .

aga_ |

.
! 900 modssl-users

& ll 200,000 Installations

g m 1,100000 Domains S Reve entirely too much

€& Sacurity Solutions with S5L, ApacheCon 2000 free t'm'i on their hands. - Gene Spafford 2
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Apache and SSL: T
Installation Illustration

gqunzip <apache 1.3.12.tar.gz
gunzip <mod =2 . b=1. 3. L2
5 gunzip <openssl-0.9.5a.tax.gz

- 1. extract sou -:-.___.::'

cd openssl-0.9. 5a

feontig 2. build Ope

make

L

%

o

ed ../mod ss1-2.6.6
. jeonfigure with-apache=. . fapache 1.3.12 }

o

with-ggl=.. fopenssl-0.9.5a \
--prefix=fusrflocal fapache

cd ..fapache 1.3.12

make

make cexrtificate TYPEsdummy
5 make install

fusr flocalfapache fbin/httpd -DSSL

netscape https: fflocalhost/ 5- tﬁt h Eﬂ'vﬁ!

Engslschal

Ralf

Seaourity Solutions with 851, ApacheCon 2000 3
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Apache and SSL: e
Feature Overview

Open-Source software m per-URL renegotiation of S5L ,"TLS _
eable for commercial and non- parameters

commercial use ® Supports RSA and DSA/DH
Available for both Unix and Win32 ® Support for explicit PRNG seeding
®m 128-bit strong crypto world-wide ~ ® Boolean-expression based ac
m Supports S5Lv2, SSLv3 and TLSv1 ‘;‘:"d{t’“' :;' ity o
B wa |
u %mmwewdnle ANSI C Eei crliiore

mmemamm = %B?H.Fgrm SSL sessig
. T II- __.:-_ r fi - |IIII:’

:'—?::i_ll;;-._- Fﬂa"‘ : -p- -t:'ﬁ:'l

5 'xmfu“. Erbmm S0 et Ssenves tionally integration into APACI

e stance in X.509v3 certificate

i m X.509 Certificate Revocation List

« Saourity Solutions with 851, ApacheCon 2000 4
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Apache and SSL:
Package Architecture

“mod_ssl is...
o an Apache 1.3 API

conforming module (basic g | & é =
functionality) = | =25 @ OpenSSL
€) a source patch for o | oo 3 3
the Extended API | BN s
(additional hooks) Apache AP | &
E) An SSL/TLS implementation e
2

brary: OpenSSL Apache Core

slschal

_\._
=

EEEe instead of 115 - becauss software
griems should not cost money.

Seaourity Solutions with 851, ApacheCon 2000 3
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SSL/TLS Protocol:
HTTPS Communication

Client Server
Client Hello »
- Server Hello
rced renego- - Server Certificate
tiation & when 3
available and - Server Hello Done
ﬁ:ﬁf{éﬁgnge Client Certificate A
ithm £
Change CipherSpec

=
i
|
ﬂ
(1]
{7 ]
[
L
I
-
]
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Apache and SSL.:
Server Configuration Template

W Standard Setup:
'm HTTP on port 80
“m HTTPS on port 443

Startup:

s HTTP only: e
$ httpd List » B ]

- H-I—I-Pand H.I_rpj: f!fi-.E'i-l':'!-i."\'-_i_l'l:ll.{:.:'ti:ill"' :!il'nll:|:|.|:|1.J"'.4:-:.'-.|_.:-:r'dt']|.:"

SSLMut ex File:run/ss]l . mutex
$ httpd —-DSSL S5LLog log/fssl.log

S5LLogLevel W AT T

A = |PPEt5 <¥irtualHost default :443>
are adc tlons ﬂr mphﬂmntﬁ SS5LEngine o7
m ﬂ'ﬂs Cnn gumﬁﬂﬂ SSLCexrtificateFile etofsexver.crt

S5LCextificateKeyFile etc/sexrver.key

<Ithefine S5L>

E5LVexrifyClient O e
“
£
e =/ VirtualHost>
= </ TfDefines
il
i -
]

& Saourity Solutions with 851, ApacheCon 2000 7
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schall

Ralf 5. Eng

[ ] _Llﬂ Shared Memory based SSLfTLS Session Cache:

| Shared Memory Library, bitp: [faww engelschall.com/fsw/fmm/
'_e:..n (mod_ssl) configure —-with-mm=../mm-1.1.3

Run=Time: 88LSessionCache shm: fvarfrunf scache (512000}

Increase Session Cache Timeout:
Run-Time: 88L8essionCacheT imeocut 1200

B Use Semaphore based Mutex:
Rur-Time: SSIMutex sem

® Use minimal ing:
Run-Time: I;:sngmE

/dev/mull

! +Reue¢_:lntiata
Use HTTP Keepalive facility:

KeepAlive on Premature optimization
MaxReephliveRequest sl is the root of all evil,
EeepAliveTl imscut 15 - DEKAUth
L E.
Saourity Solutions with 851, ApacheCon 2000 8
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Solution 2a:
Server Gated Cryptography (SGC)

B SGC is the mechanism behind ™ Components:

Verisign Global-ID, Thawte = root and intermediate CA
SuperCert, Globalsign certificates dedicated to SGC

Hypersigni2e, ek, = root CA certificate built intd

B SGC is the reason why Fortify browsers and specially tagg

worked atall ;-) (Immlfhg:' ;:ﬁ?a-df}:

Requirements: = all(!) certificates in chain ¢
mod_ss| > 2.1.3 (for reneg.) _

S5LlextificateFile eteofssl.oxt fsexver. oxt
= S5LCextificateChainFile etofs=sl.cxt foa-chajin
SSLCiphexSuite ALL : | RDH : +HIGH 4 ME :
SSLRequire %{S55L CIPHER USBEEYSIZE} >=

L
& Saorty Solutions with S5, Apachet (00 9
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Solution 2b:
Server Gated S S—
| ptog ra phy %4 New Site Certificate

Here ks the Certificate thak i belng presented;
Procedure:
Cerfificate for: Globad Skgn ny -sa
m browser is export-crippled: can b bR e
Lse 4D-bit :m on 'r Encryption: Export Grade -:_Fili-iu-‘-lﬂiirl':r}ililutit sscrei

= browser connects to SGC- .
enabled server with 40-bit cipher [l tet=cue: boc

S er I hE SGC-t I SGC Test “‘Eh&]tE‘h.hT following structure
certif :ate tu brnwsu * hupsisgotestglobalsign for/

File MIME Type: image/|pd
Source: Currentll In memery cache
Liocal cache file: none
Last Modified: Tuesdag 04 -Jan-00 004554
Last Modified: Mondal, 03=Jan=00 23:4%54 G]
Content Length: 1330

E Server and forces a SSUT Expires: w

B, renegotiation with the stronger Charset:

& cipher suite. X

E Seourity Solutions with 551, ApacheCon 2000 10
4prev index next)» small | normal | large

file:///C|/APACHE~1/PROCEE~1/M21/AC2K-RSE/slide-010-n.html [9/23/2000 4:54:50 PM]



hall

:
E
g

Seurity Solutions with 551, ApacheCon 2000 | 11
4prev index nextp small | normal | large

file://IC|/APACHE~1/PROCEE~1/M21/AC2K-RSE/slide-011-n.html [9/23/2000 4:54:52 PM]



hall

:
E
g

Security Solutions with 551, ApacheCon 2000 12
4prev index nextp small | normal | large

file://IC|/APACHE~1/PROCEE~1/M21/AC2K-RSE/slide-012-n.html [9/23/2000 4:54:54 PM]



l. .Jlf_""'-:F" |.—_| .-—\.I

- WLV N P )

hall

:
E
g

Sacurity Solutions with 551, ApacheCon 2000 13
4prev index nextp small | normal | large

file://IC|/APACHE~1/PROCEE~1/M21/AC2K-RSE/slide-013-n.html [9/23/2000 4:54:56 PM]



Solution
Jr’i‘rﬂ’“ L EJT":)J_ J’J|F ::;Il:

hall

:
E
g

Security Solutions with 551, ApacheCon 2000 | 14
4prev index nextp small | normal | large

file://IC|/APACHE~1/PROCEE~1/M21/AC2K-RSE/slide-014-n.html [9/23/2000 4:54:57 PM]



alf 5. Engalschal

1=

Solution 7:

Fine-Grained Client Authentication

B Use of boolean expressions to perform fine-grained
. client certificate based access authentication

y
:I'I: ki r..l‘.l Ad.ccont
VirtumlHost

defanlt 4433

ath / path ftolfasl.cal

optional
10

% {§SL CIPHER} !-
% {S§SL CLIENT S DH 0)
CLIEHNT 5 DH 0O}

m/ “ (EXP | HULL) =/

in [ "Staff’,

% {TIME WDAY} >= 1 and %{TIME WDAY}

% {TIME HOUR} -
or %{REMOTE ADDR)

Saourity Solutions with S5L, ApacheCon 3000

{prev index next»r

B and %{TIME HOUR}

~ mf*141%.1%.129%. [0

eq Snake 0il,

Ltd.™ !
YOR . UDews Y oy
o= 5
20

9] +5/
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Solution 9:
Standard Client Authentication

fetefssl.passwd.foo

B Access Control with HTTP
' Basic Authentication /e

through the Subject-DN of JC=US/L=S .F . [CH-Bax ;332 22k

the X 500 certificate ,.r'-.'._i_r.-.,.il._r. A fCH=Quuse : 30 31ZMTE zkVA

I -
e

L Al ]
# h"ll”;‘ ont # .htaccess

Allowlverxzide FileInfo AuthConfig

<Files foo.html:-

SSLEequireSSL

DuthType Basic

At hHame “foo
MthUsexrFile fetofssl.passwd.
Ri_‘l:]lli'T'i‘ valid-user

<fFiles>

cVirtunalHost defaunlt :443>

SSLCACertificatePath fetofssl.caf
SEL Ver E_t_yl"] ient '::|-|II|:|J":':-
SELVerifyDepth

SEL0ptions tFakeBasichath

<fvirtualHo=zt>

. Engalschal

Ralf 5

Sacurity Solutions with 851, ApacheCon 2000 17
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Solution 10:
Using both RSA and DSA/DH

B RSA is was covered by patent, B mod_ssl| allows one to use all
Data Signature Algorithm SSL/TLS ciphers if both RSA
(DSA) and Diffie-Hellman and DSA server certificates

(DH) Key Exchange was not. are available.
B SSL/TLS provides both RSA B Disadvantage: DSA/DH |
and DSA/DH based ciphers not supported by all ¢

and OpenSSL supports all. versions of popular b

# httpd.conf
<VirtualHost default :4¢

ESLlexrtdficateFile
E5LlextificateFile
SELCer citicateKeyE fete/azl. serve ¥4 . LEY A
SZLCertificateKeyFile /Je ‘e /a8l . servy 58 . ey WEEEWWU’: e
in this world, good and bad.

. e The good sieep better, but the
[ LA by | -:I.J. Ho=t> ]
B o bad seem to enjoy the waking
l hours much more,
H Wioody Allen
E: Saaurity Solutions with 551, ApacheC 100} 18
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Security Solutions with SSL

ected security solutions for
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Feature Overview
i -Source software m per-URL renegotiation of S5L /TLS
seable for commercial andnon-  Parameters

use B Supports RSA and DSA/DH cipher,

L] — L

Available for both Unix and Win32 ®  Support for explicit PRNG seedin
®m 128-bit strong arypto world-wide = mﬁmmtﬁaﬂ
® Supports SSLv2, SSLv3 and TLSv1 = control facility .
® Very clean reviewable ANSI C Backward :

o

Apac e,

9 :  in X.509v3 certificate
| ﬁ?j Certificate Revocation List on (RSA and DSA)

SaEnuERy So8rhons with Sol, Sparihelon S0 d
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Apache and SSL:
Package Architecture

SeL, Anachedon 21000 ]
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Apache and SSL.:
Server Confi guratlnn Template

B Standard Setup:
HTTP on port 80
m HTTPS on port 443

Startup:

= HTTF only:
£ httpd

= HTTP and HTTPS:
§ httpd -DSSL

{.|:.JrE'1'..-' index next » small | normal | large
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HELEBess lonCache shm: hufmnfmlnﬂn{!ﬂﬂﬂﬂl

Increase Session Cache Timeout:
ForrTime: SELEBess ionCachaT imecut 1200

| Lhuﬁemup!wmhmdﬁum
RLrrTirme: SEIHutex zen

l Lise minimal logging:
T nimal Eaging:

/dev /oull

HaxFEaepiliveRequests I.Bﬂ

Ral 5. Engasichial

mmurwiﬂwt 15 =5 L ' t:l.E.m-p.m
Sty Solrbore with 551, Snahelon 2 H
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i

Solution 2a:
Server Gated Cryptography (SGC)

-----

» G is the mechanism behind ® Components:

Verisign Global-ID, Thawte root and intermediate CA
SuperCert, GlobalSign ® certifleates dedicated bo SGG

HyperSignl2g, etc. i T
m SGC is the reason why Fortify browsers and speclally tz
worked at all ;-) Netscape: cert?.db,

*l[]l'E\f |nde}( next » small | normal | large
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Solution 2b:

comnects to SGC-
u'nhhp_l_m\_'u'.ym :m-tqtt_qﬂ'nr

= server sends his SGC-tagged.

cipher suite.

= Saauny o

{prev index next »

‘i MNew Site Certificate

Filas MIME Typea: |

Seoimroa |

Bareu ::.Jer_
{

1o
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Solution 7:
Fine-Grained Client Authentication

- B LUse of boolean expressions to perform fine-grained
~ client certificate based access authentication

my *(ENP | BULLE -

i ""Cnake 011 0 LEed.'
in [ "staff", "CA", "Dex™)
i TIHE WBAT]

141NN, 129, [B-0]+&/

| By]

{.|:.JrE'1'..-' index next » small | normal | large
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Solution 9:
Standard Client Authentlcatlun

*.m::es; Control with HTTP

ﬂas:r: Authentication
rough the Subgecl:-DH of

09 certificate

the:{

# hitpd.vond
Rllowlverride FiloImfo Auth
VirtualMopi ek am b

SELCACeortifivatePath febto/es

SELVer ilyClientl require
T

firtunalHoxt

1s

{.'|:.JrE'1'..-' index next » small | normal | large
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Solution 10:
Usmg both RSA and DSA/DH

A is was covered by patent, @ mod_ssl allows one to use all

Data Signature Algorithm SSLSTLS ciphers if both RSA
' {DSA} and Diffie-Hellman and DSA server certificates
DH) Key Exchange was not. are available.
B SSL/TLS provides both RSA B Disadvantage: DSA/DH i
and DH based ciphers not supported by all ¢
and OpenS5L supports all. versions of popular br
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Ralf 5. Ergelschall

Apache and SSL: e

Apache-S5L

1995

The Evolution

|_ssl is the canonical Open
ce SSL]TLS solution for

Apache-SSLUS. T (45
{free)

14996

mod_ssl is originally derived

from Apache-SSL and based 0N gy
the functionality of OpenSSL.

® mod_ssl is written and
maintained in Germany,
; I:uted from Switzerland:

= it fronmocks) g/

d t moc:f SS

(| mad ssl User Can'rrmib;
5] 900 modssl-users
m 200000 Installations
® 1,100.000 Domains Sfiave entirely too much

Security Solutions with S5L, ApacheCon 2000 free time on their hands, - Gene Spafford 2
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Apache and SSL: .
Installation Illustration

gunzip <apache 1.3.12.t : L 1. extract sourcest o
gunzip <mod s : -
gunzip <openssl-

cd openssl-0.9.5a
. feonfig s bl"ld 0[3

make

cd ../mod ss1-2.6.6

. fconfigure --with-apache=.. fapache 1.3.12
-—with-ssl=.. fopenssl-0.9.5a \
——prefix=F;usr flocal fapache

cd ..fapache 1.3.12

make

make cexrtificate TYPE=dummy
make install

,"us:r.‘flul:!al}a}_}achefhinj’httPil -DSSL
netscape https:/flocalhost/ - 5. test the server!

Ralf 5. Ergelschall

3

Seaurity Solutions with 551, ApacheCaon 2000
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Apache and SSL: L
Feature Overview

. ‘Open-Source software m per-URL renegotiation of SSL /TLS

Jseable for commercial and non- parameters
commercial use Supports RSA and DSA/DH mpher

Available for both Unix and Win32 Support for explicit PRNG seeding
B 128-bit strong crypto world-wide m Buu!ean-exrressmn based access
m Supports SSLv2, SSLv3 and TLSv1 control faci

m Backward compatibility to
m Very clecg'ééeviewable SENTE SSL solutions Apachgs _

Clean ﬁnpache mudule archlhecthe - %BEHP;WL e |

| | ]

Powerful dedicated 5§

X.509 based client & server
authentic

: el onally integration into APACI

5 m X.509 Certificate Revocation List Assistance in X.509v3 certificate

G (CRL) support generation (RSA and DSA)

e Seaurity Solutions with 551, ApacheCaon 2000 -4
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Apache and SSL:
Package Architecture

nod_ssl is...

o an Apache 1.3 API
conforming module (basic
functionality)

€) a source patch for
the Extended API

(additional hooks) ~ Apache API
=P An SSL;’T LS implementation

OpensSSL
3

mod_foo
mod_quux

A

Apache Core

Y Egp]émudmssl

&

a Apachie instead of IS - becauise software

i Sroblems should not cost money,

e

& Seaurity Solutions with S50, ApacheCaon 2000 o
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Ralf 5. Ergelschall

SSL/TLS Protocol:

H'I'I'PS Communication

Client
Client Hello

Server Hello

Server

rced renego- Server Certificate

|
tiation & when :
available and | Server Hello Done

supported

key excha nbgye Client Certificate

Change CipherSpec

Seaurity Solutions with 551, ApacheCaon 2000
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Ergelschall

Ralf 5.

Apache and SSL:
Server Configuration Template

B Standard Setup: # httpd.cont
= HTTP on port 80 ‘
“m HTTPS on port 443

Startup:

TS
$§ httpd Liste 243

. SSLSessinnCachc dbm:xrunf/ssl.scache
. IgTEta;g Hgg’ st file:run/ssl.mutex

logfssl.log

Warm

Fort 80

<IftDefine SSL>

<VirtualHost default :443>
SSLEngine OTL
SSLCexrtificateFile etoefsexrver.cxt
SSLCertificateKeyFile etcfservexr.key
SSLV¥erifyClient none

d  Home Search Guide Print  Secur

30 Te: "1" engelachall con/ </VirtualHost>
- ——————————————— </Ifhefina>

Seaurity Solutions with 551, ApacheCaon 2000
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. Shared Mermory Librarv, http waw enge schall camfswﬁ-nm i
Id-Time: (mod_s<l) configure --with-mm=../mm-1.1.3

2un-Time: SSLSessionCache shm: /var/run/scache(512000)

Increase Session Cache Timeout:
Run-Time: SSLSessionCacheTimeout 1200

B Use Semaphore based Mutex:
Run-Time: SSIMutex sem

B Use minimal logging:

Run-Time:  ssLlog

: | -'Keepﬂl_lve

Prematuire optimization
-Haxmepmlveﬂequest s i@§§§§ is the root of all evil.
KeephliveT imeout 15 - - D.E.Knuth

Ralf 5. Ergelschall

Seaurity Solutions with 551, ApacheCaon 2000
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Solution 2a:
Server Gated Cryptography (SGC)

B SGC is the mechanism behind ® Components:

~ Verisign Global-ID, Thawte el oo e et
SuperCert, GlobalSign certificates dedicated to SGG'
HyperSign128, etc. = root CA certificate built intd

B SGC is the reason why Fortify browsers and specially taggec
worked atal ) (et 00

equirements: w all(!) certificates in chair
mod_ssl > 2.1.3 (for reneg.) extendedKey

nSSL > 0.9.5 (for msSGC) nsSGC (2.16.840
MSSGC (1.3.6.1.4

= .

E CipherSuite ALL : 'ADH: +HIGH :"MEDIUM : +L0W : +EXP : aHULL

E’. Require % {SSL CIFHER USBEKEYSIZE} >= 128

i .

Ll_.-l

=

& Seaurity Solutions with S50, ApacheCaon 2000 9
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Solution 2b:
Server Gated
| ptog 'd phy 4 New Site Certificate

: Here is the Certificate that iz being presented:
i — Pl . Cerlificate for; GhobalSkn nv-2a
= browser is export-crippled: can Sebr e il
use 40-bit Clphﬂ's on Encryption:  Export Grade (RC4-40 with)40-bit secret

m browser connects to SGC- S ¢
enabled server with 40-bit cipher (S tetscape: Documentinie

serv.er sends his SGc_,md SGC Test website has ti following structure
L tl-ﬁcate to brum ® hittpsisactest globalsign get/

er verifies server File MIME Type: image/pd

Source: Currentlf in memory cache

Local cache file: none
Last Modified: Tuesdag 04-Jan-0000:45:54 Lo
Last Modified: Monda¥, 03-Jan-0023:45:54 G
Content Length: 1330

5 server and forces a SSL/TLS Expires: NoJ

2 renegotiation with the stronger Charset: Unkfv

i cipher suite. Securjtyr THs Is a secty

i (R4, 128bit).

e Seaurity Solutions with S5L, ApacheCon 2000 10
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Solution 5 :
Interne 5/4. tranet Acc

o
A=
L
L
E.
L
iy
o=
m
o

Seourity Solutions with SSL, ApacheCon 2000 13
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Solution o
_ustom SSL Error Message

o
A=
L
L
E.
L
iy
o=
m
o

Seourity Solutions with SSL, ApacheCon 2000 14
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Solution 7:

Fine-Grained Client Authentication

B Use of boolean expressions to perform fine-grained
~ client certificate based access authentication

4

# httpd.conf

<VirtualHost default :443>

- 151,-".
optional
10
= Fegquiltgss
SSLReguire % {SSL_CIPHER} !- m/ " (EXP | HULL) - f

% {SSL CLIENT S DH 0} egqg “Snake 0il, Ltd.”
%{SSL CLIENT S DN 0U} in { "staff”, “ca”, "

S{TIME WDAY} >= 1 and %{TIME WDAY} <= 5
and 3{TIME HOUR} >= 8 and %{TIME HOUR} <= 20

or ${REMOTE ADDR} =~ m/"141\.1\.129\.[0-9]+5/
—E;E: </Virtnal Host>
:'—A'}_ =
i
£
.Ll-.-l
G . e _
& Searity Solutions with SSL, ApacheCon 2000 15
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Solution 9:

Standard Client Authentication

B Access Control with HTTP
~ Basic Authentication
through the Subject-DN of
the X.509 certificate

# httpd.conf
AllowOverride FileInfo ButhConfig
<WirtualHost clefault_ 144 3=

SSLCACertificatePath fetof==l.caf

SSLVerifyClient require

SSLVerifyDepth E
SSLOptions

=f{VirtualHost>

hall

Ralf 5. Ergels

Seaurity Solutions with 551, ApacheCaon 2000

4prev [ndex next»

# fetcfssl.passwd.foo

{C=DE/L=Munich/CH= m
jC=US/L=S .F./CH=Bar: : =

## .htaccess

<Files foo.html>
SSLReguireSSL
AuthType

Ant h¥ame “foo"

MuthUserFile Jfetecfssl.passwd.foo
Reguire valid-user

Basic

| </Files>

17
small | normal | large
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Ralf 5. Ergelschall

Solution 10:
Using both RSA and DSA/DH

B RSA is was covered by patent, ™ mod_ssl| allows one to use all
Data Signature Algorithm SSL/TLS ciphers if both RSA
" (DSA) and Diffie-Hellman and DSA server certificates £

(DH) Key Exchange was not. are available. :

B SSL/TLS provides both RSA B Disadvantage: DSA/DH ig still
and DSA/DH based ciphers not supported by all current
and OpenSSL supports all. versions of popular browsers

# httpd.conf
<VirtualHo=zst _default_:%ﬂﬂ}

ficateFile /ete/ssl.server-rsa.crt
SSLCertificateFile lete/ .server-dsa.crt
SSLCertibfgateKeyEide /etc/ssl.server-rsa.key y
SSLCertificateKeyFile /etc/ssl.server-dsa.key There are two types of people
in this world, good and bad.

- The good sleep better, but the
< /¥irtual Host> ! 1
: e bad seem to enjoy the waking
hours much more.
Woody Allen
Seaurity Solutions with S5L, ApacheCon 2000 18
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