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1.1 $ATIER

HttpClient fiz B E [ THAE L PUAT HTTP J5idk. —A> HTTP JNERIPAT A — D ZA HTTP
TR /HTTP e BASHe, I8 HI HttpClient [N SRACHE . i HAEE H 2 SR — AN ZEHAT I R
XF4, T HttpClient HAEE L5115 3K 1) H A5 Al 25 2% 53R [B6E R e R0 5, 303 S 3AT AN 2D
B3l H

IR ESRH, HttpClient API 1) 3 E) N FUHLE & R FIR LI HetpClient #2171,

XA — AR B A R PAT I FR R 51 -

HttpClient httpclient = new DefaultHttpClient () ;
HttpGet httpget = new HttpGet ("http://localhost/");
HttpResponse response = httpclient.execute (httpget) ;

HttpEntity entity = response.getEntity();

if (entity != null) {
InputStream instream = entity.getContent () ;
int 1;
byte[] tmp = new byte[2048];
while ((1 = instream.read(tmp)) !'= -1) {

}

1.1.1 HTTP iR

B HTTP i RA — NS T k4, WK URL I HTTP PR R AR I3 3R AT

HttpClient 32 F57 FT A %€ X AE HTTP/1.1 KRAS i HTTP J5¥2:: GET, HEAD, POST, PUT, DELETE,
TRACE Fll 0PTIONS . ¥ T-HEN TR TYEH — MR I2S: HetpGet, HttpHead, HttpPost,
HttpPut, HttpDelete, HttpTrace Al HttpOptionso.

TR URI 25— RIEEALAT, EARR TN TG R ERIBEE. HTTP 33K URI
LA — MRS, ENLARR, FEM I D, FIREER, nlEEm A i A B

HttpGet httpget = new HttpGet (
"http://www.google.com/search?hl=en&g=httpclient&btnG=Google
+Search&ag=f&og=") ;

HttpClient $2L1R £ T B 7 iR Bk B @ AME 2347 URI.
URI tHA] DAGmFE R P25

URI uri = URIUtils.createURI("http", "www.google.com", -1,

"/search",
"g=httpclienté&btnG=Google+Searché&ag=f&og=", null) ;
HttpGet httpget = new HttpGet (uri);
System.out.println(httpget.getURI()) ;




AN

http://www.google.com/search?g=httpclienté&btnG=Google+Search
&ag=f&og=

A AT AT UM R 2 5P oR A A

List<NameValuePair> gparams = new ArrayList<NameValuePair> ();
gparams.add (new BasicNameValuePair ("g", "httpclient"));
gparams.add (new BasicNameValuePair ("btnG", "Google Search"));
gparams.add (new BasicNameValuePair ("aqg", "f")):;
gparams.add (new BasicNameValuePair ("og", null));

URI uri = URIUtils.createURI("http", "www.google.com", -1,
"/search",

URLEncodedUtils. format (gparams, "UTF-8"), null);

HttpGet httpget = new HttpGet (uri);

System.out.println (httpget.getURI()) ;

i th AN

http://www.google.com/search?g=httpclienté&btnG=Google+Search
&ag=f&og=

1.1.2 HTTP I &

HTTP Wi 72 p Al 55 2 AE USRI R SRAR S 2 5 3R [ A I 28 2 P i AR S o AR ST
RIS — AT TR, 25 R IR R A R A SCA B

HttpResponse response = new

BasicHttpResponse (HttpVersion.HTTP 1 1,
HttpStatus.SC OK, "OK");
System.out.println(response.getProtocolVersion()) ;
System.out.println(response.getStatusLine ().getStatusCode()) ;

response.getStatusline () .getReasonPhrase()) ;

(
(
System.out.println(
(

System.out.println(response.getStatusline ().toString()) ;

i th AN

HTTP/1.1

200

OK

HTTP/1.1 200 OK

1.1.3 AbER LI

—A HTTP AT LS IR A I A A, A AR RS BB I Ak 3815 B .



HttpClient $& B3R, 7N, FERAMEELIRIE BT,

HttpResponse response = new
BasicHttpResponse (HttpVersion.HTTP 1 1,
HttpStatus.SC OK, "OK");

response.addHeader ("Set-Cookie",

"cl=a; path=/; domain=localhost");
response.addHeader ("Set-Cookie",

"c2=b; path=\"/\", c3=c; domain=\"localhost\"");
Header hl = response.getFirstHeader ("Set-Cookie");
System.out.println(hl) ;

Header h2 = response.getlLastHeader ("Set-Cookie");
System.out.println(h2) ;

Header[] hs = response.getHeaders("Set-Cookie");
System.out.println(hs.length) ;

it AN

Set-Cookie: cl=a; path=/; domain=localhost
Set-Cookie: c2=b; path="/", c3=c; domain="localhost"
2

IG5 e R R T A L35 B 3 7 U H HeaderIterator M.

HttpResponse response = new

BasicHttpResponse (HttpVersion.HTTP 1 1,
HttpStatus.SC OK, "OK");

response.addHeader ("Set-Cookie",

"cl=a; path=/; domain=localhost");
response.addHeader ("Set-Cookie",

"c2=b; path=\"/\", c3=c; domain=\"localhost\"");

HeaderIterator it = response.headerIterator("Set-Cookie");
while (it.hasNext ()) {
System.out.println(it.next ());
}
i BN

Set-Cookie: cl=a; path=/; domain=localhost
Set-Cookie: c2=b; path="/", c¢3=c; domain="localhost"

BN HTTP R SR L S BT R IE T i

HttpResponse response = new
BasicHttpResponse (HttpVersion.HTTP 1 1,
HttpStatus.SC OK, "OK");

response.addHeader ("Set-Cookie",

"cl=a; path=/; domain=localhost");




response.addHeader ("Set-Cookie",
"c2=b; path=\"/\", c3=c; domain=\"localhost\"");

HeaderElementIterator it = new BasicHeaderElementIterator (
response.headerIterator ("Set-Cookie™));
while (it.hasNext ()) {
HeaderElement elem = it.nextElement () ;
System.out.println(elem.getName () + " = " +
elem.getValue()) ;

NameValuePair[] params = elem.getParameters();
for (int 1 = 0; i < params.length; i++) {
System.out.println(" " + params[i]);

it AN

cl = a
path=/
domain=localhost
c2 = Db
path=/
c3 = c
domain=localhost

1.1.4 HTTP 524&

HTTP $i 3] LA 7 R SR Blme) S AH O (1) P 28 SIEAAR o SIS mT DAFE — S637 SRR ma )37 4 3],
RN EATH R IR . T SR SRR B P SARE R . HTTP B E ST W FhEf ]
SR POST A1 PUT. Wi @ HIEE A — AN WA SR . XA R, b
HEAD )W RAT 204 No Content, 304 Not Modified fl 205 Reset Content
M
HttpClient Fi4 H A 25 H B ATAL X 3 = Fh 2R AL 1 S 4«
® streamed W : WA IR, BEHEIZ1TH =4 Rl 2 X Fh 7 B & I HTTP
M 87 SRR SEAAR o i S AR e AN AT A R

® self-contained BRA S : WHLENAE - BGE M ERE B S Lk h 3R .
AR AR SRR T DLEE AR . X PR Sk 225 T3 HTTP 1K
RS

® wrapping 83X : NEMFI— DLk FIRE .

A HTTP Wi B SREUAR U I, XA X0 TIE R PR B2 T H SIS
Franinmm H R HttpClient AIERIER LA, A BRAE XA FHABLELE T .
KREOL T, BUCE R XA A G E S 1S, FINT DUE ) 3R A Uk .



1.1.4.1 EE L

SRR S, SWE TN AR DI 2 0 XU B RE Sk T (&
ByteArrayEntity 8( StringEntity),

1.1.4.2 fEF HTTP 4%k

RN — AN AR BERT DL b NS AT DRR RN, B SRF 7/ gmtd GCRe e
HWE T IFAA .

SR A8 B P N AEPATIE R, BUSIER O IHAT, B0 B AR 25 R Th 2%
i P61 222 £

NSRRI N 2S, ATLLIEE HetpEntity#getContent () 77N AT F3REL,
X 4 iR B — A4 java.io.InputStream X % , & £ 4t — N b R B
HttpEntity#writeTo (OutputStream) FikH, X&— URIE FTA 5 NFI4 E i+
(N 25 o

2 SEARGE R — AN AR SCEREES, HttpEntity#getContentType () J7 %Al
HttpEntity#getContentLength () 77 ¥4 W UL A SR 2 B i@ A M oo #odk ., W
Content-Type il Content-Length k{5 E (WREATETHID. BNkLEREE
Content-Type A PAVELEX A MIME BBH RS, LUl text/plain B text/html,
HttpEntity#getContentEncoding () J7 VA RILIIXAME B o WAL EE BATH, IB2m
REHEE-1, WX TN AR E NULL. W kE{E S Content-Type &R K, 4
2R [l — A Header KT R,

N — AN AR SCRER SRR, XA TCEE AR AN I S A R AR A

StringEntity myEntity = new StringEntity ("important message",
"UTF-8") ;

System.out.println(myEntity.getContentType ()) ;
System.out.println(myEntity.getContentLength()) ;

(
(
System.out.println(EntityUtils.getContentCharSet (myEntity));
System.out.println(EntityUtils.toString (myEntity));

(

System.out.println(EntityUtils.toByteArray (myEntity) .length);

S ESS)

Content-Type: text/plain; charset=UTF-8
17

UTF-8

important message

17

1.1.5 HAPRARR A B PR

HGER RIS, AS A GRUEFTAT LR AR Q258 A AR R AR 2, B DLER AT



DAz A R ] B et rp, i HL o] DUs I 1 4 B AR 0T I SR (1 SR B & . A B AN
(K 5 B I 792 HttpEntity#consumeContent () J7 2K ¥ER AT & v
MN%5. HttpClient PRI BN AMET CARIENGE, 23R4 HEhBEBURZER:, Fnl 2%
PSS, HttpEntity#consumeContent () LA Z kM E %4 K.

] BE A RFR I 0L, 2480 87 P 25 1) — /N 0 i 23R H, Y FE TR 4 N 2 T 2R M e
A R EZAARN RS, AT PAUGEE A HttpUriRequest#abort () HikkH
1B K.

HttpGet httpget = new HttpGet ("http://localhost/");
HttpResponse response = httpclient.execute (httpget) ;
HttpEntity entity = response.getEntity() ;
if (entity != null) {

InputStream instream = entity.getContent () ;

int byteOne = instream.read();

int byteTwo = instream.read() ;

// Do not need the rest

httpget.abort () ;

AR, (R ERA T B0 1 BEIR  8 IE R R .

1.1.6 HFELMAENE

e HFELHEAERNE X EM BTN HttpEntity#getContent () B
HttpEntity#writeTo (OutputStream) /7%, HttpClient thH4W EntityUtils 3K,
X Rt —LEER AT v, X BRI VE ] DL N 5 A SR b B B A B R . A LR
H java.io.InputStream, tA]LAE XA 7732 DL AT /250 B R R L
BEANER R, EntityUtils BAEFH SR ZIAN SRR, BRAEME B SEARJR B P SER) HTTP
JI 25 28 0 L R0 0K P2 R i o

HttpGet httpget = new HttpGet ("http://localhost/");
HttpResponse response = httpclient.execute (httpget) ;

HttpEntity entity = response.getEntity() ;
if (entity != null) {
long len = entity.getContentLength () ;
if (len !'= -1 && len < 2048) {
System.out.println(EntityUtils.toString(entity));
} else {
// Stream content out

FE— LG5 L T W] BE AN 1E— IR RS SR o WIS ST A P 250 2T A SE P 7 0AE N A7 B A
MRk . B TA BT Buf feredHttpEntity FORMEEIRLIATE K.
X2 5 SR N AR I WA R X b o FERCE TR J7 30, SR 38 i A5 B
D



HttpGet httpget = new HttpGet ("http://localhost/");
HttpResponse response = httpclient.execute (httpget) ;
HttpEntity entity = response.getEntity();
if (entity != null) {

entity = new BufferedHttpEntity(entity);

1.1.7 RSB A

HttpClient $2fit—263, EATRI LR A il HTTP RIS N A A g tiw. 8T
B PSRN HTTP 3R 3RS A4t A, IR e S5 m] LLRIE G POST 1 PUT 53K
HISEARAROCH . HttpClient HIRZ A FIKIEURAS, s fias, S5 8dl, AR
it 7 —42: StringEntity, ByteArrayEntity, InputStreamEntity #l
FileEntity.

File file = new File("somefile.txt"):;

FileEntity entity = new FileEntity(file, "text/plain;
charset=\"UTF-8\"") ;

HttpPost httppost = new HttpPost ("http://localhost/action.do") ;
httppost.setEntity(entity) ;

WA InputStreamEntity AFEER, FNEANEEMEE SRR i —
RNE . B RUE, FAMEFESLI—EH A HetpEntity 28, X AREEAM, HEK
MREMF B InputStreamEntity. FileEntity H&—AMRIFAIH 5.

1.1.7.1 BIESHAELE

WHE R, HTTP SE4k 55 225 T K5 @ 19 AT BN SOk shas Ak . J8 A8
EntityTemplate S/AZKA ContentProducer #I1, HttpClient F&4t T B2 SLIAR 3L
Ffo WA RALIRFE RAE R ENTN BRI R, %Eﬂ‘]%)\ﬁﬁ/\iﬁﬁﬁ/ﬁqj EATRER
WA RIS SRAE RN Z . LU EntityTemplate B2 M SA@ % 2 B R A S H T LLE
=i

ContentProducer cp = new ContentProducer () {
public void writeTo (OutputStream outstream) throws IOException ({
Writer writer = new OutputStreamWriter (outstream, "UTF-8");
writer.write("<response>");
writer.write(" <content>");
writer.write(" important stuff");
" </content>") ;

writer.write("</response>") ;

writer.write

(
(
(
(
(
(

writer.flush() ;

}




HttpEntity entity = new EntityTemplate(cp) ;
HttpPost httppost = new HttpPost ("http://localhost/handler.do") ;
httppost.setEntity(entity) ;

1.1.7.2 HTML K&

V2N LT T SRR A — A HTML RS RE, Eetn, N T RidE—1 Web
I FHAE 7 B2 A A o HttpClient 324t 7RFIRHISEAAZE urlEncodedFormEntity HIXA
R

List<NameValuePair> formparams = new
ArrayList<NameValuePair> () ;

formparams.add (new BasicNameValuePair ("paraml", "valuel"™));
formparams.add (new BasicNameValuePair ("param2", "value2"));
UrlEncodedFormEntity entity = new

UrlEncodedFormEntity (formparams, "UTF-8");

HttpPost httppost = new

HttpPost ("http://localhost/handler.do") ;
httppost.setEntity(entity) ;

UrlEncodedFormEntity LB A URL Zmfd Ryt E, A Run FrImW % :

paraml=valuel &param2=value?

1.1.7.3 WA

M, FATHER L HitpClient 1B 5L T4 AL 1 1) HTTP 5 ST & 1 ) e il & B b e 46t
XARRER), (HJE, WHE HttpEntity#setChunked () V5N true SZiEK HitpClient 43
PURAD I k. TR HitpClient K& FARRME APoR. MAERK HTTP Hh A, W
HTTP/1.0 hRAS, ANSCHRRI-Hgmpding, X ME 21 206

StringEntity entity = new StringEntity("important message",
"text/plain; charset=\"UTF-8\"");

entity.setChunked (true);

HttpPost httppost = new

HttpPost ("http://localhost/acrtion.do") ;
httppost.setEntity(entity);

1.1.8 W B %) 2%

2 il ) 2 4D e T4 R B 7 (S 1 77 202 A H ResponseHandler #2111 iXANMGE 56 48
BTHPRTERESHENEOG. XA ResponseHandler B}, HttpClient $ < H 87



FFORIER OE R BNE A B AR 1 &, TAVEE RPAT R B RTh 5 K T 7

HttpClient httpclient = new DefaultHttpClient () ;
HttpGet httpget = new HttpGet ("http://localhost/");
ResponseHandler<byte[]> handler = new
ResponseHandler<byte[]1>() {
public byte[] handleResponse (
HttpResponse response) throws ClientProtocolException,
IOException {
HttpEntity entity = response.getEntity();
if (entity != null) {
return EntityUtils.toByteArray(entity);
} else {
return null;

i
byte[] response = httpclient.execute (httpget, handler);

1.2 HTTP AT B FFE

W), HTTPRACB T CIRAS Y, T 1038 K- B B . SRTT, HSRHI N AR P4
T L A — ST A OC 1 SR B R R JOIRESAE B O T IR B R R 4R — AN
FEIRZS, HttpClient L VFHTTPIE SKAE — MFE FIPAT AL R AAAT, WIFOUHTTP R R 3C.
FAHE A B AEESE R B EH, a2 @A KR E R 253 — 28l
HTTP.L R XCThfEfljava.util .Map<String, Object>1RAMLL. BB EE ML S E
EES . NHREF ] DEER CATEER S B R AT e m R B S

FEHTTPIE KRBT X — IS FE R, HttpClient?S N 1 R 5@ 1 24047 £ F e

® ‘http.connection': HttpConnection3LHIAEE T &R R H AR k5 2 1 H S #z .

® ‘http.target_host': HttpHostSZFIE T &R Hx.

® ‘http.proxy_host': WIRMH T, HttpHostSHIAFR TABLIER.

® ‘http.request’: HttpRequest SLHIRER T E LA HTTP iEK.

® ‘http.response’: HttpResponse SEHAREE T FLSLH HTTP M 5,

® ‘http.request_sent': java.lang.Boolean X ZARE 7 HEREIERE G5

AR H bR ERE AR

e, 97 o A B E E M B AR, EIERPATZ)E, WL E http. target host

JB 1 P AR

DefaultHttpClient httpclient = new DefaultHttpClient ();
HttpContext localContext = new BasicHttpContext () ;
HttpGet httpget = new HttpGet ("http://www.google.com/") ;
HttpResponse response = httpclient.execute (httpget,

localContext) ;
HttpHost target = (HttpHost) localContext.getAttribute(
ExecutionContext. HTTP TARGET HOST) ;




System.out.println("Final target: " + target);
HttpEntity entity = response.getkEntity() ;
if (entity != null) {

entity.consumeContent ();

it AN

Final target: http://www.google.ch

1.3 ®EALE

HttpClient REREH HH PIFRRE R E) % A6 1/0 RIS, dngs e i e it slipl & 1)
java.io.IOException W%, EAFRE HTTP EREMMIGES, Wik HTTP Py
HttpException F#. #H 1/0 H#iR AN AEZ A BT IKE I, T HTTP Bl ES iR
BN Ay B i HoA& A GE 3 3k E

1.3.1 HTTP BH &4

FIRAE HTTP PRUCFAR N I R B IR FP A& & 1, X — RURE 2, HTTP 2 —
15 EF PR T [ 7 S /0 2 AT B3, e A i P R SR BT 35 B A 2R I N 2 . BRI
SCRPER S PERAE T IR R fE o Bbdn, R BRI B ANAL BTSSR, HTTP RS a85 25 I8 BRI H
= AR T TE R, AL R N R RS — AR B B oo A SR i R A B HGER I
TR SR B 0I5 B AT N SIE A SR IGUS S il 55 2 AN 2 1k I (B 3 55 n R 7 i DR
HHNZAMNER, WA RSS aebe A T et A 1 — AT XA F R FH 55 BB, X
2 S BN Bl A5 A B AN — B R RS

S HTTP MRFRBCA BT RS S5 MR, (HE thREH A T —AMER IO 5%
IR S5 B AR BE B L IR e IRAS . BEARIE HTTP ARHIE 1424, RGULAURIE HTTP JF
VEAE N2 R R A

1.3.2 BERTTE

HTTP/1.1 WIRfE X T w5J77%, kT

UNEWaT s “R5” JBIEAEEe (B T ARed A M D N B EIE >0 MAH [FRE R
IS P17 SR A2 AH F] 1]

Pt E Ut O T2 P A2 PR AIE HE £ 36 SR A0 38 22 AN FH ) 7 VA AT (1 S B 12 T LIS 3 11,
Eetun, 385 HRAE— AN ST 35S 1D AN H T R S AT A R SRR 1 5 1

TEER XA A T HttpClient F& AN LR IR o 3 7 FH (090 U5 2845 591 52 AR TR 25 1) HTTP
T3 EAE I IR A [ i 258 P R i o

HttpClient ¥ A 2Rk f, & 7732, ol GET F1 HEAD /& &5 n), st &7k, W
#1 POST Al PUT MIASE .



1.3.3 ¥ BaKE

BN OL T, HttpClient 2 XEIH BN 1/0 & IRE . BRIN B 3k E L] 2 217>

— ) RN S S A R A PR A

® HttpClient A WEEIZH BN HTTP PhillE R (L E M HttpException FEHRA H
1) HRE R .

®  HttpClient 2> H 3 B HT AT B A Bk 2 B 7%

®  HttpClient K< B 2 B HT AT IR LE th T-iz 5 57 5 ORI T HTTP 5 SR AT AR A% 16 1) H A IR
% (MR IEREAE BREPEBIRS ) KRBT,

®  HttpClient <> H ) B F AT P LL O & 58 0k B MR 55 2%, (H 2 R 552840 F HTTP RS

RS AU E & B2 A2 R EUTATZR 78D i SLE DI 5 vk o fEIX PGSR, Rk

TSR A PR S S8 A0, TN BRI A U o i SR AME R AT RE XS TR B
FEF I H AR Web AR 5585 KUl A IERG, T2 miam @ st —A 3 @ P 57 A EE 2% .

1.3.4 HEREALE

N T HFE B E LR EIRELE], BiZigfit—/ Ht tpRequestRetryHandler # [

DefaultHttpClient httpclient = new DefaultHttpClient ();
HttpRequestRetryHandler myRetryHandler = new
HttpRequestRetryHandler () {
public boolean retryRequest (IOException exception,
int executionCount, HttpContext context) {
if (executionCount >= 5) ({
// R K ERIRE, A A Bk LE |

return false;

if (exception instanceof NoHttpResponseException) ({

[/ WERARSSERE T ERE, M AMER

return true;

if (exception instanceof SSLHandshakeException) ({

/] AEERSSLIEFFH

return false;

}

HttpRequest request = (HttpRequest) context.getAttribute (
ExecutionContext.HTTP REQUEST) ;
boolean idempotent = ! (request instanceof

HttpEntityEnclosingRequest) ;
if (idempotent) {
// WRAE RN AER, AR E

return true;




return false;
}
i
httpclient.setHttpRequestRetryHandler (myRetryHandler) ;

1.4 HiEER

E—LeIELT, T BARIRSS 2% 0 & s P im A IR 2 & s i K, A HTTP 3K
PHAT 2 7E T ) I RDHE P T 2R e IXINF, st ml e AN AN T St b dd sk, IR EHBIAE 1/0 T
ITH LR BB . B HttpClient AT [ HTTP & 3K m BUAE $hAT M4F & B Bl i A
HttpUriRequest#abort () FiEMH 1k XA TE R LR 24, 11 H 7] LME S ZFE
A 25— HTTP W& R IER, & RPAT AR B B 1/0 #Erh 7, T HAR R i
i InterruptedIOException 7 KA.

1.5 HTTP Thil{ 2458

HTTP PR Es e — N SEBL 75 E HTPP BT T B 5] o 38 5 P 2 A A B4R T
— AR SRR B b, B IRUSCEIHR S OGS AR AE 2, B — Ve 5 (1 Sk A B — AR
KR ABAE B TR A IR SC . VA AT AR & AR AR ST 1 N R S A, iR Y
BRI AE — MRIFRIRG] . BT X2 RS S SAE H 1 AR M
R IR I SR SE K o — SR A A W] A — A LTRSS &

P AT DU 3 A5 BORIE R A AR A A DR AS-JEL. HTTP AT B R 3C. Bh
WS AT U HTTP RO — A B ST SRAFAH — M BIRES

T H AT BN ASRLZ AN E AT T R 2 AT 1R SOIRESA 5% R P2 s
AMIEARAER R, ANV MR AT, IEEAN A BHAT R —FE, AN
AL R PP 5 R o 2o AL BE 25 .

PSRRI N R FR 2 A 1) o R Serviet AHALL, W SCE2BRAS AN BLZ AT S AR 1
AR il RO AR R [ 2B 1

RAIRGIS I T A A BAEES I R P E AR T RA— BRI

DefaultHttpClient httpclient = new DefaultHttpClient ();
HttpContext localContext = new BasicHttpContext () ;
AtomicInteger count = new AtomicInteger (1) ;
localContext.setAttribute ("count", count) ;
httpclient.addRequestInterceptor (new HttpRequestInterceptor() {
public void process (final HttpRequest request,
final HttpContext context) throws HttpException, IOException {
AtomicInteger count = (AtomicInteger) context.getAttribute ("count") ;
request.addHeader ("Count",
Integer.toString (count.getAndIncrement())) ;
}

b) i
HttpGet httpget = new HttpGet ("http://localhost/");




for (int 1 = 0; 1 < 10; i++) {
HttpResponse response = httpclient.execute (httpget,
localContext) ;
HttpEntity entity = response.getEntity();
if (entity != null) {
entity.consumeContent ();

1.6 HTTP &%}

HttpParams % AR [ & XHMFIBATIIAT N — DM AZRERES . BEELT,
HttpParams Ml HttpContext Afl. - Z A= E X A& EA RS 1T I FH A TH
KA ORR T RES, COIBMAE N X SE R Map, (H2RS T AR
H 8

O
® HttpParams M BHHMAE “ KB AN-Z MR BUT. HttpContext BEMER

ARELE HTTP R SCAR IR — i F8 R AR O R B 40 52
® HttpParams M HIRZE X EHMARAT N . BEF—NEROHAHEHEE HCH

HttpParams X[ 4. HttpContext M HIRZEKRER—A HTTP B PHATIRE .

AR E I PAT BN SCIEAR 2 AR R 3L,

1.6.1 SHEIR

TE HTTP iFRPATIEFEH, HttpRequest X% HttpParams s&fAH THATIERM
HttpClient S HttpParams BERIE—HC I XA ELE HTTP 5 RIUN I S Hth
ST BB AL HTTP & 7 i ) ) He tpParams o 47 EE & W B @ 2 500 BT i AE HTTP
&Pl HTTP 35k AL, T H AT DL S B 5 HARLE HTTP iH KRB 24

DefaultHttpClient httpclient = new DefaultHttpClient ();
httpclient.getParams () .setParameter (CoreProtocolPNames.PROTO
COL VERSION,HttpVersion.HTTP 1 0);
httpclient.getParams () .setParameter (CoreProtocolPNames.HTTP
CONTENT CHARSET, "UTF-8") ;

HttpGet httpget = new HttpGet ("http://www.google.com/") ;
httpget.getParams () .setParameter (CoreProtocolPNames.PROTOCOL
_VERSION, HttpVersion.HTTP 1 1);
httpget.getParams () . setParameter (CoreProtocolPNames .USE EXPE
CT CONTINUE,Boolean.FALSE) ;
httpclient.addRequestInterceptor (new
HttpRequestInterceptor () {




public void process (final HttpRequest request,
final HttpContext context) throws HttpException, IOException {
System.out.println(request.getParams () .getParameter (
CoreProtocolPNames.PROTOCOL VERSION)) ;

System.out.println(request.getParams () .getParameter (
CoreProtocolPNames.HTTP CONTENT CHARSET)) ;
System.out.println(request.getParams ().getParameter (

CoreProtocolPNames.USE EXPECT CONTINUE)) ;
System.out.println(request.getParams () .getParameter (
CoreProtocolPNames.STRICT TRANSFER ENCODING) ) ;

1)

fth AN

HTTP/1.1
UTF-8
false
null

1.6.2 HTTP 2% bean

HttpParams M AUVFEAC A ACE PR KM RGN REZERE, HsHmn
DA 51N T AS 2 5200 22 FRAS 1) 3t ) S 251k AR, A FLEYT Java bean #H L, HttpParams
WA —ANEE: HttpParams ANAEMEFH DI B R Ao AT ZX AR, HttpClient £
1 2 bean 2K, BAITAT LU SR IZI T8 AR AERY Java eban B4 461 Ht tpParams Xf
%o

HttpParams params = new BasicHttpParams () ;
HttpProtocolParamBean paramsBean = new
HttpProtocolParamBean (params) ;
paramsBean.setVersion (HttpVersion.HTTP 1 1);

paramsBean.setContentCharset ("UTF-8") ;

paramsBean.setUseExpectContinue (true) ;

System.out.println(params.getParameter (
CoreProtocolPNames.PROTOCOL VERSION)) ;
System.out.println(params.getParameter (
CoreProtocolPNames.HTTP CONTENT CHARSET)) ;
System.out.println(params.getParameter (
CoreProtocolPNames.USE EXPECT CONTINUE)) ;
System.out.println(params.getParameter (
CoreProtocolPNames.USER AGENT)) ;

AN



HTTP/1.1
UTF-8
false
null
1.7 HTTP #EXRPATSH
X LG SR 2 A BT SR PAT I
® ‘http.protocol.version’: 1R EAETE RN R B HIIRAER, BlE X T
R HTTP Phl A . EXANSHUHEISE|—A ProtocolVersion KA A,
MPEXAN SR AR E, BAHMAH HTTP/1.1.
® ‘http.protocol.element-charset': & X [ 4 HTTP Ph BT HR 7 /5. XNMSHUY
PHF|— java.lang.String BRMME. WRXNMNSEE A KE, Bamt
f#f] US-ASCIT,
® ‘http.protocol.eontent-charset': & X 7 ARA WA F gD BN F /5. XS
HHWEMA ] —1 Java.lang.String RHUMME. WREXNMSHEAWLE, I
LHREA 1S0-8859-1.
® ‘http.useragent': & X T k#M(S5E User-Agent KN . EANSHIHERH—A
java.lang.String RHMME. WRENSERAHILE, 4 HitpClient FF
N H AR —ME-
® ’http.protocol.strict-transfer-encoding': & X 7 Wi M Sk B R A H — A HEE
f] Transfer-Encoding, #FEIEZA$H,
® ‘http.protocol.expect-continue’ :  J B &% V% B L AR B WE  Expect:
100-Continue #F. Expect: 100-Continue #&FHI H K2 RVFE " bl
FHE RAK R IE — A8 R AF BoR UL B TR IR S5 25 2 15 A B AR 5% 7 o REVE SRR Z 1T 15
FIXANE R (FETF1ERKLEHEE). Expect: 100-Continue #EFHIfEHATLA
X 7 2 H AR RS VR A S E RS2k (Lhdn posT M PUT) SR EMITERE
M3%. Expect: 100-Continue #EFPAZIEMEMH, FEM HTTP k%54,
ANLF HTTP/L iR B S5 B 8. XA HIPEGE — 4
java.lang.Boolean KMHMEH. WREXNMSERAIEE, A4 HitpClient ¥4
IR EEHET.
® http.protocol.wait-for-continue': & 3 1 & F i S 1% 55 fF 100-Continue Wi i

K ZFP L (R [8] B& - X NS HUHEA E]— Java.lang. Integer KMHIMH,
MR XN SEEA W E, 4 HttpClient Kre 7ETR E 1 RAKAL i 2 0 NN 45
3.



BR EEEH

HttpClient 5 — M0 EEEAIRM M 1L, ARG b 1/0 BRAER e Rz hl. %
FEHRAEROAR 22 75 T AT DA ] — S8 S HOR % i .

2.1 EEESH

XEESHA] A A -

‘http.socket.timeout’: & X 7 E#ZFHIZPIGEI A (SO TIMEOUT), Xt/
SRR, MR, AR AN SR 0B B[R] R KPR R S T o SR [
0O BB ANR - NMERRKMENNE. XN HWEEH A
java.lang.Integer KMIME. WRRXNSHEAWE, I A BUERIERA
SR (TERR K BB T B E]D 6
‘http.tcp.nodelay’: 2 T & %518 ] Nagle 5. Nagle B4R K@ I f) Mk & 2% 1)
AR N o 2 N R A BE PRI N 2 JE R R4 S R RE I, B AT AT DG A
Nagle %i%5 (Bt IF)/8 TCP NODELAY). ##hf oo Flik, hn T 7 % AL
PR EANSEIHLERE|— java.lang.Boolean RAUMME. WRXNZ
LA WS, 4 TCP NODELAY i E (THER).
‘http.socket.buffer-size’: e 1 WHERE T EH IR/, REZMEHRE FIN £
We/AE ST HTTP R . XNMSHIESRE|— java. lang. Integer RAKME.
WX NSRBI E, B4 HitpClient F2x70 Bt 8192 T3 (I EHE T 5247 .
‘http.socket.linger': {i il $i5 & HIMHHE LR (AR X E SO LINGER. # KHJIEREH
IHME 2 6 18 8 [ AB O B 7R T IX AN IR IR 6 A o {B-1 W s A8 A 1 JRE BRIA
AW B G BT KR MRENSEAERE, BagRRE -1
(JRE BRIAD.
"http.connection.timeout': R | B B 4 6 V7N 22 A0 G R s T ) o R R AN ] 1)
fHH 0 fREN— AN BRI (] . XN SHUHES 2] —4 java. lang. Integer
FKAME . IFXASER AW E, AR A 28I TR K I I ED .
'http.connection.stalecheck': 7€ | &AM IHIEZRE .. UE—MiEH Bk
AT — A3 SR T A 55 i R 2 L8 DR AT S oG P TH e 2 Pl e B 3 IR 18— A
1/O &R KRS IS 2 25 R 1 RE e T R T —MEKR, A& IR AT LAk 2] 30 280D,
XANSEHHEEF— Java.lang.Boolean KM KME . B T I RE KIS f R 1,
KA ROZME P iR XA SEE AW B, A IHEFEES SRR R IATZ
AT
'http.connection.max-line-length*: Y& T i KiERATK BRI R . iR & BAH—
ANIEEL, AR HTTP 3 SRAT @ X AN REPE 251 &% java.i0.I0Exception 7
o MBEFH S RAXMEE . XANSHIAERF— java.lang. Integer
FKAME. WRENSEEAWRE, I2mAREEAT RS T .
"http.connection.max-header-count’: #iE 1 VI HTTP SLifE B4E . Wik
WEN—ANIES, WEIRR 3R HTTP S5 BECER T iX IR H a2 51 &
java.io.IOException ¥ . MMEER KA MEE. XNMSEINES
F|—4 java.lang.Integer FMWME, WRXNMSEHAKKE, BLHA
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® ‘http.connection.max-status-line-garbage': ¥ 7 EHIEEF] HTTP WRDIRASITZ
R AT 2 SRAT I KB . R HTTP/L 1 RRAVEERE, 3 AN Il ™ A= A e )
P AR 253 [0 — MR Content-Length CHEIREMNFEZHIKIE). A~
EME, AR, XARRLERT RN NG RO, REEE N —IRZHl. Brik
HttpClient 2 ZiLLiX A U Bk A 2 R 1017 . RS R AEH T — A4
java.lang.Integer KMFME. 0 BARVIEREAT AT FTE BIR/ 1T
i/ java.lang.Integer#MAX VALUE K& EANREIETE. MRS
VA B B IR A A B e ANBR A T

2.2 HAER

A FEWLI AN T R A S R R, B E T ARG R R 2
B ACHe, EARA TR . SRR TR R R EEN, REREXTNE R HTTP #5052, 4
RV IR BT DU 5 SR BT 2 0 R, 020 T LA 2R & i Bdls ik &

HTTP/1.1 5& 38 HTTP R ER A O o] LAY B FH T 2 E k. HTTP/1.0 FE25 1 £t 7] LA
s FIARABL B A R B A M 5 00 E AT T U SR ARAE SE 2 4 T IE SR A, A3 e SR AL B 2 AN i
Ko HTTP ARERAR AT DL RR 25 PR R A0 T — B TR 3G SR A, B 1R AR ) B AR =L —A
ALV S ISR TR . (RSB 18 W R ERF AMEEHE . HetpClient 5842
TRFRE AT

2.3 HTTP &K H

HttpClient REWS FLFBGHEL i i OEE B H A BN, X 2W kA PIEER, WK
Nk. HttpClient X7y AN EIERE, WEMIYE. EIEERR]H N2 A E A
A FH AR 1 AR AR

eI R B H AR A — R AR R G o S i ol I A QR B 2 F AR R 2 58
TIBTERE L. BT ARHL R AN REIE R, IR i el CAF R 0 SR P SCR T
PRSAUAAT BATE 21 H Ar 8 IE e B B B E R B )R

2.3.1 BBHIHE

RouteInfo MR K T AW K— NP a2 IRk B A5 EPLEE H S S
HttpRoute #& RouteInfo MIEMSLHL, XENRENER GEAZLRD. HttpTracker
RETZE [ RouteInfo S8, HH HttpClient 75 P4 FH SR BRI B G B AR A B4
HttpTracker AJUALERIIHAT MIE%H BARH) T —Bk2 5 8. HttpRouteDirector
RIS, WTURRIFE R PR R — Bk XA HetpClient 78 AT

HttpRoutePlanner s —MUERIFHRIEETHAT LT R4 & B bR 58 8% H 5
¥ O . HtpClient 4 % ™ 4~ B 1A M  HttpRoutePlanner 5K ¥l .
ProxySelectorRoutePlanner &%+ java.net.ProxySelector K. ERINEN
T, e ARG JE M B E AT R R TR N A Rk B ovm AR R B
DefaultHttpRoutePlanner SLHLREAE LA Java RS0 TE, A RS0 %
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2.3.2 &4 HTTP &

U SRAT BAE A ASRE AR A IE A 28 =T 3047 B B BB DA ) A 2 TR0 5, HTTP 4% T
PABA AR &4 1 o SSL/TLS BhSUR FISRARIE HTTP Ak s A e iZ 4R . e n s
PR T LG - J8H KU, HTTP M HE 7 SSL/TLS Nk Er R,

24 HTTP B =%

e R0 n] ARSI % EH U5

® ‘http.route.default-proxy': & S A LABE AN JRE ¢ B ER VB8 Bl =2 1 FH ) AR
FENLIX DS EES] D HttpHost KA R XN S A W IRE,
WrphoHREBEEES Hiv.

® ‘http.route.local-address': & X —ANA bk i AT AT SRS BRI E KRG . A2
AN FE LS T, XA SE0T DARE T MOE R ok N 45 45 1 o XSS HUH
P15 38— java.net.InetAddress RAMMEH. WREXNSERAHIKE,
¥ o | B A L.

® ‘http.route.forced-route’: & S HH T A BRI BK FHAE K A A R aR b B | o AXEE
TAFEBH, e rnmbl g g SR e, REER A TSN H R ENL.
EANSHIAESEH— HttpRoute KAUMME. WREXNMSHEAWRE, T4
A A P BRI AR U S ST 42 B H AR IR 55 5%

25 BEEFT]

HTTP AN Java.net . Socket X GRACFEEIE /L LM L AOMES . E AR
SocketFactory #ZIRAIE, WIHLAIERER Y . X215 HttpClient Y Al PA$E
HEAEIZATH PR E B F VIR AT N FE ¥ . PlainSocketFactory &G M aHL
WIEE CRANERD ERFRBINT .

BB A FEANE B AR FR R AT 1, By LB A E R E B B vT DL
R A

PlainSocketFactory sf =PlainSocketFactory.getSocketFactory() ;
Socket socket = sf.createSocket ();

HttpParams params = new BasicHttpParams () ;
params.setParameter (CoreConnectionPNames. CONNECTION TIMEOUT,
1000L) ;

sf.connectSocket (socket, "locahost", 8080, null, -1, params);

2.5.1 ZREEZETFHE

LayeredSocketFactory #& SocketFactory #HHOHY B. HEMEHZEFT)



DI AN EER Y LN EERY . BT 0 E EEES ARG # 2 a
BT, HttpClient P SEEL T SSL/TLS 43 JZ Y SSLSocketFactory. 1 V¥ & HttpClient AN AT
il % XN IhEE . B8 M T PR Java 2685 (JCE) M4BT (JSEE) ¥E.

2.5.2 SSL/TLS K &

HttpClient fiff i SSLSocketFactory KAl & SSLi%Hz . SSLSocketFactory fL M e il
‘&l LA H javax.net.ssl.SSLContext FIsEBIVE NS E, FHH T RE) 2 H ssL
EH.

TrustManager easyTrustManager = new X509TrustManager () {

@Override

public void checkClientTrusted (X509Certificate[] chain,
String authType) throws CertificateException {

// M XARfE L

}

@Override

public void checkServerTrusted (X509Certificate[] chain,
String authType) throws CertificateException ({

/ /WK, IXAR A

}

@Override

public X509Certificate[] getAcceptedIssuers() {

return null;

i

SSLContext sslcontext = SSLContext.getInstance ("TLS") ;
sslcontext.init (null, new TrustManager[] { easyTrustManager },
null) ;

SSLSocketFactory sf = new SSLSocketFactory(sslcontext);
SSLSocket socket = (SSLSocket) sf.createSocket ();
socket.setEnabledCipherSuites (new String][]

{ "SSL RSA WITH RC4 128 MD5" });

HttpParams params = new BasicHttpParams () ;
params.setParameter (CoreConnectionPNames.CONNECTION TIMEOUT,
1000L) ;

sf.connectSocket (socket, "locahost™, 443, null, -1, params);

SSLSocketFactory ') 5 il i 7~ tH — & F2 FESSL/TLS PN HE & I ZAZR:, XA TEGH 1) ff e Hh
TARITEHE . 12 Hlavalf) 2 2 EH7Y & [http//java.sun.com/j2se/1.5.0/docs/guide/
security/ jsse/JSSERefGuide.html], iX/&javax.net.ssl.SSLContextMAHx T HMK
EHETHE




2.5.3 EHL LKL

B TAEATIRUE AN P s A UEZE SSL/TLS $Ms( &k BidfAT, — HOEH: L 2 )5, HttpClient
Re ML HL ISR B AR ENLA VEECAFAE 7E IR 55 23 1 X.509 TAIE R 44 57 o IXANAE AT LA LR 41
PRS2 AGATEM R LS ARAE . X509 FEHLAZ IR UEEE 48K 7 EHLAL IR UEHIFEIS . HttpClient
BT T 3 > X509 EMLA LR . REZN — i EVATUEANIZIEE SSL &5 E.
® StrictHostnameVerifier: ™[\ LA UGIUEAE Sun Java 1.4, Sun Java 5 Fll
Sun Java 6 HFRAHFIM . T H AR B 1E6. 1X A ST /& He%¥ RFC 2818 AbE
B ENLAULAVLHELE — CN BiEE 1 subject-alt. /£ CN FIHEALEN
subject-alt F ] HE2 HILIEBLAT o
® BrowserCompatHostnameVerifier: FHLAZIIELSAI Curl Al Firefox ff L1E
TR . ENLZUFICHESE —A CN BT Z ) subject-alt. /£ CN FIHE(EE
] subject-alt A HEZ B ILEACST. BrowserCompatHostnameVerifier fl
StrictHostnameVerifier mooME - A F 2 H
BrowserCompatHostnameVerifier UL e Fr F + 3 1@ B &7 (b
1”* foo.com”), fLff”a.b.foo.com”.
® AllowAllHostnameVerifier: X/ EHLAKHIEdRIEA b2 K M EHL AL
e XAEI — DT HAE, mHASHE javax.net.ssl.SSLException
FEH
—BRIAH) HetpClient f# ] BrowserCompatHostnameVerifier JSEEL. WH
B )E, E AT AR E AN N A B IE A ST

SSLSocketFactory sf = new

SSLSocketFactory (SSLContext.getInstance ("TLS")) ;
sf.setHostnameVerifier (SSLSocketFactory.STRICT HOSTNAME VERI
FIER) ;

2.6 PRI

Scheme FMRFE T — MM, U “http” 8L “https” K& —Lebh g M, t
WEAN I T, FAR NG ZEH LA # java.net.Socket SLHIHEHE T T .
SchemeRegistry KHR4EFF—4 Scheme, HLiHidiER URI @ILIERN, HttpClient
CIRYYNC BV ES

Scheme http = new Scheme ("http",
PlainSocketFactory.getSocketFactory (), 80);

SSLSocketFactory sf = new

SSLSocketFactory (SSLContext.getInstance ("TLS")) ;
sf.setHostnameVerifier (SSLSocketFactory.STRICT HOSTNAME VERI
FIER) ;

Scheme https = new Scheme ("https", sf, 443);

SchemeRegistry sr = new SchemeRegistry() ;

sr.register (http) ;

sr.register (https);




2.7 HttpClient A E

JE HttpClient 1 i 52 2% ) s pS SOAACRR B, 8 AN 3 fil 5 B2 A BT A 0 e s G
%
IR HttpClient 3 ACEE 2K ) H AR AL & 807 208l i BB AR 2 4

DefaultHttpClient httpclient = new DefaultHttpClient ();
HttpHost proxy = new HttpHost ("someproxy", 8080);

httpclient.getParams () .setParameter (ConnRoutePNames .DEFAULT
PROXY, proxy):;

A LAY EE HetpClient i F AR UE [ JRE AR FR %58 220k SRR H(S ..

DefaultHttpClient httpclient = new DefaultHttpClient ();
ProxySelectorRoutePlanner routePlanner = new
ProxySelectorRoutePlanner (
httpclient.getConnectionManager () .getSchemeRegistry (),
ProxySelector.getDefault ()) ;

httpclient.setRoutePlanner (routePlanner) ;

A —FhIERE, FTDARAE—/NE RN RoutePlanner SEILRIRAF HTTP P& it ALHE F
KB 2% PR -

DefaultHttpClient httpclient = new DefaultHttpClient ();
httpclient.setRoutePlanner (new HttpRoutePlanner () ({

public HttpRoute determineRoute (HttpHost target,
HttpRequest request,
HttpContext context) throws HttpException {
return new HttpRoute (target, null, new
HttpHost ("someproxy", 8080),
"https".equalsIgnoreCase (target.getSchemeName ())) ;

2.8 HTTP & E B

2.8.1 EEHIESS

HERERRAE R % P i I Z 4 7 BT DUd I A S AA, 8 PR O IE S AR R /R IR
BMiEH;, OperatedClientConnection # ¥ BT HttpClientConnection #
i Hosg X T MR EREEE TR Hk. ClientConnectionOperator #IO4#E
A A AT RN B AR AL X SR E B RS . SEIR A AT RERI A SocketFactory K
I java.net.Socket %#l. ClientConnectionOperator # A LLik HttpClient
(I P FR A — AN IE B A 1 e 1) SR i AN ik n] £ 58 OperatedClientConnection



T RE

2.8.2 EHERMEREERZ

HTTP IEHEEE 4, AIREN, LA RN R T E IR E 2 UUME IEf AT )
A& HTTP JESEAE R — IS [HAUA R BB — M AT R KA H o HttpClient SR H —AMFRER SE4 K
EHTIR) HTTP &+, RN HTTP B H4E, /(K T ClientConnectionManager
Felle —> HTTP R AN H BRAE N T MRS T30 HTTP 8e, & BERE AERA R
U 0] A E R TR 5] — I R — AN G A2 0] P o) — AN 4%

PRI HTTP S 28 Ml OperatedClientConnection SEf—iE TAE, HEZE
T A Mk % ¥ # 2 ManagedClientConnection # ft sz #
ManagedClientConnection #p i E#H 2 FE HREEH A /0 HAEMW
OperatedClientConnection SERIRIELAESES . WM REL TR, RAFTHAEH
0@ M BT EFRI) 7. ManagedClientConnection SEf T =4 e 15 iE#2
EEANEEE, mHETXAES, UAFPEMEHR, e % S0 R B E RS .
ManagedClientConnection Z8tSEH T ConnectionReleaseTrigger #%H, #]A#H
Kb K BEBOEZRM M., — BREBOEEBEWME T, #aR0EEN
ManagedClientConnection HEE#HEH i, OperatedClientConnection 34
WOR RGP ES . RS IR HFES PR FFA ManagedClientConnection SEHIfI5IH,
EWAHEPATAEM /OB A B L EM A1) OperatedClientConnection IRE.

X LA —N MR B A TP IR BUE B 7 1«

HttpParams params = new BasicHttpParams () ;
Scheme http = new Scheme ("http",
PlainSocketFactory.getSocketFactory (), 80);
SchemeRegistry sr = new SchemeRegistry();
sr.register (http) ;
ClientConnectionManager connMrg = new
SingleClientConnManager (params, sSr);
// ERBTERE . XA MRRKAERE
ClientConnectionRequest connRequest =
connMrg. requestConnection (
new HttpRoute (new HttpHost ("localhost", 80)), null);
// ERERELORD
ManagedClientConnection conn = connRequest.getConnection (10,
TimeUnit.SECONDS) ;
try {
/) PIEREAEMA R FE. 25 BsOE .
conn.releaseConnection() ;
} catch (IOException ex) {
// TEI/0 errorx b IbEFRE,
conn.abortConnection () ;
throw ex;




w %} w ®E O, & O W Xk ow oo@E o W OH Gk
ClientConnectionRequest#abortRequest () 77k ik F b o . X £ i 81 76
ClientConnectionRequest#getConnection () JyikH g BHIEILFE

— HE N N B E WG, BasicManagedEntity G328 28 0 DL SRAAIE A 3h B
K Z B O B2 . HttpClient P EB A H X AN HL B ok SE L E W M X BT B O
HttpClient#execute () J7i%H IR1GFM BORE TEOE 2 -

ClientConnectionRequest connRequest =
connMrg. requestConnection (
new HttpRoute (new HttpHost ("localhost", 80)), null);
ManagedClientConnection conn = connRequest.getConnection (10,
TimeUnit.SECONDS) ;
try |
BasicHttpRequest request = new BasicHttpRequest ("GET", "/");
conn.sendRequestHeader (request) ;
HttpResponse response = conn.receiveResponseHeader () ;
conn.receiveResponseEntity (response) ;
HttpEntity entity = response.getEntity() ;
if (entity != null) {
BasicManagedEntity managedEntity = new
BasicManagedEntity(entity, conn, true);
/] BHRSAR
response.setEntity(managedEntity);
}
/ /AR SEN A T IS o 00 N Y S T R ]S XA I 2 H SR
} catch (IOException ex) {
//TETI/0 errorx h#IbiEHE,
conn.abortConnection () ;
throw ex;

2.8.3 RHEZETHE

SingleClientConnManager & —Maj B IERE B, 78 [F— N B e UL 4Ed—
NMiEEE., REXANLEZEBELE2N, BENEHEHT — MRIT&L 2.
SingleClientConnManager X+ [A—MH A G E2E RS R EEHERE. MR Az
FEI % AN VLB RTE SR BT, B2 G AR AE I HE 3 2 5 X 45 78 I AR AT T — S8 . dn
WERE LW I, KBl java.lang.IllegalStateException F5% .

X REANERINERE, HttpClient i SingleClientConnManagers.

2.8.4 EERMEHRE

ThreadSafeClientConnManager & —PEZHSZIREHE FumiEd, B8



A DL ZASPAT AR IR S G K o AN EAR T % B, IEAOR B B . X T E& i
THR, BRI A AT R AEIER:, R Al P L SRR IR S, AR A — A
LR

ThreadSafeClientConnManager ZEJ/REANIEARE B HRIER IR, BN
(R ST BN 25 58 B FOR 2 B AN A B IF RGEE, TR Al 20 Mg XF
TARZ FRHI N AR, XA BRI UE AR R 29, Rl il 17E AR5 A HTTP AN
RS EREIRE], el DUEH HTTP ZECREAT %

AR R 1B S B ] R A #E (1) -

HttpParams params = new BasicHttpParams () ;

// IR KIEREFI200
ConnManagerParams.setMaxTotalConnections (params, 200) ;

// SEINEEANER B BRI R HER 20

ConnPerRouteBean connPerRoute = new ConnPerRouteBean (20) ;
// Xflocalhost : 803 I KiEHF|50

HttpHost localhost = new HttpHost ("locahost", 80);
connPerRoute. setMaxForRoute (new HttpRoute (localhost), 50);
ConnManagerParams.setMaxConnectionsPerRoute (params,
connPerRoute) ;

SchemeRegistry schemeRegistry = new SchemeRegistry():;
schemeRegistry.register

new Scheme ("http", PlainSocketFactory.getSocketFactory(),
80));

schemeRegistry.register

new Scheme ("https", SSLSocketFactory.getSocketFactory(),
443) ) ;

ClientConnectionManager cm = new
ThreadSafeClientConnManager (params, schemeRegistry);
HttpClient httpClient = new DefaultHttpClient (cm, params) ;

2.8.5 EEEHFRE

23— HttpClient SEGIAS 7220, 1 HLRDREE B IVE R, 84 R AR B 2 R £
E S B AR ORI IS S A I A R AOR P, BRI L ) 2R G SRR R O AR B 2

DefaultHttpClient httpclient = new DefaultHttpClient ();
HttpGet httpget = new HttpGet ("http://www.google.com/") ;
HttpResponse response = httpclient.execute (httpget) ;
HttpEntity entity = response.getEntity() ;
System.out.println(response.getStatusLine()) ;
if (entity != null) {

entity.consumeContent ();

}
httpclient.getConnectionManager () .shutdown () ;
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XU AT DU T 58 HARME HTTP JE R B AR SL B S 5L

® ‘http.conn-manager.timeout’: & X 7 %M ClientConnectionManager Hfu
% ManagedClientConnection SIS {8 FH 22 A0 2% (1) B IS 8] o X AN 2408
B34 java.lang.Long KMIME. WRINSERAWKE, EREIEK
AR TG PRI I R]D

® ‘http.conn-manager.max-per-route’: & X T RN B ER IR KEE . X R
P i e P AR SR AR, T EL S TS A B AR S . XA S EU R B —
A~ ConnPerRoute EAHIME.

® ‘http.conn-manager.max-total': & 3 T B HER K H . X ANBR 2 i
T AR R AR, T H R T MO R AR SE . XSS HOR AR A
java.lang.Integer FERIHIHE.

2.10 ZLEEPITIER

MC S E UL PR A,  Eb A ThreadSafeClientConnManager, HttpClient 1 DA [
RKPATZANE R, HHZLEIAT.

ThreadSafeClientConnManager &Rl TN EFER: . WHEX T4 E
PR E A ALY T, B AERERE R 2%, B3 EEEOR hERE. ©
A LLE I % E 'http.conn-manager.timeout ' A—/NMEHCRRIE EFHEE BB A STE
EEFEAE SRINAT IS T BRI 00 4 FHLZE o Gn SRR HETE SR AN BEAE 45 5 PRI T J&] 30 P9 e el 12, 4 2= H i

ConnectionPoolTimeoutException Fi .

HttpParams params = new BasicHttpParams () ;
SchemeRegistry schemeRegistry = new SchemeRegistry();
schemeRegistry.register
new Scheme ("http", PlainSocketFactory.getSocketFactory (), 80));
ClientConnectionManager cm = new
ThreadSafeClientConnManager (params, schemeRegistry):;
HttpClient httpClient = new DefaultHttpClient (cm, params) ;
// PITGETHIEHIURT
String[] urisToGet = {

"http://www.domainl.com/",

"http://www.domain2.com/",

"http://www.domain3.com/",

"http://www.domaind.com/"
i
// NEAURT A ZFE
GetThread[] threads = new GetThread[urisToGet.length];
for (int i = 0; 1 < threads.length; i++) {

HttpGet httpget = new HttpGet (urisToGet[i]);

threads[i] = new GetThread (httpClient, httpget) ;




/] THIRPATETR

for (int j = 0; Jj < threads.length; j++) {
threads[]j] .start ();

}

/] EIERE

for (int j = 0; j < threads.length; j++) {
threads[j].join () ;

static class GetThread extends Thread ({
private final HttpClient httpClient;
private final HttpContext context;
private final HttpGet httpget;
public GetThread (HttpClient httpClient, HttpGet httpget) {
this.httpClient = httpClient;
this.context = new BasicHttpContext () ;
this.httpget = httpget;
}
@Override
public void run () {
try |
HttpResponse response =
this.httpClient.execute(this.httpget, this.context) ;
HttpEntity entity = response.getEntity();
if (entity != null) {
/] RSEARMEEE . ..
// PRIEESRRERE TR & PR
entity.consumeContent ();
}
} catch (Exception ex) {
this.httpget.abort () ;

2.11 ZE B SRA%

—ANZ UL PHZE 1/0 R 32 Bk iR IR B LN 1/0 $RAFRLZEIS A4 TT LAME N 1/0
Flfo B MERYORTIOR B BRI, B W] DI RS SRS T A AN RE M 1% B3 RS
AW SATAR 1/0 FF o AP REFRAE 55 S S AL, IS4 % 7 i e 4 th AN B 5 T EE R A o
IR A AN S P AR S 2 4 7 A H O 2 N

HttpClient I I BERSE B A R ZA B IXAN R, KOS ANHAR T,
N'E CEAERF AR 15 ZBIAE A HAT HTTP 35 3K A& #E . 1L I B RAG A IR AN 100%



IR, IR RROE R AT IEZEHE 0 10 B 30 ZFRPITFRY o ME— AT (TIPS K BB %F
IR B TR R R AR TT 58, 2 M8 F T A e 42 2R SR A [ ER] g B T AN ¥ 0 T 43
oA 2 o B oM % o . W o & B o Bl O o W OH
ClientConnectionManager#closeExpiredConnections () FiER KW T A L
12 U £ Y NI S | s =T 5 < 9 S S - < = N 1 N J N vl = - O -
ClientConnectionManager#closeIdleConnections () HiE KK TA &S
DREE Jb 265 7 ) () J) AT i 42

public static class IdleConnectionMonitorThread extends Thread {
private final ClientConnectionManager connMgr;
private volatile boolean shutdown;
public IdleConnectionMonitorThread (ClientConnectionManager
connMgr) {
super () ;
this.connMgr = connMgr;

}

@Override
public void run() {
try {
while (!shutdown) {

synchronized (this) {
wait (5000) ;
// KA R
connMgr.closeExpiredConnections () ;
// WG, <P A PR L 3 O R
connMgr.closeIdleConnections (30,

TimeUnit.SECONDS) ;

}

}

} catch (InterruptedException ex) {

// Ik

}
public void shutdown () {
shutdown = true;
synchronized (this) {
notifyAll();

2.12 EBRFEDD ISR
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FEARUE L5 B Keep-Alive KA VFE P i e A TARLE AR 55 48 i (455 14 32305 3 10 A A 2
WARZXAMEE AT, HttClient SERMATXNE . MR LRSS Keep-Alive {EMI N ALE
£, HttpClient BB TC R OREFISG B0 SR M0 VR 2 BLSE A K HTTP IR SSARACE 1 AERF A
WA 5 Z R AR RAF R G VIR, AR AE R 7 i) o A SRR ) SRS AIE
Bl TR, At A NBSRAE— A5 il (0 DR A5 B SRS

DefaultHttpClient httpclient = new DefaultHttpClient ();
httpclient.setKeepAliveStrategy (new
ConnectionKeepAliveStrategy () {
public long getKeepAliveDuration (HttpResponse response,
HttpContext context) {

// I keep-alive' SkiER(E S

HeaderElementIterator it = new BasicHeaderElementIterator (
response.headerIterator (HTTP.CONN KEEP ALIVE)) ;
while (it.hasNext()) {

HeaderElement he = it.nextElement() ;
String param = he.getName () ;
String value = he.getValue ();
if (value !'= null && param.equalsIgnoreCase ("timeout")) {
try
return Long.parselong (value) * 1000;
} catch(NumberFormatException ignore) ({

}

}

HttpHost target = (HttpHost) context.getAttribute (
ExecutionContext.HTTP TARGET HOST) ;
if

("www.naughty-server.com" .equalsIgnoreCase (target.getHostNa

me()))
// RARFRES) S
return 5 * 1000;

} else {
// BUREREZ 30
return 30 * 1000;




F=F HTTPREEH

JEAGI) HTTP fE4 Bt TeARAS A, T R0 37 SR /WA L B PRS0, A Re R E AT IRAS 1, 5
7 — e AR AN G A SR /M LA T 225 o BT HTTP WS BR A BRI, S R0 32 0, Bk
Z M MR AT T AL B I R GBI R 9 B AR P R A 2 LR AR D 78 55 2 FH A (14
fehmdr e B, SCRPRESEHBARRIEFLET .

WIS T], — BN Web 25 i AR 55 48 AT AR B AL 7 1A, AR BT R AR
V7 SR SEBL TR HTTPOIRAE B SCRF . 25, s 2wl B s A A B SR
XA EATHI55 78 RFC ARAEIRERE AL T IXEE T RE SCo SRTT, FEAR 2 B AR 7 1
IR BRI T 5 A = SRR BT G . 1R 2 2 Web J W8T K & 5
AT W TR B S S AR R AR RE R P B FHRE 7 (3 A 1k

3.1 HTTP cookies

Cookie 7& HTTP AAERFN H A5 il 5545 nf LA LR FF 2 B RS S B A a1 . A
F TR Bk “BEE/NERGE” AR 44 o

HttpClient i f Cookie EITRANEKIMGHI cookie 2. TEEMIEHILRH HTTP 1)
cookie JL T2 /MEXT . IHH — HTTP [ cookie A& —LLfm i, LLUWIfRAS, &iER)ERk
%, ¥R5E cookie N FHFITAE IR 55 8% URL THEMIERAE, cookie F)HR AT 2 TA]

SetCookies AR YRR 55 2% K& A HTTPAC B (i b o (1) Sk #4845 B Set—Cookie
KYEFF— DX EIRE . SetCookie2fE TR EM Set-Cookie2 J5 Y J& 1 SetCookies

SetCookie #HIMEHMNAUZKEURIE cookie JBIERIAE /1, WAREATHIEIRSS 2535 &
HI& P B TIREY B T Cookie 0. XXJEMK Cookie KR EEE, K N—L& cookie
VT E. Cookie k#MiZAEIE Set-Cookie Bl Set-Cookie2 k¥l g E M E
Je 1

3.1.1 Cookie Jix 2~

Cookie FEA M 5t/ Al B EARUE, (HRRA 0 I NEAR G E TN . A rrER
cookie HIMHEERRA/E 1. HttpClient 1] LLALPRIL T A [A A A cookie .
XA —ANE O W 5 A T HE cookie 7l

BasicClientCookie netscapeCookie = new
BasicClientCookie ("name", "value");
netscapeCookie.setVersion (0);
netscapeCookie.setDomain (" .mycompany.com") ;
netscapeCookie.setPath ("/") ;

Kot — A EHEIEARME cookie HIZRBI. EERAFAPRHER cookie WAZUIR B HIE R 55 4%
R A T 1k -




BasicClientCookie stdCookie = new BasicClientCookie ("name",
"value") ;

stdCookie.setVersion (1),
stdCookie.setDomain (" .mycompany.com") ;
stdCookie.setPath ("/") ;

stdCookie.setSecure (true) ;

// FERAUCE RS AR R IR JE

stdCookie.setAttribute (ClientCookie.VERSION ATTR, "1");
stdCookie.setAttribute (ClientCookie.DOMAIN ATTR,

".mycompany.com") ;

XE—ADEHOE Set-Cookie2 FHZ cookie MW, BT =TS FRUER] cookie 40
PREE VR AR 55 28 RIE AT A JE

BasicClientCookie2 stdCookie = new BasicClientCookie2 ("name",

"wvalue") ;

stdCookie.setVersion (1) ;
stdCookie.setDomain (" .mycompany.com") ;
stdCookie.setPorts(new int[] {80,8080}) ;
stdCookie.setPath ("/");

stdCookie.setSecure (true) ;

// FERAUCE IR ST ds R IAH JR

stdCookie.setAttribute (ClientCookie.VERSION ATTR, "1");
stdCookie.setAttribute (ClientCookie.DOMAIN ATTR,
".mycompany.com") ;

stdCookie.setAttribute (ClientCookie.PORT ATTR, "80,8080");

3.2 Cookie L JE

CookieSpec # K [ cookie B HLAITE . Cookie B FEIITEA W T JLAL:
® fi#HTI) Set-Cookie MUNEAHWIL) Set-Cookie2 k{5 &
® IGUEMEMT cookie MHIRLI,
o AL E TN Cookie LEME R, JFUhH ORI,
HttpClient [f{77 7 —%& CookieSpec HISLH:
o NMFEAFER: XANHVERF G o Sl A A 1RG0V . N k5, FRIEA
0ot (1) 2 e At B A .
® RFC2109: T 7 HTTP IRAE BIEIFBURHIZ A, B RFC2965 HUAX.
RFC2965: /7 HTTP IR M
®  NYEHRIAME  IXASLIE S LB VIBAN Cmis) 18 Web %38 R FE 7 19 2B
EL Uit i) Internet Explorer A1 Mozilla ] FireFox ¥ % %% .
® HEILAL: 'Meta’ (JG) cookie RUTE K 7 —LeH: T 3 HTTP Wi SR I£ 1) cookie 15
iU cookie & . BEEA EREA T UL LA RSLILE] DL — A 2K
sRZIE N H ] Best Match KB, il HttpClient FEiZ {7 & TH#AT L TR — &4
& He A EL



3.3 HTTP cookie FURESEEHSH

XU T e ] HTTP RSB LA AL cookie MUVEAT NINZHL,

'http.protocol.cookie-datepatterns': & X | FH T#HTIEARHEN expires JREM G
EHIAR R REXNHENTTEIER, VIRMER M S AR B E LK expires
MAE AR AR max-age BHRFHFE. EANANSHPESG R — 4
java.util.Collection EHMMME. £AHTLHELIE java. lang. String
KR, KIA java.text.SimpleDateFormat MG, WIRX NS HEKA K
B, WABRINRIER 2 CookieSpec SEIMIE I . BE B XA SHHIN A -
'http.protocol.single-cookie-header': & X 7 &7 cookie N iZ5 iil] £l — /Nl 37 1)
Cookie WKL EEP. BN, A cookie Wik 4/E/S B K Cookie itz E
Kk b . XNSHIEES]—1 java.lang.Boolean EARME. WX
SEBAWNE, BABRINFIERERZ CookieSpec SLHUMIEHIMHE . BiFEXA
SHAVA ™44 B FH T cookie FATE (RFC 2109 F RFC2965) . I ' #8 Fe 2 ML AR 5% 28
] BRI K 2 B T ) cookie B —AME R s Erb .
'http.protocol.cookie-policy': & X T H T HTTP R LN cookie MVEI 4 Fo X
MNBHEB T Java.lang.String BMEE . WIRX NS ERE K E,
oA H A% Ut /& CookieSpec SEBUIITE HIME

3.4 Cookie MG IEMFE

HttpClient ffi] CookieSpecRegistry 44— 1 I cookie MEVEMFE. FiH
(RIRRTE XS TR BRI A2 3 o 1) -

FAME: WNEARIEAME (FERATEIG).,
ME: MEAREER.

rfc2109: RFC2109 (i ()™ 4% S ) o
rfc2965: RFC2965 (4% RIS IMIFRUERF A ).
best-match: HfEVLE meta (JT) KHEE.

3.5 % cookie FEHE

Cookie HM&F LLAE HTTP 20/ i i B, WIRT 2L, £ HTTP iFRYPEE .,

HttpClient httpclient = new DefaultHttpClient ()

/7 ST ERIN B ™ b cook 1 e HE MG

httpclient.getParams () .setParameter (
ClientPNames.COOKIE POLICY, CookiePolicy.RFC 2965) ;
HttpGet httpget = new

HttpGet ("http://www.broken-server.com/") ;

/) RIEATERPE i BRI SR

httpget.getParams () .setParameter (
ClientPNames.COOKIE POLICY,

CookiePolicy.BROWSER COMPATIBILITY) ;




3.6 SE il cookie 5K E%

N T SEBLE #] cookie Tl , FRATMN1ZENE CookieSpec H W E ML, Al —
CookieSpecFactory SZHl KA@M UGk & i S 52451 35 A1 HitpClient YEM X AN T .
— HE B SZIA M T, Al AAIRRTE ) cookie SEINA AH [ (I 14: o

CookieSpecFactory csf = new CookieSpecFactory () {
public CookieSpec newInstance (HttpParams params) {
return new BrowserCompatSpec() {
@Override
public void validate (Cookie cookie, CookieOrigin
origin)
throws MalformedCookieException ({
// IEAH
}
i

}i

DefaultHttpClient httpclient = new DefaultHttpClient ();
httpclient.getCookieSpecs () .register ("easy", csf);
httpclient.getParams () .setParameter (
ClientPNames.COOKIE POLICY, "easy"):;

3.7 Cookie FF At

HttpClient I] LA T B EE R R IFISZIL T CookieStore % I FE AL cookie 17fif— i
ff . RN ) CookieStore = Bl Ff N BasicClientCookie , X s& & f&
java.util.ArrayList BJ—EHEI. £ BasicClientCookie XfHH 17
cookie 478 & X AR LI IS [l Se iy o 2k o AN SR FR 2L, FH P AT DASR I BE A 20 A SR

DefaultHttpClient httpclient = new DefaultHttpClient ();
// BIE—NAHcookie storeSLfl

CookieStore cookieStore = new MyCookieStore() ;

// WRFEHERcookie

BasicClientCookie cookie = new BasicClientCookie("name",
"value") ;

cookie.setVersion (0) ;

cookie.setDomain (".mycompany.com") ;

cookie.setPath ("/");

cookieStore.addCookie (cookie) ;

/] WEAFE

httpclient.setCookieStore (cookieStore);




3.8 HTTP REBEHMPIT LT L

TE HTTP 1 SRPAT T FE A, HetpClient ERIN T R F1 FLIRES & HAR ¢ 1 R BIHAT EF 3
I:F]:
® ‘http.cookiespec-registry': CookieSpecRegistry SEICHE T SLBRI cookie #i
MR . XANEENEEEEAANE S, e TR,
® ‘http.cookie-spec’: CookieSpec LW E LK) cookie HLTE .
® ‘http.cookie-origin': CookieOrigin SEFIfCHE T ESLHIVE AR S5 25 (VR 4H1E B .
® ‘http.cookie-store’: CookieStore SEBIMNFE T HLH cookie fFfifi. WEIEAH
P2 H I A & 1 AR S T BRI
AHL) HttpContext XTZ A LAHE AR E il HTTP IRESE N, T il RPATEHE
T SRIAT 2 ko 258 HIRES

HttpClient httpclient = new DefaultHttpClient () ;

HttpContext localContext = new BasicHttpContext () ;
HttpGet httpget = new HttpGet ("http://localhost:8080/");
HttpResponse response = httpclient.execute (httpget,
localContext) ;

CookieOrigin cookieOrigin = (CookieOrigin)
localContext.getAttribute (

ClientContext.COOKIE ORIGIN);
System.out.println("Cookie origin: " + cookieOrigin);
CookieSpec cookieSpec = (CookieSpec)
localContext.getAttribute (
ClientContext.COOKIE SPEC) ;

System.out.println("Cookie spec used: " + cookieSpec);

3.9 BAH P/ GERRSER

FeATAT LU F ST A AT B SCRSZII AN P (BN RS .
NAEAH P T cookie FRIETEM A cookie TR LA TR B AE HTTP 257 S 2 ) 2k
UNCHE =

HttpClient httpclient = new DefaultHttpClient () ;

// flicookie store A S

CookieStore cookieStore = new BasicCookieStore();

// QIEAHPIHT TP 2

HttpContext localContext = new BasicHttpContext () ;

// YREEHIcookie storeFlAM A H
localContext.setAttribute (ClientContext.COOKIE STORE,
cookieStore);

HttpGet httpget = new HttpGet ("http://www.google.com/") ;
/] NERSEAEE AN R

HttpResponse response = httpclient.execute (httpget,
localContext) ;







FUUE HTTPIAE

HttpClient $2 L%t HTTP FRvERIVE & X IEAE ) 58 45 S FF . HttpClient A IIFAEZE
A DAY ST R AR AR UOIERE S, Bl NTLM Al SPNEGO.

4.1 AP &R

ATAT P S B0 Uk )it FE A 7 B — 2 ] DU T8 2 P S i e 36 - B 7 A8 e ) e 18] B
HIFE AT LI 2 1 42 /3758 %) . UsernamePasswordCredentials fRFR T —HEE
AR R B SC B AR o X AN SEILGTE HTTP AR e o i B AR dE D IE AR 202 2 18 1Y

UsernamePasswordCredentials creds = new
UsernamePasswordCredentials ("user", "pwd");
System.out.println(creds.getUserPrincipal () .getName () );
System.out.println(creds.getPassword()) ;

AN
user
pwd

NTCredentialsZM#Windowstd & (ISEIL, EEE Tk 7 A &mx4r, —4
BAMAIWindowstR & HIJETE,  LLUI IR A 445, EEAAE R I Wind ows [ 25 1, AR TR] Y
PP A FAS [R5 B AAAE AT BAJ AN R 3

NTCredentials creds = new NTCredentials ("user", "pwd",
"workstation", "domain");
System.out.println(creds.getUserPrincipal ().getName ());
System.out.println(creds.getPassword()) ;

i th AN

DOMAIN/user
pwd

4.2 INEBE

AuthScheme #FAUK T A, T FIBRAR-MT B AATERE R . — MATER A 8 S
LUENhRIEE
® AT AIALIE y F A AR 55 AR S AR BEURR SR L A O[] PR Ak
o Rt EPLERIEME: EB SRR E NS, R, X AN A R]
N2 FH B 4K o
® X4 E MY FEUEALA HTTP 5 RS i 5 S S ATER A AR OGIE 545 £
FEEROMER AT RER ARG, W & — RPN BRI N ASH - HitpClient B s 7 —2&



AuthScheme £

® Basic (FZA): Basic INIEHEE UAE RFC 2617 H1. IXMAIERE AR A 2241,
REGE SO L1k . REEAZ S, RN TLS/SSL INEKH &+, Basic
WIERL A 8 e .

® Digest (§%): Digest NIEREAE XAE RFC 2617 H1. Digest INIEFE A LL Basic A &
F e 25T, MRS TLS/SL I 1E e A ig i e 4 T4 I R A AR P SR i Al
SEIRUFIIEHE

® NTLM: NTLM 2 —ANHMHIF L HL Windows T & FIEHIMER R NTLM #
AL Digest B2 B . XM T ZAMBH) NTLM 512k TAE . ZEIREUE
ZHEIE 250 5 1E HitpClient KA ELH 1) NTLM SUPPORT . txt (A4,

4.3 HTTP iNiES %

] DU T e f) HTTP AAIE R AR AT EAR AT NS5

® ‘http.protocol.handle-authentication': & 3 T & IAIER %4 H 2B . XS4
MR — java.lang.Boolean RAKMEH. WRXANSERE W IKE,
HttpClient <= H 3 b EINGIE .

® ‘http.auth.credential-charset': & 3 7 44ufi A~ R UER A FRF 5. XS5
AR —4 java.lang.String RAEMME. WREXANSHEEHRE, T4
Mo US-ASCII.

4.4 NEERIEMER

HttpClient ffi /] AuthSchemeReqgistry R4 — M0l I VGERAFEMER. T
FEAN BRI T 10 4SS 202 VI 1 -

® Basic: FEANIER

® Digest: FHEINUERI

TR NTIM B A5 N BAIA RT3 M . NTLM AREXT AN BRI S & Mo VEa]
AEE BRI R . BEREUCE PR A O T W FF 8 NTLM SCRF N RIE B IX 55 -

4.5 TR

IR FRAL S Bk — 4L 7 R4, A BRI XA g AR B A 7= A P A8 o AR
BWIEFHA, w5, SUEARANIERI A FR . 0 R SR AL 28k MR 4R i, 3RATw]
LR —/NMEEAT EEFENL, (RO, (EENE, EEERD KRB EEE. W
REZILERA R, FEyEHe a4 28 9 FH ok & s T IE A o o Y e

HttpClient 7] AT ZSEIL T Credential sProvider # N 2L 28 I HEAR SR
— [F I fF . B A H CredentialsProvider £ Hl # ™ N

Pl = R

BasicCredentialsProvider, E&HEHMEM java.util.HashMap KISEHL.



CredentialsProvider credsProvider = new
BasicCredentialsProvider () ;
credsProvider.setCredentials(

new AuthScope ("somehost", AuthScope.ANY PORT),

new UsernamePasswordCredentials ("ul", "pl")):
credsProvider.setCredentials(

new AuthScope ("somehost", 8080),

new UsernamePasswordCredentials ("u2", "p2")):;
credsProvider.setCredentials(

new AuthScope ("otherhost", 8080, AuthScope.ANY REALM, "ntlm"),
new UsernamePasswordCredentials ("u3", "p3"));
System.out.println(credsProvider.getCredentials (

new AuthScope ("somehost", 80, "realm", "basic"))):;
System.out.println(credsProvider.getCredentials (

new AuthScope ("somehost", 8080, "realm", "basic"))):;
System.out.println(credsProvider.getCredentials (

new AuthScope ("otherhost", 8080, "realm", "basic"))):
System.out.println(credsProvider.getCredentials (

new AuthScope ("otherhost", 8080, null, "ntlm"))):;

ot N

[principal: ul]
[principal: u2]
null

[principal: u3]

4.6 HTTP AEM AT BT

HttpClient #K#i T~ AuthState FERIRER ST UIEE ARSI FELNE E . 75 HTTP ik
PATIEFEH, HttpClient il 2 4~ AuthState B — 0T HARENGE, 54—1
XFFARBIAUE . a0 HARR S s B RR 2 FAE, B4 % HIY AuthState SERPFH 2
BRAE AL B R 4 i) AuthScope, AuthScheme 1 Crednetials KIEFE.
AuthState AJ DABE RS & K4 B R VE AT 4 K841, £ B IULAC AuthScheme HSEH,
e AR R LR 0T 45 T8 IRV B 2348 A A

7E HTTP iR PAT I FE A, HetpClient 80N T R ZIATAEAR ¢ (X G 44T R S0

‘http.authscheme-registry’: AuthSchemeRegistry SEHIACTR B SE KV IER A E M %
TEAS b PN 25 B8 B XA @ PE B AL 6 T BRIA

'http.auth.credentials-provider': CookieSpec S0 T H LA EIGIRMLES . EAh
P28 T B I A M AR 2 T BRI

‘http.auth.target-scope’: AuthState LB | HSEH HARIRIRA . ZEAHN &
W B XA & M A e T BRI .

*http.auth.proxy-scope': AuthState LB | HSZMAB VGRS . FEAH A 2
T B XA @ M A S T BRI



AHuI) HttpContext X ATLAR T EH] HTTP IENZ, FRoe TiE RUTEIEIE R
BEPAT Z Sk 25 e HRAS

HttpClient httpclient = new DefaultHttpClient ()
HttpContext localContext = new BasicHttpContext () ;
HttpGet httpget = new HttpGet ("http://localhost:8080/");
HttpResponse response = httpclient.execute (httpget,
localContext) ;

AuthState proxyAuthState = (AuthState)
localContext.getAttribute (
ClientContext.PROXY AUTH STATE) ;
System.out.println("Proxy auth scope: " +
proxyAuthState.getAuthScope()) ;
System.out.println("Proxy auth scheme: " +
proxyAuthState.getAuthScheme()) ;
System.out.println("Proxy auth credentials: " +
proxyAuthState.getCredentials()) ;

AuthState targetAuthState = (AuthState)
localContext.getAttribute (
ClientContext.TARGET AUTH STATE) ;

System.out.println("Target auth scope: " +
targetAuthState.getAuthScope()) ;s

System.out.println("Target auth scheme: " +
targetAuthState.getAuthScheme ()) ;

System.out.println("Target auth credentials: " +

targetAuthState.getCredentials());

4.7 5 5NE

HttpClient AN SCREFFAR B3 S UGIE, B9 A B3CEE F A IERf 1946 T UGIE T e S 8U™ 5
(22 4 ), E ks i PS4 AR SO RIS A R UGERI SR =05 . Rk, 7 A6 S
WEFITE EATT I RERL R 7 2858 1A 25 22 4 XU 7E I 4 Ak, T ELBESR A FH n bh i 2 28 1R b
£ HttpClient # ML I8 d A IE B SCRF

R AR R PR, W BEHAE, KH5I N\ BasicScheme [#15E4]
FIPAT R0 1B R U AEARAE N E£E A < AT B P S A B R R

HttpRequestInterceptor preemptiveAuth = new

HttpRequestInterceptor () {

public void process (final HttpRequest request,

final HttpContext context) throws HttpException, IOException {
AuthState authState = (AuthState) context.getAttribute(
ClientContext.TARGET_AUTH_STATE);
CredentialsProvider credsProvider = (CredentialsProvider)
context.getAttribute (ClientContext.CREDS PROVIDER) ;




HttpHost targetHost = (HttpHost) context.getAttribute (
ExecutionContext.HTTP_TARGET_HOST);
// IR EAYIIR b auth
if (authState.getAuthScheme () == null) {
AuthScope authScope = new AuthScope (
targetHost.getHostName (),
targetHost.getPort()) ;
// FARUCHEE B bR N A
Credentials creds =
credsProvider.getCredentials (authScope) ;
// WRKRIT, #HEEHBasicScheme
if (creds != null) {
authState.setAuthScheme (new BasicScheme ()) ;
authState.setCredentials (creds) ;

}

bi

DefaultHttpClient httpclient = new DefaultHttpClient ();
// AENEE AR I B S
httpclient.addRequestInterceptor (preemptiveAuth, 0);

4.8 NTLM AiE

R HitpClient A HEXTHFFE ) NTLM YOI R SCRF AT Bk I AN 2 o XA R ]2
EELEMmMAZHEAR M. A, NTLM AE AT BLUfE R Ah 3 80 NTLM 5] 2 b
JCIFS[http://jcifs.samba.org/|>KFF J&, 25 H Sambalhttp://www.samba.org/15 H &%, 1EN
‘BAIT Windows 132 HERAERE T ELE N —H 7 - BIREUESN N ¥ 1E S5 HitpClient RATEHE
B NTLM_SUPPORT. txt 3%,

4.8.1 NTLM ZEEZ#FEALL

NTLM B AGE AR TH R85 T & 52 i 2 1), 1 XS FR#ERT Basic Ml Digest B
[P BRI AR K . IXAR AT g2 AT A TEOE R NTLM A A RS R B R F 2 —,
WAL, — BAAUEE, P bR R R4 B AN A oy A AR OB o NTLM &L HIRAS
R EBRE A AR B 44, X TR MR, FrALL NTLM EEAGE 8 48 A [F FH P bw
VU P B o ARV R 245 B 2 5 HttpClient & 5843 AEMS A FILIR A 410 . 11018 4B AH 5%
(17, AFEFE— session FIFAAT B N3N T A EATT T AR S 2481 (00 B P AR R RV SRt 2 Wl R B 22
[ 75 0], HttpClient #4321 EXHEANJE T NTLM 37 B U5 I HTTP & K B HT I HTTP 4% .
BURBCCT A IRE N HTTP BT, ESHZERXA T -

KA NTIM R AR, 85 U5 A 8] 5 (0 77 vk Ak NTIM AGIE, il GET
B HEAD, 17 55 AR [ (R 7 B R B AT AN BE R 775, el e AT 2 SR s ik, Tt POST



g PUT.

DefaultHttpClient httpclient = new DefaultHttpClient ();
NTCredentials creds = new NTCredentials ("user", "pwd",
"myworkstation", "microsoft.com");
httpclient.getCredentialsProvider () .setCredentials (AuthScope
.ANY, creds);
HttpHost target = new HttpHost ("www.microsoft.com", 80,
"http");
/ /7 DRUEAH R A R T AT 2248 AR S 1 5K
HttpContext localContext = new BasicHttpContext () ;
/] BEHPATRE T, XS ARANTLMIAUE
HttpGet httpget = new HttpGet ("/ntlm-protected/info");
HttpResponse responsel = httpclient.execute(target, httpget,
localContext) ;
HttpEntity entityl = responsel.getEntity () ;
if (entityl != null) {

entityl.consumeContent () ;
}
/) ZJE SRR AN CRER BT HEK I 7%,
HttpPost httppost = new HttpPost ("/ntlm-protected/form") ;
httppost.setEntity(new StringEntity ("lots and lots of data")):;
HttpResponse response? = httpclient.execute (target, httppost,
localContext) ;
HttpEntity entity2 = response2.getEntity () ;
if (entity2 != null) {

entity2.consumeContent () ;




FHE HTTP B RS

5.1 HttpClient [

HttpClient IR THRE TR HTTP i RPUTHIRY . EEA LR RIAT A E
SRR R B R A, AR R, RS, YB3 E B AR SZEL E R T4
o XPOZAFFRE G BN ThRE,  Hanm B N 2R GAT R B .

DefaultHttpClient & HttpClient £z MIBRIASEIL . XA TR 2455k H
JIFE P B S 1 1 SR B 6 ST AR ERAE 5 HTTP BRSO T, Eb G 28 5 ) B AL B GIE B 9% 138
BEFE AR R R B0 (1 R S0 [A] P 5 IR T DT o X843 FH P mT LR B e i, HLARFE 7 25k
B B 7y T BRIA S B

DefaultHttpClient httpclient = new DefaultHttpClient ();
httpclient.setKeepAliveStrategy (new

DefaultConnectionKeepAliveStrategy () {
@Override
public long getKeepAliveDuration (HttpResponse response,
HttpContext context) {
long keepAlive =
super.getKeepAliveDuration (response, context);
if (keepAlive == -1) {
// W keep-alivelHEH HARS 4 MR E, IBARFFERRISSH,
keepAlive = 5000;
}
return keepAlive;
}
1)

DefaultHttpClient W4EY— A PMNFEAAS, BT AL BRI B T (1)1 SR A0 B 20K
(o B, T H AR B AL R AR 1 7 BT A P IR T DA 5N B B A B A
BRTE 75 B RS BR o PN BRI AR R A B A — AR Java . util . ArrayList .
EATLABE I F list =1 AR K A0AT o

DefaultHttpClient httpclient = new DefaultHttpClient ();
httpclient.removeRequestInterceptorByClass (RequestUserAgent.
class) ;
httpclient.addRequestInterceptor (new
HttpRequestInterceptor () {
public void process (
HttpRequest request, HttpContext context)
throws HttpException, IOException {
request.setHeader (HTTP.USER AGENT,
"My-own-client") ;




DefaultHttpClient jEZRFE % 4. B UUH A X AN RS2 g = H T 2 A5 K10
PAT. H—A DefaultHttpClient SEFIAFEFEE M HE N B yu RN, e SRBER:
FH U ClientConnectionManager#shutdown () J7VEK M.

HttpClient httpclient = new DefaultHttpClient ()
// 1B R

httpclient.getConnectionManager () .shutdown () ;

5.2 HttpClient %

XA DUA T i 2R A HitpClient SEHUAT NI S 4L
® ‘http.protocol.handle-redirects’: & X T HE [ & 5% H B EE ., XSS R
3%2|—4 java.lang.Boolean KR MME. WX N SE0 A # X E , HttpClient

S HSNAHEEE R,
® 'http.protocol.reject-relative-redirect’: & S T J& 5 AHXT ¥ 55 5 [ NAZ A FE 46 . HTTP
VO A B2 — N EXT URLe EADNSHUHESE S| —4 java. lang.Boolean

KMEME . RN SEEA B E, ARV E .

® ‘http.protocol.max-redirects': & X 7 ELIEAE H I A 1 KHE . XA EH B R
{100 B i) S 977 1 E B A 1) il 55 2% i JEIAS 51 R R BB o XA S HUH AR 3] — 4
java.lang.Integer EMIME. MRXNMSHEAWHEE, BLARRTAZR
100 KX JE 7] .

® ‘http.protocol.allow-circular-redirects’: & XIAEEE M (FE A FBEE) 2
MR FCVF. HTTP BUVEAEFA Y B 5 M) A R W5 I5 I I e 1R 3R, DRI AR Al ik 1
R LIF AR . EANSHEIAES T —1 java.lang.Boolean FEMPFH. i
ENMSHEARRE, WA EE A R

® ‘http.connection-manager.factory-class-name' : & X T Ik A E‘J
ClientConnectionManager SEH M KM, XN HPHERF B —
java.lang.String FUMME. WRENSEE AW IRE, XT%:&/I\S'QJ(U\E’JH
] SingleClientConnManager.

® ‘http.virtual-host': & X T 7Ek#{ER Host Elﬂﬁﬂﬂﬁﬁf'@?uasz{%ﬂ, A
AT XNSHHEEE]—A HttpHost RMEME. WRXANSEE Bk
B, MWK B I ENL AR 1P il .

® ‘http.default-headers’: & X T FFRIERBINKERSLHE B XANSEIHERB R
— MM Header X %[ java.util.Collection ZKM{H,

® ‘http.default-host': %)‘(Tﬁﬁi}\ﬂﬂ W H AR EHEA EIER ORI GGHXS URD
IRt E, A ERNE . XANSEINERF]—> HttpHost KAMI{H.

5.3 H3lE e R bHE

HttpClient AbHEFTA R H B EE N, BT H HTTP MG A28 1011, thanes 2
P . 2% HE CIRAR 303) POST Al PUT 3R B 52 A1 3 N i HTTP VG 2 GET
HkK.



5.4 HTTP & PP i f$AT LT 3¢

DefaultHttpClient ¥ HTTP W RAMAAN LRI R, MR @ LG KT H
AR . A, BRI T — NI R RAE MR ARRIA, B E T LT HAT B R
S H. B, 0 HEr EEANER URI Y final RAUIERSHT IEERPUTZ G, B
AN HTTP bR SCRLE.

DefaultHttpClient httpclient = new DefaultHttpClient ();
HttpContext localContext = new BasicHttpContext () ;
HttpGet httpget = new HttpGet ("http://localhost:8080/");
HttpResponse response = httpclient.execute (httpget,
localContext) ;

HttpHost target = (HttpHost) localContext.getAttribute(
ExecutionContext.HTTP TARGET HOST) ;

HttpUriRequest req = (HttpUriRequest)
localContext.getAttribute (
ExecutionContext.HTTP REQUEST) ;
System.out.println("Target host: " + target);
System.out.println("Final request URI: " + req.getURI()):
System.out.println("Final request method: " + reqg.getMethod()) ;




BAE RETE

6.1 H RN F /i

TERFE SR T, WIFHRERER] HTTP #oCiEd g fhid, Bl 17 el R I HTTP 2
HOR AL PRARFRHEA M AAT AR T e Eotn, X T Web €, & W HEFE 9] HitpClient 252
R P RSk E S, SRIERAR ST A

EHEARAN B E SRR ST AT 25 1S R 808 $1 1B SL L 2 LA P IR

o Ht—/AHENX LineParser/LineFormatter 1. WMRFEE, SZHHR

SCARHT /A% KA B 5

class MyLineParser extends BasicLineParser {
@Override
public Header parseHeader (
final CharArrayBuffer buffer) throws ParseException ({
try {
return super.parseHeader (buffer) ;
} catch (ParseException ex) {
// JEfl|ParseExceptionit
return new BasicHeader ("invalid",
buffer.toString());

}

® il /NHE NN OperatedClientConnection LIl B H T XHIER
IR SR/ N7 AT A, TR R /e A% SR B o SRR B, SN [ RSSO /R EL
A,

class MyClientConnection extends DefaultClientConnection {
@Override
protected HttpMessageParser createResponseParser (
final SessionInputBuffer buffer,
final HttpResponseFactory responseFactory,
final HttpParams params) ({
return new DefaultResponseParser (buffer,

new MyLineParser (), responseFactory, params) ;

TR RER:, Rt —HE XM ClientConnectionOperator #/1
S WA, SEUUA R BBV AR



class MyClientConnectionOperator extends

DefaultClientConnectionOperator {

public MyClientConnectionOperator (
final SchemeRegistry sr) {
super (sr) ;

}

@Override

public OperatedClientConnection createConnection() {
return new MyClientConnection () ;

}

® N OB REEEE, St H 2 X ClientConnectionManager 2 H5K
I

class MyClientConnManager extends SingleClientConnManager {
public MyClientConnManager (
final HttpParams params,
final SchemeRegistry sr) {
super (params, sr);
}
@Override
protected ClientConnectionOperator
createConnectionOperator (
final SchemeRegistry sr) {
return new MyClientConnectionOperator (sr);

6.2 HIREK HTTP E#

HTTP VAR % session ARZSE B 1E K /& LA HTTP cookie #% Uik ATE HTTP $SCH 1, (Kb
HTTP EFLIE 2 TSR, XAMB AR SL A g Rl i R AR . A — 2150, X4 HTTP
TERS F R I P AR IR BURR 8 1) 2 4 B R SOREIER, Rt AR eI, gl
ZHPEH. ZENARER HTTP ERE /R B2 NTLM A UFEEAE H 2% 5 bl e
¥y SSL %%

6.2.1 FiP 4R aba 2%

HttpClient fK#fi UserTokenHandler #%IIRIRESERHAT LT XEERLEHEE
(1o QIS AS R SR R e Wi iR B R SO A B ST B IRECOC T S H/T P R
THET/E null, 2RO R HIXANMGBEER IR [B], BHEEME— bR IR ST A o P A R ok
RUEH P e e SR S A e P R s EH A .



W E AT LA € AT B 0ok 3R18, UserTokenHandler BRI\ SZHLZ
i FH 2R 0 — AR HTTP R PIRE X % . UserTokenHandler ¥ 2 % T
NTLM B % P i e SSL 2 iE ANUEAC B A P i 8. R 3 #A T A, B4 5k
VN A CIRS o

W BRI BIANBRIH 2 AT TR EE, F P AT DR —AN B e S :

DefaultHttpClient httpclient = new DefaultHttpClient ();
httpclient.setUserTokenHandler (new UserTokenHandler () {
public Object getUserToken (HttpContext context) {

return context.getAttribute ("my-token") ;

}
1)

6.2.2 F P4 HBMPAT LT

1E HTTP if SKRPAT I FE H, HetpClient IR0 T R 1AL P AR IR AR R0 R BIHAT 3L
Hre
® ‘http.user-token': X RELFIRERHLFIH P FRIR, @R Principle #HAM)
S
BATAT AAEE RPIAT G, B A AN HTTP R U, KIS THATIE R
ER A RER .

DefaultHttpClient httpclient = new DefaultHttpClient ();
HttpContext localContext = new BasicHttpContext () ;
HttpGet httpget = new HttpGet ("http://localhost:8080/");
HttpResponse response = httpclient.execute (httpget,
localContext) ;
HttpEntity entity = response.getEntity() ;
if (entity != null) {

entity.consumeContent ();
}
Object userToken =

localContext.getAttribute (ClientContext.USER TOKEN) ;
System.out.println(userToken) ;

6.2.2.1 FANWFRSHIERE

TR RIS RIRF A1 RPAT I AHFPIRE T R0 Bl$haT £F
SO ATAREE o LA, GRAEAH TR R SCHE AT 3T B8 ROARTEL P, s 2 R 2 2
BIE R HAT £ R ST HTTP i SRR 2.



DefaultHttpClient httpclient = new DefaultHttpClient ();
HttpContext localContextl = new BasicHttpContext() ;
HttpGet httpgetl = new HttpGet ("http://localhost:8080/");
HttpResponse responsel = httpclient.execute(httpgetl,
localContextl) ;
HttpEntity entityl = responsel.getEntity () ;
if (entityl !'= null) {

entityl.consumeContent () ;
}
Principal principal = (Principal) localContextl.getAttribute (
ClientContext.USER TOKEN) ;
HttpContext localContext?2 = new BasicHttpContext () ;
localContext2.setAttribute (ClientContext.USER TOKEN,
principal) ;
HttpGet httpget2 = new HttpGet ("http://localhost:8080/");
HttpResponse response?2 = httpclient.execute(httpget?2,
localContext?) ;
HttpEntity entity2 = response2.getEntity ()
if (entity2 != null) {

entity2.consumeContent () ;




