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Authenticators

1 Introduction

An authenticator is used to identify aclient. It is supposed to setup the Identity object which is attached
to the session.

2 Declaring the Roles in lenya.roles

<rol e nane="or g. apache. | enya. ac. Aut henti cat or "
shor t hand="aut hent i cat or "
def aul t - cl ass="or g. apache. | enya. ac. i npl . User Aut henti cator"/>

3 The user authenticator

The User Authenticator uses the request parameters

e usernane and
e password

to authenticate or reject auser. It is configured in cocoon. xconf asfollows:

<conponent | ogger="1enya. ac. aut henti cator"
cl ass="org. apache. | enya. ac. i npl . User Aut hent i cat or "
rol e="org. apache. | enya. ac. Aut henti cator"/>

When a valid username/password combination is entered, the previous user is removed from the session
| dentity object and the current user is added.

4 The anonymous authenticator

The AnonymousAuthenticator authenticates the request against the credentials of the user called
‘anonymous (which you have to create, and assign the desired permissions). Thisisuseful in
conjunction with client certificates. It is configured in cocoon. xconf asfollows (commented out by
default):

<conponent | ogger="1enya. ac. aut henti cat or"
cl ass="org. apache. | enya. ac. i npl . AnonynousAut henti cat or "
rol e="org. apache. | enya. ac. Aut henti cator"/ >
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