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Access Controller Resolvers

1 Introduction

In Lenya, the AccessController is chosen dynamically, depending on the requested URL. An
AccessControllerResolver resolves the appropriate AccessController for a URL.

2 Defining the Roles in lenya.roles

To obtain an AccessController Resolver, the AccessController Resol ver Selector is used.

A component which wants to obtain an AccessController asks the selector for the

Composabl eAccessController Resolver. The ComposableAccessController Resolver itself uses the
selector to obtain its child AccessControllerResolvers.

<rol e name="or g. apache. | enya. ac. AccessControl | er Resol ver Sel ect or"
short hand="access-control | er-resol vers"
def aul t - cl ass="or g. apache. aval on. excal i bur. conponent . Excal i bur Conponent Sel ect or " >
<hi nt short hand="confi gur abl e"
cl ass="org. apache. | enya. ac. i npl . Confi gur abl eAccessControl | er Resol ver"/>
<hi nt short hand="publ i cati on"
cl ass="org. apache. | enya. cns. ac. Publ i cati onAccessControl | er Resol ver"/>
<hi nt short hand="conposabl e"
cl ass="org. apache. | enya. ac. i npl . Conposabl eAccessControl | er Resol ver"/>
</rol e>

3 Declaring the Access Controller Resolvers in cocoon.xconf

<access-control | er-resol vers>
<conponent - i nst ance | ogger="1| enya. ac. accesscontrol | erresol ver. publ i cati on"
cl ass="org. apache. | enya. cns. ac. Publ i cati onAccessControl | er Resol ver"
nane="publ i cati on">
</ conponent - i nst ance>
<conponent - i nst ance | ogger="I| enya. ac. accesscontrol | erresol ver. gl obal "
cl ass="org. apache. | enya. ac. i npl . Confi gur abl eAccessControl | er Resol ver"
name="gl obal ">
<access-control |l er type="global"/>
</ conponent - i nst ance>
<conponent - i nst ance | ogger="I| enya. ac. accesscontrol | erresol ver. conposabl e"
cl ass="org. apache. | enya. ac. i npl . Conposabl eAccessControl | er Resol ver"
nane="conposabl e" >
<resol ver type="publication"/>
<resol ver type="gl obal "/ >
</ conponent - i nst ance>
</ access-control |l er-resol vers>

4 Publication Access Controller Resolver

The PublicationAccessControllerResolver looks for aconf i g/ ac. xconf fileinside the publication.
If you want to use multiple AccessControllers within your Lenyainstallation, just declare them in the
cocoon- xconf . xsl fileand choosethetypeintheconfi g/ ac. xconf file. Thet ype attribute
selects an AccessController from the definitionsin cocoon. xconf .

Y ou have to configure the complete AccessController in thisfile. For instance, if you want to use a
BypassableAccessController together with a certain set of components, you declare it as follows:

<?xm version="1.0"?>
<access-control |l er type="bypassabl e">

<accredi t abl e- manager type="file">
<par aneter nanme="directory"
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val ue="context:///| enyal pubs/ mypub/ confi g/ ac/ passwd"/ >
</ accr edi t abl e- manager >

<pol i cy- manager type="docunent">
<pol i cy- manager type="file">
<par anet er nanme="directory"
val ue="context:///| enyal pubs/ mypub/ confi g/ ac/ polici es"/>
</ pol i cy- manager >
</ pol i cy- manager >

<aut hori zer type="policy"/>

<aut hori zer type="usecase">
<par anet er nanme="confi gurati on"
val ue="context:///| enyal/ pubs/ defaul t/confi g/ ac/ usecase-policies.xm"/>
</ aut hori zer>

<aut hori zer type="workflow'/>

</ access-control | er >

5 Configurable Access Controller Resolver

The ConfigurableAccessControllerResolver can be configured with an AccessController directly inside
cocoon. xconf :

<conponent -i nst ance | ogger ="| enya. ac. accesscontrol | erresol ver"
cl ass="org. apache. | enya. ac. i npl . Conf i gur abl eAccessControl | er Resol ver"
name="gl obal ">
<access-controll er type="global "/>
</ conponent - i nst ance>

6 Composable Access Controller Resolver

The ComposableAccessControllerResolver is configured with alist of AccessControllerResolvers. Each
one of these resolversisinvoked until oneis successful. If no resolver finds an AccessController, the
ComposableAccessController Resolver returnsnul | .

<conponent -i nst ance | ogger ="| enya. ac. accesscontrol | erresol ver"
cl ass="org. apache. | enya. ac. i npl . Conposabl eAccessControl | er Resol ver"
name="conposabl e" >
<resol ver type="publication"/>
<resol ver type="gl obal "/>
</ conponent - i nst ance>
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